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ABSTRACT
Cyber-security involves the monitoring a complex network of inter-related computers to prevent,
identify and remediate from undesired actions. This work is performed in organizations by human
analysts. These analysts monitor cyber-security sensors to develop and maintain situation
awareness (SA) of both normal and abnormal activities that occur on the network. Additionally,
analysts remediate compromised computers and attempt to configure networks securely to ensure
that known vulnerabilities cannot be exploited.
Research and development of new fusion algorithms and visual interface, both in
academia and in industry, have the objective of increasing cyber-security situation awareness.
However, it is uncommon for developers to assess the actual impact on a human analyst’s
performance, situational knowledge, perceived effectiveness or perceived workload. In short, it is
not proven that a new tool will increase situation awareness or not, because the analyst’s SA is
not measured.
This dissertation addresses the issue of measuring the impact of interface design on SA
through the implementation of an SA Assessment Battery for the cyber domain. While there are a
number of SA assessment techniques, they are designed for other domains, especially military
command and control, aircraft piloting and air traffic control. This dissertation leverages this
work and implements these assessment techniques for the cyber-security domain.
This work validates the assessment battery through the comparison of two different
interface designs (“high” and “low” perceived workload) with two groups of research subjects
(“novices” and “experts”) in a 2x2 between-subjects experiment. The interpretation of the results
from this study demonstrates how SA assessment techniques that were previously considered
incompatible can be used together to evaluate the impact of the effectiveness of the interface
separately from the impact of experience of the human analyst.
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Chapter 1
The Importance of Situation Awareness in Cyber-security
Cyber-security is a domain in which one or more individual analysts monitor a complex
inter-related network of host computers and software to defend it against unauthorized use. The
computer network being monitored itself is a complex and dynamic system that is further
complicated by a rapidly evolving threat landscape of attack methods from hackers. Hackers use
automated tools to develop exploits, probe remote systems, launch attacks and compromise hosts.
Once systems are compromised, hackers then use them to launch further attacks against their next
set of targets. Analysts must develop and maintain situation awareness (SA) of the normal traffic
of the networks they protect, identify anomalous traffic, classify undesired traffic, report
intrusions and identify compromised hosts. Analysts must remediate these issues to ensure that
systems do not remain vulnerable to future attempted exploits. Failures in maintaining good SA
result in the loss of confidential data, theft of bandwidth or denial of service as systems are taken
offline. Systems and services may be taken offline by the actions of the hacker directly, such as in
a denial of service attack, or during remediation as the operational information technology (IT)
staff attempts to repair the damage caused by malware. Potentially irrevocable damage to critical
infrastructure can be caused by cyber-attacks.
New systems are rapidly being developed to correlate cyber data, fuse cyber sensor data
of multiple types and from multiple sources. Additional systems are being developed to present
this data in either static or dynamic visual representations to support the analytic processes in an
effort to increase cyber situation awareness. However, rarely are these new systems evaluated to
ensure that they are actually successful at increasing cyber situation awareness. This may be due
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to a failure to implement a specific instance of an SA measurement technique for the cybersecurity domain. A systematic review of the SA literature reveals several techniques, some of
which are grounded in one of three competing theories of SA.
Proposed here is an Integrated Framework of SA that addresses limitations in the three
prevalent theoretical models of SA. Further suggested is a method for using the apparently
conflicting SA measurement techniques into a single SA Assessment Battery. Using the complex
system of cyber-security, a specific implantation of the SA Assessment Battery has been created
address measurement of cyber SA and to support the battery’s practicality.

The Scope of the Cyber-security Situation Awareness Problem
This section highlights some of the problems that occur when the lack of situation
awareness in cyber-security allows for hackers to exploit computer systems. Specific cases are
presented where failure to maintain cyber situation awareness have resulted in the loss of data,
especially where that loss requires the disclosure of the failure as a matter of public record. This
is especially problematic when the data lost can be monetized by the cybercriminal. Loss of credit
card numbers, social security numbers, personally identifiable information in health records and
other similar data are often required to be reported and published publicly in the United States
and other countries where breach disclosure laws are in effect. However, many other
organizations and government agencies do not report when their computers have been hacked and
only internal data has been lost. Even though disclosure is uncommon in these cases, some highprofile cases are reported in the press because of their widespread nature, or unique
circumstances. Both types of cyber-security incidents are presented in the following sections to
illustrate how pervasive this problem has become.
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Failures in Cyber-security Due to Lack of Situation Awareness
This section outlines several examples of recent high profile cyber-security incidents.
Each incident was implemented by highly motivated hackers, some with nation-state sponsorship.
The successes of these hackers were amplified as network security personnel at these
organizations failed to maintain appropriate awareness of the cyber-security situation. In some
cases, there was little or no cyber-security technology in place. In others, specific cues were
ignored. Had the systems in place been monitored effectively, the initial hack would have been
noticed in much earlier in the timeline and the damage would have been mitigated. However,
since these break-ins went undetected, often for months at a time, hackers were allowed to
progress through complex multi-stage attacks to gain access to the confidential data they desired.
Table 1. Recent data breaches at U.S. colleges and universities from SC Magazine’s Data Breach Blog 1
Organization Name

Year

Records Lost

The Pennsylvania State University

2010

30,000

Virginia Commonwealth Univ.

2011

175,000

Purdue University

2011

7,000

The Ohio State University
University of Rhode Island

2011
2012

760,000
1,100

University of South Carolina

2012

34,000

British Columbia Institute of Technology

2012

12,680

University of Southern California

2012

Undisclosed

University of North Florida

2012

23,246

University of Nebraska

2012

654,000

UNC Charlotte

2012

350,000

Housatonic Community College (CT)

2012

87,000

Central Connecticut State University

2012

18,275

Indiana University (Hospital)

2012

12,874

Data breaches at universities in the United States have received a lot of attention in recent
years due to disclosure laws (See Table 1). As an example, The Pennsylvania State University
1

SC Magazine’s Data Breach Blog is available online at http://www.scmagazine.com/the-databreach-blog/section/1263/
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may have lost 30,000 social security numbers and notified individuals in December 2009 when
several different computers containing them were compromised with malware (Schackner, 2009).
This is not terribly uncommon; as universities in the United States have long been targets for
hackers due to historically lax security and always-on high speed computer network access.
However, recently-passed state and federal laws require action when organizations have (or may
have) disclosed personally identifiable information (PII) such as social security numbers, dates of
birth and other information that could be used for identity theft. Other examples include Virginia
Commonwealth University notifying over 175,000 people that a computer storing their PII had
been compromised by malware in November 2011 (Moscaritolo, 2011b). In August 2011, Purdue
University notified over 7,000 people that their PII was on a server that was compromised by
hackers over 14 months prior (Moscaritolo, 2011a). In December 2010, The Ohio State
University notified over 760,000 people including current and past faculty, staff and students that
their PII was on a compromised critical server, costing OSU up to $4 million in costs for
notification, investigation and credit monitoring (Marotti, 2010).
In each of these cases, there was no evidence that hackers had accessed the PII, or that
anyone’s identity had been stolen. Instead, because the computer had been compromised and
confidential information was potentially accessed, the Universities erred on the side of caution
and notified the affected individuals about the breach (in compliance with notification laws). This
highlights a lack of Cyber SA on several levels. Cyber-security analysts were not effectively
monitoring the systems to ensure that they are patched and were not compromised. They were not
aware of the high value of the data stored on these systems. Otherwise, the data at rest would be
been secured more effectively through encryption. Finally, they were not monitoring the network
effectively to identify inappropriate remote connection, installation of active backdoors or remote
control software nor were they monitoring the network for signs of exfiltration of the sensitive
data.
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For the 24 month period from August 2010-2012, there has been a steady increase of
reports of loss of confidential data by organizations. It is possible that the increase in reporting is
simply due to new disclosure laws, and that the breaches themselves have maintained a constant
rate. However, their prevalence in the mainstream media over the past two years is alarming. SC
Magazine’s Data Breach Blog collects news reports of such disclosures. Two years ago, the rate
of occurrence was about two major events per month (Figure 1). Today, there is a threefold
increase in incidents, with six major incidents per month being reported. The size of incidents and
number of confidential records potentially disclosed is also alarmingly on the rise with single
incidents often resulting in the loss of millions of records at a time.

Figure 1. Data breaches per month from SC Magazine Data Breach Blog 2 for all organizations

Higher profile cases of hacking have resulted in the loss of confidential data and PII in
staggering numbers. In the last several years, oil companies have been targeted by hackers,
presumed to be working on behalf of the Chinese government. For example in November 2009,
2

SC Magazine’s Data Breach Blog is available online at http://www.scmagazine.com/the-databreach-blog/section/1263/
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complex coordinated attacks (dubbed “Night Dragon” by security company MacAfee) against Clevel executives at major petrochemical corporations have had their computers compromised with
highly targeted multi-stage attacks. The hackers successfully exfiltrated confidential company
data about company operations, project financing and closely guarded data such as the testing
data from new oil and gas fields. SQL Injection and Spear-Phishing attacks were coordinated
with custom modification of Trojan variants to create back doors and the installation of remote
administration tools. Implied in the report is a failure of cyber-security analysts at these
companies to maintain awareness of the attacks on web servers, the installation of the Trojan
applications on host systems and the lack of encryption of data at rest on the compromised
computers. Most important is the failure to identify the network communication between internal
systems and the command and hacker’s control computers, which was characterized as beaconing
as often as every five seconds (McAfee, 2011).
In the summer of 2011, a root certificate authority (CA), DigiNotar was successfully
compromised by the hacker “Janam Fadaye Rahbar.” The hacker gained control of the CA’s SSL
certificate creation systems and issued over 500 fraudulent certificates. These certificates
included popular web locations such as Google, Microsoft Updates, Skype, WordPress, Twitter,
America Online, Facebook, Equifax and many others. The fake certificates had been issued for
approximately two months and had been actively and successfully used in a complex man-in-the
middle attack against people of Iran prior to the incident being reported. A blog post from an end
user detailed SSL errors encountered on a browser in Iran started a more comprehensive forensic
analysis which eventually uncovered the vast scope of the damage. During the forensic analysis,
poor security system design and practices at DigiNotar were noted as was a failure of the
intrusion prevention system. Implied in the report is a complete lack of awareness that these
events occurred, which should have been identified in various system logs (Fox-IT, 2011). The
Iranian government is speculated to have sponsored the DigiNotar hack, modified the DNS at the
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country’s internet service providers to implement the man-in-the-middle attack and spy on the
electronic communications of its dissident citizens. (Sterling, 2011; Wisniewski, 2011).
In November, 2012, the state of South Carolina reported that its income tax electronic
filing system had been compromised by hackers. The hackers used a spear-phishing campaign to
deliver malware targeted at employees of the South Carolina Department of Revenue. A single
employee fell victim to the attack and a single set of credentials were released to the hackers.
Over the next two week period, the initial credentials acquired were used to conduct
reconnaissance, access the central database and interact with a variety of different systems.
Eventually, the hackers successfully located 3.8 million electronic tax filings, 5.7 million social
security numbers and 3.3 million bank account numbers. The hackers operated undetected for
about a month until a security firm was contacted for resolution of the breach. Not only was
multi-factor authentication not used, data was left at rest unencrypted, and proper monitoring
safeguards were not in place (Kaplan, 2012).

Cyber-security is a Complex Problem
Cyber-security analysts have the job of ensuring that their network of computers is
operating normally, that individual hosts have not been compromised by hackers or malware, and
that systems are protected against unauthorized access. They accomplish this goal through proper
system configuration, patch management and good system design. The cyber-security job is often
a collateral duty for network or server administrators in small to mid-sized organizations. Even in
enterprise-sized organizations such as the United States Navy, information assurance jobs are
only recently becoming standardized and personnel with appropriate training are being utilized
(Exner, 2011). Generally in large organizations, the cyber-security job is intentionally divided
between policy analysts, network operators, server operators, dedicated intrusion detection
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analysts and post-detection incident managers (Lehtinen, Russell, & Gangemi, 2006, Chapter 5).
Regardless of the size of the organization and how the roles are divided, analysts must maintain
SA of the activities that occur on the network that they manage.
Table 2. Complicating factors in cyber-security
Complexity
Security as a collateral duty

Division of Labor

Lack of Physical Domain
Reliance on Sensors
Rapidly evolving attack
vectors
Automated Attack Tools
Confusing Defensive Tools
Lack of Integration of
Defensive Tools
High False Alert Rates
Lack of Future Projection

Description
Small organizations add network security as
additional duties to network or systems
administrators.
Large organizations divide roles of security, which
put up information sharing walls between
defenders.
There is no limitation of time and distance. Hackers
can penetrate systems from around the world and at
all hours of the day.
There is no way to directly observe the cyber
environment. It must be observed by sensors.
New attack vectors emerge frequently.
Hackers do not need to be sophisticated. They can
use existing toolkits to launch attacks.
Defensive tools are difficult to use and have a high
learning curve.
Defensive tools exist in their own silos and do not
share information between each other.
In particular, IDS systems are notoriously high in
false alarm rates.
Systems have no ability to project a hacker’s next
likely step.

From the perspective of the analyst, cyber-security is a complex problem due to limited
visibility of actions on the network, lack of connection to normal physics such as time and space,
and is compounded by the operational tempo of cyber events. Table 2 outlines a number of
factors that make the cyber-security job difficult. Analysts must rely on sensors to observe actions
of hackers and malware on the network. As compared to other domains where SA plays a role,
there is a complete disconnect from physical constraints such as time and distance. As compared
to other domains, the cyber analyst’s problem space is not constrained to a geographic area of
operation nor is it constrained by natural laws such as physics and gravity. To make the problem
more complex, threats in cyber-security can be characterized as a continuously evolving
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landscape with rapidly appearing actors, new methods and novel application of technologies.
Attack tools propagate from threat developers to unsophisticated repeat hackers much faster than
patches and fixes propagate from software vendors to computer network operators (Brumley,
Poosankam, Song, & Zheng, 2008).
From a defensive perspective, there are numerous cyber-security tools. Each potentially
offers different types of data about the defensive status network devices, but the analyst must sift
through this data manually to identify departures from normal operation that may be hints about
undesired behavior. While pattern matching and anomaly-based intrusion detection systems
(IDSs) are a part of the suite of tools used by analysts, the data from these tools only provide
indications of potential problems and are plagued with high false alert rates. Log data from
servers and hosts provide another incomplete picture of the cyber-security landscape. Connection
or flow data across the network can provide yet another by presenting evidence of communication
between systems (Kowalski & Beheshti, 2008; Peterson, 2004). A better understanding needs to
be developed through a suite of tools that provides analysts with the necessary and sufficient
information to maintain awareness of the events that occur on the network.
Unfortunately, the current state-of-the-art in cyber-security maintains these tools as
separate and isolated from the others, forcing the analyst to select and use them individually. At
best, the human analyst may interact with a presentation dashboard of multiple sections, each
providing data from individual toolsets. More commonly, the analyst has access to data from
different systems on multiple monitors or multiple computers. The analyst develops an
understanding of what is normal for a particular network over time, often with a total immersion
on-the-job training program that can last six or more months before becoming an independent
operator capable of successfully perceiving individual attacks. Even with training, an analyst
operates in an isolated domain and has a limited ability to understand the context of the larger
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cyber situation. In many cases, even senior analysts are unable to project future states and future
adversary actions.

Cyber-security is Performed by Individuals and Requires Situation Awareness
Situation awareness (SA) is a human cognitive capability that becomes more important in
complex work environments, especially where low frequency/high risk events take place.
Traditionally, these types of work environments have included aircraft piloting (M. R. Endsley,
1993; M. R. Endsley, Farley, Jones, Midkiff, & Hansman, 1998), military command and control
(Dudfield, Macklin, Fearnley, Simpson, & Hall, 2001; Gorman, Cooke, & Winner, 2006) ,
nuclear power plant operation (David, Folles, Strand-Volden, & Torralba, 1995) , air traffic
control (M. R. Endsley & Rodgers, 1994), ship navigation (Lee & Sanquist, 2000) and other
domains where failure to maintain awareness of cues can result in potentially tragic outcomes.
The cyber-security domain has the potential for the same low frequency/high risk event because
current commerce, military and critical infrastructure are all interconnected via networks that
need to be defended against cyber-attacks. Cyber-security analysts must develop and maintain
awareness of events that occur on the network so that they can protect systems under their care to
ensure that they are operating correctly, have not been compromised and are not being exploited
in further attacks against others.
Endsley describes SA as the “perception of the elements of the environment within a
volume of time and space and the projection of their status in the near future” (Endsley 1988,
p.97). She further describes the three levels of SA as being the ability to perceive relevant
information (Level 1), interpret this information in context of the operators goals (Level 2) and
project potential future states (Level 3) to allow for effective decisions to be made in a timely
manner (M. Endsley, 1995). This contrasts with the viewpoint of SA proposed by Bedny and

11
Meister, based on Russian Activity Theory, which describes SA as an intensely dynamic
cognitive activity that is intricately tied to the “notations of goal, operative image, meaning and
sense” (Bedny & Meister, 1999). Smith and Hancock (1995) suggest a perceptual cycle model of
SA, which views it as an externally directed consciousness that generates behavior directed at
achieving goals in a specific task. That type of SA produces knowledge about the environment
that is being observed. These three perspectives on SA give rise to different measurement
techniques to assess whether an individual has good SA or whether a given interface provides the
appropriate cues to assist in the development and maintenance of SA.

Technical Solutions for Improving Cyber Situation Awareness
The data reduction capabilities of sensors allow for network monitoring without requiring
the human to read every single packet (Y. Wang, 2009). However, this means that sensors only
provide a part of the picture. Multi-sensor data fusion allows the combination of individual sensor
reports into a more complete picture, to represent entities and entire situations so that future
possibilities can be examined and decisions can be made (Hall & McMullen, 2004). Visual
analytics provides a methodology for exploring complex data using dynamic visual
representations that can be manipulated by the analyst to discover emerging trends that would not
be apparent with a more static data presentation (Ren, 2006). Both of these solution domains
provide data reduction, combination and exploration capabilities. Both require interaction from
the analyst and are designed to support human cognition.
New tools and technologies such as visual analytics and multi-sensor data fusion can play
a positive role in enhancing the analyst’s cognition. These new technology domains are suggested
frequently in the literature to increase cyber SA. These two technological solution domains
provide for data reduction, correlation and fusion of independent sensor observation and dynamic
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visual representations suitable for the exploration of these data. These algorithms and techniques
are not in themselves SA, nor do they provide SA to the human analyst directly. Instead, they
provide the information to a human analyst in a way that facilitates the development and
maintenance of analyst’s SA. They are cognitive aids that provide access to the data and provide
the analyst with a rapid method of understanding the large volumes of raw data common in cybersecurity. These tools are developed with the intent of increasing cyber SA, but are generally not
tested to assess whether they are actually successful in their goal.

Research Questions
There are two research questions addressed in this dissertation. The first seeks to understand the
important cues that are relevant in cyber-security. These cues are uncovered in a contextual
inquiry process using semi-structured interviews and surveys to query practicing cyber-security
analysts about the tools they use and data that is presented by these tools. Analysts are asked
about how they use this data to make sense of the cyber-security environment and the inferences
they make. This is explored through the first research question:

RQ1: What are the important cues that an analyst needs to observe in a
computer network operations security context?

The second research question explores specific cognitive concerns for the cyber-security
analyst when presented with a new representation of the cyber data. As will be presented in
Chapter 2, researchers and solution providers are rapidly developing new techniques to attempt to
improve situation awareness in cyber-security. However, it is rare that the developers of these
techniques assess whether their tools actually provide the improvement that they promise. This
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may be due to the lack of a cyber-security situation awareness measurement technique, or to the
challenge of conducting such experiments with trained, experienced human participants, which is
highlighted in the second research question:

RQ2: How can situation awareness in cyber-security be measured?

The research activities in this dissertation explore these two research questions in an
attempt to provide a better understanding of cyber-security situation awareness from the
perspective of the human beings who do this work.

Using the Living Labs Framework to Explore Situation Awareness in Cyber-security
This dissertation pursues these two research questions using several different research
techniques. These different research activities pursue the exploration of the cyber-security
situation awareness problem using the Living Lab. The Living Lab Approach is a research
methodology from the cognitive systems engineering field that provides the tools and methods for
developing interface components and the evaluation of the impact of those components on human
cognition. The outputs of the living lab approach can provide a practice-based application of
theory to drive better system design, or theoretical-based exploration of practice and human
cognition to study these impacts (McNeese, 2004).
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Figure 2. The Living Lab Approach adapted from McNeese (2004)

The living lab has four major areas of research activity: (1) ethnographic study to
understand the real world context of a domain, (2) knowledge elicitation from domain
practitioners to understand cognitive issues of importance (such as situation awareness in this
dissertation), (3) scaled world experimentation to asses hypotheses related to the impact of
cognitive aids, tools, interfaces and algorithms on human cognition, and (4) development of
reconfigurable prototypes to transition experiments to practice. While they can be completed in
any in either direction around the loop, the problem-based approach implies that a study of the
problem and affected stakeholders is a likely place to initiate research activities.
In this dissertation, four individual research activities follow the review of literature.
Using the Living Lab Approach each research activity is described here and how they all fit
together. Two separate Knowledge Elicitation activities were performed. The first is a set of
semi-structured interviews with practicing cyber-security analysts. This is followed by a survey
of analysts that was emailed to mailing lists of over 3500 individuals to confirm the findings
identified in the interviews. These two Knowledge Elicitation activities and their findings are
reported in Chapter 5 of this dissertation. These findings help to identify the important features,
data and cues that are important to represent in the development of the cyber-security interfaces
(considered Reconfigurable Prototypes) that are presented in Chapter 6. These two interface types
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(Text and Visual Analytic) were utilized in the Scaled World Simulation experiment, which is
presented in Chapter 7. Chapter 8 follows with a discussion of the results of these research
activities and review of contributions made in this dissertation.

Contributions of this Dissertation
The contributions in this dissertation are in four broad categories: 1) Literature Surveys;
2) Knowledge Elicitation; 3) Artifact Development; and 4) Human Subjects Experiments (see
Table 3). Each of these contributions is summarized below.
Table 3. Summary of Contributions
1.
Literature
Surveys

2.
3.

Knowledge
Elicitation
Artifact
Development

4.
5.
6.

Human Subjects
Experiment

7.

A literature survey of data fusion and visualization techniques aimed at improving
situation awareness in cyber-security.
A literature survey of SA that explores several different theoretical perspectives of SA and
their associated measurement techniques.
Interviews of computer network operations analysts to discover the relevant cues
important in this sub-domain of cyber-security.
A survey with over 60 responses from practicing cyber-security analysts that confirm the
findings elicited in the interviews.
The development of two reconfigurable prototype interfaces that present cyber-security
data using either a text or visual analytic representation.
The development of a measurement technique to evaluate the impact of new cyber
visualizations or fusion tools on analyst SA.
The design, conduct & analysis of human in the loop experiment to measure SA in cybersecurity using multiple SA assessment instruments.

The literature survey in Chapter 2 reviews data fusion and visualization techniques
applied in the cyber-security domain. Specifically, those projects that were designed to increase
cyber-security situation awareness are highlighted. These techniques include low level (entity
extraction and property assignment) as well as high level (awareness and future projection) fusion
techniques. From the visualization community, a variety of different visualization techniques are
surveyed that include methods for representing data from individual computers to enterprises of
inter-related networks. Each technique promises to increase cyber-security situation awareness.
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Chapter 3 reviews the situation awareness literature to understand exactly what it is that
the tools and techniques reviewed in Chapter 2 intend to improve. Several theoretical
interpretations of situation awareness are reviewed and organized. A number of situation
awareness measurement techniques are also reviewed. The more prominent of these techniques
are identified and proposed for use in a combined battery of situation awareness measurement.
Chapter 4 organizes several of the theories of situation awareness and their measurement
techniques into a combined SA Assessment Battery.
This dissertation addresses the need for understanding the work domain of practicing
analysts. This work adds to body of work using cognitive systems engineering approaches
studying the work domain of cyber-security professionals (D'Amico, Whitley, Tesone, OBrien, &
Roth, 2005; D’Amico & Whitley, 2007; Killcrece, Kossakowski, Ruefle, & Zajicek, 2003).
Chapter 5 outlines two different knowledge elicitation activities that were utilized to address the
development of a reconfigurable prototype for presenting cyber-security data in Chapter 6.
Chapter 6 describes the two interfaces that were designed. These interfaces both present
the same underlying cyber-security data. These reconfigurable prototypes were developed and
intended for use in a scaled world simulation experiment with human participants. Chapter 7
presents the design of this experiment, the interfaces used, the data that was manipulated into
individual scenarios for presentation to the participants. Situation awareness was assessed using
an in-trial freeze probe (M.R. Endsley, 1988); perceived effectiveness through two different
measures: post-trial SA assessment (R. Taylor, 1990) and perceived workload assessment (Hart &
Staveland, 1988); and an assessment of task effectiveness (Wellens & Ergener, 1988). Chapter 7
concludes with a presentation of the results and conclusions from this experiment.
Chapter 8 provides a discussion of the important findings in each of these research
activities. An overall assessment of the utility of data fusion and visualization techniques to
improve situation awareness is presented. This chapter and dissertation end with a discussion of
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the appropriate methods to measure situation awareness in cyber-security and the importance of
doing so when developing new interfaces.

Summary
Cyber-security is difficult problem because of the volume and complexity of the cyber
data, the difficulties in assessing the cyber-security analyst’s SA, and the failure of the designers
of new cyber-security tools to measure their effectiveness of increasing SA. Human analysts
perform the cyber-security task on the behalf of organizations and require SA about the problem
space in which they operate. However, due to the size of the volumes of data and the complexity
of the cyber landscape, cyber-security analysts suffer from lack of SA and are further hampered
by organizational structure and division of labor. While new tools are constantly being developed
to overcome the problems in cyber SA, they are generally not evaluated to ensure that they
actually increase the SA of the human analyst. This failure to evaluate is possibly due to the
complex nature of evaluating SA because there are several competing theories of the nature of
SA.
An Integrated Framework of SA has been developed in this dissertation that overcomes
the limitations of the three prevalent theoretical models of SA. Also suggested is a method for
combining the several SA measurement techniques into a single SA Assessment Battery. An
implementation of this SA Assessment Battery for the cyber-security domain is proposed in this
dissertation to address measurement of cyber SA and to provide evidence of the battery’s
practicality.
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Chapter 2
Review of Data Fusion and Visualization in Cyber-security
This chapter outlines two different technology domains that have significant promise and
potential for increasing cyber situation awareness. The first domain is multi-sensor data fusion.
First suggested by Bass (2000) as a method in combining sensor data prevalent in the military
domain as being promising in addressing the issues in intrusion detection, there is the possibility
of increasing situation awareness by fusing data from dissimilar cyber-security sensors to include
firewall connection data, antivirus application logs, server logs and other data in addition to IDS
alerts. The second domain of potential value is visual analytics. This domain of visual
representation and discovery is predicated on new visualization methods to dynamically represent
cyber data to an analyst with the intention of aiding in the sense making and analytic reasoning
processes.

Theories and Models of Information Fusion in Cyber-security3
Multi-sensor data fusion has been recommended as a methodology to build a
comprehensive understanding of a complex environment from sensors that observe it. The Joint
Directors of Labs (JDL) Data Fusion Process Model is a reference framework for how one may
build a comprehensive sensor-driven aggregation system that can support the human analyst
(Kessler et al., 1991). While there are parallels between the theoretical understanding of how SA
works and the building of technical systems using sensor data to support SA, there are differences
in the methods used to build a system of computers, algorithms and data versus what a human
being does in terms of observation, comprehension and prediction. The technical system needs to

3

This section is inserted here with minor modifications from: (Nicklaus A. Giacobe, 2010)
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support the human cognition process by offloading those tasks that are computable and providing
salient information to the human analyst. For those tasks that are best suited for human cognition
it is best to leave those to the human awareness process. This is especially true of those tasks
where the algorithmic process is incapable of integrating complex, nuanced, mission-specific,
organizational and policy-level decisions.

Application of the JDL Data Fusion Process Model to Cyber-security
To date, there has been very little broad-based application of the data fusion process in
cyber-security beyond the scope of intrusion detection. A number of cyber-security technologies
have proposed the use of data fusion to enhance the defensive capabilities of the network and aid
in the development of situational awareness for the security analyst. While there have been
advances in fusion technologies and the application of fusion in intrusion detection systems
(IDSs) in particular, additional progress can be made by gaining a better understanding of a
variety of data fusion processes and applying them to the cyber-security application domain. This
research explores the underlying processes identified in the Joint Directors of Laboratories (JDL)
data fusion process model and further describes them in a cyber-security context.
It was proposed (Bass, 2000) that data fusion techniques should be used to enhance SA
into network security events. However, since then, there have been few successes in adopting
multi-sensor data fusion technologies for cyber-security. This may be due to limited
understanding of the entire data fusion process and how it could be applied in cyber-security.
Researchers appear to be focused on using network-based intrusion detection systems and fusing
their outputs to gain a more full understanding of undesired activities on the network. While there
has been some success in this effort, overall awareness of the current status of the network and
projection of future actions of adversaries has still not been achieved. The problem is much more
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complex and requires the fusion of data from widely varied sources, using multiple algorithms to
achieve fusion and awareness at different levels and contexts. Most importantly, it must be
understood that these tools are SA aids. Their objective is to assist the human cyber-security
analyst and therefore must take into account human cognitive capabilities. This section describes
the JDL Data Fusion Process Model in cyber-security terms, categorizes and describes the efforts
of previous research in this domain and suggests areas for future work.

The JDL Data Fusion Process Model in Cyber-security Terms
The JDL Data Fusion Process Model (Kessler et al., 1991) is a reference framework that
describes the overall process of combining data from varied sources to result in better
understanding of the situation being observed (Steinberg, White, & Bowman, 1999). At each
level of the fusion process, algorithms can be applied to combine the data and to make inferences
about the meaning of the data in context. It is this inference capability that gives the data fusion
system its power. At each level of the framework, specific questions that can be answered in
order to gain better situational awareness will be presented. The inference capability of specific
implementations at each level will be described in cyber-security terminology. It is the hope that
this descriptive framework will be used by future researchers to build new data fusion-driven
cyber-security tools. It is important to note that individual fusion applications do not have to
address the JDL model in its entirety. Individual fusion applications can focus on identification,
while others address future impacts, for example (Kessler et al., 1991). However, the entire scope
of topics discussed in this paper need to be addressed by comprehensive systems of systems to
facilitate SA for security analysts.
Before describing cyber-security functions at each level of the JDL Data Fusion Process
Model, it is important to understand the relationship of the basic components and levels of the
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fusion process in cyber-security terms (See Figure 3). Sensors are devices in the system that
provide information about the system's security. Obvious examples are intrusion detection
systems (IDSs), firewall logs and host-based security logs. The Level 0 fusion process would
align data from various sources, addressing the problems of unique key matching (e.g. host name
to IP address), chronometer differences, differences in reporting output formats, etc. The Level 1
fusion process combines these data to identify individual security events, as they would be
observed from multiple sensors. A Level 2 fusion process would ideally combine multiple
individual entities to provide a current-state system perspective. A Level 3 fusion process would
provide a capability to predict future states of the system (e.g. will the system be compromised by
a specific attack?) or future actions of an attacker (e.g. what will the attacker’s next step be?).
Level 4 addresses the system's capability to task sensors and maintain their health. Updating IDS
signatures would be an example of a basic Level 4 fusion process. Level 5 is the interface
between the human analyst and the data fusion system.
Output potential
future states and
likely actions of
attackers

Output entities –
systems, attacks,
attackers – and
their properties

Output current
system state –
including attacker’s
capabilities

Synchronize IP,
MAC, Host
Name, Alert ID,
time, etc

Level 0
Source PreProcessing

Level 1
Object
Refinement

Level 2
Situation
Refinement

What is
happening
on my
network?

Level 3
Threat
Refinement

Level 5
Cognitive
refinement/
HCI

Sensors

Database Management System

Support
Database

Level 4
Process
Refinement
IDSs, Host logs,
Firewall rules,
CVE Database

Fusion
Database

Provides analyst ability
to access all levels of
the system including
raw sensor data

Update Sensor
capabilities (IDS Alert
Rules, AV Definitions)
and tasking of sensors

Figure 3. The Joint Director of Laboratories (JDL) data fusion process model adapted from Hall and
McMullen (2004)
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Sensors
Sensors are devices that provide observation data for use in the data fusion system. In a
cyber-security system, it is obvious that network based IDS (NIDS) should be used, but they are
not the only source of observations. Host-based IDSs are often overlooked or their output
deprecated because of the likelihood of the software on the system being compromised and not
being able to provide unbiased data. However, this does not mean that host-based sensors should
not be used at all. In fact host log file data, system locations, operating systems installed, patches
installed, system configuration and other routine IT-support data are all essential to understanding
the current landscape of the network being defended.
Enterprise antivirus software applications can provide centralized logging and
management of virus activities on hosts. Other enterprise management applications can be helpful
as well in providing information about account login attempts, software (and versions) installed
and other information that is critical for understanding the specific details on individual hosts on
the network. Network devices are generally thought to be passive. However, they can provide
specific information about which computing devices connected, disconnected and can even
provide volume and characterization data of the traffic emanating from a given host. Switches
and routers can provide data about IP addresses are in use by given hosts by matching them to
MAC addresses. Firewalls could provide specific details about connection between hosts and the
rest of the Internet, especially if configured to report on specific actions of interest taken by hosts.
Additional sensors might take the form of centralized knowledge bases. These could
provide data about the availability of patches for the operating system, the list of known attacks
and vulnerabilities, known tools and methods in use by attackers and other universally applicable
data. Using these sources of data in different parts of the fusion system can provide a
characterization of defended hosts, attacks, attack methods and possible future states.
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Level 0/1 – Object Refinement/Data Alignment
These low level fusion processes identify, detect and characterize the individual entities4.
In cyber-security terms, these entities could be individual computers, adversaries, physical
network connections, flows of data between hosts or other cyber entities. Individual computers
are described with source data (from sensors, above) such as information about the system’s
physical location, operating system, hardware, patches, software installed, CPU utilization,
security log, etc. Intrusions could be described with source data such as intrusion alert data from a
NIDS (such as Snort, Cisco or others) or host-based IDS information (such as security logs, antimalware software, etc). Adversaries could be described as known or unknown, source locations,
attack methods used, etc.
Table 4. Examples of Entities and Source Data
Entity

Source Data Examples

Defended Host

Physical Location
Hardware Details
Operating System
List of Patches Applied
Application Level Software Installed
CPU and Memory Utilization
Applications Currently Running
End-User Account Access Data
Security Log Data
Classification of Data Stored on the System

Intrusion

IDS Type and Location
Source Address
Destination Address
Attack Method
Time of Attack
Source Address(es)
Methods of Attack
Source and Destination Addresses
Type of Traffic (Protocols Used)
Traffic Volume
Encryption Used

Attacker
Flows of Data

The output of a Level 1 fusion system is a list of entities and their properties. The specific
implementation of the fusion system could have a limited scope or focus. For instance, a fusion
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system might combine all of the known intrusion detection data from multiple IDSs and report a
single intrusion (or attack) as being compromised of multiple IDS alerts. This correlation would
aid the human analyst in being able to manage a limited number of attacks.
The types of algorithms that can be applied to combine sensor data in such a way as to
provide entity identity are widely varied (Hall & McMullen, 2004). For cyber-security, the issue
is often resolved by matching hostnames, IP addresses and other similarly known data because
different systems may report their findings based on different key factors. However, some cybersecurity systems provide data that is not 100% confirmed. For example, IDSs provide alert data
that is plagued by high false positive rates and with lower successful detection rates. Because
some IDSs have different capabilities – including pattern matching and anomaly detection
methods –outputs from multiple IDSs could be fused to provide higher reliability and lower false
positive rates. Rapid pattern matching/data mining techniques such as neural networks and
support vector machines could be used to classify similar types of data from different classifying
engines. These rapid, automated techniques can be helpful in fusing high volume, low reliability
data from multiple different systems to provide a better, more reliable output. Figure 4 provides
an example of such a system based on reports of research presented in next section of data fusion
using multiple IDSs.
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Figure 4. A Level 1/Object Refinement example of multiple IDSs monitoring same network traffic

Level 2 – Situation Refinement: Awareness
A Level 2 fusion process aggregates individual entities from lower level fusion processes
in an attempt to describe the current system state. Entities are complex and have many features,
but it is only these individual features that are detected by a specific sensor. The Level 1 process
could potentially combine the multiple features of an individual entity, but the Level 2 process
needs to combine those entities into a comprehensive picture of the current situation.
Combining data from multiple systems could provide a better understanding of the
current state of the system. For example, combining a number of system health data such as
operating system patches installed, antivirus software definition set being used, list of processes
running on the system, and other similar data could provide an estimation of the system’s overall
health and ability to defend itself if attacked with a certain attack method. Representing all of the
data for all systems (computers, servers, firewalls, VPN appliances, etc.) in defended network
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could provide the analyst with an awareness of the current system state. Deviations from that
known state may prompt the analyst to investigate.
The algorithms that should be able to be applied to support Level 2 fusion are related to
pattern matching and automated reasoning (Hall & McMullen, 2004). The reports from a system
on its own health (patch level, antivirus definitions, etc.) can be matched against a known, desired
state. Systems that do not match the desired state can be flagged as being out of date, running
undesired software or versions, or exhibiting undesired behaviors (high CPU load, low available
drive space, high overall network traffic, etc.). A host on the network could be further described
as being in a specific location, having a network address, running a specific version of an
operating system, having specific patches installed, running a version of an antivirus program
with a known set of AV definitions, having specific application software installed, etc.
Combining similar output results from all of the network’s hosts, similar data from network
devices such as routers and firewalls could be combined into a total view of the network’s
defensive posture. However, this is not sufficient to describe an entire network security state.
There must be an understanding of the attacker’s potential capabilities as well. Combining the
attacker’s capability set with the known state of the defensive posture could result in an
awareness of the current system security level.
Therefore, to have awareness of a situation, the output of a Level 2 fusion process must
provide information about the defensive posture of the network under attack, the attacker’s
capabilities, the attacks that have occurred and an assessment of whether those attacks have been
successful or not. Inferences about whether the attacks were successful (or not) could be
developed based on further evaluation of the host that was attacked. For example: Are there new
processes running since the attack? Did the host’s security log provide additional relevant details?
Is the host’s configuration different than before? Did the host initiate communications to known
or suspected bad sites? More proactive measures could compare the host’s defensive capabilities
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vs. the attack’s methods. For instance, if the host does not have the patch that addresses the
vulnerability that the attacker uses, it could be assumed that the host was compromised.
Additionally, other sensors could provide additional information on exfiltration activities. For
instance, Data Leak Protection (DLP) sensors could be used to identify whether the intruder has
attempted to access or send sensitive data from the protected host. These inferences inform the
analyst as to what to do next. If a host has been compromised, the analyst may decide to remove
the host from the network and perform some kind of forensic analysis. Additionally, if a given
host has not received or applied updates, this could be an indicator of a management system
failure which could indicate policy or workflow related actions that need attention.
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Figure 5. A Cyber-security Level 2/Awareness Fusion System Example

Level 3 – Threat Refinement: Projection
Knowing that a single host on the network has been compromised by a given attack
method could inform the analyst of remediation actions that need to take place elsewhere on the
network – such as needing to apply firewall rules in order to work around a zero-day exploit until
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patches can be rolled out. Simply having knowledge of an attacker’s possible capabilities
(knowing that a specific zero-day exploit is in the wild) could trigger a similar response. These
responses are projection of possible future states by the analyst who uses the output from the
Level 2 fusion system and projects possible future states on his/her own.
Using a repository like the CVE Database (MITRE, 2011) may help to build an
understanding of the attacker’s options. However, data from these systems need to be coordinated
with the defensive posture of the defended network. Simply knowing that an attacker has an
attack option is not sufficient without knowing what is likely to happen if that attack is used on
the given defended network with a known set of defensive capabilities (patches, firewalls,
IDS/IPS actions, etc). Additionally the data from the CVE database is so vast and changes so
quickly that attempting to process it manually by a human analyst would be overwhelming. Some
kind of automated fusion process can combine an understanding of the capabilities of the attack
referenced in the CVE database and compare it to the current set of hosts in the network and their
health. From this combination, a list of exploits for which the hosts are vulnerable could be
created. From that list of vulnerabilities, additional defensive system capabilities could be
evaluated to determine if an attacker could be successful with that particular attack method. The
analyst could decide if there are additional actions that need to be taken – patches to apply,
firewall rules to configure, IDS/IPS actions to take, etc. A decision of which actions to take first
could be informed by an understanding of the data that is at risk (from data classification sensors)
on given hosts.
It is also helpful to understand the capabilities of the attacker from a tool perspective. The
analyst should be aware of the tools that are at the disposal of the attacker and how those tools are
updated. For example, knowledge of the tools and methods of attackers, and how those tools
integrate new exploits as they become available would be helpful to understanding the
capabilities of an attacker. Other attack tools could also be monitored for new updates and a
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fusion system could be developed to provide a Level 0/1 assessment of attack options available to
the attacker. This kind of assessment could provide an understanding of what the attacker will do
next. While a novice attacker might simply use every attack option available, a more
sophisticated attacker might try rudimentary attacks and then choose new attack methods based
on the feedback received from initial attempts.
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Figure 6. A Cyber-security Level 3/Projection Fusion System Example

Level 4 – Process Refinement: Sensor Management and Selection
Hall describes L4 as a metaprocess, tasked with observing the fusion system and taking
input from outside of that system (Hall & McMullen, 2004). In terms of classic examples of
military fusion processes, deciding where to look and which sensors to use may be dictated by the
mission objectives. The use of certain technologies in a military application (radar, sonar, etc.)
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may be contraindicated in certain missions or parts of the mission (where stealth is a mission
requirement, for example) (Hall & McMullen, 2004). In the cyber domain, detection technologies
are not as controllable as physical sensors are. However, providing sensors with the capabilities to
detect new attack methods (through IDS rule set and antivirus definition updates for example)
could be considered as example of a sensor tasking role.
The remainder of Level 4 is a decision process on where to look and what to look for.
There are constraints in defensive cyber-security regarding the use of passive tools vs. active
ones. However, these constraints are legal and political, not technical. Under proper legal
jurisdictional authority, it may be possible to employ back hacking to provide additional
information about the attacker, by taking control of one of the attacker’s bots and observing their
command and control functions.
Even in a purely defensive operational mode, the selection of which tools to use and what
to monitor for represents an L4 function with a human-in-the-loop providing mission
requirements. An example of this would be monitoring for specific types of traffic (the presence
of IRC traffic, or connections to servers/hosts in foreign countries for example) as an indicator of
compromised hosts on the network. If a host on the network starts opening a number of
connections to computers on the Internet on Port 25, a border monitoring service could alert an
analyst of a possible spam-bot infection on that host. As new compromise methods are found,
specific monitoring tools can be deployed by the analyst to observe evidence of those
compromises. In cyber-security today, these L4 processes are generally manual and therefore
slow to deploy.
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Level 5 – Cognitive Refinement and HCI
As compared to data fusion in other domains, network security analysts are burdened
with two confounding issues. The first is that high rate of data increasing cognitive load. Many
current cyber-security systems provide data to the analyst in text-based formats. As false alert
rates in some cyber-security systems are extremely high, these overwhelm the analyst and result
in real intrusion and attacks going unnoticed. Cognitive Load Theory identifies the number of
items that an individual can handle in working memory. Working memory is used to access longterm memory, which is thought to be organized in schemas or structures (Sweller, 1988).
Seasoned analysts are capable of a higher level of understanding of what is normal and abnormal
on networks that they monitor by matching current scenarios to previously-built
schemas(D’Amico & Whitley, 2007). However, schema building is time consuming.
In the 1999 revision of the JDL Data Fusion Process Model diagrams, the HCI part of the
system appears to accept inputs from the highest level of the fusion process (Steinberg et al.,
1999). However, the description of the Level 5 fusion process has been clarified to indicate that
the HCI interface should provide access to and human control at each level of the fusion process
(Blasch & Plano, 2002). The design mantra of Overview, Filter/Zoom and Details-on-Demand
provides a suggestion for how to organize and display data in an information visualization system
(Shneiderman, 1996). Following this mantra, HCI for a network security data fusion system
should present the security analyst with an overview of the defended system, likely of current
system state. The analyst should have the ability to zoom into specific region of the defended
network (even to the level of an individual host), select specific details from the raw data, and
filter them to select specific details. This spans all of the lower levels (0-3) of the data fusion
system. The analyst should have the ability to select, filter and zoom in on specific details. This
level of detail capability is an important sense-making feature for the analyst’s cognitive schema
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creation and maintenance processes as well as to support forensic and legal reporting
requirements.
This brings to light the second issue in Level 5 in cyber-security, the lack of a shared
mental model of the problem space. Because the terrain is virtual, an analyst may have a different
mental picture of what the defended network looks like than the data fusion system designer, or
even other security analysts. While a representation of the defended network may take the form of
the physical terrain, there really is no physical space constraint. Often, logical topologies are
more suitable to representing the workspace. It should be noted that a single, optimal
representation is unlikely to be created. The goal of L5 should be to present the data in such a
way as to leverage the analyst’s understanding of the cyber workspace and allow the analyst to
access security information at all levels of the system.

Organizing Previous Research

Level 0/1 IDSs and Real-Time Fusion Algorithms
One of the primary concerns about IDSs is that they have a high rate of false positives.
Additionally, alerts from an IDS can often represent part of an attack, while other alerts may
represent other parts of the same attack. A correlation algorithm could merge multiple alerts that
have a common source, destination or attack method. However, the use of automated attack tools
(such as the Metasploit framework, for example) allow unsophisticated attackers the capability to
launch many attempts using different methods on multiple destinations. Bot networks are also
employed by slightly more organized attackers to mask the true source of the attack by launching
from compromised hosts instead of from the attacker’s true location. These methods result in IDS
alerts that are difficult to correlate by simply matching source, destination or method.
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A number of researchers have tested proposed solutions by evaluating them against the
DARPA Intrusion Detection Data Sets from 1998-2000 (DARPA "DARPA Intrusion Detection
Data Sets," 2008). These standard data sets provide a known, but limited, set of attacks in
progress in a large corpus of normal network traffic. Liang et al. proposed the use of neural
networks to analyze network data from the 1998 DARPA data set in order to extract features from
the data and compare the fitness of their neural network-based approach to genetic algorithms. An
overall security risk value is calculated, providing an overall assessment of the network security
situation on a scale of [0,1] (Liang, Wang, & Lai, 2007). However, other than the assessed value,
no information about the underlying reasons for the increase or decrease in the assessment is
provided.
Wang et al. provided more description in their use of neural networks. In the combination
of data from a Snort IDS and from a Cisco Netflow collector, they identified that some feature
reduction was required as to not overload the neural network with unnecessary data fields from
each of the IDSs. They proposed the use of a multi-layer feed-forward neural network (MLFNN). Using the DARPA 1999 data set, they were able to train and evaluate their algorithm. Their
output provided a rapid fusion and assessment of the intrusion behavior identified in the traffic.
However, their results showed a higher than desired false positive rate, implying that more
sensors are required to eliminate the false alerts 12 (H. Wang, Liu, Lai, & Liang, 2007). The same
research team also developed a prototype of a multiclass support vector machine-based (SVM)
fusion engine and reported their findings in (X.-W. Liu, Wang, Liang, & Lai, 2007; X. Liu,
Wang, Lai, Liang, & Yang, 2007). Their assessment was that the SVM approach was just as
reliable, but much faster, indicating that SVMs have promise in real-time IDS applications.
Thomas and Balakrishnan developed a data fusion system based on neural networks that
combined the results of three different IDS systems that monitored the DARPA 1999 data set.
The individual capabilities of those three systems had a success rate of 28%, 32% and 51%
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respectively. However by fusing the alert data from all of the systems together, they were able to
increase to the total successful detection rate to 68% and significantly increase the detection rate
of certain attack types even though those attacks were not detected well by each individual IDS
(Thomas & Balakrishnan, 2008a, 2008b). It is this work that is represented in Figure 4, above.
Conceptually, fusing the outputs from different IDS systems with different detection
capabilities in order to increase detection rates and decrease false positive notification rates is an
exemplar of a Level 0/1 fusion algorithm’s purpose. The output of this fusion process is still
individual objects (the attacks), which are important elements for the next level of the fusion
process as these and other elements from the environment are fused to provide an overall
assessment of the current state of the system.

Level 2/Awareness and Level 3/Projection Systems
Yang et al. developed a system with different algorithms for Levels 2 and 3 of the fusion
process. The first system, INFERD, provided automated alert correlation using a priori
knowledge from subject matter experts on both the attack methods and knowledge of the specific
vulnerabilities of the defended system. Fusion of these two data sets provided an assessment of
the likely outcomes on the given attack on the given network, reducing the time for assessment by
limiting the problem set to the specific problem space (Yang, Stotz, Holsopple, Sudit, & Kuhl,
2009). Yang chose to use a priori information about the attack methods and known
vulnerabilities. A pattern-matching, data mining or other high speed comparison algorithm could
have been used instead. However, this would have required significant development of the set of
system states, attack methods and vulnerability combinations. The use of expert systems in this
domain appears appropriate, but results are limited to the specific knowledge of the experts.
Closing the loop on INFERD when used in an operational setting might include the use of a Data
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Leak Protection (DLP) monitoring system to identify when hosts have been compromised. This
additional data input to the Level 2 fusion algorithm could provide a learning mechanism to
confirm that compromises did occur.
The second system was the corresponding threat projection module, TANDI, which uses
the attack tracks provided by INFERD and overlays an a priori model of the defended network to
identify specific nodes (computers, accounts, databases, etc.) that are subject to compromise.
Using knowledge of previous successful and unsuccessful attacks, future attacks can be
probabilistically predicted. TANDI combines assessments of possible outcomes and threat levels
based on a variety of factors including the intent and skill level of the hacker, value of the
potential target and the utility of the vulnerability being used. These provide potentially
conflicting predictions and TANDI combines them using a Dempster-Shaffer Theory-based
combination (Shafer, 1992). D-S Theory is a Bayesian-like algorithm that allows for the
combination of evidence without necessarily knowing all possibilities. A compromised host
would receive a value of 1, while evidence of potential compromise can be given weighted scores
[0,1] and combined using the Dempster Rule. TANDI was tested with some un-optimized
weights in its algorithm, yet still provided reasonable assessments (JD Holsopple, Yang, & Sudit,
2006).
INFERD and TANDI were evaluated with extremely interesting and promising results.
However, with these promising results comes a caveat – the threat assessment and prediction
algorithms that are based on a priori information are susceptible to the limitations of the
knowledge of the experts who provided that information (Yang et al., 2009). Flaws in the basic
underlying knowledge will result in flaws in the output. In particular, it appears that while these
are excellent systems for the detection of known methods of attack on a known infrastructure, the
analyst-in-the-loop having an understanding of the defended network and human instinct to
identify the abnormal behavior in a complex system a critical component. Systems like INFERD
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and TANDI are certain to be extremely beneficial in the development of awareness for the human
analyst.
Virtual Terrain (VT) addresses the question of whether an attempt to compromise a given
host by only representing the relevant information and presenting that to an analyst (Jared
Holsopple, Yang, & Argauer, 2008). The automated process maps hosts, processes, services,
users, vulnerability possibilities and other important details on to a logical map of the hosts on the
network. Using the VT as a basis, attacks are evaluated to determine their success based on the
network (routers, switches, firewalls, etc) and host configurations (host OS vs. vulnerability
match). Other methods that could be used are attack graphs and vulnerability trees. However,
these modeling mechanisms require significant human expert involvement to build them and are
computationally intensive to evaluate. Therefore, these tools may be difficult to implement in
enterprise architectures or for large numbers of hosts.

HCI and Level 5 Solutions
Cyber-security systems have been plagued by limited HCI development. Commonly
hosts and network devices are represented on maps – either logical or physical and connected via
line segments to indicate physical network connections. However, these types of representations
do not scale to large networks. Others have created representations of network traffic between
hosts and networks using network diagrams and treemaps (Mansmann & Vinnik, 2006).
However, most production systems rely on textual output – from IDS alerts, firewall logs, host
security logs and other similar data is simply represented as lines and lines of text.
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Future Work
The work of implementing data fusion capabilities in the cyber-security domain is still in
its infancy. This paper is intended to be a description of the theoretical framework in terms that
cyber-security researchers will find more familiar. This explanation of the framework will need
additional revision to include other areas of cyber-security that are not addressed in this paper.
This work is predicated on the organizational level of the problem space, but individuals and
small networks have their own needs that are not addressed in this paper. However, even in this
organizational level assessment, more work needs to be done in several areas of development
including sensors, algorithms and HCI.

Sensor Development
Additional sensors need to be developed to provide evidence of cyber-security status.
Sensors could be simple, ad-hoc software tools on each system in a defended network. They
could take on the form of complex intrusion detection and prevention systems. However, a
number of systems already exist in the enterprise environment that could be leveraged as sensors.
The most obvious include antivirus systems, centralized management systems (Microsoft SMS,
for example), patch management systems, centralized authentication systems (Active Directory,
OpenLDAP, etc), host log files and other similar tools that exist in the enterprise, but remain
untapped for fused cyber-security systems.

Algorithm Development
Algorithms need to be developed at all levels of the JDL model. The hints as to which
algorithms might be most fruitful in specific situations should be taken from other data fusion
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domains. New algorithms don’t need to be invented as much as algorithms need to be selected
and applied to the problem space of cyber-security. The high data rate of elements in cybersecurity might pose unique problems and limitations, but algorithm choice for lower vs. higher
levels of fusion could be guided by successes in other domains.

Level 5/HCI
The human-computer interaction aspect of the fusion process needs the most attention.
The analyst needs access to all levels of the fusion process, not simply the highest level available.
Awareness of the individual entities in the situation and their properties requires that the analyst
have the ability to access the system from the highest visual representation down to the lowest
data element available. These qualities are also important for the analyst’s ability to respond to
legal requirements and requests forensic analyses and details. However, the analyst has only a
limited (human) capacity to observe and interpret these details. New HCI development needs to
take the analyst’s cognitive capabilities into consideration to reduce fatigue and support attention
to the important details of security situation.

Visualization and Level 5 Fusion
As evidenced by the earlier-referenced work in SA, a critical component in an analyst’s
SA is the ability to recognize salient cues from the environment. The area of information and data
visualization is both a research area within the domain of information fusion (via the literature on
Level 5 fusion) as well as a general area of study on its own. For cyber-security systems, while it
might be possible to monitor the bits and bytes of data traversing the network, it would be
unfeasible to do so. Intrusion Detection Systems (IDSs), data flow monitors, security logs,
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vulnerability assessment scanners, patch management tools, antivirus scanners and other cybersecurity systems all provide some kind of ability to monitor the actual activity in the cyber
domain. Visual analytics provides the best potential for the human computer interaction
subsystem to be able to communicate to the human analyst the large amount data that is inherent
in the cyber domain. From a data fusion perspective, the cognitive refinements at level 5 of the
JDL model includes visualization and the human-computer interface.
Network security visualization has the potential to address the human-computer
interaction concerns for the analyst as well as represent a variety of data to support the analyst’s
mission and tasks. Pin Ren suggested that the VizSec community needs to address several tasks.
Those are: 1) the generation of high-level visualizations, 2) evaluations of these visualizations for
their effectiveness and

3) integrating these visualizations into existing security tools so that they

can be used by analysts in the field who can provide feedback on their usefulness. He identifies
that current IDS technologies quickly overload network administrators, especially due to their
high false positive rates, and that visualization technologies hold promise in some, but not all
aspects of computer security. While there have been some successes in visualization support of
security, there are no standards for evaluation of visualization tools and limited integration of
successful visualizations into mainstream security products (Ren, 2006).
Goodall suggests that the effort of security visualization is to provide the human analyst
with the data in ways that support human cognition and perception to perform the analysis,
anomaly detection and correlation identification. While there are systems that are being designed
to automate the process of ID, these systems undervalue the input and capabilities of the human
in terms of exception handling and the identification of novel patterns. Automated systems do
have benefit in increased scalability and the processing of large amounts of data, but the human
analytic skill is essential. The visualization process should therefore be in the support of the
representation of abstract data to support human cognition (Goodall, 2007).
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As one evaluates the different types of visualizations that have been created to attempt to
address different problems in cyber-security, three different categories of visualizations emerge.
The first category is a network topology-based display. These representations present the network
data on a visualization that shows the nodes connected by links, but unfortunately are limited in
their scalability to enterprise-sized networks. The second type of display is a network traffic
based display. This representation type shows a representation of the actual network packets,
generally in relationship to a single host, or a pair of hosts that are in communication with each
other. Again, while scalability is a concern, the major criticism of these methods are that they
provide forensic level detail, but fail to provide insight into the larger situation. A final group of
visualizations attempt to provide some visual representation of intrusion detection alerts. This
alert data reduces the total volume of information, but relies upon the IDS to do the data
reduction. A major area of work in this visualization type is the attempt to visualize a chain of
actions taken by a single actor, when the individual events are captured as several different
uncorrelated alerts. These categories of visualization are summarized below.

Network Topology-Based Displays
A number of visualizations support the analyst by representing data in a network
topology-centric view. These visualizations support the grouping and organizing network flow
data, traffic data, application-level data and other sources of data overlaid on to some type of
logical representation of the network.
Because the Internet is so large, representing source addresses by autonomous systems
(AS), or logical groupings of IP address ranges that are managed by a single entity, has been
suggested. Oberheide and colleagues represented raw Border Gateway Protocol (BGP) data to
extract all of the top level systems on the network. BGP is the routing protocol used to share
routing information between high level networks on the Internet – between large ISPs, large
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organizations and even countries. These authors represented the ASs via AS Number and
contained information such as included address spaces. The visualizations suggested can easily
identify BGP misconfigurations if one AS inappropriately announces routing information to the
rest of the network (Oberheide, Karir, & Blazakis, 2006). Shearer, Ma and Kohlenberg also
explored representing BGP data in a visual format. They identified visualizations that can provide
insight into inappropriate or inefficient BGP changes. Route flapping, intentional/unintentional
inappropriate route announcements and inefficient route announcements can be easily identified
in their BGPeep visualization (Shearer, Ma, & Kohlenberg, 2008). While these representations of
a very important part of Internet connectivity provide valuable information to top level network
providers, the utility is limited to these providers and is not necessarily germane to the majority of
network security analysts.

Figure 7. Representation of BGP data in BGPeep from Shearer, Ma et al. (2008)

Mansmann and Vinnik represented the network flow data between their University and
the 20,000 different AS’s to support the system analyst’s understanding of the sources and
destinations of potentially anomalous traffic and then later tie the AS numbers to physical
geographies to support human understanding of the source and destination locations (Mansmann
& Vinnik, 2006).
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Ball, Fink and North explored using polar plots instead of Cartesian plots to represent
network topology-focused data. They identified that a polar plot can be useful, but noted that
three major issues with the data at the center of the polar plot – distortion, occlusion and smaller
area. They suggest that root polar plots address the majority of these concerns, taking the square
root of the value to slow the growth of the function as it approaches the edge. Using root polar
plots, they also developed method of displaying varying trust levels of local and non-local IP
addresses in a diagram of concentric rings. The more trusted the IP address is, the closer it is to
the center of the diagram. The further the point is from the center, the less trusted it is (Ball, Fink,
& North, 2004; G. A. Fink & North, 2005).

Figure 8. Examples of Root Polar Plot (left) and IP addresses represented on this style of plot (right)
from Fink and North (2005)

Li, Liu and Kesidis from Penn State developed a toolkit for visualizing network testbeds
such as DETER and Emulab. Their package provides a TCL script generator, network topology
builder and a number of visualization tools. The underlying testbed tools provide simulation
capabilities for DDoS, worm propagation and traffic generation capabilities within their simulated
environments. The tools that the Penn State team developed provided for the automation of large
scale network implementation and generated visualizations of malware attack propagation on that
infrastructure. The system provides visual representations of bandwidth saturation, overloaded
routers, CPU load and memory utilization and other symptoms of the malware infestation in a
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user-modifiable representation using interactive views (Li, Liu, & Kesidis, 2006). While the
representation of some kinds of malware systems will be apparent on default views of this kind of
system, the exploration of the views will be highly dependent on the analyst’s knowledge of what
to look for and where. This representation of network data simulation represents interesting
possibilities for analyst training, exploration of behavioral cues that might be present in novel
malware infestations and a possible development of real-time applications on live network data.
Mansmann and Vinnik proposed a method for visualizing anomaly based IDS. They note
that machine learning algorithms fail to identify anomalous behavior. The high possible false
positive rate requires that the data be represented in a visual form for the analyst to be able to
explore the data and use the unique human qualities of intuition, perception, and additional
domain-specific knowledge. They propose a display that takes both logical hierarchy and physical
geography into account. Pixel level displays were also explored. If each pixel were assigned to a
single IP address, for instance, about 9 million IP addresses, each one represented by a single
pixel on an extremely large and high resolution display screen or wall. Pixel color could
differentiate metrics of interest such as traffic volume. Combining the logical, physical and pixellevel concepts results in a combined display with a variety of view options and high levels of
detail. The authors propose some hypothetical uses of the system by identifying malware
behavior through specific port or protocol utilization, but only provide that their display has the
potential of displaying that information if the analyst knows what to look for (Mansmann &
Vinnik, 2006). While this kind of display can graphically provide information to the analyst, the
issue of cognitive load remains unresolved.
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Figure 9. Hierarchical Network Map from Mansmann and Vinnik (2006)

Pike, Scherrer and Zabriskie speculated that there may be geopolitical motivations behind
certain cyber attacks. They represented network packet flow data from organizational and
regional perspectives. They divided the flow data into smaller levels of organization called
cliques, which could represent regions (cities, countries, etc.), organizations or even single IP
addresses. Alternatively, behavior could also be used to identify a clique. This high-level,
exploratory based representation is manifested in their dashboard, based on a Von Mises circle
(Pike, Scherrer, & Zabriskie, 2008). High level representations of network data that is tied to a
geopolitical map certainly has its benefits in developing awareness for the analyst.

Figure 10. Representation of Threats and Actors on a Geopolitical Map from Pike, Scherrer et al.
(2008)
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Network Traffic-Based Representations
Other researchers suggest that the representation of the flow of the traffic is more
important than representing the data in terms of the network hierarchy. Fink and colleagues
presented a utilization of polar root plots to represent the flows of data on pixel-based
representations. Each pixel represents a port rather than a host. The source to destination port
mapping provides and end-to-end representation of the activity (G. Fink et al., 2004).

Figure 11. Representation of host to port to remote port to remote host of network traffic from Fink,
Ball et al. (2004)

Blue et al. developed some rudimentary visualizations to represent single host
relationships based on network data. Their visualization represents hosts as circles and
connections between them as edges in a simple network diagram. Edge and node coloring, and
user-defined grouping complete their visualization to indicate traffic types, flows and other
similar characteristics. However, the analysis of their design limited to a single-expert heuristic
evaluation. They also explored a treemap based representation, but because the underlying data
was anonymized, the possible functional aspects of the representation was limited because of the
lack of ability to group the data (Blue, Dunne, Fuchs, King, & Schulman, 2008).
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Figure 12. Connection Map (left) and Treemap (right) from Blue, Dunne et al. (2008)

Data can be collected through flow-based representation products (e.g. Cisco Netflow)
and displaying them with a variety of visual representations. Taylor, Brooks and McHugh
developed 3D impulse graphs to represent data volumes by port over time. Normal, expected
traffic patterns can be compared to abnormal patterns based on regularity or irregularity of the
plots. For instance, a mail server might show very regular port 110 (POP3) and 25 (SMTP) traffic
patterns. However, a system that has been compromised and misappropriated to be a mail relay
might show the same pattern, even though it is not expected to. Also, a compromised machine
might show regular patterns of activity on unexpected port numbers (T. Taylor, Brooks, &
McHugh, 2008). Fisher, et al. also used Netflow, but their visualizations were more appropriate
for large-scale networks. For instance, large-scale botnet attacks show interesting patterns on an
IP-to-IP connection map. Connections using specific services such as time servers, DNS or IRC
traffic may provide interesting information about systems using those services. However, more
interesting are their representations of potential compromise of a single host based on thresholds
of number of connections or activity (Fischer, Mansmann, Keim, Pietzko, & Waldvogel, 2008).
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Figure 13. Panel Displaying Network Connections from a Single Host from Fischer, Mansmann et al. (2008)

IDS-based and Track-Based Displays
Using the tracks developed from INFERD, Mathew et al. developed a visualization to
display multi-stage attacks on the network. Their representation is based on attack graphs and
displaying the current information about a potential multi-stage attack as it develops. It matches
this growing threat to a template of a known multi-stage attack method in what is described as a
guidance template (Mathew, Giomundo, Upadhyaya, Sudit, & Stotz, 2006). This type of
representation is highly dependent on the track information provided by INFERD and also upon
the a priori knowledge about the attack methods.
Saunders and colleagues represented NetFlow and IDS data simultaneously on a single
display. They identified that to be intuitive, a visualization system must not require focused
attention, and that the glyphs shown must change only based on minimal features. They chose
color to represent features in the data and perceptual grouping based on location to identify hosts
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that had common features. Perceptual size indicates a quantity of data exchanged and a simple X
identifies port activity that is suspect (Saunders, Gossett, Interrante, & Chen, 2005).
A more interesting and potentially useful visualization is presented by Foresti and
Agutter. VisAlert combines the traditional 3 Ws into a single display. When, Where and What are
all represented in a circular visualization. The Where layer is a network topology in the center of
the visualization that identifies network hosts. The What layer identifies the type of IDS alert that
is being represented. These events fall on the outside of the circle and connect the hosts by lines
or edges. Then When is displayed with concentric circles of What layers, growing older as they
move out from the center of the circle. Thickness of the beams that connect a host to an alert
indicate the persistence of a particular problem (Foresti & Agutter, 2007).

Figure 14. Representing the Three Ws from Foresti and Agutter (2007)

Future Work in Technologies to Increase Cyber SA
The next logical step in this research is twofold with the overall objective of increasing
and measuring SA in the cyber domain. First, a measurement technique using several different
instruments needs to be developed to compare the overall SA of one cyber-security analyst versus
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another. Second, a measurement technique needs to be developed to compare the effectiveness of
one visual representation technique over another on the analyst’s SA state or process. A
secondary focus of this research is to explore specific data fusion and visual analytic techniques
that have the potential to increase an analyst’s SA in the cyber domain.
This research has some limitations. First, because there are different sub-domains of
cyber-security, the specific measurement techniques developed may not be universally applicable
to all sub domains. While this is to be expected, the methodology of the development of the
specific instruments should be generalizable to different sub-domains. This would require a new
contextual inquiry process, validation of the SA requirements and assessment of the instrument’s
impact on the task itself. Additionally, the simulated task would also need to be created in other
sub-domains and validated as an appropriate representation of the tasks performed in that domain.
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Chapter 3
Review of Situation Awareness Literature
This chapter reviews SA and decision making theory from the point of view of micro vs.
macro-cognition perspectives. The goal of this chapter is to identify which of the theoretical
perspectives offer reference points for assessment of an individual’s awareness of the current
situation, which should have an impact on their decision process. These assessments mechanisms
are then evaluated to determine their suitability for the cyber-security domain and use in a
simulated environment.
From the macro-cognitive perspective, naturalistic decision making (NDM) (G. A. Klein
& Zsambok, 1997) considers a decision process that involves potentially rapid assessment of the
situation. This relies on experts to compare the current situation perceived to previous
experiences. According to the Recognition Primed Decision Making (RPD), decision makers then
use a process of satisficing to select a suitable course of action without the time required for an
exhaustive search of the best solution(G. A. Klein, 1989; G. A. Klein, Calderwood, & ClintonCirocco, 1986). The process of awareness of the cues is more akin to matching of patterns of
chess experts. Heuristics, rules of thumb and other non-deterministic methods of assessment are
used instead of fine, granular combinations of precise observations that one might expect from a
data fusion system.
From the micro-cognitive perspective, the predominant viewpoint held is that SA is a
state, consisting of three levels of awareness (M. Endsley, 1995) and is supported by an
assessment technique that probes at the research subject’s knowledge of the situation (M.R.
Endsley, 1988). One competing viewpoint is one proffered by Smith and Hancock which takes a
more holistic approach that includes the environment, decision process and other factors (Smith
& Hancock, 1995). This holistic approach is supported by a measurement technique that
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addresses perceived task effectiveness (R. Taylor, 1990). The third viewpoint is activity theory,
which identifies SA as holistic, similar to Smith and Hancock, but instead identifies the actions
rather than the states as the important constructs (Bedny & Meister, 1999). These three models
and their supporting measurement techniques have yet to be applied to cyber-security in a
structured fashion. This part of the literature review concludes with an assessment of the current
state of SA theory as it specifically applies to the unique nature of the cyber-security task and
how this uniqueness impacts an understanding of SA in this domain.

Naturalistic Decision Making
How human beings make decisions in a real-world environment is different than one
would expect from the micro-cognitive viewpoint. Boyd suggests from his military combat
aviation perspective that American pilots in the Korean conflict had a faster Observer-OrientDecide-Act (OODA) process than their enemies. In fact, the American process was so fast that
they were able to “get inside” their enemy’s OODA loop, completing and entire OODA process
before the enemy could even make an observation and orient themselves. This provided for
superior action in dogfighting. Boyd observed that the competing viewpoint (micro) may be
unhelpful. He says that one “cannot determine the nature of a system from within itself (Boyd,
1987).” Current interpretations of the OODA Loop identify that each step in the process can
become a stage, each with its own internal feedback cycle (See Figure 15) making the process
very dynamic (Brehmer, 2005b).
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Figure 15. Expanded OODA Loop from (Brehmer, 2005b)

Klein and colleagues explore naturalistic decision making from several different
domains, most notably fire ground commanders (FGC). They identify a process that does not rely
on the amalgamation of individual observations, but rather a rapid comparison of the current
situation to the previous experience of the FGC. This is followed by a non-exhaustive decision
process to find a “good enough” solution to a rapidly evolving problem in which a decision must
be made before an exponentially growing fire gets out of control (G. A. Klein, 1989; G. A. Klein
et al., 1986). Firefighters, pilots, police officers and many others have the benefit of being able to
make decisions, take actions and observe the impact of those actions on their problem space.
They can then return to their decision point after gathering more information, re-evaluate and
modify their action plan accordingly. The rapid decision making process in Recognition-Primed
Decision Making (see Figure 16) allows for re-assessments as the situation is experienced in
changing contexts.

53

Figure 16. Klein's Recognition Primed Decision Making model from (G. Klein, 2008)

These observation-decision-action-assessment cycle are propagated in many aspects of
natural decision making. The process is taught, for example, to firefighters in how to respond to
hazardous materials incidents using the APIE acronym. The steps of APIE are: Analyze the
problem; Plan the response; Implement the plan; Evaluate the progress (Henry, 1989). This is
similar to Boyd’s OODA Loop (Boyd, 1987; Brehmer, 2005a) and Klein’s basic RPD (G. A.
Klein, 1989; G. A. Klein et al., 1986). However, these models of decision making rely heavily on
the decision maker to gain feedback on the actions that they take to reset the cycle with new
observations.
As noted later in this dissertation, the process of observing a cyber-security event and
taking the action to resolve it are handled by different domains of cyber-security professionals. It
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is the function of the intrusion detection analyst to observe and report, but it is the job of the
operational analyst to take the actions to block at the firewall, pull infected machines off the
network, apply security patches and correctly configure computers. Therefore, we turn to the
micro-cognition perspective to understand the impact of observational capabilities of analysts
rather than how to evaluate their decision making process.

Micro-Cognition View of Situation Awareness
This section outlines a the mico-cognitive understanding of SA and how that more
directly applies to the domain of cyber-security. The three competing theories of SA describe SA
as a human cognitive process that is either a state of knowledge that is used for decision making
and updated by a situation assessment process (M. Endsley, 1995), as a more holistic process that
is integrated into the situation itself and is elucidated by interaction with the environment (Smith
& Hancock, 1995) or as a complex interactive process as described by Activity Theory (Bedny &
Meister, 1999). These different approaches have diverging viewpoints on how one might conduct
an assessment of SA and, more importantly, how one might design a support system to enhance
SA. Following the overview of the three competing SA theories, a review of SA measurement
techniques follows. This section concludes with a discussion of SA in the cyber domain and
points out a lack of an assessment tool to measure SA in the cyber domain.

Competing Perspectives of Situation Awareness
From a theoretical standpoint, research in SA has been stems from two distinct
viewpoints. Mica Endsley proposed the three level SA model outlining levels of perception,
comprehension and projection. The Endsley Model, referred to by some as the Three Level
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Model proposes that SA, as a function of human cognition, has an internal mental model of the
current situation that is utilized by the decision maker to assess, categorize and decide between
competing actions. Endsley proposes that there is a process of situation assessment (separate from
SA) by which the internal mental model is updated. Also a separate decision making loop utilizes
the internal model to decide on which actions to take. The bulk of the model is the internal
representation of the problem space by the human analyst and is broken down into three levels,
perception, comprehension and projection (M. Endsley, 1995).

Figure 17. Endsley's model of SA adapted from Endsley (1995)

Perception relates to the human’s ability to perceive entities and their properties in the
space. As an example from a car driving scenario, the driver would need to be able to perceive
that the car is in motion, that the accelerator is being depressed by the foot and the car is
accelerating at a rate consistent with the pressure being placed on the accelerator. The driver also
needs to be aware of the vehicle’s position on the road.
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Comprehension is a summation of the current situation. In terms of the driving example,
the driver might need to be aware of the vehicle’s position in relationship to other objects such as
the curb, the guardrail or other obstructions, such as other vehicles. The entire situation needs to
be understood. So, the weather conditions, handling capabilities of the car, and other similar
factors might come into play.
Projection is the ability to predict likely future states in the near term. Again, in the
example of the car, the driver should be able to predict on the current vehicle trajectory whether
the car’s tires are going to hit the curb. This would necessitate the action of turning the steering
wheel to keep the vehicle inside the lane of travel and avoid hitting the curb. The projection of
possible future states indicates a decision to be made, but the decision lies in the decision making
loop, not necessarily in the SA state.
Endsley places SA as the state of knowledge about the situation. This perspective of SA
separates it from the actor’s knowledge and experience, decisions made by the actor and the
environment and its cues. This separation allows SA to be neatly packaged as knowledge,
allowing it to be measured with a variety of techniques (discussed below) that attempt to assess
that knowledge. Defining SA in this manner avoids the confounds of measurement of effective
actions, poor decision making on the part of the actor and leads one to potentially believe that an
individual actor can have good SA, yet still perform poorly due to poor knowledge, lack of
experience and poor decision making skills. However, Endsley does indicate that these individual
differences work in conjunction with SA to result in higher probabilities of measurably good
actions when both are high.
A more ecological approach to SA proposed by Smith and Hancock which identifies SA
as the interaction between the problem space and the agent. SA is the externally directed
consciousness of the agent. While the agent has knowledge and competence, this cannot be
measured independently of the environment and cues. Based on Neisser’s perpetual cycle model
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(Neisser, 1976), Smith and Hancock place SA in the middle between the environmental cues, the
actions of the agent and the changes those actions make on the environment (Smith & Hancock,
1995). In terms of the car driving example, the environmental cues would be what the driver sees
through the window and feels through the controls. Driver’s knowledge and experience are
modified by the environment and direct the driver’s action. The driver’s action samples the
environment through the results of those actions. The driver’s competence at the task (keeping the
car on the road) is the linkage of these elements and constitutes SA.

Figure 18. Smith and Hancok's SA perpetual cycle Smith and Hancock (1995)

In a similar vein, Activity Theory researchers posit that SA as one of goal formation
(orientation), individual decision and action (executive), and goal attainment (evaluative). The
orientation stage of action includes the decision making and performance of actions, while the
evaluative stage includes assessment and feedback. This process need not be completely balanced
in all situations. Bedny and Meister, for example, suggest that an operator focused on a system
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might well simply monitor the system and anticipate emergencies prior to taking action. The
executive stage of action is actually short, whereas the orientation stage is much more involved.
More importantly, activity theory treats the entire process, from SA to decision making to
performance as inextricably linked and that measurement of SA as a memory construct fails to
take into account the contributions of the thinking process (Bedny & Meister, 1999).

Figure 19. Activity Theory SA Model Bedny and Meister (1999)

Situation Awareness, as it has been studied by these three theoretical approaches, may
not adequately address the unique needs of the cyber-security context. A model of SA in the
cyber domain would need to account for perception of elements in the environment,
comprehension of the meaning of those elements and prediction of future states, similar to the
Endsley three-level model. However, it also needs to take into account the rapid update of new
states of the environment, rapid update of information and the relative lack of external, physical
constraints in the environment itself.
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The three models of SA appear, on the surface to be incompatible, with the Endsley
model dictating the SA is a state, or mental model, of the situation that is held by the analyst. The
other two models describe the overall process of interaction with the environment as being
critical. However, from a diagrammatic perspective, it seems possible to re-arrange the figures
and connected lines from one model into each of the other two. The semantic difference between
the three perspectives is what part of the diagram to label as SA. For example, if we extract SA
from Endsley’s three-level model and compare it to block 3 of the activity theory that includes the
operative image and SA, we find that this matches the schema of present environment in the
Smith and Hancock model.
It is this part of the process that is the knowledge of the current situation. That knowledge
of the current situation is framed by both the observations of the environment as well as the
experience, pre-conceptions, motivations and goals of the analyst. In all three models, the
situation (awareness) knowledge informs the decision process. Activity Theory describes this in
block 5 – orientation and making a decision, whereas Smith and Hancock describe this as
perceptual exploration and action. The actions carried out by the decision will have some impact
on the environment, represented by Endsley as the state of the environment and by others in
similar fashions, but eventually are provided to the analyst as feedback based on the success or
failure of the analyst’s actions in changing the environment. Whether one calls the block
containing the knowledge of the situation held by the analyst “SA” or reserves that label for the
definition of the entire process is only semantic. The true answer to the question comes into play
when one attempts to measure SA using a variety of measures described below, or improve SA or
decision making.
Because the cyber domain lacks a direct linkage from the actors to their actions,
assumptions must be made by analysts for attribution, motivation of actors and likely outcomes of
actions both from automated technical systems as well as next steps from human actors. Scope of
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awareness is paramount, as cyber-security is not monolithic. Instead, each domain and sub
domain of cyber-security will have its own requirements for SA, much as exists in aviation for
commercial airline pilots, private pilots, military pilots and air traffic controllers. While all of
these are aviation examples, the specific needs for SA, measurement of SA and improvement of
an individual operator’s SA through interface design are different for operators in different task
environments.

Measurement of Situation Awareness
Endsley and others have leveraged this theoretical model of understanding as a point to
apply measurement of SA in individuals as well as teams. These measurement techniques lend
themselves to the assessment of user interfaces in a variety of domains. The predominant, three
level model represents SA as a state of knowledge that a human possesses. More importantly,
using this understanding of SA allows it to be measured, as it can be untangled from other parts
of the action, environment and decision making parts of the loop. What is left is simply a task of
perception and understanding.
Several methods of assessing SA as a state of knowledge held by the human actor are
from the aviation environment. Endsley developed SAGAT for assessment of military pilots (M.
R. Endsley, 1988). During a simulated activity, the system interfaces are frozen and displays are
hidden from the human subject. Then, a battery of domain-specific questions probe the subject’s
understanding of the situation. Depending on the task load of the task under observation, the
probe technique can have a negative impact on the subject’s task performance, as an interruption
of the task that requires re-acquaintance with the task details. It can also positively impact the
task in cueing the subject to attend to interface cues that he might have missed otherwise. The intrial freeze probes in SAGAT are evaluated in a post-task analysis, comparing the subject’s
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answers with pre-determined ground truth in the simulated task and further confirmed by a
subjective analysis of domain experts.
The development of a domain specific freeze probe technique requires interaction from
domain experts to identify the specific SA requirements for that domain (M. R. Endsley, 2000).
These requirements, including typical signal-to-noise ratios, need to be re-created accurately to
simulate the task under observation. The freeze-probe questionnaire must be developed and
evaluated to ensure that it accurately assesses the specific SA requirements for that task in that
domain. While SAGAT is now known as a general purpose methodology for assessing SA, it
should be considered as a leading class example of freeze probe SA techniques. SAGAT itself
was designed for the military aviation category and would need to be adapted to different
domains by the development of an appropriate simulation and queries to be used in the freezeprobe appropriate for that simulation.
Other freeze probe techniques have been created for the assessment of SA. SACRI was
developed to assess SA in a nuclear power control room environment (Hogg, Folles, Volden, &
Torralba, 1995). (Hauss, Gauss, & Eyferth, 2001) and SASHA (Jeannot, Kelly, & Thompson,
2003) were developed for the air traffic control domain. Regardless of these specific techniques,
the assessment is best performed in a simulated environment, that the assessment of specific SA
environmental cues needs to be validated by a domain expert, and that measurement queries may
have the confounding impact of tuning the attention of the research subject to the items that they
might not have otherwise noticed.
Therefore, to create an assessment of SA in cyber-security, a similar measurement tool
must be created to assess those SA requirements, in conjunction with the simulated environment.
Once such a tool is created, it would need to be validated in a way similar to SAGAT’s evaluation
(M. R. Endsley, Selcon, Hardiman, & Croft, 1998), ensuring that it does not negatively affect
performance of the analyst through the interruptions. It also needs to ensure that its measurements

62
assess the SA requirements of the analyst for the task under analysis. Finally, the freeze probe
queries need to be validated to ensure that the do not positively impact the analyst’s performance
by over-cueing them to attend to interface components that they would not have otherwise
noticed. Using such a tool would uncover whether the analyst’s mental model matches the mental
model held by the simulated task environment’s creator. As long as the simulated task, itself, is
validated by practicing domain experts, the entire evaluation will have some level of ecological
validity.
Self-rating techniques generally question the research subject about their attention to
specific SA requirements. Unfortunately, self-reports are problematic because they may be
unreliable. CARS (McGuinness & Foy, 2000) and MARS (Matthews, 2002) both use paper
surveys to assess SA in the military infantry domain. SART (R. Taylor, 1990), SARS (Waag &
Houck, 1994), and SA-SWORD (Hughes, 1991) were developed for the aviation domain. Other
than SART, there appears to be little use of the instruments beyond their introduction. SART has
received quite a bit of use in a variety of domains, likely because of its ease of implementation.
SART does not require the development of a complex simulator. Instead, a post-trial assessment,
generally of workload related aspects of the specific interface under evaluation. However,
because the evaluation of the operator’s SA is self-reported, SART has been criticized as failing
to measure the actual internal mental model of the research subject and instead may measure the
subject’s perception of success in task performance (M. R. Endsley, Selcon, et al., 1998).
While these SA measurement techniques are all listed in Salmon, et al.’s (2006)
comprehensive literature review of SA measurement techniques, Salmon intermingles methods to
develop SA measurement techniques with the techniques themselves. For instance, Endsley’s SA
requirements analysis (M. R. Endsley, 1993), and verbal protocol analysis (Bainbridge &
Sanderson, 1990) can be used as methods to extract SA requirements from domain experts. While
it might be possible to assess an individual research subject’s SA using these techniques, their
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value is much stronger in an exploratory phase of research when attempting to elucidate the
specific measures needed to develop a simulated task, where a hierarchical task analysis (HTA)
would be helpful. Both of these methods provide methods of identifying tasks of importance and
have the output goal of a comprehensive HTA. Once the HTA is completed, the simulated task
can be created to simulate the tasks under analysis for which the SA measures can be assessed.
Other measurement techniques assess whether the research subject takes appropriate
actions based on the task. These could be time-based or accuracy-based measurements. In the
CITIES task simulation environment, Wellens and Ergener created a methodology for evaluating
the correctness of the research subject’s actions (Wellens & Ergener, 1988) . McNeese and
colleagues continue this work in the NeoCITIES simulated environment, allowing for the
concepts of reduced scores over time. This differentiates scores for participants who get the
correct answers quickly, as opposed to those who might take longer (Hamilton et al., 2010).
The application of SA measurement techniques to different parts of the entire SA cycle
needs attention. Endsley identifies that measurement techniques like SART do not measure the
internal mental model of the research subject and are subject to the confounds of other parts of
the decision-action-feedback process (M. R. Endsley, Selcon, et al., 1998). While this perspective
is valid, the question is not one of whether one measurement is better than another, it’s a question
of the appropriate application of measurement to the specific subtask of overall SA. If one has the
goal of improving SA in a more general sense, the entire cycle need to be assessed with a variety
of measurement tools appropriate for the part of the cycle being measured and then appropriately
correlated between measures. For instance, SAGAT can be used to assess specific situation
knowledge, probe at the research subject’s mental model and assess whether interface
components properly activate and update the subject’s mental model. A tool like SART would
address whether the operator’s own perception of their mental model was appropriate for the
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entire task. This would include whether the decisions being made were appropriate and whether
that feedback gave the subject positive reinforcement.
Therefore, it is not surprising that Salmon and Stanton failed to find a correlation
between SAGAT and SART measures on single task (Salmon 2009). In their analysis, they found
no correlation between SAGAT and SART scores, similar to what Endsley found in her analysis
of SART (1998). While Endsley (2000) found a correlation between SART and NASA TLX for
workload, Salmon did not. In terms of performance evaluation in correlation to SAGAT and
SART scores, only level-2 SAGAT scores were correlated with task performance. In Salmon’s
2009 task, a complex military operation was simulated and non-expert research subjects
completed the task. It is therefore not surprising that there were discrepancies between the SA
measures, especially a lack of correlation on the measure related to workload, something that one
would expect to be high for novice subjects. Salmon’s conclusions regarding these measures is to
question the validity of SART, but more importantly to conclude that for complex tasks, a battery
of SA measures may more appropriate than a single measure. Salmon et al. speculate the Klein
and Armstrong’s Critical Decision Method interviews (Klein and Armstrong 2004) may provide
another related SA assessment.

Limitations of Current Theory and Assessment Techniques
In the study of cyber-security situation awareness, the three theories of situation
awareness do not individually provide methods for the separate evaluation of a unique interface
design from the experience and prior knowledge of the analyst. Additionally, the purposeful
exploration of the data is not adequately addressed by the Endsley state-based model. As the
operational tempo of cyber-security is so rapid, the update of the analyst’s situation knowledge is
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as important of a concept as the application of the knowledge in action. It is only through the
combination of these approaches that the entire impact of situation awareness can be understood.
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Chapter 4
Toward an Integrated Framework of Situation Awareness
The previous chapter reviews some of the decision making theories and identifies that in
cyber-security, the separated nature of duties between domains makes it difficult for a single
analyst to be able to observe, decide, take action then re-assess. Analysts need to have better tools
to improve their SA, if only to simply to observe the cyber environment.
In this chapter, we focus on the three different theories of SA and several different
measurement techniques. Additionally, two technological domains (multi-sensor data fusion and
visualization) have been identified as having the potential to improve cyber SA. The goal of this
chapter will be to outline how the three theories and two technologies can be combined in a single
framework of SA. The measurement techniques are explored as a primary method of
understanding the impact of the technologies on their ability to improve SA.
This work situates the three theories and combines them in a comprehensive theory of
SA. The Endsley three level model (M. Endsley, 1995) is the most commonly cited. This state
model is in contrast to the holistic model proposed by Smith and Hancock (Smith & Hancock,
1995) and a similar model by Activity Theory proponents Bedny and Meister (Bedny & Meister,
1999). Without subtracting from the contributions of these authors and their significant impact
they have made to the body of SA literature, proposed here is an integrated framework that
provides for placement of those contributions as parts of a whole and suggests future work from a
theoretical perspective.
To test the impact of a technology on a human analyst’s SA, some measure of SA must
be taken. This is where the three SA theories and their associated measurement techniques come
into play. Certainly, a freeze-probe technique, like Endsley’s SAGAT (M.R. Endsley, 1988), has
the ability to probe and question at the research subject’s mental model. The development of such
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a measurement tool for cyber SA is non-trivial. Once such a tool is developed and validated, it
can be used to assess whether a specific technical intervention (a visualization for example) can
positively affect an analyst’s state of knowledge. However, this is not the complete SA picture.
Other measurement tools can assess the impact of the interface on cognitive load (NASA-TLX)
(Hart & Staveland, 1988), the subject’s perceived effectiveness at the task (SART) (R. Taylor,
1990) and how well the subject performs against known ground truth (Human Performance
Scoring Model) (Wellens & Ergener, 1988). It is only through the combined picture of several
measurements in a domain-specific battery of SA measurements that overall SA can be assessed.
This work starts with a more thorough understanding of SA from a theoretical
perspective and the presentation of an Integrated Framework of SA. Next, technologies from the
visual analytics and data fusion communities are inserted into the framework to understand where
the benefits of their contributions can have an impact on SA. Finally, an understanding of the
development of SA measurement techniques is reviewed and their power as a combined
assessment battery is suggested. This chapter concludes with a suggestion for human subject
experiments to validate this measurement battery for SA in the cyber-security domain.

Combining Three Theories of Situation Awareness
As the three different theoretical perspectives of SA are evaluated, it becomes clear that
the three different models have similar elements. In this section, the diagrams of the three models
are examined to locate the similarities. These three models are consolidated into an Integrated
Framework of Situation Awareness which is presented at the end of this section.
In Figure 20, the Endsley model (M. Endsley, 1995) is color coded to identify the
elements that may be common in other models. Note that the entire Endsley model is used, not
just the three level model that is commonly extracted from the entire diagram. In color, the purple
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elements include items that are related to the situation knowledge that is generally known by the
human analyst.

Figure 20. Color coded version of the Three Level Model adapted from Endsley (1995).

That situation knowledge comes from two places. First is the information that comes from the
environment and the system that presents the environment to the analyst. Second are the
individual factors that come from the experience and abilities of the analyst. The green shaded
elements of the model are related to the decision and actions that the analyst takes. Again, some
elements come from the analyst’s individual capabilities such as information processing and
automaticity. However, the primary elements here are the decision and the execution of the
action. The red shaded elements are related to the environment and how the system presents the
environment to the analyst. Work-related factors such as stress, complexity and system
automation are also included as mitigating and complicating factors. The primary loop of
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information follows from A) the state of the environment to B) situation knowledge that the
analysts holds and then to C) the decision and actions taken by the analyst.
Next, the activity theory model (Bedny & Meister, 1999) is examined. Using the same
color coding as before, the model is adapted in Figure 21 where the red elements indicate the
environment. This model starts with an interpretation of the meaning of the information that is
extracted from the environment. This interpretation relies upon other elements of the model. In
purple, the formation of an image goal in block 2 based on past experience and a conceptual
model ties into the operative image and SA elements of block 3. Blocks 4, 5 and 6 (coded in
green) of the diagram are related to the decision making process including the motivation and
significance, which come from the individual’s capabilities, as well as the making of the decision
and subsequent evaluation. The process follows from the environment (block 1) to the
goals/experience/model driven understanding of the environment’s cues (blocks 2 and 3) to the
decision, action and evaluation (blocks 4, 5 and 6).
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Figure 21. Color coded version of the activity theory model of SA adapted from Bedney and Meister
(1999).

Smith and Hancock’s model of SA more easily fits into a concept of three activities
(Smith & Hancock, 1995). Coded in red, the actual environment provides the information that is
included in the sensors and user interface. This environmental information is what is available to
the analyst through the tools that they have to observe the real environment. Coded in purple are
the elements that are related to what the analyst knows including information about the present
environment as well as experience and training, encoded as a cognitive map of the world and its
possibilities. Finally, the green coded sections include the decisions and actions that the analysts
takes in both an exploratory sense as well as complete actions.
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Figure 22. Color coded version of Perpetual Cycle Model of SA adapted from Smith and Hancock (1995)

The direct combination of these models would result in some confusion, as each model
provides different levels of detail about the specific sub-sections where it is more complete than
the others. For instance, the activity theory model heavily emphasizes the internal representations
and models that the analyst holds in memory, but also shows how these models are built from
exploration and how they affect the analyst’s interpretation of the environmental cues. However,
a more course combination results in Figure 23, the proposed Combined Situation Awareness
Model. Note each of the primary areas of agreement from the three theoretical models is present,
including the environment, knowledge & experience, and decision & action. These three areas
represent the three primary activities that have an impact on SA. First, the environment is
represented at the top of the diagram. In some domains such as cyber-security, the actual
environment may not be able to be sampled directly by the analyst. The user interface is shown as
a mediating step that provides access to the environment for the analyst. The analyst’s knowledge
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about the situation is informed by the information from the environment, but is also informed by
the analyst’s experience and training. The decision made and actions taken by the analyst are in
the bottom right of the diagram. The actions taken have some kind of impact on the environment,
which should be able to be observed by the analyst through the interface.

Figure 23. Integrated Framework of Situation Awareness

Placement Contributions of Data Fusion and Visualization
Data Fusion (DF) is an important field of contribution for cyber-security because the
tools and techniques offered provide the capability to combine the outputs from multiple sensors.
These sensors often individually have partial or potentially incorrect information. DF attempts to
combine those outputs to support higher levels of inference and decisions to be made by human
analysts. DF techniques can work under uncertainty, combine high volumes of data into
meaningful information that can be used to help people make decisions. It is a non-trivial issue to
combine hundreds of thousands of alerts from IDS systems with the current status of updates on a
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system to determine whether an individual alert represents a compromise attempt that was
successful. Doing the same for hundreds of computers in a company, or tens of thousands of
computers in an enterprise is even more complex. The problem becomes more complex as
different types of cyber data are integrated, but each does have the capability to provide another
perspective on the cyber situation.
These sensor representations are important for two reasons. The first is that there is no
other way to monitor the cyber situation. Unlike driving a car, flying an airplane, monitoring the
security situation in a subway station, or locating a ship in the ocean, there is no other way to
monitor the cyber situation other than through a sensor. There are no windows to look out of nor
is there any different location to observe from with our own senses. The only way to observe is
through the sensors. This is similar to how a sonar technician aboard a ship might view sonar
sensors while looking for enemy submarines, with their only method of detection being through
the network of sonar resources. Second, are the data reduction capabilities of the sensor and
associated algorithms. One could certainly capture ALL of the network traffic between nodes, or
even just all of the data that passes a certain point of the network. However, it is not really
feasible to capture all of the traffic all of the time. The sensor has the capability of monitoring the
network traffic and providing the analyst with only a summary of the data, or some kind of
assessment. This reduction of the total data required is extremely important to the capability of
the sensor system to provide the analyst with only the required cues, and not the entirety of the
raw data.
Even with the reduction of data, there is still a vast amount of sensor data to be analyzed.
The cyber analyst needs to be able to quickly assess the impact of the provided data.
Visualizations can provide a much faster method of assessing the data than textual representations
that are currently available to analysts. The analyst needs to explore the data through the
visualization, make assumptions, test hypotheses, develop insights and share their conclusions
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with co-workers, collaborators and decision-makers at all levels of the enterprise. However, it’s
not just about data reduction from text to images. It’s also about visual discovery through visual
patterns, time series analyses and other visual pattern recognition. As the attack surface increases,
previously undefined patterns may emerge as methods to discover novel attack techniques or new
methods of attribution.
These two methods, data fusion and visual analytics, provide the analyst with an ability to
view the activities on the network. They are incomplete in that they do not show the entire
network traffic, nor would that representation likely even be helpful. The objective of both of
these types of tools is to provide a reasonable representation of the activities on the network in
order to provide the analyst with the appropriate cues required to do the job. Because cybersecurity events are dynamic, providing one type of fusion algorithm or one type of visualization
will be insufficient. The tools must be placed in the hands of the analyst to modify to meet the
needs of discovering emerging threats.
Figure 24, below describes the placement of the data fusion and visual analytic tools in
the integrated framework. Note the relative placement of the data fusion tools and algorithms and
the visual analytic tools. They work together to provide the analyst with access to the raw data,
assumptions of the data fusion tools as well as the processed output of the fusion algorithms. The
human analyst needs to have access to all parts of the fusion process to be able to confirm
assumptions and validate that they will make the correct decisions.
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Figure 24. Integrated Framework of Situation Awareness with imbedded fusion and visual analytic
processes

Measurement in Situation Awareness
One question in Cyber SA is whether the system’s user interface provides the relevant
cues to the analyst and whether the analyst properly updates their internal situation knowledge
based on what is presented in the interface. If those cues also provide sufficient information for
the analyst to make the proper decisions and execute the correct actions, then the interface has
done its job. Finally, the interface needs to provide the correct feedback on the success of the
actions that the analyst takes. These three different parts of the question provide for assessment
points in determining if the interface is successful or not. Several measurement techniques have
been introduced in the SA literature. As identified in Chapter 2 of this proposal, those
measurement techniques include a measurement of the internal situation knowledge SAGAT)
(SAGATM.R. Endsley, 1988), correctness of action (HPSM) (Wellens & Ergener, 1988),
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perceived workload (NASA-TLX) (Hart & Staveland, 1988) and perceived effectiveness (SART)
(R. Taylor, 1990). Each of those measurements assesses SA across different parts of the
Integrated Framework of Situation Awareness. To assess SA in cyber-security with this battery of
measurements, a simulation needs to be developed that provides the cues normally found in the
cyber-security environment. Next, matching measurement techniques are developed to be
executed during the simulation run to assess the individual research subject’s SA under the
specific task.
The SAGAT measurement uses a freeze-probe technique to query the research subject’s
mental model and to assess whether the interface has properly provided the relevant cues to
update the subject’s mental model. These questions are asked during the middle of the simulation,
therefore, they must be asked in such a way as to probe at the subject’s mental model without
disturbing it (M. R. Endsley, 2000). For instance, it would be inappropriate to ask the research
subject, “Do you think that computer X is compromised?” because that would cue the subject to
pay attention to that specific computer. Instead, relevant cues must be queried to assess whether
the interface properly provides the cues.
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Figure 25. SAGAT measurement constructs

One of the most primitive levels of assessment is to determine whether the analyst properly
understands what is inside the network (ours) and what is outside (theirs)(D'Amico et al., 2005;
D’Amico & Whitley, 2007). Questions about IP addresses may cue the very novice research
subject that paying attention to which IP addresses are inside and which are outside. Over-cueing
can be overcome by random selection of the last octet of the IP address to ensure that the research
subject is not overtly directed to a host that has a problem or important information in the
scenario. SAGAT scores should be high for interfaces that provide the proper cues and effectively
update the research subject’s mental model. An interesting in finding in SAGAT scores would be
significant differences in scores between novice and expert research subjects. One might expect
that experts would start the simulation preloaded with experience, but that experience may not be
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well represented in the user interface. Therefore, one might expect to see different scores between
the expert and novice subject groups, regardless of the interface.
NASA-TLX is a measurement of perceived workload (Hart & Staveland, 1988). This
measurement assesses how difficult the task is and how well the interface does at providing
information with a low cognitive load. If the interface matches existing schemas in the research
subject, then a lower cognitive load score would be expected. Good interfaces with appropriate
metaphors have the ability to provide the relevant cues in a way that reduce the cognitive load on
the user, even if the user is not intimately familiar with the work domain. The perceived workload
of a novice analyst will be lower with an interface that provides those cues through appropriate
metaphor and leverages existing mental models. A good interface design will also have a lower
perceived workload for an expert analyst, as it provides the relevant cues in a manner that fills in
the details needed that the expert knows are needed to make the decision in the current scenario.
Therefore, one would expect that research subjects would score a good interface design with a
lower NASA-TLX score, as compared to a less optimal design.
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Figure 26. NASA-TLX measurement constructs

The Human Performance Scoring Model (HPSM) is a method for measuring the
correctness of a response in a scenario as compared to a pre-determined ground truth (Wellens &
Ergener, 1988). The scoring model has the ability to assess the research subject’s performance
based on speed an accuracy of the answer provided. Additionally, the score is decremented as the
scenario continues as unresolved problems often cause more damage over time. The HPSM
requires some ground truth to be known in the scenario. Therefore, to develop an HPSM
assessment, the ground truth must be simulated in the synthetic task and the simulated sensor data
must match the sensor’s output as closely as it would in the real environment. The subject’s
performance on the task can then be measured on how well the subject does in terms accuracy
and speed in solving the problem. One would expect that HPSM scores for an experienced subject
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would be significantly higher than for a novice subject and would hope that more efficient
interfaces would provide higher HPSM scores, especially for novices.

Figure 27. Human Performance Scoring Model measurement constructs

A final measurement of SA is a post-trial SART questionnaire (R. Taylor, 1990). This is
a problem-domain specific questionnaire that queries whether the research subject believes they
have the SA requirements that are discovered in a previous cognitive task analysis. While SART
can be applied in both a real-life task or in a simulated environment, both types query whether the
subject believes that they had awareness of specific elements under investigation. SART has been
criticized, especially by Endsley (M. R. Endsley, Selcon, et al., 1998) as measuring perceived
effectiveness rather than the situation knowledge that SAGAT measures and others have
identified SART scores and SAGAT scores are not well correlated(Salmon et al., 2009). While
the point is valid that the two assessment techniques can be uncorrelated in a specific task, these
researchers miss the opportunity that measuring two aspects of SA may provide a broader
assessment of SA.
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The combination of the four assessment types implies that each assessment measures a
different part of the combined SA model. For review, SAGAT measures the internal situation
knowledge and assesses the interface’s ability to update that situation knowledge. NASA-TLX
measures perceived workload. SART measures perceived effectiveness and whether the system
provides appropriate feedback on whether the subject is using the SA cues effectively. Finally,
the HPSM assesses how quickly and accurately a subject finds the pre-defined correct answers to
a problem. As two measurements are combined, one should not expect them to correlate, but
rather to complement each other. For example as SAGAT is combined with NASA-TLX as
visually represented in Figure 28, one should expect that the scores would be roughly correlated.
However, a group of novice users might experience higher task load than a group of experts with
a particular interface design. A result of high NASA-TLX and low SAGAT scores with a group
of novices versus low NASA-TLX and high SAGAT scores for experts would be expected on a
good design. An interesting result would be a particular interface design that had low NASATLX and SAGAT scores for both novices and experts. If there were such results, one could
conclude that the interface design was optimal for the task and provided low perceived workload
and high situation knowledge regardless of previous experience.
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Figure 28. SAGAT and NASA-TLX Combination Assessment

It is the combination of assessments that are potentially more useful rather than a single
perfect measurement. It is not expected that the scores on two different instruments will be highly
correlated, except at the extremes of interface effectiveness. Table 5, below describes potential
results of an experiment with two user groups testing two different interface designs. The desired
result is that the low workload interface would be easier to use (low NASA-TLX score), provide
effective representation of the desired cues (high SAGAT score), high perceived effectiveness
(high SART score) as well as a high actual success rate (high HPSM score). The likelihood of any
given interface to reach these goals is questionable. However, statistical significance in the
difference between each of these scores should result in a separation of values between groups
and interface options that will provide differentiation between the interfaces under test.

83
Table 5. Desired SA Assessment Battery results for a hypothetical effective interface

Novice
High
Workload
Interface (A)
Low
Workload
Interface (B)

SAGAT
NASA-TLX
SART
HPSM
SAGAT
NASA-TLX
SART
HPSM

Expert
LOW
HIGH
LOW
LOW
HIGH
LOW
HIGH
LOW

SAGAT
NASA-TLX
SART
HPSM
SAGAT
NASA-TLX
SART
HPSM

LOW
HIGH
HIGH
LOW
HIGH
LOW
HIGH
HIGH

Conclusion
This Integrated Framework of Situation Awareness leverages the three theoretical models
that are prevalent in the literature. Using these three models, it is apparent how one can combine
the SA measurement techniques to gain a more holistic picture of an individual’s SA. The lack of
measurement correlation in the existing literature does not point to defects in each measurement
technique, but instead is related to the fact that the measurements are assessing different
constructs in the development and utilization of SA on a specific task. Using these multiple
assessment methods, the entire combined SA Framework shows how novices and experts would
perform differently using interfaces of differing capabilities. The utility of this combined
theoretical framework and combined measurement battery will be valuable in complex work
environments, especially cyber-security.
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Chapter 5
Identification of Cyber-security Cues through Interviews and Surveys
The first of the two research questions addressed in this dissertation is about the cues that
cyber-security analysts need to observe. This dissertation extends the previous set of cybersecurity interviews and continues those interviews in the operational cyber-security sub-domain.
As previously reported (Tyworth, Giacobe, & Mancuso, 2012), there are several sub-domains of
cyber-security work. The interviews reported in the paper with Tyworth focused on those cybersecurity analysts who do intrusion detection work in a military/government environment.
However, in smaller organizations, the lines between the intrusion detection and network
operations are blurred. IT professionals who manage networks, servers and other similar devices
often are given the collateral duty of monitoring the network for intrusion. Even when there is a
separation of duties, analysts with a background in computer network operations, may rely on
cues different than those cues used in the pure intrusion detection sub-domain. Therefore, the first
research question is seeks to identify the systems, data and cues that are used specifically in the
computer network operations the sub-domain of cyber-security.

RQ1: What are the important cues that an analyst needs to observe in a
computer network operations security context?

To explore this research question, two different research activities were conducted. The
first was a set of semi-structured interviews of computer network administrators. These
interviews sought to identify a common set of tools and data that these analysts use to predict,
identify, and confirm the existence of cyber-security incidents, such as compromised computer
systems. Because these interviews were few in number, a survey was conducted to confirm the
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findings in the interviews by querying a larger number of cyber-security professionals from the
same work domain. The survey was distributed to IT professionals at educational institutions
across the United States through several email distribution lists whose total memberships exceed
3500 individual accounts.
This chapter reports the methods, findings and conclusions drawn from each of these two
research activities. The chapter begins with a review of the Living Lab Framework, and shows
how these research activities are situated in the broader context of the other areas of work in this
dissertation. Following this review, the report on the interviews is followed by a report on the
survey results. This chapter concludes with a summary of important findings that are utilized in
other parts of this dissertation.

Knowledge Elicitation through Interviews and Surveys
Rich ethnographic study of the problem space can uncover the actions and interactions
between individuals in the space. McNeese suggests that the use of video in ethnography is
essential to capture functions, tasks, errors and other contextual surroundings that might be
missed by simple note taking and recall of the observer (McNeese, 2004). However, in some
environments, especially computer network security, audio and video recording are forbidden as
the content that traverses the network is privileged, confidential or otherwise classified.
Additionally, true ethnographic studies consume vast amounts of time to conduct and evaluate.
Interviews and surveys are used as part of the Living Lab Framework as knowledge
elicitation mechanisms. These mechanisms are designed to extract specific information from
domain experts and everyday practitioners of the work domain.
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Figure 29. The Living Lab Approach, with knowledge elicitation highlighted (adapted from McNeese
2004)

These findings are useful in the design of scaled world simulations (see Figure 29) that are used
in human-subjects experiments to increase task fidelity. The real-world tools and data need to be
paralleled in sufficient detail to ensure that the findings from the experiment are generalizable to
the true work environment. The simulated task needs to be sufficiently true to the real task, not
just in the tools used, but also in the types of data, appropriate volumes of data, appropriate
signal-to-noise ratios and other factors. Without this task fidelity, the relevance of the findings are
often summarily rejected by domain experts.
Knowledge elicitation methods come from cognitive systems engineering and offer good
representation of the subjects observed with a much shorter intensity and duration than full
ethnographic studies. In the individual assessment, methods from cognitive systems engineering
range from semi-structured interviews to more structured methods such as surveys. The question
of importance is to identify what knowledge needs to be elicited. McNeese describes these
cognitive engineering approaches as having five goals:
(1) generate concepts and designs between participating developers, users and
researchers (2) preserve group-centered models, cases, transcripts and
knowledge, (3) interpret multiple user profiles of knowledge for design, (4)
inform naturalistic and observational research and (5) produce seamless measures
of multi-agent performance. (McNeese, 2004)
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In relationship to the other parts of the living lab, a more straight-forward organization of
these goals would be to: A) inform the design of the reconfigurable prototypes and scaled worlds
simulation to ensure task fidelity, and B) identify the measurements, based on the theoretical
constructs by which to evaluate the performance of the human research subjects during the
simulation. Using the theoretical construct of SA identified the previous chapters of this proposal,
the goals of the ethnographic study and knowledge elicitation should be to identify:





The environmental cues that are important to recreate in the simulation that will inform
the research subject of the items in the environment that inform the subject’s situation
knowledge,
The task load of elements appropriate for both experts and novices in the performance of
the task,
The criteria that must be met for successful performance of decisions and actions and,
The environmental feedback cues that subjects should expect.

Interviews of Cyber-security Professionals

Interview Methods
Interviews with cyber-security professionals from three different work domains in three
different industry settings were conducted. The work cited in this dissertation includes analysts
from one of the domains (computer/network operations) and in one of the work settings (higher
education). In this preliminary work, eight subjects were selected and a contextual inquiry was
performed using the semi-structured interview method. When permitted, the interview audio was
recorded and then later transcribed and coded. Specific questions were asked regarding the cues
that the analysts use to identify when a cyber-security event has happened.
These interviews follow similar work with conducted with Tyworth (Tyworth et al.,
2012), and expanded by conducting an additional eight interviews with cyber-security
professionals in a higher education environment. In contrast to the prior work, these interviews
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were in a non-governmental environment and were with IT professionals who had cyber-security
responsibilities in the operational domain (See Figure 30). The interviews reported with Tyworth
were primarily with IT professionals in the intrusion detection domain in a military/government
setting. Similar to the previous interviews, few participants agreed to have their interview
recorded. Instead, the interviewer took notes identify some key findings. The findings reported in
this section draw from both sets of interviews.

Figure 30. Domains of cyber-security, adapted from (Tyworth et al., 2012)

Table 6. Interview counts and domains

Tyworth, Giacobe, et al. 2012
Number of
Interviews
Domain
Sector

This dissertation

14

4

5

8

Intrusion Detection

Policy

Operations

Operations

Military

Government

Education

Education

Building on the previous interviews, additional interviews were conducted with
operational analysts. The objective here was to explore the specific data that is available to these
analysts. Specifically, interview participants were asked about specific systems they have in
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place, which systems could be implemented without significant expense and the data would be
available to them. Further questions asked about the data and the way in which they are currently
presented to gain a better understanding of the baseline condition to create in the simulation.
The method chosen to pursue in this knowledge elicitation process is the semi-structured
interview, consistent with other analyses performed in this domain (Biros & Eppich, 2001;
D'Amico et al., 2005; D’Amico & Whitley, 2007; Killcrece et al., 2003). The interview guide for
this set of interviews is included in Appendix B. These questions are modified from the previous
study to further explore which data that these operational analysts use and how that data impacts
the analyst’s understanding of the situation. These interviews also explored the amount of time
that these workers can devote to the cyber-security task and how this is interleaved with other
operational duties. This part of the interview estimated the amount of time that an individual
analyst is be able to devote to the security task in the simulation and how much time an operation
analyst has to explore a day’s worth or an hour’s worth of security data.
The questions asked in the interview were broken down into three general topic areas.
The first queries the roles and responsibilities of the analyst within the work group. Questions
regarding the number of co-workers, structure of the IT support group and overall scope of job
and area of responsibility elicit answers that are helpful to understand the workload. The second
area of questions probed at the specific technologies used, the data that they produce and the
usage of that data in exploration of the environment and remediation of the threats. The third area
of questions investigated the interactions between co-workers, both inside and outside of the
immediate work group. This part of the interview investigates the boundaries between subdomain silos, as the interactions between different parts of the internal workgroup and external
group are critical to understanding the way that the work roles and duties are divided and may
provide the best opportunity for increasing SA across these boundaries.
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Interview Results
The interview participants all worked for the same higher education institution. That
organization has a security operations office that handles some aspects of network intrusion
detection, perimeter-based monitoring of known threats and other activities, but does not share its
internal data, methods and knowledge with the operational network administrators. Instead, only
incident-based information is shared when action is required by an individual network
administrator to investigate and remediate a specific incident. This is consistent with other
domains, as reported in the previous interviews (Tyworth et al., 2012).
A majority of the intrusion detection task was performed by this security operations
office. For the operational analyst, while the notification from that group was identified as a
primary cue, these analysts identified several other important cues. They include: 1) proper
function of the service(s) in question, 2) CPU and memory utilization of the hardware, 3) overall
network utilization, both in and out, and 4) port-specific/service-specific network utilization.
They also identified which systems were at their ready disposal, in use and may hold unleveraged
cyber-security data. These include the server security logs, firewall connection logs, antivirus
application activity logs and patch management system logs. Each of these systems generally
operates independently of the others and data is seldom combined with data from other systems.
With rare exception, the data from these systems is only available in a text-based log file format.
This is contrary to what was found in the previous interviews in the military/intrusion
detection domain. In that domain, there is reliance on IDS sensors, flow-based sensors and
monitoring of network activity solely from the network point of view. These analysts report that
they rarely have access to the host computers the associated operating system log files,
application logs or other host-based tools. In fact, these analysts do not trust host-based tools.
They indicate that those tools are unreliable, citing that these tools can be fooled by clever root
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kit, for example. They also cite that the data that resides on a compromised system cannot be
trusted because it could be altered by the hacker or malware.
Also from the military/intrusion detection domain comes an understanding of the validity
of connections between hosts. Often we heard from military IDS analysts a question of whether
the hosts communicating were .mil or not .mil (inside or outside of the network). There were
common reports in several of these interviews about .mil hosts communicating to non-US
addresses. This was a big warning sign for these analysts, because it was an obvious violation of
common practice and an indicator of an infected machine.
When we questioned the military analysts about their ability to connect multiple events
together, or to project the next likely step of an attacker, we found that they were generally unable
to do so. Instead, their objective was to simply identify evidence (network traffic) of individual
host computers engaged in questionable activities. These analysts were also not concerned with
identifying the exact timing or origin of the compromise. Instead, they simply identified that a
system started behaving inappropriately, and reported it to be taken offline. Personnel in the
Operations Domain were required to perform the remediation or the forensic analysis. Other
personnel in the Strategic Threat Assessment Domain are responsible for understanding the
longer projection of coordinated attacks. These are indeed different domains of cyber-security
work in large organizations.
From the Operational Domain perspective, there is also a similar gulf of understanding of
the larger cyber-security picture. These analysts rely heavily on the host’s OS security log, or
application log (if appropriate) to identify problems. Some may use flow-based tools to
understand volumes of traffic, e.g., sFlow or Cisco’s NetFlow. Few use IDS because of historical
high false alert rate and the steep learning curve to be able to analyze large amounts of alert data.
Some use border firewalls and integrated threat management appliances (e.g. Cisco ASA-series
firewall/security appliance). These tools tend to do more than just block unwanted traffic from the
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border, but also provide some alerting similar to what an IDS does. Operators of larger groups of
servers and networks report the use of log aggregators and system-wide monitoring tools (e.g.
Nagios). These tools give a broader understanding of the activities on the network, but generally
from a host-based perspective.
However, these operational analysts are generally unable to identify when computers in
their networks are infected with malware. Generally, they leave this task up to analysts in the
intrusion detection domain. Instead, these analysts focus on keeping systems up and running.
Patching systems with the latest security patches and keeping them up-to-date seems to be a
primary concern. Additionally, they periodically scan the operating system security logs or
application logs to identify indications of compromise, but generally don’t do so unless there has
already been a report of problem. They rely on reports by end users (they system is down or
behaving oddly) or by the intrusion detection analysts (the system is infected).

Interview Conclusions
These findings are helpful in two ways. The first is to develop a simulated task that is
appropriate for network administrators in this environment. That task should emulate the real
environment in terms of size of organization, number of users, servers, workstations and general
network configuration. Additionally, as intrusion detection is generally not performed by network
administrators, data from an IDS would likely be new to most operational analysts, but the other
data sources should be familiar. The second is to identify a set of metrics that can be used to
evaluate an individual research subject’s performance. In general, the object would be to maintain
awareness of the cues from the normal data sources. Operational analysts need to be able to take
action prior to, or in conjunction with the security operations notification of a compromised
system. It would be important for operational analysts to maintain this awareness without having
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a significant impact on their time so they could do so while performing their primary tasks and
duties.
The specific cues for different cyber-security jobs, such as intrusion detection analyst or
cyber-security threat assessment specialist are different. Because operational analysts have
collateral duties of maintaining security on host and servers, it is data from these systems and the
cues they present that are explored in this research. Future research initiatives will have to explore
other cyber-security sub-domains and identify the cues that are important in those work contexts.
While there may be some similarity in the methods used to discover these cues, or possibly some
overlap in the cues themselves, it is expected that each sub-domain of cyber-security will have its
own set.
We therefore consider server log files, intrusion detection and flow data as the important
types of data that are most likely to show the early evidence of an intrusion. However, we
recognize that operational analysts need systems with lower cognitive burdens than existing tools.
However, these interviews were few in number. We consider that additional confirmation these
findings is needed, possibly by using a more broad-based survey of IT professionals.

Survey of Cyber-security Professionals
Because of the lack of audio recordings and overall low number of interviews reported in
the previous section, a broader survey of IT professionals was conducted to confirm whether the
findings in the interviews were widely held. Specifically, confirmation was sought to confirm
which data types and tools most cyber-security professionals use to identify, confirm, or predict
cyber-security incidents.
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Survey Methods
An online survey, using the Qualtrics online survey service, was developed to ask those
specific questions (see Appendix F, for IRB#39434). The primary questions in this survey list a
variety common cyber-security data and tools and query how useful they are in: 1) identification
of the existence of a cyber-security event, 2) providing confirmation or forensic evidence that an
event has occurred, or 3) predicting that a new cyber-security event will occur. Answers were
given on a 5-point Likert scale, with an additional point of “Don’t know/Don’t use” in case the
participant does not have experience with such a tool or data.
Participants were recruited from three online email lists (total approximate population of
3500 individuals):




A local general IT professional group with membership ~800
A national/international education-specific IT security group with membership
~2700
An international group on measuring and assessing security from a metrics point
of view (unknown membership, but based on the responses received, it’s a small
group)

Survey Results
Three email attempts to recruit participants were made over a three-week period. Over
112 people started surveys (3.2% response rate) but only 61 completed responses (about a 1.7%
completion rate). The vast majority reported being employed by educational institutions, which is
consistent with the missions of the email lists. The majority of responses (Figure 31) were from
enterprise-sized organizations (those with over 1000 employees). This made up 67% of the
responses, with medium-sized organizations (100-500 employees) accounting for 17% of the
responses and small and large-sized organizations accounting for 8% of the responses each.
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Figure 31. Survey responses by organization size

In terms of types of organizations (see Figure 32), 77% of participants reported that they
worked mostly for higher education entities. 16% of participants reported working for corporate
entities that were for-profit. Some participants reported working for non-education non-profit
organizations or for the federal government/military (2% each).

Figure 32. Survey responses by organization type
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Job titles reported by participants ranged from help desk technician to IT manager
(Figure 32). To assist the participant in selecting a general job title, some brief descriptions were
given with each title. Of the 26% who selected “Other”, they reported job titles equivalent to IT
Manager or a mix of management and one of the other roles. The job titles and descriptions were:


Help Desk (first line IT support, desktop support, end-user support)



IT Manager (primary role is to supervise those who do IT work)



Network Administrator (networks, switches, routers, firewalls)



Security Administrator (intrusion detection, remediation, classification, etc.)



Security Auditor (technical auditing to ensure compliance with policies and laws)



Security Policy Administrator (privacy officer, legal and policy compliance
reporting)

Figure 33. Survey participant job titles

The participants were asked to rate their perception of the utility of several different
tools/types of cyber-security data for the purpose of identifying (Figure 34), confirming (Figure
35), or predicting (Figure 36) a cyber-security event. Responses were given on a 5-point Likert
scale, with a 6th point (0 value) for “Don’t Know/Don’t Use”. Value=1 was the least useful and
Value=5 was the most useful.
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Alert Data
35
Server OS Logs, 31

30

App Logs, 27
Firewall Logs, 27
IDS/IPS, 27

Responses

25

Netflow, 19
Worsktation OS Logs, 19
Packet Capture, 18
AV Software, 16
System Uptime , 14

20
15
10

Patch Management, 9

Traffic Volume, 8

Anti_Spyware, 8

5
0
0

1

2

3

4

5

Figure 34. Survey results for alert data

Over half of the responses (31/61) identified Server Operating System logs as the most
useful type of data to identify a cyber-security problem. A close second was a 3-way tie with
Application Logs, Firewall Logs and IDS/IPS, each receiving 27 responses at the highest Likert
scale answer (Figure 34). Netflow, Workstation OS Logs and Packet Capture tools are grouped as
the 3rd tier of alerting systems, with 19, 19 and 18 votes respectfully. The least useful tools
identified for alerting for problems are Patch Management, Traffic Volume and Anti-Spyware
tools. For forensic evidence (or confirmation that a problem has occurred), the ranking of the
tools is similar to the alerting data (Figure 35).
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Forensic / Confirmation
40
Server OS Logs, 36

35

App Logs, 32
Firewall Logs, 31

Responses

30

Worsktation OS Logs, 26
Packet Capture, 25
IDS/IPS, 23
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20
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Traffic Volume, 8
Patch Management, 6

10
5
0
0
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2
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4

5

Figure 35. Survey results for forensic confirmation

However, the question related to prediction of events identifies IDS/IPS systems as being
more useful. There is more disagreement in the responses for the predictive capability question,
with many respondents choosing the “don’t know/don’t use” category for many of the tools
identified. The Server OS logs remains reported most commonly at 2-4 on the scale, but ranks
very low in comparison to the other tools such as IDS/IPS, Firewall, Application Logs and Patch
Management tools (Figure 36).
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Predictive Data
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Figure 36. Survey results for predictive data

Survey Conclusions
The results from this conclusion were to confirm the findings in the interviews. It was
expected that several of the tools/types of data would emerge as being useful to analysts to
identify, confirm and predict cyber-security incidents. The answers from the prediction question
are most useful to inform situation awareness, as it asks specifically about the utility of this data
for JDL Level 3 (Threat Refinement) and Endsley Level 3 (Prediction). While these terms were
not used in the survey, the question asks about the ability to use the data to predict. It is the
actions of the adversary (the threat) that is represented.
From these results, we conclude that the top three sources of data that are most useful are
1) Operating System OS Logs, 2) Intrusion Detection or Prevention Systems and 3) Firewall
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Logs. These confirm our earlier reports from the interviews, as well as validate that the data
available from the VAST Challenge is contextually appropriate to present in the simulation.

Summary of Results from the Interviews and Survey
The interviews conducted identify three sources of data as being the most useful: 1)
Operating System Security Logs, 2) Flow Representations, and 3) Intrusion Detection/Prevention
Systems. The interviews in the intrusion detection domain further identify that these data,
especially from the intrusion detection and flow representations, are used to make inferences
about the existence and frequency of connections between hosts. Analyst must decide whether
those connections are authorized, in the right volumes and make sense.
The survey conducted confirms that the data from: 1) Operating System OS Logs, 2)
Intrusion Detection or Prevention Systems, and 3) Firewall Logs are the most useful data types to
operational analysts to predict, identify and confirm cyber-security incidents. Operational analysts
tend to use application and operating system logs for identification and confirmation of cybersecurity events, but indicate that intrusion detection systems are most useful as predictive tools.
Analysts use IDS data to identify inappropriate behavior on the network from a perspective
outside of the individual hosts. This behavior-based assessment is conducted from a trusted
platform, rather than from inside of the potentially-compromised host system.
Therefore, the development of a cyber-security scaled world simulation should represent
data from operating system logs, intrusion detection systems, flow representations and firewalls.
The amount of data that should be represented should be indicative of a specific operational
environment. Depending on the focus of the simulation, the combination of all types of data may
be suitable for small to mid-sized network environments. In large or enterprise environments, the
separation of duties between network operations and intrusion detection is more common.
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Chapter 6
Artifact Development for the Display of Cyber-security Data
The interviews and survey provide the types of data that are commonly used to predict,
identify and confirm cyber-security events. These data types and systems represent the typical
data that is used. The analysts interviewed also identified that the existence or frequency of the
data is an important part of their analysis process.

Figure 37. The living lab framework with scaled world simulations and reconfigurable prototypes highlighted

In the Living Lab Approach, these findings can be used to develop both a reconfigurable
prototype of a new presentation method that can be pushed out to practicing analysts, or can be
built into the laboratory where scaled world simulations can be conducted to identify specific
cognitive issues (see Figure 37). This chapter outlines the development of two interface styles
developed to present the frequency of cyber-security data. Before presenting the interfaces
developed, the next section will outline how the frequency of cyber events is extracted from raw
cyber-security sensors using a JDL Level 0/1 data fusion process of first order entity extraction.
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Data Fusion Sensor Treatment of Cyber-Security Data
One of the interesting findings from the interviews reported in Chapter 5 was that
analysts use the cyber-security data to identify the frequency of cyber-security events. They
described identifying anomalous events by identifying whether the hosts indicated should be
communicating at all, and if the frequency of the communication was appropriate. This
potentially indicates that a cyber-security tool can be considered a generic sensor. The sensor
identifies that entities (host computers) exist and that events happen to those entities. Depending
on the type of cyber-security system, it has the capabilities to identify different kinds of events
that happen.
This entity-event treatment of cyber data is outlined in two papers published in the SPIE
Conferences over the last two years. First, was an interpretation of the JDL Data Fusion Process
Model in cyber-security terms (N.A. Giacobe, 2010). Second was a short paper that outlines the
extraction of entities from the cyber sensors and applying the various events that happen to those
entities (N. A. Giacobe, 2012). The frequency treatment of cyber data comes from this second
publication.
First, a perspective of which entities is assumed. Generally, an entity is a host computer
that exist on the network that is being defended. A type of cyber data is explored and these
entities are extracted from it. For instance, from a firewall log, one might identify that for a
specific period of time, a list of individual host computers created network packets that were sent
off of their local network. Each individual host computer is an entity, and each time the host sent
a packet, that is one event (the host sent a packet). One might also consider the incoming packets
destined to these hosts as a different event that occurs (packet sent to a host). The summation of
number of packets sent by a given host for a given timeframe becomes a sensed property of the
entity. The entities outside of the firewall can also be considered as their own entities with the
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frequencies at which they send and are sent data into and out of the defended network as being
their sensed properties.
The sum of observed events about entity e of a given type (

is the number of events

observed about entity e. Put more simply, it is the sum of all of such events about a given entity in
a given time interval. The observation type (Obs) can be specified to meet a particular need. For
instance, an analyst who wants to know the number of packets headed to a web server over port
80 (http) and 443 (https) could use a firewall log between the server and the rest of the network to
report Obs(expected) vs. all other ports Obs(unexpected) traffic. Obs(unexpected) would include
all traffic to the web server, but not using the expected ports and may indicate the existence of a
problem. However, it may simply indicate other kinds of traffic that the analyst had not
anticipated, but is actually normal.
The sensor, in this case a firewall, likely has the capability to output many different
observations. A script can be created that parses the firewall’s raw output log to calculate the
values for the desired observations. The individual observation’s time interval and specifics of the
observation desired are determined by the author of the script used to parse the raw data. Many
other sensors exist and their outputs can be handled in the same way. For example, the Snort IDS
can sense and classify many types of individual alerts. Each alert ID is an individual Obs type.
Observations can be made on entities that are referenced as either source or destination IP
addresses.
Some entities are not referenced by IP address. The Windows Server log, for example,
references entities by their NetBIOS computer name instead of an IP address. There is generally
sufficient data in the log file to match the computer name to the IP address. In a static network
environment, an IP address generally matches a single host computer, but in a dynamic
environment (e.g. in a wireless network) where IP addresses are re-used, this may not hold true.
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Some external database (such as the DHCP database of IP addresses) may need to be used to
match the Obs to an individual computer, maybe by MAC (unique network hardware) address.
Other entities are not host computers at all. The Windows server log generally contains
data about credential use. The use of a credential to log on, attempt to log on, access a file, access
a shared resource, or explicitly log off reference individual computer accounts. These Obs (e.g.
MarySmith logged on) may reference the location where that activity occurred, but it is more is
more important to treat the user account as a first-order entity, rather than the host computer.
The objective of a particular script is to extract a matrix of entities and observations
(Obs) about those entities. The counts of the observations for each time interval is the desired
output. That output can be presented to the analyst with one of many different tools. Two
potential tools are described in the next section.

Artifact Development
The reconfigurable prototype is an important element in the simulated environment.
While it must have task validity, it does not necessarily have to be restricted to the way in which
the task is performed in the current work environment by currently practicing analysts. That being
said, if the interface designed deviates too much from the typical work environment, makes poor
assumptions about availability of data or makes poor assumptions about the utility of the data,
then the suitability and adoptability for the reconfigurable prototype would be questionable. Two
separate interfaces are developed in this dissertation. The standard interface attempts to mimic the
current representation of the cyber data. While the specific interfaces that are used in the wild are
not replicated in this environment, the way in which the data is presented is to be preserved. Textbased, list format, and potentially correlated based on typical sort conditions (by IP address, by
date and time, or by event type) are what is typically presented in individual log systems. The
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alternate interface uses the techniques provided by the field of visual analytics, presents data
using several components of the Geoviz Toolkit and allows the analyst to interact with the system
to explore the data in order to develop insight.
These reconfigurable prototypes are the basis for understanding how the visual
representations of the interface can provide the contextual cues required to update the analyst’s
mental model and situation knowledge. This is highlighted in the second research question:

RQ2: How can situation awareness in cyber-security be measured?

To investigate this question, a comparison of the effectiveness of two different cyber-security
interfaces will be conducted in a scaled worlds experiment. Those two interfaces are described in
the remainder of this section. The scaled worlds experiment is described in the next section.

Standard Interface 4
The standard interface (Condition A, in the simulation experiment, below) is a single user
interface with the data that are commonly available to an operational computer network security
analyst. There will be data points similar to that which is commonly available to the analyst in a
text format. The data will be correlated based on source and destination IP addresses only and
will be able to be sorted based on any of the other columns of data including remote IP address,

4

This interface has been designed by the author in conjunction with Vince Mancuso, Dev Minotra
and Mike Tyworth under the direction of Mike McNeese. It is published in Mancuso, V. F., Minotra, D.,
Giacobe, N., McNeese, M., & Tyworth, M. (2012). idsNETS: An experimental platform to study situation
awareness for intrusion detection analysts. Paper presented at the 2012 IEEE International MultiDisciplinary Conference on Cognitive Methods in Situation Awareness and Decision Support (CogSIMA),
New Orleans, LA.
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time and alert type. The primary sort mechanism will be by IP address indicating the address of
the host inside the network that the alert data refers to.

Figure 38. Standard Interface with A) Location Tracker with the list of host computers, B) Information tracker
with a list of cyber information and C) Terminal Window to report problems and get feedback

Location Tracker
The location tracker provides a list of all of the possible host computers in the network.
Each host computer is listed by its computer name and IP address. An icon to the left of the host
name provides an indication of the computer’s role in the network. Servers, workstations, external
hosts and network devices each get a different icon. Servers may also get additional
differentiation for their network icon, to show what role the server plays. This allows the research
subject to determine which hosts might be more important. To the left of the host computer icon
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is a colored dot. The color of the dot indicates how much information is available about the host.
This indicator gives the research subject a clue as to where to focus their time and effort.
Selecting a host in the location tracker allows the research subject to view the information records
about that host (in the information tracker), to make a report about that host (in the terminal
window) or to check the status of a previously reported incident about a specific host (also in the
terminal window). These features are discussed below.

Information Tracker
The information tracker provides access to the correlated cyber information about the
host computer that is selected in the location tracker. The information is correlated because only
the cyber information records about the host selected in the location tracker are displayed. If no
records exist, the information tracker remains empty. However, as the amount of information
increases, the information tracker window fills up. Once the space is consumed, the information
tracker provides a scroll functionalityto allow the analyst to see more information records. Each
individual information record can be dismissed by clicking on its red X. This will remove the
information record from view. An research subject may choose remove information records from
the display to de-clutter the information tracker so that only the relevant information records will
be visible. The subject can view all of the information records and decide to report that host as
compromised or to look at a different host’s records. Once the research subject has sufficient
information to make a decision about the status of a compromised host, they may report the host
in the terminal window, below.
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Terminal Window
The Terminal Window allows the research subject to interact with the simulation game
engine by reporting hosts as compromised. Five different categories of compromise are provided,
as well as five different severities of the condition. The research subject chooses the category and
severity of the currently selected host computer and then clicks the file report button on the
bottom right. Once a report has been filed, the game engine will provide feedback about the
success of the subject’s report. This feedback is returned through the terminal window.

Alternate Interface 5
The alternate interface design (Condition B in the simulation experiment below) is based
on work completed for the 2011 VAST Challenge using the Geoviz toolkit (N. Giacobe & Xu,
2011b). The 2011 VAST Network Security Mini Challenge requested tools and techniques to
increase SA for the computer and network operations of a typical medium-sized business. To
increase network security without significantly increasing the amount of IT staffing, visual
analytic tools were requested to interpret and display the network security data. Assumed for a
company and network of this size is an IT staff that would include 4-5 employees, one of whom
would most likely be dual-tasked with the network security responsibilities.
A coordinated and multiple view environment serves the purpose of exploratory data
analysis, sense making and support of informed decision making (Andrienko & Andrienko,
2007).For example, the GeoViz toolkit, which allows users interactively build custom
geovisualization applications, has been used for various spatial and temporal analysis and
explorations purposes (Hardisty, Peuquet, Xu, & Robinson, 2011; Hardisty & Robinson, 2011).

5

Portions of this section appear in (N. Giacobe & Xu, 2011b)
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We adopted the GeoViz toolkit to solve the 2011 VAST Mini Challenge 2 for its coordinated
views and visualization choices.

METHODS, TOOLS AND FEATURES
To realize the desired effect, three tools are employed. First, a “geography” is fabricated
and a shape file is created. Next, Perl scripts and Matlab scripts are used to parse through the log
files and create entries in the shape file’s database. Finally, the GeoViz Toolkit is used to open
shape file and to visually explore the data.

Spatialization
Geovisualization tools require a geography as the basis for visualizations. Because the
security data do not inherently come with a geography, we were required to invent one. The
network architecture offers us some leads on how to spatialize the security data into a virtual
geography that may match the mental models held by the IT staff. The resultant geography
consists of three regions: the internet land, the server land, and the workstation land. The internet
land consists of 256 blocks with each block represents one unique IP address (10.200.150.*). The
server land (192.168.1.* plus 172.20.1.*) consists of larger blocks for the active servers because
they may contain data that is more important. The remaining unused IP space is displayed as
smaller blocks so that unexpected security events can be recognized. The workstation land
consists of 256 blocks with unique IP address (192.168.2.*). The geography shape file is created
using the Matlab Mapping Toolbox and saved as a .shp file. IP addresses were used as unique IDs
for each block.
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Log File Parsing in Perl
The JDL Data Fusion Process Model (Hall & McMullen, 2004) drives our understanding
of how to treat the network security data as sensor output in a fusion system, as suggested by our
earlier work (Nicklaus A. Giacobe, 2010). First, we extract entities, generally as computers by IP
addresses and apply the alert or log entry as properties of those entities to create Level 1 Fusion
(entity-level refinement). Level 2 Fusion (situation refinement) is supported through assessment
of different types of the network security data for all of the entities in the space and provides
support for different levels of SA (M. Endsley, 1995). The visual analytic representation can be
considered as a cognitive refinement (Level 5) in the JDL Model.
The log files’ raw formats (text, XML and CSV) are processed using a combination of
techniques in Perl and Matlab to generate simple tabulations of individual security occurrences.
We add these counts to the database of features for the entities (IP addresses). For this
representation, a one hour temporal resolution was chosen to support SA and not overburden the
analyst with forensic-level, detailed analysis. It is presumed that the network analysts would be
able to modify and write their own scripts to process different types of cyber data to provide
appropriate features that meet their own needs and adapt the system to emerging threats.

GeoViz Toolkit
The GeoViz Toolkit (Hardisty & Robinson, 2011) is a coordinated and multiple view tool
for geographic visualization and analysis. It takes .shp file as input and automatically associates
attribute data from corresponding .dbf file. Once loaded, the user may choose from 20+
visualizations to represent the data. Here we use four visualizations: GeoMap, Scatter Plot,
Parallel Coordinate Plot and Histogram (see Figure 1). One of the strongest features of the toolkit
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is its coordinated views. Selection, brushing and highlighting in one view is simultaneously
represented in other views to enable cross-visualization discovery. We leverage the power of
coordinated views by displaying data in one or more views (the PCP, for instance) and using
another view (histogram or GeoMap) for selection and highlighting. Discovery and insight is
supported through the interaction with the tool, not necessarily the static visualization created.

Figure 39. GeoViz Toolkit with (A) bivariate geomap, (B) scatterplot, (C) parallel coordinate plot and (D)
histogram

Univariate and Bivariate Geomaps
The Geomap can represent a single source of data or two distinct variables
simultaneously, in the case of a bivariate map. We first explore the vulnerability scan data with a
univariate map to easily identify several of the workstations for which the NESSUS scanner
reported non-zero CVSS totals. Because we assume that these machines can be more easily
compromised, we use this variable in conjunction with other variables. For instance, we apply
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both the vulnerability score and IDS alert data in different colors on the same bivariate geomap.
Where values for both features exist, the colors blend allowing us to focus our attention on
vulnerable machines that also have intrusion information.

Parallel Coordinate Plots (PCPs)
We utilize parallel coordinate plots in two different ways. The first, yet non-traditional
use of the PCP, is as an approximation of a timeline. By the selection of the same type of variable
for each timeslice, we can show changes in that variable over time. In our investigation, we
compare the number of alerts generated by the source IP address over each hour. Second, we then
reconfigure the PCP to display each type of alert in a specific hour to explore which alert type is
implicated. If a particular alert type were interesting over several time periods, a quick
comparison can be made using a PCP of that alert type for each interesting timeslice.

Histograms
Frequency histograms have limited value in cyber-security because of the high number of
individual hosts, log entries and alerts. The relatively low signal-to-noise ratio that is inherent in
cyber-security data makes finding low frequency data difficult. However, we can use the
interactive histogram in the GeoViz Toolkit as a selection tool to allow us to view data in other
panels. In figure 1, the red bounding box outlines a selection of low frequency data. Once
selected, the other panels highlight the desired data and de-emphasize the rest. This interactivity
with the tool is what informs insight for the analyst and is best observed in the video
demonstration.
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DISCUSSION
This methodology led our team to find some, but not all of the network security events
that were imbedded in the data. However, it was the lack of coverage of all of the provided data
and not the methods that were the limitation. Due to our small team size, we focused on the
intrusion detection and vulnerability scan data and did not fully evaluate the firewall and server
logs. The novel interactions with the GeoViz Toolkit took some time for exploration and
familiarization. Now that we have some experience with this interaction method and cybersecurity data, we believe that these methods show significant promise and are worthy of further
exploration.
As we speculate on the utility of these methods in the real world, we consider that our
fabricated geography will have to be tested against the mental models of practicing analysts and
will have to scale to support enterprise networks. We anticipate that these non-trivial constraints
will have solutions in the interdisciplinary regions between the fields of cyber-security, cognitive
science, and geovisual analytics.
Geovisual analytic treatment shows promise as a novel method of exploring cybersecurity data. Even though cyber-security data does not necessarily have a physical geography, it
can be spatialized by IP address. Combining multiple different types of data in the coordinated
views of the GeoViz Toolkit can effectively produce a multi-sensor data fusion system that
supports the analyst’s cognition and improves SA as they explore the data through several
interactive visualizations.
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Chapter 7
Measurement of Cyber Situation Awareness in a Human Subjects
Experiment
The tools developed in the previous chapter can be used in a cyber-security related scaled
world simulation (Figure 40) in which specific cognitive questions can be examined. The
simulation must have some level of task validity, so that the findings can be generalized to the
cyber-security work environment that is being simulated. However, the task does not need to be
exactly replicated as it is performed in the real world. The user interface needs to replicate the
task as envisioned by the experimenter.

Figure 40. The living lab framework with scaled world simulations highlighted

The objective of this chapter is to show the methods and tools developed to measure situation
awareness in the cyber-security environment. Therefore, the overall research question attempted
to be answered here is:
RQ2: How can situation awareness in cyber-security be measured?
The results in this chapter show several SA measurement techniques that are presented in
the situation awareness literature and implement them in a simulated cyber-security context. To
accomplish this goal, the cyber-security task is generated, the simulated environment is created,
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the SA evaluation instruments are contextualized and the experiment is executed with human
subjects. This chapter outlines those activities and reports on the results of the data collected.

Introduction

Previous Simulations in Cyber-security
There have been few published studies of simulation activities in cyber-security that
replicate the tasks that a cyber-security analysts actually performs (see Table 7). Mancuso
completed a study of teams conducting a cyber task in which individual members categorized and
classified fabricated cyber events. Some teams were provided task training to create individual
task experts and other teams were trained in a more generalist-style approach. Mancuso also
tested an interface enhancement that provided visibility into each team member’s capability set in
an attempt to improve transactive memory (V. Mancuso, 2012). Minotra conducted a study of
individuals conducting cyber-like tasks to measure perceived task load in a dual task simulation.
Attention to priority tasks was measured under different workload conditions. A look-ahead
preview of new events attempted to improve performance (Minotra, 2012). In both of these tasks,
the underlying data was fabricated by the experimenters and was not derived from any actual
real-world systems. In these studies, the focus was on fidelity to the decision-making task, not
necessarily to the cyber-security task.
Table 7. Previous cyber-security simulations
Author (Year)
Reifers (2010)
Rajivan (2011)
Mancuso (2012)
Minotra (2012)

Simulation
Engine
NeoCITIES
CyberCog
NETS
NETS

Data
Router network access control lists
Fabricated low-level cyber-security
Fabricated high-level cyber-security
Fabricated high-level cyber-security

Fidelity
Focus
Cyber
Cyber
Decision
Decision

Team or
Individual
Individual
Team
Team
Individual
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In contrast, attempts to make the simulated task more directly related to the actual
complex cyber-security task had only limited success. Rajivan created the CyberCog simulator,
which is a team-based cyber-security simulated task (Rajivan, 2011). Similar to Mancuso and
Minotra, the tasks and data that Rajivan presents to participants are fabricated, rather than being
created and presented from real cyber-security tools from an actual network. However, the lower
level data that Rajivan uses is more complex, using IP addresses, timestamps and short IDS-like
descriptions that better represent the real cyber environment. In a test of eight teams, CyberCog
was used to provide 48 security events per team member in a 60 minute scenario after a 30
minute training session. While some teams were able to complete the task, only 47.7% were able
to do so (Champion, Rajivan, Cooke, & Jariwala, 2012). Simply put, the task was too hard for
novice participants to complete in the allotted timeframe and training regimen. Reifers also
conducted a higher task fidelity simulation, but used a narrow cyber-security task, the
visualization of network access control lists (NACLs) used in router configuration, instead of
broad cyber-security task with multiple data sources. He found that with novice users, even those
who were taking a high-level computer security course, the specific task of reviewing NACLs
required knowledge of network equipment vendor-specific syntax as well as a broader
understanding of network administration (Reifers, 2010).
When combined, these studies point out the difficulties in designing cyber-security
simulations measure human cognitive factors, such as situation awareness. A balance must be
struck between reasonable participant experiment time and high cyber-security task fidelity,
especially if non-experts are going to be used as participants.
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Cognitive Measurements in Simulations
The above-mentioned simulation work includes some kind of assessment of cognitive
capabilities of the participants. Reifers extended NeoCITIES 3.0 to complete the NACLs
visualization task (Reifers, 2010), and therefore relied up on Human Performance Scoring Model
(HPSM) referenced in a number of publications (Hamilton et al., 2010; Hellar & Hall, 2009).
Mancuso and Minotra extended the NeoCITIES platform, and created NETS to allow for easier
modification of the simulation for different types of scenarios. This simulation also allows for a
variable degradation of score based on the severity and speed desired by the experimenter per
event (V. F. Mancuso, Minotra, Giacobe, McNeese, & Tyworth, 2012). For example, if the
experimenter wanted to have one event be worth more points, but only if acted on quickly, the
scenario file for that event could be configured with a higher initial severity, higher escalation,
and shorter time limit. Other cognitive assessments are executed outside of the simulation as preor post-trial questionnaires. Mancuso added a measurement of transactive memory through a
battery of post-trial questionnaires (V. Mancuso, 2012). Champion’s use of CyberCog and
Minotra’s use of NETS both used NASA-TLX as a post-trial assessment of perceived workload
in addition to other measures (Champion et al., 2012; Minotra, 2012).
Table 8. Previous cyber-security simulations
Author (Year)
Reifers (2010)
Rajivan (2011)
Mancuso (2012)
Minotra (2012)

Simulation
Engine
NeoCITIES
CyberCog
NETS
NETS

Measures Taken
Human Performance Score
NASA-TLX, Team Communication Measures
Human Performance Score, Transactive Memory Assessments
Human Performance Score, NASA-TLX, Prioritization Error Rate

To the author’s knowledge, situation awareness measures have not been applied to a
cyber-security simulation in published work. To measure situation awareness via a freeze-probe
requires that the simulation be halted while the participant is given a short knowledge quiz,
similar to SAGAT (M.R. Endsley, 1988). Post-trial questionnaires of a variety of types can be
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implemented including SART (R. Taylor, 1990) to measure perceived effectiveness and NASATLX (Hart & Staveland, 1988) to measure perception of workload.

Objective
The objective of this experiment is to measure situation awareness using multiple SA
measurement techniques in a traditional cyber-security task. Using two interfaces (text and visual
analytic) and two groups of participants (novice and experienced), a 2x2 between-subjects
experimental design is constructed. Two independent variables (interface and experience group)
modulate four different SA outcome assessments: HPSM, cyber-SAGAT, NASA-TLX and
SART.

Method

Simulation Scenarios
After a better understanding of the data used and methods followed that were elicited
from the interviews and confirmed in the survey (See Chapter 5), the development of two
interfaces (see Chapter 6) and the actual simulated task was created. Raw data from the 2011
VAST Challenge, Mini-Challenge 2 6 was used to create two “training” scenarios and three
“performance” scenarios in both of the interfaces. Raw data was processed and converted into a
frequency-based interpretation of the events. Raw data from the vulnerability scan, firewall, Snort
IDS system and Windows server were processed into the appropriate hourly summation data
types. This process created an entity-based correlation of the data for each host and for each hour

6

Data Available at http://hcil.cs.umd.edu/localphp/hcil/vast11/
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of data. The data was translated into the data types for the two interfaces, environment and
scenario files (in XML format) for NETS and shape (.SHP) and database (.DBF) files for the
GeoViz Toolkit.
The data was processed to output a frequency analysis of the events that occur. This
frequency data is what was presented to the participants in the two interfaces. (e.g. Host
192.168.1.10 sent 2738 packets during the timeframe from 9am to 10am). Participants needed to
identify the events from their assigned interface and generally needed to able to analyze 12-24
hours of cyber-security data for this mid-sized network in a 15-minute timeframe using this
method.
The data was broken up into separate scenarios, each one having a defined number of
events and covering a specific amount of time. Each “performance” trial was designed to have
approximately one day’s worth of data to be analyzed for all of the sources of data. During initial
testing (prior to pilot testing), it was determined that there was too much data for a short-duration
experiment, so the Windows server log data was excluded to simplify the task.

Interfaces
The text interface (Figure 41), as previously described in Chapter 6, was modified
slightly to present the information for the participant to complete the task from left-to-right. First
the participant must 1) locate the data that indicates the problem in the “Locate the information
panel.” Next, they must 2) manually select the location where they think the problem is occurring
in the “Select the Correct Location” panel. Finally, they must 3) identify the time when the
problem occurred in the data by selecting the correct time and 4) “File the Report” on the far right
side of the interface.
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Figure 41. Text interface option as implemented in NETS where the participant must 1) locate data, 2)
select the location where the problem occurs, 3) select the time and 4) click the “file report” button.

The HPSM score is calculated in NETS. So, this mechanism needed to be present in both
of the interfaces. To allow for enough computer screen space, two monitors were used in the VA
interface (Figure 42). The left monitor displayed the GeoViz Toolkit. The right monitor displayed
the interface components from NETS that were required to report locations and score the activity.
In the Text interface option, NETS handled both the data presentation and reporting tasks.
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Figure 42. VA Interface with GeoViz Toolkit (left monitor) and reporting interface (right monitor)

Experimental Process
After being presented with an informed consent document (see Appendix F, for
IRB#40440), the participant was given an opportunity to ask questions about the task they would
be performing. Each participant was assigned a unique number that they were to use in to identify
themselves in each of the simulations and survey instruments in order for the researcher to link
different parts of their participation together. Participants were then assigned to either the “text”
or “visual analytic” interface. Initially, interface assignment was random, but then was manually
assigned to balance the number of participants by experience group in each interface. The
participant was then presented with a demographics questionnaire, which queried the individual’s
age, educational background and professional experience.
Following the demographics questionnaire, the participant was provided with training via
a PowerPoint slide show. The self-paced slide show provided the instructions required for the
participant to complete the task on the interface they were using.
The data used for the development of these scenarios were from the VAST Challenge
2011 dataset. The network diagram from this challenge was given to the participant as was a
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description of the data that was being presented. Instead of presenting the raw data, hourly
summations of events of each type were provided. This frequency-based analysis proved
successful in identification of all of the events in this challenge without the need to understand the
details in the raw data (N. Giacobe & Xu, 2011a). Table 9 shows an overview of the number of
data points, timeframe, events and data sources for each scenario. Additionally, the assessments
measures taken for each scenario are also listed.
Table 9. Simulation Scenario Metrics
Trial
Metric
Duration of Data
Summarized Records
Events
Simulation Duration
Data Types

Training 1
Point Data
768
5
5 min.
CVSS only

Measures

HPSM only

Training 2
14 hours
3626
5
5 min.
CVSS & Firewall
HPSM, SAGAT (post
trial), SART, NASA-TLX

Scenario 1
16 hours
8300
13
15 min.
CVSS, Firewall & IDS
HPSM, SAGAT (midtrial), SART, NASA-TLX

Scenario 2
10 hours
6660
9
15 min.
CVSS, Firewall & IDS
HPSM, SAGAT (midtrial), SART, NASA-TLX

Each participant was provided two 5-minute training scenarios designed to familiarize
them with the experimental task, the interface and the survey tools used. Training scenario #1
asked the participant to identify the computers that had non-zero vulnerability scores reported by
the interface. In this scenario, only one data type – Common Vulnerability Scoring System
(CVSS) Score – was provided. The participant was told that this was the summation of all of the
individual CVSS scores for all of the vulnerabilities that were on the host computer at the last
system scan. The data type provided the time that the scan was completed (09:00). Each of the
1024 locations in the network was listed as having a 0 CVSS Score, except for five computers
(192.168.2.71 – 75), which had scores around 1700. The participant was required to report each
of these five computers with the correct time of the problem (09:00).
In the second training scenario, the participant had to locate five computers that were
implicated in a denial of service/traffic flood attack. In this scenario, the participant was provided
data for 14 hours, both in the “from” and “to” directions, resulting in 28 data types. Common
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to/from data from other workstations and servers were also represented, at a rate around 100-400
packets per hour in any given hour in either direction from many of the hosts. However, the five
attacker computers were reported to be sending over 600,000 connections per hour for less than a
one hour period, at 12:00. The externally-facing web server was reported to be receiving 2.8
million packets per hour, but was not sending any traffic back in return. The participant was to
understand this as a traffic flood or denial of service attack and needed to report each of the five
computers, which were from the “internet”, so that an administrator might be able to configure
the firewall to block this incoming traffic in the future. The IP addresses for the problem
computers that were to be reported in the training scenarios were modified slightly from the
VAST Challenge source data, so that they did not exactly match the IP addresses in the
performance scenarios.
After the training scenarios, the participant was provided with the answers of what was
expected to be identified in each scenario. The participant was allowed to ask questions about the
training, the interface and the scenarios at any time during the training. The participant was given
each of the survey instruments (Post-Trial with NASA-TLX and SART) as well as a 2-minute intrial Cyber-SAGAT assessment. These were done after the 2nd training scenario to familiarize the
subject with these survey instruments and how they work.
Following the training, two 15-minute performance scenarios were provided.
Performance Scenario #1 had thirteen (13) events to report that was very similar to a combination
of the two training scenarios. However, Performance #1 contained an additional three (3) events
that were unique and new to the subject that were not presented in the training exercises. The
additional three events were discoverable by displaying the intrusion detection data, where three
workstations are indicated as scanning every other workstation in the network over a several hour
timeframe. Performance Scenario #2 had nine (9) events, but only 5 were similar to the training
scenarios. The four additional events could be discovered by using the firewall connection data (2
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each) and the intrusion detection data (2 each), to identify two workstations that were scanning
other workstations, and then later scanning the entire server subnet.
During the scenario, the NETS simulator provided feedback to indicate if they correctly
or incorrectly reported an event. The feedback message was provided in a context-sensitive
window, unique to the host computer. Feedback was delayed by a real-time duration of 20
seconds. Participants were advised that this simulates the time it might take to dispatch a
technician to investigate and resolve the problem that they reported. Participants were free to look
for the feedback or ignore it.
Following each scenario, the participant was given the post-trial NASA-TLX and SART
assessments. After these assessments, the participant was given their HPSM score, but they were
not given their score until AFTER they completed the post-trial questionnaire. This was done to
prevent interference between the presentation of the score and the perceptive measures. After the
two 15-minute performance scenarios, the participant was debriefed and the answers were
provided. For participants who used the text-based interface, they were provided with a short
demonstration of the visual analytic interface as part of the de-briefing.

Measures

Cyber Situation Awareness Global Assessment Technique (Cyber-SAGAT)
The participant was told that they may receive an in-trial questionnaire (See Appendix
D). They did not know if they would actually receive one, or when during the trial it would
happen. Each subject did receive a questionnaire in every trial, which was presented to them at
seven and one half minutes, exactly at the midpoint of their allotted time. Participants were given
2 minutes to complete the quiz via a Qualtrics online survey. The questions were presented in
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random order, but were the same in every trial, regardless of the interface. If the participant took
more than the two minutes, the questionnaire automatically ended and recorded the answers that
had been selected so far.
Five questions queried the participant’s knowledge of elements in the scenario. These
questions query the participant’s Level 1 SA, or a basic understanding of the network
configuration (e.g. which IP address ranges represent a workstations or servers). Five additional
questions query the participant’s understanding of the normal and abnormal activities for a
network of this size. For example, should a computer on the Internet communicate directly with
an internal server inside the network; or should a workstation in the network open a connection to
an IP address in the server range that is unused? These questions attempt to query the
participant’s Level 2 SA, or an understanding of the situation. No attempt at Level 3 SA (future
projection) assessment was attempted.

NASA-TLX and SART
Following each trial, the participant was given a post-trial questionnaire via a Qualtrics
online survey. After reporting their unique participant number, the first part of the questionnaire
asked them to rate their experience on the six dimensions of NASA-TLX (See Appendix A and
Table 10). The participant was given a visual analog scale slider for each dimension of the
instrument. The slider was initially set at the midpoint. Each end had an anchor word to indicate
the far extremes of the scale. The participant did not see the numerical value they were reporting,
simply the position of the slider. The slider recorded a numerical value between 0 and 101. If a
participant wanted a “halfway” value, they needed to move the slider away from the midpoint,
and then back to where they perceived the midpoint to be.
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Table 10. NASA-TLX dimensions and questions
NASA-TLX
Dimension
MD
PD
TD
PF
EF
FR

Description
Mental Demand
Physical Demand
Temporal Demand
Performance
Effort
Frustration

Question
How mentally demanding was the task?
How physically demanding was the task?
How hurried or rushed was the task?
How successful were you in accomplishing what you were asked to do?
How hard did you have to work to accomplish your level of performance?
How insecure, discouraged, irritated, stressed and annoyed were you?

The second part of the questionnaire was a ten dimension SART questionnaire (see
Appendix C and Table 11). These answers were provided in with a 7-point Likert scale answer
with anchor words at the midpoint and the extreme values (Low, Moderate and High). The
participant was allowed as much time as they desired to complete these post-trial questionnaires.
Table 11. SART dimensions and questions

SART Dimension
Unstable
Complex
Variable
Stimulating
Concentration
Attention Division
Spare Mental Capacity
Info. Quantity
Info. Quality
Familiarity

Question
How UNSTABLE was the situation that was presented in the scenario?
How COMPLEX was the situation that was presented in the scenario?
How VARIABLE was the situation that was presented the scenario?
How STIMULATING was the situation that was presented in the scenario?
To what degree did the situation in the scenario require you to CONCENTRATE
YOUR ATTENTION?
To what degree did the situation in the scenario require you to DIVIDE YOUR
ATTENTION?
While addressing the situation in the scenario, how much SPARE MENTAL
CAPACITY would you say you had?
Please rate the QUANTITY OF INFORMATION that was presented in the scenario.
Please rate the QUALITY OF INFORMATION that was presented in the scenario.
How FAMILIAR does the situation in the scenario feel to you?

Human Performance Scoring Model (HPSM)
Each scenario consists of multiple individual events and multiple records of information.
Some information records indicate a problem and therefore would be related to an event. Other
information records indicate normal events, and are therefore noise that must be mentally filtered
or excluded by the human participant. Each event’s “correct answer” has two parts: 1) the
location where the problem occurred and 2) the time when the problem is first indicated in the
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data. For each correct answer, the amount of time it took the participant to submit the report is
recorded. The participant is given points that are added to their HPSM score. A decay algorithm
reduces the amount of points available to the participant over the duration of the scenario. While
NETS allows for a variable score, with some events starting at different times, being worth more
points, and decaying at different rates, these features were not used in this experiment. Instead,
each event started at the beginning of the scenario and decayed at a constant rate for the entire
duration of the scenario. Therefore, each event was worth the same number of points as all other
events.
Scores were normalized to a maximum value of 100 points per event. HPSM scores are
reported in this dissertation as an average value of all events per scenario. Therefore, a HPSM
score for a scenario of 13 events (e.g. Performance Scenario #1) would really be the average
normal score of all 13 events. Participants who got the “right answers” faster received higher
scores than those who reported them later or who didn’t get them right at all.

Pilot Testing
Pilot testing of the two interfaces and the associated scenario data was conducted. Seven
participants were and asked to complete the task as if they were actual participants in the study.
They were asked to take notes and report on anything they did not understand or thought needed
to be corrected. Pilot participants had little cyber-security experience. Some had experience in
simulation tasks, while others had rudimentary experience in cyber-security (from coursework).
All represented what the novice participant would be able to accomplish during the experiment.
However, the feedback they provided allowed for improvements in the experiment in several
different ways (Table 12).
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Table 12. Improvements due to the pilot study

Issue
Training Consistency

Description
Wording in the training was not consistent with
the simulation scoring, especially in regards to
which host computers to report.

Simulation was slow
on Scenario #2

Participants noted that Scenario #2 took a long
time to load and was sluggish throughout the
simulation.
With only two scenarios, pilot study
participants took about 1 hour and 45 minutes
to complete the task.

Duration was too
long for novices

Solution
Modified the training slides to clarify that
only the “source” of the problem should
be reported, not the “target” or “victim”
computer.
Reduced the number of information
records from 16,000 to 6,000.
Eliminated the third scenario to keep the
total time around 90 minutes.

The first improvement was in the training material. Inconsistencies in the wording of in
the training slides made it unclear whether participants should report all hosts involved in an
attack, or just the source of the problem. As the two performance scenarios have about 500 IP
addresses that are the target of the scans, a decision was made to only have the participant report
the attacker, not the victim computer. This makes sense in the real world, as it is the source of a
problem that can be addressed, not necessarily the destination. For instance, in the second training
scenario, the five computers from the Internet should have been reported. Those IP addresses
could be blocked at the firewall to prevent future attacks. The externally-facing web server that
was the target of the attack was not to be reported, since it wasn’t doing anything wrong.
The second improvement was in the number of information records that were in each
scenario. It was determined that NETS, with the current hardware, software and network, can
only deliver about 8,000 information records per scenario without slowing down. It is believed
that either the Adobe Flex application has a limited amount of memory, or the BlazeDS
middleware has a limitation. In either case, the effect is that the end-user interface becomes
unreactive to mouse input, or the interface loses some of the information records. The source data
for Scenario 2 initially had over 15,000 information records required. To address this problem,
amount of data was reduced by presenting fewer hours of data, and eliminating some of the
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normal traffic (noise) from the scenario. The target of 6,000 information records was attained,
without interfering with the information required to complete the task.
The final improvement was a limitation of the task to only two 15-minute performance
scenarios after the un-timed training slides and training scenarios. The pilot testers completed the
entire task for training and for two scenarios in 1 hour and 45 minutes on average. Additional
scenarios were ruled out to ensure that participants would be able to complete the study under two
hours to reduce the likelihood of fatigue.

Analysis of Data

Excluded Participants
Five participants (one novice and four experienced) failed to complete the performance
scenarios, even after training. They received an HPSM score of 0 points in one performance trial
(one participant) or both performance trials (four participants). During their final debriefings,
these participants reported that they “expected different data” about the host computers, including
the raw data of connection flows and raw intrusion detection alerts. One participant indicated that
he knew he had failed to complete the task, and instead used the time to explore the interface’s
features. All five participants were in the visual analytic interface condition.
Results from these five participants were excluded from further analysis. It is interesting,
however, to note that the experienced participant pool had the largest amount of failures,
indicating that the experimental task may not have mirrored the real task environment
sufficiently. However, it could simply be that the experienced participants were over-learned on
existing text-based interfaces.

130
Stacked Results
Results from the two performance scenarios were stacked and evaluated as if they were
one. While there were some learning effects possible from Trial 1 to Trial 2, improvement in
HPSM score was limited with some participants doing worse in the second trial by similar
amounts. Variation in the SA assessments showed similar slight improvements from Trial 1 to
Trial 2. SAGAT scores improved by 1 or 2 points (5 participants each), but decreased by 1 or 2
points for others (6 and 1 participants, respectfully).

Results

Participants
Twenty-eight participants were recruited for the main study, including 15 novices
(students taking one of several different cyber-security courses) and 13 participants with at least
one year of professional IT experience. Participants were recruited from cyber-security courses at
a large university in the northeastern part of the United States. Experienced participants were
recruited from the same University’s on-campus email distribution list of information technology
(IT) professionals.
Recruited participants were asked to come to the lab for a 90-minute cyber-security
simulation experiment. They were told that they would be analyzing intrusion detection, firewall
and vulnerability scan data for a computer network. They were advised that all training needed to
complete the task would be provided to them during the session. Neither financial compensation
nor academic extra credit was offered to participants.
Participants were classified into the “experienced” group if they reported at least one year
of professional experience in any IT job. Those with only classroom experience were all
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classified as novices, unless they also reported having at least one year of professional IT
experience. All participants had either classroom or professional cyber-security experience. All
participants were male, except for one experienced participant in the visual analytic interface
group. The average age of the experienced participants was 30.67 years, while the novices
averaged 20.81 years of age. The experienced participants reported an average of 9.00 years of
professional IT experience (Table 13). Experienced participants reported having job titles such as
IT Project Manager, Database Analyst, IT Consultant, Helpdesk Technician and Security
Engineer. Four participants, two in each experience group, reported native languages of other
than English, but their performance scores did not appear to be outliers.
Table 13. Participant Demographics
Novice
Experienced (N=13*)
(N=15**)
Reported
Participant Age
Professional
Participant Age
(years)
Experience (years)
(years)
M = 30.76
M = 9.00
M = 20.81
* 4 were eventually excluded due to performance
** 1 was eventually excluded due to performance

Main Effect in HPSM and SAGAT Scores
The main effects of interface selection (Text or Visual Analytic-VA) and experience
(Novice or Experienced) on the two primary dependent variables (HPSM and SAGAT) can be
visualized in boxplots of these values, divided by interface style and participant experience group
(Figure 43).

132

Figure 43. HPSM scores (LEFT) and SAGAT scores (RIGHT) by interface style and experience group

HPSM scores were subjected to a two-way analysis of variance having two levels of
interface style (Text, VA) and two levels of participant experience (Novice, Experienced). Only
the effect of Interface was statistically significant at the .05 significance level. SAGAT scores
were also subjected to the same two-way analysis of variance, but differences were nonsignificant due to either interface style or experience group.
Table 14. Factorial ANOVA test for HPSM
Dependent Variable: HPSM
Source

Type III Sum of

df

Mean Square

F

Sig.

Squares
Corrected Model

1911.637a

3

637.212

2.077

.118

Intercept

98724.955

1

98724.955

321.853

.000

.105

1

.105

.000

.985

1847.993

1

1847.993

6.025

.018

282.277

1

282.277

.920

.343

Error

12883.059

42

306.739

Total

120987.118

46

14794.696

45

Experience_Group
Interface_Style
Experience_Group *
Interface_Style

Corrected Total

a. R Squared = .129 (Adjusted R Squared = .067)

133
For the HPSM score, the main effect of Interface yielded an F ratio of F(1, 46) = 6.025, p
< .05 (Table 14), indicating that the mean change in HPSM score was significantly greater for the
VA condition (M = 53.74, SD = 18.29) than for the Text condition (M = 41.83, SD = 16.14) (See
Table 15). The main effect of experience group yielded an F ratio of F(1, 46) = 0.000, p > .05,
indicating that the mean change in score difference was non-significant between the two
experience groups. The interaction effect between the interface and experience groups was also
non-significant, F(1, 46) = 0.920, p > .05.
Table 15. Descriptive Statistics for HPSM
Dependent Variable: HPSM
Experience_Group

Experienced

Novice

Total

Interface_Style

Mean

Std. Deviation

N

Text

38.5275

11.62305

8

VA

56.6590

20.84156

10

Total

48.6006

19.27528

18

Text

43.7207

18.36903

14

VA

51.6621

16.73683

14

Total

47.6914

17.71118

28

Text

41.8323

16.13845

22

VA

53.7442

18.29298

24

Total

48.0472

18.13204

46

Multivariate Analysis of Variance of Dependent Variables (MANOVA)
A total of eighteen (18) different measurements were taken during and following each
trial. These include the HPSM (normalized score for all events in the trial and scored from 0 to
100), SAGAT (scored 0 to 10 with 1 point given for each correct freeze-probe quiz answer), six
(6) categories of NASA-TLX (scored from 0 to 101 with high numbers indicating higher
workload) and ten (10) different dimensions in the SART evaluation (scored from 1 to 7 on a
Likert scale). A Multivariate Analysis of Variance (MANOVA) was computed to identify which
of these measures were statistically significant due to each of the independent variables.
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For the differences due to experience group, only the perceived workload for the NASATLX dimension of Temporal Demand (TD) only approached significance (p=.078), indicating
that the mean change was non-significantly lower (lower perceived workload) for the Novice
participants (M = 53.14, SD = 24.53) than for the Experienced participants (M = 65.56, SD =
18.94). Differences were non-significant for HPSM, SAGAT as well as in the other NASA-TLX
and SART dimensions (Table 16).
Table 16. MANOVA results due to Experience Group only

Experience _Group

Source

Tests of Between-Subjects Effects
Dependent Variable

Type III

df

Mean

Sum of

F

Sig.

Partial ε

2

Square

Noncent.

Observed

Parameter

Powers

Squares
HPSM

.105

1

.105

.000

.985

.000

.000

.050

SAGAT

1.515

1

1.515

.515

.477

.012

.515

.108

NASA-TLX MD

47.546

1

47.546

.119

.732

.003

.119

.063

NASA-TLX PD

2.237

1

2.237

.004

.950

.000

.004

.050

NASA-TLX TD

1650.354

1

1650.354

3.274

.078

.072

3.274

.424

NASA-TLX PF

1026.885

1

1026.885

1.862

.180

.042

1.862

.266

NASA-TLX EF

527.393

1

527.393

1.381

.247

.032

1.381

.209

NASA-TLX FR

70.905

1

70.905

.104

.749

.002

.104

.061

SART UNSTABLE

.040

1

.040

.017

.898

.000

.017

.052

SART COMPLEX

.508

1

.508

.191

.665

.005

.191

.071

SART VARIABLE

.326

1

.326

.136

.714

.003

.136

.065

1.603

1

1.603

.819

.371

.019

.819

.143

1.457

1

1.457

1.284

.264

.030

1.284

.198

2.916

1

2.916

1.071

.307

.025

1.071

.173

1.415

1

1.415

.874

.355

.020

.874

.150

SART QUANTITY

.061

1

.061

.030

.863

.001

.030

.053

SART QUALITY

.101

1

.101

.050

.824

.001

.050

.056

1.544

1

1.544

.736

.396

.017

.736

.134

SART STIMULATING
SART
CONCENTRATION
SART ATTENTION
DIVISION
SART
SPAREMENTAL

SART
FAMILIARITY
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For the effect of the interface style, there were significant differences, F (2, 46) = 2.99, P
=.006; Wilk's λ = 0.317, partial ε2 = .683. Differences were non-significant in all NASA-TLX
dimensions and the SAGAT score. However, significant differences between interface styles
were found for HPSM (as previously mentioned) as well as three SART dimensions (Attention
Division, Information Quantity and Familiarity).

Source

Table 17. MANOVA results due to Interface Style only
Dependent Variable

Type III

df

Mean

Sum of

F

Sig.

Partial ε2

Square

Noncent.

Observed

Parameter

Powers

Squares
HPSM

1847.993

1

1847.993

6.025

.018

.125

6.025

.669

1.373

1

1.373

.467

.498

.011

.467

.102

NASA-TLX MD

386.578

1

386.578

.968

.331

.023

.968

.161

NASA-TLX PD

21.860

1

21.860

.039

.845

.001

.039

.054

NASA-TLX TD

574.090

1

574.090

1.139

.292

.026

1.139

.181

NASA-TLX PF

506.508

1

506.508

.918

.343

.021

.918

.155

NASA-TLX EF

307.920

1

307.920

.806

.374

.019

.806

.142

NASA-TLX FR

597.174

1

597.174

.874

.355

.020

.874

.150

SART UNSTABLE

5.943

1

5.943

2.446

.125

.055

2.446

.333

SART COMPLEX

.791

1

.791

.297

.589

.007

.297

.083

SART VARIABLE

1.882

1

1.882

.784

.381

.018

.784

.139

.022

1

.022

.011

.917

.000

.011

.051

.944

1

.944

.832

.367

.019

.832

.145

25.052

1

25.052

9.201

.004

.180

9.201

.842

.660

1

.660

.408

.526

.010

.408

.096

13.415

1

13.415

6.581

.014

.135

6.581

.708

.550

1

.550

.274

.604

.006

.274

.080

25.585

1

25.585

12.205

.001

.225

12.205

.927

Interface_Style

SAGAT

SART STIMULATING
SART
CONCENTRATION
SART ATTENTION
DIVISION
SART
SPAREMENTAL
SART QUANTITY
SART QUALITY
SART
FAMILIARITY
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The three SART dimensions that were statistically significantly different due to the
interface style were Attention Division where the VA condition (M = 4.96, SD = 1.52) was higher
than the Text condition (M = 3.41, SD = 1.76), indicating that the participants on the VA
interface reported that they needed to divide their attention more than those on the Text interface.
Similar differences in the Information Quantity category show that the VA interface participants
felt they had more quantity of data to deal with (M = 5.83, SD = 1.049) over the Text interface
participants (M = 4.73, SD = 1.70), even though both interfaces displayed the same amount of
data points per trial. The final dimension with significant differences was Familiarity, where
participants on the VA interface reported lower familiarity (M = 3.21, SD = 1.35) than for the
Text interface (M = 4.64, SD = 1.53).
Interaction effects between the two independent variables were significant, F (2, 46) =
2.58, P =.015; Wilk's λ = 0.350, partial ε2 = .650. Significant differences were noted in NASATLX Physical Demand (PD) and NASA-TLX Performance (PF). See Table 18 for a list of all of
the interaction effects on the dependent variables.
The NASA-TLX PD variable showed that Experienced participants on the VA interface
reported lower physical demand (M = 12.70, SD = 12.37) than for the Text interface (M = 40.25,
SD = 28.86). This was in contradiction to Novice participants who reported lower physical
demand on the Text interface (M = 14.57, SD = 19.29) over the VA interface (M = 39.29, SD =
29.83). It is speculated that this interaction effect is due to a lack of contextualization of the
question. Some participants verbally reported during debriefing that they answered the question
as, “It’s not as physically demanding as playing football or exercising.” Others may have reported
their physical demand as compared to other office or computer tasks.
The NASA-TLX Performance (PF) variable showed an interaction effect where
Experienced participants on the VA interface reported lower perceived performance score (which
is better) (M = 38.10, SD = 19.44) than for the Text interface (M = 60.75, SD = 18.13). This was
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in contradiction to Novice participants who reported lower perceived performance on the Text
interface (M = 54.64, SD = 24.96) over the VA interface (M = 63.64, SD = 26.84). It is
speculated that question ambiguity contributed to the interaction effect here, as the anchors for
the scale are reversed on this question as opposed to the remaining NASA-TLX questions, with
“Failure” being the high anchor and “Perfect” being the low anchor.

Source

Table 18. MANOVA results due to the interaction effect of both Experience Group and Interface Style
Dependent Variable

Type III

df

Mean

Sum of

F

Sig.

Partial ε2

Square

Noncent.

Observed

Parameter

Powers

Squares
HPSM

282.277

1

282.277

.920

.343

.021

.920

.155

9.412

1

9.412

3.198

.081

.071

3.198

.416

NASA-TLX MD

65.938

1

65.938

.165

.687

.004

.165

.068

NASA-TLX PD

7425.588

1

7425.588

13.209

.001

.239

13.209

.944

NASA-TLX TD

339.915

1

339.915

.674

.416

.016

.674

.126

NASA-TLX PF

2723.129

1

2723.129

4.938

.032

.105

4.938

.584

NASA-TLX EF

36.075

1

36.075

.094

.760

.002

.094

.060

NASA-TLX FR

1.252

1

1.252

.002

.966

.000

.002

.050

SART UNSTABLE

.390

1

.390

.160

.691

.004

.160

.068

SART COMPLEX

3.354

1

3.354

1.260

.268

.029

1.260

.195

SART VARIABLE

.038

1

.038

.016

.901

.000

.016

.052

SART STIMULATING

.313

1

.313

.160

.691

.004

.160

.068

.070

1

.070

.062

.805

.001

.062

.057

.780

1

.780

.287

.595

.007

.287

.082

1.709

1

1.709

1.056

.310

.025

1.056

.171

SART QUANTITY

.017

1

.017

.008

.928

.000

.008

.051

SART QUALITY

.550

1

.550

.274

.604

.006

.274

.080

1.663

1

1.663

.793

.378

.019

.793

.140

Experience_Group * Interface_Style

SAGAT

SART
CONCENTRATION
SART ATTENTION
DIVISION
SART
SPAREMENTAL

SART
FAMILIARITY
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Discussion

Main Effect Results
The results of performance were somewhat as expected, with participants using the VA
interface performing better than those on the Text interface. As hoped, the visual analytic
interface yielded performance that was quicker and more accurate that the text interface.
However, this was the only result that was as expected.
However, the effect of experience is not noted to be significant on performance (the
HPSM Score) in this task. This can be for several reasons. First, the task may not be of sufficient
fidelity to the real world task. The task itself may not be representative of the needs of the real
cyber analyst. However, it could also be the case that real cyber analysts are over-trained on
existing text interfaces and are unable to easily transition to a different type of interface and
analysis method. The excluded participants who were unable to complete the task provide
evidence that either of these explanations could be likely candidates.

Lack of Similarity of Results between Measures
Differences in several dimensions of NASA-TLX and SART appear to be contrary to
performance. Those groups that performed well (on the VA interface) reported that the task was
more demanding (higher SART scores for Attention Division and Information Quantity, and
lower Familiarity). However, these participants may have simply been reporting that they
recognized these areas of demand as being more significant. No qualification of whether these
categories of reporting indicated that these were troublesome or helpful. Indeed, being more
attentive to a task may improve performance, rather than be detrimental.
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Therefore, consistent with other studies, this study did not find that performance
(HPSM), perceived workload (NASA-TLX), perceived awareness (SART) and situation
awareness knowledge (SAGAT) are related. It is speculated that these distinct measurements are
all evaluating different, yet possibly complementary constructs of the layperson’s understanding
of a more holistic interpretation of situation awareness.

Lack of Sensitivity in cyber-SAGAT Scores
The lack of sensitivity in this study’s implementation of SAGAT can indicate one of two
different possible conclusions. The first is that the implementation does not adequately measure
the appropriate situation awareness construct. The second is that the implementation is sufficient,
but that situation awareness does not adequately predict performance. As originally suggested by
Endsley and more recently re-enforced by Bolstad and Cuevas, one can have poor situation
awareness, but still succeed in the task due to other factors (Bolstad & Cuevas, 2010; M. R.
Endsley, 1990). Finally, it could be a matter of low participant numbers in this experiment. With
mean scores slightly higher in the Experienced group (M = 6.06, SD = 1.21) over the Novice
group (M=5.71, SD 2.034), there is simply not enough difference between them. A “harder”,
more contextual or more discerning freeze probe could potentially tease out the differences
between novices and experienced participants.

Contextualization of Questions
Questions in the perceptual measurements (NASA-TLX and SART) need to be better
contextualized, so as to cue the participant to the specific construct that is being asked about. This
is most prominently noted in this study with the NASA-TLX Physical Demand (PD) question. If
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this question had asked, “Compared to other computer/office activities, how physically
demanding did you find this task?” then participants would be more likely to consider mouse
movement, mouse clicks, eye strain, attention, other office-related physical considerations.

Consistency in Values and Anchors across Measures
As noted previously, the lack of consistency in anchors may have contributed to the
interaction effects between groups and interfaces, especially in the NASA-TLX Performance (PF)
question. Questions in the SART Battery are also similarly reversed as opposed to each other, or
at a minimum, it is unclear whether a high score is good or bad. Anchoring all of these questions
in the same direction may be less confusing to participants. When evaluating these results
statistically, having a common scale makes comparisons easier. A 100-point visual analog scale
with anchors only at either end allow for a range of responses that can be more easily measured,
combined and graphed.

Summary
In summary, this experiment attempted a battery of measurements of situation awareness
in a simulated cyber-security task. Two interfaces (text and visual analytic) were implemented
with the same underlying cyber-security data. The task simulation has proven to be successful.
Future scenarios can now be developed using these two interfaces. Additionally, because one of
the two interfaces was completely separate from the simulation environment, it has been shown
that it may be possible to implement the same type of evaluation using other interface types, even
those that are not directly linked to the simulator.
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It was shown that the visual analytic interface yielded statistically significantly better
performance (via HPSM) for both novice and experienced participants. Other measures showed
conflicting results including situation awareness knowledge (via SAGAT), perceived workload
(via NASA-TLX) and perceived situation awareness (via SART). Strong relationships between
performance, situation awareness, perceived workload and perceived effectiveness were not
shown in this study, which is consistent with other studies in other domains. It is surmised that
what the layperson considers good situation awareness is actually a combination of phenomena,
which can include performance, specific situation knowledge, low perceived workload and
appropriate perceived effectiveness. Measuring all of these factors in a high fidelity simulation
may yet yield effective measurement of situation awareness. As a note, care must be taken when
operationalizing these measures, as question wording, scale and anchoring can adversely affect
the outcome.
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Chapter 8
Discussion and Conclusion
This chapter outlines the interesting findings from the work presented in this dissertation.
These findings come from the interviews and surveys, the development of the simulated tasks and
the assessment of the measurements taken during the simulated task. In these sections of this
chapter, this chapter re-visits the research questions from Chapter 5 and highlights conclusions
about them. These findings have implications about situation awareness in the cyber-security
domain and for situation awareness and decision making in all domains. This dissertation
concludes with some thoughts on possible future work that could be conducted to further explore
the measurement of situation awareness in cyber-security.

Contributions
The major contributions of this work are outlined in Table 19. Reviews of literature
explore the situation awareness, cyber-security data fusion and network security visualization
communities to find that situation awareness is a goal that is desired in the cyber-security domain,
but, as a cognitive construct has not been measured in the cyber-security context. Knowledge
elicitation was conducted through two different activities. First, an exploratory set of interviews
were conducted with domain experts from the computer operations and computer security
community which identified that data is used to understand the existence and frequency of
connections between host computers. Second, a broad-based survey of computer security
professionals helped to confirm specific answers types and sources of data that are useful to
analysts. Those findings were used in the development of interface design artifacts. Those
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artifacts were then implemented as interface design variables in a human-subjects experiment to
explore situation awareness in a cyber-security context, using real-world data. The important
findings in each of these contributions are reviewed in the following sections.
Table 19. Summary of Contributions
1.
Literature
Surveys

2.
3.

Knowledge
Elicitation
Artifact
Development

4.
5.
6.

Human Subjects
Experiment

7.

A literature survey of data fusion and visualization techniques aimed at improving
situation awareness in cyber-security.
A literature survey of SA that explores several different theoretical perspectives of SA and
their associated measurement techniques.
Interviews of computer network operations analysts to discover the relevant cues
important in this sub-domain of cyber-security.
A survey with over 60 responses from practicing cyber-security analysts that confirm the
findings elicited in the interviews.
The development of two reconfigurable prototype interfaces that present cyber-security
data using either a text or visual analytic representation.
The development of a measurement technique to evaluate the impact of new cyber
visualizations or fusion tools on analyst SA.
The design, conduct & analysis of human in the loop experiment to measure SA in cybersecurity using multiple SA assessment instruments.

Literature Surveys
Reviews of literature from three separate bodies of knowledge provide background
information on data fusion in cyber-security, visualization techniques in cyber-security and
situation awareness. These reviews of literature provide a foundational understanding for how
researchers are attempting to improve situation awareness in cyber-security. However, they
identify that situation awareness is a difficult concept to understand and hard to measure. Also
identified in this research is a lack of assessment of new data fusion and visualization techniques
to confirm that they improve any cognitive capability of the human analyst, including situation
awareness.
The review of the situation awareness literature has identified a number of different
situation awareness assessment techniques. These techniques are rooted in different models of
situation awareness. When used in combination, those assessment techniques can provide
different perspectives of situation awareness that may be complementary.
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Knowledge Elicitation
Two distinct knowledge elicitation activities were performed. The first, semi-structured
interviews with cyber-security professionals identified many different tools that were used by
different analysts. More importantly, these interviews identified that while analysts use the data
as presented to identify intrusions a more general use of these tools is to identify whether the
underlying traffic between the hosts is reasonable or not. Examples given include whether a given
workstation is supposed to transfer data to a remote host at a given volume and frequency, if at
all. These findings are contrasted with the analyst’s understanding of normal conditions for the
given network.
The second knowledge elicitation method sought to confirm and quantify the value of
each individual cyber-security tool. This was done with a survey of cyber security professionals
across the education sector. The results of this survey confirmed that for predicting cyber-security
events, firewall logs, operating system logs and intrusion detection systems are most used by
analysts. This finding was beneficial in deciding which types of data should be used in the
simulated environment.

Artifact Development
Two different presentations of cyber-security data were created. One mimics the
prevalent text-based interfaces. The other provides a geo-visual analytic presentation of the data
using tools such as parallel coordinate plots, histograms and bivariate geo-maps. Cyber-security
data from the 2011 VAST Challenge was parsed to create a low-level data fusion analysis of the
data. Individual entities were identified and tabulations of events that occurred were added to
those entities as their properties. With all of the data types for all entities, this frequency-based
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interpretation of the data provided a Level 2, situation refinement perspective of the situation.
Both interfaces provide the capability to present this level of refinement to the analyst. However,
it was suspected that there would be significant differences in performance, awareness and
understanding when human analysts use one system over the other.

Human Subjects Experiment
To test the impact of the presentation of the data, a 2x2 between-subjects experiment was
designed. Several chunks of the data were extracted and presented to two different groups of
participants. Both novices and experienced participants showed a significant improvement in
performance on the visual analytic interface over the text interface. While there were several
significant differences in other situation awareness measures, these differences did not parallel
the improvements in performance.
This yields and interpretation that different measures of situation awareness may be
measuring different cognitive constructs and that situation awareness may actually be an
amalgam of these different constructs. Situation awareness knowledge, as measured by a
SAGAT-like freeze probe may measure a participant’s specific task-related understanding.
Perceived awareness measures, like SART can assess how effective a participant thinks they are
on the task. NASA-TLX measures perceived workload effectively. The human performance score
(HSPM) measures how accurately a participant completes the task. These four different measures
may provide an overall bigger picture of what a layperson might consider to be a broader
interpretation of situation awareness.
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Lessons Learned

Cognitive Measurement Issues
The measurement of cognitive constructs, such as situation awareness, using different
measurement tools can be confounded by the actual measurement tool itself. When asking a
participate to rate their impression of how well they did, how hard the task was or how well they
understood certain aspects of the experience, care must be taken to contextualize the question
appropriately to the task. As previously mentioned, asking a participant how physically
demanding a task was, without giving the appropriate anchors, allows for the participant to
imagine different scenarios under which to evaluate the question. Of course the experimenter
might have intended for the question to be answered in the context of “other similar computer and
office-based tasks.” But if not properly contextualized, the research participant may well interpret
the question in terms of exercise, sport, chopping wood or simply watching TV. Interpretation of
results from question asked in such a way may be difficult, if not impossible.
Other problems exist when the anchors for the scales of the measurement instrument are
reversed in context. While it might be a good idea to force the participant to pay attention and
read each anchor, if only asking each question one time and one way, but reversing “good” vs.
“bad” anchors may result in the participant misunderstanding the intent of the question. If anchors
are reversed, it should be done in a consistent way, disclosed to the participant, or somehow cross
validated through the use of multiple questions per construct. Additional difficulty is found in
interpreting the results of questions when the anchors are not clear. For example, the NASA-TLX
questions are all anchored in the same direction – with “good” results being on the same end of
the scale, and “bad” results on the other. The same cannot be said for the SART questions. This
leaves the interpretation of the results in the hands of the experimenter. Is it “good” that a
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participant reports high values for “spare mental capacity” and “good” for high values of
“stimulating”? How does one interpret a high (or low) value for “concentration” for example?

Experts vs. Experienced vs. Novices
Experienced participants used in this study had a wide variety of IT experience. Some
had only a couple of years of professional experience, while others had over 20 years. This is
problematic in the interpretation of the results. Did these participants do well or poorly on the
task due to their experience? Was there something in their experience that caused their
performance or was it something in the training? A different possible methodology for
differentiating groups of participants is to develop or create expertise in a controlled fashion. This
experience could be developed over several sessions that the participant would return to the
laboratory for training. While this was not done for this dissertation due to time and cost
constraints, there is no reason it could not have been done if those constraints were not as much
of an issue. Several iterations of training sessions over several weeks could have developed
expertise in one participant group. The results of this participation group could be compared to a
group of pure novices (participants with only one session), or possibly back to the first iteration
of these participants’ experiences.

Future Work
Potential future work in the direction of this dissertation includes increasing the number
of participants, especially in the experienced participant pool. The outlier issue, especially with
the visual analytic interface needs further exploration. Additionally, because the effect sizes are
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small, overall increase of number of participants will help to confirm if any of the relationships
found between data types are truly statistically significant with a sufficient statistical power.
The second line of research is modification of the measurement instruments. In terms of
the post-trial questionnaire, many of these dimensions and questions were not context-specific for
this task. This allowed participants to confuse things such as PHYSICAL DEMAND and interpret
them in relationship to truly physical activities similar to sport and exercise. Other questions
could use refinement to make them more task-specific. Also, the implementation of cyberSAGAT has been identified as being correlated to experience, rather than specific situation
knowledge. Future revisions of questions in this tool could be more specific to the task and
interface. If this is done without over-cueing the participant to the task, a more task-based SA
assessment could be accomplished.
Finally, development of more complex scenarios to present to the participant could be
beneficial. While these tasks have a higher fidelity to the task of cyber-security than previous
tasks in NeoCITIES, they are still based on fabricated cyber-security data. The events to be found
in these simulations were straight-forward with a high signal-to-noise ratio during the timeframes
when they occur. Future development of tasks could be conducted in a closed-loop laboratory
with physical and virtual machines playing the roles of the various servers, workstations and
external hosts. Attacks could be conducted using known malware and typical sensors could be
used to collect the raw data. This raw data could be processed and parsed into scaled-worlds
simulated activities in future experiments with higher task fidelity.
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Appendix A
Sample NASA-TLX Questionnaire
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Appendix B
Interview Guide
(Q1)

Describe for us a typical day at work.

(Q2)

Typically what are your priority concerns in the course of a day?

(Q3)

What kind of data is helpful to identify security problems?
-

(Q4)

Network Management alerts (SNMP, ping, up/down status)
Antivirus
Intrusion Detection (alert data)
Packet Capture Data (Wireshark, etc.)
Anti-Spyware
Application Logs
Operation System Security Logs
Patch Management Systems
Firewall Logs

When you’re monitoring the status of the network environment, what types of
information get your attention?

(Q5)

Why do the types of information you listed grab your attention more than other pieces of
information?

(Q6)

Which of the tools/sources of data that you identified earlier do these pieces of
information come from?

(Q7)

What role does EXPERIENCE or FORMAL TRAINING play in identifying these pieces
of information as worth paying attention to?

(Q8)

If you can, describe for us how you go about making sense of all these individual pieces
of information (seeing the big picture). What is that process like?

(Q9)

Do you make use of any FORMAL METHODS of analysis?

(Q10) As you form the big picture about the network, would you describe that process as an
intuitive process or a structured (rule-based) one?
(Q11) How do you verify that your analysis is correct when it comes to vulnerabilities or
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threats?
(Q12) When you’ve identified a threat or vulnerability, to what degree are you able to foresee
what will result from it?
(Q13) When you are monitoring the network, do you find how you respond to threats or
vulnerabilities influences by organizational policy or culture?
(Q14) Can you describe an example where this occurred?
(Q15) Would you say that your organization’s rules, values, and culture make it harder or easier
to maintain an accurate picture of what is happening with the network from a security
point of view?
(Q17) What is the single greatest organizational impediment to keeping the network secure?
(Q18) What types of things in your environment affect your ability to know what is happening
on the network?
(Q19) How are the cyber-security responsibilities divided up in your department/organization?
(Q20) If you can, describe what interaction you have with other personnel in different network
security roles.
(Q21) How often do you interact personnel in other network security roles?
(Q22) What do you typically discuss?
(Q23) If you could get access to a source of information, a tool, or type of data that you think
would improve your ability to understand what is happening with the network, what
would it be?
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Appendix C
SART Questionnaire
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Appendix D
Cyber-SAGAT Questionnaire
1. In this scenario, the IP Address 192.168.2.112 represents
a workstation
an internal server
an external web server
an external host
2. In this scenario, the IP address 192.168.1.73 represents
an internal server
an internal workstation
an unused IP address in the internal server range
an unused IP address that is in the workstation range
3. A reasonable value for a NESSUS scan (summation of CVSS base scores for a single host)
would be
less than 100
more than 100
zero
less than zero
4. The following IDS Alert IDs must be reported every time the occur
122-2-0
119-4-1
116-59
None of the above
5. Every IDS Alert is an indicator of a problem that needs to be reported
True
False
6. If 192.168.2.23 and 192.168.1.14 were to communicate directly with each other, this behavior
would be:
Expected
Unexpected
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7. If 192.168.2.75 and 192.168.2.192 were to communicate directly with each other, this would
be:
Expected
Unexpected
8. If 10.200.150.191 and 192.168.1.5 were to communicate directly with each other, this would
be:
Expected
Unexpected
9. High volumes of traffic between hosts are expected...
Between 192.168.1.231 and 192.168.2.130
Between 192.168.2.101 and 192.168.2.210
Between 172.20.1.5 and 10.200.150.23
Between 192.168.1.2 and 192.168.1.223
10. An IDS alert based on traffic from 192.168.2.42 destined to 192.168.1.252 is best classified
as
a false alert
a compromised server
possible network scanning activity
a denial of service attack
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Appendix E
Survey Instrument
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Appendix F
Institutional Review Board Documents
This appendix contains information about the three Institutional Review Board (IRB)
protocols that were used in this dissertation work. Those three protocols are related to the three
distinct human subjects investigations or experiments that were conducted as part of this work.
Table 20. List of IRB approved protocols and their descriptions

PSU IRB
Protocol
Number
38769

39434

40440

IRB Protocol Description
Measuring The Effectiveness Of Visual Analytics And
Data Fusion Techniques On Situation Awareness In
Cyber-security - Discovering the Relevant Cues
Measuring The Effectiveness Of Visual Analytics And
Data Fusion Techniques On Situation Awareness In
Cyber-security - Confirming the Relevant Cues
Measuring The Effectiveness Of Visual Analytics And
Data Fusion Techniques On Situation Awareness In
Cyber-security - Taking Measurements

Short Description
Semi-Structured Interviews

Survey

Scaled Worlds Simulation/
Experiment

This Appendix includes the IRB application, approval letter and informed consent document for
each of the protocols.

IRB #38769 – Semi-Structured Interviews

IRB Application
Institutional Review Board (IRB)
The Office for Research Protections
The 330 Building, Suite 205
University Park, PA 16802 | 814-865-1775 | ORProtections@psu.edu

Submitted by: Nick Giacobe
Date Submitted: December 19, 2011 9:55:16 AM
IRB#: 38769
PI: Nick Giacobe
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Review Type: Exemption
Protocol Subclass: Social Science
Approval Expiration: -pendingClass Project: No

Study Title
1>Study Title
Measuring The Effectiveness Of Visual Analytics And Data Fusion Techniques On
Situation Awareness In Cyber-security: Discovering the Relevant Cues

2>Type of eSubmission
New

Home Department for Study
3>Department where research is being conducted or if a student study, the department
overseeing this research study.
Information Sciences and Technology

Review Level
4>What level of review do you expect this research to need? NOTE: The final
determination of the review level will be determined by the IRB Administrative
Office.
Choose from one of the following:
Exemption

5>Exempt Review Categories:

Choose one or more of the following categories that apply to your research. You
may choose more than one category but your research must meet one of the
following categories to be considered for expedited review.

[X]
Category 2: Research involving the use of educational tests (cognitive,
diagnostic, aptitude, achievement), survey procedures, interview procedures, or
observations of public behavior unless:

Basic Information: Association with Other Studies
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6>Is this research study associated with other IRB-approved studies, e.g., this study is an
extension study of an ongoing study or this study will use data or tissue from
another ongoing study?
Yes

7>List the IRB numbers of the associated study(ies) and describe the relationship:
#36708
#36327
#36708 is a similar study to this one. This study is targeted at a specific industry of IT
professionals and attempting to explore for specific cues rather than the broad knowledge
that was explored under #36708.
These studies are all funded by the same grant.

8>Where will this research study take place? Choose all that apply.
[X]

University Park

9>Specify the building, and room at University Park where this research study will take
place. If not yet known, indicate as such.
Interviews will be conducted at the work location of the subjects. Analysis will occur in
the offices of the investigators at the IST Building (101M, 101G and 314).

10>Does this research study involve any of the following centers?
[X]

None of these centers are involved in this study

11>Describe the facilities available to conduct the research for the duration of the study.
Not applicable.

12>Is this study being conducted as part of a class requirement? For additional
information regarding the difference between a research study and a class
requirement, see IRB Policy I – “Student Class Assignments/Projects” located at
http://www.research.psu.edu/policies/research-protections/irb/irb-policy-1.
No
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Personnel
13>Personnel List
PSU User
ID
nxg13

Name

Department Affiliation

Giacobe, Nick

Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology

dlh28

Hall, David Lee

vfm105

Mancuso, Vincent
Francis
McMillan, Eric
Nathaniel
McNeese, Michael
D
Minotra, Dev

enm123
mdm25
dxm401
mjt241

Tyworth, Michael
John

Role in this
study
Principal
Investigator
Advisor
Research Support
Research Support
Advisor
Research Support
Research Support

Added
103565
12/13/2011
103565
12/13/2011
103565
12/13/2011
103565
12/13/2011
103565
12/13/2011
103565
12/13/2011
103565
12/13/2011

Giacobe, Nick (Principal Investigator)
PSU User ID: nxg13
Phone: 814 865 8233
Email: nxg13@psu.edu
Alt: 814-280-0281
Email Notifications: Yes
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 101G IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: recruit participants, consent participants, administer the study
Experience: Nicklaus Giacobe has participated in multiple studies as a graduate student.
Additionally he has taken graduate-level courses in qualitative and quantitative data
collection.
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Hall, David Lee , Ph.D. (Advisor)
PSU User ID: dlh28
Phone: 814 865 3528
Email: dlh28@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: 332 Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Advise the student researcher in the review of study procedures, analysis of data,
recruiting of participants and administration of the study.
Experience: David Hall is a Full Professor of Information Sciences and Technology as well as
the Dean of the College of Information Sciences and Technology. In both capacities, Dr. Hall
has extensive experience conducting and administering research projects.

Mancuso, Vincent Francis (Research Support)
PSU User ID: vfm105
Phone: 412-916-3424
Email: vfm105@ist.psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 314 Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Vincent Mancuso will participate in participant recruitment, data collection, and
analysis.
Experience: Vincent is a graduate student that has taken graduate-level courses in quantitative
data collection and analysis.
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McMillan, Eric Nathaniel (Research Support)
PSU User ID: enm123
Phone:
Email: enm123@psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 314B IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Eric McMillan will participate in participant recruitment, data collection, and
analysis.
Experience: Eric is a graduate student that has taken graduate-level courses in quantitative data
collection and analysis.

McNeese, Michael D , Ph.D. (Advisor)
PSU User ID: mdm25
Phone: 814 865 6170
Email: mmcneese@ist.psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: 332Q IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Advise the student researcher in the review of study procedures, analysis of data,
recruiting of participants and administration of the study.
Experience: Michael McNeese is a Full Professor of Information Sciences and Technology as
well as the Associate Dean for Research and Graduate Programs. In both capacities, Dr.
McNeese has extensive experience conducting and administering research projects.
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Minotra, Dev (Research Support)
PSU User ID: dxm401
Phone: 814-206-4354
Email: dxm401@psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 301E Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Dev Minotra will participate in participant recruitment, data collection, and
analysis.
Experience: Dev Minotra is a graduate student that has taken graduate-level courses in
quantitative data collection and analysis.

Tyworth, Michael John , Ph.D. (Research Support)
PSU User ID: mjt241
Phone: 814 571 0585
Email: mtyworth@ist.psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Post-Doc
Fax:
Dept: Information Sciences and Technology
Address 1: 101M Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Recruit participants, consent participants, administer the study. Advise the student
researcher in the review of study procedures, analysis of data, recruiting of participants and
administration of the study.
Experience: Dr. Tyworth received his PhD from Penn State in 2009. As both a graduate student
and Postdoctoral Fellow at Penn State Dr. Tyworth has participated in multiple IRBapproved studies. In each he participated in data collection and analysis.

Funding Source
14>Is this research study funded? Funding could include the sponsor providing drugs or
devices for the study.
Yes

NOTE: If the study is funded or funding is pending, submit a copy of the grant
proposal or statement of work for review.
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15>Sponsor List
Sponsor Name
U.S. Army Research Office
•

Sponsor Name
U.S. Army Research Office
Sponsor address or other contact information
PO Box 12211
Research Triangle Park, NC 27709-2211
USA

16>Is the funding awarded through a subcontract?
No

17>Is the sponsor providing drug, device, etc, free of charge?
No

18>Does this research study involve prospectively providing treatment or therapy to
participants?
No

Conflict of Interest
19>Do any of the investigator(s), key personnel, and/or their spouses or dependent children
have a financial or business interest(s) as defined by PSU Policy RA20, “Individual
Conflict of Interest,” associated with this research? NOTE: There is no de minimus
in human participant research studies (i.e., all amount must be reported).
No

Exemption Questions (Prescreening)
20>Does this research study involve prisoners?
No

21>Does this research study involve the use of deception?
No
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22>Does this research study involve any FDA regulated drug, biologic or medical device?
No

23>Does this research study involve the use of protected health information covered under
the Health Insurance Portability & Accountability Act (HIPAA)?
No

Exemption Questions
24>Maximum number of participants/samples/records to be enrolled.
30
25>Age range – Check all that apply:
[X]
[X]
[X]
[X]

18 – 25 years
26 – 40 years
41 – 65 years
65 + years

26>Describe the steps that will be used to identify and/or contact prospective participants.
If applicable, explain how you have access to lists or records of potential
participants.
Participants will be active network security professionals identified through professional
contacts, public directories, and key informants. Potential participants will be contacted
via e-mail to gauge their interest in participating. If the potential participant expresses
interest, we will follow-up with a phone call to discuss the project in detail and get verbal
commitment to participate. If the potential participant does not reply we will follow-up
with a second introductory e-mail.
Participants who respond with no interest or do not reply to the follow-up e-mail will be
considered to be not interest in participating and removed from the potential participant
group.
During the recruitment process, the researcher will identify himself/herself as a Penn
State researcher, and will inform the participants that the study is being conducted for
research purposes.

27>Choose the types of recruitment materials that will be used.
[X]
[X]
[X]

Telephone Script (Verbal)
In-person Script (Verbal)
Email
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28>When and where will participants be approached to obtain informed consent/assent? If
participants could be non-English speaking, explain how consent/assent will be
obtained. If consent/assent will not be obtained, explain why consent/assent will not
be obtained.
Participants will be approached to obtain informed consent in person prior to the start of
the interview. All participants will be English speaking.
During the consent process, the researcher will: identify himself/herself as a Penn State
researcher, will inform the participants that the study is being conducted for research
purposes, will provide a description of the procedures that the participant will do as part
of the study, will state that participation is voluntary, will state participants may end their
participation at any time, and that participants may choose to not answer specific
questions.

29>Provide the background information and rationale for performing the study.
We seek to understand how network security professionals work, understand their work,
and the role of computerized tools in informing that work. Cyber-security is an area in
which there is relatively little empirical evidence of the cues that are required to inform
the decision making process. Our goal is to develop an understanding of the cues that are
in use in current work practices in order to develop both better theory and computerbased tools for these practitioners.

30>Summarize the study’s key objectives, aims or goals.
The key objective of this study is to develop a list of measurable cues that are required to
perform their jobs. These cues will later be used to develop a situation awareness
assessment battery to be able to measure the effectiveness that specific interface in
providing those cues.

31>Describe the major inclusion and exclusion criteria.
There is a single inclusion/exclusion criterion: the participant must be an active
information technology professional.

32>Summarize the study’s procedures by providing a step-by-step process of what
participants will be asked to do.
Participants will be asked to participate in a single 60-90 minute semi-structured
interview. At the beginning of the interview, the nature of the project will be reviewed
and participants will be consented. The interview will be conducted by two researchers
with one research primarily responsible for asking the questions and the other for taking
notes.
The participant will be asked for their permission to make an audio recording of the
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interview. If the participant consents to being recorded, the interview will also be
recorded using a digital audio recorder (a recorder that records sound as digital bits on a
hard drive). If the participant does not consent to being recorded, the two researchers will
take written notes during the interview. The participant's consent to be recorded or not
will be indicated on the informed consent form.
Upon completion of the interview, the interview session will be summarized and final
questions the participant has will be answered.

33>Indicate the type(s) of compensation that will be offered. Choose all that apply.
[X]

Compensation will NOT be offered

34>Will any type of recordings (audio, video or digital) or photographs be made during
this study?
Yes

35>What type of recordings will be made (including digital)? Choose all that apply.
[X]

Audio

36>Where the recordings/photographs will be stored?
Digital recording will be stored on DVD in a locked filed cabinet in the office of Nick
Giacobe (101G IST Building).
37>Who will have access to the recordings/photographs?
The investigators listed on the IRB application will have access to the recordings.

38>How will the recordings be transcribed, coded and by whom?
Recordings will be manually transcribed and coded using in vivo (code terms generated
from the data) by the investigators identified in this application.

39>Will the recordings/photographs be destroyed?
Yes

40>How and when will the recordings/photographs be destroyed?
The recordings will be destroyed 3 years after completion of the study through the
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physical destruction of the DVDs.

41>Will any data collection for this study be conducted on the Internet or via email (e.g.,
on-line surveys, blogs or chat room observations, on-line interviews, email surveys)?
No

42>Does this study involve any foreseeable risks and/or discomforts to participants –
physical, psychological, social, legal or other?
No

43>Will data be stored securely and accessible only to the research personnel listed on this
application?
Yes

44>Describe how data confidentiality will be maintained.
We will maintain confidentiality by removing all identifying information from the
transcripts and using a code system to identify the recordings.

Document Upload
CONSENT FORMS
Document 1001 Received 12/16/2011 16:20:08 - Informed Consent v2

DATA COLLECTION INSTRUMENTS
Document 1001 Received 12/13/2011 04:24:13 PM - Interview Protocol

RECRUITMENT
Document 1001 Received 12/13/2011 15:54:12 - Recruitment Materials Telephone and
Email Recruiting Script

REVIEW - REQUEST INFO
Document 1001 Received 12/16/2011 02:54:48 PM - Returned for Additional
Information

SUBMISSION FORMS
Document 1001 Received 12/13/2011 16:20:09 - Grant Proposal (Salient Sections are
2.3.6 - 2.3.7)
Document 1002 Received 12/16/2011 11:25:40 AM - Application Auto-generated by
eSubmission Approval
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Approval Letter

Figure 44. Approval Letter for IRB#38769
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Informed Consent Document
College of Information Sciences and Technology
101 Information Sciences and Technology Building
University Park, PA 16802 | 814-865-8233 | nxg13@ist.psu.edu

Informed Consent Form for Social Science Research
Title of Project: Measuring the Effectiveness of Visual Analytics and Data Fusion Techniques
on Situation Awareness In Cyber-security: Discovering the Relevant Cues
Principal Investigator: Nicklaus A. Giacobe
101G IST Building
University Park, PA 16802
814-865-8233
Advisors: Dr. David L. Hall, Dr. Michael D. McNeese, Dr. Mark E. Ballora
Other Investigator(s): Dr. Michael Tyworth, Eric McMillan, Vince Mancuso, Dev Minotra
1. Purpose of the Study:
This study is being performed for research purposes to develop a better understanding of the work
of cyber-security. Specifically we seek to understand the tools, techniques, and processes
professional network security analysts employ in the course of their every day work. We will use
this knowledge to provide the foundation for future empirical and experimental research as well
as the development of applied tools for cyber-security. This research is part of a larger grantfunded study of cyber-security and information fusion being conducted by researchers in the
College of Information Sciences & Technology at Penn State.
2. Procedures to be followed:
You will participate in a semi-structured minute interview with two members of the research
team. The interview will consist of approximately 20 questions and there will be opportunities to
pursue interesting tangents as they emerge. If agree, the interview session will be audio recorded
using a digital voice recorder. If you do not agree to being recorded, the researchers will take
hand-written notes during the interview. The interview recordings and notes will only be
accessible by members of the research team responsible for transcribing the interview.
Recordings and notes will be securely stored for 3 years after the completion of the study and will
be destroyed no later than May 31, 2015.
3. Benefits:
The primary benefit to you from participating in this research is that it will contribute to the
development of new cyber-security tools that may benefit you in your every day work.
4. Duration/Time:
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The duration of the interview will be approximately 60-90 minutes.
5. Statement of Confidentiality:
Your participation in this research is confidential. The data will be stored and secured at 101G
IST Building, University Park, PA as an encrypted file on a DVD-ROM, locked in filing cabinet.
In the event of a publication or presentation resulting from the research, no personally identifiable
information will be shared.
We are only interested in the collective picture the data creates, rather than your individual
responses specifically. To that end, we will not be including any personally identifying
information in our data analysis or in any of the publishable products that may result from this
research.
6. Right to Ask Questions:
Please contact Nick Giacobe at (814) 865-8233 with questions, complaints or concerns about this
research.
7. Voluntary Participation:
Your decision to participate in this research is voluntary. You can stop at any time. You do not
have to answer any questions you do not want to answer.
You must be 18 years of age or older to consent to take part in this research study. If you agree to
take part in this research study and the information outlined above, please sign your name and
indicate the date below.
You will be given a copy of this consent form for your records.
 I agree to be recorded during this interview.
 I DO NOT AGREE to be recorded during this interview.

Participant Signature

Date

Person Obtaining Consent

Date
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IRB #39434 – Survey

IRB Application
Institutional Review Board (IRB)
The Office for Research Protections
The 330 Building, Suite 205
University Park, PA 16802 | 814-865-1775 | ORProtections@psu.edu

Submitted by: Nick Giacobe
Date Submitted: March 6, 2012 11:34:13 AM
IRB#: 39434
PI: Nick Giacobe
Review Type: Exemption
Protocol Subclass: Social Science
Approval Expiration: -pendingClass Project: No

Study Title
1>Study Title
Measuring The Effectiveness Of Visual Analytics And Data Fusion Techniques On
Situation Awareness In Cyber-security - Confirming the Relevant Cues
2>Type of eSubmission
New

Home Department for Study
3>Department where research is being conducted or if a student study, the department
overseeing this research study.
Information Sciences and Technology

Review Level
4>What level of review do you expect this research to need? NOTE: The final
determination of the review level will be determined by the IRB Administrative
Office.
Choose from one of the following:
Exemption
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5>Exempt Review Categories:

Choose one or more of the following categories that apply to your research. You
may choose more than one category but your research must meet one of the
following categories to be considered for expedited review.
[X]
Category 2: Research involving the use of educational tests (cognitive,
diagnostic, aptitude, achievement), survey procedures, interview procedures, or
observations of public behavior unless:

Basic Information: Association with Other Studies
6>Is this research study associated with other IRB-approved studies, e.g., this study is an
extension study of an ongoing study or this study will use data or tissue from
another ongoing study?
Yes

7>List the IRB numbers of the associated study(ies) and describe the relationship:
The protocol below was used to develop the closed-ended survey (this protocol) and is
therefore DIRECTLY related to this work:
IRB#38769 - Measuring The Effectiveness Of Visual Analytics And Data Fusion
Techniques On Situation Awareness In Cyber-security - Discovering the Relevant Cues
The following other protocols have been approved and are part of this same research
grant. While they do not necessarily have a direct impact on this work, they are related
content that may have an informing quality:
IRB#31592 - Peng Liu - MURI - Computer-Aided Human Centric Cyber Situation
Awareness
IRB#36327 - Concept Mapping
IRB#36708 - Pilot Study (Interviews-Observations)

8>Where will this research study take place? Choose all that apply.
[X]
University Park

9>Specify the building, and room at University Park where this research study will take
place. If not yet known, indicate as such.
101 IST Building.
314 IST Building.
And in the locations in which the research subjects choose to complete the online survey.
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10>Does this research study involve any of the following centers?
[X]
None of these centers are involved in this study

11>Describe the facilities available to conduct the research for the duration of the study.
This study will be completed by research subjects in their offices, homes and other
locations of their choosing.
The survey will be completed using the Qualtrics online survey system. Its features will
be described in a later part of this application.
The researcher will tabulate results in a standard office location and discuss results,
methods and data with other research team members in a shared conference
room/laboratory.

12>Is this study being conducted as part of a class requirement? For additional
information regarding the difference between a research study and a class
requirement, see IRB Policy I – “Student Class Assignments/Projects” located at
http://www.research.psu.edu/policies/research-protections/irb/irb-policy-1.
No

Personnel
13>Personnel List
PS
Name
U User ID
nxg13
Giacobe, Nick
dlh28

Hall, David Lee

pxl20

Liu, Peng

vfm105

Mancuso, Vincent
Francis
McNeese, Michael
D
Tyworth, Michael
John

mdm25
mjt241

Department
Affiliation
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology

Role in
this study
Principal
Investigator
Advisor

Ad
ded
105714
02/28/2012
105714
02/28/2012
Advisor
105714
02/28/2012
Research Support 105714
02/28/2012
Advisor
105714
02/28/2012
Research Support 105714
02/28/2012
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Giacobe, Nick (Principal Investigator)
PSU User ID: nxg13
Phone: 814 865 8233
Email: nxg13@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 101G IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Recruit Participants, develop questionnaire, administer the study, collect and
analyze data.
Experience: Nick Giacobe is a 4th year Ph.D. student with experience in a variety of research
methods. This will be his first survey in an IRB protocol for human subjects research. Nick
has experience in developing surveys for customer service and opinion gathering from
groups.

Hall, David Lee (Advisor)
PSU User ID: dlh28
Phone: 814 865 3528
Email: dlh28@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: 332 Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Dr. Hall is Nick's advisor. He will oversee this work, and will advise in the analysis
and presentation of this data.
Experience: Dr. Hall has a number of years of professional experience in numerous research
methods and domains.
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Liu, Peng (Advisor)
PSU User ID: pxl20
Phone: 814 863 0641
Email: pxl20@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: College of IST 301F IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: As a committee member, Dr. Liu will advise on the validity of the research
questions asked in the survey, the technical correctness of the questions, and interpretation of
the results.
Experience: Dr. Liu has a number of years of experience in Cyber-security research using
different research methods.

Mancuso, Vincent Francis (Research Support)
PSU User ID: vfm105
Phone: 412-916-3424
Email: vfm105@ist.psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 314 Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Vince will review the questionnaire and assist in the statistical analysis of the
results.
Experience: Vince has an extensive background in statistics and human factors research.
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McNeese, Michael D (Advisor)
PSU User ID: mdm25
Phone: 814 865 6170
Email: mmcneese@ist.psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: 332Q IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: As a committee member, Dr. McNeese will advise Nick on the development of the
research instrument, analysis of the data and presentation of the results.
Experience: Dr. McNeese has extensive experience in a variety of social science, human factors
and information science research methods.

Tyworth, Michael John (Research Support)
PSU User ID: mjt241
Phone: 814 571 0585
Email: mtyworth@ist.psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Post-Doc
Fax:
Dept: Information Sciences and Technology
Address 1: 101M Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Dr. Tyworth will assist in the development of the questions in the questionnaire, the
research methodology, analysis of results and interpretation of findings.
Experience: Dr. Tyworth is an experienced post-doc with training in methodologies similar to
those used in this study.

Funding Source
14>Is this research study funded? Funding could include the sponsor providing drugs or
devices for the study.
Yes

NOTE: If the study is funded or funding is pending, submit a copy of the grant
proposal or statement of work for review.

15>Sponsor List
Sponsor Name
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U.S. Army Research Office
•

Sponsor Name
U.S. Army Research Office
Sponsor address or other contact information
U.S. Army Research Office
PO Box 12211
Research Triangle Park, NC 27709-2211
USA

16>Is the funding awarded through a subcontract?
No

17>Is the sponsor providing drug, device, etc, free of charge?
No

18>Does this research study involve prospectively providing treatment or therapy to
participants?
No

Conflict of Interest
19>Do any of the investigator(s), key personnel, and/or their spouses or dependent children
have a financial or business interest(s) as defined by PSU Policy RA20, “Individual
Conflict of Interest,” associated with this research? NOTE: There is no de minimus
in human participant research studies (i.e., all amount must be reported).
No

Exemption Questions (Prescreening)
20>Does this research study involve prisoners?
No

21>Does this research study involve the use of deception?
No

22>Does this research study involve any FDA regulated drug, biologic or medical device?
No
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23>Does this research study involve the use of protected health information covered under
the Health Insurance Portability & Accountability Act (HIPAA)?
No

Exemption Questions
24>Maximum number of participants/samples/records to be enrolled.
250
25>Age range – Check all that apply:
[X]
18 – 25 years
[X]
26 – 40 years
[X]
41 – 65 years
[X]
65 + years

26>Describe the steps that will be used to identify and/or contact prospective participants.
If applicable, explain how you have access to lists or records of potential
participants.
Participants will be recruited via electronic mail to a number of local, national and
international email lists (listservs) related to cyber-security.
Potential participants will be contacted via e-mail to ask them to participate by clicking
on a link in the email to open the survey via a web page. If the potential participant is not
interested in participating, they will not click on the link. A maximum of three recruiting
emails will be sent at weekly intervals to each identified list.
Potential participants who respond with an express desire to not participate or who do not
click on the link and complete the survey will be considered to be not interested.
In the recruiting email, the researcher will identify himself/herself as a Penn State
researcher, and will inform potential participants that the study is being conducted for
research purposes.

27>Choose the types of recruitment materials that will be used.
[X]
Email

28>When and where will participants be approached to obtain informed consent/assent? If
participants could be non-English speaking, explain how consent/assent will be
obtained. If consent/assent will not be obtained, explain why consent/assent will not
be obtained.
During the consent process, the researcher will: identify himself/herself as a Penn State
researcher, will inform the participants that the study is being conducted for research
purposes, will provide a description of the procedures that the participant will do as part
of the study, will state that participation is voluntary, will state participants may end their
participation at any time, and that participants may choose to not answer specific
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questions.
When the potential research subject clicks on the link in the email or enters the survey's
URL into their web browser, they will be presented with a description of the study and
electronic consent information. They will chose an option to either continue (consent) or
to not continue (do not consent). If the potential research subject does not consent, their
information will be excluded from the study.
If participants are non-English speaking, they will be excluded from the study, as they
will be unable to read the recruiting email, will be unable to read the consent and will be
unable to read the questions. While it is possible that they could guess at the correct
answer to consent and continue with the survey, their answers to the questions will likely
be outliers and will be excluded in analysis.

29>Provide the background information and rationale for performing the study.
We seek to understand how network security professionals work, understand their work,
and the role of computerized tools in informing that work. Cyber-security is an area in
which there is relatively little empirical evidence of the cues that are required to inform
the decision making process. Our goal is to develop an understanding of the cues that are
in use in current work practices in order to develop both better theory and computerbased tools for these practitioners.

30>Summarize the study’s key objectives, aims or goals.
The key objective of this study is to develop a list of measurable cues that are required to
perform their jobs. These cues will later be used to develop a situation awareness
assessment battery to be able to measure the effectiveness that specific interface in
providing those cues.

31>Describe the major inclusion and exclusion criteria.
The participant must self-identify as being an active information technology professional
with cyber-security responsibilities.
They must self-identify that they are over the age of 18.

32>Summarize the study’s procedures by providing a step-by-step process of what
participants will be asked to do.
Participants will be asked to participate in a single online survey.
At the beginning of the survey, the nature of the project will be reviewed and participants
will be consented electronically. The survey will be completed online at the research
subject's convenience for time and location.
The participant will be asked for their consent to use their data. If the participant
consents, the survey will commence and their answers to the questions will be recorded.
If the participant does not consent, the survey will end.
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The link to the survey is
https://pennstate.qualtrics.com/SE/?SID=SV_23Sp1dE6fBSQ9ko.
At the end of the survey, a thank you message will be displayed.

33>Indicate the type(s) of compensation that will be offered. Choose all that apply.
[X]
Compensation will NOT be offered

34>Will any type of recordings (audio, video or digital) or photographs be made during
this study?
No

35>Will any data collection for this study be conducted on the Internet or via email (e.g.,
on-line surveys, blogs or chat room observations, on-line interviews, email surveys)?
Yes

36>Does this study involve any foreseeable risks and/or discomforts to participants –
physical, psychological, social, legal or other?
No

37>Will data be stored securely and accessible only to the research personnel listed on this
application?
Yes

38>Describe how data confidentiality will be maintained.
Our web survey system (Qualtrics) uses SSL/HTTPS to secure data in transit. The data is
securely encrypted in transit between the research subject's browser and the survey
website. It is stored by a third party professional web survey company on their servers
until all responses have been collected. Data is securely encrypted in transit to the
researcher and stored on a computer system that is professionally managed, audited and
password protected. The only data that links the research subject's response to his or her
identity is the IP address of the computer used to respond. However, the researcher will
remove this metadata prior to analysis.
In the event of a publication or presentation resulting from the research, no personally
identifiable information will be shared.
Each submission will be assigned a unique ID number. Unique responses will be
identified by the IP address of the computer used for the response. If more than one
response is submitted by a single IP address, the response will be evaluated to see if it
appears to be a duplicate by comparing the demographic questions. If it is duplicate, it
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will be discarded. If it is not a duplicate, a unique ID number will be assigned to it. Once
all of the responses have been collected and unique ID numbers have been assigned, the
IP addresses will be discarded.
Data will be reported through the use of these unique code numbers. As the researcher is
not asking for the subject's name or name of employer, these data will not be reported.
The researcher will examine the free-form text fields of the responses to ensure that the
subject has not disclosed their name, the name of their employer or co-workers. If this
has happened, the researcher will redact this information and replace with the text
[employee name] or [employer name].
During reporting, only aggregate results will be reported, using the the demographic
questions in the first part of the survey. No uniquely identifying information will be
reported.

Document Upload
CONSENT FORMS
Document 1001 Received 02/28/2012 10:43:48 - Adult Form Paper copy of the
electronic consent form
DATA COLLECTION INSTRUMENTS
Document 1001 Received 02/28/2012 11:39:59 - Printout of Qualtrics Survey
RECRUITMENT
Document 1001 Received 02/28/2012 11:39:21 - Recruitment Email
REVIEW - REQUEST INFO
Document 1001 Received 03/06/2012 09:40:52 AM - Returned for Additional
Information
SUBMISSION FORMS
Document 1001 Received 02/28/2012 10:16:42 - Grant Proposal ARO MURI - Cybersecurity
Document 1002 Received 03/06/2012 09:13:28 AM - Application Auto-generated by
eSubmission Approval
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Approval Letter

Figure 45. Approval Letter for IRB#39434
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Informed Consent Document
College of Information Sciences and Technology
101 Information Sciences and Technology Building
University Park, PA 16802 | 814-865-8233 | nxg13@ist.psu.edu

Informed Consent Form for Social Science Research
Title of Project: Measuring the Effectiveness of Visual Analytics and Data Fusion Techniques
on Situation Awareness In Cyber-security: Confirming the Relevant Cues
Principal Investigator: Nicklaus A. Giacobe
101G IST Building
University Park, PA 16802
814-865-8233
Advisors: Dr. David L. Hall, Dr. Michael D. McNeese
Other Investigator(s): Dr. Michael Tyworth, Vince Mancuso
1. Purpose of the Study:
This study is being performed for research purposes to develop a better understanding of the work
of cyber-security. Specifically we seek to understand the tools, techniques, and processes
professional network security analysts employ in the course of their every day work. We will use
this knowledge to provide the foundation for future empirical and experimental research as well
as the development of applied tools for cyber-security. This research is part of a larger grantfunded study of cyber-security and information fusion being conducted by researchers in the
College of Information Sciences & Technology at Penn State.
2. Procedures to be followed:
You will participate in a survey that will ask you questions about the types of data you use in
your cyber-security job. Questions will ask you about where the data comes from and how it is
used in your overall assessment of the cyber-security problem. The questionnaire consists of 20
questions. Some questions are direct with specific answers. Others are open-ended allowing you
to respond with a short answer. Your answers will only be accessible by members of the research
team responsible analysis of the data. Your survey data will be securely stored for 3 years after
the completion of the study and will be destroyed no earlier than August 31, 2015.
3. Benefits:
The primary benefit to you from participating in this research is that it will contribute to the
development of new cyber-security tools that may benefit you in your everyday work.
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4. Duration/Time:
The amount of time that you spend reading and answering questions is up to you. However, the
expected duration of the survey will be approximately 20-30 minutes.
5. Statement of Confidentiality:
Our web survey system uses SSL/HTTPS. The data is securely encrypted in transit between your
browser and the survey website. It is stored by a third party professional web survey company on
their servers until all responses have been collected. Data is securely encrypted in transit to the
researcher and stored on a computer system that is professionally managed, audited and password
protected. The only data that links your response to your identity is the IP address of the computer
that you use to respond. However, the researcher will remove this metadata prior to analysis.
In the event of a publication or presentation resulting from the research, no personally identifiable
information will be shared. We are only interested in the collective picture the data creates, rather
than your individual responses specifically. To that end, we will not be including any personally
identifying information in our data analysis or in any of the publishable products that may result
from this research.
6. Right to Ask Questions:
Please contact Nick Giacobe at (814) 865-8233 with questions, complaints or concerns about this
research.
7. Voluntary Participation:
Your decision to participate in this research is voluntary. You can stop at any time. You do not
have to answer any questions you do not want to answer.
You must be 18 years of age or older to consent to take part in this research study. If you agree to
take part in this research study and the information outlined above, please sign your name and
indicate the date below.

You may choose to print a copy of this consent information for your records.
 I am at least 18 years of age and AGREE to participate in this research.
 I DO NOT AGREE to participate in this research or I am UNDER 18 years of age.
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IRB #40440 – Scaled Worlds Simulation/ Experiment

IRB Application
Institutional Review Board (IRB)
The Office for Research Protections
The 330 Building, Suite 205
University Park, PA 16802 | 814-865-1775 | ORProtections@psu.edu

Submitted by: Nick Giacobe
Date Submitted: July 19, 2012 3:25:10 PM
IRB#: 40440
PI: Nick Giacobe
Review Type: Expedited
Protocol Subclass: Social Science
Approval Expiration: -pendingClass Project: No

Study Title
1>Study Title
Measuring The Effectiveness Of Visual Analytics And Data Fusion Techniques On
Situation Awareness In Cyber-security - Taking Measurements
2>Type of eSubmission
New

Home Department for Study
3>Department where research is being conducted or if a student study, the department
overseeing this research study.
Information Sciences and Technology

Review Level
4>What level of review do you expect this research to need? NOTE: The final
determination of the review level will be determined by the IRB Administrative
Office.
Choose from one of the following:
Expedited
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5>Expedited Research Categories: Choose one or more of the following categories that
apply to your research. You may choose more than one category but your research
must meet one of the following categories to be considered for expedited review.
[X]
Category 7 – Research on individual or group characteristics or behavior
(including, but not limited to, research on perception, cognition, motivation, identity,
language, communication, cultural beliefs or practices, and social behavior) or research
employing survey, interview, oral history, focus group, program evaluation, human
factors evaluation, or quality assurance methodologies.

Basic Information: Association with Other Studies
6>Is this research study associated with other IRB-approved studies, e.g., this study is an
extension study of an ongoing study or this study will use data or tissue from
another ongoing study?
Yes

7>List the IRB numbers of the associated study(ies) and describe the relationship:
The following two studies were conducted to identify the important cues that must be
tested for:
IRB#38769 - Measuring The Effectiveness Of Visual Analytics And Data Fusion
Techniques On Situation Awareness In Cyber-security - Discovering the Relevant Cues
IRB#39434 - Measuring The Effectiveness Of Visual Analytics And Data Fusion
Techniques On Situation Awareness In Cyber-security - Confirming the Relevant Cues
IRB#36708 - Situational Awareness in Cyber-Security: Understanding Work Practices
This study will extend that work and will conduct an in-lab experiment to test for the cues
discovered above. The following other studies are less directly related, but use similar
experimental methodologies to this proposed study:
IRB#33222
Forming Effective Transactive Memory Systems in Distributed Cyber
Teams
IRB#37591
Facilitating Attention-Allocation and Task-Performance in a TimeCritical Decision-Making Task

8>Where will this research study take place? Choose all that apply.
[X]
University Park

9>Specify the building, and room at University Park where this research study will take
place. If not yet known, indicate as such.
314 Information Sciences and Technology Building

10>Does this research study involve any of the following centers?
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[X]

None of these centers are involved in this study

11>Describe the facilities available to conduct the research for the duration of the study.
The study will be conducted in Room 314 IST Building. The laboratory has six research
subject workstation cubicles. Each has a single computer at the station. The experimenter
workstation sits in view of the research subject workstation cubicles to observe and
ensure that the subjects are completing the task requested. Standard office furniture
(desks, chairs, etc.) are used in the lab in an effort to re-create a typical office workspace.

12>Is this study being conducted as part of a class requirement? For additional
information regarding the difference between a research study and a class
requirement, see IRB Policy I – “Student Class Assignments/Projects” located at
http://www.research.psu.edu/policies/research-protections/irb/irb-policy-1.
No

Personnel
13>Personnel List
PS
Name
U User ID
nxg13
Giacobe, Nick
dlh28

Hall, David Lee

vfm105

Mancuso, Vincent
Francis
Minotra, Dev

dxm401

Department
Affiliation
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology
Information Sciences and
Technology

Role in
this study
Principal
Investigator
Advisor

Ad
ded
109051
06/27/2012
109051
06/27/2012
Research Support 109051
06/27/2012
Research Support 109051
06/27/2012
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Giacobe, Nick (Principal Investigator)
PSU User ID: nxg13
Phone: 814 865 8233
Email: nxg13@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 102E IST Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: This person will recruit the subjects, consent the subjects, administer the study,
analyze the data and write up the conclusions of the study.
Experience: Nick is a 4th year graduate student. He has experience in study design,
experimental design and vast experience with the underlying data that is used in the study.

Hall, David Lee (Advisor)
PSU User ID: dlh28
Phone: 814 865 3528
Email: dlh28@psu.edu
Alt:
Email Notifications: Yes
Pager:
PSU Person Type: Faculty
Fax:
Dept: Information Sciences and Technology
Address 1: 332D Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: Dr. Hall will advise and oversee this project as the committee chair of the PI's
Ph.D. Committee. He will advise in the recruiting, consenting of subjects, administration of
the study and evaluation and presentation of results.
Experience: Dr. Hall is Dean of the College of IST and has supervised a number of students
through similar experiments.
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Mancuso, Vincent Francis (Research Support)
PSU User ID: vfm105
Phone: 412 916 3424
Email: vfm105@ist.psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 314 Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: This person will help to recruit the subjects, consent the subjects, administer the
study. Vince will also assist in the design and implementation of the simulation system that is
used in the study.
Experience: Vince is a recently defended Ph.D. who has completed similar previous studies.

Minotra, Dev (Research Support)
PSU User ID: dxm401
Phone: 814-206-4354
Email: dxm401@psu.edu
Alt:
Email Notifications: No
Pager:
PSU Person Type: Graduate Student
Fax:
Dept: Information Sciences and Technology
Address 1: 301E Information Sciences and Technology Building
Address 2:
Mail Stop:
City, State, Zip: University Park, PA 16802
Procedures: This person will help to recruit the subjects, consent the subjects, administer the
study. He will also assist in the design and implementation of the simulation system that is
used in the study.
Experience: Dev is a recently defended Ph.D. who has completed similar previous studies.

Funding Source
14>Is this research study funded? Funding could include the sponsor providing drugs or
devices for the study.
Yes

NOTE: If the study is funded or funding is pending, submit a copy of the grant
proposal or statement of work for review.

15>Sponsor List
Sponsor Name
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U.S. Army Research Office
•

Sponsor Name
U.S. Army Research Office
Sponsor address or other contact information
PO Box 12211
Research Triangle Park, NC 27709-2211
USA

16>Is the funding awarded through a subcontract?
No

17>Is the sponsor providing drug, device, etc, free of charge?
No

18>Does this research study involve prospectively providing treatment or therapy to
participants?
No

Conflict of Interest
19>Do any of the investigator(s), key personnel, and/or their spouses or dependent children
have a financial or business interest(s) as defined by PSU Policy RA20, “Individual
Conflict of Interest,” associated with this research? NOTE: There is no de minimus
in human participant research studies (i.e., all amount must be reported).
No

Purpose
20>Provide a description of the research that includes (1) the background, (2) purpose, and
(3) a description of how the research will be conducted [methodology: step-by-step
process of what participants will be asked to do]. DO NOT COPY AND PASTE
THE METHODOLOGY SECTION FROM THE GRANT.
• Background/Rationale: Briefly provide the background information and rationale for
performing the research study.
environments, especially where low frequency/high risk events take place. Traditionally,
these types of work environments have included aircraft piloting (Endsley 1993; Endsley,
Farley et al. 1998), military command and control (Dudfield, Macklin et al. 2001;
Gorman, Cooke et al. 2006) , nuclear power plant operation (David, Folles et al. 1995) ,
air traffic control (Endsley and Rodgers 1994), ship navigation (Lee and Sanquist 2000)
and other domains where failure to maintain awareness of cues can result in undesired
outcomes.
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In the cyber-security domain, situation awareness is an important goal. Researchers
design complex systems to improve situation awareness. However, assessment of their
technologies are often not tested in the same way as suggested above.
This research is designed to create and test a cognitive measurement technique for the
testing of the impact of an interface on a human subject's development of situation
awareness.
• Purpose: Summarize the study’s research question(s), aims or objectives [hypothesis].
The study seeks to be able to measure the impact of the user interface on the development
of situation awareness in the human subject. Two different interfaces will be used with
two different groups of subjects (2x2 between subjects design).
H1: The visual analytic interface will produce better situation awareness measures than
the text interface, regardless of subject experience.
H2: The experienced subjects will score higher on the situation awareness measures than
novices, regardless of interface.
H3: There will be a statistically significant improvement in situation awareness measures
for the use of the visual analytic interface, especially for novices.
• Research Procedures involving Participants: Summarize the study’s procedures by
providing a description of how the research will be conducted [i.e., methodology - a
step-by-step process of what participants will be asked to do]. Numbering each step
is highly recommended. DO NOT COPY & PASTE GRANT APPLICATION IN
THIS RESPONSE.
After informed consent has been obtained, the subject will be asked to sit down at a
workstation.
The subject will be issued a Study Subject Number that he/she will use in each part of the
study's collection mechanisms. The study number will have no personally identifiable
information encoded in it and will take the form of "A###B" where A is the interface
type (V for visual analytic or T for Text), B is the subject's general experience group (N
for novice or E for experienced) and ### is a 3-digit number that is assigned by the
researcher.
The subject will be asked to take the Pre-trial Demographics Questionnaire using the
provided computer and standard web browser.. The questionnaire is located at the
following web address and is included as an attachment to this submission:
https://pennstate.qualtrics.com/SE/?SID=SV_5i1GpOAfy36BuQc
Next, the subject will be provided a set of training slides using Microsoft PowerPoint.
The slides are specific for each interface type and are included as part of this submission.
The slides provide the information required for the subject to be able to complete the
requested task. In the slides, there are links to TWO TRAINING TASKS.
These tasks are completed using the NETS Simulation software in the lab. Each task
presents specific cyber-security data to the research subject and asks them to submit
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reports on computers that they think are compromised. There is a screen shot of the two
different experimental interfaces attached to this submission.
Following the TWO TRAINING TASKS, there are THREE PERFORMANCE TASKS.
During each task, the user will be presented with an IN-TRIAL SITUATION
AWARENESS SURVEY. The subject will be given 1 minute to complete the survey. An
example of the in-trial survey is
https://pennstate.qualtrics.com/SE/?SID=SV_0lBlDDho9k6J48Y and is attached to this
submission. The questions in this survey are RANDOMIZED automatically by the
Qualtrics survey system. For each PERFORMANCE TASK, the questions are modified
slightly (changing the order of the answers or modifying the numbers of IP addresses, for
example) so that each time as subject takes an in-trial survey, the questions are not
exactly the same.
Following the SECOND TRAINING and EACH PERFORMANCE TASK, the subject
will complete a post-trial questionnaire. This questionnaire is available at
https://pennstate.qualtrics.com/SE/?SID=SV_3yBwdxz286NEYF6 and is attached to this
submission.
Following the third (final) performance task, the post-trial questionnaire is slightly
longer. This questionnaire is available at
https://pennstate.qualtrics.com/SE/?SID=SV_etXlEKvdN92sW4Q and is attached to this
submission.

21>How long will participants be involved in this research study? Include the number of
sessions and the duration of each session - consider the total number of minutes,
hours, days, months, years, etc.
Each participant will be involved in the study for 90-120 minutes in a single session.
22>Briefly explain how you will have sufficient time to conduct and complete the research
within the research period.
The study session has two phases. The first phase is the "training" that is delivered to the
participant via a self-guided PowerPoint slide show. While each participant can take their
own amount of time in the training, there are only 31 slides. There are two timed training
sessions to allow the participants to become familiar with the interface. Following the
training slides and sessions, there are three timed performance sessions of 15 minutes
each, followed by a short survey. We expect and will confirm in pilot testing that the
entire experience will take less than 120 minutes and will adjust the number and duration
of performance sessions to fit within this time limit.

23>List criteria for inclusion of participants:
Males and females, ages 18 or older.
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24>List criteria for exclusion of participants:
Inability to use a standard PC computer with monitor, keyboard and mouse interface.

Multi-Center Study
25>Is this a multi-center study (i.e., study will be conducted at other institutions each with
its own principal investigator)?
No

Participant Numbers
26>Maximum number of participants/samples/records to be enrolled by PSU investigators.
NOTE: Enter one number – not a range. This number should include the estimated
number that will give consent but not qualify after screening or who will otherwise
withdraw and not qualify for inclusion in the final data analysis. This number
should be based on a statistical analysis, unless this is a pilot study, and must match
the number of participants listed in the consent form.
100
27>Was a statistical/power analysis conducted to determine the adequate sample size?
No

Age Range of Participants
28>Age range (check all that apply):
[X]
18 - 25 years
[X]
26 - 40 years
[X]
41 - 65 years
[X]
65+ years

Participant Information: Participant Categories
29>Choose all categories of participants who will be involved in this research study.
[X]
Healthy volunteers

30>Will Penn State students be used as study participants in this research study?
Yes

31>Will students be recruited from a Subject group?
No

32>Will participants be currently enrolled in a course/class of any personnel listed on this
application?
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No

33>Will participants be employees of any personnel listed on this application?
No

34>Does this research exclude any particular gender, ethnic or racial group, and/or a
person based on sexual identity?
No

35>Could some or all participants be vulnerable to coercion or undue influence due to
special circumstances (do not include children, decisionally impaired, and prisoners
in your answer)?
No

Recruitment
36>Describe the specific steps to be used to identify and/or contact prospective
participants, records and/or tissue. If applicable, also describe how you have access
to lists or records of potential participants.
The researcher will recruit novice subjects from Penn State courses in Information
Sciences and Technology. After instructor permission is obtained, the researcher will
present to the class a single PowerPoint slide will be presented to outline the study's aims,
overview of activities and time commitment. The slide will identify the researcher as a
Penn State Researcher. The slide states that the study is being conducted for research
purposes.
The researcher will also recruit experienced subjects from the Penn State Network of
People Listserv. This list has over 800 members of IT professionals at Penn State
University. The email will identify the researcher as a Penn State researcher and that the
study is being conducted for research purposes.
37>Will recruitment materials be used to identify potential participants?
Yes

38>Choose the types of recruitment materials that will be used.
[X]
Listserv
[X]
Script - Verbal (i.e., telephone, face-to-face, classroom)

39>Who will approach and/or respond to potential participants during recruitment?
The PI will perform the majority of the recruiting including all of the emails to the email
list, as well as the majority of the in-class recruiting sessions. When time does not allow,
the other graduate students listed on this application may be asked to do some of the in-
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class recruiting efforts.
40>Explain how your recruitment methods and intended population will allow you access
to the required number of participants needed for this study within the proposed
recruitment period.
The email list has over 800 members. The IST courses targeted have between 30 - 100
members each. While this application indicates a maximum of 100 participants, spotchecks of the results will be used to determine the number of subjects actually needed.
We are expecting to need between 12 and 24 subjects from each group (12-24 novice and
12-24 experienced subjects).

41>Before potential participants sign a consent document, are there any
screening/eligibility questions that you need to directly ask the individual to
determine whether he/she qualifies for enrollment in the study?
[X]
No

42>Will investigators access medical charts and/or hospital/clinic databases for
recruitment purposes?
No

43>Will physicians/clinicians provide identifiable, patient information (e.g., name,
telephone number, address) to investigators for recruitment purposes?
No

44>Will researchers who are not involved in the care of potential participants review
and/or use protected health information before a consent/authorization form is
signed in the course of screening/recruiting for this research study (e.g., reviewing
medical records in order to determine eligibility)?
No

Participant Consent/Assent
45>When and where will participants be approached to obtain informed consent/assent
[include the timing of obtaining consent in the response]? If participants could be
non-English speaking, illiterate, or have other special circumstances, describe the
steps taken to minimize the possibility of coercion and undue influence.
The participants will be approached for consent when they arrive in the lab for
participation in the study. They will be presented with the consent form. We do not
expect that non-English speaking, illiterate or participants with other special
circumstances will participate in this study. We are not planning on recruiting from these
populations.
46>Who will be responsible for obtaining informed consent/assent from participants?
The researcher (either PI or one of the other graduate students) who is executing the
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study with the participant will be responsible for obtaining consent.
47>Do the people responsible for obtaining consent/assent speak the same language as the
participants?
Yes

48>What type of consent/assent will be obtained? Choose all that apply.
[X]
Signed consent – participants will sign the consent form

49>If multiple groups of participants are being utilized (i.e., teachers, parents, children,
people over the age of 18, others), who will and will not sign the consent/assent
form? Specify for each group of participants.
Two groups of participants will be utilized (novice and experienced). Both groups will
follow the same consent process.

50>Participants are to receive a copy of the informed consent form with the IRB approval
stamp/statement on it. Describe how participants will receive a copy of the informed
consent form to keep for their records. If this is not possible, explain why not.
The participants will be presented with two identical copies of the consent form. The
researcher and participant will sign both forms individually.

Cost to Participants: Compensation
51>Will the participant bear any costs which are not part of standard of care?
No

52>Will individuals be offered compensation for their participation?
No

Data Collection Measures/Instruments
53>Choose any of the following data collection measures/instruments that will be used in
this study. Submit all instruments, measures, interview questions, and/or focus
group topics/questions for review.
[X]
Knowledge/Cognitive Tests
[X]
Questionnaires/Surveys (e.g., mail, Internet, telephone, email, paper/pencil)

54>Will participants be assigned to groups?
Yes
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55>Will a control group(s) be used?
No

Drugs/Medical Devices/Other Substances
56>Does this research study involve the use of any of the following? Choose all that apply.
[X]
None of the above will be used in this research study

Biological Specimens
57>Will biological specimens (including blood, urine and other human-derived samples) be
used in this study?
No

Recordings - Audio, Video, Digital, Photographs
58>Will any type of recordings (audio, video or digital) or photographs be made during
this study?
No

Computer/Internet
59>Will any data collection for this study be conducted on the Internet or via email (e.g.
on-line surveys, observations of chat rooms or blogs, on-line interviews surveys via
email)?
Yes

60>Is there a method in place to authenticate the identity of the participants?
Yes

61>Explain the authentication method used to authenticate the identity of respondents.
Each participant will be brought to the laboratory to conduct the study. The date and time
of their visit will correspond to their online submissions. Additionally, each participant
will be assigned a study number. Each survey instrument asks for this number to be
entered so that we can correlate their activities with the online survey submissions.

62>Will data be sent in an encrypted format?
Yes

63>Describe the level of encryption to be used.
The information will be encrypted in transit using SSL/AES using a standard web
browser and negotiated security protocols using HTTPS between the client computer (in
the lab) and the Qualtrics Survey server (on the Internet). Access to the data is restricted
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to the research team via Penn State WebAccess credentials.

64>Will a commercial service provider (i.e., SurveyMonkey, Psych Data, Zoomerang) be
used to collect data or for data storage?
Yes

65>Identify the commercial service provider who will collect and/or store the data
[X]
Other

66>Identify the ‘other’ commercial service provider.
Quatrics

67>Describe the commercial service provider’s confidentiality policies and procedures include information about security audits of the server. If policies and procedures
will be sent with other supporting documents, indicate such.
from: http://www.qualtrics.com/security-statement on 6/28/2012:
Security Statement
Your Data Security Is Our Top Priority
Free Account
Request Quote
800-340-9194
Qualtrics provides a security statement with a promise to protect your data and adhere to
industry standards.
Data security is very important to us at Qualtrics. Many of our clients demand the highest
levels of data security and have tested our system to be sure it meets their standards. In
each case, we have surpassed expectations and received high praise from elite companies.
Qualtrics has SAS 70 Certification and meets the rigorous privacy standards imposed on
health care records by the Health Insurance Portability and Accountability Act (HIPAA).
All Qualtrics accounts are hidden behind passwords and all data is protected with realtime data replication.
Rest assured, your data is safe with Qualtrics.
Questions regarding this statement may be sent to support@qualtrics.com.
and regarding their Privacy statement: http://www.qualtrics.com/privacy-statement on
6/28/2012
Privacy Statement
Spam is only good in sandwiches. And even that's questionable.
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Free Account
Request Quote
800-340-9194
Qualtrics provides a protective privacy policy regarding e-mail addresses and personal
information.
Qualtrics collects and analyzes aggregate information of visitors, including the domain
name, visited surveys,referring URLs, and other publicly available information. We use
this information to help improve our website and services, and to customize the content
of our pages for each individual customer.
We provide the most advanced survey building tools for corporations, research
companies, consultants and universities. We do not sell or make available specific
information about our clients, their clients, or either of their data, except in cooperation
with law enforcement bodies in regards to content violations or violations of applicable
laws. We maintain a database of user information which is used only for internal
purposes such as technical support, notifying members of changes or enhancements to the
service.
Qualtrics uses secure services for online credit card payment transactions and does not
record or store credit card information on its site or servers.
Questions regarding this policy may be sent to support@qualtrics.com.
Qualtrics complies with the U.S. and E.U. Safe Harbor Framework and the U.S.and
Swiss Safe Harbor Framework as set forth by the U.S. Department of Commerce
regarding the collection, use and retention of personal information from European Union
member countries and Switzerland.
Qualtrics has certified that it adheres to the Safe Harbor Privacy Principles of notice,
choice, onward transfer, security, data integrity, access, and enforcement. To learn more
about the Safe Harbor program, and to view the company’s certification, please click
here.
We self-certify compliance with Safe Harbor.

Risks: Potential for and Seriousness of
69>List the potential discomforts and risks (physical, psychological, legal, social, or
financial) AND describe the likelihood or seriousness of the discomforts/risks. For
studies presenting no more than minimal risk, loss of confidentiality may be the
main risk associated with the research.
Possible physical discomfort will be no more than a user might expect from spending two
hours at a computer in a standard office setting. We do not expect this discomfort to be
significant and offer several break/stretch opportunities during the study.
Loss of confidentiality is a low risk. The demographic information that we are requesting
is minimal and if, in the unlikely event of accidental disclosure of a participant's identity
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and study performance, the risks to the participant are negligible. We are *not* collecting
other PII, such as social security numbers, etc. The cognitive assessments that we are
taking are not well known in industry and are not used by human resource managers for
performance evaluation of employees.
The collected data will be protected by storing it on password protected computers.
Additionally, the files will be stored on network file shares in which only personnel who
are on this application are allowed access. Any data that is captured with the online web
survey tool (Qualtrics) will be stored on their servers for the duration of the study. Only
the PI and the personnel who are listed on this application will have access to this data.
Finally, the paper documents including signed consent forms will be stored in a locked
file cabinet in the PI's locked office.

70>Describe how the discomforts and risks will be minimized and/or how participants will
be protected against potential discomforts/risks throughout the study (e.g., label
research data/specimens with code numbers, screening to assure appropriate
selection of participants, identify standard of care procedures, sound research
design, safety monitoring and reporting).
All participants will be given a sequentially-derived study-specific ID number to be used
on all study submissions. This number is not linked to any external identification.
In terms of physical discomfort, the study will be time-limited (120 minutes). Several
stretch breaks will be offered to the participant during the study.

71>Does this research involve greater than minimal risk to the participants?
No

Benefits to Participants
72>What are the potential benefits to the individual participants of the proposed research
study? (If none, state “None.”) NOTE: Compensation cannot be considered a
benefit.
The participant may learn about different methods of evaluating or presenting cybersecurity data. Novice participants may learn about underlying cyber-security elements,
such as individual host computers, servers, workstations and external hosts. Novice
participants may learn about common/standard configurations of host computers in a
small/medium-sized company. Novice participants may learn about the structure of IPv4
internet addresses and groupings (e.g. 192.168.2.150).
73>What are the potential benefits to others from the proposed research study?
The outcomes of this study will benefit by the development of a standardized method to
assess the situation awareness development of one cyber-security interface over another.

Deception
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74>Does this study involve giving false or misleading information to participants or
withholding information from them such that their “informed” consent is in
question?
No

Confidentiality
75>Describe the provisions made to maintain confidentiality of the data, including medical
records and specimens. Choose all that apply.
[X]
Password protected computer files
[X]
Locked file cabinets
[X]
Locked offices
[X]
Identification coding system.

76>Describe the provisions made to protect the privacy interests of the participants and
minimize intrusion.
The study will be conducted in Room 314 IST Building. The laboratory has six research
subject workstation cubicles. During the study, the participants will sit at one of these
cubicles to complete the research activities. The experimenter sits at a workstation in
view of the participant to ensure that they are completing the research tasks. Additionally,
the researcher ensures that there are no interruptions from people outside of the lab.
77>Will the study data and/or specimens contain identifiable information?
No

78>Who will have access to the study data and/or specimens?
The PI and other researchers on this application.
79>Will identifiers be disclosed to a sponsor or collaborators at another institution?
No

80>Will a record or list containing a code (i.e., code number, pseudonym) and participants
identity be used in this study?
Yes

81>Where will the list linking the code numbers to participants be stored?
These codes will be recorded on the informed consent form. These will be stored in the
PI's office in a locked file cabinet.
82>How will the list linking the code numbers to participants be secured?
These will be stored in the PI's office in a locked file cabinet.
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83>Who will have access to the list linking the code numbers to participants?
The PI and the researchers listed on this application.
84>When will the list linking the code numbers to participants be destroyed?
The list will be destroyed three years past the date of collection.

85>What will happen to the data when the research has been completed? Choose one.
[X]
Stored for length of time required by federal regulations/funding source and then
destroyed [minimum of 3 years]

86>Is information being collected for this research that could have adverse consequences
for participants or damage their financial standing, employability, insurability or
reputation?
No

87>Will a “Certificate of Confidentiality” be obtained from the federal government?
No

HIPAA (Health Insurance Portability and Accountability Act)
88>Will participant’s protected health information (PHI) be obtained for this study?
No

Radiation
89>Will any participants be asked to undergo a non-diagnostic radiation procedure while
enrolled in this study?
No

Physical Activity
90>Will participants be required to engage in or perform any form of physical activity?
No

91>Will any type of electrical equipment other than audio headphones be attached to the
participants (e.g., EMG, EKG, special glasses)?
Submit a letter regarding the most recent safety check of the x-ray equipment being
used with the supporting
documents for this application.
No

Document Upload
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CONSENT FORMS
Document 1001 Received 07/18/2012 13:41:55 - Consent Form
DATA COLLECTION INSTRUMENTS
Document 1001 Received 06/27/2012 10:57:37 - Pre-Trial Demographics Survey
Document 1002 Received 06/27/2012 10:58:48 - In-Trial SA Assessment
Document 1003 Received 06/27/2012 11:00:18 - Post-Trial SA Assessment
Document 1004 Received 06/27/2012 11:01:21 - Final Post-Trial SA Assessment
Document 1005 Received 06/27/2012 11:21:29 AM - Training Slides, Visual Analytic
Interface
Document 1006 Received 06/27/2012 11:22:08 AM - Training Slides, Text Interface
RECRUITMENT
Document 1001 Received 07/18/2012 13:19:18 - Recruitment Materials Recruitment
Script (email)
Document 1002 Received 07/18/2012 13:19:49 - Recruitment Materials Recruiting slide
(in-class)
REVIEW - REQUEST INFO
Document 1001 Received 06/28/2012 11:56:57 AM - Returned for Additional
Information
Document 1002 Received 07/17/2012 05:28:51 PM - Returned for Additional
Information
Document 1003 Received 07/19/2012 02:28:27 PM - Returned for Additional
Information
SUBMISSION FORMS
Document 1001 Received 07/18/2012 04:20:24 PM - Application Auto-generated by
eSubmission Approval
Document 1002 Received 07/18/2012 13:16:11 - Grant Proposal Grant Proposal

219
Approval Letter

Figure 46. Approval Letter for IRB #40440
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Informed Consent Document

College of Information Sciences and Technology
101 Information Sciences and Technology Building
University Park, PA 16802 | 814-865-8233 | nxg13@ist.psu.edu

Informed Consent Form for Social Science Research
Title of Project: IRB#40440 - Measuring The Effectiveness Of Visual Analytics And Data
Fusion Techniques On Situation Awareness In Cyber-security - Taking Measurements
Principal Investigator: Nicklaus A. Giacobe
102E IST Building
University Park, PA 16802
814-865-8233
Advisor: Dr. David L. Hall
1. Purpose of the Study:
This study is being conducted for research purposes to create the ability to measure how a cybersecurity interface impacts an individual’s situation awareness. In this study, we ask participants to
observe cyber-security data that is presented in one of two different interfaces. We seek to create
a measurement technique that can be applied to any cyber-security interface. We will use this
knowledge to better inform future cyber-security interface design through qualitative and
quantitative measurement of situation awareness. This research is part of a larger grant-funded
study of cyber-security and information fusion being conducted by researchers in the College of
Information Sciences & Technology at Penn State.
2. Procedures to be followed:
You will participate in a cyber-security simulation. We will begin the task with a brief
demographic survey that asks questions about you and your prior work experience. You will be
provided with training materials that will provide you all of the information that is required to
perform the task. Therefore, no prior cyber-security experience is required. After the brief
training period, you will be presented with one of two experimental cyber-security interfaces for
two (2) training and up to three (3) performance scenarios. The training scenarios are designed to
help you learn the features of the interface you will be using. During the scenario, your actions
will be recorded to measure your reaction time and accuracy. Also during the scenario, you may
be presented with a randomly-timed short SA query. If you receive such a query, you will return
to the scenario after the survey has been completed. After each scenario, you will complete
several assessment questionnaires that will ask about your understanding of the interface and the
cyber-security situation that happened in the scenario.
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3. Benefits:
The primary benefit to you from participating in this research is that you may be presented with
cyber-security data or methods of analysis that you have not previously experienced.
4. Duration/Time:
The amount of time that you spend in the training and pre-trial demographic survey is up to you.
Each performance trial session is timed to last 15 minutes. The entire duration of your visit to the
lab is expected to be 90-120 minutes.
5. Discomforts/Risks
Possible physical discomfort will be no more than a user might expect from spending two hours
at a computer in a standard office setting. We do not expect this discomfort to be significant and
offer several break/stretch opportunities during the study.
Loss of confidentiality is a low risk. The demographic information that we are requesting is
minimal and if, in the unlikely event of accidental disclosure of a participant's identity and study
performance, the risks to the participant are negligible. We are *not* collecting other PII, such as
social security numbers, etc. The cognitive assessments that we are taking are not well known in
industry and are not used by human resource managers for performance evaluation of employees.
The collected data will be protected by storing it on password protected computers. Additionally,
the files will be stored on network file shares in which only personnel who are on this application
are allowed access. Any data that is captured with the online web survey tool (Qualtrics) will be
stored on their servers for the duration of the study. Only the PI and the personnel who are listed
on this application will have access to this data. Finally, the paper documents including signed
consent forms will be stored in a locked file cabinet in the PI's locked office.
All participants will be given a sequentially-derived study-specific ID number to be used on all
study submissions. This number is not linked to any external identification.
In terms of physical discomfort, the study will be time-limited (120 minutes). Several stretch
breaks will be offered to the participant during the study.
6. Statement of Confidentiality:
We use a web-based survey system to collect data. This system relies on SSL/HTTPS. The data is
securely encrypted in transit between the web browser and the survey website. It is stored by a
third party professional web survey company on their servers until all responses have been
collected. Data is securely encrypted in transit to the researcher and stored on a computer system
that is professionally managed, audited and password protected. Your confidentiality will be kept
to the degree permitted by the technology being used. No guarantees can be made regarding the
interception of data sent via the Internet by any third parties.
You will be assigned a three-digit study participant number. This number is the only data that
links your responses in your pre-trial survey, consent form and the in-trial and post-trial
performance data from the simulation.
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In the event of a publication or presentation resulting from the research, no personally identifiable
information will be shared. Data collected on you and your performance will be anonymized prior
to release. We will not be including any personally identifying information in our data analysis or
in any of the publishable products that may result from this research.
Data that we collect from your participation will be securely stored for 3 years after the
completion of the study and will be destroyed no earlier than August 31, 2015.
7. Right to Ask Questions:
Please contact Nick Giacobe at (814) 865-8233 with questions, complaints or concerns about this
research. You can also call this number if you feel this study has harmed you. If you have any
questions, concerns, problems about your rights as a research participant or would like to offer
input, please contact The Pennsylvania State University’s Office for Research Protections (ORP)
at (814) 865-1775. The ORP cannot answer questions about research procedures. Questions about
research procedures can be answered by the research team.
8. Voluntary Participation:
Your decision to be in this research is voluntary. You can stop at any time. You do not have to
answer any questions you do not want to answer. Refusal to take part in or withdrawing from this
study will involve no penalty or loss of benefits you would receive otherwise.
You must be 18 years of age or older to consent to take part in this research study. If you agree to
take part in this research study and the information outlined above, please sign your name and
indicate the date below.

You will be given a copy of this consent form for your records.
______________________________________
Participant Signature

______________________________________
Person Obtaining Consent

_____________________
Date

_____________________
Date

VITA Nicklaus A. Giacobe
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The Pennsylvania State University

2012

Doctor of Philosophy in the College of Information Sciences & Technology (Anticipated)
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