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Abstract

Networked systems pervade this world. From social relationships between people to
chemical interactions between bio-molecules to wired or wireless communications
between technological devices, networks play a role. In recent years there has been
a wide spread interest in the study of the structural organization in such complex
networks. The focus here is on the organization of links (who is connected to
whom) in the network and its effects on dynamics and behavior of the networked
system.
Traditionally complex networks were modeled as random graphs that were introduced by Paul Erdős and Alfréd Rényi (E-R random graphs) [1]. Here pairs of
nodes in a network are linked with a uniform probability p. However in the recent years empirical observations from a wide range of large-scale networks such as
the movie actor collaboration network, scientific co-authorship networks, proteinprotein interaction maps of cells and organisms, neural networks, the World Wide
Web (WWW) and others revealed properties that deviate from the properties of
E-R random graphs. For example, many real-world networks have a power-law degree distribution, high degree of local order, assortative or dis-assortative mixing
patterns and tightly interlinked groups called clusters as opposed to E-R random
graphs that have a Poisson degree distribution, no particular local order or mixing patterns or clustered structures. This implies that in many social, biological
and technological networks the organization of links (who is connected to whom)
follow specific principles (which is not random) leading to the observed network
properties. A lot of research has been done in recent years to understand various structural properties of complex networks and in identifying the organizing
principles defining them. In this thesis we focus on two problems of structural
organization in networks, namely clustering and connectivity.
The presence of clusters has been observed in many real-world networks (for
example, the presence of groups or communities in social networks, functional modiii

ules in biological networks and webpages on similar topics in the WWW) There
has been a lot of effort recently in defining, identifying and extracting these clusters from complex networks to better understand their structural organization.
To identify clustered structures in networks we develop an algorithm that uses
a consensus formation mechanism to extract densely interlinked groups. To our
knowledge such a mechanism has not been previously used to identify clusters in
networks and thereby contributing to another way of defining them. One of the
main advantages of this algorithm is its ability to run in a near-linear time and
hence its applicability to very large networks. Also unlike most of the existing
algorithms we do not require any a priori information such as the number and
sizes of the clusters present in the network. By applying the algorithm on actor collaboration, scientific co-authorship, protein-protein interaction and World
Wide Web networks we highlight that there exists multiple significant clustered
structures revealing the richness of the orders present in them. Further, this result
supports the presence of overlapping clusters in social and biological networks [2].
A connected network is one in which it is possible to travel from any node to
any other node via the links. For the connectivity problem we consider a class
of networks that initially contain no links. Our goal is to create and organize
links in the network, which is limited by certain constraints, to obtain network
connectivity. We solve the connectivity problem in the domain of Wireless Sensor
Networks (WSNs). That is, the constraints that curb the creation of links are given
by the physical limits of tiny wireless sensor devices. In WSNs the nodes are sensor
devices and the links are the wireless communications between these devices. The
constraint here is that the degree of any node (number of communications of a
node) should be strictly bounded and cannot increase with an increasing network
size (N ). Unlike previous results that insisted that the smallest degree required,
to obtain connectivity, is a function of N and increases with N , we show that it is
possible to put a bound on the degree. In specific, we show that if we can tolerate
certain nodes being disconnected then every node is required to communicate only
to its five closest neighbors (organization principle) to obtain a giant connected
component in a network of any size N .
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Chapter

1

Introduction
“Whatever you do may seem insignificant, but it is most important that you
do it.”
— Mahatma Gandhi

Why does some innovation capture the imagination of a society while others do
not? How do people form opinions and how does consensus emerge in an organization? How to capture the opinions and votes of people during election years?
What are the fundamentals of nature and how do cells and organisms evolve and
survive? What makes a cell’s functions robust and adaptable to its environment?
How can we make resource sharing through the Internet secure? In this information age, how do we as users quickly find relevant information from the World
Wide Web? How do we guard technological infrastructures that form the backbone
of our day to day business, from malicious attacks?
How can we sense and prevent forest fires at an early stage? How do we put
to use sensor devices to detect forest fires? How can we use autonomous sensor
nodes to monitor dangerous terrains and large chemical plants?
These are only a few questions the answers to which will affect the lives of
people and the society we live in significantly. Science and engineering in their

2
overall effort to address these issues have created many different avenues of research; Network Science being one among them. Network science is the study of
systems mainly using their network structure or topology. The nodes (vertices)
and links (edges) of such networks are the entities (people, bio-molecules, webpages and sensor devices) and the interactions (friendships, chemical reactions,
hyperlinks and communications respectively) between entities respectively.
People have opinions of their own, but they also shape opinions by interacting and exchanging views with their friends and neighbors. Sociologists have long
understood that an individual’s behavior is significantly affected by their social interactions [3, 4]. It is now widely believed that biological functions of cells and the
robustness of cellular processes arise due to the interactions that exist between the
components of various cells [5]. Webpages with contents and information relate to
other webpages by means of hyperlinks creating a complex web like structure; the
WWW. Miniaturized wireless sensor nodes, which individually have limited capabilities, achieve an overall sensing task by communicating and sharing information
with other nodes [6, 7].
A vast amount of research in recent years has shown that organization of links
(who is connected to whom) in a network and the topological properties carry
significant information about the behaviors of the system it represents [8, 4]. Furthermore, the topological properties have a huge impact on the performances of
processes such as information diffusion, opinion formation, search, navigation and
others.
Organization of links in large-scale natural networks was originally considered
to be random [8, 4, 1]. But empirical observations in the recent past have revealed topological properties in a wide range of social, biological and technological
networks that deviate from randomness [9, 8, 4, 10]. That is, natural networks
that appear in nature and whose evolution is largely uncontrolled (self-organized)
have specific organizing principles leading to various properties or orders in their
topology. This observation has sparked an interest in the scientific study of networks and network modeling, including the desire to engineer man-made systems
to mimic the behaviors of nature.
In this thesis we contribute to the scientific and engineering aspects in the study
of networks.

3

1.1

Networks

As explained above, complex systems are modeled as networks to understand and
optimize processes such as formation of opinions, resource sharing, information
retrieval, robustness to perturbations etc. The following are some of the examples
of systems and their network representations.

1.1.1

Natural networks

A natural network is a representation of a system that is present in nature or has
evolved over a period of time without any centralized control. Examples include;
1. Movie actor collaborations: This network consists of movie actors as nodes
and edges represent the appearance of pairs of actors in the same movie. It is
a growing network that had about 225,226 nodes and 13,738,786 edges in 1998
[11]. Interests in this network include the study of successful collaborations
(what kind of casting makes a movie successful?) [12] and the famous Bacon
number experiment to study how other actors are linked to Kevin Bacon
through their casting roles [13].
2. Scientific co-authorship: In this network, the nodes are scientists or researchers and an edge exists between scientists if they have collaborated
together in writing a paper. Newman [14, 15, 16] studied scientific coauthorship networks from four different areas of research. The information
was obtained in an automated way from four different databases MEDLINE,
Physics E-print archive, SPIRES and NCSTRL that has a collection of all
the papers and their authors in areas of biomed, physics, high-energy physics
and computer science respectively. One of these networks, formed from the
Medline database for the period from 1961 to 2001, had 1,520,251 nodes and
2,163,923 edges. Developing metrics to quantify the scientific productivity or
cumulative impact of a scientist given his/her collaborations is one problem
of interest in co-authorship networks [17, 18]. The Erdős Number project,
which motivated the Bacon number, is a popular experiment that is used in
the study of optimal co-authorship structures of successful scientists [19].
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3. The Internet: The Internet is a network of computers and devices connected
by wired or wireless links. The study of the Internet is carried out at two
different levels, namely, at the router level and at the level of autonomous
systems [8, 20]. At the router level, each router is represented as a node
and the physical connections between them as the edges in the network. In
the autonomous systems level, every domain (Internet Provider System) is
represented as a node and the inter-domain connections are represented by
the edges. The number of nodes at the router and domain level were 150,000
in 2000 [20] and 4000 in 1999 [21] respectively. The problem of identifying
and sharing files efficiently over peer-to-peer networks (such as Gnutella [22])
that are built over the Internet has received significant attention in recent
years [23, 24].
4. WWW : The WWW is a network of webpages where the hyperlinks between
the webpages are represented by the edges in the network. It is a growing
network that had about one billion nodes in 1999 [25] with a recent study
estimating the size to be about 11.5 billion in January 2005 [26]. Information
retrieval from WWW is a problem of immense interest. Algorithms such as
Page Rank [27] or the ones proposed by Kleinberg in [28], use the network
structure to extract webpages in the order of relevance to user requests.
5. Neural networks: Here the nodes are neurons and an edge connects two
neurons if there is a chemical or electrical synapse between them. Watts
and Strogatz [8, 11] studied topological properties of the neural network of
nematode worm C.elegans consisting of 282 neurons with pairs of neurons
connected by the presence of either a synapse or a gap junction. Study of
neural networks is important for understanding how the brain stores and
processes information [10]. While we can observe that this is done in an
optimal and robust way in neural networks we are still at loss in quantifying
this mechanism [10].
6. Cellular networks: Here the substrates or molecules that constitute a cell
are represented as nodes and the presence of bio-chemical interactions or
regulatory relationships between the molecules are represented as edges [8].
Among others, the interactions between protein molecules are important for
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many biological functions [29, 5]. Jeong et al. [5] have studied the topology
of protein-protein interaction map of the yeast S.cerevisia that consists of
1870 nodes as proteins and connected by 2240 identified interactions. Using
the network structure to predict possible (previously unidentified) interactions between protein molecules has received wide spread attention from
researchers [30, 31].

1.1.2

Engineered networks

Engineered networks are those in which the nodes of the network follow a prespecified set of protocols by which the links are formed. Whether the control
is centralized or de-centralized, the organization is engineered to achieve desired
topological properties. Some examples follow.
1. Agent-based supply chain networks: Here software agents that are responsible
for functions such as supplier, manufacturer, distributor and retailer are the
nodes and the direct flow of information/tasks/commodities between entities
are represented by the edges in the network. Thadakamalla et al [32] studied
the topological properties of a military supply-chain (with 10,000 nodes [33])
and proposed mechanisms by which the nodes can organize under functional
constraints to provider better performances.
2. WSNs: Here the nodes represent miniaturized wireless sensor devices that
consist of a short-ranged radio tranceiver and limited computational capabilities [7, 6]. Though individual sensors have limited capacities, the true
value of the system is achieved by sharing responsibilities and information
through a communication infrastructure [7]. Thus an edge in a WSN represents the presence of a communication between two nodes. The number of
nodes in a WSN can vary anywhere between a few hundreds or thousands to
even millions depending on the application scenario. The sensor nodes when
deployed in a sensing region will self-organize to establish a communication
topology. There is considerable interest in developing topology control protocols that will guide this organization process to support the global sensing
tasks [6, 34, 35].

6

1.1.3

Size and complexity

As we can see from the above examples, the size of many networks is large-scale.
It is thus difficult to characterize a network by the states of individual entities.
For example, it is cumbersome to represent a WWW as a set of 11.5 billion nodes
where 25 nodes have 15 hyperlinks each, 32 nodes have 7 hyperlinks each and so on.
Instead we represent the network by its statistical properties, that is, the WWW is
a network with 11.5 billion nodes and a degree (number of links or edges incident
on a node) distribution P (k). P (k) is the probability distribution for a degree
k on any given node in the network. Figure 1.1 shows examples of two different
networks, both with 100 nodes and approximately the same number of edges, that
are characterized by two different distributions, namely Poisson (P (k) ∼ e−λ λk
with parameter λ = 2.5) and Power-law (P (k) ∼ k −γ with parameter γ = 3).
As we can see, a Poisson network looks topologically different from a power-law
network. In a Poisson network almost all nodes have a degree close to the mean
(which is 2.5 in figure 1.1(a)), while a power-law network on the other hand is
characterized by a few nodes having a very large degree and the rest of the nodes
in the network having a relatively small degree. Similarly one can characterize
large-scale networks by many other statistical properties such as average path
lengths (which is an average of the shortest paths between all pairs of nodes),
average number of triangles (which is an average of the number of triangles to
which a given node belongs) and others [8, 10].
In addition to large sizes, most natural networks display emergent properties
or signs of order at the macroscopic level that cannot be observed when the focus
is restricted to the properties of the individual entities. For example, a commonly
observed property is the highly heterogeneous right-skewed degree distribution
found in a wide range of social, biological and technological networks. That is, the
way in which these networks evolve or self-organize, only a few nodes grab most of
the edges (and hence have very large degrees) while a large number of nodes have
only a few edges incident on them (a small degree). Let us consider the WWW for
instance. When a new webpage is created, on a specific topic, it is more likely to
have hyper-references to already popular webpages on the same topic. And such a
disposition, collectively from all webpages, will enable already popular webpages
to receive more and more hyper-references leading to high levels of heterogeneity
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Figure 1.1. (a) and (b) are two different networks on 100 nodes each and both with
approximately the same number of edges. The network in (a) is characterized by a
Poisson degree distribution (P (k) ∼ e−2.5 2.5k ), while the network in (b) is characterized
by a power-law degree distribution (P (k) ∼ k −3 )

in the degree distribution. In most cases this heterogeneity in node degree is well
captured by a power-law distribution, P (k) ∼ k −γ , with the parameter γ usually
between 2 and 3 in many natural networks [8]. Another feature commonly observed
at the macroscopic level is short average path lengths or small-worldness. Smallworld, a common occurrence in social networks, implies that despite their large
sizes, on an average only a few steps are required to travel from any node to any
other node using the edges in the network. The movie actor collaboration network
with a size of 212,250 nodes studied by Albert and Barabasi [36] has an average
path length of 4.54 and a power-law exponent γ = 2.3. The map of the Internet
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at the router level studied by Govindan [21] has 150,000 nodes with an average
path length of 11 and γ = 2.4. The metabolic network of the yeast E.Coli studied
by Jeong et al., [5] has 778 nodes with an average path length of 3.2 and γ = 2.2.
See chapter 2 for a more thorough review of various emergent properties in natural
networks.
Among many reasons, due to the presence of emergent properties and the selforganizing nature of natural networks, they are termed as complex networks in the
Network Science literature [8, 37].

1.1.4

Scientific and Engineering interests

Interest in the study of natural complex networks can be broadly classified into
two classes, namely scientific and engineering. The scientific interest lies in understanding the structure, evolution, and properties of networks, with an eventual
goal of engineering more efficient processes on these networks. The engineering
interest, on the other hand, lies in developing more efficient algorithms and finding
optimal parameters to better control the processes taking place on such networks
[8, 10, 4].
With an increasing understanding on the structural organization leading to
emergent properties, a rich literature of complex network models that can mimic
such properties has developed [8, 10, 4, 11]. These network models then form the
basis on which processes such as disease propagation, information diffusion, search,
navigation and others are studied and analyzed. Some of the interesting questions
that can be answered using a combination of both aspects of this research include
1) how to control the spread of diseases in a large class of people interconnected by
physical contacts, 2) how to study, maintain, and control the diffusion of information in WWW, and 3) how to better identify targets for drug discovery in metabolic
networks? In parallel there is also considerable interest in engineering networks
such as supply chains and miniaturized wireless sensors, where, by controlling the
interactions between entities desired behaviors are achieved [32, 6, 38, 39].
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1.2

Research objectives and contributions

In this thesis we contribute to both the above discussed aspects of interest in the
study of complex networks. We solve two different problems, where in 1) the
objective is to detect and identify clusters in natural complex networks, thereby
aiding the scientific study of the organizing principles in natural networks and
in 2) the objective is to engineer the connectivity of a WSN by controlling the
communications at individual sensor nodes.
Research in the recent past focused on understanding the evolution and organization of natural networks and the effect of network topology on the dynamics and
behaviors of the system [8, 4, 10]. Finding clustered structures in networks is another step towards understanding the complex systems they represent. Clustered
structures arise in natural networks because of the way links are organized. In specific, it is common to find groups of nodes being densely interconnected within the
group and sparsely interconnected to other parts in the network (see figure 1.2).
In this thesis we develop a formal mechanism by which one can extract clusters
from complex networks in an efficient manner. We further analyze and highlight
some of the interesting features of the clustered structures obtained from a wide
range of test networks.
Connectivity, though not a surprising emergent property in natural networks,
is nevertheless an important one. In almost all natural networks a large fraction
of nodes form what is termed as the giant connected component or simply giant
component[8, 1]. That is, most pairs of nodes (if not all) in the network are connected either directly by an edge or through intermediary nodes forming chains of
edges. Hence, all authors, when constructing network models to represent natural
networks give careful considerations to ensure the presence of a giant component
[8, 10]. Using the scientific study and analysis of node interactions leading to giant
components in networks, we engineer the connectivity of WSNs.

1.2.1

Problem 1: Finding clustered structures in natural
complex networks

A cluster in a network is a group of similar nodes that is dissimilar from the rest
of the network. It is usually thought of as a group within which the nodes are
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Figure 1.2. Clusters (identified by nodes with the same color) present in a friendship
network of members in a Karate club. Here a link connecting two nodes represents
friendship between the two members. When the club split into two factions due to
leadership issues, each member (nodes) joined one of the two factions. Clusters in this
network highlights these two factions.

densely inter-connected and sparsely connected to other parts of the network (see
figure 1.3) [40, 4, 3]. There is no universally accepted definition for a cluster, but
it is well known that most natural networks display clustered structures (see figure
1.2).
Cluster detection in natural networks has diverse applications. A cluster in
the WWW network indicates a similarity among nodes in the group. Hence, if we
know the characteristics of the contents in a small number of webpages, then it can
be extrapolated to other webpages in the same cluster. Clusters in social networks
can provide insights about common characteristics or beliefs among people within
a community that makes them different from other clusters (or communities). In
bio-molecular interaction networks, segregating nodes into functional modules can
help identify the roles or functions of individual molecules [41]. Further, in many
large-scale natural networks, clusters can have distinct properties which are lost in
their combined analysis [8].
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Figure 1.3. An illustration of clusters and clustered structures in a given network.
The goal of a cluster detection algorithm is, given a network, to partition the nodes
into densely interlinked groups called clusters. Such a partition is called the clustered
structure of the given network.

1.2.1.1

Approach and contributions

There has been considerable effort recently in defining, detecting and identifying
clusters in natural networks [42, 43, 44, 40, 41, 45, 46, 28, 47, 2, 48]. A cluster
detection algorithm is expected to do the following (see figure 1.3):
• Given: A network G(N, M ) on N nodes and M edges.
• Output:
1. The number of clusters (c) present in the network
2. A partitioning of nodes into c clusters.
In this thesis we investigate a simple label propagation algorithm that uses
the network structure alone as its guide and requires neither optimization of a
pre-defined objective function nor prior information about the clusters. In our
algorithm every node is initialized with a unique label and at every step each node
adopts the label that most of its neighbors currently have. In this iterative process

12
densely connected groups of nodes form a consensus on a unique label to form
clusters.
Uniqueness and contributions of this cluster detection method are as follows,
1. We propose a novel way of defining and identifying clusters in networks. In
particular we identify consensus groups in a given network as the clusters
of the network and the clustered structure as the partition of nodes into
consensus groups. To our knowledge such a consensus formation mechanism
has not been previously used for cluster identification and analysis.
2. We validate the algorithm by applying it to networks whose clustered structures are known.
3. We further show that the algorithm identifies, not just one, but multiple
significant clustered structures in various social, biological and technological
networks. This is unlike most of the existing algorithms that find only the
single best solution (clustered structure) of a given network.
4. We show that all the multiple clustered structures identified by the proposed
algorithm are significantly modular and robust to perturbations. This implies
that the solutions are not an artifact of the algorithm but reflect the true
nature of the clustered structures present in the networks, supporting the
existence of overlapping clusters [2].
5. Also unlike most of the existing algorithms our proposed algorithm does
not require a prior information regarding the number and sizes of the clusters present in the network. In particular we will show that the cluster size
distributions in social, biological and technological networks are highly heterogeneous and have a power-law like behavior. This power-law distribution
of cluster sizes is in good agreement with previous results [49, 50].
6. We demonstrate that our label propagation algorithm takes a near linear
time and hence it is computationally less expensive than most of the algorithms designed to date. In specific, we use this algorithm to find clustered
structures in very large social networks such as the movie actor collaboration
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network (with 374,511 nodes and 15,014,850 edges) and an online social network Youtube (with 1,157,827 nodes and 2,990,443 edges). To our knowledge
no other cluster detection method has been successfully applied on such large
networks.
1.2.1.2

Equivalence of clusters and communities

A cluster in a network, as defined in this thesis, is termed as a community in the
Network Science literature. That is, the definition of a cluster and a community is
one and the same. The term community is used to avoid confusion with another
term clustering coefficient that is commonly used in this area of research [47]. The
clustering coefficient is a measure of cliquishness defined at a node [51]. Suppose a
given node x is connected to k other nodes in the network. Then, there can exist
at most

k(k−1)
(=
2

K) possible edges between all pairs of x’s neighbors. And among

these suppose that only E pairs of edges exist in the network. Then, the clustering
coefficient at node x is the ratio

E
.
K

Thus the clustering coefficient is a measure

of how densely the neighbors of x are connected. A community on the other hand
represents a densely connected group of nodes that can be of varying sizes and not
focused at the local neighborhood of an individual node (see figure 1.2).
In this thesis, we will use the term cluster to stand for a densely connected group
of nodes in a given network that can be of varying size. It is in this manner that the
term cluster is commonly and widely used in the field of Industrial Engineering and
Operations Research. The term clustering coefficient as defined in the previous
paragraph will be called as local order coefficient and sparingly used in this thesis.

1.2.2

Problem 2: Connectivity of Wireless sensor networks

Connectivity and network construction are important problems in complex networks and WSNs in particular. Firstly connectivity is one of the parameters used
in determining the performance of a network to navigation and information diffusion among others. In figure 1.4(a) we can see that it is possible to navigate from
any node to any other node using the edges of the network unlike figure 1.4(b) and
figure 1.4(c). Therefore information diffuses to the entire network in figure 1.4(a)
unlike figure 1.4(b) and figure 1.4(c).
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Figure 1.4. Examples of networks with different connectivity properties and robustness.
The network in (a) is connected and hence a Msg originating at any node can reach any
other node in the network. Whereas in (b) and (c) a Msg can only diffuse to a part of
the network indicated by dashed circles. Removal of node x in the network in (b) leads
to the removal of all edges incident on x. As a result the network breaks down into many
disconnected components. However for the network in (c) failure of any node will still
maintain the connectivity in the rest of the network.

Secondly, when node x fails, the network structure in figure 1.4(b) breaks down
into many disconnected components and loses its connectivity property. Whereas
in figure 1.4(c) the failure of any node will continue to maintain the connectivity
in the rest of the network. Similarly we very often come across problems where we
need to determine which network structures are robust and which are vulnerable
to failures [8, 32]. Which topology is better? Which network is best suited for
WSN operations and communications? [6]. To engineer such optimal network
topologies, network construction has emerged as an important tool.
We will solve the problem of engineering network connectivity in the domain
of WSNs. Connectivity is one of the most basic and standard requirements for
a communication topology. A connected WSN consists of communication paths
connecting any pair of nodes in the network, either directly or in multiple hops. The
sensor nodes are spatially distributed and a given sensor can communicate (have
links) to nodes that are within its communication range (see figure 1.5). While
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Figure 1.5. A pictorial representation of spatially distributed sensor nodes and their
communication links. Each node can control its communication radius or range and
hence has links to only those nodes with the range.

connectivity is the objective, the design of sensor nodes pose constraints that curb
the creation of communication links [6]. Two such constraints are limited power
and reduced interference.
These constraints necessitate that the number of communication links (or degree) at each node to be minimal [38, 6].
1.2.2.1

Approach and contributions

Given a set of N sensor nodes, we pose the connectivity problem as follows:
• Objective: min {maxi di }
• subject to: Network connectivity
where di is the degree on node i. In this thesis we assume the sensor nodes are
uniformly randomly distributed in a two dimensional unit square and every node
can adjust its transmission range (CISCO IEEE 802.11 a/b/g wireless cards can
vary their transmit power between 1mW to 100mW) to accommodate only the
required degree (see figure 1.5). We show that if we can tolerate some nodes being
disconnected, it is possible to get very efficient bounds on the degrees of the nodes.
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That is, every node is required to communicate with just five closest sensors to
obtain a giant connected component in the WSN.
By solving the optimization problem we contribute to the literature on WSNs
in particular and to Network Science in general. Our contributions are as follows,
1. The value of the optimal degree (=5) has significant implications in the design
of the WSN network topology and protocols. Unlike previous results which
insisted that the optimal degree is a function of the number of nodes (N )
and increases with N [52, 53, 54, 55, 56, 57], our result shows that we can
easily bound the degree to a scalar value 5 which is independent of N .
2. We achieve this optimal bounded degree by weakening the connectivity requirement. That is, we construct networks that have giant connected components and are not required to be entirely connected.
3. This implies that the interference at any node in the network is bounded and
does not grow with increasing network sizes [58, 38, 6].
4. Ours is the first analytical proof on the existence of a bounded node degree
to maintain connectivity in WSNs.
5. Further, protocols designed for WSN maintenance and communications can
be standardized to applications of varying sizes.

1.3

Thesis organization

The rest of the thesis is organized as follows. Chapter 2 broadly discusses the
concept of networks, network properties and network models. We begin this chapter with a definition of networks and their components. This is followed by a
review of properties of natural complex networks in section 2.2, models of natural
networks in section 2.3 and a brief review of various dynamical processes taking
place on these networks in section 2.4. In the end of this discussion we reiterate
the significance of finding clustered structures in natural complex networks. In the
second half of chapter 2 we focus specifically on WSNs. In section 2.6 we introduce
the components of sensor nodes and how WSNs are formed. In section 2.6.1 we

17
elaborate on power efficiency and interferences in WSNs and how this affects the
problem of connectivity. We follow this with a detailed look at sensor network
models in sections 2.6.2 and 2.6.3 and identify which among these network models
we will use to solve our problem of connectivity in WSNs.
Chapter 3 is dedicated to an in-depth analysis of finding clustered structures
in natural complex networks. We begin (section 3.1) with a comprehensive review of prior work related to finding clustered structures. In section 3.2 we give
details of the proposed label propagation algorithm and analyze the quality of
results obtained from test networks. In section 3.3 we validate the label propagation algorithm using networks where the clusters are already known. In section
3.4 we evaluate the algorithm’s time complexity. In section 3.5 we compare the
performance and quality of results with algorithms already existing in literature.
Chapter 4 is dedicated to an in-depth analysis of the connectivity problem in
WSNs. Here again we begin the chapter (section 4.1) with a comprehensive review
of prior work on network connectivity in WSNs. In section 4.2 we review some
of the protocols used in sensor networks to maintain its topology/connectivity. In
section 4.3 we derive the conditions for optimal connectivity and support it with
simulation results. We also evaluate the power efficiency of optimal network and
discuss how the optimal parameters change for strong connectivity.
We finally conclude in chapter 5 with a summary of results, contributions and
details of a list of problems identified for future research.

Chapter

2

Properties and models of complex
networks - An overview
“ I want to go on living even after my death! And therefore I am grateful
to God for giving me this gift, this possibility of developing myself and of
writing, of expressing all that is in me. I can shake off everything if I write;
my sorrows disappear, my courage is reborn.”
—Anne Frank

Many natural networks are already organized even if their organization is not a
priori known or specified. Because of the existing organization, these networks display specific properties. While we can observe these properties in natural networks,
the scientific interest is in identifying the principles behind such an organization.
For this identification, we consider various classes of network models in which we
already know the principles of organization and study how well their properties
match with those of natural networks.
As we will discuss in this chapter, the organization of links between nodes in
natural networks was originally considered to be random [8, 4]. However, recent
empirical findings show network features (such as a right-skewed heterogeneous
degree distribution, small-worldness, high degree of local order) that deviate from
randomness [9, 11, 47]. This chapter begins with a review of many statistical
properties used to identify orders and characterize networks [8, 4]. We will then
review some of the network models and evaluate them based on how well their
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properties match with those of natural networks. This will be followed by a brief
overview of network dynamics and processes that are studied on these network
models. In the end of this discussion we will clarify the importance of finding
clustered structures in networks and how they fit into the scientific study of natural
complex systems.
In the second part of this chapter, we will narrow down our focus to WSNs.
Here, unlike natural networks, the organization of links has to be engineered. That
is, our primarily goal is to help sensor nodes to identify their communications in
order to achieve certain fundamental topological properties, namely connectivity.
We begin this part of the chapter with a brief introduction to sensor nodes and their
components. We will then review two factors, namely power and interference that
affect our choice of network models. This will be followed by a review of currently
used WSN network models and in specific, the nearest k-neighbors network. We
will further discuss how we achieve our objective by optimizing the parameter k
in this model.
Before we begin with the details we will briefly introduce the definition of a
network and its components.

2.1

Networks: Definition

A network consists of a set of nodes V and a set of edges E. An edge e ∈ E
connects exactly two nodes ve , ue ∈ V . ue is then said to be a neighbor of ve and
vice-versa. In general it is not required for ve 6= ue and in the case when ve = ue ,
the edge e is called a loop. Also, there can be two edges e1 , e2 ∈ E (or more) that
connect the same pairs of nodes in V . In this case the network is said to contain
multiple edges (see figure 2.1).
If edges have directions associated with them, then the network is called a
directed network. Let D be the set of edges in a directed network, then a d ∈ D,
connecting ud , vd ∈ V , is said to be originating from ud and directed towards vd
(see figure 2.1). A network in general can have both undirected and directed edges
along with multiple edges and loops.
In this thesis, we will only consider networks that do not contain multiple
edges or loops. In addition all networks we consider will have only undirected
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Figure 2.1. An illustration of networks with different kinds of edges. (a) represents a
network that contains directed, undirected and multiple edges and loops. In this thesis
we assume all networks to be undirected as depicted in (b) unless otherwise mentioned.
The only other kind of networks that we consider is a directed network as shown in (c).

edges unless otherwise mentioned. In a few cases such as the WWW one can
consider directions associated with edges, originating from a webpage and directed
towards another webpage that is being hyper-referenced. As we will see, directed
edges form an integral part of WSN network models and we will consider a directed
network model to solve the connectivity problem on WSNs.

2.2

Properties of natural complex networks

Erdős and Rényi proposed a random graph model to represent networks that have
no apparent structure or pattern in their organization (E-R random graphs) [8, 1].
That is, given a set of N nodes and a parameter p lying between 0 and 1, every pair
of nodes in the network is connected with a probability p (see figure 2.2). This
model, proposed in the 1950s was considered a good representation of natural
complex networks and many results exist that can capture the characteristics and
properties of this model for different values of p [1].
However, with an increasing availability of data on large-scale networks such
as actor collaborations, scientific co-authorship, WWW and identified interactions
between bio-molecules in various organisms, empirical evidence show orders in networks that deviate from randomness [8, 51]. In specific, the macroscopic properties
of natural networks show significant deviations from the properties of E-R random
graphs.
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Figure 2.2. Evolution of random graphs as the connection probability p increases from
0. Note that as p increases the number of edges in the network also increases.

In the last few years many statistical properties have been used to identify
orders and characterize complex networks. The following are a few such properties
that are prominently used in the literature.

2.2.1

Average shortest path length

Given a pair of nodes u, v in a network, a path exists between them, if we can
find nodes u = x0 , x1 , x2 , ..., xn−1 , xn = v such that there is an edge between xi
and xi+1 , and xi 6= xj ∀i 6= j. The length of such a path is n. A shortest path
between u and v is any path with the smallest n among all such possible paths.
For example, v3 , v5 , v4 , v7 is a path of length 3 between v3 and v7 in the network
in figure 2.1(b) and v3 , v4 , v7 is the path of shortest length 2 between v3 and v7 .
The average shortest path length of a network is defined as the average of all such
shortest path lengths between every pair nodes in the network. Let d(u, v) denote
the length of the shortest path between nodes u and v. Then the average shortest
path length l of the entire network is defined as
l=

X
2
d(u, v)
N (N − 1) u6=v∈V

In the case when there is no path between two nodes (for example, between v1
and v3 in figure 2.1(b)) the shortest path length is considered to be ∞.
A network is said to be small-world if, despite its large size, the average shortest
path length is relatively small [51]. The popular notion of six degrees of separation
in social acquaintance networks is a particular instance of the small-world concept.
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Table 2.1. Comparison of average path lengths lreal in natural networks with lrand of
E-R random graphs of the same sizes.

Network
Movie actors
MEDLINE coauthorship
WWW
Internet,router level
Metabolic Network, E.Coli
Neural network of C.Elegans

Size
225,226
1,520,251
153,127
228,298
778
282

<k>
61
18.1
35.21
2.80
7.4
14

lreal
3.65
4.6
3.1
11
3.2
2.65

lrand
2.99
4.91
3.35
12.8
3.32
2.25

Reference
[11]
[14, 15, 16]
[60]
[21]
[5]
[11]

In a letter passing experiment conducted by social psychologist Stanley Milgram
[59], it was found that any two people in the United States are connected on an
average by only a chain of six acquantances. In this experiment a person is chosen
randomly from anywhere in the United States and is given a letter that has to reach
a target person who again could be located anywhere within the United States.
Every one who receives the letter can only send it to one of their acquaintances
(i.e. via an edge to another node in their social network) who they think will know
the target person. In this experiment Milgram found that in most cases the letter
reached the target person in six steps [59]. Quantitatively speaking, a network
on N nodes is said to be small-world if the average shortest path length l scales
as O(log N ) [8, 11]. The presence of such small shortest paths between nodes
arises even in E-R random graphs [8] implying that there is no special organizing
principle that leads to small-worldness. As we can see from table 2.1 the average
path lengths in E-R random graphs are in good agreement with those of natural
networks.
2.2.1.1

Connected components

A connected component in a network is a maximal set of nodes that have paths of
finite lengths between every pair of nodes within the set. Nodes v1 and v2 form one
connected component while v3 , ..., v8 form another connected component in figure
2.1(b). In all natural networks the largest connected component usually consists of
all but a small fraction of nodes in the network. Hence the average shortest path
length is calculated on this largest component and is taken to be an indication of
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Table 2.2. Comparison of local order coefficient Lreal in natural networks with Lrand
of E-R random graphs of the same sizes.

Network
Movie actors
MEDLINE coauthorship
WWW
Internet,domain level
Internet,router level
Neural network of C.Elegans

Size
225,226
1,520,251
153,127
11,174
228,298
282

<k>
61
18.1
35.21
4.18
2.80
14

Lreal
0.79
0.066
0.1078
0.22
0.03
0.28

Lrand
0.00027
1.1 × 10−5
0.00023
3.7 × 10−4
1.2 × 10−5
0.05

Reference
[11]
[14, 15, 16]
[60]
[61]
[61]
[11]

the average shortest path length of the entire network. The average shortest path
length in the largest component formed by nodes v3 , ..., v8 in figure 2.1(b) is

2.2.2

25
.
15

Local order

In E-R random graphs any two nodes in the network has the same probability p of
being connected independent of the presence/absence of edges between other pairs.
Watts and Strogatz [51] found that this is not the case with natural networks. In
particular a pair of nodes that has one or more common neighbors has a higher
probability of being connected. In other words, given a node u that has k neighbors,
pairs of neighbors who are connected is significantly higher than what is expected
by a random chance (see table 2.2).
If K =

k(k−1)
2

and E is the number of edges between neighbors that actually

exist in a given network, then the local order coefficient Lu at node u is the ratio
E
.
K

Node v4 in the network in figure 2.1(b) has 4 neighbors and therefore K = 6.

There however exists connections only between v3 and v4 and v6 and v7 making
E = 2. Hence Lv4 =

2
6

= 13 . Node v8 that has only one neighbor is considered

to have a local order coefficient of 0. The local order coefficient L of the entire
network is defined as the average of the local order coefficients at individual nodes,
L=

1 X
Lu
N u∈V

Also, observations show that the distribution of local order at nodes in many
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Figure 2.3. The observed probability distribution P (k) in an E-R random graph of size
10000 and connection probability p = 0.002. The solid line is the Poisson distribution
with parameter λ = 20 and we can see a good agreement between observed and theoretical probabilities. Most nodes have a degree equal to the mean < k >= 20 and the
number of nodes with other degrees fall exponentially on either side of the mean.

natural networks is heterogeneous and is proportional to the inverse of the degrees
at the nodes. In specific, L(k) ∼ k −1 , where L(k) is the local order coefficient on
a node with degree k [62].

2.2.3

Degree distribution

The degree of a node is the number of edges incident on that node. The degree
distribution is the probability distribution P (k) for a given node in a network
to have a degree k. Given a network, say the network in figure 2.1(b), we can
empirically determine its degree distribution. Among the 8 nodes in the network
v1 , v2 and v8 have degree 1 each, while v3 , v5 and v7 have degree 2 each. v6 has
degree 3 and v4 has degree 4. Therefore, the probability that any given node will
have degree 1 is 83 , degree 2 is 38 , degree 3 is

1
8

and degree 4 is 18 . The probability

for a node to have any other degree is 0.
P (k) for E-R random graphs is a Poisson distribution with the highest probability at the mean (see figure 2.3) and the probabilities falling off exponentially at
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Figure 2.4. The observed cumulative probability distribution P (k) on (a) a coauthorship network of scientists in the field of condensed matter physics, after Newman
[14] and (b) WWW network of webpages within the nd.edu domain, after Albert et al.
[9] respectively. The degrees on the nodes in natural networks are highly heterogeneous
unlike E-R random graphs in which nodes are homogeneous in degree.

either side of the mean. This implies that most nodes in the network have a degree
closer to the mean. On the other hand, in natural networks it is not possible to
find such a characteristic degree or scale on the nodes [9, 36, 8]. There usually
exists nodes whose degrees are much higher than the mean and this heterogeneity
in node degree can be well approximated by a power law degree distribution (see
figure 2.4). That is, P (k) ∼ k −γ where γ is usually between 2 and 3 in many
natural networks [8]. Because of the lack of a characteristic scale these networks
with a power-law degree distribution are termed as scale free networks [8].
P
P
P
When P (k) ∼ k γ the mean is k −γ+1 and the variance is k −γ+2 -( k −γ+1 )2 .
P −α
Since
k convergence only when α > 1 and diverges otherwise [63], the mean
is finite only when γ > 2 and the variance is finite only when γ > 3. Hence most
natural networks that have γ between 2 and 3 have a mean degree that is finite
and an infinite variance.
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Table 2.3. The mixing patterns in natural networks [64]. r > 0 indicate an assortative
mixing pattern and r < 0 indicate a dis-assortative mixing pattern in the networks.

Network
Movie actors
MEDLINE coauthorship
Physics coauthorship
WWW
Internet
Neural network of C.Elegans
Metabolic Network, E.Coli

2.2.4

Size
449,913
1,520,251
52,909
269,504
10,697
307
765

r
0.208
0.127
0.363
-0.067
-0.189
-0.226
-0.240

Reference
[11]
[15, 16]
[15, 16]
[9]
[64]
[11]
[5]

Mixing patterns

Assortative and dis-assortative mixing patterns in networks is the tendency of
nodes to associate themselves with other nodes that are like or unlike them respectively. Newman [64] studied the mixing patterns in various social networks based
on characteristics of nodes/people such as race, sex, age and their degrees.
When considering the mixing pattern in networks with respect to node degrees,
Newman [64] showed that in natural networks the possibility of two nodes being
connected is also dependent on the degrees on these nodes. In specific, social
networks tend to have assortative mixing patterns where people of same degree (or
maybe popularity) are more likely to relate to each other. While in technological
and biological networks, a node of high degree shows a preference in attaching to
nodes of low degree and vice versa forming a dis-assortative mixing pattern (see
table 2.3).
To calculate the assortative or disassortative nature of a given network, Newman suggested to find the correlation between node degrees at either ends of the
edges in the network [64]. Given a randomly chosen edge, let qk stand for the
probability that the remaining degree on the node this edge is incident upon is k.
Let ekj be the joint probability for the remaining degrees at either ends of an edge
to be j and k. Then, we can calculate the nature of the mixing pattern by,
r=

1 X
jk(ejk − qk qj )
σq2 jk
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which is nothing but the Pearson’s correlation coefficient for the degrees at either
ends of edges [65]. σq2 is the variance of the distribution qk and is the normalizing
factor in the above equation. r takes values between −1 and 1 where r = −1 indicates perfect dis-assortativity and r = 1 indicates perfect assortativity. r = 0 implies that the given network does not show significant assortative or dis-assortative
mixing patterns. Newman showed that for many social networks (including scientific co-authorships and actor collaborations) r > 0 indicating assortative mixing
patterns and r < 0 for a wide range of both technological and biological networks
indicating dis-assortative mixing patterns.
For the practical purpose of calculating r in a given network, the above equation
can be re-written as,
P
P
M −1 i ji ki − (M −1 ( 12 i ji + ki ))2
P
r = −1 1 P 2
M ( 2 i ji + ki2 ) + (M −1 ( 12 i ji + ki ))2
where M is the number of edges in the network and ji and ki are the degrees at
either ends of an edge i, i = 1, ..., M .

2.2.5

Clusters

Given a node, not all nodes in a network are likely candidates to establish connections with. The set of likely candidates is dominated by a subset or a group of
nodes within the network called as a cluster. A cluster is usually thought of as a
group which is densely interconnected within and has a relatively sparse interaction
outside of the group.
By partitioning nodes in a given network into clusters, we can measure how
good such a partition is. For example, Newman [47] defined a modularity measure
P
Q = i (Di − Ei ) that calculates, given a partitioning of nodes into groups, the
difference between the density within a group i (Di ) observed in the network and
the density within the same group i expected by a random chance (Ei ). Q is
normalized to take values between −1 and 1. Values of Q greater than 0 and closer
to 1 indicates higher modularity or clustered nature of the partition. (Values of
Q less than 0 and closer to −1 implies that the partition is such that most of the
edges are between groups and little or no edges within groups). Table 2.4 shows
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Table 2.4. Modularity measure Q in natural networks obtained using our proposed
cluster detection algorithm (see chapter 3).

Network
Friendship network
College football network
Protein-protein interaction, S.Ceresiviae
Physics coauthorship
WWW
Movie actors

Size
35
115
2,117
16,726
325,729
374,511

Q
0.355 - 0.399
0.457 - 0.476
0.738 - 0.745
0.720 - 0.722
0.857 - 0.864
0.437 - 0.528

Reference
[67]
[40]
[29]
[15]
[9]
[36]

the values of Q obtained from partitioning natural networks using our proposed
cluster algorithm (see chapter 3). Also, while these are the measured modularity
in the networks using our cluster detection algorithm, there might exist a partition
in these networks that can have a higher Q. In general, finding a partition in a
given network that maximizes Q is NP-hard [66].
Another way to identify clusters is by defining what kind of interconnection
patterns within a subset of nodes constitutes a cluster and find all subsets in the
network that satisfy the definition. One simple definition is the presence of an
edge between every pair of nodes within the group (which is called a clique). For
other definitions of clusters see [68, 3], some of which are also detailed in chapter
3. By considering chains of cliques (defined as a sequence of cliques in which
adjacent cliques on k nodes have k − 1 common nodes) as a cluster, Palla et al [2]
have shown that clusters in social and biological networks overlap (or there exists
common nodes in two or more clusters). Further, they also showed that if there
exists two clusters that overlap with a common cluster, then they themselves are
highly likely to overlap.
Clusters in a scientific co-authorship network show grouping of scientists into
their respective discipline or focus area [66]. It is also possible to commonly observe
scientists working with the same University or Institute to be grouped together into
a cluster. Clusters in biological networks reflect functional groupings, and Guimera
and Amaral [41] showed that nodes at the periphery of a cluster sharing edges with
nodes from many other clusters are the most biologically conserved bio-molecules
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in various organisms.

2.3

Models of natural complex networks

Small average shortest path lengths or heterogeneous degree distributions or clustered structures in natural complex networks arise due to the interconnection patterns. Modeling efforts in the network science literature mostly focused on identifying these organizing principles of natural networks, and incorporating them in
a network model to obtain better insights. In this section we will review some
of these models, namely random graphs, small-world networks and scale-free networks and identify how their properties compare with the properties of natural
networks.

2.3.1

Random graphs

The following steps characterize the construction of an E-R random graph.
• Start with a set of N isolated nodes and
• Connect each pair of nodes with a connection probability p
As the probability p increases from 0, the number of edges in the network also
increases. Figure 2.2 shows this evolution for increasing values of p from 0 to 0.2
in a network of 20 nodes. When p = 1 it is simply a complete graph or clique.
Let k be the degree on the nodes and P (k) be the probability (or degree)
distribution. Then P (k) = CNk −1 pk (1 − p)N −1−k . Given a node there are N − 1
other nodes with which it can possibility have edges and among these we choose k
nodes in CNk −1 ways. The probability that the node has edges with exactly these
k nodes is pk (1 − p)N −1−k .
k

, where < k >=
In the asymptotic limit (N → ∞), P (k) becomes e−<k> <k>
k!
pN . Hence most nodes in a given random graph have a degree close to the mean
(< k >), with smaller or larger degrees becoming exponentially rare (see figure
2.3).
The local order coefficient of an E-R random graph is simply the connection
probability p. This is because, the probability that any two nodes are connected
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is p, and it is independent of the existence of connections between any other pairs
of nodes in the network. Also E-R random graphs do not show any specific mixing
patterns as the correlation coefficient r = 0 [64]. On the other hand, the average
path length l scales as log N and have values that are in good agreement with
natural networks of the same size [8]. The value l can be calculated in the following
manner. The number of nodes at a distance d from a given node (nodes with which
the shortest path length is d) is < k >d . Hence to cover all the nodes < k >l ∼ N
and therefore l =

log N
.
log <k>

For a more rigorous calculation see [1].

An important advantage of E-R random graphs is that they are both intuitively
and mathematically tractable and are hence they are still extensively used for
analysis of complex networks. Some of the interesting questions that were studied
from the evolution of random graphs is, for what values of p is the graph connected?
How does the characteristics of the topology change as p varies and what kind of
subgraphs are present?
2.3.1.1

Transition probabilities and giant connected components

In fact, Erdös and Rényi showed that for a given probability p and a set of N nodes
either every graph has a property Q or every graph does not have the property Q
[1, 8]. That is, as p increases gradually, the transition from a property being very
unlikely to becoming very likely is usually swift. There exists a critical threshold
pc (N ) for any Q such that for p < pc (N ) almost no graph has the property Q while
for p > pc (N ) every graph begins to display the property Q.
In particular, one of the first problems studied by Erdös and Rényi was the
appearance of subgraphs in E-R random graphs and their corresponding transition
probabilities. Given a graph G(V, E) on a set V of nodes and set E of edges the
graph H(U, D) is a subgraph of G if U ⊂ V and D ⊂ E. Let H be any graph
on k nodes and m edges, then there exists a rigorous proof that shows the critical
threshold pc (N ), for E-R random graphs to have subgraphs of the form H, is
k

pc (N ) ∼ N − m [1, 8].
We can in fact see this from the following arguments. Suppose that we first
find how many subgraphs X, of the form H does E-R random graphs on N nodes
and a connection probability p (denoted as ER(N, p)) have. Then the critical
threshold pc (N ) will be the smallest probability for which X ≥ 1. k nodes can be
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chosen from ER(N, p) in CNk ways and they will have m edges with a probability
pm . We can also permute the k nodes in k! different ways to obtain k! new graphs
of which say a graphs are isomorphic to each other. Then the expected number of
subgraphs E(X) on k nodes and m edges is
E(X) = CNk

k! m N k pm
p '
a
a

Even though the actual number of subgraphs X could be different it will be
k
equal to E(X) in most cases [1]. When p(N ) is of the form cN z where z < − m
and

c is an appropriate constant, we can find an N ∗ sufficiently large so that E(X) ≈ 0
k
for N ≥ N ∗ . On the other hand when z = − m
, E(X) takes a finite value denoted

by λ =

cm
,
a

which marks the transition into a region where almost every graph
k

k

ER(N, p > cN − m ) has a subgraph of the form H. In fact, when pc (N ) = cN − m ,
it can be shown that the probability P (X ≥ 1) → 1 as c increases in the limit
N → ∞ [1, 8].
Indeed, given a set of N nodes, the topology of E-R random graphs as p increases from 0 can be characterized by the subgraphs they contain. There are
three such subgraphs, namely cycles, trees and complete graphs, that are used to
define the characteristics of the topology for different values of p. A cycle is a path
x0 , x1 , ..., xk in which x0 = xk and is said to be of size k. A graph on k nodes and
k − 1 edges is a tree of size k if it has no cycles. And a complete graph of size k as
defined earlier is a clique on k nodes. Let us suppose that the connection probability p has the form p = cN z . When z is very small and → −∞ the random graph
contains no edges and is just a collection of N nodes. When z increases gradually
and crosses − 23 , trees of size 3 begin to appear in the network. Similarly, when z
crosses the points − 34 and − 54 , trees of sizes 4 and 5 respectively begin to appear
in the network. This phenomena continues until z increases further towards −1.
Exactly when z crosses the point −1 the asymptotic probability for appearance of
cycles of all sizes jumps from 0 to 1. And as z increases further and crosses the
point − 64 complete graphs of size 4 begin to appear in the network followed by
complete graphs of increasing sizes as z increases further towards 0. When z = 0
the random graph becomes a complete graph of size N and hence has all forms of
subgraphs in it.
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Figure 2.5. The size of the largest connected component in an E-R random graph of
1000 nodes is plotted against the connection probability p. As p increases gradually we
can see a sudden increase in the size of the largest connected component.

Further, Erdös and Rényi showed that when z crosses the point −1, the topology of E-R random graphs show interesting properties with respect to the size of
the connected components. That is, until z reaches −1, the random graphs are a
loose collection of small components (also sometimes referred to as clusters) where
each component has a tree like structure. In fact the number of nodes in the largest
connected component is approximately ln N when z is just less than −1. However
when z crosses −1, the size of largest component increases abruptly having a finite
fraction of the total number of nodes N [1, 8]. Therefore z = −1 marks the transition of the largest connected component into a giant component in E-R random
graphs (see figure 2.5). It is interesting to note that when p(N ) ∝ N −1 , the average
degree < k > of the network is a constant. That is, < k >= p(N − 1) ≈ pN ∝ 1.
In fact as Erdös and Rényi show < k >c = 1 and this is the critical average degree
on the nodes at which E-R random graphs of any size N transitions from a loose
collection of small components into a graph that is dominated by a giant connected
component [1, 8]. From figure 2.5 we can see that in a network of 1000 nodes the
critical probability p is approximately 0.001. Except for the giant component, the
remaining connected components in the graph are small with most of them having
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a tree like structure. And as z increases from −1 the size of the giant component
(S) increases proportional to the difference of p from pc , i.e., S ∝ (p − pc ) [8]. It
is important to note that the phenomenon of the occurrence of giant components
in lattices and networks is widely studied in mathematics and in the statistical
mechanics literature under the name percolation theory [8, 1, 69].
2.3.1.2

Non-uniform random graphs

There also exists classes of random graph models that mimic properties of the
power-law degree distributions of natural networks. Given a set of N nodes, these
models require as input either a degree sequence, which is an N -tuple of degrees
(k1 , ..., kN ) or a probability distribution P (k). If we are given a P (k), the degree
sequence is generated from this distribution. Once we have a degree sequence, each
node in the network is assigned exactly one such degree ki from the sequence. We
can imagine this assignment as a set of N nodes with each node i having ki halfedges or stubs associated with it. Then, pairs of half-edges are uniformly randomly
chosen and joined together to form complete edges [70, 71]. In such networks, given
a P (k), Molloy and Reed [70] showed that a giant component exists almost surely
P
1
if k≥1 k(k − 2)P (k) > 0, provided the maximum degree is less than N 4 . The
case when P (k) ∼ K −γ , the condition reduces to γ < 3.47 [8, 37], which is indeed
true in most natural networks [8, 10]. Newman, Watts and Strogatz handle the
limiting case of generalized random graphs based on generating functions which is
also extended to directed graphs and bi-partite networks [71].
Newman [64] also proposed random graph models for a given distribution in
which the mixing patterns can be varied. At first, given a degree distribution,
a degree sequence is created for N nodes and a graph is formed as described
above. Then, at every step, two pairs of edges, (u1 , w1 ) and (u2 , w2 ), are chosen
uniformly randomly. Based on the remaining degrees at these nodes, say (j1 , k1 )
and (j2 , k2 ) respectively, a probability p(j1 , k1 , j2 , k2 ) is chosen, which is a function
of the remaining degrees, with which the edges are swapped. That is, (u1 , u2 ) and
(w1 , w2 ) will be the two new edges replacing the old ones in the network. Such a
method will maintain the degree at the nodes and Newman showed that we can
choose the probability p appropriately to obtain a correlation r ranging between
−1 and 1 [64].
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Exponential Random Graph Models (ERGM), another class of graph models,
are a collection of networks on N nodes each [72, 73, 74, 75, 76, 77]. Here a
network G appears with a probability P (G) ∝ e−λ , where λ is a weighted sum of
a set of observable properties {²i }. Elements of this set {²i } can be, for example,
the number of nodes with certain degree, number of triangles etc. Given a set
of weights corresponding to the properties {²i }, the networks are generated using
Gibbs or Metropolis-Hastings sampling methods [76]. This class of networks is
mainly used in the modeling and analysis of social networks [77].

2.3.2

Small-world networks

As mentioned earlier, Watts and Strogatz observed that the local order coefficient
at individual nodes and in the overall network was significantly higher in natural
networks [51]. That is, the local order coefficient in a corresponding E-R random
graph with the same number of nodes and edges is very poor. However, Watts and
Strogatz also observed that natural networks are not completely ordered. In fact ER random graphs do have the small-world behavior which is in good agreement with
natural networks [8]. Hence they suggested that natural networks lie somewhere
between order and randomness. To capture the appropriate region between order
and randomness they suggested the following small-world network model.
• Begin with a highly ordered ring lattice in which each node has connections
with the closest k nodes.
• Rewire every edge in the network, each with a probability p, such that one
end remains the same and the other end is chosen uniformly randomly from
the rest of the nodes. Care must be taken to avoid multiple edges and loops.
When p = 0 the network is a regular lattice and when p = 1 it becomes a
random graph (see figure 2.6). However, Watts and Strogatz showed that there
exists a range of values 0 < a < p < b < 1 for a given N such that the rewired
networks have both small average path lengths and a high local order coefficient
in agreement with natural networks [11, 51]. Newman [78] proposed a similar
model in which instead of rewiring edges in the ring lattice we add edges between
two randomly chosen nodes with a probability p. The local order coefficients for
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Figure 2.6. Transformation of a regular lattice as the rewiring probability p increases.
When p = 0 we have a network of 20 nodes where every node is connected to its closest
4 neighbors. When p = 1 the lattice transforms into a random graph.

Watts-Strogatz model (CW S ) and the Newman model (CN ) are
CW S =

3(k − 1)
3(k − 1)
(1 − p)3 and CN =
2(2k − 1)
2(2k − 1) + 4kp(1 − p)

respectively. The degree distribution in both these networks is peaked at the initial
degree k on the nodes. Even as more edges are rewired, the degree distribution still
remains peaked at k implying that these models do not capture the heterogeneity
in node degrees as present in natural networks.

2.3.3

Evolutionary models of scale-free networks

Unlike random graphs and the Watts-Strogatz model, where the number of nodes
N is fixed and the edges are placed accordingly to obtain desired properties, natural
networks are constantly growing and evolving with addition and deletion of edges.
In social networks, new nodes enter (and old nodes die) continuously in the system.
The WWW is a constantly evolving network in which new webpages and hyperlinks
are created increasingly with time. Even biological networks change over time with
the creation and deletion of cells and their components. Barabasi and Albert [79, 9,
36, 8] proposed an evolving network model and showed that two ingredients namely,
growth and preferential attachment, are responsible for creating a heterogeneous
degree distribution, in specific, a power-law degree distribution in natural networks.
Adding new nodes at every time step in the model will capture the growing nature of natural networks. Also, unlike random graphs where all pairs of nodes are
connected with a uniform probability, natural networks show preference in specif-
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ically attaching to high degree nodes. This growth and preferntial attachment,
Barabasi and Albert showed, will give rise to a power-law degree distribution [9].
The model is defined as follows,
• Growth: Start with a small set of nodes say m0 and at each time step add a
new node to the network with m edges pointing from it, where m < m0 .
• Preferential attachment: When a new node enters, each of the m edges of
the node will attach to already existing nodes in the network. In specific,
old nodes are chosen for attachment with a probability
ki
πi = P
j

kj

where ki is the degree on node i in the network.
It was shown that this mechanism leads to a scale-free network with a power-law
distribution P (k) = k −3 . The average path length for this model is l =

log N
log(log(N ))

and therefore display the small-world property. Also, the local order coefficient L is
approximately

(log N )2
N

which is a slower decay than < k > N −1 observed in random

graphs [80]. Following the proposal of this evolving scale-free network model, more
refined models have been proposed, leading to a well developed theory of evolving
networks [8, 10, 81, 4, 36, 82, 83].

2.4

Dynamical processes on natural networks

One of the primary reasons to understand and model complex systems is to eventually control the processes taking place on them. For example, we want to understand the mechanisms by which viruses or diseases spread. We strive to optimize
information retrieval and resource sharing over the WWW and the Internet. In
this section we briefly discuss some important results of dynamical processes and
their behaviors in the models of natural complex networks.

2.4.1

Network resilience

Many natural complex systems are highly robust and tolerant of perturbations. In
the Internet for example, despite frequent router problems, the overall ability of the
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network in carrying data packets remains effective. Also, functions of organisms
and their ability to persist and reproduce despite environmental interventions is
attributed to the robustness of the underlying metabolic and genetic networks
[8, 29]. Functionalities of the nodes and network dynamics are one set of factors
responsible for the resilience of complex systems. This being the case, it has also
been shown that degree of redundancy in interconnections and properties of the
network topologies can also throw light on the robustness of complex systems
[8, 84].
Node removal is a common way by which network topologies are tested for
resilience [8, 84]. In particular, we can consider a node chosen uniformly randomly
from the network to have failed called as random failure or specifically target nodes
of highest degree called as targeted attacks. In either case the node along with its
edges are removed from the network. Removal of a node can break existing paths
between various sets of nodes and potentially lead to an increase in the average path
length or a decrease in size of the largest connected component. Figure 2.7 shows
the response of an E-R random graph and a power-law network generated using
the Barabasi-Albert model to node failures. We can see that different topologies
have different kinds of response to random failures and targeted attacks.
In both networks there is a critical fraction fc of nodes at which the size of
the largest connected component falls quickly to 0. In the case of random failures,
this fraction fc = 1 − 1/pN for an E-R random graph of size N and connection
probability p [8]. When the mean degree < k >= pN = 1, fc = 0, and therefore
further removal of any non-zero fraction of nodes will lead to a disintegration of the
network into smaller clusters or components. (Compare this with < k >c = 1 for
the appearance of a giant connected component in E-R random graphs; in general
these two processes are the inverse of each other). In figure 2.7(a) pN =< k >= 4
for the E-R random graph and when the fraction of nodes removed is approximately
fc = 0.75 the size of the largest component becomes negligible. On the other hand
for a power-law network fc → 0 in the limiting case of N → ∞ and γ < 3 [8, 84].
Thus power-law networks are extremely resilient to random failures. The drop in
the size of the largest component we see in the figure 2.7(b) at a value before 1 is
the effect of finite size scaling.
In the case of targeted attacks, power-law networks due to their reliance on
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Figure 2.7. The size of the largest connected component in response to random failures
(denoted in squares) and targeted attacks (denoted in circles) are plotted for an (a) E-R
random graph and a (b) power-law network generated using the Barabasi-Albert method.
Both these networks have 10000 nodes each and an approximate mean degree < k >= 4.

high degree nodes break at a much smaller threshold in comparison to random
graphs [8, 84]. In power-law networks, Newman [64] further differentiated fc for
targeted attacks. In particular he showed that the critical fraction fc , for targeted
attacks, is much smaller in a dis-assortative network than an assortative network
of the same size.
Node removal can also affect the functionality of a network. In a power grid
for example, which is a network of substations, if a substation fails to work, then
the generated power, since it cannot be destroyed, is re-routed via other nodes
in the network [85]. As a result, loads on other nodes increases and result in
cascading failures, as happened on August 10th 1996 in 11 US states and two
Canadian provinces [86]. Under single node removal, Kinney et al. [87] showed
that 40 percent of transmission substations lead to cascading failures in the North
American power grid. In [88], Motter proposed a defense strategy in which after
the first failure, by selectively removing more nodes and edges one can reduce the
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size of cascade. For other work on cascading failures refer to [85, 89, 90, 91, 92].

2.4.2

Spreading process and diffusion

The spread of diseases in sexual contact networks and diffusion of information in
the Internet are problems of immense interest. The process of a disease spreading
in a population has been widely researched and many models of the spreading
mechanism have been proposed and analyzed [4]. Initially, the population on which
disease dynamics was studied was assumed to be fully mixed, or in other words,
any individual can potentially affect any other individual within the population. In
reality, a disease can spread from one individual to another only if there is a contact
of some sort. Hence, along with an increasing interest in network modeling, there
has been a flurry of activities to understand the dynamics of spreading processes in
networks, yielding radically different results [4, 93, 94, 95, 96, 97]. In specific, for
power-law networks it was shown that any non-zero rate of disease transmission
from an infected node will cause an epidemic (a large fraction of nodes in the
network will be affected) [94]. Refer to [95, 98, 99, 100] for revisions of this result
that shows the existence of non-zero thresholds for transmission rates in specific
kinds of networks, namely those with high transitivity [98] or certain types of
correlation between connected nodes [99, 100].
With the knowledge on disease spreading dynamics and network resilience to
targeted attacks, it was proposed that people with a large number of contacts (or
high degree nodes) should be vaccinated to prevent a disease from quickly spreading
to other parts of a network [101, 96]. While this is not a surprising suggestion,
the problem lies in actually finding these high degree nodes. The only way we can
know the number of sexual contacts a person has is by asking him/her directly.
Cohen et al. [102] later observed that instead of trying to find high degree nodes,
one can try to reach a node through a randomly chosen edge (vaccinate a friend of
a randomly chosen person). In this way the probability of finding a node of degree
k is proportional to k. That is, if pk is the probability that a randomly chosen
node has degree k, then the probability that a node reached through a randomly
chosen edge has degree k is proportional to kpk [4, 102]. We therefore have higher
probabilities of reaching nodes of higher degrees.
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2.4.3

Search and information retrieval

Information or resources that we require may reside at specific nodes in a network.
The processes by which we hop from one node to another via the edges looking for
specific information is called a search process. Adamic et al. [23] and Thadakamalla et al. [24, 103] have studied decentralized search processes in a wide range
of power-law, weighted power-law and spatial scale-free networks. Adamic et al.
[23] first showed that specifically searching through high degree nodes in power-law
networks is more efficient than a random walk search. This they showed analytically in networks where the power-law exponent γ lies between 2 and 3. Later in
[24], Thadakamalla et al. proposed an efficient method to search networks that
have heterogeneous degree distributions and a heterogenous distribution of weights
on the edges. They proposed a localized centrality measure that evaluates the importance of a node using both its degree and weights on the edges incident on the
node. By navigating through nodes with high centrality values the search process
becomes more efficient.
In another work, Thadakamalla et al. [103] studied search processes in spatial
power-law networks. They showed that two indicators, namely degree and distance
of the node from the target, are sufficient to guide the search process. In this case,
they showed that by combining the two indicators appropriately a decentralized
search mechanism can be formulated that will find the target, on an average, in
the smallest number of steps possible. This result adds further evidence to the
conjecture that organization of natural complex networks encompasses efficient
search and information retrieval [104, 105].
Search engines are useful tools that help in information retrieval from the
WWW. Algorithms such as Page Rank are used to retrieve the webpages in the
order that is expected to be of relevance to user requests. This algorithm uses both
the individual webpage’s value and the cumulative value attached to the webpage
by its neighbors as an indicator of the overall value of a given webpage [27]. Kleinberg et al [28], proposed a similar link based mechanism for retrieving webpages
with relevant information, but do so using two different sets of values. They associate values to webpages that determines if they are good authorities and/or good
hubs. A good hub is a webpage that has hyperlinks to many good authorities and
a good authoritarian webpage is one that is referenced by many good hubs. The
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best set of hubs and authorities then contain information that is of most relevance
to the user. Such an approach, according to Kleinberg, was motivated by a large
presence of bi-partite sub-structures observed in the WWW network.

2.5

Clustered structures

Finding and analyzing clustered structures in natural networks will help us to
understand their structural organization better. It is now becoming clear that
there exists multiple and overlapping clustered structures in natural networks and
establishing how they arise is an interesting and unsolved problem [2]. Further,
developing network models that can mimic this property of natural networks will
enable us to study the process dynamics such as disease spreading, information
retrieval and structural resilience better [106]. It is with this motivation that we
will proceed to discuss in chapter 3 our proposed method for cluster detection in
natural networks.

2.6

Wireless sensor networks

A desired property of WSNs is connectivity. That is, we ideally want any sensor node to be able to communicate with any other sensor node either directly
or through other nodes using the edges [7, 6, 35, 34, 107]. This is our primary
goal. However, there are two additional necessities, namely power conservation
and reduced interference that should also be taken care of simultaneously [6, 35].
We therefore want to find that specific organization of communication links between sensor nodes that will ensure connectivity along with conserved power and
reduced interferences. In the following discussions we will make clear what these
terms mean and how we will achieve all the requirements of a WSN topology
through structural organization.
Before getting into the details, we will begin with a brief summary of wireless
sensor nodes and their capabilities. We will then define power conservation and
interference in WSN followed by a review of wireless sensor network models that
will help us achieve an appropriate structural organization.
Figure 2.8 shows the basic components of a miniaturized sensor node. It consists
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Figure 2.8. The basic components of sensor node are a sensing unit, processing unit
and a wireless transceiver. These three units require power to enable their tasks and
that is provided by the power unit.

of a sensing unit (which can be fitted with a vibration sensor or a temperature sensor or others), a processing unit that can perform certain limited tasks, a wireless
transceiver that establishes communication with other sensor nodes (to transmit
and receive data packets) and a power unit that is responsible for supplying power
to the other three units [34]. Advances in mechanical systems and electronics have
enabled the manufacturing of miniaturized sensors that can be compared to the
size of a quarter [35]. In addition sensors can be made available at cheap prices
which is expected to reduce well below one dollar per sensor [6, 34].
Before miniaturized wireless sensors were available, traditional sensors that
were larger in size were used to monitor a sensing region. A small number of
such sensors were carefully placed and their communications pre-engineered to
collect data on the phenomenon of interest. In cases when invasive methods were
not possible (such as manning dangerous terrains or large chemical plants) these
sensors were placed away from the sensing region and sophisticated methods were
used to differentiate between random noise and the signal of interest [34].
Some of the the advantages of miniaturized sensors over traditional sensing
methods are
• Numerous small sensors can be used redundantly in a sensing region to continuously collect data at finer scales and resolution [6, 35, 108].
• Redundant use of sensor nodes also allows long-term data collection [6, 34].
• Due to their small sizes they do not invade or alter the nature of the environment around them. Hence they are placed in the region of interest allowing
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localized measurements and detailed information to be available [34, 108].
Due to such advantages there has been a considerable amount of research in
the last few years on developing protocols for self-organization, routing and for
data pre-processing and aggregation [7, 6, 35, 34, 107, 109].

2.6.1

Power efficiency, reduced interference and connectivity

Our focus in this thesis is on the self-organization of wireless sensor nodes. That
is, after the sensor nodes are deployed in a sensing region their powers are turned
ON and they autonomously begin to establish their links in the network [6, 35].
Self-organization between nodes is enabled by the means of Topology Control (TC)
protocols. TC is a process by which sensor nodes adjust their transmission ranges
to conserve power and reduce interference in the wireless network, while still maintaining certain fundamental properties (connectivity) of the network [6, 38].
Miniaturized sensor nodes are usually battery powered [6, 34]. Since prolonged
life-times are important, power at the sensor nodes is rationed to perform all the
required tasks optimally. Transmission of data packet from one node to another is
the most energy consuming task of a sensor node. In specific, if the transmission
radius is r, then the energy required to transmit messages with this radius is
proportional to r2 [6]. Therefore keeping the transmission ranges at the nodes
small is one of the primary goals of TC. Note that a node can communicate (have
links) with only those other nodes within its transmission range.
Sensor nodes in a WSN use a shared wireless channel to communicate with
their neighbors [6, 38]. Hence, if a node x transmits a message to another node
y at a distance d apart, it interferes with all the other nodes that are less than
a distance d from x (see figure 2.9). And because the nodes share the wireless
channel, two concurrent transmissions (say from x and y to z) will most likely
corrupt each other [6].
From figure 2.9 we can observe the following.
1. Suppose x has to send a data packet to y. Then for a direct transmission the
energy required is proportional to d2 . However, if x transmits to z and then
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Figure 2.9. The case of small multihop communications required to reduce power
consumption and interferences. Here the Euclidian distance between x and y is d, while
the distance between x and z and z and y are d1 and d2 respectively. Since the power
required to transmit to a node at a distance d is d2 and because of the triangle inequality
d21 + d22 ≤ d2 . Therefore it is more power efficient for x to transmit to y via z in smaller
steps than one long range transmission. Also, the transmission from x directly to y
interferes with all the nodes in the circle of radius d from x. And hence having small
node degree will reduce this interference.

to y, which are at distances d1 and d2 apart respectively, the overall energy
consumed for this transmission is d21 + d22 ≤ d2 . Hence keeping the transmission ranges low and using multiple small hops to transmit data packets leads
to a better conservation of energy.
2. Again under the same scenario, when node x transmits directly to node
y, this transmission will interfere with all the other nodes that are within a
distance d from x. Here again transmitting with small ranges and in multiple
hops will reduce the degree and hence interferences.
Hence the goal of TC is maintain many short range communications instead of
long ranged ones. But in doing so a TC should also ensure the connectivity of the
network.
We will evaluate the WSN network models based on the ability to obtain optimal energy efficient and bounded degrees on the nodes. But before we begin this
discussion, it is important to introduce another factor, namely the spatial distribution of the sensor nodes, that make these networks different from any of the
networks models discussed in section 2.3.
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2.6.2

Spatial distribution of sensor nodes

For simplicity we will consider the nodes to be embedded in a regular region S
in the 2-dimensional Euclidian space R2 . Generally speaking we will assume the
sensors nodes to be uniformly randomly distributed in S. More rigorously we
assume the sensor nodes follow a spatial Poisson point process.
Let A be a family of subsets of S. For A ∈ A, let N (A) be the number of nodes
in the set A and |A| the area of the region A. Then {N (A)}A∈A is a homogeneous
Poisson point process with intensity λ > 0 if,
1. For each A ∈ A, N (A) ∼ Poisson(λ|A|).
2. And for any finite collection {A1 , A2 , ..., An } of disjoint subsets of S,
N (A1 ), N (A2 ), ..., N (An ) are independent.
assuming that S is normalized to have an area 1 [69]. It then follows that
−λ|A| (λ|A|)

P (N (A) = k) = e

k

k!

Further, if B ⊂ A, then P (N (B) = 1/N (A) = 1) =

|B|
.
|A|

That is,

T c
T
N (B) = 1
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λ|B|e−λ|B| e−λ|A B |
|B|
P(
)=
=
=
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N (A) = 1
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Thus we can see that the probability for a node to lie in B given that we already
know the node is in A depends only on the area |B| of B. In fact, it can be shown
that
N (B)/N (A) = n ∼ Cnk (

|B| k
|B| n−k
) (1 −
)
|A|
|A|

and more generally for a partition B1 , B2 , ..., Bm of A and n = n1 + n2 + ... + nm
P (N (B1 ) = n1 , ..., N (Bm ) = nm /N (A) = n) =

n!
|B1 | n1 |Bm | nm
(
) ...(
)
n1 !n2 !...nm ! |A|
|A|

To simulate a spatial Poisson pattern with intensity λ in, say a unit square, we
have to do the following,
1. Simulate a Poisson(λ) number of points
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2. Distribute the points uniformly over the unit square
In all the network models of WNSs that we will discuss below the nodes are distributed according to a spatial Poisson process of intensity λ (also called as the
density of nodes in S) in a subset S in R2 .

2.6.3

Models of wireless sensor networks

In light of the requirements and constraints described previously, we will review
models for WSNs. We will specifically evaluate the feasibility of finding an optimal
power transmission range and degree on the nodes for the following models.
2.6.3.1

Poisson Boolean model

In this model the sensor nodes are assumed to follow a Poisson point process X
of intensity λ in the sensing region S which is a regular and continuous subset of
R2 . Each point of X is the center of a ball of a random radius such that the radii
corresponding to different points are independently and identically distributed.
The Poisson Boolean model is usually denoted as (X, ρ), where ρ is the random
variable for the radii on the points of X [69].
This model has been widely used in the mathematics and physics literature to
study various properties including the emergence of giant connected components
[69, 110, 111, 112, 113]. For the case when ρ = r a.s (almost surely), it was shown
that there exists a critical threshold λc such that the Poisson Boolean model has
a giant component almost surely when λ ≥ λc [69, 111]. Alternately, for a given λ
we can find a rc (λ) such that for r ≥ rc the Poisson Boolean model almost surely
has a giant component [113, 110, 114].
While this model was initially proposed to study the spread of forest fires, it
was later adopted to depict a WSN. In the case of WSNs the radius on the nodes
can be assumed to depict the transmission range of a sensor node. Hence a given
node x with radius rx has directed edges pointing towards all the other nodes that
are within a distance rx from it. When radii of all nodes are identical (ρ = r a.s.),
then every pair of nodes either has a two-way communication or no communication
at all.
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2.6.3.2

Poisson random connection model

Similar to the Poisson Boolean model, the random connection model is also driven
by a Poisson point process X. However, unlike the Boolean case, here, the existence
of edges between nodes is determined by a non-increasing function g from the set
of positive reals to [0,1]. Thus given any pair of points x and y, the existence of an
(undirected)edge is determined with probability g(kx − yk), independent of other
pairs. k · k here stands for the Euclidean metric. A Poisson random connection
model is usually denoted as (X, g). It has been shown that there exist finite critical
thresholds λc (g) that depend on g, for the appearance of giant components in the
networks [69]. The Poisson Boolean model with fixed radius is a special case of
the random connection model by choosing g as follows,

1, ∀ kxk ≤ r
g(x) =
0, ∀ kxk > r
2.6.3.3

Nearest k-neighbors model

One of the major drawbacks of either the Poisson Boolean model or the Poisson
random connection model is that it is not possible to restrict the degrees on the
nodes. For example, in a Poisson Boolean model when ρ = r a.s. for some fixed
r, the degrees on the nodes in the network follow a Poisson distribution with
parameter < k >= r2 πλ [113]. Therefore, while most nodes in the network have a
degree close to the mean < k > there might exist nodes whose degrees are much
higher than < k >. Therefore we cannot find a non-trivial upper bound on the
node degree in the network.
On the other hand consider the following model. Suppose again that the sensor nodes are distributed according to a Poisson point process in a unit square.
Then, for a fixed non-negative integer k, suppose that every node adjusts its transmission range to accommodate exactly their k closest neighbors [38, 58]. We call
this the nearest k-neighbors model. Here again we can study how the connected
components of the network changes for increasing values of k but keep a strict
upper-bound on the node degrees. In fact, if we know the upper bound k for the
degree on the nodes, then it is possible to obtain upper bounds on the interference
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in the overall network. Further if k is a constant and independent of N , then the
interferences in the network is also bounded above by a constant f (k) (a function
of k) and is independent of N [38].
In the k-neighbors model, we assume every node to have edges directed towards
the k closest neighbors. However, to study the connectivity of the this network
model we do the following,
• Replace two way connections between nodes by one single undirected edge.
• If there is only a one way connection between two nodes, then we simply
remove this link from the network.
We will derive the optimal k for connectivity (giant component) on this pruned
network and show that it is indeed a constant which is independent of N .

2.7

Summary

In this chapter we have discussed thoroughly on the clustering and connectivity
problems in complex networks.
In the first half of this chapter we showed through our discussions that natural
complex networks have distinct features and properties. We saw that these properties can throw light on organizing principles present in the underlying network
(for example, we need both growth and a preferential attachment mechanism to
obtain power-law networks and presence of few long range/random connections in
highly ordered lattices can yield small-world behavior and so on). More importantly performance of processes such as error and attack tolerance, information
diffusion, search, navigation and information retrieval are affected by these properties of complex networks. Clustered structures which is a commonly observed
property in many natural complex networks has received wide spread attention
in the recent years. In this thesis we will concentrate on the problem of cluster
detection in complex networks and its implications on network organization.
In the second half of this chapter we discussed the problem of connectivity in
WSNs. While creating more and more links in a network can yield connectivity,
this creation of links is limited. In specific, we saw that two constraints limited
power and reduced interference curb the creation of links. Therefore the problem
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of connectivity reduces to finding an optimal mid-way that ensures the use of as
less links as possible while still maintaining the connectivity of the WSNs.

Chapter

3

Finding clustered structures in
natural complex networks
Cluster detection is similar to the well studied network partitioning problems
[115, 116, 117]. The network partitioning problem is in general defined as the
partitioning of a network into c (a fixed constant) groups of approximately equal
sizes, minimizing the number of edges between groups. This problem is NP-hard
and efficient heuristic methods have been developed over years to solve the problem [117, 118, 115, 116, 119]. Much of this work is motivated by engineering
applications including very large scale integrated (VLSI) circuit layout design and
mapping of parallel computations. Thompson [120] showed that one of the important factors affecting the minimum layout area of a given circuit in a chip is
its bisection width. Also, to enhance the performance of a computational algorithm, where nodes represent computations and edges represent communications,
the nodes are divided equally among the processors so that the communications
between them are minimized.
The goal of a network partitioning algorithm is to divide any given network
into approximately equal size groups irrespective of node similarities. Community
detection on the other hand finds groups that either have an inherent or an externally specified notion of similarity among nodes within groups. Furthermore,
the number of clusters in a network and their sizes are not known beforehand and
they are established by the cluster detection algorithm.
Many algorithms have been proposed to find clustered structures in networks.
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Hierarchical methods divide networks into clusters, successively, based on a dissimilarity measure, leading to a series of partitions from the entire network to
singleton clusters [40, 48]. Similarly one can also successively group together
smaller clusters based on a similarity measure leading again to a series of partitions
[66, 121]. Due to the wide range of partitions, structural indices that measure the
strength of clustered structures are used in determining the most relevant ones.
Simulation based methods are also often used to find partitions with a strong
clustered structure [122, 41]. Spectral [116, 123] and flow maximization (cut minimization) methods [44, 124] have been successfully used in dividing networks into
two or more clusters.
In this thesis, we propose a localized cluster detection algorithm based on label
propagation. Each node is initialized with a unique label and at every iteration of
the algorithm, each node adopts a label that a maximum number of its neighbors
have, with ties broken uniformly randomly. As the labels propagate through the
network in this manner, densely connected groups of nodes form a consensus on
their labels. At the end of the algorithm, nodes having the same labels are grouped
together as clusters. As we will show, the advantage of this algorithm over the
other methods is its simplicity and time efficiency. The algorithm uses the network
structure to guide its progress and does not optimize any specific chosen measure
of cluster strengths. Furthermore, the number of clusters and their sizes are not
known a priori and are determined at the end of the algorithm. We will show
that the clustered structures obtained by applying the algorithm on previously
considered networks, such as Zachary’s karate club friendship network and the US
college football network, are in agreement with the actual clusters present in these
networks.

3.1

Definitions and previous work

As mentioned earlier, there is no unique definition of a cluster. One of the simplest
definitions of a cluster is a clique, that is, a group of nodes where there is an edge
between every pair of nodes. Cliques capture the intuitive notion of a cluster [3]
where every node is related to every other node and hence have strong similarities
with each other. An extension of this definition was used by Palla et al in [2], who
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define a cluster as a chain of adjacent cliques. They define two k-cliques (cliques
on k nodes) to be adjacent if they share k − 1 nodes. These definitions are strict
in the sense that the absence of even one edge implies that a clique (and hence the
cluster) no longer exists. k-clans and k-clubs are a more relaxed definitions while
still maintaining a high density of edges within clusters [2]. A group of nodes is
said to form a k-clan if the shortest path length between any pair of nodes, or
the diameter of the group, is at most k. Here the shortest path only uses the
nodes within the group. A k-club is defined similarly, except that the subnetwork
induced by the group of nodes is a maximal subgraph of diameter k in the network.
Definitions based on degrees (number of edges) of nodes within the group relative to their degrees outside the group were given by Radicchi et al [48]. If din
i
and dout
are the degrees of node i within and outside of its group U , then U is said
i
P
P
out
in
out
to form a strong cluster if din
i > di , ∀i ∈ U . If
i∈U di >
i∈U di , then U
is a cluster in the weak sense. Other definitions based on degrees of nodes can be
found in [3].
There can exist many different partitions of nodes in the network that satisfy a
given definition of cluster. In most cases [125, 126, 4, 66, 124], the groups of nodes
found by a cluster detection algorithm are assumed to be clusters irrespective
of whether they satisfy a specific definition or not. To find the best clustered
structures among them we need a measure that can quantify the strength of a
cluster obtained. One of the ways to measure the strength of a cluster is by
comparing the density of edges observed within the cluster with the density of
edges in the network as a whole [3]. If the number of edges observed within a
cluster U is eU , then under the assumption that the edges in the network are
uniformly distributed among pairs of nodes, we can calculate the probability P
that the expected number of edges within U is larger than eU . If P is small,
then the observed density in the cluster is greater than the expected value. A
similar definition was recently adopted by Newman [47], where the comparison is
between the observed density of edges within clusters and the expected density of
edges within the same clusters in randomized networks that nevertheless maintain
every node’s degree. This was termed the modularity measure Q, where Q =
P
2
2
i (eii − ai ), ∀i. eii is the observed fraction of edges within group i and ai is the
expected fraction of edges within the same group i. Note that if eij is the fraction
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Figure 3.1. An illustration of a dendrogram which is a tree representation of the order
in which nodes are segregated into different groups or clusters.

of edges in the network that run between group i and group j, then ai =

P
j

eij .

Q = 0 implies that the density of edges within groups in a given partition is no
more than what would be expected by a random chance. Q closer to 1 indicates
stronger clustered structures.
Given a network with N nodes and M edges G(N, M ), any cluster detection
algorithm finds subgroups of nodes. Let C1 , C2 , ..., Cp be the clusters found. In
most algorithms, the clusters found satisfy the following constraints
1. Ci ∩ Cj = ∅ for i 6= j and
2.

S
i

Ci spans the node set in G

A notable exception is Palla et al [2] who define clusters as a chain of adjacent
k-cliques and allow cluster overlaps. It takes exponential time to find all such
clusters in the network. They use these sets to study the overlapping structure of
clusters in social and biological networks. By forming another network where a
cluster is represented by a node and edges between nodes indicate the presence of
overlap, they show that such networks are also heterogeneous (fat-tailed) in their
node degree distributions. Furthermore, if a cluster has overlapping regions with
two other clusters, then the neighboring clusters are also highly likely to overlap.
The number of different partitions of a network G(N, M ) into just two disjoint
subsets is 2N and increases exponentially with N . Hence we need a quick way to
find only relevant partitions. Girvan and Newman [40] proposed a divisive algorithm based on the concept of edge betweenness centrality , that is, the number
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of shortest paths among all pairs of nodes in the network passing through that
edge. The main idea here is that edges that run between clusters have high betweenness values than those that lie within clusters. By successively recalculating
and removing edges with highest betweenness values, the network breaks down
into disjoint connected components. The algorithm continues until all edges are
removed from the network. Each step of the algorithm takes O(mn) time and since
there are M edges to be removed, the worst case running time is O(M 2 N ). As
the algorithm proceeds one can construct a dendrogram (see figure 3.1) depicting
the breaking down of the network into disjoint connected components. Hence for
any given h such that 1 ≤ h ≤ N , at most one partition of the network into h
disjoint subgroups is found. All such partitions in the dendrogram are depicted,
irrespective of whether or not the subgroups in each partition represent a cluster.
Radicchi et al [48] propose another divisive algorithm where the dendrograms are
modified to reflect only those groups that satisfy a specific definition of a cluster.
Further, instead of edge betweenness centrality, they use a local measure called
edge local order coefficient as a criterion for removing edges. The edge local order
coefficient is defined as the fraction of number of triangles a given edge participates
in, to the total number of possible such triangles. The local order coefficient of an
edge is expected to be the least for those running between clusters and hence the
algorithm proceeds by removing edges with low local order coefficients. The total
4

).
running time of this divisive algorithm is O( M
N2
Similarly one can also define a topological similarity between nodes and perform agglomerative hierarchical clustering [68, 121]. In this case, we begin with
nodes in N different clusters and group together clusters that are the most similar. Newman [66] proposed an amalgamation method (similar to agglomerative
methods) using the modularity measure Q, where at each step those two clusters
are grouped together that give rise to the maximum increase or smallest decrease
in Q. This process can also be represented as a dendrogram and one can cut across
the dendrogram to find the partition corresponding to the maximum value of Q
(see figure 3.1). At each step of the algorithm one compares at most M pairs of
groups and requires at most O(N ) time to update the Q value. The algorithm
continues until all the N nodes are in one group and hence the worst case running
time of the algorithm is O(N (M + N )). The algorithm of Clauset et al [49] is an
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adaptation of this agglomerative hierarchical method, but uses a clever data structure to store and retrieve information required to update Q. In effect, they reduce
the time complexity of the algorithm to O(md log N ), where d is the depth of the
dendrogram obtained. In networks that have a hierarchical structure with clusters
at many scales, d ∼ log N . There have also been other heuristic and simulation
based methods that find partitions of a given network maximizing the modularity
measure Q [122, 41].
Label flooding algorithms have also been used in detecting clusters in networks
[125, 126]. In [125], the authors propose a local cluster detection method where a
node is initialized with a label which then propagates step by step via the neighbors
until it reaches the end of the cluster, where the number of edges proceeding
outward from the cluster drops below a threshold value. After finding the local
clusters at all nodes in the network, an N × N matrix is formed, where the ij th
entry is 1 if node j belongs to the cluster started from i and 0 otherwise. The
rows of the matrix are then rearranged such that the similar ones are closer to
each other. Then, starting from the first row they successively include all the rows
into a cluster until the distance between two successive rows is large and above a
threshold value. After this a new cluster is formed and the process is continued.
Forming the rows of the matrix and rearranging them requires O(N 3 ) time and
hence the algorithm is time-consuming.
Wu and Huberman [124] propose a linear time (O(M + N )) algorithm that can
divide a given network into two clusters. Suppose that one can find two nodes
(x and y) that belong to two different clusters, then they are initialized with
values 1 and 0 respectively. All other nodes are initialized with value 0. Then
at each step of the algorithm, all nodes (except x and y) update their values as
follows. If z1 , z2 , ..., zk are neighbors of a node z, then its value Vz is updated
as

Vz1 +Vz2 +...+Vzk
.
k

This process continues until convergence. The authors show

that the iterative procedure converges to a unique value, and the convergence of
the algorithm does not depend on the size N of the network. Once the required
convergence is obtained, the values are sorted between 0 and 1. Going through
the spectrum of values in descending order, there will be a sudden drop at the
border of two clusters. This gap is used in identifying the two clusters in the
network. A similar approach was used by Flake et al [44] to find the clusters in
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the WWW network. Here, given a small set of nodes (source nodes), they form a
network of webpages that are within a bounded distance from the sources. Then
by designating (or artificially introducing) sink nodes, they solve for the maximum
flow from the sources to the sinks. In doing so one can then find the minimum cut
corresponding to the maximum flow. The connected component of the network
containing the source nodes after the removal of the cut set is then the required
cluster.
Spectral bisection methods [123] have been used extensively to divide a network
into two groups so that the number of edges between groups is minimized. Eigenvectors of the Laplacian matrix (L) of a given network are used in the bisection
process. L is an N × N matrix where an ij th entry is either −1 or 0 depending
on whether or not there exists an edge between node i and node j respectively for
i 6= j and when i = j the entry is the degree of node i. It can be shown that L
has only real non-negative eigenvalues (0 ≤ λ1 ≤ λ2 ≤ ... ≤ λN ) and minimizing the number of edges between groups is the same as minimizing the positive
P
linear combination M = i s2i λi , where si = uTi z and ui is the eigenvector of L
corresponding to λi . z is the decision vector whose ith entry can be either 1 or -1
denoting which of the two groups node i belongs to. To minimize M , z is chosen as
parallel as possible to the eigenvector corresponding to the second smallest eigenvalue (The smallest eigenvalue is 0 and choosing z parallel to the corresponding
eigenvector gives a trivial solution). This bisection method has been extended to
finding clusters in networks that maximize the modularity measure Q [123]. Q can
be written as a positive linear combination of eigenvalues of the matrix B, where
B is defined as the difference of two matrices A and P . Aij is the observed number
of edges between nodes i and j and Pij is the expected number of edges between
i and j if the edges fall randomly between nodes, while maintaining the degree of
each node. Since Q has to be maximized, z is chosen as parallel as possible to the
eigenvector corresponding to the largest eigenvalue.
Since many natural complex networks are large in size, the time efficiency of the
cluster detection algorithm is an important consideration. When no a priori information is available about the likely clusters in a given network the aim normally
is to find partitions that optimize a chosen measure of cluster strength. Our goal
is to develop a simple time-efficient algorithm that requires no prior information
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Figure 3.2. Nodes are updated one by one as we move from left to right. Due to a high
density of edges (highest possible in this case), all nodes acquire the same label.

(such as number, sizes or central nodes of the clusters) and uses only the network
structure to guide the cluster detection. The proposed mechanism for such an
algorithm which does not optimize any specific measure or function is detailed in
the following section.

3.2

Community detection using label propagation

The main idea behind our label propagation algorithm is the following. Suppose
that a node x has neighbors x1 , x2 , ..., xk and that each neighbor carries a label
denoting the cluster to which they belong to. Then x determines its cluster based
on the labels of its neighbors. We assume that each node in the network chooses to
join the cluster to which the maximum number of its neighbors belong to, with ties
broken uniformly randomly. We initialize every node with unique labels and let the
labels propagate through the network. As the labels propagate, densely connected
groups of nodes quickly reach a consensus on a unique label (see figure 3.2). When
many such dense (consensus) groups are created throughout the network, they
continue to expand outwards as long as it is possible to do so. At the end of the
propagation process, nodes having the same labels are grouped together as one
cluster.
We perform this process iteratively, where at every step, each node updates
its label based on the labels of its neighbors. The updating process can either be
synchronous or asynchronous. In synchronous updating, node x at the tth iteration
updates its label based on the labels of its neighbors at iteration t − 1. Hence,
Cx (t) = f (Cx1 (t − 1), ..., Cxk (t − 1)), where cx (t) is the label of node x at time t.
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Figure 3.3. An example of a bi-partite network in which the label sets of the two parts
are disjoint. In this case, due to the choices made by the nodes at step t, the labels on
the nodes oscillate between a and b.

The problem however is that subgraphs in the network that are bi-partite or nearly
bi-partite in structure lead to oscillations of labels (see figure 3.3). This is especially true in cases where clusters take the form of a star graph. Hence we use asynchronous updating where Cx (t) = f (Cxi1 (t), ..., Cxiq (t), Cxi(q+1) (t−1), ..., Cxik (t−1))
and xi1 , ..., xiq are neighbors of x that have already been updated in the current
iteration while xi(q+1) , ..., xik are neighbors that are not yet updated in the current
iteration. The order in which all the N nodes in the network are updated at each
iteration is chosen randomly. Note that while we have N different labels at the
beginning of the algorithm, the number of labels reduces over iterations, resulting
in only as many unique labels as there are clusters.
Ideally the iterative process should continue until no node in the network
changes its label. However, there could be nodes in the network that have an
equal maximum number of neighbors in two or more clusters. Since we break ties
randomly among the possible candidates, the labels on such nodes could change
over iterations even if the labels of their neighbors remain constant. Hence we perform the iterative process until every node in the network has a label to which the
maximum number of its neighbors belong to. By doing so we obtain a partition of
the network into disjoint clusters, where every node has at least as many neighbors
within its cluster as it has with any other cluster. If C1 , ..., Cp are the labels that
C

are currently active in the network and di j is the number of neighbors node i has
with nodes of label Cj , then the algorithm is stopped when for every node i,
C

C

If i has label Cq then di q ≥ di j ∀j
At the end of the iterative process nodes with the same label are grouped together
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as clusters. Our stopping criterion characterizing the clusters obtained is similar
(but not identical) to the definition of strong clusters proposed by Radicchi et
al [48]. While strong clusters require each node to have strictly more neighbors
within its cluster than outside, the clusters obtained by the label propagation
process require each node to have at least as many neighbors within its cluster
as it has with each of the other clusters. We can describe our proposed label
propagation algorithm in the following steps.
1. Initialize the labels at all nodes in the network. For a given node x, Cx (0) =
x.
2. Set t = 1.
3. Arrange the nodes in the network in a random order and set it to X.
4. For each x ∈ X chosen in that specific order, let
Cx (t) = f (Cxi1 (t), ..., Cxiq (t), Cxi(q+1) (t − 1), ..., Cxik (t − 1))
f here returns the label occurring with the highest frequency among neighbors and ties are broken uniformly randomly.
5. If every node has a label that the maximum number of their neighbors have,
then stop the algorithm. Else, set t = t + 1 and go to (3).
Since we begin the algorithm with each node carrying a unique label, the first few
iterations result in various small pockets (dense regions) of nodes forming a consensus (acquiring the same label). These consensus groups then gain momentum and
try to acquire more nodes to strengthen the group. However, when a consensus
group reaches the border of another consensus group, they start to compete for
members. The within-group interactions of the nodes can counteract the pressures
from outside if there are less between-group edges than within-group edges. The
algorithm converges, and the final clusters are identified, when a global consensus
among groups is reached. Note that even though the network as one single cluster
satisfies the stop criterion, this process of group formation and competition discourages all nodes from acquiring the same label in case of heterogeneous networks
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Figure 3.4. (a), (b) and (c) are three different clustered structures identified by the
algorithm on Zachary’s karate club network. The clusters can be identified by their
shades of grey colors.

with an underlying clustered structure. In case of homogeneous networks such as
Erdős - Rényi random graphs [1] that do not have clustered structures, the label
propagation algorithm identifies the giant connected component of these graphs as
a single cluster.
Our stop criterion is only a condition and not a measure that is being maximized
or minimized. Consequently there is no unique solution and more than one distinct
partition of a network into groups satisfies the stop criterion (see figures 3.4 and
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Figure 3.5. The grouping of US college football teams into conferences are shown in (a)
and (b). Each solution ((a) and (b)) is an aggregate of five different solutions obtained
by applying the algorithm on the college football network.

3.5). Since the algorithm breaks ties uniformly randomly, early on in the iterative
process when possibilities of ties are high, a node may vote in favor of a randomly
chosen cluster. As a result, multiple clustered structures are reachable from the
same initial condition.
If we know the set of nodes in the network that are likely to act as centers
of attraction for their respective clusters, then it would be sufficient to initialize
such nodes with unique labels, leaving the remaining nodes unlabeled. In this case
when we apply the proposed algorithm the unlabeled nodes will have a tendency
to acquire labels from their closest attractor and join that cluster. Also, restricting
the set of nodes initialized with labels will reduce the range of possible solutions
that the algorithm can produce. Since it is generally difficult to identify nodes
that are central to a cluster before identifying the cluster itself, here we give all
nodes equal importance at the beginning of the algorithm and provide them each
with unique labels.
We apply our algorithm to the following networks. The first one is Zachary’s
karate club network which is a network of friendship among 34 members of a karate
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club [67]. Over a period of time the club split into two factions due to leadership
issues and each member joined one of the two factions. The second network that
we consider is the US college football network that consists of 115 college teams
represented as nodes and has edges between teams that played each other during
the regular season in the year 2000 [40]. The teams are divided into conferences
(clusters) and each team plays more games within its own conference than interconference games. Next is the co-authorship network of 16726 scientists who have
posted preprints on the condensed matter archive at www.arxiv.org; the edges
connect scientists who co-authored a paper [14]. It has been shown that clusters
in co-authorship networks are made up by researchers working in the same field or
are research groups [66]. Along similar lines one can expect an actor collaboration
network to have clusters containing actors of a similar genre. Here we consider an
actor collaboration network of 374511 nodes and edges running between actors who
have acted in at least one movie together [79]. We also consider a protein-protein
interaction network [29] consisting of 2115 nodes. The clusters are likely to reflect
functional groupings of this network. And finally we consider a subset of the world
wide web (WWW) consisting of 325729 webpages within the nd.edu domain and
hyperlinks interconnecting them [9]. Communities here are expected to be groups
of pages on similar topics.

3.2.1

Multiple clustered structures

Figure 3.4 shows three different solutions obtained for the Zachary’s karate club
network and figure 3.5 shows two different solutions obtained for the US college
football network. We will show that even though we obtain different solutions
(clustered structure), they are similar to each other. To find the percentage of
nodes classified in the same group in two different solutions, we form a matrix
M , where Mij is the number of nodes common to cluster i in one solution and
P
cluster j in the other solution. Then we calculate fsame = 12 ( i maxj {Mij } +
P
100
j maxi {Mij }) N . Given a network whose clusters are already known, a cluster
detection algorithm is commonly evaluated based on the percentage (or number)
of nodes that are grouped into the correct clusters [66, 124]. fsame is similar, where
by fixing one solution we evaluate how close the other solution is to the fixed one
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and vice versa. While fsame can identify how close one solution is to another, it is
however not sensitive to the seriousness of errors. For example, when few nodes
from several different clusters in one solution are fused together as a single cluster
in another solution, the value of fsame does not change much. Hence we also use
Jaccard’s index which has been shown to be more sensitive to such differences
between solutions [127]. If a stands for the pairs of nodes that are classified in the
same cluster in both solutions, b for pairs of nodes that are in the same cluster in
the first solution and different in the second and c vice-versa, then Jaccard’s index
is defined as

a
.
a+b+c

It takes values between 0 and 1, with higher values indicating

stronger similarity between the two solutions. Figure 3.6 shows the similarities
between solutions obtained from applying the algorithm five different times on the
same network. For a given network, the ij th entry in the lower triangle of the
table is the Jaccard index for solutions i and j, while the ij th entry in the upper
triangle is the measure fsame for solutions i and j. We can see that the solutions
obtained from the five different runs are similar, implying that the proposed label
propagation algorithm can effectively identify the clustered structure of any given
network. Moreover, the tight range and high values of the modularity measure
Q obtained for the five solutions (figure 3.6) suggest that the partitions denote
significant clustered structures.

3.2.2

Robustness of the solutions

As we can see the label propagation algorithm identifies multiple clustered structures in networks. Further, high values of the modularity measure Q, for all solutions obtained, indicates that the algorithm does indeed find densely connected
groups of nodes in the network.
It has however been argued that the significance of any identified cluster is
not just in the density of edges within the cluster, but its robustness to small
perturbations [128]. In this section we show how the clustered structure identified
by the algorithm weathers the perturbations to networks.
Given a probability α, we perturb a network as follows.
• Each edge in the network is removed with a probability α.
• If removed, the edge is replaced back in the network, but now connecting
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Figure 3.6. Similarities between five different solutions obtained for each network is
tabulated. An entry in the ith row and j th column in the lower triangle of each of
the table is the Jaccard’s similarity index for solutions i and j of the corresponding
network. Entries in the ith row and j th column in the upper-triangle of the tables are
the values of the measure fsame for solutions i and j in the respective networks. The
range of modularity values Q obtained for the five different solutions is also given for
each network.

two randomly chosen nodes.
The number of nodes N and the number of edges M will remain the same, except
that some edges will be rewired. If a cluster identified by the algorithm is indeed
significantly densely connected, then it will continue to remain so under small
perturbations.
Given a network, we first apply the label propagation algorithm and obtain a
solution. Let us call this as the base solution. We then perturb the network for
some α. Keeping the same labels on the nodes as in the base solution, we re-apply
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Figure 3.7. The graph shows how similar the perturbed solutions are with respect to the
base solution for protein-protein interaction network (diamond), co-authorship network
(square) and the WWW (triangle). Each data point is the average of similarities between
the 5 perturbed solutions and their respective base solutions.

the algorithm to obtain a perturbed solution from the perturbed network. Note that
when applying the algorithm to the perturbed network we do not re-initialize nodes
with unique labels, but initialize them with the labels from the base solution. Then
we use the Jaccard’s index to compare base solution with the perturbed solution.
Figure 3.7 shows how similar the perturbed solutions are to the base solutions as
α varies from 0 to 0.5, in the protein-protein interaction network, co-authorship
network and in the WWW. We applied the label propagation algorithm 5 different
times on these networks to obtain 5 different base solutions. And for each of these
base solutions we found the corresponding perturbed solution. Each point in the
graph for a particular network in figure 3.7 is the average of these 5 runs. We can
see that the perturbed solutions are highly similar (Jaccard’s index > 0.8) to the
base solutions even after 10 percent of the edges are rewired. The similarities are
still good ( > 0.6) even when 20 percent of edges are rewired.
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Figure 3.8. An example of aggregating two clustered structure solutions. t1 , t2 , t3 and
t4 are labels on the nodes in a network obtained from solution 1 and denoted as C 1 .
The network is partitioned into groups of nodes having the same labels. s1 , s2 and s3
are labels on the nodes in the same network obtained from solution 2 and denoted as
C 2 . All nodes that had label t1 in solution 1 are split into two groups with each group
having labels s1 and s2 respectively. While all nodes with labels t3 or t4 or t5 in solution
1 have labels s3 in solution 2. C represents the new labels defined from C 1 and C 2 .

3.2.3

Aggregate

It is difficult to pick one solution as the best among several different ones. Furthermore, one solution may be able to identify a cluster that was not discovered
in the other and vice-versa. Hence an aggregate of all the different solutions can
provide a clustered structure containing the most useful information. In our case
a solution is a set of labels on the nodes in the network and all nodes having
the same label form a cluster. Given two different solutions, we combine them
as follows; let C 1 denote the labels on the nodes in solution 1 and C 2 denote the
labels on the nodes in solution 2. Then, for a given node x, we define a new label
as Cx = (Cx1 , Cx2 ) (see figure 3.8). Starting with a network initialized with labels
C we perform the iterative process of label propagation until every node in the
network is in a cluster to which the maximum number of its neighbors belong to.
As and when new solutions are available they are combined one by one with the
aggregate solution to form a new aggregate solution. Note that when we aggregate
two solutions, if a cluster T in one solution is broken into two (or more) different
clusters S1 and S2 in the other, then by defining the new labels as described above
we are showing preferences to the smaller clusters S1 and S2 over T . This is only
one of the many ways in which different solutions can be aggregated. For other
methods of aggregation used in cluster detection refer to [124, 129, 130].
Figure 3.9 shows the similarities between aggregate solutions. The algorithm
was applied on each network 30 times and the solutions were recorded. An ij th
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Figure 3.9. Similarities between aggregate solutions obtained for each network. An
entry in the ith row and j th column in the tables is Jaccard’s similarity index between
the aggregate of the first 5i and the first 5j solutions. While similarities between solutions
for the karate club friendship network and the protein-protein interaction network are
represented in the lower triangles of the first two tables, the entries in the upper triangle
of these two tables are for the US college football network and the co-authorship network
respectively. The similarities between aggregate solutions for the WWW is given in the
lower triangle of the third table.

entry is the Jaccard index for the aggregate of the first 5i solutions with the
aggregate of the first 5j solutions. We observe that the aggregate solutions are
very similar in nature and hence a small set of solutions (5 in this case) can
offer as much insight about the clustered structure of a network as can a larger
solution set. In particular, the WWW network which had low similarities between
individual solutions (Jaccard index range 0.4883 - 0.5931), shows considerably
improved similarities (Jaccard index range 0.6604 - 0.7196) between aggregate
solutions.
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3.3

Validation of the cluster detection algorithm

Since we know the clusters present in Zachary’s karate club and the US football
network, we explicitly verify the accuracy of the algorithm by applying it on these
networks. We find that the algorithm can effectively unearth the underlying clustered structures in the respective networks. The clustered structures obtained by
using our algorithm on Zachary’s karate club network is shown in figure 3.4. While
all the three solutions are outcomes of the algorithm applied to the network, figure
3.4(b) reflects the true solution [67].
Figure 3.5 gives two solutions for the US college football network. The algorithm was applied to this network 10 different times and the two solutions are
the aggregate of the first five and remaining five solutions. In both figures 3.5(a)
and 3.5(b), we can see that the algorithm can effectively identify all the conferences with the exception of Sunbelt. The reason for the discrepancy is the following: among the seven teams in the Sunbelt conference, four teams (Sunbelt4
= {North-Texas, Arkansas State, Idaho, New Mexico State}) have all played each
other and three teams (Sunbelt3 = {Louisiana-Monroe, Middle-Tennessee State,
Louisiana-Lafayette}) have again played one another. There is only one game
connecting Sunbelt4 and Sunbelt3 , namely the game between North-Texas and
Louisiana-Lafayette. However, four teams from the Sunbelt conference (two each
from Sunbelt4 and Sunbelt3 ) have together played with seven different teams in the
Southeastern conference. Hence we have the Sunbelt conference grouped together
with the Southeastern conference in figure 3.5(a). In figure 3.5(b), the Sunbelt
conference breaks into two, with Sunbelt3 grouped together with Southeastern and
Sunbelt4 grouped with an independent team (Utah State), a team from Western
Atlantic (Boise State), and the Mountain West conference. The latter grouping
is due to the fact that every member of Sunbelt4 has played with Utah State and
with Boise State, who have together played five games with four different teams
in Mountain West. There are also five independent teams which do not belong to
any specific conference and are hence assigned by the algorithm to a conference
where they have played the maximum number of their games.
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3.4

Time complexity

It takes a near-linear time for the algorithm to run to its completion. Initializing
every node with unique labels requires O(N ) time. Each iteration of the label
propagation algorithm takes linear time in the number of edges (O(M )). At each
node x, we first group the neighbors according to their labels (O(dx )). We then
pick the group of maximum size and assign its label to x, requiring a worst-case
time of O(dx ). This process is repeated at all nodes and hence an overall time is
O(M ) for each iteration.
As the number of iterations increases, the number of nodes that are classified
correctly increases. Here we assume that a node is classified correctly if it has
a label that the maximum number of its neighbors have. From our experiments,
we found that irrespective of N , 95% of the nodes or more are classified correctly
by the end of iteration 5. Even in the case of Erdős - Rényi random graphs [1]
with N between 100 and 10000 and average degree 4, which do not have clustered
structures, by iteration 5, 95% of the nodes or more are classified correctly. In
this case, the algorithm identified all nodes in the giant connected component as
belonging to one cluster.
When the algorithm terminates it is possible that two or more disconnected
groups of nodes have the same label (the groups are connected in the network via
other nodes of different labels). This happens when two or more neighbors of a
node receive its label and pass the labels in different directions, which ultimately
leads to different clusters adopting the same label. In such cases, after the algorithm terminates one can run a simple breadth-first search on the sub-networks
of each individual groups to separate the disconnected clusters. This requires an
overall time of O(M + N ). When aggregating solutions however, we rarely find
disconnected groups within clusters.

3.5

Summary and discussion

The proposed label propagation process uses only the network structure to guide
its progress and requires no external parameter settings. Each node makes its
own decision regarding the cluster to which it belongs to based on the clusters
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of its immediate neighbors. These localized decisions lead to the emergence of
clustered structures in a given network. We verified the accuracy of clustered
structures found by the algorithm using Zachary’s karate club and the US college
football networks. Furthermore, the modularity measure Q was significant for all
the solutions obtained, indicating the effectiveness of the algorithm. Each iteration
takes a linear time O(M ), and although one can observe the algorithm beginning
to converge significantly after about 5 iterations, the mathematical convergence
is hard to prove. Other algorithms that run in a similar time-scale include the
algorithm of Wu and Huberman [124] (with time complexity O(M + N )) and that
of Clauset et al [49] which has a running time of O(N log2 N ).
The algorithm of Wu and Huberman is used to break a given network into
only two clusters. In this iterative process two chosen nodes are initialized with
scalar values 1 and 0 and every node updates its value as the average of the values
of its neighbors. At convergence, if a maximum number of a node’s neighbors
have values above a given threshold then so will the node. Hence a node tends to
be classified to a cluster to which the maximum number of its neighbors belong.
Similarly if in our algorithm we choose the same two nodes and provide them with
two distinct labels (leaving the others unlabeled), the label propagation process
will yield similar clusters as the Wu and Huberman algorithm. However to find
more than two clusters in the network, the Wu and Huberman algorithm needs
to know a priori how many clusters there are in the network. Furthermore, if one
knows that there are c clusters in the network, the algorithm proposed by Wu and
Huberman can only find clusters that are approximately of the same size, that
is

N
,
c

and it is not possible to find clusters with heterogeneous sizes. The main

advantage of our proposed label propagation algorithm over the Wu and Huberman
algorithm is that we do not need a priori information on the number and sizes of
the clusters in a given network; indeed such information usually is not available
for natural networks. Also, our algorithm does not impose any restrictions on
the cluster sizes. It determines such information about the clusters by using the
network structure alone.
In our test networks, the label propagation algorithm found clusters whose sizes
follow approximately a power-law distribution P (S > s) ∼ s−ν with the exponent ν
ranging between 0.5 and 2 (figure 3.10) . This implies that there is no characteristic
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Figure 3.10. The cumulative probability distributions of cluster sizes (s) are shown for
the WWW, co-authorship and actor collaboration networks. They approximately follow
power-laws with the exponents as shown.

cluster size in the networks and it is consistent with previous observations [50,
49, 66]. While the cluster size distributions for the WWW and co-authorship
networks approximately follow power-laws with a cut-off, with exponents 1.15 and
1.98 respectively, there is a clear crossover from one scaling relation to another
for the actor collaboration network. The cluster size distribution for the actor
collaboration network has a power-law exponent of 2 for sizes up to 164 nodes and
0.5 between 164 and 7425 nodes (see figure 3.10).
In the hierarchical agglomerative algorithm of Clauset et al [49], the partition that corresponds to the maximum Q is taken to be the most indicative of
the clustered structure in the network. Other partitions with high Q values will
have a structure similar to that of the maximum Q partition, as these solutions
are obtained by progressively aggregating two groups at a time. Our proposed
label propagation algorithm on the other hand finds multiple significantly modular solutions that have some amount of dissimilarity. For the WWW network in
particular, the similarity between five different solutions is low, with the Jaccard
index ranging between 0.4883 to 0.5921, yet all five are significantly modular with
Q between 0.857 to 0.864. This implies that the proposed algorithm can find not
just one but multiple significant clustered structures, supporting the existence of
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overlapping clusters in many natural networks [2].
In this chapter we proposed and discussed a consensus formation mechanism
to identify and extract clusters from natural networks. In the next chapter we
will discuss the solution to our second problem of interest in this thesis, namely
connectivity of networks.

Chapter

4

Connectivity of WSNs
In this chapter we derive the optimal degree kc for the nearest k-neighbors network
to have a giant connected component. In specific we will show that kc = 5. We also
look at the characteristics of the topology when k = 4 and discuss its implication
on the requirements of WSNs.
Before we begin with the derivation of kc we will review some the prior results
on optimal transmission ranges and node degree from the literature. Following this
we will review Topology Control (TC) protocols. Even though we do not develop
a protocol by which nodes coordinate their TC in this thesis, it is instructive to
understand their designs and judge the importance of the result kc = 5. More
specifically we will show from our discussions that it is relatively easy to develop
protocols for maintaining a fixed degree k at the nodes [6, 58, 38]. That is, the
protocol will fulfill some of the fundamental requirements for it to be implementable
in practice [38].

4.1

Background on the connectivity problem in
WSNs

Fixed radius models (Poisson Boolean models in which ρ = r a.s.) are the most
widely used graphs to represent WSNs. Here, there is an edge (undirected) between
two nodes if and only if they are no more than a distance r apart. In most
cases the distance metric is the `2 norm and some times other norms such as
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`p , 1 ≤ p ≤ ∞ are also considered [111]. Furthermore, in the sensor networks
literature a connected network is always assumed to be a network in which every
node can communicate with every other node via the links in the network.

4.1.1

Critical transmission radius

The problem of connectivity on such networks is well studied and one of the earliest
results was proved by Philips, Panwar and Tantawi [52]. They assumed the sensing
region to be a square of area A with a constant density λ. Hence as A → ∞,
the number of nodes also increases. They showed that for any given ² > 0, if,
p
r ≤ (1 − ²)lnA/πλ, then under the assumption of a constant density the graph
is almost surely disconnected as A → ∞. This implies that for any given r and
λ, we can always find an A large enough such that the graph is almost surely
disconnected. A similar analysis was done by Gupta and Kumar [56] on a unit
disk and they found that for the network to be connected with probability 1,
p
r = (lnN + c(N ))/πN , where c(N ) → ∞ as N → ∞. N here stands for the
number of nodes in the sensing region.
Penrose in [53] studied in general the problem of k-connectivity of fixed radius
networks in d-dimensional unit cubes (d ≥ 2). He showed that the graph becomes
k-connected almost surely whenever all nodes have degree greater than or equal
to k. That is, as N → ∞, P{smallest r at which the network is k-connected =
smallest r at which minimum degree ≥ k} → 1. Thus for the problem of simple
connectivity it is only required to adjust the transmission radius such that each
node has at least one neighbor. These results hold in general for any lp distance
metric such that 1 < p < ∞. The case of `∞ was discussed by Appel and Russo
[131].
All these critical values however depend on N which we do not desire.

4.1.2

Critical number of neighbors

While all the above work looked at the properties of the transmission radii for
the connectivity of the network, there are also other problems that focused on the
desired number of neighbors. It was first studied in the context of throughput
capacity in packet radio networks by many researchers [132, 55, 54]. Kleinrock
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and Silvester in [55] studied the capacity of packet radio networks that are randomly distributed in a region and uses slotted ALOHA as their access scheme.
They assumed that each packet radio unit uses a predetermined fixed radius for
transmission and try to maximize the one hop progress of a packet in a desired
direction. The passage of the message from the source to the target was formulated
as a stochastic process and they developed an objective (throughput), which they
optimized, based on the average number of neighbors. In this case they showed
that 6 is the magic number (independent of the system size) that maximizes the
throughput. Takagi and Kleinrock later revised this number to 8 [54]. There are
also works that similarly suggests other magic numbers [132]. They do not however
address the problem of connectivity of the network.
While simulation suggests that in most cases the fixed radius models are connected by assuming an average number of neighbors as 6 or 8, this is not always
the case. Xue and Kumar [57] studied the problem of connectivity based on the
node degree required and showed that the number of neighbors required in fact
grows as Θ(logN ) and that there exists no such magic numbers. They assumed
that each node is incident on the ϕN nearest neighbors, where N is the number
of nodes placed uniformly randomly in a unit square. Thus, there exists an edge
between nodes i and j, if and only if j is one of the ϕN nearest neighbors of i or i
is one of the ϕN nearest neighbors of j. This graph is denoted as G(N, ϕN ). Xue
and Kumar showed that for G(N, ϕN ) to be connected as N → ∞, the number of
neighbors ϕN > 5.1774log(N ). While if ϕN < 0.074log(N ), the network is almost
surely disconnected as N → ∞. This implies that to maintain the connectivity
of a network the number of neighbors cannot be bounded as the number of nodes
increases.

4.1.3

Giant components and connectivity

The problem of connectivity has also been well researched from the point of view
of giant components [133, 134, 112, 135, 69, 111, 110, 114, 136]. This is unlike
all the works described above which require every node to be present in one component, that is, an entirely connected network. The works by Meester and Roy
[69], Penrose [111], Quantanilla [110, 114] and others is concerned with the kind
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of giant component that arises by keeping the radius r fixed and varying the density of nodes λ (In all these cases the node distribution follows a Poisson point
process X). They show that as the density of the nodes increases, for a given r,
there exists a finite threshold λc beyond which a unique giant component always
exist. Similarly, in a d-dimensional unit cube, given the number of nodes N , it is
possible to find critical thresholds Nc (r) for the appearance of giant components
[113]. Further the critical expected number of neighbors αc can also be calculated
[110, 114, 113] for the appearance of giant connected components. In this case however, the number of nodes N is fixed and the average degree α = r2 N φ increases
until a giant component emerges. The results so far suggest that αc ≈ 4.51 when
d = 2 and αc ≈ 2.7 when d = 3 [113, 110] in the fixed radius models. Also, given
N , the critical transmission radius rc (N ) =

1
√1 { αc Γ( d+2 )} d
2
π N

for the appearance of
p αc
a unique giant component. When d = 2, rc (N ) is simply πN [113, 136].
It was also shown that there exist similar critical density thresholds (λc (g))
for the random connection models with connection function g [69].

Further,

Franceschetti et al [112] showed that squish-squashing a connection function g into
√
another connection function h = p.g( px) for some 0 < p < 1, will lead to smaller
density thresholds for a percolating cluster of nodes. That is, λc (g) ≥ λc (h). Note
that h is a version of g in which the probabilities of connection between nodes
are reduced by a factor p and is stretched to maintain the same effective area as
g. This implies that the presence of even a few long range connections can help
to reach connectivity at a lower density of points. They also introduced another
connection function f , which is a shift-squeezed version of g. That is, the function
g is shifted by a distance s (thus two nodes that are at most a distance s apart
will not be connected) and squeezed so that it still has the same effective area as
g. It turns out that (by means of simulation) long-range edges are more helpful in
obtaining a connected network than short-range edges for a given density of points.
This shows the criticality of long-range edges to the connectivity of a network and
unfortunately this is not encouraged in WSN communications.
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4.2

Background on topology control protocols

Developing protocols that will enable the sensor nodes to maintain optimal transmission range or degree play a significant role in the choice of a suitable network
model. In general TC protocols, to be practically implementable, should follow
certain requirements. Namely the (1) protocol must be fully distributed and it
must rely only on local information, (2) should exchange as few messages as possible to build the communication topology and (3) it must be able to maintain a
backbone of bi-directional links in the final topology.
Topology control can be achieved in various ways including location based
mechanisms, direction based mechanisms or neighbor based [6]. Most of the protocols based on such methods try to set the transmission power or radius at the
nodes appropriately so as to maintain the connectivity of the network. Note that
the transmission power of a node is a measure of how fast its energy depletes.
Location based protocols use information about the position of the nodes. It
is assumed that each node can somehow determine its own location accurately
(eg. using GPS). Examples of protocols that are location based include the R&M
protocol [137] and the Local Minimal Spanning Tree (LMST) protocol [138]. The
R&M protocol tries to obtain an optimal topology, where every node sends messages (in a multi-hop fashion) to the only master node in the network. To do so
this protocol requires global information to be exchanged between nodes, which
will lead to message overhead, especially when the network is highly dynamic. In
the LMST protocol, each node builds a minimal spanning tree based on the information available about other nodes up to a predefined distance. The transmission
radius of all the nodes are then adjusted to have sufficient power to communicate
with the neighbors of their respective LMSTs.
Direction based protocols on the other hand use the information about the
direction of a node’s neighbor. That is, these protocols assume that each node
can somehow determine the direction of all its neighbors. Cone Based Topology
Control (CBTC) [139] is one such protocol where nodes adjust their transmission
radii so as to communicate with the closest nodes in all directions. A parameter ρ
is used as a step length to discritize the possible directions in [0, 2π). Bounds on
the parameter ρ have been determined in [139] to generate a connected network
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topology.
In neighbor based topology control the nodes, given their transmission radii, are
required to have a knowledge of their neighbors. KNeigh protocol proposed by
Blough et al. in [58] is one such protocol that controls the topology by keeping
track of the number of neighbors. Here it is assumed that when a node x receives
a message from another node y, it can estimate its distance from y. This protocol
is simple and uses only few information exchanges between nodes to maintain the
topology. We can thus see a natural choice of the nearest k-neighbors model to
determine the connectivity of WSNs.

4.3

Connectivity of WSNs

Here we consider the nearest k-neighbors model where nodes are distributed according to a spatial Poisson process X of intensity λ in a unit square. Note that
as mentioned in section 3.2.3, in the nearest k-neighbors model, at first, each node
forms a directed edge towards its closest k neighbors. We then extract the subnetwork that consists of only the bidirectional edges and study its connectivity
properties.
In this section we will obtain an expression for the critical number of neighbors
kc (or critical out-degree), such that, in the nearest k-neighbors model, for k ≥ kc
there exists a giant component almost surely. In particular, we will show that
irrespective of the density λ, kc = 5 satisfies the above requirements.
Our approach to solving this problem is as follows. We first look at the fixed
radius model, where the nodes follow a spatial Poisson process in a unit square and
have a fixed radius
qr on each of the vertices. Call it F R(r). For this case, given a λ,
we know rc (λ) =

d
πλ

and d = 4.51 [113]. We then try to find the smallest k, kα , for

which the nearest k-neighbors model has F R(rc (λ)) as a subgraph. Then, because
F R(rc (λ)) has a giant component, so will the nearest kα -neighbors model. As we
will show kα is functionally independent of λ, but is arbitrarily large. However, kc
for which F R(rc (λ)) is almost surely a subgraph of the nearest k-neighbors model
is 5 and therefore will have a giant component almost surely.
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4.3.1

Critical number of neighbors

When k = 0 it is obvious that the network has no edges and hence no giant
component. We will first show that there exists a kα such that for all k > kα there
exists a giant component almost surely in the nearest k-neighbors model. Then if
kc exists it must be ≤ kα .
Let rc (λ) be the critical radius for connectivity of a fixed radius network whose
nodes are distributed according to a Poisson point process X of intensity λ in R2
[113, 136]. Suppose each node adjusts its transmission radius to accommodate a
desired number of neighbors k. Then a directed edge from a node towards its k
neighbors is formed. Let
kα = inf{k | infi∈X {ri |outdegree at all nodes in the network = k} ≥ rc (λ)}
kα is then the smallest k such that the smallest transmission radius required at
any node to have k outgoing neighbors, is at least rc (λ). Note that even though k
is independent of λ, kα might not be. If each node adjusts its transmission radius
to be able to send messages to at least kα neighbors, there will be edges in both
directions between nodes that are no more than a distance rc (λ) apart. Hence the
random connection model with a connection function g defined as

1, ∀ kxk ≤ rc (λ)
g(x) =
0, ∀ kxk > r (λ)
c
becomes a subgraph of the nearest kα -neighbors network. This is because in nearest
kα -neighbors network each node has a transmission radius of at least rc (λ). Also,
since the fixed radius network has a giant component (by the definition of rc (λ))
so does the nearest kα -neighbors network. Therefore, for a given X, and ∀ k ≥ kα ,
the nearest k-neighbors model has a giant connected component.
To determine the value of kα , we know from [140] that if Wk is the random
variable for the distance of the k th nearest-neighbor (k ≥ 1 ) from a point in X, then
2

the probability density function of Wk is given by, f (wk ) = 2(πλ)k wk2k−1 e−πλwk /(k−
1

1)!. It immediately follows that E(Wk ) = k(2k)!/(2k k!)2 λ 2 . In order to obtain kα ,
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let us first calculate the P (Wk ≥ rc (λ)).
Z

∞

P (Wk ≥ rc (λ)) =
rc (λ)

2
2 dwk
(πλwk2 )k e−πλwk
(k − 1)!
wk

(4.1)

By changing the variable as x = πλwk2 , we get
Z

∞

P (Wk ≥ rc (λ)) =
πλrc2 (λ)

y=k−1
X (λπr2 (λ))y e−λπrc2 (λ)
xk−1 e−x
c
dx =
(k − 1)!
y!
y=0

(4.2)

(Refer to [65] for the right hand side equation.) But we also know that, the critical
average degree in the network for a fixed radius model to percolate is approximately
4.51 [113, 110]. Which
q an average degree of 4.51 we
q means that in order to obtain
4.51
d
must set rc (λ) =
. Note that if we fix r = πλ
in the fixed radius network
πλ
model, then the expected degree on a node in the network is d. Substituting for
rc (λ) in equation (4.2), we get,
y=k−1

P (Wk ≥ rc (λ)) = e

−4.51

X (4.51)y
y!
y=0

(4.3)

and this probability is independent of λ. Thus kα which is now the smallest k such
that the probability in equation (4.3) is 1 is in fact independent of λ. However,
only as k → ∞ the above probability tends to 1. But we see that even for k around
10, this probability is more than 0.99 and for k about 15 it is arbitrarily close to 1.
Hence we can safely assume that k = 15 yields a network in which each node has
a transmission radius of at least rc (λ). Thus by definition of rc (λ) this network
will have a giant connected component. Requiring every node to have at least a
transmission radius of rc (λ) gives a pessimistic estimate of kc . If on the other hand
we find the smallest value for k such that the expected transmission radii on the
nodes in the network is at least rc (λ), then we need,
E(Wk ) =

r

k(2k)!
1

(2k k!)2 λ 2

≥

4.51
= rc (λ)
πλ

(4.4)
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and this implies
k(2k)!
≥
(2k k!)2

r

4.51
π

(4.5)

and we see that k = 5 is the smallest value for which the above inequality is
satisfied (see figure 4.1). This also implies that k = 4 is the largest value for which
the above inequality is not satisfied. Hence for values of k up to 4, the nearest
k-neighbors model does not have a giant component (by the definition of rc (λ)).
Further this is true irrespective of the density of nodes in the network. Simulation
results also agree that for k = 5 and above the nearest k-neighbors model of any
density λ has an unbounded connected component. While for k < 5 there exists
no giant components (see figure 4.1).

4.3.2

Simulation results

To verify the above analysis using simulation, we fixed the size of the sensing region
to be a unit square. We fixed the size of the network to be N and the number
of neighbors as k in each simulation. We varied N from 50 to 5000 and k from
3 to 6. We ran 10 experiments each for a fixed N and k. The results from these
experiments are plotted as graphs in figure 4.1.
Note that for k = 5 approximately 95% of the nodes are in the giant component.
For k = 4 the size of the largest component scales sub-linearly with N . It would
not be possible to obtain bounded node degrees if we change the requirements for
connectivity. That is, instead of giant components we look for a fully connected
network then k should be at least 5.1774log(N ) [38, ?].

4.3.3

Energy consumption in the nearest neighbors model

The sum of transmission radius at all the nodes in a WSN is a measure of the
energy consumed in the network. In this section we will show that for the same
number of neighbors, both the fixed radius model and the nearest neighbors model
consumes approximately the same amount of energy. To show this, we need the
following.
Suppose we restrict the Poisson point process X of intensity λ in R2 to a finite
region, say a unit square. Then, let the number of nodes in this finite region be
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Figure 4.1. For each fixed k, the graphs show how the size of the largest connected
component grows as the number of nodes N increases. Note that while there exists no
giant component for k = 3, 4 it appears suddenly for k = 5.

N . The length of a graph is the sum of the length of its edges. Hence for the k th
nearest neighbor graph in which each node is adjacent to its k th closest neighbor,
the length Lk,N is given by [133],
j=k
1 X Γ(j − 12 )
limN →∞ E( 1 ) =
1
N2
2π 2 j=1 (j − 1)!

Lk,N

(4.6)

Therefore the expected sum of the transmission radii on the sensor nodes in the
nearest k-neighbors model is the same as the expected length of the k th nearest
neighbor q
graph. Also, the sum of the transmission radii (Lr,N ) in a fixed radius
model is

dN
π

where d is the desired connectivity. Taking k = 5 and N sufficiently
1

large in equation (4.6), we get, E(Lk,N ) ≈ 2.1809( Nπ ) 2 . Also for the same connec1

tivity, that is taking d = 5, we have E(Lr,N ) ≈ 2.2361( Nπ ) 2 . On comparison we
see that for a fixed N and k, Lr,N ≈ Lk,N .
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Figure 4.2. For each fixed k, the graphs show how the size of the largest strongly
connected component grows as the number of nodes N increases. Note that while there
exists no giant component for k up to 3 it suddenly appears for k = 4.

4.3.4

Strongly connected components

In the nearest k-neighbors model we only considered the bi-directional edges and
ignored the presence of unidirectional ones. Hence if we study the network for the
appearance of giant strongly connected components, then the critical value for k
is 4 (see figure 4.2). By a strongly connected network we mean that for any pair
of nodes x and y, there exists a directed path both from x to y and from y to x.

4.4

Summary and discussion

In this chapter we considered efficient maintenance of connectivity of a wireless sensor network. In addition to energy efficient values for critical degree on the nodes,
we also considered the constraints and requirements from the view of topology
control protocols.
We have shown that when nodes adjust their transmission radius to maintain a
fixed out-degree k, then 5 is the critical threshold beyond which a giant component
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exists almost surely in the network. Further, this is true irrespective of the number
of nodes N . This implies that the degrees on the nodes can be bounded no matter
how large N may be, enabling the use of a large number of wireless sensor nodes
to form a WSN with bounded interferences.
We will now proceed to summarize the results and contributions of our overall
work (clustering and connectivity) in the next chapter.

Chapter

5

Conclusions and future work
“When we try to pick out anything by itself, we find it hitched to everything
else in the universe.”
— John Muir

In this thesis we have solved two problems on large-scale networks, clustering and
connectivity. In cluster detection, given a set of nodes and their interconnections,
the objective was to mine through the network to extract densely connected subgroups. In chapter 3 we have proposed, discussed, analyzed and verified our cluster
detection method on examples of natural networks.
For the problem of connectivity, given a set of nodes, we created interconnections between nodes so that the resulting network is connected, subject to certain
constraints. In chapter 4 where we discussed the problem of connectivity, with a
focus on WSNs, we weaken the connectivity requirement to obtain desirable parameters. In specific, a bounded node degree was a requirement in WSNs and
we showed that such a bounded degree in indeed obtainable for a giant connected
component in the network.
In this chapter we highlight some of the key results and contributions from our
research and also discuss directions for future work.
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5.1

Problem I: Finding clustered structures in
natural networks

The proposed method is an iterative label propagation process. Here every node is
initialized with a unique label. At each iteration, nodes, by observing their neighbors adopt labels that a maximum number of them have. As a result consensus
on a unique label emerges between densely connected groups of nodes.

5.1.1

Results and contributions

• In this thesis we have investigated a new way of identifying and defining
clusters as consensus groups in networks.
• The time complexity of the proposed algorithm is near linear (with respect
to the number of edges M ) and hence its applicability to large networks.
We showed that we can find clustered structures from very large networks
such as the movie actor collaborations (with 374,511 nodes and 15,014,850
edges) with a modularity index Q ≈ 0.5. In addition, we will show in section
5.1.2.3 that we were able to successfully apply our algorithm to find clustered
structures in a large online social network Youtube (1,157,827 nodes and
2,990,443 edges) with the modularity index Q ≈ 0.66. Further we show how
one can use these identified clusters in Youtube and compare them with User
Groups present in Youtube. To our knowledge finding and analyzing clusters
in such large graphs was not possible before.
• The label propagation process falls under the class of randomized algorithms.
This is because, if a node, when observing the labels on its neighbors, finds
no clear majority (or finds equal number of neighbors in each label), adopts
a randomly chosen label.
• Consequently, different runs of the algorithm on the same network yields
different solutions.
• In our test networks (Friendship network, college football network, proteinprotein interaction, co-authorship network, WWW and movie actor collaborations), the algorithm found multiple partitions that are all similar in nature.
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In specific, we used the Jaccard’s index to test the similarity between two
solutions/partitions in a network and showed that they have a high degree
of similarity.
• In addition, the modularity measure Q was significantly high with a tight
range indicating the significance of the multiple solutions found by the algorithm on the same network.
• We further showed that, in our test networks, the solutions found by the
algorithm remains strong to small perturbations. This implies that these
solutions are not an artifact of the algorithm, but reflect the nature of the
true clusters present in these networks.
• Multiple solutions in natural networks also supports the presence of overlapping clusters [2]. While most clustering methods focus on a single best
solution, we have shown that in natural networks there exists multiple solutions that are significantly modular and strong against small perturbations.

5.1.2

Future work

5.1.2.1

Network modeling

As discussed in Chapter 2, natural networks are already organized. The manner
of self-organization in social or biological networks or the WWW gives rise to a
clustered structure. Understanding the principles behind such an organization and
its effects on dynamical process such as diffusion, search and navigation, functional
requirements etc is an unsolved problem [47]. The problem lies in the inability
to characterize a self-organization mechanism that will give rise to a clustered
structure in large-scale networks. For example, we do not yet know why certain
networks have a modularity index Q in the range of 0.4 to 0.5, while some have
Q in the range of 0.5 to 0.6 and so on. Research in this area is still in its infancy
and it will be worthwhile to identify how a consensus formation mechanism can
contribute to network modeling principles.
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5.1.2.2

Opinion formation in networks

Opinion formation is a dynamical process taking place on a network and more
specifically studied in social networks. The general idea of opinion dynamics is that
each individual can have opinions that will form/change based on their interactions
[10]. In the simplest form, a node can have one of the two opinions 0 or 1 and in
each step a node adopts an opinion of any one of its neighbor. This is called as
the Voter’s model [10, 141]. Hence given a network and a random initialization of
opinions, the idea is to study how and when the fluctuations lead to a consensus of
a opinion in the entire network [141]. While initially opinion dynamics was studied
on regular networks or lattices, recently the focus has shifted towards other network
models such as small-world and power-law networks.
More recently Wu and Huberman [141] studied the voter’s model on generalized
random graphs of a given degree distribution [71]. They showed that one can
observe a so called locality effect or an effect in which opinions are organized into
smaller groups without affecting the whole society or network.
The label propagation process and consensus formation that we have used for
our clustering method is similar in nature (though not the same) to the study of
voter’s model dynamics and opinion formation in networks. Unlike the case where
there are only two possible opinions, we begin with a case where every node can
have its own unique opinion. Also unlike the voter’s model, we force each node to
adopt the opinion (label) found most commonly among its neighbors.
We make the following observations.
• Opinion dynamics has been widely studied in various kinds of network models, including in randomized power-law networks [141]. However, no work so
far have addressed opinion formation in networks that has clustered structures. While we do not yet have network models that can mimic the characteristics of clusters in social networks, we can nevertheless form toy models.
For example, one can consider a network on N nodes and k clusters, with
each cluster containing

N
k

nodes. If we have M edges, then they can be

equally and randomly distributed within these k groups and a very small
fraction of these M edges interconnecting nodes between groups [47, 66].
• Conversely, opinion dynamics can also be used to identify clusters in net-
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works. We have shown through our label propagation process that consensus
(or opinion formation) occurs among densely connected groups of nodes and
hence effectively extracts the clusters present in networks.
5.1.2.3

Clusters and usergroups in online social networks

Online social networking sites such as Youtube, Orkut, Flickr, Facebook and LiveJournal are among the most popular sites on the Internet. These sites are a
repository of some of the largest data sets on social networks [142]. If we consider
Youtube for example, a node in the network is a registered user of Youtube and a
given user can have registered links (friendships) with other users within Youtube.
One of the most interesting feature of these social networking sites is that they
provide additional information on a user’s interest. That is, each user can associate themselves with what is termed as usergroups within online social networks
[142]. Again let us consider Youtube as an example. Youtube primarily promotes
the broadcasting of videos and each user can create and broadcast videos of their
choice. Also any user can create and/or belong to special interest video groups
(called usergroups). Suppose that user x has special interest in the topic “global
warming”, then x can create and/or join the usergroup on global warming videos.
After joining the group, x can add his/her collection of global warming videos to
the group and hold discussions with other members within the group. Also any
user of Youtube irrespective of whether are not they are friends of x can join this
special interest usergroup. The videos broadcasted and the usergroups a given
user is associated with can be seen by any other user within the Youtube network.
A similar mechanism takes place in all other online social network sites such as
Orkut, Flickr, FaceBook and LiveJournal [142].
As mentioned above one of the unique feature of the data on online social networks is the availability of information on a given user’s interests. Our interest in
this data set is to see if there are any similarities between clusters and usergroups?
Can we say that densely interlinked clusters of users have similar interests? To
answer these questions we first applied our proposed clustering algorithm on the
Youtube data set consisting of 1,157,827 users and 2,990,443 links. We obtained
clustered structures from the Youtube network with a modularity index Q ≈ 0.66.
This high value of Q indicates that the partition of the network obtained by our
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cluster algorithm is significant and it has indeed found densely interlinked groups.
With the information on clusters in the network and usergroups we did the
following,
1. Within each cluster we identified the size of the largest usergroup. That is,
among the various usergroups that each user can belong to, we identified the
size of the largest usergroup within a given cluster. Let CU (i) be the fraction
of nodes in cluster i that belong to the largest usergroup.(Note that one user
can belong to multiple usergroups).
2. Within each usergroup we identified the size of the largest cluster. That
is, we partitioned the members of a usergroup into their respective clusters
and identified the size of the largest cluster among them. Let UC (j) be the
fraction of nodes in usergroup j that belong the largest cluster.
In Youtube there are about 30,087 different usergroups with number of users
in each usergroup varying between 1 and 7591. The number of clusters identified
by the algorithm was approximately around 61,000 and the cluster sizes varyied
between 3 and 250,428. As mentioned above a given user can belong to multiple
usergroups or none. Therefore, to calculate CU (i) in a cluster i, we first filtered out
those users in the cluster who do not belong to any usergroup. We then calculate
CU (i) on this reduced cluster that only contains users who belong to at least
one usergroup. In Youtube, among the 61,000 clusters only about 11,177 clusters
contain a non-zero number of users who belong to usergroups. The remaining
49,823 clusters had no member who belonged to usergroups and are hence discarded
from the calculation of CU (i).
Figure 5.1 shows the relationship between usergroups and clusters. At this
point we cannot conclusively say if they are one and the same or they are two
different concepts. We can see that there exists some clusters within which all
users have at least one common interest (usergroup) while there are also some
clusters in which CU (i) is very small indicating the diversity of interest within the
cluster. Similarly if we look at usergroups, there are some in which all members
are from the same cluster, while there also exists usergroups in which members are
from many different clusters. However we would like to point out that from visual

91

Figure 5.1. The graphs show the fraction UC (j) and CU (i) in the Youtube network
across various usergroups and clusters respectively.

inspection we found a large number of usergroups having members from the same
cluster, while the converse is not true.
Establishing the relationship between clusters and usergroups is one of the
interesting problems for future research. It can help us understand if clusters
(communities) of people in social networks are similar? It can help us to study if
people within clusters have similar interests? If not, how can we identify groups
of people who will have similar interests?
5.1.2.4

Citation networks and impact factors

A citation network is a network of papers/articles represented as nodes and directed edges connecting citing papers directed towards the cited papers [143, 17].
Citations have been used as a tool to identify research papers and to evaluate their
intellectual merit. The Science Citation Index (SCI) uses the number of citations
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a paper receives as a measure of its intellectual merit [143]. More recently [144] a
Comprehensive Citation Index (CCI) has been proposed that measures the impact
of a paper not just by its immediate citations but as a cumulative impact through
pathways of citations. Authors in [144] assume that every paper equally distributes
a portion of its influence to the papers that are being cited. And by an iterative
process these weights are distributed to all nodes in the network through directed
pathways.
In [144], the SCI and CCI concepts were applied to a citation network consisting
of papers mostly from Management Science collected from http://scholar.google.com.
The network consisted of 288,404 papers and their citation interconnections. Let
us call this network GMS . In GMS among the top 10 papers ranked by Management
Science experts CCI performed superior to SCI.
Even with a better performance from CCI there is still room for improvement.
One of the assumptions of CCI is the equal distribution of a paper’s influence to
all its references. It may be a hard task justifying such a distribution and may not
be true in reality. We performed a simple experiment in which we replaced all the
directed edges in GMS by undirected ones. In this version of GMS we applied the
label propagation algorithm and found that the network was significantly modular
with Q ≈ 0.69. We also observed that in general papers on similar topics were
clustered together. This could imply that some of the influences a paper distributes
to its references can be biased towards within cluster references as opposed to
references outside of the cluster or vice-versa. How these weights should differ, by
how much and how it will impact the intellectual merit of papers is a topic for
future research.
5.1.2.5

Clusters in Call graphs

During the author’s internship at IBM - India Research Lab (summer 2007), the
focus was on finding clusters particularly in call graphs. A call graph is a network
of phone numbers represented as nodes and interconnected by completed calls
between two phone numbers [82, 145]. Call graphs are taken over different time
intervals and hence when analyzing such graphs it is important to mention if the
edges (calls) are recorded within a day or week or month and so on. One of the
objectives during the internship was to identify target segments. That is, identify
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Figure 5.2. Examples of star-like graphs formed by the central nodes u, v and w and
their neighbors. The local order coefficients Lu = 0 = Lv , while Lw = 0.044. However
L0u > L0v since degree of v is higher than the degree of u. Also note that despite few
edges running between neighbors of w, L0w < L0u .

groups of customers and offer group incentives to keep them from switching to
other telecom carriers.
One particular call graph that was analyzed was the network of phone numbers
with edges connecting nodes that either sent or received text messages between
each other. The exchange of messages was recorded over a period of one month
to form the network (containing about a million nodes and about two million
edges). Let us denote it as Gcall . As mentioned in sections 2.2.5 and 3.1 standard
definitions of clusters such as cliques, k-clans and k-clubs were used to identify
target segments in the call graph. In all these cases the idea is to identify groups
of nodes that are densely interconnected.
On the other hand another kind of group that is of interest in call graphs is
a star-like cluster (see figure 5.2). Unlike dense subgraphs, a star-like subgraph
is sparse and in fact has only the minimum number of edges required to keep the
group connected [146]. Let us first take a detailed look at star-like clusters before
contrasting it with the traditional ones.
We can use the local order coefficient to identify all the star-like clusters in
a network by calculating Lu at all nodes u. When Lu = 0 at u it implies that
u along with its neighbors form a star-like cluster. But in this case nodes with
only one neighbor or two disjoint neighbors would also have Lu = 0 and therefore
counted as a cluster (group of interest). In reality such trivial cases may not be
of interest and therefore we suggested a modified version of local order coefficient
to exclude these cases. Suppose u has k neighbors v1 , v2 , ..., vk each with degree
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Figure 5.3. Star-like clusters in Gcall

d1 , d2 , ..., dk in the induced subgraph of the set u, v1 , ..., vk . Then the modified local
order coefficient is defined as

P

L0u

=

di
k

k

L0u is the ratio of the average degree on the neighbors of u to the number of
neighbors of u. For a given node u with degree k, L0u takes values between

1
k

and

1. And therefore for two nodes u and v with degrees ku < kv and Lu = 0 = Lv ,
L0u =

1
ku

>

1
kv

= L0v . Thus larger stars (central nodes with higher degrees) will

have smaller L0 s and can be differentiated from the trivial cases. In specific, we
can choose a threshold α and identify only those whose L0 values are less than
α. Using this procedure we may also choose imperfect star-like clusters (see figure
5.2) as long as their L0 < α. This is reasonable because the quality of ‘star’ishness
is still maintained. Note that when L0 is normalized to take values between 0 and
1 at all nodes it becomes identical to the local order coefficient L. Figure 5.3 shows
some of the star-like clusters identified in Gcall when α = 0.05. For this threshold
the number of clusters identified was well beyond 500 (overlaps allowed). Hence
there is a significant presence of star-like structures in Gcall .
From the point of view of the telecom carrier, a star-like cluster is as important
as a clique cluster. A clique in call graphs may denote a group of friends or family
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where every customer has communication with every other member. Whereas a
star-like cluster may denote a business-client group with the central node making
business related calls (or receive calls) from his/her clients. Furthermore, this
difference warrants different incentive plans for these two kinds of customer groups.
When we look at the organization of call graphs it is highly likely that we will
find many such star-like clusters (as in Gcall ) as well as social clusters like cliques,
dense subgraphs etc. This is because there will exist customers who use phones
for business purposes and those that use phones to call family and friends.
When we look at a society through the medium of phone interactions we can
find a significant number of sparse star-like clusters defining the organization of
the corresponding network. This kind of cluster is different from the idea of finding
dense subgroups that is being rigorously pursued in literature, and we anticipate
that research on star-like clusters will bring interesting new insights.

5.2

Problem II: Connectivity of WSNs

The problem of connectivity is a classical one where on one hand we would like
to create more and more links to form a connected network, and on the other
hand, design constraints restrict the formation of links. In chapter 4, we tried to
find a middle ground where both connectivity and constraints are satisfied. The
constraints in this case was reduced interference and reduced power consumption.
Both these requirements simplifies into finding the smallest degree on the nodes
that will lead to connectivity.

5.2.1

Results and contributions

• We showed that there exists a kα such that for k ≥ kα the nearest k-neighbors
network has a giant component almost surely. This kα is the smallest k for
which the fixed radius model with rc (λ) is a subgraph. And by definition of
rc (λ) the fixed radius model has a giant component and therefore the nearest
k-neighbors network.
• We showed that kα is functionally independent of λ, which is the density of
nodes in a unit square, but is numerically arbitrarily large.
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• We further showed that kc = 5 is the smallest k for which the fixed radius
model with rc (λ) is expected to be a subgraph of nearest k-neighbors network.
• We verified using simulations that for k ≥ 5, nearest k-neighbors networks
almost surely have giant components.
• Unlike previous results which insisted that k is a function of λ and increases
with λ, we have shown that it is possible to put a bound on k. This we do by
weakening the connectivity requirement. That is, instead of ensuring every
single node is connected by paths with other nodes, we only require a giant
connected component in the network.
• Since wireless sensor nodes are redundantly used in a sensing region [7, 6, 38],
the above assumption of a weak connectivity is reasonable.
• The λ independent value of kc = 5 has significant implications on the design
of topology control and protocols for WSNs [38]. This implies that it is
possible to achieve a topology that maintains both connectivity and bounded
interferences in the network.

5.2.2

Future work

5.2.2.1

WSN architecture and clustering

As discussed in Chapters 2 and 4, the main objective of a topology control (TC)
is to maintain certain fundamental properties of the communication network. TC
gives structure to an otherwise loose collection of wireless sensor nodes.
However, the requirements of a communication topology go beyond simple connectivity. The main goal of a WSN is to aggregate and transmit data observed
at the individual sensor nodes and send the sensed information to an end user
[7, 35]. But we maintain a network that is as sparse as possible and just manages an overall connected network. This makes the tasks of routing, navigation,
data aggregation etc tedious. To circumvent this problem, it was proposed that a
WSN should be hierarchical in nature instead of just one flat architecture. More
specifically, suppose we can arrange small groups of nodes into clusters. Then we
can choose a leader for each cluster, who will all in turn form the next layer of
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hierarchy. That is, these leaders form a virtual backbone transmitting data and
information from one cluster to another.
There has been much work in the literature that addresses the issue of forming
clusters and leaders in an energy efficient manner [147, 148, 149, 150, 151]. There is
also work that groups nodes into clusters and at the same time reduce interferences
within and across clusters [147]. They all however assume that there exists a basic
communication structure. For example in [148], they build clusters in a WSN
where each node has the same fixed radius r. In some work, they also assume that
there are a few gateway nodes that are very powerful and can transmit to long
distances. These gateways are chosen as leaders and other sensor nodes cluster
around these leaders [149].
We can either propose or apply various clustering techniques by assuming that
the basic communication structure of a WSN is like the nearest k-neighbors network. By doing so we can evaluate both the clustering algorithms and the network
model itself as a sensible representation for WSNs.

5.3

Closing remarks

Structural organization of complex networks has been a busy area of research in the
recent years. The idea that network topology plays a significant role in a system’s
behavior has permeated to many application areas. The design of WSN topology
to support sensing tasks and identifying customer groups using calling patterns
in call graphs are only a few such examples. More importantly these examples
have also raised some issues/problems that are at the heart of network science
research. For instance, 1) what is that ideal network topology for WSNs which
can withstand node failures as well as support various dynamical processes such
as communication, navigation and information diffusion? and 2) is it sufficient to
define clusters as densely connected groups? Do sparsely interconnected star-like
clusters play an equivalent role as densely connected clusters in the organization
of call graphs? We believe that focusing on these issues will lead to exciting new
results in the future.
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