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Abstract
With the tremendous growth in Social Networks, it is of most importance to
extend the current research and studies towards the risk associated with it. A Nielsen
report reveals that more than two-thirds of the world’s Internet population visit social
networking sites each month, accounting for almost 10% of all internet time. Recent
studies have also shown that users post massive amounts of personal and professional
information on the social network. Hence it becomes absolutely necessary to enhance the
safety and reduce the risk associated with the usage of social networks.

This thesis aims at exploring the consequences of the adoption of social networks
by employees working in enterprises. In the first part of the thesis we suggest
methodologies to answer questions related to the risks incurred in an organization due to
the usage of social network by its employees, efficient approaches that can be taken to
mitigate the different risks and the financial and organizational implications for an
organization in implementing any of the possible risk mitigation approaches.

In the second part of the thesis we propose a new flexible framework for privacy
policy generation in social networks, filling the gap between the privacy management
needs of a social network user and privacy protection mechanism provided by the current
social networks. We conclude, with the help of simulation results, that the framework
proposed significantly enhances the privacy and security of the profile information on the
social network at the cost of very little time overhead for the user.
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Chapter 1
Introduction
1.1

Research Questions
The following research questions are addressed in this thesis: What are the

privacy threats in the current social network? How can the privacy and security in the
current social networks be improved? What are the threats and risks brought to an
organization due to its employee involvement in social network? How can these threats
be assessed? What are the most significant approaches that can be taken by the
organization to mitigate these risks? What are the financial and organizational
implications for an organization in implementing the different mitigation approaches?

The different sections in this thesis try providing answers to all of the above
questions.

1.2 Motivation
The adoption of social networking is getting more and more pervasive, involving
its usage in various contexts, for the fulfillment of personal and work-related purposes.
Recent surveys show an increase in the adoption of social network for activities related to
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work [1]. Employees find the online collaborative tools provided by the social networks
very helpful with work. For instance, the ToDo, Email, Calendar, Online Office and
Online Word are some of the collaborative tools provided by Facebook [30], which the
users find very useful. Also, some of the apps can provide collaborative benefits not
available on desktop apps. For instance, the Zoho online office app is one such
collaborative tool that lets user work on documents, presentations and spreadsheets, and
then lets them request for a collaborative feedback from a group in Facebook. Thus the
social networks offer a large number of useful tools which help users with their work.
However, the primary reason for a user to join a social network is for networking and
socializing with other people rather than using these online collaborative tools.

Enterprises not only face productivity loss due to the employees’ engagement in
social network during work hours, a greater threat would be the possible leakage of
confidential enterprise information. A recent report states that if an employee spends
about an hour a day on Facebook, it costs the enterprise more than 6200$ a year [1].
References to private business information on the social network by the employees,
leading to serious privacy breaches, was found to be the primary reason for this
enterprise’s loss. Additionally, employees may post information that could cause damage
to the company’s reputation. Furthermore, the organizational information posted on a SN
by a set of employees can be aggregated, mined and analyzed by an external observer and
help the outsiders in identifying organizational trends and other enterprise’s strategic
decisions. The audience of social networks is so broad that besides customers and
business competitors, hackers may also access such information. Thus the enterprises are
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subjected to serious security threats given the amount of accessible data available on the
social network and the wide range of motivated attackers trying to access this data.

CEOs and other decision makers of an enterprise are now getting serious about
the social networks to understand its possible benefits and risks for the business.
Enterprises are now realizing the potential risks that the social network sites expose their
enterprise to and are looking for possible mitigation approaches [2].

Some initial mitigation measures taken by enterprises include blocking the
incriminated site [3], and updating security policies to address the admissible social
network usage. However, these solutions are reactionary approaches to a phenomenon
that is not well understood by most of the decision makers. Many of these approaches are
prone to fail, if there is no clear understanding of the actual involved risks. For example,
blocking the sites from office machines helps in reducing the amount of time spent on the
social network site at work, but does not generally help when the employee uses a
personal device, such as PDAs or mobile laptops from home.

1.3 Thesis Overview
In our thesis we focus on the current privacy and security threats prevailing in the
social network and the risks that individuals are subjected to due to their involvement in
the social network. Our main focus in our research is to arrive at the risk incurred on an
enterprise due to its employee involvement on the social network. We provide both a
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qualitative and a quantitative analysis of the risk an enterprise is subjected to due to the
information leakage caused by its employees’ interaction on the social network. We also
investigate a few of the well known risk mitigation techniques and provide the enterprise
with the most economical and efficient risk mitigation controls to reduce their
information leakage.

In the latter part of the thesis, we propose a privacy protection mechanism which
is used to enhance the current privacy offered by the social networks. The privacy
framework introduced in our thesis aims at generating customized access control rules
based on the behavior of users on the social network.

The thesis is structured as follows. In Chapter 2, we provide an overview of the
risks in the current privacy protection schemes enforced on social networks, their flaws
and previous work related to analyzing and enhancing the privacy of users on the social
network. Chapter 3 presents a conceptual framework for describing and estimating
organization’s exposure to threats and risks arising from employee participation in social
networks. The aim is to help decision makers to explicitly reason on various aspects
related to social network usage, their implications in terms of risk exposure and allow
them to explore the different options to mitigate the possible risks. We begin by
providing taxonomy of risks and proceed with analyzing risks and threats in the
considered domain, by using an approach based on modeling and simulation. Models are
used to animate and explore different scenarios thereby helping decision makers to
understand the implications and consequences of different decisions. Within this context,
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we use modeling languages and tools [4] with strong mathematical foundations to
simulate processes, users and systems in the enterprise and potential changes, thus
providing ways to model the implications of possible threats and impact of different type
of controls that the enterprise could potentially employ. In the later part of Chapter 3 we
provide quantification of the results, based on all the metrics considered in our modeling,
and arrive at the interdependency between the different metrics to help the enterprise
arrive at a quantitative risk analysis.

In Chapter 4, we propose a framework to be employed by the social network
developers to enhance the safety of user information by implementing semi-automated
generation of access rules for users’ profile information. The Privacy Manager, PriMa,
framework proposes access rules that are tailored by the users’ privacy preferences for
their profile data and the sensitivity of the data. The rules generated by PriMa, indicates
the adequate level of protection for each user and changes dynamically as the user
behavior changes. We use a probabilistic model to simulate the social network, users and
the changing behavior of the users and provide results to indicate the efficiency of PriMa
in reducing information leakage while adding minimum overhead to the user.

In Chapter 5, we analyze the results obtained from the different simulation runs
and present the conclusion for each of our models. Chapter 6 provides the consolidated
summary of the thesis along with future work.
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Chapter 2
Background and Literature Review
With a steep increase in the number of social network users and the amount of
information stored on the social networks, there has been a stress on research related to
social network security and privacy [5], [6], [7], [8]. In this chapter we present the
different privacy and access control schemes employed by the current social networks,
their flaws and our proposal to overcome these security flaws.

2.1 Privacy in Social Networks
There have been several studies which investigate users’ attitude towards privacy
on the social network and possible risks current users face by exposing information on
the social network [9], [10]. Alessandro et al [11] analyze the impact of privacy concerns
on the users’ behavior and the change in the users’ behavior subsequent to privacy related
information exposure. The results were obtained based on a study involving users from
high schools and colleges. Even though the target audiences considered in our research
have a different behavior pattern, the authors did arrive at some interesting privacy
attitude of users common to the target audience considered by us.

Bonneau et al [12] show through experimental results that even with very limited
information, such as user’s name and eight of the user’s friend, the social network graph
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can be reconstructed with high accuracy. This work indicates that the companies are
exposed to a high privacy risk, even with strong privacy settings in place.

Even though all of the above studies present the risk associated in a social
network, none of the above studies address the risk associated with a specific
organization due to its employee involvement on the social network. For the first part of
our research we analyze the impacts of employee interaction with the social network on
the security of an organization. We investigate the different sources of information
leakage in an organization and evaluate the different control measures that can be used by
an organization to minimize the leakage of information effectively.

2.2 Access Control in Social Networks
With the increase in the privacy and security issues, social networking sites are
extending their access control mechanisms, to limit disclosure of sensitive information to
outsiders. The current access control model uses the role based access control, fixing
access controls based on the relationships shared between users. However, the current
access control model is not very effective in restricting leakage of sensitive information
to an outsider and would need to be modified to provide access rules with more
granularities.
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The poor access controls in the current social networks have several severe
consequences. There have been cases of people losing their jobs and students being
terminated from their schools for leaking out confidential information, knowingly or
unknowingly, on the social network due to the inefficient access control methods
employed by the social networks.

Hart et al. [13] propose a content based access control scheme. The authors
proposed a system which automatically infers the posts that are subject to policy rules
based on the posts’ contents. A more granular access control model is proposed by
Carminati et al [14], where policies are expressed as constraints on the type, depth and
trust level of existing relationships. The proposed authentication model uses certificates
to confirm relationship’s authenticity and the client-side enforcement of access control
according to a rule based approach, where a subject requesting to access an object must
demonstrate his right for doing that. In our research, we tailor the access control rules
according to both content sensitivity and users’ objective risks, while minimizing users’
involvement in setting the access rules.

Narayanan et al [15] in their recent work investigated the role of anonymization to
preserve users’ privacy on the social network. Experimental evidence proved that
anonymization alone wasn’t sufficient to protect users’ privacy. In our work, we propose
an approach which protects users’ privacy in a fine grained manner and supports
anonymization of users.
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A number of researchers are investigating trust metrics in social networks to
evaluate users’ relationships [16], [17], [18], [19]. These trust metrics are used to predict
the level of trust of a user and can be classified into local and global trust metrics
depending on the audience being considered. Local trust metric establish trust of a user
from the perspective of the focus user, whereas global trust metrics compute a trust value
based on the global community’s view of the user. In our research, we use a trust metric
called user access score, representing the user’s local trust for certain users, in arriving at
the different access control rules.

According to Ziegler et al. [20], there is a strong evidence for correlation between
user similarity and trust. In our research we use this idea to determine a user’s adequacy
to access a trait set and hence to arrive at the access control rules in the social network.
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Chapter 3
Qualitative and Quantitative Risk Analysis
3.1

Overview
The number of social networks and its users has been on an increase over the past

couple of years. Social networks have been used by a wide range of users, in different
contexts to fulfill various tasks and in the process expose both personal and work related
information. Recent surveys show that over the past couple of months there has been a
steep increase in the amount of work related information on the social network [21].

Employee’s involvement in social network not only leads to a drop in the
enterprise’s productivity, but also poses a greater threat of information leakage. The risks
associated with an individual and an enterprise increases with the amount of personal and
professional information available on the social network. Recent surveys have shown that
the amount of sensitive information exposed on the social network depends primarily on
the users’ security awareness and their education [22]. In this chapter we focus on the
analysis of threats and risks that an individual and an enterprise face, due to the
individual’s interaction on the social network.
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3.2 Data Exposure on the Social Network
The exposure of sensitive data on the social networks can happen by the
employee involving in any/all of the following activities:
i.

User’s activity streams: An activity stream is a collection of events
associated with a user. These streams may capture the changes that the
user made to their profile page, applications added and their recent
communications.

ii.

Media content and text files: Users may post media content that may
reveal personal and/or professional information. Files such as resume, job
descriptions and business itinerary would fall under this category.

iii.

User’s Group: User’s social network groups may reveal, either directly or
indirectly, social and professional information of the users.

The information leakage not only depends on the behavior and activities of the
user but also depends on the privacy protection offered by the social network. Social
networks can be classified into five types based on the privacy protection they offer [23].
They are:
i.

Tier One: Social networking sites on which users’ information is
completely transparent to third parties.

ii.

Tier Two: Social networking sites belonging to this category provide
better privacy protection than tier one websites, but the privacy protection
is still insufficient with the presence of user awareness.
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iii.

Tier Three: Social networking sites in this category provide a significant
amount of privacy protection, but only under the conditions that users are
aware of the privacy concerns and make any required alterations to the
default privacy settings.

iv.

Tier Four: Social networking sites in this category provide significant
privacy protection even in the absence of the user awareness.

v.

Tier Five: Social networking sites in this category completely ensure the
privacy protection of all the users.

For our research, we specifically focus on Facebook [30], Linkedin [36] and
Orkut [35], three of the most popular and widely used social networking sites falling
under tiers three and four. These sites usually contain a lot of sensitive information, both
personal and work-related, that can be exploited by an external observer to pose a serious
source of security threat to the organization and the employee. In Chapter 4, we propose a
protection mechanism that can be used on top of the existing social networks to enhance
the privacy of user information, with minimal or no intervention from the user.

3.3 Attacker on the Social Network
For the purpose of this study, an attacker is defined as any external observer who
tries to gain unauthorized access to personal and/or professional information on the social
network. An attacker can either be an insider or an outsider of the targeted company.
Attackers may have a varying knowledge of the domain, different tools to reach their
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goals and may be motivated by a number of reasons. For instance, the main motive of an
attacker might be to collect sensitive information on the social network to blackmail the
user. The attacker might use a web crawler to gather information or could do a brute
force attack to utilize the weak policies of the social network [24].

We classify attackers as beginners, intermediate and experts based on their skill
level. Beginners have limited technical skills, no availability of software and/or hacking
tools to aid their attacks. Intermediate attackers have limited knowledge and availability
of software and/or hacking tools to help them with their attacks. Expert attackers can run
sophisticated attacks, create new malware and exploit data available across multiple
social networks.

The success rate of an attacker not only depends on his/her motivation and skill
level, but also depends on the amount of data exposed and the tier of the social network.
It has been found that even a little user information on the social network could reveal a
lot of sensitive information. For instance, Facebook exposes a public view of user
profiles to search engines which includes eight of the user’s friendship links. It has been
proved that this information is sufficient to arrive at the shortest path between users and
detect the entire community structure [12].
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3.3.1 Types of Attacks
We identify two different types of attacks that an attacker can use to efficiently
exploit the data available on the social network. They are


Vertical attack: This kind of attack is performed on one specific social network,
e.g. Facebook, Linkedin or Orkut.



Horizontal attack: This kind of attack is performed across multiple social
networks.

For both of the above mentioned attacks, the attacker can focus either on a single
employee or a group of employees. Table 3-1 provides a high level taxonomy of attacks
based on how data can be exploited and processed by an attacker.
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Table 3-1 : Different Types of Attack

Vertical
(within
Networking Site)

Attack
Target

a

Social

Horizontal (across Social Networking
sites)

Attack
 User information gathered
from only one social network

Attack
 User information gathered from
multiple social networks
 Extensive profiling, by linking profiles
of the user across multiple social
network sites
 Making deductions about business
information based on personal
interests/discussion groups

Single user
Risk



Identity theft
Enterprise Reputation damage

Risk




Group
users

of

Identity theft
Blackmailing by using correlated
information
Business intelligence and confidential
data leakage with consequential
damages for the enterprise

Attack
 Information gathered from a
single social network
 Cross-checking
across
different user
profiles for
common aspects and inferring
implicit personal and business
information

Attack
 Information gathered from multiple
social networks
 Extensive
cross-checking
across
different user profiles in the different
social networks for common aspects
and inferring implicit personal and
business information

Risk



Risk



Identity theft
High risk of confidential data
leakage with consequential
damages

Identity theft
High risk of confidential data leakage
with consequential damages

For each of the approaches described in Table 3-1, the complexity of attack and
hence the level of risk changes substantially, based on the amount of information
available on the social network, the skill, motivation and the hacking tools available to
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the attacker. We discuss the taxonomy of the different approaches taken by an attacker
and discuss their impacts in more detail in the following paragraphs.

3.3.1.1 Vertical Attack
Vertical attacks are directed at one or more profiles in a social network having a
common link. For instance, different profiles in a social network belonging to the same
company might be targets of a vertical attack.

The data exposed on the social network can either be sensitive or non-sensitive
information. The non-sensitive information when disclosed in a social network might not
breach any privacy by itself. However, due to the large amount of data available on the
social network data aggregation is highly possible, potentially revealing sensitive
information.

There are two different methodologies that an attacker can use to analyze data
available in different user profiles. A first approach involves arriving at the sensitive
information by collecting attributes disclosed in profiles of different users who share a
common subset of attributes. For example, consider a set of Facebook users who join the
“Network Security Group at Penn State”. If any two users reveal the current projects and
the collaborators for the project, the complete project information is known for all the
users belonging to the group. Recent studies show an increase in attacks falling under this
category [25]. A second possible attack approach is to retrieve sensitive information by
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analyzing comments and other messages posted in the public. For example, by textmining certain occurrences of words, like a project name, sensitive information on
projects’ evolution and outcome may be revealed.

3.3.1.2 Horizontal Attack
In a horizontal attack, the attacker is able to retrieve information from different
social networks with all observations made in the vertical attack still holding good. For
example, an attacker can cross-correlate and complement the attributes of a user’s profile
by retrieving the missing attributes from the user’s profile in different social networks,
provided there is a link between the user profiles. Horizontal attack generally returns
more in-depth results, due to the larger volume of data available to the attacker. However,
horizontal attack requires the attacker to use more sophisticated hacking tools and spend
a lot more time to link user’s profile across different social networks. The practice of
using different usernames in the different social networks would make it a little harder for
the attacker to perform a cross site attack.

Besides the hacking tools, an attacker can make use of the applications available
on the social network to retrieve sensitive data. For example, the “Polls” application on
Orkut [35] would be one such application. The attacker can use this application to pose
question related to sensitive information about a company and arrive at a conclusion
based on the response to the polls. Finally, some social networks like Linkedin [36]
provide the opportunity of penetrating user’s profile in a very fine manner for a very
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minimal price. The attacker can invest this minimal amount to unlock all user profiles,
conduct detailed searches and access all the sensitive information available on the social
network.

The vertical and horizontal attacks can be explained better by the following
scenario. Consider a big IT corporation by the name ABM. The following actions are
taken by the employees of the company.


Anthony, Francis, John, Bon and Mary create profiles on Facebook and Linkedin.



Anthony uploads pictures of his business trip to China with his coworkers on
Facebook.



Anthony, Francis and John update their Linkedin profile with the new training on
international relationship and are recommended by Bob, their supervisor.



Bob, senior manager, blogs on the economics of off-shoring and outsourcing.



Mary, a new hire acting as a Chinese translator, updates her occupation on
Linkedin.

A search by an outsider for the most recent updated profiles at ABM will bring up
Anthony, Francis and John’s profile. Considering the fact that Facebook does not place
any access restriction on pictures, any Facebook user can view Anthony’s most recent
pictures. Additionally, if Bob’s profile on Linkedin is linked to his personal blog, the
information about the offshore project would be made evident. Correlating all these data
would lead to the conclusion that the ABM is planning to expand overseas. This kind of
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data aggregation helps an outsider to anticipate new changes that an enterprise would
want to keep secret and hence affect the privacy of the enterprise.

The attackers could be motivated by a number of reasons to carry out the attack
by leveraging the information available on the social network. Table 3-2 provides an
overview of the possible attack goals along with a description of the possible approaches
that could be taken by an attacker, based on the available hacking tools and type of data
to be harnessed.

Table 3-2 : Different Goals for an Attacker

Possible
Attack Goal

Approach

Sites

Level
of Tools
Aggregation

Data
Description

Identity theft,
Blackmail

Collect
confidential
data of
employees
and misuse
this
information

Information
can be
exploited from
a single social
network or
from multiple
social
networks.
Multi-site
analysis leads
to higher risk
for the
enterprise and
the individual.

No aggregation –
data of the same
user is combined Web
Crawlers,
to generate a
“super user
user’s profile
accounts”,
Widgets
and/or social
applications

Profile info:

Get sensitive
information
related to the
company.
Analyze
employees’
posts/comment
s/ updates
about ongoing
projects etc.

Can be done
on single or
multi-site.
Multi-site
analysis leads
to higher risk
for the
enterprise and
the individual.

Aggregation of
the different
types of data (job
applications,
comments,
photos)

Number of Job
applications
from employees
of a corporation,
employees
comments or
change in their
job descriptions,
number of
updates

Financial
gain,
Blackmail,
Damage to
company’s
reputation,
Obtain
competitive
insights

name, last name,
hometown,
phone number,
current work,
employee
information,
contact
information, etc.
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Possible
Attack Goal

Approach

Sites

Sell
confidential
data to
competitors

Get info about
projects

Can be MultiSites Or Single
Site

Level
of Tools
Aggregation

Data
Description
Curriculum,
Working
experience
descriptions

In order to assess an enterprises’ risk exposure, it is important for the decision
maker to be aware of all these potential threats. This being an emerging issue, the
precautionary measures that the enterprise needs to take is not evident. Some measures
like banning access to social network could affect the enterprises’ productivity and might
not be completely effective. Other measures like control points to intercept and block
data disclosure could have only limited effects. Educating, monitoring and punishing
employees have their own pros and cons. For instance, the effectiveness of education and
training may not be distributed evenly across all classes of employees in an enterprise and
it depends on the education level of the individual. Training would generally be more
effective on employees having a high education level and it would partly be the
responsibility of the employee to behave morally based on the education and training
received. Monitoring and punishment may be very effective during the initial stages of
deployment, but as time progresses, employees might find ways to bypass the monitoring
system, leading to a drop in the system’s efficiency.
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The next section introduces the methodologies explored by us to assess risks and
provide enterprise decision makers with decision support tools to help them explore the
best choices to effectively mitigate these risks.

3.4 Modeling
We aim at using discrete event probabilistic modeling and simulation [4], to
represent and analyze the impact of employees’ interaction with the social network on the
enterprise. Our model also helps decision makers in analyzing the different risk
mitigation options and in arriving at the most effective and cost efficient mitigation
technique. While arriving at the risk mitigation techniques in the model, the attacker’s
skill and motivation levels are also taken into account.

In short, our model aims at addressing the following concerns to help the decision
makers secure their enterprise:


The current level of risk and data exposure for a given organization and a threat
environment.



The risks and costs involved in making the different choices of investment and
policy decisions.



Most effective investment, given a limited set of resources.

In general, decision makers may take different steps to change the employees’
behavior based on the available resources and investments. We consider the following
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actions, called levers, which a decision maker can take to change the behavior of
employees.


Education: Investments could be made to create awareness and educate
employees about the current threats and privacy issues on the social network.



Monitoring and Punishment: Investments could be made in monitoring
employees’ behavior, creating awareness of unacceptable behavior and punishing
them based on the collected evidence.



Control Points: Investments could also be made on software and hardware
control points to monitor, intercept and block data leakages. Examples of control
points would be email interceptors, black-listing and blocking of web sites.

Considering the practical resources available for an enterprise, the investments in
the levers should be optimally chosen, to mitigate the risk up to a point where the
marginal cost of implementing the lever is less than the value of additional savings from
security incidents.

A decision maker not only needs to understand the impacts that employees have
on data leakage, but also needs to assess the impact and cost associated with the different
remediation choices. Strong forms of access control [26] or monitoring may be expensive
to implement on a large population of users. Also, as time progresses, access control and
monitoring might not be very effective as employees might find ways to bypass them.
The employees may also react pessimistically to some levers, which might lead to a drop
in performance, and some levers might require an adaptation phase during which the risk
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might not be mitigated. Finally, the effectiveness of the lever depends on the nature of the
threat, the profile of the involved employee and social networks used by the employee.
For example, for a highly skilled professional workforce, education and training might
provide the right level of awareness on how to deal with external social networks, while
for other employees, monitoring and punishment controls might prove to be more
effective.

Figure 3-1 provides a high level description of our conceptual model, showing the
different entities and elements of interests. It models the interaction of different users
with the social network, both from work and home. Our model also take into
consideration the possibility that some of these activities may lead to the leakage of
personal and business data to the social network. The hackers and attackers, based on
their skill and motivation level, can exploit the data exposed on the social network and
cause privacy threat to the individual and the enterprise. The level of threat depends on
the amount of data available on the social network, the skill and the motivation level of
the attacker.
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Figure 3-1 : Modeling of Users' Interaction with Social Network

3.4.1 Model Components
The key components in the model shown in Figure 3-1 are

Attack activity dependent
on:
- accessed SNs
- types of correlations
(vertical vs. Horizontal,
individual vs aggregated)
-Probability distributions in
-Getting confidential data
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Users (employees), with different behaviors and attitudes to social networks.
Users interact with social networks and are likely to disclose information based on
their level of education and social awareness. Each user is modeled as an
autonomous agent that performs the following activities:
o Subscribes to a set of social networks and interacts with social networks in
different contexts.
o Accesses social networks regularly as defined by a probability
distribution. This specific value depends on the education, awareness and
the place of operation.
o Adds, deletes and reads new information on the social network based on a
probability distribution.



Social Network stores the user information and each social network has its own
set of security and privacy controls. Social networks also differ in the type of user
information, personal and professional, they store. For instance, social networks
like Linkedin store a lot more professional information than social networks like
Facebook and Orkut. Each social network in our model has the following
characteristics
o Modeled as a data storage place where users can add, delete, read and
share information.
o Characterized by the number of users, volume and the type of data stored.
o Enforces a defined level of security and privacy controls.
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Attack Agents operate to harness and exploit the data available on the social
network. Each attack agent is modeled by
o A profile that includes skill and motivation in carrying out the attack. The
skill and motivation are modeled with probability distribution with the
motivation determining the frequency of attack and the skill level
determining the likelihood of success.
o The likelihood that they can gain access to one or more social networks is
based on their skill, motivation and available hacking tools.



Different Levers: Our model considers the following levers that a decision maker
can use to mitigate risk:
o control point (CP_L)
o education (ED_L)
o monitoring and punishment (MP_L)

The impact of these levers are modeled using probability distributions that
describe the likelihood that certain data leakage would not happen as they would be
mitigated by related investments.

To effectively calculate the risk level of an enterprise, it is important to make
assumptions on the threats, i.e. the number of attackers, their skills and motivations. Our
model considers 9 different types of threats based on the different combination of skill
and motivation of an attacker.
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3.4.2 Model Implementation
We use Anylogic [4] modeling and simulation framework to develop a fully
functional model based on Figure 3-1. Anylogic is a tool that is based on the Eclipse
framework [27] and uses JAVA as the underlying language for all the complex data
structure definitions, algorithms and external connectivity. It is based on the objectoriented design model and hence supports modular, hierarchical and incremental
construction of large models.

An interactive GUI with animation is an important part of Anylogic. The
animation editor is a part of model development environment and supports a large variety
of graphical shapes, and controls for the interface design. Anylogic includes a wide range
of data analysis and business graphics object such as bar charts, pie charts, stack charts,
time plots and histograms to efficiently process and visualize dynamic changing data
during the simulation run. Different experiments can be run on the model generated by
Anylogic. The experiments include, but not limited to, the following


Single simulation.



Varying the parameters of the model and performing multiple simulation runs.



Monte Carlo analysis, to perform multiple simulation runs with the same input
parameters to eliminate deviations in the output due to the probabilistic nature of
the model and to arrive at a consistent output.
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Our model uses a Monte-Carlo simulation approach to help decision makers
explore a variety of lever choices and also provides predictions of their impacts, in terms
of costs and risk exposure. Our model can be used to replicate the different enterprises by
varying certain model parameters like the total number of employees in an enterprise and
the investments made in the different control levers. This helps in accurately arriving at
the risk associated with an enterprise and the total cost associated with the enterprise in
using the different control levers.

For our model, we consider a total population of 15000 employees with the
simulation running over a period of 3 years. The model keeps track of the following
parameters


Amount of data disclosed by the users on the social network (data leakage).



Types of data leaked.



Amount of data successfully accessed by the attacker, based on the attacker’s skill
and motivation.



Types of data accessed by attackers.



Investment costs made by the enterprise for each lever the decision maker has
decided to act on.

Table 3-3 summarizes the input parameters and the properties of the involved
entities in our model.
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Table 3-3 : Model Parameters

Modeled Entity

INPUT Parameters

Environment



Period of observation = 3 years

User







Number of involved users = 15000 users
Average number of SN accessed = 2
Types of activities performed on a SN = Read, Write, Modify,
Delete and Share data
Types of exposed information on each SN= Personal and
Professional information
Probability to expose personal or business confidential data per
interaction = Depends on the role of the individual
Role = Director, Manager, Engineer and Clerk
Education/Training/Security & Privacy awareness : The higher the
role the less likely they are to disclose confidential information
Organization

Data



Types of data: Personal and Professional information

SN Site






Number of users
Types of attributes/parameters that are collected
Actual Type of Information collected for each user
Types of security and privacy controls in place

Attacker





Skill/capability level = varies between 0 and 2
Motivation level = varies between 0 and 2
Type of data mining/data aggregation that is carried out (Vertical,
Horizontal, 1 or more target)

Enterprise investments




Investments effort in control points = varies between 0 and 3
Investment effort in education and awareness = varies between 0
and 3
Investment effort in monitoring and punishment = varies between 0
and 3








When executed, our model essentially replicates the real life scenario of the social
network. We assume that the users join the social network by initially exposing little or
no information in their profiles. The users perform updates to their profile information at
regular intervals of time. The model uses a random distribution to determine the
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frequency at which a user performs update on their information. We make the logical
assumption that a highly educated employee is aware of the current security threats and
are very cautious in exposing both personal and professional information on the social
networks [28].

The results from our simulation help the decision makers in analyzing and
arriving at the most economical and efficient risk mitigation choice for the decision
makers. The overall investment cost for an enterprise and the total risk associated with an
enterprise would be the two metrics that our model focuses on to help the decision
makers arrive at such a conclusion. Sections 3.4.2.1 and 3.4.2.2 give the definitions and
formulas used by our model to arrive at the overall investment cost and the total risk
associated with the enterprise.

3.4.2.1 Overall Investment Cost
The overall investment cost is calculated as a weighted sum of Fixed/Initial cost
and Variable/Maintenance cost.

The Fixed cost is an initial cost resulting from making investments in specific
control points. The Fixed/Initial cost has been modeled by the linear equation given in
Table 3-4.
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Table 3-4 : Fixed Cost Calculation

Fixed Cost = A * CP_F + B * ED_F + C * MP_F

The variables CP_F, ED_F and MP_F in Table 3-4 can take values 0 or 1. These
variables are set to 1 when the corresponding control levers are used by the enterprise and
are set to 0 when the corresponding levers are not used by the enterprise. i.e. CP_F, ED_F
and MP_F are 0 if the corresponding levers CP_L, ED_L and MP_L are 0; 1 otherwise.
A, B and C are constant weights and are fixed at 50, 10 and 30 respectively in our model.

The Variable/Maintenance cost is directly proportional to both the time duration
for which the control levers are used and the number of employees in the enterprise.
Table 3-5 models the linear equation used in calculating the Variable cost.

Table 3-5 : Variable Cost Calculation

Variable_Cost(t) = D(t) * CP_L * t + E(t) * ED_L * t + F(t) * MP_L*t

The variables D(t), E(t) and F(t) in Table 3-5 are the variable weights reflecting
the different impact and costs of the levers in different periods of time. The variables
CP_L, ED_L and MP_L can take values between [0, 3].

The following would be the factors accounting for the variable/maintenance cost
of an enterprise:

32



Updating and renewing the license for software used to control the leakage of user
information on the social network.



Conducting regular training/education sessions to keep the employees updated
with the current risk. The cost associated with this is also dependent on the
number of employees in the enterprise every year.



The employees might have found a way to bypass the monitoring system of the
enterprise. Hence an upgrade of the monitoring system would be a mandatory
requirement.

3.4.2.2 Enterprise Risk
The overall risk of an enterprise depends on the total amount of information
exposed on the social network by the employees, the different control levers used by the
enterprise and the skill and motivation level of the attackers.

Table 3-6 gives the total information, sum of personal and professional
information, exposed by the employees of the enterprise in the different social networks.

Table 3-6 : Total Information Exposed by a User

Info_Disclosed = Personal_info + Professional_info
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The actual amount of information that is disclosed to the public depends on the
different types of controls used by the enterprise to reduce data leakage and is modeled
by the linear equation given in Table 3-7.

Table 3-7 : Reduced Information Disclosed After the Use of Controls

Info_Actually_Disclosed = f(CP_L, ED_L, MP_L) * Info_Disclosed

In addition to the total information disclosed to the public, the overall risk of the
enterprise also depends on the skill and the motivation level of the attacker. The risk
associated with an enterprise increases with an increase in the skill and motivation level
of the attacker and is modeled by the equation given in Table 3-8.

Table 3-8 : Overall Risk of an Enterprise

Overall Risk = f(skill, motivation) * Info_Actually_Disclosed

The skill and the motivation level of an attacker, in Table 3-8, can take values
between [0, 2].

From Table 3-8, we infer that a skilled attacker would be able to exploit the
information available on the social network to a greater extent, resulting in a greater risk
for the enterprise, than an attacker with little or no skill. In the above risk equation, the
skill and motivation level characterize an attacker and determines their ability to exploit
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the information available on the social network. Each attacker can carry out different
kinds of attack as mentioned in Section 3.3.1. In our model, the type of attack carried out
by an attacker depends on their skill and the frequency of attack depends on their
motivation level.

3.4.2.3 Control Points
As mentioned in the previous section, software or hardware control points,
training and monitoring and punishment would be the three investments made by the
enterprise to reduce risk. In our model these levers can vary between [0, 3] with the
effectiveness of the lever increasing with an increase in the value of the lever.

Software and Hardware Control Point: The software and hardware control point lever,
CP_L, can vary between [0, 3]. The initial cost for setting up of the control points is
assumed to be 50 units. We assume that the Control Point Investment will not incur any
other cost during the first year. This would however require a cost of 10 units for the
second year and a cost of 30 units for the third year to extend the license and to upgrade
the existing system.

Education/Training: The education lever, ED_L, ranges between [0, 3]. For this lever to
be effective, it would partly be the responsibility of the employee to behave ethically
based on the training and education he/she received. Training is generally more effective
on employees with a high education level. In general, the employee is more socially
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aware about the existing threats and would think twice before exposing any information
to the public. The reduction in information due to education and training is modeled
using a triangular distribution, triangular (min, max, mode). The minimum, maximum
and mode values keep increasing as the training level increases. The higher the value for
the training lever, the lower the amount of information exposed by the employees and
hence lower the risk associated with the organization. In our model, we assume the initial
cost of training to be 10 units. We take into consideration the growing size of the
enterprise while calculating the cost associated with this lever for the first, second and
third years. In our case the cost would be 15, 25 and 35 units for the first, second and
third years respectively.

Monitoring and Punishment: One of the most unpleasant ways for the enterprise to
keep its risk under a threshold would be to monitor the activities of all its employees and
take necessary actions. The monitoring and punishment lever, MP_L, can vary between
[0, 3]. The severity of monitoring and punishment increases as the value of this lever
increases. The enterprise could restrict access of employees to social network when they
find out that the employee has exposed sensitive or business related information on the
social network. Thus, the employee will not be able to perform any update on this social
network from the enterprise but he/she will still be able to perform updates from outside
the enterprise. To incorporate this in our model, we take into consideration the time of
social network access by the employee to arrive at the effectiveness of this lever. A high
level of data leaked would be detected and people punished if the enterprise uses a high
degree of monitoring. This would discourage other employees from being involved in
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similar activities. The initial installation cost for the monitoring and punishment is
assumed to be 30 units. The cost for the first year is assumed to be 0, but increases over
time. This is due to the fact that the monitoring system would need upgrades if the
employee finds a way to get past the current system or if a more effective monitoring
system is made available to the enterprise.

3.4.3 Simulation Runs
We perform two sets of simulations. The first set of simulation aims at finding the
most effective and cost efficient control lever combination, [CP_L, ED_L, MP_L]. To
arrive at this control lever combination, we fix the attacker skill level and motivation
level and vary each of the control levers between [0, 3] resulting in a total of 64
simulation runs.

The second set of simulation is used to arrive at the dependency of the risk of an
enterprise on the attacker’s skill and motivation. We fix the control lever combination
and vary both the skill and motivation parameters of the attacker between [0, 2] resulting
in a total of 9 simulation runs.

Specific information related to our model on the number of simulations performed
along with their results is provided in Section 5.1.
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3.5 Quantitative Risk Analysis
In this chapter, we have used modeling and simulations to arrive at the risk value
associated with an organization due to the employee’s interaction with the social
network. In this section we provide quantification of the results based on all the metrics
considered in our modeling and arrive at the interdependency between the different
metrics to help the enterprise arrive at a quantitative risk analysis.

The remaining parts of this section use estimating techniques to arrive at the
dependencies between the key variables determining the risk of an organization. The
relationship between the different variables will help the enterprise make the right
decisions to mitigate risk.

We start by providing the advantages that a quantitative risk analysis has over a
qualitative analysis:


Offers direct projection of the cost and the benefit of the risk mitigation proposal.



The analysis can be fine tuned to meet the specific needs of the risk situations in
the different organizations.



Analysis is more consistent than a qualitative analysis since it is derived from
reliable facts.

Section 3.5.1 gives the steps involved in arriving at the quantitative analysis of risk
in an organization to arrive at the dependency of the risk on the different metrics.
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3.5.1 Quantitative Risk Analysis Calculation
To perform a quantitative risk analysis, we need to take into consideration the
amount of information exposed on the social network, the relationship between the
employer and the employee, the different risk mitigation controls used by the enterprise
and the characteristics of the attacker.

3.5.1.1 Attacker Capability (AC)
The Attacker Capability models the ability of an attacker to attack a given system.
This would characterize features like the skill level and the motivation level of the
attackers and the tools used by the attacker in performing the attack.

The attacker’s experience and expertise determines their skill level. There could
be several factors contributing to the motivation level of the attacker. For instance, an
attacker could be motivated to perform an attack because of his hatred to the enterprise or
his liking to the enterprise’s competitor or could be personal hatred to the higher
management.

We can further classify the attack into an insider and an outsider attack. An
insider attack is caused by an employee of the organization revealing sensitive enterprise
information to outsiders. Since the employees have access to documents containing
confidential information, the exposure of these documents to an outsider would cause
serious threat to the organization. An outsider attack is caused by a person outside the
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enterprise trying to derive sensitive enterprise information from the information posted
on the social networks by the employees. The risk associated with an insider attack is
always higher than an outsider attack because an employee generally has access to more
sensitive enterprise information than an outsider.

3.5.1.2 Attack Frequency (AF)
Attack frequency models the frequency at which an attacker tries to gather
sensitive information from the information leaked on the social network. The frequency
of attack, like the motivation level of attack depends on the following factors.


Motivation behind the attack



Ease of access to the sensitive information on the social network



Severity of punishment if caught accessing confidential information

3.5.1.3 Mitigation Controls (MC)
For our quantitative analysis, in addition to all the risk mitigation controls
mentioned in Section 3.4.2.3, we also take into consideration the closeness between the
employer and the employee. Stronger the relationship between an employer and an
employee, lesser would be the chance of an internal attack. The mitigation control is
modeled as a function of all the three control levers, CP_L, ED_L and MP_L, and the
employer employee relationship, E_E, as shown in Table 3-9. The values for the different
control levers, and hence their impact, depends on the amount of investment made by the
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enterprise on that particular lever and keeps increasing with an increase on the
investment.

Table 3-9 : Mitigation Controls

MC = f(CP_L, ED_L , MP_L, E_E)

3.5.1.4 Total Information Leaked (TIL)
The Total Information Leaked is a measure of the personal and enterprise
information leaked to an outsider. The total information leaked is a function of the total
information exposed on the social network by the employees and a combination of
control levers used by the enterprise to mitigate these risks as shown in Table 3-10.

Table 3-10 : Total Information Leaked

TIL = f(total information exposed by the user, MC)

The TIL would include the information exposed by the employee on the social
network and information leaked to an outsider through any other medium. For instance,
an insider might have access to sensitive enterprise information and might be willing to
expose this information to a competitor for monetary benefits.

However, the TIL is not a measure of useful information for an outsider. This is
because the TIL might hold redundant enterprise information and information already
known to an attacker through other mediums. In the next section we provide a description
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of a metric called Leakage Factor, which gives an actual measure of the useful
information available to an attacker. The Leakage Factor would be used in calculating the
risk value of the enterprise.

3.5.1.5 Leakage Factor (LF)
Leakage factor, LF, is a measure of the actual percentage of the total information
leaked to an outsider that would pose a risk to the enterprise. Figure 3-3 gives the
algorithm used to calculate the final value of Leakage Factor in an organization.
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Figure 3-2 : Calculation of Leakage Factor

As shown in Figure 3-2, we assume an initial value of LF to be 100% of TIL, i.e.
we initially assume that all the information leaked on the social network will contribute to
the risk of an enterprise. If the attack is from an insider we reduce the LF by 10 % to take
into consideration the fact that an insider might be able to gain 10% of the TIL from other
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sources, like their coworkers, thus serving as redundant information to the attacker. The
value of LF is also reduced if there is redundant employee or enterprise information
exposed on the social network by different employees. This is because the redundant
information leaked on the social network does not add any extra information to the
attacker and hence does not contribute to the risk of an enterprise. Finally, we check if
there are any countermeasures applied to the previous known attacks and the time elapsed
between the attack and the implementation of the countermeasure. The implementation of
countermeasures to an attack greatly helps in reducing leakage of information to similar
attacks in the future. Thus the final value of LF depends on the type of attack, the amount
of redundant information leaked on the social network and the response time taken by
enterprises to arrive at countermeasures for previous well known attacks as shown in
Table 3-11.

Table 3-11 : Leakage Factor

LF = f(attack type, amount of redundant information on SN, attack response time) * TIL

3.5.1.6 Risk
The Risk associated with an enterprise due to the exposure of information on the
social network can be modeled using the parameters introduced above. Table 3-12 gives
the equation used at arriving at the risk of an enterprise.
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Table 3-12 : Risk Associated with an Enterprise

Risk = f (LF, AF, AC)

The risk is directly proportional to the actual useful information leaked to the
attacker, the frequency at which an attack is performed and the characteristics of the
attacker.

In Section 3.5.2, we present the dependencies between the different metrics, used
in arriving at the quantitative risk analysis, which helps the enterprise to arrive at an
efficient way to mitigate the risks.

3.5.2 Metric Dependencies
In this section we arrive at the dependency between the different metrics based on
the formulas mentioned above. We used normalized values for all the metrics and used a
matrix representation to arrive at the dependency between the different metrics.

We first arrive at the dependency of the LF on the type of attack, the amount of
redundant information on the social network and the time taken by an enterprise to come
up with a countermeasure for an attack. LF as described in Section 3.5.1.5 gives a
measure of the actual amount of information useful for an attacker to arrive at the
sensitive information.
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Table 3-13 : Leakage Factor Dependency

Attack Type

Redundant Information

Response Time

< 0.5

>0.5

<= 1 day

>1 and <= 3 day

External

Moderate

Less

Less

Moderate

Internal

Moderate

Less

Moderate

Moderate

From Table 3-13, we estimated the LF to be moderate when the normalized value
of the redundant information on the social network is less than 0.5 and LF value to be less
when the normalized value of the redundant information is more than 0.5, i.e. the amount
of useful information available for an attacker on the social network is moderate when the
information exposed on the social network by the employee is not redundant. We also
estimated that lesser the time taken by the enterprise to come up with a countermeasure to
an attack, lesser would be the amount of useful information leaked to the attackers.

Table 3-14 gives the impact of the different control levers used by the enterprise
on the risk associated with the enterprise. We also consider the impact of the employeremployee relationship while arriving at the risk of the social network.
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Table 3-14 : Control Impacts on Risk

Attack Type

CP_L

ED_L

MP_L

E-E Relationship

External

Medium

Less

Medium

Less

Internal

Medium

Medium

Medium

High

We estimated that the software and hardware controls and monitoring levers have
a medium impact on reducing the risk associated with an enterprise for both an internal
and an external attack. The education lever however has a better impact on an internal
attack than on an external attack. This is because proper education and training can help
the employees realize the risk that the enterprise would be subjected to due to the leakage
of confidential information to outsiders and hence be more cautious while exposing any
information related to the enterprise. We also estimated that the relationship between an
employer and an employee plays an important role in reducing the internal attacks. We
arrive at the conclusion that better the relationship between an employer and an
employee, lesser are the chances of an employee selling out confidential enterprise
information.

The next section provides the other privacy protection schemes considered in our
research and the advantages they offer over the protection mechanisms discussed in this
chapter.
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3.6 Other Privacy Protection Schemes
In this chapter we focused on the different risk mitigation techniques that a decision
maker can take to enhance the security of the enterprise and its employees by modifying
employees’ interaction with the social network. The techniques involved provide threat
awareness through training, monitoring user behavior and installing control points to
intercept and block data leakage. All of the above mitigation approaches are taken by the
decision maker as a countermeasure to overcome the security risks incurred on the
enterprise due to the immoral behavior and the negligence of the employee.

In this chapter, our emphasis was on the steps taken by the enterprise to reduce
the privacy concerns incurred by the security flaws in the social network. The enterprise
wouldn’t be required to use the different control levers discussed in this chapter if there
was no leakage of user information to an outsider in the social networks. A recent survey,
covering 45 global social networks, reports serious concerns about the extent to which
these sites fail to keep user’s information private [14]. The study shows that 90% of the
sites required a full name or date of birth for permission to join, 80% failed to use
standard encryption protocols and 71% reserved the right to share the user data with third
parties in their privacy policies. The study also indicated that all but 3 of the general
purpose sites they studied left new profiles completely visible to all the others by default
and 80-99% of the users never modified these default privacy settings. This was
considered to be one of the biggest reasons for information leakage on the social network.
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To overcome these privacy issues on the social network we propose a framework,
in the next chapter, that needs to be incorporated into the current social networks to
enhance the privacy of user information. The Privacy Manager, PriMa, framework uses
semi-auto generated access rules to protect user information on the social network, with
minimal or no intervention from the user. This implies that the privacy settings for the
user keeps changing dynamically, based on the user’s behavior, and would not require the
user to manually modify the privacy settings from time to time. A detailed description of
framework and its modeling is provided in the next chapter.
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Chapter 4
PriMa: A Protection for Contents in Social Networks

With the growth of social networks over the past couple of years, more and more
users have started publishing their personal and professional information on the network.
The default privacy setting offered by most social networks lets the user information to
be completely visible to all other users who are directly connected to the user in the social
network.

A recent survey covering 45 global social networks, ranging from popular sites
such as MySpace [37] and Facebook [30] through to lesser-known social networks,
reveals the fact that the default privacy settings fails to keep users’ personal information
private [29]. Further, a recent online survey reveals the fact that in an online interaction,
trust is not as necessary in the building of new relationships as it is in face to face
encounters.

To overcome the security flaws in the current social networks and to enhance the
privacy of user information we propose a privacy protection mechanism which supports
semi automated generation of access rules for users’ profile information. The primary
reason to introduce PriMa is to enhance the security of user information on the social
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network with minimal intervention from the users. PriMa thus helps in reducing users’
intervention on setting their privacy information, and helps in automatically arriving at
customized privacy setting based on their behavior on the social network.

PriMa generates the access rules based on users’ privacy preference, if available,
the sensitivity of the profile information and the possible risk incurred due to the
disclosure of the information to other users. The rules generated by PriMa are simple, yet
powerful, and indicates the adequate level of protection for the different user information.
The rules are not static and they adapt based on the changes in the user behavior, changes
in the profile of other connected users and the social network configurations. PriMa
generates a fine-grained set of rules that can be applied to either a single profile element
or an entire set of profile information and aims at minimizing the risk of information
leakage. Throughout our work, we refer to the user profile information as traits.

4.1 PriMa Overview
PriMa is a framework that helps protect the privacy of the users on the social
network by automatically generating policies that regulate access to the user profile
information. PriMa takes into account the users’ privacy inclinations and the possible risk
incurred by exposing user’s traits to other users on the social network while arriving at
the different access control policies.
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PriMa represents each user profile by a finite set of traits, ranging from predefined
attributes to comments that are associated with the user profile. PriMa associates with
user traits, a set of positive and negative rules that specify the set of users who are
allowed and denied access to the user traits respectively. In addition to the above set of
rules, PriMa also arrives at a set of anonymization rules, which lets the user minimize the
exposure of personally identifiable information (PII), such as phone number and email, to
a set of connected users. PriMa takes into account the risk associated with exposing
certain personally identifiable information to a set of users while arriving at these
anonymization rules.

4.2 Working of PriMa
PriMa would need to run through a series of steps and perform several
calculations associated with the user traits before arriving at the final set of user access
policies.


Associate privacy preference to user traits: PriMa first needs to associate
privacy preferences to each trait based on the user’s input, if available, or by
computing the value based on the privacy preferences of other users who show
strong similarities to the user. For our research, we use the term Crowd for a
group of users having strong similarities.



Sensitivity computation for the user traits: PriMa then computes the sensitivity
of the traits using the privacy preference value of the traits and other values that
characterize the popularity of the user profile in the social network.
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Partitioning of traits: After associating a sensitivity value for each of the user
traits, the traits are partitioned into classes based on their sensitivity values.



User access score computation: The user access score is a measure of the user’s
ability to access a set of traits. PriMa uses this value to determine if a user can be
granted or denied access to a class of traits. The user’s adequacy to access a class
of trait is dependent on the type of the relationship shared between the owner of
the traits and the user and also depends on the possible risk incurred due to the
disclosure of traits to the user. Users are granted access to a class of traits if their
access score is above a threshold value, and are denied access if their access score
is lower than the threshold. Users can also choose to remain anonymous to a set of
connected users who are identified by PriMa to be sources of high risk of trait
exposure. Figure 4-1 summarizes the steps taken by PriMa in arriving at the
different policies for the user traits.
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Figure 4-1: Steps taken by PriMa in generating access control policies for user traits
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As mentioned in Figure 4-1, the set of actions taken by PriMa is repeated at
regular intervals of time to update the policies to take into account the changes in the
social network and the user profile. Hence, such a dynamic privacy generation process
provides a protected environment to the social network users, without placing any
restrictions on the users’ ability to utilize the communications and content sharing
features offered by the social networks.

4.3 Real Life Example
In this section, we illustrate a completely hypothetical situation that we would be
using throughout our research to highlight the advantages of the PriMa framework.

Consider a user Jane Doe, who is new to Facebook [30]. She is friends with John
Doe, Alice, Bob and Eve. PriMa automatically assigns IDs when a new user joins the
social network and hence assigns the IDs 1, 2, 3, 4 and 5 to Jane, John Doe, Alice, Bob
and Eve respectively. Among others, there exists Trudy with user ID 6, who is not related
to Jane. Over time, Jane updates her profile by adding more information to her profile,
joining the different groups on the social network and adding new friends to her friends
list. Jane’s friends are given access to her entire profile information

We assume that Jane is highly concerned about her privacy and would want to
protect her personal information from being revealed to anyone who cannot be trusted.
Eve, on the other hand, is not very particular about her privacy settings.
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Even though Jane is concerned about her privacy, she is completely negligent
about the centrality of her profile and risks that she is subjected to because of the large
number of users directly connected to her. She highly trusts all her friends, especially
John Doe and Eve.

Section 4.4 gives a formal representation of the social network and user profile
that we would be using throughout this chapter to explain our PriMa framework.

4.4 Social Network Representation
A social network is a labeled graph U , E ,  where U denotes the set of nodes
and E the labeled edges. Each node u represents a user and an edge Ei,j represents the
relationship between users i and j. The edges between the nodes are labeled with the type
of the relationship between the users represented by the nodes. The labeling function is
defined as Φ and is defined as Φ: U × U →R, where U is the set of users registered in the
social network and R is the set of the possible relationships connecting the users. For our
research, we assume the relationships to be explicit and mutually accepted by both the
users involved. For simplicity, we focus on direct binary user relationships, and denote a
relationship as i: r’: j, i and j being user IDs, and r’ represents the relationship between
the corresponding users. We denote the set of first degree users connected to user i as
deg(i) and is defined in Table 4-1.
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Table 4-1: Deg(i) Calculation

deg(i) = {j| j: R : i, j Є U}

Throughout this chapter, we represent the cardinality of deg(i) as #deg(i). The
following are the assumption we make with respect to groups in the social network.


Users can join groups within the social network based on their shared interests,
location and other common traits.



Each group on the social network has a unique name.



Joining a group does not require any approval from other social network
members.

Section 4.4.1 gives the notations used by us, throughout our research, to represent
user profile and traits in the social network.

4.4.1 User Profile and Trait Representation
Each user i Є U has a profile, profi, on the social network which is a collection of
user traits [T1(i),...., Tw(i)]. The user traits can either be data posted by a user i or data
related to user i posted by other user j, j Є U. For our research, we assume that user i has
control over the access of the traits posted about his/her profile regardless of which user
posted it. Each trait is a pair Tk(i) = (tnk(i), tvk(i)) where tnk is the trait name and tvk is the
trait value. User traits can be any of the following types
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Tattr represent the attributes of a user profile like first name, last name, address,
email.



Tcomm represents the comments posted by the user or comments referring to the
user.



Tmm represents the group membership and represents the different groups that a
user belongs to.



Trel represents the users’ relationship. Friends, Best Friends etc would be some of
the values that this trait can take.

Some of the above mentioned traits, for a user i Є U, like first name and last name
have unique values, while traits like address and telephone numbers may have multiple
values. If a trait is of type Tattr, the trait name denotes the type of attribute and the trait
value denotes the actual value assumed by the trait. For example, for the user John Doe,
his trait (“LastName”,”Doe”) is of type Tattr where “LastName” is the trait name, tnk(i),
and “Doe” is the trait value, tvk (i).

Traits of the type Tmm model group membership. The trait name for such traits are
always “Group” and the trait value is the name of the group joined by the user. For
example, when user Jane Doe joins the group “Security”, a new trait (“Group”,
“Security”) is added to her profile, where “Group” is the trait name and “Security” is the
trait value.
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Traits of type, Trel, on the other hand is represented as tuples where the trait name
is equal to “Relationship” and the trait value is i: r’:j, where r’ Є R. For example, the trait
representing the friendship between users Jane Doe and John Doe has the trait name
equal to “Relationship” and the trait value is i: Friend : j where i and j are the IDs of Jane
Doe and John Doe respectively.

Traits of type Tcomm represents streaming data that includes posts, comments and
other html contents that users post on the social network. They are modeled by a tuple
where the trait name is “Comment” and the trait value is the text in the post. Comments
can be associated with other user traits. For example, consider the case where the
comments “How are you Jane?” and “How is State College?” are left on Jane’s profile.
The above comments include two traits, (“First Name”, “Jane”) and (“Location”, “State
College”), of type Tattr.

Assuming Jane Doe is a Libertarian and a vegan, the following is the
representation of Jane Doe’s profile as seen by PriMa


Traits of type Tattr : T1(1) = (First Name, Jane), T2(1) = (Last Name, Doe), T3(1) =
(Political Views, Libertarian), T4(1) = (Lifestyle, Vegan)



Traits of type Trel : T5(1) = (Relationship, 1: Friend : 2), T6(1) = (Relationship, 1:
Friend : 3), T7(1)= (Relationship, 1 : Colleague : 4), T8(1) = (Relationship, 1:
Friend : 5)



Traits of type Tmm: T9(1) = (Group, Security), T10(1) = (Group, Vegan)
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Traits of type Tcomm: T11(1) = (Comment, How are you Jane?), T12(1) =
(Comment, How is State College?)



The set deg(i)= {John Doe, Bob, Alice, Eve} and the cardinality #deg(i) = 4

Section 4.5 describes the steps taken by PriMa in arriving at the privacy
preference values for all the traits belonging to the user profile.

4.5 Privacy Preference Calculation
Each trait Tk(i) in the proﬁle, profi, of a user i is associated with a privacy
preference, denoted by α(Tk(i)), which determines the set of users who are given and
denied access to the trait, Tk(i), under consideration. The value for α(Tk(i)) can either be
specified by the user or can be computed based on the privacy preferences specified by
other users for similar traits. The value α(Tk(i)) is not fixed and can change over time
based on the users’ perception of the sensitivity of trait Tk(i). For example, the users’
perception about the sensitivity of email and phone number may vary over time
depending on the number of spam mails and calls they receive.

In order to protect traits while minimizing user intervention, we first leverage the
user inputted privacy preference and assign the privacy preference to all similar trait set.
We use an algorithm to determine if a recently updated privacy preference α(Tk(i)) can be
applied to other traits in user i’s profile, profi. The algorithm is based on the idea that
when users updates the privacy preference for trait Tk(i), they would want to apply the

60

same privacy preference α(Tk(i)) to other traits similar to Tk(i). The following are the
steps taken by the algorithm in arriving at the privacy preference for the trait.


PriMa determines the category of trait, Tk(i) belongs to
o If Tk(i) is of type Tattr or Tmm, PriMa counts the number of times an update
has been performed on the privacy preference of traits of type Tattr or Tmm
having the same trait name, tnk, as of Tk(i). We denote this number as
Updates (tnk).
o If Tk(i) is of type Trel, PriMa extracts from tvk, the relationship type r’
between i and user j, for j Є U. PriMa then calculates the number of times
the privacy preference for traits of type Trel (“Relationship”, i:r’:j) have
been recently updated by user i. We denote this number as Updates (r’).
o

If Tk(i) is of type Tcomm, PriMa, ﬁrst extracts from Tk(i), the values
(tv1(i),tv2(i),. . .,tvm(i)) of other traits (T1(i),T2(i),...,Tm(i)) that are
associated with Tk(i). Then, for each Tj(i),1 ≤ j ≤ m, PriMa counts the
number of times the privacy preference for traits of the same Tj(i) type has
been recently updated by user i as described in the above steps. To extract
the values (tv1(i),tv2(i),. . .,tvm(i)) of other traits from Tk(i) the information
extraction algorithms supported by ANNIE tool [38] can be used.



PriMa determines if α(Tk(i)), the privacy preference of Tk(i) can be applied to
traits belonging to the same group. If the value of Updates() for Tk(i) is less than a
preset threshold f, the value of α(Tk(i)) is applied only to Tk(i). The threshold f is
calculated based on the total number of times an average user has modified the
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privacy preference for similar traits. If the value of α(Tk(i)) is greater than the
value of the threshold, α(Tk(i)) is applied to all similar traits as described below
o If Tk(i) is of type Tattr, PriMa applies α(Tk(i)) to all the traits of type Tattr
having the same trait name tnk as of Tk(i).
o If Tk(i) is of type Tmm, PriMa applies α(Tk(i)) to all the traits of type Tmm
having the same trait value tvk of Tk(i).
o If Tk(i) is of type Trel, PriMa applies α(Tk(i)) to all the traits of type Trel
(“Relationship”, i: r’: j) where r’ is the relationship connecting i with
another user j Є U.
o If Tk(i) is of type Tcomm, PriMa applies α(Tk(i)) to all traits Tj(i), associated
with Tk(i) as mentioned above.

Section 4.5.1 illustrates a working example of privacy preference calculation for
the different user traits.

4.5.1 Working Example of PriMa Privacy Preference Calculation
PriMa’s privacy preference calculation is explained using the following example.
Jane, being aware of the risk she is subjected to, updates the privacy preference for the
some of the traits in her Facebook profile. She updates the privacy preference for the
“Address” 6 times, home address’ privacy preference twice, privacy preference for her
work address three times and the privacy preference for an alternate home address once.
Wanting to keep her address as confidential as possible, she updates the privacy
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preference for all Tattr with the trait name “Location” 20 times in order to achieve a
satisfactory

level of privacy for this trait. In addition to the above set of privacy

preference updates, she also updates the privacy preferences related to her comments
twice. The PriMa representation for the above situation would be Updates (Address) = 6
and Updates (comment) = 2. Also, to keep her relationship with John Doe, Alice, Bob
and Eve as private as possible, she updates the privacy preference a total of 12 times.
This sets Updates (r’) = 12. PriMa translates these actions into actual α values for each
updated trait. For example, the privacy preference for the address is now set to 0.7; for
the comments it is 0.2; for the relationship it is =0.7 and for the traits revealing the
location is 0.5. Let us assume that the threshold, f, is set to be 0.5. According to the
above algorithm for updating the values of α(Tk(i)), all the traits which reveal her address
are now updated to an α value of 0.7. However the updates of the privacy preference to
traits of type Tcomm are not applied, since the value of Updates(comment) is less than the
threshold. The value of 0.7 is applied to the traits which reveal her relationships, viz T5(1)
to T8(1), while the value of 0.5 is applied to the traits revealing her location i.e. to the
traits T10(1), T12(1), T14(1) and T15(1).

If the algorithm, in Section 4.5, to calculate the privacy preference for the traits is
not applicable due to the lack of data or users’ input, PriMa computes an expected value
for α(Tk(i)) leveraging the values of α(Tk(j)) specified by other users for traits similar to
Tk(i). The reasoning behind this is that users who are either related or have common
interests would have similar privacy preferences. For our research, we denote this set of
users by the term Crowd and this serves as an indicator of users’ privacy behavior and
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expectations. The notion of the Crowd is based on the probability mass function which is
defined in Table 4-2.
Table 4-2 : Probability Mass Function Calculation

1
 k  1, r 
p( (TK (i )))   r
 0 k  {1, r}

In Table 4-2, r is the total number of values that can be assumed by α(Tk(i)).
Section 4.5.2 gives a detailed description of the notion of Crowd as used in our research.

4.5.2 Crowd
Let Uset be a subset of users and i be a user in U. Uset is a Crowd for a trait Tk(i) in
i’s proﬁle if either one or both of the following conditions are met


Given a trait value tvk(i), ∀j Є Uset there exists Tk(j) =(tnk(j), tvk (j)) in profi s.t.
tvk(i) = tvk(j)



Given a non empty set of relationship types {R1, . . ., Rm} ∀ j Є Uset there exists a
relationship i: r’ : j, where r’ Є {R1, . . . , Rm}.

For every trait Tk(i) in profi, the privacy preference value is calculated using the
equation in Table 4-3. In this equation, p(α(Tk(j)) is the pmf of α(Tk(i)).
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Table 4-3 : Privacy Preference Calculation
User

 (TK (i ) 

  (T

K

( j ) p( (TK ( j ))

j 1, j  i , jUSet

To compute the expected value for a trait Tk(i), we adopt the algorithm,
corresponding to the Expectation-Maximization (EM) algorithm, shown below. The EM
algorithm [31] is used to find the maximum likelihood of various parameters in the
probabilistic models. The algorithm takes as input the recently updated values of α(Tk(j)),
where j ≠ i and  j Є Crowd, where Crowd is the crowd associated with the user i.

The value of α does not change if no changes were made to the same trait types in
i’s crowd, since no meaningful updates can be applied to the sensitivity value. The
expected value of α(Tk(i)) is ﬁrst calculated and then is maximized by running the EM
algorithm till the expected value begins to converge to some non-negative real number.

Table 4-4 : Expectation Maximization Algorithm

Require: All the known values of  (Tk ( j ) where j≠i and j  Crowd related to user i;
Ensure:  (Tk (i )) , i.e. the privacy preference for the trait Tk(i) for the user i;
1: Let  ( (Tk ( j )) be the timestamp of the last update for a trait Tk(j) and TS be the
timestamp after which traits are to be considered
2: if  ( (Tk ( j )) > TS(Tk(j)) then
3: E’ := 0
4: diff(  (Tk (i) ) := 1 {denotes whether the privacy preference has been updated}
5: while (diff(  (Tk (i) ))!=0) do
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Crowd

 (Tk ( j )) p ( (Tk ( j )) where p is the p.m.f of  (Tk ( j ))

6:

E=

7:

 (Tk (i )) := E

j 1

8:
diff(  (Tk (i )) := E −E
9:
E’:= E
10: end while
11: end if

′

After PriMa assigns all the traits with a privacy preference value, they are
classified into different partitions based on their sensitivity value. Section 4.6 gives a
detailed description of the steps involved in the classification and partitioning of traits.

4.6 PriMa Traits Classification and Partitioning
Once all the traits in the user profile are associated with a privacy preference
value, they are then classified and partitioned based on their sensitivity values. After
partitioning the traits, PriMa determines the access restrictions for each of the traits in the
different partitions. Since the policies are automatically generated by PriMa, users are
guaranteed a high degree of privacy with minimal or no intervention.

4.6.1 Trait Sensitivity Computation
For our research, we introduce a metric called “sensitivity score”, denoted as
θ(Tk(i)) and referred to as θ when there is no ambiguity, which is a measure of the
sensitiveness of the trait, Tk, in the user i’s profile. The higher the value of θ for a
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particular trait, the higher is its sensitivity. PriMa takes into account the privacy
preference of the user, the popularity of the profile and the popularity of the trait, while
arriving at the value of θ for the user traits.

To calculate the popularity of a user i, we use the concept of profile looseness.
The looseness of a profile, denoted as L(i) gives a measure of the popularity of a profile,
profi. L(i) is calculated based on the centrality and closeness metrics for a given profile
profi.

In the absence of adequate privacy protection, the centrality of a user i, CD(i), is a
measure of the number of users who can view the information of user i. The higher the
value of centrality for user i, the more is the number of users who can access user i’s
information. The centrality of a user i in a social network is computed as shown in Table
4-5.
Table 4-5 : Centrality of a User

C D (i ) 

# deg(i )
( U  1)

In Table 4-5, |U| is the cardinality of the U, and #deg(i) is the number of users
related to user i.
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The closeness is the length of the shortest path between the user i and all other
users j Є U where j ≠ i. By shortest path, we mean the minimum number of users required
to connect user i to user j. If i and j are directly related the shortest distance is 1 and if j is
a friend of a friend the distance is 2 and so on. We adapt the idea of closeness [32] to
calculate the sum of the shortest distance between user i and all the other users who are
connected, either directly or indirectly, to the user and who can actually access i’s profile.

Table 4-6 : Closeness of a User

C C (i ) 



jD ( i )

d (i, j )

# D (i)

In the Table 4-6, #D(i) denotes the number of users either directly or indirectly
connected to user i and d(i,j) is the distance between user i and user j,  j Є D(i).

The looseness of the profile, L(i), is directly proportional to both the centrality
and the closeness of the profile profi. The looseness is directly related to the closeness of
a profile, because the looseness of a profile increases with an increase in the number of
users connected to the given profile. Further, the more central a user profile is, the more
exposed it is to the remaining social network leading to a higher privacy risk. The
looseness L(i) can be defined by the formula given in Table 4-7.
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Table 4-7 : Looseness of a User

L(i)  C D (i )  C C (i)

The value of centrality, CC(i), determines the number of users connected to the
owner of the profile by a first degree relationship and greater the number of users, the
more loose is the profile of user i. Greater the value of closeness, greater the number of
users who can either directly or indirectly access the profile information of user i and
hence greater the looseness of the profile.

The sensitivity value for a trait, θ, is calculated based on the frequency of
appearance of the traits in the profiles of the user’s Crowd, denoted as p(cr), the
looseness of the profile and the α value associated with the trait.

Let Tk(i) be a trait in the profile, profi, of a user i, and let cr be a crowd related to
user i. Let p(cr) be the value of p functional to cr, L(i) be the looseness of the profile
profi, and α(Tk(i)) the value of the privacy preference for Tk(i). The sensitivity score for
Tk(i) is calculated as shown in Table 4-8.

Table 4-8 : Trait Sensitivity Calculation

 (TK (i )) 

1
 L(i)   (TK (i))
p(cr )
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θ is inversely proportional to p(cr), where p(cr) gives a measure of how often a
particular trait is revealed in a Crowd. Users in the same Crowd have similar privacy
inclinations, whereby the frequency with which a trait is revealed in the Crowd is a
significant indicator of the sensitivity of a given trait. The more often a given trait is
revealed by users similar to i, the lesser its sensitivity. θ is directly proportional to the
looseness, because the amount of profile information exposed increases with an increase
in the looseness of the profile and hence would require stricter privacy rules. Finally,
α(Tk(i)) gives a measure of how sensitive the trait Tk(i) is considered to be by the user i.

After the traits are assigned with a sensitivity value they are partitioned into
different groups based on their sensitivity value. The partition mechanism employed by
PriMa is explained in Section 4.6.2.

4.6.2 Trait Partitioning
After assigning sensitivity value to every trait Tk(i) in the profile, profi =
[T1(i),...,Tk(i)], PriMa clusters the traits into γ1(i),...,γk(i), k ≥ 2 classes, based on their
sensitivity value. The granularity level depends on the partitioning algorithm used and Kmean clustering for discrete objects algorithm is employed by us for this research. The
K-means algorithm is a member of the flat K-clustering algorithms that outputs a single
clustering consisting of k-cluster that partitions the input points [33].
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In our context, the algorithm creates k partitions, γ1(i), ..., γk(i) by grouping
together traits having similar sensitivity value θ. This algorithm has been widely adopted
due to its low computational requirements, and due to the fact that it works well in
practice. The following gives the brief working of the discrete k-mean algorithm.


Cluster Centers: Arbitrarily choose k values of θ(Tk(x)) to be the cluster centers
and denote them as θ(Tk(1))c1 ,...,θ(Tk(k))ck . We denote the k clusters by c1, ..., ck.



Cluster Assignment: For each sensitivity score value θ(Tk(i)) add the value of
θ(Tk(i)) to the nearest cluster cj,  j Є [1, k].



Cluster Update: Choose the new cluster center, θ(Tk(i))c(i), as the centroid of the
new cluster. If the new cluster center is the same as the previous one, then
equilibrium has been reached and the algorithm terminates. If the cluster center is
different from the previous cluster center repeat from the previous step.

Once the clustering is finished the overall sensitivity of each partition, θ(γ(i)), is
calculated as the mean of the sensitivity of all the traits in the partition. After partitioning
the traits, PriMa starts generating the access control policies for the different trait
partitions as described in Section 4.7.

4.7 PriMa Privacy Policy Generation
One of the key features of PriMa is that the policy protecting the traits in a users’
profile is automatically generated by the framework based on the users’ privacy
inclinations and the actual risk of exposing the traits to a certain set of users. These
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policies are specified by means of a set of access rules that essentially states who are
granted access to a set of traits posted in users’ profile and who are denied access.
Additionally, PriMa supports simple anonymization rules to avoid disclosure of traits that
convey personally identifiable information (PII). The anonymization rules specify that
the given user is anonymous to a certain set of loosely connected users who may
represent a threat for privacy.

A PriMa access rule is represented as a tuple of the form <Pred, Users, γ> where


Pred is a predicate which can be Share, NotShare and Anonym representing
positive, negative and anonymization rules respectively.



Users is the set of users to which the policy is applied. Users can be a set of user
identifiers or a set of relationships.



γ is the partition of traits protected by this rule. When the predicate is set to
Anonym, γ is omitted.

Throughout this chapter, we denote the positive access rule associated with γ as
Rγ+, the negative rule as Rγ- , and the anonymization rule as RγA. At the implementation
level, only positive access rules are needed as negative rules are complementary to the
positive rules. In our research, for completeness, we show the rule generation process for
both the positive and negative rules. In this chapter, we show how the rules are computed
for users who have a first degree relationship with the profile owner. Without loss of
generality, we assume that all users who are not directly related to the profile owner are
denied access to the profile traits.
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Section 4.7.1 explains the policy generation methodology used by PriMa with the
help of an example.

4.7.1 PriMa Policy Generation Example
An example of the policy suggested by PriMa for Jane Doe’s profile is composed
of the following four access rules:


AccRule1 = <Share, {2,3,4}, γ1(1)>



AccRule2 = <NotShare, {6}, γ1(1)>



AccRule3 = <Share, {2,3,4,5}, γ2(1)>



AccRule4 = <NotShare, {6}, γ2(1)>

The above set of rules simply state that the traits in class γ1(1) = {T1, T2, …, T5,
T9, T10, T12, T14, T15}, corresponding to first name, last name, political views, lifestyle,
her relationship with John Doe and any traits revealing her location or views, are
viewable by the users John Doe, Alice and Bob with user id’s 2, 3 and 4 respectively.
However none of the above mentioned traits should be exposed to user id 6, Trudy,
according to access rule 2. The traits may never be revealed to Trudy because Jane only
prefers to share her personal information and interests with her friends and colleagues.
However, she does intend to share all the information with Eve, user ID 5. Despite this,
because of the high looseness value for Eve, PriMa suggests Jane not to share any
personal or sensitive information with Eve, since Eve may accidentally leak the
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information to others. Further these rules state that the traits including all the remaining
relationships and all the groups in which Jane is a member, excepting the one about her
Vegan lifestyle, denoted by γ2(1) = { T6, T7, T8, T13, T16, T17} AccRule3 are viewable
by John, Alice, Bob and Eve but not by Trudy as stated in AccRule 4. Therefore, PriMa
grants Eve access to some of Jane’s traits while Trudy is given no access.

Access rules for the different class of traits γn(i) is generated based on the access
score value for the different users. We will refer to this as User Access Score (UAS)
throughout this Chapter.

4.7.2 User Access Score
The user access score, denoted as δ(γn(i), j), represents the adequacy of a given
user j to access a given trait partition γn(i), for n ≤ k, where k is the number of trait classes
into which user i profile has been partitioned.

We use two metrics, the relationship score and the risk, to calculate the user
access score. The relationship score represents the strength of the relationship between
users i and j. A high value of relationship score between two users indicates a strong
relationship between them. The second metric used in calculating the user access score
estimates the risk of disclosing a class of traits γn(i) to the user j. Even if a user is trusted,
it may not be safe to disclose certain traits to the user.
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The relationship score between users i and j can be expressed directly by user i.
Although this approach is simple, it is subjected to a number of limitations. Firstly, users
would need to take up the entire responsibility in evaluating other users. Also, users’
inputs on relationship levels do not reflect the risk of information leakage nor the type of
relationship under consideration.

Hence, we compute a score that is an indicator of the strength of the relationship
between the two users, which does not solely depend on the users’ input. We calculate
the relationship score of two users i and j as shown in Table 4-9.

Table 4-9 : Relationship Score Calculation

rel (i, j )  type 

# (deg( j )  deg(i ))
 rep j
# deg(i)

In Table 4-9, type is a normalized numerical value assigned to each relationship
type, such that closer the relationship, higher the value of type. Here, we refer to social
networks, which have a hierarchical structure for the first degree relationships. In our
research, we assume the type value to be 1, 0.8 and 0.6 for relationships of type Best
Friend, Friends and Friend of Friends respectively. In our research, if two users share
more than one relationship, the closest relationship is used for assigning the value of type.
repj is the normalized rating given by user i to j. This value can be directly input by the
user, or calculated using approaches as mentioned in [34]. If only one relationship type
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exists, or if the supported relationships are not hierarchically sorted, the value of type is
set to 1 by default. For example, if a social network supports only the friend relationship,
the type value is set to 1. The ratio

# (deg( j )  deg(i ))
expresses the similarity in terms
# deg(i )

of common first degree connections. Clearly higher the number of common friends or
first-degree connected users, the closer is the network between the two users. For
instance, if i and j share all the friends, or if the user j’s friends are a subset of i’s friend,
disclosing data to j does not leak information to any other users outside i’s friend
network. The reason behind this is if the user j reveals some of the user i’s traits, such
traits would only be revealed to the same set of users that i would be directly revealing
his/her traits to.

To estimate the access score of a user, we consider the risk level associated with
the disclosure of a trait set γn(i) to a user j. The risk score of disclosing a class of traits
γn(i) of user i to a user j is calculated as shown in Table 4-10.

Table 4-10: Risk Score Calculation

risk ( n (i ), j )  L( j )   ( n (i ))

In the Table 4-10, L(j) is the looseness of user j and is used to express the
possibility of information leakage associated with j.
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The user access score is calculated as the ratio between the relationship between
the two users and the risk score as given in Table 4-11.

Table 4-11 : User Access Score Calculation

 ( n (i ), j ) 

rel (i, j )
risk ( n (i ), j )

The user access score is directly related to rel(i, j) because the relationship score
indicates the strength of the relationship between the two users. On the other hand, the
higher the risk incurred due to the exposure of the traits belonging to the partition γn(i) to
a user, the lesser should be the access granted to the user.

For instance, consider the user access score for the user John Doe with respect to
Jane. This score is calculated for the partition γ1(1). Let us assume that the sensitivity
value for γ1(1) is θ(γ1(1)) = 0.87, since all the traits in this particular trait set are
considered to be highly sensitive. Since Jane Doe and John Doe are friends, the value of
type = 0.8 and the value of rep assigned by the user Jane to Doe is 0.4. Bob and Alice are
friends of both Jane and John. Hence the number of common friends between Jane and
John is 2. Therefore, their relationship score is given by rel(i, j) = 0.8 * 2/4 * 0.4. The
looseness for John Doe is calculated to be L(2) = 0.6. Accordingly the vale of
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risk(γ1(1), 2) is calculated to be 0.522. Based on these two values, the user access score is
calculated to be δ(γn(1), 2) = 0.30651.

4.7.3 Privacy Policy Generation Process
The algorithm in Table 4-12 generates the access rules for each class of traits
γn(i), 1 ≤ n ≤ k of a user i. The algorithm has as inputs the partitions γ1(i), γ2(i), …,γk(i)
for which the rules have to be generated, deg(i), the set of users who are connected to the
user i, and a preset threshold ξ, which expresses the value of users access below which a
user is denied access to γn(i).

For each class γn(i),  1≤ n ≤ k, the set of users in deg(i) is partitioned into two
smaller sets, User and User’’. User is the set of users who are allowed to access γn(i)
while User’’ is the set of users who are denied access to γn(i). To build the set of User
and User’’ for a class γn(i), for each and every user, j, in deg(i), the algorithm checks if
the user has sufficient privilege to access the partition under consideration by verifying
that the user access score δ(γn(i), j) is greater than the threshold ξ. If this condition is met
by the user j, he is added to the set Users. If not, the user j is added to the set User’’. The
algorithm iterates through all the partitions to arrive at the positive and negative access
control for all the traits in the user profile.
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Table 4-12 : Access Rules Generation

Required: Users’ Profi , partitions  1 (i ),...,  k (i ) , the threshold  and deg(i).
1: for  n (i) where n = 1 to k do
2:

for j  deg(i ) do
if  ( n (i), j )   then
Users = Users  j
else
User ‘’= Users’’  j
end if

3:
4:
5:
6:
7:

′

8:
if  ( n (i ), j )'  1rel (i, j )  1risk ( n (i ), j )  1 n (i) has PII then
9:
Users’ = Users’  j
10:
end if
11:
end for
12: Rule A  Anonynm,Users '
13: Rule   n (i )  Share, Users ,  n (i)
14: Rule   n (i )  NotShare, Users ' ' ,  n (i )
15: end for

Further, in order to support anonymization, the approach shown in the algorithm
is taken. For anonymization, we consider users with a high relationship score and a high
risk value for a certain partition γn(i), i.e. we consider users with a high value of access
score and also a high risk value, either because the trait set is highly sensitive or because
the user has a high degree of looseness. If the traits in γn(i) convey PII, such as phone
number, name, address etc, the profile holder is to be anonymized, so as to limit
disclosure of identity revealing information, without placing any restrictions on the users’
activities. By anonymization, we essentially refer to the process of hiding all the
information of the profile holder, such as attributes or comments, which could lead to
identity disclosure. As shown by recent studies, a malicious user may still be able to infer
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the users’ identity by cross-correlating the not so sensitive information available on the
social network. More stringent access restrictions could be used to prevent from these
types of risks. We do not consider this issue in our current research and is investigated as
part of our future work.

The algorithm defines the access rules and the policies at a very fine granularity,
i.e. on a per user, per partition basis. The algorithm is efficient, with a complexity linear
to the number of connected users. Applying this algorithm to generate rules for larger
users’ sets may cause an increase in the execution time. To address this shortcoming, we
can resort to the categorization and clustering of the users based on their access scores.
This can be further refined such that the algorithm runs in its original form for first
degree connected users but users clustering for any higher degree connections to generate
the rules. This approach would have the advantage that the advanced protection provided
by the fine grained implementation of PriMa’s policy generation algorithm is preserved
for the first degree connected users, while also providing a good level of protection for
the second and higher degree connected users. This is primarily an optimization problem
which can be solved with a number of optimization and data mining techniques, which is
investigated as part of our future work.

4.8 PriMa Privacy Policy Update
PriMa access rules are periodically updated in order to reflect the changes in the
social network, the users’ privacy preferences and the profile content. Over time, the
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looseness of a user profile varies with the number of users registered to the social
network and the number of directly connected users. The looseness is used to compute
the sensitivity and the risk associated with a class of traits and hence a change in the
looseness results in a corresponding change in the sensitivity and the risk associated with
the trait class. The results in Section 5.2.1 give the dependency between the sensitivity
and the looseness parameters.

Also, users may want to change their privacy preference as the number of users
connected to them increases. The primary reason for changing the privacy preference
would be to restrict access to some of the newly connected users. Thus it is important to
keep the privacy policies updated, to protect the users’ traits according to the ever
changing social network context. Doing an update on the policies generated by the
PriMa, each time a user adds a new user to his/her network will lead to a lot of overhead,
and hence is not very efficient due to the large number of users joining the social
network. A more efficient way would be to update the privacy policies each time a new
trait is added to the user profile. In particular, rules should be updated when the
percentage of traits with the same value of sensitivity that are added or modified is a
relatively high percentage, 20-25%, of the users’ profile. Throughout this chapter, we
denote this percentage as µ.

When a user i adds a new trait Tk(i) to his/her profile, PriMa retrieves α(Tk(i)) and
computes θ(Tk(i)), the sensitivity of Tk(i), to determine the class of trait γn(i) to which
Tk(i) belongs to. On the addition of the new trait, PriMa checks if a significant percentage
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of user i’s trait have been recently updated in γn (i). In this case, PriMa rules for the
partition γn(i) need to be updated. Thus, PriMa computes the user access score δ(γn(i),j)
for each user j Є deg(i), the set of users connected to the user i based on the new value of
looseness for the user i and the new values of risk(γn(i),j) associated with the class γn(i)
and the users j Є deg(i). PriMa then generates the access rules for partition γn(i) according
to the algorithm in Table 4-12. Both the changes due to the added traits and changes in
the social network are taken into account while arriving at the new set of rules because
these changes influence the computation of our metrics. If the number of updates is lesser
than the threshold µ, the access rules for the whole trait class need not be recalculated.
The trait Tk(i) is added based on its sensitivity to γn(i), and the access rules that apply to
γn(i) applies to Tk(i) as well.

4.9 PriMa Policy Properties
The first important property is to ensure that PriMa is able to generate wellformed access rules. Neither should the access rules leave some traits in users’ profile
unprotected, nor should they provide redundant inconsistent policies. PriMa access rule
satisfies both the well-formedness and coverage properties that are discussed in Sections
4.9.1 and 4.9.2 respectively.
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4.9.1 Well Formedness Policy Requirement
Let i be a user in U, and let AccRuleSet = {AccRule1,…, AccRulen} be the set of
access rules associated with the traits in i’s profile. The set of access rules AccRuleSet is
well formed if the following conditions hold




Given any two positive and negative access rules R  Share,Users ' , 

and



R  NotShare ,Users,  ' Є AccRuleSet s.t γ = γ’ then Users ∩ Users’ =  .




Given any two positive and anonymization access rules R  Share,Users ' , 
and R A  Anonym, User Є AccRuleSet s.t. Users ∩ Users’ ≠  ' and TSet Є γ’,
then  Tk(i) Є TSet such that Tk(i) is a PII.

The first condition ensures that positive and negative access rules cannot be
applied to the same set of users when the set of traits, protected by the positive and
negative access rules, are the same. The second condition guarantees that if some traits
are shared with users who are subjected to an anonymization rule, the traits should not
convey personally identifying information. Section 4.9.1.1 proves that PriMa satisfies the
well-formedness policy.

4.9.1.1 PriMa Well Formedness Proof
In this section we prove, by contradiction, that the access rule computed by
PriMa satisfies the well-formedness condition. First, we assume that condition 1 is
violated, that is, there exists a trait that belongs to both the NotShare and the Share rule.
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Initially, both sets TSet and TSet’ coincide. However, in order for any j to qualify as part of
the users with access privileges, the δ(TSet, j) should satisfy the condition δ(TSet(i), j)> ξ.
However, if such a condition is satisfied, the user access score cannot simultaneously
satisfy the complementary condition, that is δ(TSet ′ (i),j) ≤ ξ, which is a required condition
for the user to belong to a user set that does not qualify for access. Hence, the user j
cannot belong to both who and who’. Hence, the hypothesis is violated leading to the
conclusion that the trait sets cannot be identical.

Similar reasoning applies to the second condition. Let us assume user j appears in
both user set Users and Users’ for <Anonymize, Users> access rule and <Share, Users’,
TSet> rule. Let us also assume that TSet in the Share access rule does not convey PII. In
order for j to be in the Users’ set, the user access score for j should satisfy the threshold
crossing condition mentioned in Table 4-11. In order to qualify for the anonymize
condition, the user needs to have high ratio (approx 1) and the TSet needs to convey PII.
However, this is in contradiction with our initial hypothesis and hence the proof.

4.9.2

Profile Coverage Requirement
Consider user i’s profile, profi = {T1(i),T2(i),...,Tn(i)}, to be governed by

AccRuleSet, be the set of access rule. Let deg(i) represent the set of users having a firstdegree relationship with the user i. The set of access rules AccRuleSet covers the access
rules for all the traits in the profile profi. For each user j Є deg(i), and for each trait Tk(i)
Є profi one and only one of the following conditions are satisfied
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R  Share,Users,  s.t. j Є Users and Tk(i)  γ



R  NotShare,Users ' ,  s.t. j Є Users’ and Tk(i)  γ



PriMa generated access rules satisfy the profile coverage property as shown in
Section 4.9.2.1.

4.9.2.1 PriMa Profile Coverage Proof
We prove that the PriMa generated access rules satisfy the profile coverage
property by contradiction. Without loss of generality, we consider two rules of the form
ARh = <Share, Users,{Tk(i)}> , ARm = <NotShare, Users’ ,{Tk(i)}> which applies to the
trait Tk(i). We assume a user j, who is neither in Users nor in Users’. By contradiction,
we prove that this is impossible. According to the algorithm in Table 4-12, the user
access score is either above or below the threshold ξ for the trait Tk(i). If the user’s access
score is above the threshold, then it belongs to the Share rule. If not, the user belongs to
the set of not allowed users. Next, we assume that there is a user j who appears in both
Users and Users’. For the same reasoning as before, this would not be possible and the
user cannot simultaneously qualify for both the rules.

Section 4.10 gives the experimental setup for the modeling of PriMa and the
different simulation runs used to analyze the effectiveness of PriMa.
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4.10 PriMa Modeling
We simulated the entire social network and user behavior, using discrete event
probabilistic modeling, and used a Monte Carlo simulation approach to evaluate the
effectiveness of using PriMa protection mechanism in a social network.

We used Anylogic modeling and simulation framework [4] to implement an
instance of PriMa. The model is characterized by a set of input parameters, each
qualifying the different user profiles. In our model we assume a total of 15000 employees
accessing the social network with the simulation spanning over a period of 2 years. The
social network starts with a single user and the number of users in the social network
increases with time.

A stochastic function is used to model the user behavior on the social network. In
our model, users can update their profile, add new traits to their profile, change their
privacy preference, add new friends to their list and become members of a group on the
social network.

Attack agents are modeled as users who attempt to have unauthorized access to
the profile of other users on the social network to gather sensitive user information.
Attackers are categorized based on their skill level and have a set of available attack
tools, such as network crawlers etc. The likelihood of an attacker gathering sensitive
information from the user traits on the social network depends on the attacker’s skill and
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the available hacking tools. An attacker might not be highly skillful and might not have
the sophisticated hacking tools but might still succeed if the attacker is highly motivated.
We model the motivation level of an attacker by the frequency of attacks performed by
the attacker. A highly motivated attacker can gain information about the privacy settings
of the profiles and might take steps to get past these settings in their successive attacks. In
order to analyze the effectiveness and applicability of PriMa to the real world social
networks, we use this model to perform three different set of experiments


To evaluate the dependencies of the metric used in arriving at the access rules.



To evaluate the effectiveness of PriMa.



To provide an evaluation of the efficiency of policy generation by PriMa.

Information specific to the different experiments to evaluate the effectiveness of
PriMa, along with a detailed description of the results are given in 5.2.
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Chapter 5
Results and Discussion
5.1 Enterprise Risk

In this section, we perform two different sets of experiments to provide an
evaluation of the threat environment, to help decision makers explore the impact of
different investments for the three control levers, CP_L, ED_L and MP_L, the software,
education, monitoring and punishment levers.

For the first set of simulation runs, we analyze the cost and risk associated with
the different combination of the three control levers. This would help decision makers to
arrive at the most economical and efficient control lever combination to reduce the risk
associated with the enterprise.

5.1.1 Cost and Risk Simulation
In the first set of experiments, we fix the skill level and the motivation level of the
attacker to 0 and 2 respectively, to find the impact of the different investment levers on
the risk and the cost for the enterprise.

For this simulation run, we cover all the possible combinations of the levers,
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summing up to a total number of 64 experimental runs. Figure 5-1 plots the normalized
values of risk and cost versus the different combinations of levers, expressed as (software
control, training, monitoring) triples.

Figure 5-1 : Cost and Risk simulation for combination of the three levers

As expected, the cost is minimal and the risk maximum when the enterprise has
decided not to invest in any of the three levers. Also, the cost is maximum and the risk
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minimum when the enterprise uses all the three levers at their maximum value.

The interesting points are the not so obvious points lying between the two
extremes. Decision makers will have to balance the risk exposure with the cost involved,
due to their limited resources. Thus they will be unlikely to choose the (3, 3, 3) lever
combination, even though it is the most efficient control combination.

Figure 5-1 shows that both the risk and the cost curve resemble a sawtooth
pattern. An interesting pattern in Figure 5-1 is the enormous dip in the cost when there is
a change in the lever combination from (0, 3, 2) to (1, 0, 0). This is justified by the
different cost weights of acting on these levers, over time.

A decision maker, analyzing these outcomes might identify a few combinations of
interest providing a reasonable trade-off between normalized value of risk exposure and
costs. Interesting outcomes resulting from our simulation runs are shown in Table 5-1.

Table 5-1: Risk and Cost Values for Different Lever Combinations

Combination

Risk (normalized)

Cost (normalized)

(0,0,0)

1

0

(1,1,2)

0.523

0.498

(2,0,2)

0.419

0.393

(3,0,0)

0.2666

0.286

(control,training,monitoring)
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Combination

Risk (normalized)

Cost (normalized)

0

1

(control,training,monitoring)
(3,3,3)

Based on the specific assumptions made in our model, for the given level of
threats the (3, 0, 0) is the most effective lever combination, followed by the (2, 0, 2) lever
combination.

A second set of simulations were performed to find the dependence of the risk of
an organization on the attackers’ skill and motivation level. Section 5.1.2 gives a detailed
description of the simulation runs performed to arrive at this result.

5.1.2 Risk dependency on Attacker’s Skill and Motivation
We carried out a series of simulations, by making different assumptions about the
characteristics of an attacker, to determine their impact on the overall risk of the
organization. For all of these simulations, we consider the case where the decision maker
uses the (2, 0, 2) control lever combination to minimize data leakage at an efficient cost.
The skill and the motivation level of an attacker are the two characteristics that we
consider for these simulations and they can range between [0, 2] respectively. We
perform 9 simulation runs to calculate the risk for all the combinations of the attacker’s
skill and motivation, starting from (0, 0) till (2, 2).
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Figure 5-2: Risk dependency on the Attacker Skill and Motivation

Figure 5-2 gives the outcome for the simulations to arrive at the dependency of
risk on the attacker’s characteristics. As expected, the risk associated with an enterprise is
at its peak when the attacker is both highly skilled and highly motivated. In our model
this corresponds to skill and motivation value of 2 each. Based on our model’s
assumption, we observe from Figure 5-2 that the risk of an enterprise depends more on
the motivation level than the skill level of the attacker. For instance, an attacker with skill
level 0 and motivation level 2 would cause more risk to the enterprise than an attacker
with skill level 1 and motivation level 0. The above pattern can be explained as follows.
The motivation level of the attacker is characterized by the frequency at which an
attacker performs an attack and higher the motivation level higher the frequency of
attack. During each of the attacks the attacker gathers more information about the current
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security system enforced and would eventually be able to get past the enforced security to
gather sensitive information in their consecutive attempts. This would not be the case of a
highly skilled attacker with low motivation, where the attacker would try to make only
few attack attempts, but gets as much information as possible in the first attempt.

In Section 5.2 we discuss the simulation setup for PriMa and the different
simulation runs carried out to analyze the efficiency of PriMa.

5.2 PriMa Simulation Results
In this section we provide the experimental setup and the different simulations
carried out by us to prove the efficiency of PriMa and also to prove the dependency of the
different metrics used in generating the access rules.

Section 5.2.1 gives the different simulation results to prove the dependency
between the different metrics used by PriMa in arriving at the access control rules.

5.2.1 Metric Dependency
In the first set of experiments we evaluated the dependency of the various metrics
used by PriMa during its policy generation. We consider the dependency between
Sensitivity of the trait and Looseness of the profile and the dependency between Access
Score and the Risk of users.
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Sensitivity vs Looseness

Sensitivity
1.2
1
0.8
0.6
0.4
0.2
0
0

0.2

0.4
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0.8

1

1.2

Looseness

Figure 5-3 : Sensitivity vs Looseness Plot

Figure 5-3 illustrates the correlation between the sensitivity of a trait associated
with a user profile and the looseness of the user profile. The plot indicates a direct
relationship between the Sensitivity and the Looseness, as mentioned in Table 4-8,
confirming that PriMa assigns a high value of sensitivity to highly loose profiles. For the
above plot we consider only users having an alpha value within a particular range to
arrive at a clear dependency between the Sensitivity and Looseness metrics.

Figure 5-4 shows the dependency between the Adequacy and Risk score with the
Relationship score metric held nearly constant. For this simulation, we consider users
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with the same relationship scores and evaluate the variation in Adequacy with an increase
in Risk score. The graph indicates an inverse relationship between the Adequacy and
Risk score thus confirming the equation in Table 4-11.

Adequacy vs Risk
Adequacy
1.2
1
0.8
0.6
0.4
0.2
0
0

0.2

0.4

0.6

0.8

1

1.2

Risk
Figure 5-4: Adequacy vs Risk

The deviations in the graphs are due to the slight variations in the relationship
scores of the users considered for the above plot. We could assume the relationship score
to be held constant for all theoretical purpose, but due to the random nature of the model
it is more practical to consider points whose relationship scores lies within a particular
range. This range for the relationship score is responsible for the slight deviations shown
in Figure 5-4.
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Section 5.2.2 describes the outcomes of the simulation performed to calculate the
reduction in overall risk in the social network brought about by PriMa.

5.2.2 Risk Evaluation using PriMa
In this section we compare the risk in social networks, one implementing PriMa
and the other without PriMa, with all other contextual parameters remaining the same.
We also take into consideration the skill level of the attacker for this simulation, but
assume the motivation level to be the same for all the attackers.

The Risk associated with a social network depends on the number of traits
accessible by the attacker and the skill level of the attacker. If n is the number of traits
accessible by the attacker and skill is the skill level, the overall risk in the social network
is calculated as shown in Table 5-2.
Table 5-2 : Risk in the Social Network

Risk = f(n) * f(skill)

The number of traits accessible to the attacker changes as PriMa adds new
protection rules. For our model the skill level of the attacker can vary between [1, 3], 1
being the lowest and 3 being the highest. The amount of sensitive information derived
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from the traits, and hence the risk associated with the social network, increases with an
increase in the skill level of the attacker.

For our simulation, the skill level of the attacker is fixed at 1 for social networks
without PriMa. For social networks implementing PriMa the skill level of the attacker is
varied between 1 and 3 and Monte Carlo approach is used to arrive at the risk associated
with the social network.

In Figure 5-5 the risk value for all the different cases considered remain the same
initially because of the reduced number of users in the social network and hence the
reduced efficiency of PriMa. As the social network grows and the users increase the
number of their connected users, PriMa is more effective in calculating the access control
rules for each user and hence restricting access to sensitive traits to the connected users.
Figure 5-5 indicates that the risk value in a social network implementing PriMa is
significantly lower than a social network without PriMa as time progresses.
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Figure 5-5: Risk of information leakage in social networks with and without PriMa

An interesting observation from our simulation results in Figure 5-5 is that a
social network supporting PriMa attacked by a highly skilled attacker is subjected to a
risk value lower than a social network without PriMa installed and being attacked by a
less skilled attacker.

5.2.3 Performance Evaluation
In terms of performance, the average time overhead for each user implementing
PriMa is close to 0.843 seconds, with users on an average having 81 first degree
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connections. This time overhead is almost negligible to the end user and is definitely
worthwhile given the additional privacy protection brought about by PriMa.

To conclude, as shown by our results, a social network with PriMa installed is
robust to attackers of high skill levels and keeps the information leakage to be minimal at
the cost of very little time overhead for implementing the policies.
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Chapter 6
Conclusion and Future Work

In this research, we have demonstrated the use of modeling to analyze the current
privacy risks in the social network, proposed a new framework to improve the privacy in
the current social networks and analyzed the risk incurred on an enterprise due to
employee interaction with the social network.

In the first part of the thesis we illustrated how modeling can be used to simulate
the user behavior on the social network and hence help the enterprise decision makers to
explore the implications of employees using the social network and to arrive at their
different investment choices on the control levers to mitigate these risks. We provide both
a qualitative and a quantitative analysis of the risk associated with the enterprise and
argue that both the analysis is relevant to allow decision makers to make an efficient
decision.

The second part of the thesis aims at providing an adaptive policy generation
framework to provide powerful access control to the user information on the social
network. PriMa provides social network users with fine-grained protection by allowing
the users to state the rules at different levels of granularity ranging from single profile
elements to an entire set of them.
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In this work, we do not factor internal attacks while arriving at the qualitative risk
analysis. With an increase in the number of internal attacks being reported, we need to
factor internal attacks in our future models. Due to lack of data, our work does not
provide a comparison between the qualitative and the quantitative risk analysis. As part
of our future work, we would like to confirm that the results obtained from both the
analysis almost coincide.

When generating the access rules for users, in the PriMa simulations, we set the ξ
threshold by trial and error in our current model. We would like to arrive at an algorithm
to calculate the value of this threshold based on the user population being considered. We
would also like to investigate the impact of the number of clusters used in the K mean
clustering algorithm on the access control rules. Finally, we would like to test both our
risk analysis methodology and PriMa framework using actual users to understand their
effectiveness in a real world environment.

To conclude, the risk analysis methodology proposed in this work helps the
enterprise choose the most efficient and effective risk mitigation techniques to minimize
their data leakage and hence improve privacy. Also, the PriMa framework, implemented
in our work, significantly improves the overall privacy and security of the social network
users. Both the risk analysis methodology and the PriMa framework act as foundation
stones over which any additional changes can be implemented to cope with the ever
growing privacy and security threats.
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Appendix A: Simulation Models

A.1. Anylogic Risk Analysis Model
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A.2. Anylogic Model for Privacy Policy Generation

