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Abstract

Large-scale engineering systems, having complexity comparable to that of biological systems, have emerged with the maturity of advanced theories in control, communications, and computation. Much of the complexities are often not apparent as they
are hidden in the laboratory environment as well as in the real-life scenarios of normal operating conditions. Anomalies in complex systems may often manifest themselves
under appropriate excitation from certain exogenous stimuli. These anomalies may be
benign or malignant as their impact on the system may vary with mission objectives
and operating conditions. Major catastrophic failures in complex engineering systems
can often be averted if incipient faults are detected sufficiently in advance by observing
small anomalies in the dynamical behavior.
The dissertation presents a novel approach to anomaly detection in complex systems based on the fundamental principles of Systems Sciences, Language Theory, and
Computational Mechanics. The goal of the research is to detect anomalies to mitigate failures in complex dynamical systems as well as to enhance their performance and
availability. However, solely based on the fundamental principles of physics, accurate
and computationally tractable modelling of complex system dynamics is often infeasible.
One may have to rely on semi-empirical models whose parameters can be identified using
time series data generated from sensors and (possibly) additional sources of information
such as operation history of the process. Accordingly, decision and control laws are to be
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formulated based on such semi-empirical models along with real-time data by monitoring
these systems.
The technical approach presented in the dissertation focuses on quantitative evaluation of the qualitative features of anomalies in complex systems. The proposed anomaly
detection methodology utilizes the concepts of Symbolic Dynamics which are a part of
dynamical systems theory and Computational Mechanics. Symbolic Dynamics qualitatively describes dynamical systems behavior in terms of sequences of symbols. Computational Mechanics provides a tool for pattern recognition in these symbol sequences. This
dissertation proposes a new, computationally simpler, alternative approach to Crutchfield’s epsilon machine (²-machine) for representing the pattern in a symbolic process.
The proposed tool is called the D-Markov machine, which is motivated from the perspective of anomaly detection. Anomalies due to small faults, such as deviations of
system parameters from their nominal values, are detected by identifying variations of
patterns in symbol sequences. Time series data, observed under selected stimuli and/or
self-excitation, are used to generate the symbol sequences.
The problem of anomaly detection, addressed in this dissertation, belongs to the
class of non-linear non-autonomous dynamical systems in which anomalies occur at a
slow time-scale while the inferences are made based on the time-series observation of
selected system variable(s) at the fast time-scale. The proposed procedure of anomaly
detection relies on two-time-scale analysis of the stationary response of the dynamical
system. To possibly facilitate small change detection in system parameters, the system
may be excited with a priori known stimuli and discovering anomaly patterns, if any,
from the resulting responses at the fast time scale.
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The proposed anomaly detection methodology is separated into two parts: (i)
Forward problem; and (ii) Inverse problem. The objective in the forward problem is to
learn, in an off-line setting, how the grammar underlying the system dynamics changes
as an anomaly evolves. In contrast, the inverse problem is that of inferring a possible
anomaly based on the on-line observations of the stationary behavior. The feasible
range of anomaly parameter estimates can be narrowed down from the intersection of
the information generated from responses under several stimuli chosen in the forward
problem.
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Chapter 1

Introduction

Human engineered dynamical systems have now reached complexities of bewildering magnitudes, comparable to that of biological systems. The theories of faults,
fault propagation and fault tolerance in such complex dynamical systems have been recent [2]. The formulation of such theories is important in engineering human-engineered
complex dynamical systems which are resilient to catastrophic failures such as the failure
of the electric power infrastructure in the Western United States during the summer of
1996 [13] [42] as well as the electric power infrastructure in the Northeastern United
States and Canada in August 2003 [9]. In such complex dynamical systems, the physics
of failure in an individual component cannot explain the pathological behavior in the aggregated system. Complex macroscopic behaviors emerge from the nonlinear dynamics
of the interacting components.
Modelling a physical process with a nonlinear mathematical structure based solely
on the fundamental principles of physics is often not feasible. In the reductionist/deductive
approach of modern science, a system is viewed by its ”elementary” constituents and
is being observed with increased resolution in the search for these ”elementary” constituents. Thus there is this discovery in fundamental physics where everything can be
traced back to a small number of different types of particles and dynamical laws. Matter
can be split into molecules, atoms, quarks, protons, electrons which are mediated by the

2
fundamental forces of nuclear, electro-weak and gravitational interactions. Hence the
idea that every physical phenomenon can be described by just fixing the appropriate
initial conditions for each elementary particle and inserting them into the dynamical
equations. However, in most complex systems, there is the immense size and complexity of the interacting components where, based solely on the fundamental principles of
physics, accurate and computationally tractable modelling of complex system dynamics
becomes infeasible. Also, complex system behavior may range from strict order to chaos
with great sensitivity to initial conditions, known as the butterfly effect [38]. The proposed research focuses on the inductive approach, where the goal is to infer from a series
of measurements of a process, a semi-empirical model of the generating mechanism.
A convenient way of learning the dynamical behavior is to rely on the (sensorbased) observed behavior. The need to extract relevant physical information about the
observed dynamics when they are operating in a chaotic regime has led to the development of nonlinear time series analysis (NTSA) techniques. Analysis of (potentially)
chaotic systems using NTSA techniques is classified into two areas [1]:(i) Behavior Identification; and (ii) Modelling and Prediction. The first area shows how chaotic systems
may be separated from stochastic ones and, at the same time, provides estimates of the
degrees of freedom and the complexity of the underlying chaotic system. Based on this
information, the second area formulates a state-space model for prediction of anomalies
and incipient failures.
The proposed methodology of anomaly detection in complex systems is built on
the concepts of Symbolic Dynamics which is a part of Dynamical Systems Theory and
Computational Mechanics. Symbolic Dynamics provides a qualitative description of
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dynamical systems behavior in terms of symbol sequences. Computational Mechanics
provides a means to find patterns in these symbol sequences via the ²-machine reconstruction [15] [16] [49]. In this research, a new alternative approach for representing the
pattern in a symbolic process, the D-Markov machine, is presented, which is motivated
from the perspective of anomaly detection.

1.0.1

Symbolic Dynamics
An alternative tool for behavior identification of nonlinear dynamical systems is

based on the concept of Formal Languages for transitions from smooth dynamics in a
nonlinear mathematical equation to a discrete symbolic description [2] [37]. Symbolic
dynamics is a branch of dynamical systems theory which deals with spaces consisting of
infinite sequences of symbols. It began when Jacques Hadamard applied this idea in 1898
to more complicated systems called geodesic flows on surfaces of negative curvature. In
the 1920’s and 30’s, Morse and Hedlund developed symbolic dynamics as an independent
subject in its own right [40]. To quote from their paper of 1938, Symbolic Dynamics,
”It is the first aim of the present paper to separate the symbolic aspects (of dynamics)
from the differential aspects and to develop the symbolic theory on its own account. In
this way, many interesting and important dynamical questions can be given an algebraic
formulation quite apart from the classical theories of differential equations.”
The simplification provided by symbolic dynamics to the study of dynamical
systems, originally the study of differential equations used to model physical phenomena,
is to discretize time, so that the state of the system is observed only at discrete ticks of a
clock, like a motion picture. This leads to the study of iterates of a single transformation.

4
One is interested in both quantitative behavior, such as the average time spent in a
certain region, and also qualitative behavior, such as a state eventually becomes periodic
or stationary tending to infinity. Symbolic dynamics arose as an attempt to study such
systems by discretizing space as well as time. The basic idea is to partition the set of
possible states into a finite number of pieces, and keep track of which piece the state of
the system lies at every tick of the clock. Each piece is associated with a ”symbol”, and
in this way the evolution of the system is described by an infinite sequence of symbols.
This leads to a ”symbolic” dynamical system that mirrors and helps in understanding
the dynamical behavior of the original system.
Working with symbols has several important practical advantages [19], one of
which is that the efficiency of numerical computations is greatly increased over what
it would be for the original data. This efficiency may be the reduction of the need for
computational resources as well as speed of computation. The latter may be important
for real-time monitoring and control applications. Another advantage is that analysis
of symbolic data is often less sensitive to measurement noise. Symbolization, in some
cases, can be accomplished directly in the instrument by the appropriate design of lowresolution sensing elements. Such sensors combined with an appropriate analysis can
reduce instrumentation cost and complexity. Hence, given the above advantages, applications of symbolic methods are favored in circumstances where robustness to noise,
speed, and/or cost are essential.
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1.0.2

Quantitative characterization and modelling of Complex behavior
The problem of characterizing complexity in a quantitative way is a vast subject

which is developing rapidly. The concentration of such efforts can be found in the
early days of automata theory, linguistics, information theory, cybernetics and control
theory. More recently, considerable research in this topic has been done by the physics
community such as the study of phase transitions and chaotic dynamics [5]. Also, interest
has been raised by the construction of the first mathematical models in evolutionary
biology and neuroscience. The first formalization of the problem is found in discrete
mathematics. The object is represented as a sequence of integers which the investigator
tries to reproduce exactly by discovering its internal rules and incorporating them into the
model as a sequence of integers. In computer science, the model is a computer program
and object sequence is its output. In mathematics, the model consists of a formal system
(e.g. procedure to calculate square roots) and the object is any valid statement within
that system (e.g. square root of 4 = 2). In view of compression, where knowledge of
the formal system permits deduction of all theorems without external information, the
complexity of symbol strings is algorithmic in complexity. Hence, algorithmic complexity
is the size of the minimal program which is able to produce an input string [36] [10]. In
algorithmic complexity, completely random objects have maximal complexity as there
can be no compression. In many cases, algorithmic complexity coincides with entropy
and is a measure of disorder, for example, Kolmogorov-Chaitin entropy [14].
Computation theory defines the notion of a ”machine” - a device for encoding the
structures in discrete processes [15] [16] [49]. Given a discrete series of measurements
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from a process, a machine can be constructed that is the best description or predictor
of this discrete time series. The structure of this machine can be said to be the ”best”
approximation to the original process’s information-processing structure. Models can be
regrouped in computational classes with quantitatively and qualitatively different ability
in the manipulation of symbolic objects. There are machine classes with finite memory,
those with infinite one-way stack memory, those with first-in first-out queue memory,
those with counter registers, and those with infinite random access memory and others.
The four main classes form the Chomsky’s hierarchy [11] [12] culminating in the Turing
machine [53]. This is an automaton which can simulate any other automaton if appropriately programmed. Chomsky’s hierarchy classifies sequences of integers according to the
minimal computational capabilities necessary to reproduce them. Thus, the complexity
of the machine (automaton), rather than that of the input string, is accounted for.
The motivations behind a computational approach to define emergence of structure in a process has been described. The problem is to determine how a machine can
be reconstructed from a series of discrete measurements of a process. With the knowledge of the joint probability distribution over the state-space trajectory, the information
processing being performed by the system can be inferred by a procedure known as the
²-machine reconstruction [16]. This is developed using the statistical mechanics of orbit
ensembles rather than focusing on the computational complexity of individual orbits.
From a time series, the (unknowable) exact states of an observed system are translated
into a sequence of symbols via the measurement channel. Two histories (i.e., two series of
past data) carry equivalent information if they lead to the same (conditional) probability
distribution in the future. Under these circumstances, i.e., the effects of the time series

7
being indistinguishable, they can be lumped together. This procedure identifies causal
states, and also identifies the structure of connections or succession in causal states, and
creates what is known as the ”epsilon-machine” (²-machine). These ²-machines form a
special class of Deterministic Finite State Automata (DFSA) with transitions labelled
with conditional probabilities and hence can be viewed as Markov chains. However,
finite-memory machines like ²-machines may fail to admit a finite size model implying
that the number of causal states would turn out to be infinite. In this case, a more
powerful model than DFSA needs to be used. One proceeds to try to use the next most
powerful model in the hierarchy of machines known as the causal hierarchy [16] in analogy with the Chomsky hierarchy of formal languages. While ”²-machine reconstruction”
refers to the process of constructing the machine given an assumed model class, ”hierarchical machine reconstruction” describes a process of innovation to create a new model
class.
In contrast to the ²-machine [15] [49] that has an a priori unknown structure and
yields optimal pattern discovery in the sense of mutual information [24] [14], the state
machine adopted in this research has an a priori known structure that can be freely
chosen [48]. Although the proposed approach is suboptimal, it provides a common state
machine structure where physical significance of each state is invariant under changes in
the statistical patterns of symbol sequences. This feature allows unambiguous detection
of possible anomalies from symbol sequences at different (slow-time) epochs. The proposed approach is apparently computationally faster than the ²-machine [49], because
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of significantly fewer number of floating point arithmetic operations. These are the motivating factors for introducing this new anomaly detection concept that is based on a
fixed-structure fixed-order Markov chain, called the D-Markov machine in the sequel [48].

1.1

Anomaly Detection and Decision Making
This research presents a novel concept of anomaly detection in complex systems

based on a combination of Nonlinear Systems theory and Language theory, utilizing the
tools of Symbolic Dynamics and Pattern Discovery. Anomaly is defined as a deviation
from the nominal behavior and can be associated with parametric or non-parametric
changes that may gradually evolve. Anomalies are assumed to occur on a slow time
scale that is several orders of magnitudes larger than the fast time scale of the system
dynamics. It is also assumed that the unforced dynamical system (i.e., in the absence of
external stimuli) is stationary at the fast time scale and that any non-stationary behavior
is observable only on the slow-time scale.
The goal is to make inferences about evolving anomalies based on the stationary
behavior derived from sensor data. In order to facilitate small change detection in
dynamical system parameters, the system may be perturbed with a priori known input
excitation to observe the stationary behavior at the fast time scale. As a result of the
combination of the input stimulus and perturbed parameter(s), it might be possible to
observe detectable change(s) in the nature of stationary behavior that would otherwise
remain inconspicuous over a prolonged period of time.
A major purpose of constructing the proposed anomaly detection methodology
is to achieve a solution to the problem of decision and control, where faults in complex
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systems can be classified into two classes: urgency and importance, and combinations
thereof. The lower level of the control problem addresses urgency. For example, this
can often be solved with a linear robust servo-mechanism. The upper level addresses
the decision problem, where this anomaly detection methodology is utilized. As an
anomaly is detected, the degree of importance is determined by the extent the fault is
benign or malignant. The importance increases if the fault is more malignant, as this
may lead to catastrophic failures. On the other hand, if the fault is more benign, its
importance decreases. In essence, importance is determined by the supervisory controller
at the upper level from the detected anomalies and appropriate decisions are made.
There are two parts addressed by this research: anomaly detection and decision making
so that catastrophic failures can be mitigated or accommodated. However, the main
emphasis of the work, reported in this dissertation, is laid on anomaly prediction in real
time developed from insights into concepts of chaotic behavior in complex systems and
utilizing tools like symbolic dynamics from dynamical systems theory.
The proposed anomaly detection methodology is divided into two parts: (i) forward problem and (ii) inverse problem. The objective in the forward problem is to learn
how the grammar of the underlying system dynamics changes as the system parameters
change. The forward problem is that of learning off-line where the value of a parameter
is associated with an anomaly measure. In contrast, the inverse problem is that of inferring the changes in system behavior on-line, based on the observed stationary response.
In general, the inverse problem could be ill-posed and may not have a unique inverse.
That is, it may not be possible to attribute a unique value to the parameter based on the
observed behavior of the system. Nevertheless, the feasible range of parameter variation
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estimates can be narrowed down from the intersection of the information generated from
responses under several stimuli chosen in the forward problem.

1.2

Contributions of the Dissertation
The major contributions of this dissertation are delineated below.

• Formulation of a novel anomaly detection method based on symbolic time series
analysis: This research presents a novel concept of anomaly detection in complex
systems based on the tools of Symbolic Dynamics, Finite State Automata, and
Pattern Recognition, where time series data of the observed variables on the fast
time-scale are analyzed at slow time-scale epochs for early detection of (possible)
anomalies. Possible injection of exogenous stimuli has been proposed to detect
small changes and anomalies at an early stage by taking advantage of bifurcation(s)
and chaos along with symbolic dynamics. Alternatively, anomalies can be detected
from self-excited oscillations provided that such a situation exists.
• Validation of the proposed anomaly detection method on several laboratory apparatuses: This novel anomaly detection concept for small change detection in a
forced dynamical system (i.e., in the presence of external stimuli) as well as unforced dynamical systems is elucidated on several experimental apparatuses in the
laboratory environment.
• Demonstration of superiority of the anomaly detection method relative to several
existing pattern recognition techniques: Existing pattern recognition techniques
for anomaly detection in complex dynamical systems from time series data were
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also investigated. A statistical approach as well as two neural network approaches
were implemented using time series data obtained from the experimental setups.
The performance and efficacy of the symbolic-dynamic-based anomaly detection
method has been compared with these existing pattern recognition techniques.
Based on these (limited) case studies, the symbolic time series analysis is observed
to be significantly superior to these existing pattern recognition techniques for
real-time anomaly detection.

1.3

Organization of the Dissertation
The dissertation is organized into seven chapters and four appendices. Chap-

ter 1 provides a background for the proposed novel anomaly detection methodology.
Chapter 2 provides a taxonomy of existing pattern recognition techniques which can be
applied to the anomaly detection problem from time series data. Chapter 3 presents
the fundamental principles of symbolic dynamics and introduces the ²-machine as a tool
of computational mechanics for pattern discovery. Chapter 4 describes the D-Markov
machine, an alternative approach to the ²-machine for representing patterns in a symbolic process. Chapter 5 presents the anomaly detection methodology that is the main
theme of this dissertation. Chapter 6 presents applications of the anomaly detection
methodology to three experimental apparatuses in the laboratory environment. Summary, conclusions, and recommendations for future research are discussed in Chapter 7.
Appendix A presents concepts of standard information-theoretic quantities. Appendix
B defines properties that can be calculated from the ²-machine model. Appendix C defines properties that can be calculated from the D-Markov machine model. Appendix
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D introduces the rudimentary concepts of shift spaces of finite-type and sofic shifts that
characterize the D-Markov machine and the ²-machine, respectively.
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Chapter 2

Taxonomy of Real-time Pattern Recognition Techniques

This chapter presents a brief survey of existing pattern recognition techniques
which can be applied to the problem of real-time anomaly detection from time series
data. The objective is to asses the performance and efficacy of the proposed novel
anomaly detection methodology involving symbolic dynamics and finite state machine
construction (see Chapters 3, 4 and 5) for early detection of slowly varying anomalies by comparison with other existing pattern recognition techniques, such as principal
component analysis, multilayer perceptron neural networks, radial basis function neural networks, and syntactic matching [23] [7] [39]. Time series data, generated from
laboratory experiments, are analyzed to this effect and are presented in the chapter on
applications (see Chapter 6).

2.1

Existing Pattern Recognition Techniques
This section briefly describes three major classes of pattern recognition techniques,

which are based on time series data, for comparison with the proposed anomaly detection
methodology:
• Syntactic or structural matching
• Statistical pattern recognition
• Neural networks

14
The above classes of pattern recognition techniques may not be mutually nonoverlapping. It is possible that the same pattern recognition method can be interpreted
to belong to more than one class.

2.1.1

Syntactic Approach
The syntactic approach adopts a hierarchical perspective, where a pattern is

viewed as being composed of simple subpatterns that are themselves built from yet
simpler subpatterns. The simplest or elementary subpatterns to be recognized are called
primitives and the given complex pattern is represented in terms of the interrelationships
between these primitives. In syntactic pattern recognition, a formal analogy is drawn
between the structure of patterns and the syntax of a language. The patterns are viewed
as sentences belonging to a language, the primitives are viewed as the alphabet of the
language, and the sentences are generated according to a grammar. Thus, a large collection of complex patterns can be described by a relatively small number of primitives and
grammatical rules. The grammar for each pattern class is inferred from the available
training samples. In addition to classification, the syntactic approach provides a description of how the given pattern is constructed from primitives. This paradigm has been
used for the patterns having a specific structure that can be captured in terms of a set of
rules, such as electro-cardiogram (EKG) waveforms, textured images, and shape analysis
of contours. The underlying concept of pattern matching in the syntactic approach is
similar to the comparison of the state probability vectors under nominal and anomalous
cases in the proposed anomaly detection methodology involving the D-Markov machine
presented later in Chapters 4 and 5.
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The major shortcomings of the conventional syntactic pattern recognition [23] include difficulties in implementation of noisy patterns for detection of the primitives and
making real-time inference of the grammar from the time series data. Another shortcoming of syntactic pattern recognition is that it is very strongly application-specific,
as the selection of the primitives is dependent on the application as well as the grammatical rules to be inferred. In contrast, the D-Markov machine is significantly robust
to measurement noise because it extracts the averaged features of signal dynamics from
repeated transitions among the finitely many states.
The syntactic approach has not been considered in this dissertation because of the
above potential problems. However, a statistical pattern recognition approach and two
neural network approaches for anomaly detection from time series data are described in
the sequel.

2.1.2

Statistical Approach
In the statistical approach, each pattern is represented in terms of d features or

measurements and is viewed as a point in a d -dimensional space. The goal is to choose
those features that allow pattern vectors belonging to different categories to occupy
compact and disjoint regions in d -dimensional feature space. The effectiveness of the
representation space (feature set) is determined by how well patterns from different
classes can be separated. Given a set of training patterns from each class, the objective
is to establish decision boundaries in the feature space to separate patterns belonging
to different classes; the decision boundaries are determined by the specified or learnt
probability distributions of the patterns belonging to each class. In the discriminant
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analysis-based approach to classification, a parametric form of the decision boundary is
first specified. The optimal (or sub-optimal) decision boundary of the specified form is
then found based on the classification of the training patterns through, for example, a
mean squared error criterion.
Feature extraction methods in statistical pattern recognition determine an appropriate subspace of dimension q ∈ N, where N is the set of positive integers, using either
linear or nonlinear methods in the original feature space of dimension n (q ≤ n). The
best known linear feature extractor relies on the Principal Component Analysis (PCA) or
Karhunen-Loève expansion [23] [26]. The eigenvectors of the (n × n) (symmetric positive
semi-definite) covariance matrix of the time series data, corresponding to the q largest
eigenvalues, form the n-dimensional patterns. The linear transformation is defined as

Y = XH

(2.1)

where X is the given (d × n) pattern matrix, made of d pattern (row) vectors; H is the
n×q linear transformation matrix whose columns represent q feature (column) vectors of
dimension n; and Y is the derived d × q pattern matrix. Since the PCA method uses the
most expressive features (e.g., eigenvectors with the largest eigenvalues), it effectively
approximates the data by a linear subspace using the mean squared error criterion.
To detect growth in anomaly from time series data, principal component analysis
is performed for dimension reduction. If the time response of an appropriate process
variable y(t) is sampled to generate a time series sequence yk , then data samples of large
enough length (` = d.n) can be used to capture the dynamical characteristics of the
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observed process. The length ` of time series data is partitioned into d subsections, each
being of length n = d` . The resulting (d × n) data matrix is processed to generate the
(n×n) covariance matrix that is positive-definite or positive-semidefinite real-symmetric.
If d > n, the derived (n × n) covariance matrix may become positive definite. The next
step is to compute the orthonormal eigenvectors v 1 , v 2 , ..., v n and the corresponding
(real non-negative) eigenvalues λ1 , λ2 , ..., λn that are arranged in decreasing orders of
magnitude. The eigenvectors associated with the first (i.e., largest) q eigenvalues are
chosen as the feature vectors such that
Pn

λ
i=q+1 i

Pn

λ
i=1 i

<η

(2.2)

where the threshold η ¿ 1 is a positive real close to 0. The resulting pattern is the
matrix, consisting of the feature vectors as columns,

µ
f=
M

q
λ1 v1 . . .
λq vq

p

¶
(2.3)

The above steps are executed for time series data under the nominal (stationf
ary) condition to obtain M
nom . Then, these steps are repeated at subsequent slow-time
epochs, {t1 , t2 , . . .}, as the (possible) anomaly progresses using the same values of parameters, `, d, n and q, used under the nominal condition, to obtain the respective
f ,M
f , . . .. The anomaly measures at slow-time epochs {t , t , . . .}
pattern matrices M
1
2
1 2
are obtained as
³
´
f ,M
f
Mk ≡ d M
nom
k
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where the d(•, •) is an appropriately defined distance function. An example of a distance
function is the angle between the pattern vectors so that the anomaly measure is given
as




³
´
T
f
f
tr Mk Mnom



r
Mk ≡ cos−1 
³
´ ³
´

fT M
f tr M
fT M
f
tr M
k k
nom nom

(2.4)

where tr(•) indicates the trace of the square matrix •.
It should be noted that different metrics may be used as anomaly measures as
stated in [48]. One may choose the metric that yields the most satisfactory result for the
specified purpose. Along this line, different metrics may be chosen for different pattern
recognition techniques.

2.1.3

Neural Network approaches
The learning process in neural networks involves updating the architecture and

synapsis weights so that a network can efficiently perform a specific classification/clustering
task. Neural networks are designed to learn complex input-output relationships, based on
the available training data, by following sequential training procedures. Although neural
networks provide a set of nonlinear algorithms for feature extraction and classification,
most of the well-known neural network architectures can be viewed to be implicitly
equivalent or similar to classical statistical pattern recognition methods [23] [39]. Despite these similarities, neural networks do offer several advantages such as, unified and
systematic approaches for feature extraction and classification, and flexible procedures
for finding solutions to moderately nonlinear sets of algebraic equations.
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The most commonly used family of feed-forward neural networks for pattern classification tasks include the following [23]:
• Multilayer perceptron neural networks (MLPNN)
• Radial basis Function neural networks (RBFNN)

2.1.3.1

MLPNN for Anomaly Detection

A multilayer perceptron neural network (MLPNN) [7] [39] is a collection of connected processing elements, called nodes or neurons. The structure of a MLPNN is
made fixed by choosing the number of layers as well as the (possibly different) number
of neurons in each layer. The MLPNN is trained based on the information contained
in a given set of inputs and target outputs. The training phase includes modelling of
the input-output system architecture and identification of the synapsis weights. A set
of inputs is passed forward through the network yielding trial outputs which are then
compared to the target outputs to obtain the error (i.e., the deviation of the trial output
from the target output). The network parameters (i.e., synapsis weights and biases) are
adjusted until the error is within specified limits. If the specified bound is exceeded,
the error is passed backwards through the net and the training algorithm adjusts the
synapsis weights.
The back-propagation algorithm has been used in this dissertation. The simplest
implementation of back-propagation learning updates the network weights and biases
in the direction in which the performance function decreases most rapidly. The mean
square error criterion is adopted in the recursive algorithm to update the weight matrix
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wk (n) at the k th layer of the network in the nth iteration [27] as follows:

wk (n + 1) = wk (n) − αk gk (n)

(2.5)

where gk (n) is the gradient of the (averaged) functional of the output error vectors (i.e.,
the difference between the target vector and the output vector) with respect to wk (n);
and αk is the learning rate parameter at the k th layer of the network.
Different layers in MLP neural networks may contain different numbers of neurons.
Time series signals enter into the input layer nodes, progress forward through the hidden
layers, and finally emerge from the output layer. Each node i at a given layer k receives
k
a signal from all nodes j in its preceding layer (k − 1) through a synapsis of weight wij

and the process is carried onto the nodes in the following layer (k +1). The weighted sum
k produces
of signals xk−1
from all nodes j of the layer (k − 1) together with a bias wi0
j

the excitation zik that, in turn, is passed through a nonlinear activation function f to
generate the output xki from the node i at the layer k. That is,

zik =

X k k−1
k
wij xj
+ wi0

(2.6)

³ ´
xki = f k zik

(2.7)

j

Various choices for the activation function f k are possible; the hyperbolic tangent function, f k (x) = tanh(x) ∀k, has been adopted in this dissertation as it yields satisfactory
performance in terms of the convergence rate.
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For anomaly detection, the MLPNN is trained by setting a set of N input vectors,
each of dimension `, and a specified target output vector τ of dimension q. This implies
that the input layer has ` neurons and the output layer has q neurons. If the time
series data are obtained from an ergodic process, then a data set of length N.` can be
segmented into N vectors of length ` to construct the input pattern matrix P ∈ R`×N
that is obtained from the N input vectors as
h
i
P ≡ p1 p2 · · · pN

(2.8)

h
iT
where pk ≡ y(k−1)`+1 y(k−1)`+2 · · · yk` ; and each yk is a sample from the ensemble
of the time series data. The corresponding output matrix O is obtained from the output
of the trained MLPNN under the input pattern P.
h
i
O ≡ o1 o2 · · · oN

(2.9)

where ok ∈ Rq is the output of the trained MLPNN under the corresponding input
pk ∈ R` . The performance vector ν ∈ Rq is obtained as the average of the N outputs.

N
1 X k
ν≡
o
N

(2.10)

k=1

The time series data under the nominal condition generates the input pattern
matrix Pnom . Each column of Pnom is used to train the MLPNN with respect to the
given target output vector τ . The output of the trained MLPNN is Onom with Pnom
as the input; and the resulting performance vector is νnom . Subsequently, input pattern
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matrices {P1 , P2 , . . .} are obtained at slow-time epochs {t1 , t2 , . . .} and corresponding
output matrices of the trained MLPNN are {O1 , O2 , . . .}, which yield the respective
performance vectors {ν1 , ν2 , . . .}. The anomaly measures at slow-time epochs {t1 , t2 , . . .}
are obtained as
Mk ≡ d (νk , νnom )
where the d(•, •) is an appropriately defined distance function. An example of a distance
function that can give a good result is the Euclidean norm so that the anomaly measure
is given as
Mk =k νk − νnom k2

2.1.3.2

(2.11)

RBF for Anomaly Detection

In radial basis function neural network (RBFNN) [7], the activation of a hidden
unit is determined by the distance between the input vector and the prototype vector.
The RBFNN is essentially a nearest neighbor type of classifier. A radial basis function
is introduced as
µ P
¶
|y − µ|α
f (y) = exp − k k
N θα

(2.12)

where the exponent parameter α ∈ (0, ∞); and µ and θα are the center and αth central
moment of the data set, respectively. For α = 2, f (•) becomes Gaussian, which is the
typical radial basis function used in the neural network literature. To perform anomaly
detection, the first task is to obtain the sampled time series data when the dynamical
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system is in the nominal condition and then the mean µ and the central moment θα are
calculated as

µ=

N
1 X
yk ;
N

and

k=1

θα =

N
1 X
|yk − µ|α
N

(2.13)

k=1

The distance between any vector y and the center µ is obtained as d(y, µ) ≡
¡P

1
α¢ α
. Following Equation (2.12), the radial basis function at the nominal
k |yk − µ|

condition is: fnom = f (ynom ). Under all conditions including anomalous ones, the
parameters µ and θ are kept fixed. At slow time epochs {t1 , t2 , . . .}, the radial basis
functions {f1 , f2 , . . .} are evaluated from the data sets under the (possibly anomalous)
conditions. The anomaly measure at the epoch tk in the slow time scale is obtained as
a distance from the nominal condition and is given by

Mk = d(fnom , fk )

where the d(•, •) is an appropriately defined distance function. An example of a distance
function is the Euclidean norm such that

Mk =k fk − fnom k2

(2.14)
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Chapter 3

Symbolic dynamics and ²-machines

The proposed anomaly detection methodology uses symbolic dynamics from observed time series data to encode non-linear system dynamics and the tools of computational mechanics as a means to find patterns in these symbol sequences through the
epsilon machine (²-machine) reconstruction. This chapter will deal with time series generation, symbolic dynamics as well as the ²-machine reconstruction as a means of pattern
discovery in symbol sequences.

3.1

Time series generation
The proposed anomaly detection methodology detects anomalies in a complex

system from observed time series data at the fast-time scale obtained at slow-time scale
epochs. Preprocessing of obtained time series data is carried out in the following two
steps:
• signal/noise separation and
• time interval selection.

3.1.1

A Brief Survey of Signal/Noise Separation
An essential preprocessing step that must be performed is de-noising, i.e., esti-

mating the unknown signal of interest from the available noisy data. This has often
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been done in the Fourier domain as a linear analysis problem. The signal of interest
has frequencies in a certain bandwidth and a filter is applied in the Fourier domain such
that broadband ”noise” is filtered off and keeping the frequency bandwidth where most
of the signal frequencies are concentrated. The disadvantage of linear methods is that,
in smoothing the data to reduce noise, it may significantly affect the signal information
in the process. Since complex dynamical systems usually involve non-linear dynamics,
working in the Fourier domain may not be appropriate. Nonlinear signals could be more
conveniently separated from the noise component in the time domain phase space [1]. In
this method the signal separation problem is divided into three general classes.

1 Known dynamics y1 → F1 (y1 ); The information on the best estimate yE (k) of
the sequence y1 (k) is extracted from the noise-contaminated observations. The
absolute error in this estimation is given by ²A (k) = y1 (k) − yE (k). The deterministic error due to the amount which the estimate fails to satisfy the dynamics is:
²D (k) = yE (k + 1) − F1 (yE (k)). The square of the absolute error |²A (k)|2 is to be
minimized subject to the constraint ²D (k) = 0.
2 Clean observed signal yR (k) from a chaotic system; Statistics of this reference signal
can be used to distinguish it from contamination. In this probabilistic cleaning procedure, the clean sequence yC (n) is estimated by maximizing the conditional probability P (yC |s) that having observed the contaminated sequence s(1), s(2), . . . , s(N)
the real sequence was yC (1), yC (2), . . . , yC (N). A recursive procedure is obtained
to search the phase space in the vicinity of the observations s to maximize the
conditional probability P (yC |s).
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3 Unknown clean signals from the dynamics or about the dynamics itself: There are
two approaches for this ”blind” case. One approach is to make local polynomial
maps using neighborhood to neighborhood information. Each point is adjusted
to conform to the map determined by the collection of points which make up the
whole neighborhood. The second approach is to apply linear filters locally and
globally to obtain a better ”clean” orbit. Only finite impulse response (FIR) filters
are used so as not to alter the state space structure of the dynamics itself. The
local or global covariance matrix of the data is obtained. The idea is that the
signal dominates the larger singular values of the covariance matrix and the noise
dominates the smaller singular values; hence, this method is capable of separating
the signal from the noise. The data is projected onto the direction corresponding to
the largest singular value to perform ’noise reduction’. This projection is a linear
filter of the data. Different local linear filters can be combined to give a global
nonlinear filter.
Wavelet methods have also been used for de-noising. The wavelet shrinkage
method developed by Donoho et. al. [20] [21] [22] is an excellent way of de-noising
signals. The data is first represented in terms of a wavelet basis and the unwanted
wavelet coefficients are shrunk towards zero. The coefficients ci that are below a certain
threshold τ are set to zero and those above τ are ”shrunk by τ ”. The new coefficient c̃i
after shrinkage is given by

c̃i =




 0

if |ci | < τ



 sign(c )(|c | − τ ) if
i
i

|ci | ≥ τ

(3.1)
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The wavelet transform is then inverted to obtain the new estimate of the data. The
wavelet shrinkage method for de-noising has been shown to be effective in noise suppression and features in the original data remain sharp in the reconstructed data. This
method is significantly superior to traditional linear methods of data smoothing which
achieve noise suppression only by broadening features significantly. The success of the
wavelet shrinkage method is due to the property that wavelet bases serve as unconditional bases for the L2 space, as well as a wide range of smoothness spaces including
Sobolev and Hölder classes [41]. Unconditional orthogonal bases of a functional space F
is an optimal basis for compressing, estimating, and recovering functions in F . Simple
thresholding applied in the unconditional basis acts as a ”smoothing operation” in any
wide range of smoothness measures and is better for recovery and estimation than in
any other orthogonal basis. The wavelet transform on a signal along with a correctly
chosen wavelet basis has the effect of compressing the energy of the signal into a small
number of large coefficients. If the signal is corrupted by Gaussian white noise, white
noise in any one orthogonal basis is a white noise with the same amplitude. Thus, in
the chosen wavelet basis, the few nonzero signal coefficients stick up above the noise and
thresholding has the effect of removing the noise while not distorting the signal.

3.1.2

Time Interval Selection
From the time series data s(t), with sampling time τs , the objective is to find

the best time delay T for two consecutive coordinates s(n) and s(n + T ) used in the
data vector y(n) decimated from s(t) to which the anomaly detection methodology is
applied [1]. Since the data s(t) are available at the sampling instants only, the time
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delay T has to be an integer multiple of the sampling time τs and must be large enough
such that the coordinates s(n) and s(n + T ) in the reconstructed data vector y(n)
are approximately independent in terms of noise statistics to eliminate redundancies.
However, it must not be too large such that the information on the dynamical system
is lost. In the linear problem, one method is to choose the first zero of the linear
autocorrelation function

C(T ) =

P

n [s(n) − s̄][s(n + T ) − s̄],

(3.2)
1 PN s(n)
s̄ = N
n=1

as the choice of the delay T . This is the optimum linear choice for predicting s(n + T )
from the knowledge of s(n) in the least squares sense. However, this method may not
be effective for a nonlinear process, where the concept of average mutual information is
utilized in choosing the delay T [1]. The average mutual information between the set
of measurements containing the values of observable s(n) and the set of measurements
containing the values of observable s(n + T ) is given by

I(T ) =

X
s(n),s(n+T )

P (s(n), s(n + T )log2 [

P (s(n), s(n + T ))
]
P (s(n))P (s(n + T ))

(3.3)

I(T ) represents the amount of information in bits measurements s(n+T ) learnt from the
measurements s(n); I(T ) can also be viewed as a non-linear autocorrelation function.
The occurrence of the first minimum of I(T ) is chosen as the value for the time delay T .
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This takes into consideration that s(n) and s(n+T ) are to be approximately independent
in terms of noise statistics but do not lose the information on signal dynamics.

3.2

Symbolic Dynamics and Encoding
This section introduces the concept of Symbolic Dynamics and its usage for en-

coding nonlinear system dynamics from observed time series data. Continuously varying
physical processes are often modelled as a finite-dimensional dynamical system in the
setting of an initial value problem:

dx(t)
= f (x(t), θ); x(0) = x0 ,
dt

(3.4)

where t ∈ [0, ∞) denotes the time; x ∈ Rn is the state vector in the phase space; and
θ ∈ Rm is the slowly varying parameter vector. The vector field f (x(t), θ) is, in general,
a (locally) Lipshitz nonlinear operator that suffices to ensure a unique local solution to
the differential equation [55]. Formally such a solution can be expressed as a continuous
function of the initial value x0 as x(t) = ϕt x0 where ϕt represents a one-parameter family
of maps of the phase space into itself. This evolution in time t may be thought of as a
flow of points in the phase space. For a dissipative system, the flow may contract onto
sets of lower dimension, known as attractors, which represent the stationary behavior of
the dynamical system, characterized by several phenomena (e.g. fixed point, limit cycle,
quasi-periodicity, chaos, fractal behavior, and bifurcation) [43].
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Modelling of a physical process, having the mathematical structure of Equation
(3.4), may not always be feasible due to unknown parametric and non-parametric uncertainties and noise. A convenient way of learning the dynamical behavior is to rely on the
(sensor-based) observed time series data [1] [5]. The need to extract relevant physical
information about the observed dynamics when they are operating in a chaotic regime
has lead to development of nonlinear time series analysis (NTSA) techniques. Analysis
of (potentially) chaotic systems using NTSA techniques is classified into two areas [1]:
• Behavior Identification
• Modeling and Prediction
The first area shows how chaotic systems may be separated from stochastic ones and,
at the same time, provides estimates of the degrees of freedom and the complexity of
the underlying chaotic system. Based on this information, the second area formulates a
state-space model for prediction of anomalies and incipient failures. An alternative class
of discrete models inspired from Automata Theory, which is built upon the principles of
Symbolic Dynamics, is adopted and is described in the following section.

3.2.1

Symbolic representation of Dynamical systems
An alternative tool for behavior identification of nonlinear dynamical systems is

based on the concept of Formal Languages for transitions from smooth dynamics in
Equation (3.4) to a discrete symbolic description [2]. Continuous time is first discretized
by choosing an approriate Poincare surface P . The resulting phase space of the map
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f associated with the flow ϕt through P is then carefully divided (coarse-grained) into
cells, so as to obtain a sort of ”coordinate grid” for the dynamics.
For simplicity, the compact (i.e., closed and bounded) set Ω ⊆ Rn within which
the motion is circumscribed is identified with the phase space itself. The encoding of Ω
is accomplished by introducing a partition B = B0 , . . . , Bm−1 consisting of m mutually
exclusive (i.e., Bj ∩ Bk = ∅ ∀j 6= k), and exhaustive (i.e.

Sm−1
j=0

Bj = Ω) cells. Under

the action of the dynamics, the system describes an orbit O ≡ {x0 , x1 · · · , xk · · · }, xi ∈
Ω, which passes through or touches the cells of the partition B. Let the index of domain
B ∈ B visited at the time instant i as the symbol si ∈ A. The set A = {0, . . . , nm−1 }
of m distinct symbols labelling the partition elements is called the alphabet.
Each initial state x0 generates a (infinite) sequence of symbols defined by a mapping as:
x0 7→ s0 s1 s2 · · · sk · · ·

(3.5)

from the phase space to the symbol space. Such a mapping is called Symbolic Dynamics
as it attributes a legal (i.e., physically admissible) symbol sequence to the system dynamics starting from an initial state x0 . As the size of each cell is finite and the cardinality
of the alphabet A is finite, any such symbol sequence represents, through iteration, a
phase trajectory that has the compact support Ω in the phase space. Figure 3.1 elucidates partitioning of a finite region of a phase space and a mapping from the partitioned
space into the symbol alphabet, which becomes a representation of the system dynamics
defined by the trajectories. It also shows the conversion of the symbol sequence into a
finite state machine as explained in later sections. The partition of Ω represented by the
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Fig. 3.1. Continuous Dynamics to Symbolic Dynamics [Courtesy [48]]

symbol alphabet A is called ”generating one” if an infinite symbol sequence s0 s1 s2 · · ·
determines a unique initial condition x0 . That is the mapping from phase space to the
symbol space is invertible.
In general, a dynamical system would allow only legal concatenations of symbols
to occur as there are many illegal (i.e., physically inadmissible) sequences. A grammar
(i.e., set of rules) that determines legality of symbol strings in the alphabet A may change
with the parameter vector θ.
Among the legal symbol sequences, some symbols may occur more frequently
than others. Hence, a certain probability p(σN ) is attributed to each observed sequence
σN = s0 s1 s2 · · · sN . Thus, the collection of all probabilities p(σN ), N = 1, 2, 3 . . . defines a stochastic process that is a symbolic probabilistic description of the continuous
system dynamics. Nevertheless, the symbolic stochastic process depends on the specific
partitioning of the phase space and is non-Markovian, in general. Even if a partitioning that makes the stochastic process a Markov chain exists, identification of such a
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partitioning may not be feasible because the individual members may have complicated
fractal boundaries instead of being simple geometrical objects. In essence, there is a
trade-off between selecting a simple partitioning with a complicated stochastic process,
or a complicated partitioning with a simple stochastic process [48].
Finding a partitioning is a difficult task especially if the time series data is noisecontaminated. Although the theory of phase-space partitioning is well developed for
one-dimensional mappings, very few results are known for two and higher dimensional
systems [5]. Several methods of phase-space partitioning have been suggested in literature (for example, [1], [18], and [32]). Apparently, there exists no well-established
procedure for phase-space partitioning; this is a subject of active research.

3.2.1.1

Estimating Partitioning: Symbolic False Nearest Neighbors

A recent approach to find the partitioning needed to construct the symbol sequence is the symbolic false nearest neighbors (SFNN) approach by Kennel and Buhl [32].
The objective of this approach is to find a ”generating” partition, where symbolic orbits
uniquely identify one continuous space orbit, and thus the symbolic dynamics is fully
equivalent to the continuous space dynamics. The method optimizes an essential property of a generating partition: avoiding topological degeneracies. The criterion is that
short sequences of consecutive symbols ought to localize the corresponding state space
point as well as possible. The central idea is to form a particular geometrical embedding
of the symbolic sequence under the candidate partition and evaluate, and minimize, a
statistic which quantifies the apparent errors in localizing state space points.
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The symbol sequence is embedded into the unit square:

kmax

yi = (

X

k=1

kmax
k X

si−(k−1) /|A| ,

si+k /|A|k )

(3.6)

k=1

kmax is chosen such that |A|−kmax is as small as the computational precision. For a
binary alphabet (|A| = 2), the first coordinate of yi is the binary fraction whose digits
start at si and go backwards in time, the second is with the sequence going forward from
si+1 . Intuitively, the distribution on y is like a partition-dependent symbolic version of
the invariant measure.
Given xi and a partition P, the symbolic embedding represented by Equation
(3.6) yields a parallel series yi , defining points on a map y = φ(x). It is desired that
φ be injective, i.e. φ(x) = φ(x0 ) implies x = x0 and if ||φ(x) − φ(x0 || is small, so
is ||x − x0 ||. By construction, sufficiently near points in the time series x have close
symbolic sequences in their most significant digits.
In a good partition, nearby points in the embedding remain close when mapped
back into the state space. By contrast, bad partitions induce topological degeneracies
where symbolic words map back to globally distinct regions of state space. The nearest
neighbor, in Euclidean distance, to each point yi in the embedding is found using the
conventional k − d tree algorithms. Knowing symbolic neighbors, we find distances of
those same points back in state space, Di = ||xN[i] − xi ||. The set of Di is normalized
by a monotonic transformation: given any D, find its rank R ∈ [0, 1] in the cumulative
distribution of random two point distances ||xα − xβ ||. Large R means that localizing
well in the symbol space did not localize well in the original state space. Better partitions
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yield a smaller proportion of symbolic false nearest neighbors. That is, the fraction of Ri
which are greater than some threshold η , is denoted by Jsf nn . An alternative to Jsf nn
is Ksf nn , defined as the arithmetic average of the largest γ percentile of the set of Ri .
Using Jsf nn , η may need tuning depending on the noise scale and the dynamical system,
but the effect of changing γ is lower. On the other hand, Ksf nn does not necessarily
converge to near zero for the optimal partition. Good results are found typically, with
γ ≈ 0.01 − 0.05 [32].
For concrete numerical calculations, the partitions are parameterized with a relatively small number of free parameters by defining the partitions with respect to a set
of radial-basis ”influence” functions of the form fk (x) = αk /||x − zk ||2 , the set of α
and z being the free variables. For any particular x, one fl (x) will generically result
in the largest value versus other fk (x) , k 6= l and x is then assigned to that symbol
which was preassigned to influence function fl . The z parameters are initialized to random examples from the xi and α to independent random variates [0, 1); the functions
nf are assigned to each of the |A| symbols; and Jsf nn or Ksf nn is minimized over
the |A|n (d + 1) free parameters. The statistic for symbolic false nearest neighbors is
f

minimized over the free parameters using ”differential evolution”, a genetic algorithm
suitable for continuous parameter spaces [32].

3.2.1.2

Symbol generation from Wavelet Space

A new approach, introduced by Ray [48], and is hereby called the wavelet space
(WS) method uses wavelet transform to convert the time series data to time-frequency
data for generating the symbol sequence. Wavelet analysis allows the use of long time
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intervals to precisely extract low-frequency information, and shorter intervals for highfrequency information. The ability to perform local analysis is one of the most interesting
features of the wavelet transform. The wavelet technique can be used for a localized analysis in the time-frequency or time-scale domain [30]. The continuous wavelet transform
R∞
of a function f(t) is given by CW Tα,β = −∞
f(t)ψ ∗ ( t−β
α )dt , where ψ(t) is the mother
wavelet, α > 0 is the scale and β is the time shift. Hence the wavelet transform coefficients are a function of both time and scale. The choice of mother wavelet ψ(t) and the
scales α are crucial to the results of the anomaly detection methodology. In wavelet theory, the function f (t) is approximated by f˜(t) which is a linear combination of translates
of a suitably chosen scaling function φ. For a periodic f (t), the distortion between f (t)
and f˜(t) can be eliminated by (i) choosing the shape of φ to be identical to one period
of f (t), and (ii) matching the basis with the signal through appropriate shifting across
the time axis [8]. This implies that high energy compression at a suitable scale can be
achieved if the shapes of the scaling function φ or the wavelet function ψ ”match” the
shape of the input signal f (t). Therefore, a significant portion of the energy of f (t) can
be captured by a small number of wavelet coefficients. Apparently, there is no standard
method that serves to choose the best mother wavelet for a given time series. In this
research, the mother wavelets were heuristically chosen. Similarly, there exists no standard procedure for the choice of scales. However, the following guideline has proved to
be useful for choosing the scales [46].
For every wavelet, the exists a certain frequency called the center frequency (Fc ).
The pseudo-frequency (fp ) of the wavelet at a particular scale α is given by the following
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formula [29]
fp =

Fc
α.∆t

(3.7)

where ∆t is the sampling interval and ∆t = 1/Fs where Fs the sampling frequency.
The Power Spectral Density (PSD) of the given signal provides approximate information
about the frequencies over which the PSD is computed. This information along with
Equation (3.7) has been used as a guideline for choosing scales. The procedure of choosing
scales is summarized below:
1 Perform PSD analysis on the time series data to find the frequencies of interest.
2 Substitute these frequencies in place of fp in Equation (3.7)
3 Solve for α for each of the frequencies of interest with Fc , ∆t already known.
Once the mother wavelet and the scales are chosen, the wavelet coefficients are obtained
for each of the scales.
The graphs of wavelet coefficients versus scale at selected time shifts are stacked
starting with the smallest value of scale and ending with its largest value and then back
from the largest value to the smallest value of the scale at the next instant of time
shift [48]. The resulting scale series data in the wavelet space is analogous to the time
series data in the phase space. Then, the wavelet space is partitioned into segments
of coefficients on the ordinate separated by horizontal lines. The number of segments
in a partition is equal to the size of the alphabet and each partition is associated with
a symbol in the alphabet. The concept of proposed wavelet-space partitioning would
require significant theoretical research before its acceptance for application to a general
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class of dynamical systems for anomaly detection; and its efficacy needs to be compared
with that of existing phase-space partitioning methods such as false nearest neighbor
partitioning [32].
After the scale series data is constructed, the objective is to convert this data to
a sequence of symbols. A scheme for partitioning based on thresholds was attempted in
[34]. In this method, the maximum and minimum of the scale series was found. The
ordinates between the maximum and minimum were split in to equal-sized regions. These
regions are mutually disjoint and they form a partition. Each region is associated with
one symbol from the alphabet. If the data point lies in a particular region, it is coded
with the symbol associated with that region. Thus a sequence of symbols is generated
from the scale series. Figure 3.2 depicts the partitions and the symbols associated with

λ
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arbitrary, it proved quite efficient in the detection of anomalies in various systems.
A recent development in the partitioning method is reported below. This scheme is
motivated by the principles of information theory. Symbolization of time series results in
loss of information. A partition should attempt to extract as much information from the
time series in to the symbol sequence. With the alphabet size (N ) fixed, the maximum
entropy that may be achieved is given by Hmax = log2 (N ). Hence the goal is to
develop a partition that achieves the maximum entropy possible. In other words, this
partition would result in the symbols having a uniform probability density. The algorithm
proposed by Rajagopalan [46] has been used to generate a partition that maximizes the
entropy with N fixed. In the numerous trials done so far, this algorithm has consistently
yielded partitions that ensure the maximum entropy.

3.3

Pattern Identification
Given the intricacy of a symbolic pattern of unknown origin (i.e. with an unknown

underlying dynamics), the challenge is to regenerate the pattern with a model to be
selected within an appropriate class. The pattern may be identified by:
i The single-item approach, leading to Kolmogorov-Chatin (KC) complexity, or algorithmic complexity [14] for exact regeneration;
ii The ensemble approach (i.e., regarding the pattern as one of many possible outcomes of an experiment) for estimated regeneration.
In the latter case, the model applies to the source itself and describes the set of rules
common to all patterns produced by it. The single-item approach is commonly adopted

40
in coding theory and computer science, while the ensemble approach has physical and
statistical relevance. This research makes use of an ensemble approach known as Computational Mechanics [15] for discovering patterns in the behavior of the dynamical system
based on nonlinear time series analysis of observed data as described in the next section.

3.3.1

²-machines
Computational Mechanics like statistical mechanics is concerned with large sys-

tems consisting of many individual components. However, motivating questions of computational mechanics centers on how a system of many components processes information. Whereas statistical mechanics starts with a system’s description of its components
as well as local space-time behavior and interactions, computational mechanics begins
with the joint probability distribution over the state space trajectories. With the knowledge of this joint distribution, the information processing being performed by the system
can be inferred by a procedure known as ²-machine reconstruction [15] [49]. This is developed using the statistical mechanics of orbit ensembles, rather than focusing on the
computational complexity of individual orbits.
Let the symbolic representation of a discrete-time discrete-valued stochastic process be denoted by:

S ≡ · · · S−2 S−1 S0 S1 S2 · · ·

(3.8)

where each random variable Si takes exactly one value in the (finite) alphabet A of m
symbols as in Section 3.2. At any time instant t, this sequence of random variables can be

41
←
−
−
→
split into a sequence S t of the past and a sequence S t of the future. Assuming that the
−
→ ←
−
−
symbolic process S is conditionally stationary (i.e., P [ S t | S t = ←
s ] being independent
←
−
−
→
of t), the subscript t can be dropped to denote past and future sequences as S and S ,
−
→
−
→
←
−
respectively. Let S L denote the first L symbols of S and S L denote the last L symbols
←
−
of S .
−
→
←
−
Predicting the future S from its probability conditioned on the past S is to find
−
→ −
−
a function η from particular histories ←
s to predictions P ( S |←
s ). There is therefore a
←
−
partition on the set S of histories imposed by every prediction method. The cells of this
−
−
partition contain all the histories for which the prediction is made i.e. ←
s 1 and ←
s 2 are
−
−
in the same partition cell if and only if η(←
s 1 ) = η(←
s 2 ). The cells of the partition are
the effective states of the process under the given predictor. The set of effective states is
denoted by R; a random variable for an effective state is denoted by R and its realization
by ρ.
The problem of finding an optimal predictor largely reduces to that of finding an
←
−
optimal partition of S . From information theory, the concept of mutual information
−
→
−
→
I[ S ; R] between the process’s future S and the effective states R is used to quantify
−
→
→
−
−
→
”goodness”. Since I[ S L ; R] = H[ S L ] − H[ S L |R], maximizing the conditional entropy
−
→
maximizes the mutual information as H[ S L ] is the same for all sets of states. One can
do no better than to remember the whole past for any partition of histories or effective
states R as the lower bound on the conditional entropy is

−
→
−
→ ←
−
H[ S L |R] ≥ H[ S L | S ],

∀L ∈ N,

−
←
− ←
∀S ∈ S.

(3.9)
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Effective states R are called prescient if the equality is attained ∀L ∈ N. Therefore,
optimal prediction needs the effective states to be prescient. There are in general many
alternative sets of prescient states. To select among them, one invokes the principle of
Occam’s Razor and choose the prescient states with the least complexity, where complexity is defined as the measured Shannon information of the effective states:

H[R] = −

X

P (R = ρ)logP (R = ρ)

(3.10)

ρ∈R

Equation (3.10) measures the amount of information needed to retain about the process’s
history for future prediction and is known as Statistical Complexity denoted by Cµ (R).
For each symbolic process S, there is a unique set of prescient states known as
causal states that minimize the statistical complexity Cµ (R).
Definition 3.1 (Causal States [49]). Let S be a (conditionally) stationary symbolic
←
−
←
−
→
−
←
−
process and S be the set of histories. Let a mapping ² : S → µ( S ) from the set S of
→
−
←
−
histories into a collection µ( S ) of measurable subsets of S be defined as

←
−
−
→
−
→
←
−
−
→
←
−
−
−
−
−
²(←
s ) ≡ {←
s 0 ∈ S |∀F ∈ µ( S ), P ( S ∈ F | S = ←
s ) = P(S ∈ F|S = ←
s 0 )}

(3.11)

Then, the members of the range of the function ² are called the causal states of the
symbolic process S. The ith causal state is denoted by qi and the set of all causal states
−
→
by Q ⊆ F ( S ). Denote the random variable corresponding to a causal state by Q and its
realization by q.
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Given an initial causal state and the next symbol from the symbolic process,
only certain successor causal states are possible. Thus, allowed transitions between
causal states and the probabilities of these transitions may be defined. Specifically, the
probability of transition from state qi to state qj on a single symbol s is expressed as:
−
→
(s)
Tij = P ( S 1 = s, Q0 = qj |Q = qi ) ∀qi , qj ∈ Q
X X
s∈A qj ∈Q

(s)

Tij = 1

(3.12)

(3.13)

The combination of causal states and transitions is called the ²-machine or causal state
model [49]. The ²-machine represents the way in which the symbolic process stores
and transforms information [15]. It also provides a description of the pattern where
pattern is an algebraic structure determined by the causal states and their transitions.
A stochastic matrix [3] can be obtained from the set of of labelled transition probabilities:
T =

P

s∈A T

s where the square matrix T s is defined as: T s = [T s ]
ij

∀s ∈ A. The left

eigenvector, p, of T corresponding to the eigenvalue λ = 1 gives the probability of being
in a particular causal state by normalizing k p k` = 1.
1

Having defined an ²-machine, the next step is to determine a way to construct
the state machine from a symbolic process. A state-merging ²-machine inference algorithm introduced by Crutchfield and Young is the subtree-merging algorithm described
in [16] [15]. However, state merging has inherent difficulties. There is no systematic
procedure for selecting algorithm parameters and may result in non-deterministic states
which are not possible. This is because the properties of causal states are that they are
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deterministic and Markovian based on the theorems by Shalizi and Crutchfield in [50].
Another difficulty of the subtree-merging algorithm is that it suffers from slow convergence rates to the symbolic process’s true ²-machine.
Recently, Shalizi et al. [49] have introduced the Causal-State Splitting Reconstruction (CSSR) algorithm for estimating an ²-machine from a symbolic process. The basic
idea for CSSR is similar to state-splitting methods for finite-state machines [37]. This is
in contrast to state merging as was done in the earlier algorithm of subtree-merging [15].
The algorithm is designed to respect the essential properties of causal states. It starts out
assuming a simple model for the process and elaborates model components (adds states
and transitions) only when statistically justified. Initially, the algorithm assumes the
process to be independent and identically distributed (iid) that can be represented by a
single causal state and hence has zero statistical complexity and high entropy rate. From
this starting point, CSSR uses statistical tests to determine when it must add states to
the model, which increases the estimated complexity, while lowering the estimated entropy rate. A key and distinguishing property of CSSR is that it maintains homogeneity
of the causal states and determinism of the state-to-state transitions as the model grows.
Time complexity of the CSSR algorithm is O(mLmax ) + O(m2Lmax +1 ) + O(N ), where
m is the sixe of the alphabet A; N is the data size and Lmax is the length of the longest
history considered.

3.3.2

Statistical Mechanical and Computational Mechanical concepts
An analogy can be made between the structural features of the ²-machine and

those of spin models of statistical mechanics. The main idea is derived from the doctoral
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dissertation of Feldman [25]. A stationary time series of discrete measurements or the
symbolic dynamics arising from the partitioning of a dynamical system given by Equation (3.8) can alternatively be thought of as a one-dimensional chain of spins (random
variables) Si ’s that range over a finite set A. For a spin-K system, |A| = 2K + 1. In general, all properties of the spin system can be ’translated’ into properties of the symbolic
stochastic process and vice versa [5]. This implies that methods of statistical mechanics
can be applied to the analysis of chaotic dynamical systems. Statistical mechanics starts
with the spin system’s Hamiltonian or a description of its constituent’s local space-time
behavior and interactions from which some of the central quantities of the statistical
mechanics of spin systems can be calculated such as the thermodynamic entropy, the
partition function, the Helmholtz free energy, and magnetization. Basic quantities can
be defined such as the correlation function and correlation length, the magnetic susceptibility and the structure factor which are often used in statistical mechanics to detect
and measure the presence of structure in spin systems.
Alternatively, there are other ways in which the search for structure enters into
statistical mechanics than in the use of its typical observables. The partition function
can be calculated by explicitly considering all allowed configurations but this is infeasible
for all but the smallest of systems. However, finding symmetries or internal structure
of the probability distribution and exploiting them might make calculating the partition
function much easier and is one of the central challenges of statistical mechanics.
Another role of structure in statistical mechanics is found in the technique of
transfer matrices. For one-dimensional spin-1/2 systems with finite range interactions,
where the z-component of each spin takes one one of the two possible values s = +1 or
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s = −1 [25] [44] we have the one-dimensional Ising model. The Ising model is probably
the most studied statistical mechanical system. For |A| ≥ 3, we have the one-dimensional
Potts model, where each spin is directed in the z-direction with |A| different discrete values sk : k ∈ 1, 2, · · · , |A|; for a j/2-spin model, the alphabet size |A| = j + 1 [5]. The
partition function for any one-dimensional spin system with finite-range interactions can
be expressed in terms of a finite-dimensional transfer matrix. The dimensionality of the
transfer matrix is chosen large enough so that the sum over all spin configurations in
the partition function can be reexpressed as a product of transfer matrices. Therefore,
the transfer matrix approach effectively decomposes a configuration into a concatenation
of contiguous spin blocks. The partition function can be re-expressed in terms of the
dominant eigenvalue of this transfer matrix. The joint probabilities over spin configurations follow from the dominant left and right eigenvectors. Hence, all thermodynamic
averages can be determined given knowledge of the transfer matrix. In other words, all
information of the statistical mechanical system is encoded in the transfer matrix.
Unfortunately, the transfer matrix method often fails for systems with disorder or
long-range interactions. It is only successful for systems whose joint probability distribution over the spin chain must decompose into independent distributions over contiguous
spin blocks of finite size. That is, the stationary stochastic process generating the chain
must be a finite-memory Markov process.
Information theoretic approaches to structure in dynamics, statistical physics and
elsewhere can be employed [25]. Quantities in information theory can be calculated to
measure a symbolic process’s unpredictability and memory capacity such as the process’s
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Shannon entropy, the entropy rate and the excess entropy (see Appendix A) which provides a measure of the apparent spatial memory stored in configurations. However, the
tools of information theory do not indicate how the system’s memory is organized and
utilized. This issue is addressed by computational mechanics which infers the intrinsic
computation being performed by the system itself and how it processes information:
• How is information stored, transmitted, and transformed?
• How much memory is needed to statistically reproduce an ensemble of configurations
• How is memory organized?
Whereas statistical mechanics starts with a system’s Hamiltonian, computational mechanics begins with the joint probability distribution over the state space trajectories.
The intrinsic computation being performed by the system can be determined from knowledge of this joint distribution.
A tool of computational mechanics which makes use of the joint probability distribution to infer the information processing performed by the spin system is the ²-machine
described in Section 3.3.1. The description of structure, present in the joint probabilities
over the system’s internal degrees of freedom, is realized in the ²-machine reconstruction.
An ²-machine gives a minimal description of pattern in a system where the pattern is
defined by the algebraic structure determined by the causal states and their transitions.
An ²-machine is capable of statistically reproducing the system’s configuration and is
an explicit description of the architecture of the minimal information processing apparatus needed to produce the configuration ensemble. Statistical mechanical, information
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theoretic and computational mechanical quantities can be calculated directly from the
²-machine. Global spatial properties reflecting the characteristic average information
processing capabilities of a spin system that can be calculated from its ²-machine are the
statistical complexity, ²-machine entropy rate and the ²-machine excess entropy (see Appendix B). It can be shown [25] that ²-machines provide a more explicit representation
of all the patterns, symmetries, and regularities in a spin configuration than is provided
by either information theory or statistical mechanics.
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Chapter 4

Suboptimal D-Markov machine

An alternative approach to representing patterns in a symbolic process, the DMarkov machine [48], is motivated from the perspective of the anomaly detection problem. This D-Markov machine is an alternative to the ²-machine [49] described in the
previous chapter. The core concept of the D-Markov machine is succinctly presented as
well as its comparisons with the ²-machine.

4.1

Dth order Markov process
Let a discrete-time, discrete-valued stochastic process be described by Equation

(3.8). For D ∈ N, the set of positive integers, a stochastic symbolic process is called a
Dth order Markov process if the probability of next symbol depends only on the previous
D symbols, i.e. the following condition holds:

P (si |si−1 si−2 · · · ) = P (si |si−1 · · · si−D )

(4.1)

←
−
←
− ←
−
Therefore symbol strings S , S 0 ∈ S become indistinguishable whenever the repective
←
−
←
−
substrings S D and S 0D , made of the most recent D symbols, are identical. Thus, a set
←
−
{ S L : L ≥ D} of symbol stings can be partitioned into a maximum of |A|D equivalence
←
−
classes [48], where A is the symbol alphabet. Each symbol string in { S L : L ≥ D}
derived from a stationary process, belongs to exactly one of the |A|D equivalence classes.
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−
−
−
Given D ∈ N and a symbol string ←
s with |←
s | = D, the effective state q(D, ←
s ) is the
equivalence class of symbol strings defined as:

− ←
←
− ←
−
−
−
q(D, ←
s ) = {S ∈ S : S D = ←
s}

(4.2)

and the set Q(D) of effective states of the symbolic process is the collection of all such
equivalence classes. That is,

←
−
−
−
Q(D) = {q(D, ←
s):←
s ∈ S D}

(4.3)

and hence |Q(D)| = |A|D . A random variable for a state in the above set Q of states is
denoted by Q and the j th state as qj . The transition probability from state qj to state
qk is defined as
³
´ X
−
→
πjk = P s ∈ S 1 | qj ∈ Q, (s, qj ) → qk ;
πjk = 1;

(4.4)

k

Given an initial state and the next symbol from the original process, only certain successor states are accessible represented as the allowed state transitions resulting from a
single symbol. Note that πij = 0 if s2 s3 · · · sD 6= s01 · · · s0D−1 whenever qi ≡ s1 s2 · · · sD
and qj ≡ s01 s02 · · · s0D . Thus, for a D-Markov machine, the stochastic matrix Π ≡ [πij ]
becomes a branded matrix with at most |A|D+1 nonzero entries. The left eigenvector
p corresponding to the unit eigenvalue of Π is the state probability vector under the
(fast time scale) stationary condition of the dynamical system. It is noted that, under a
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stationary condition, the transition matrix Π is an irreducible stochastic matrix; hence,
by Perron-Frobenius theorem [3], there is a unique unit eigenvalue of Π.

4.2

D-Markov machine construction
The construction of a D-Markov machine is fairly straightforward. Given D ∈ N,

the states are as defined in Equations (4.2) and (4.3). On a given symbol sequence S,
a window of length (D + 1) is slided by keeping a count of occurrences of sequences
si · · · si si
1

D

D+1

and si · · · si
1

D

which are respectively denoted by N (si · · · si si
1

D

D+1

)

and N (si · · · si ). Note that if N (si · · · si ) = 0, then the state q ≡ si · · · si ∈ Q
1
D
1
D
1
D
has zero probability of occurrence. For N (si · · · si ) 6= 0), the transitions probabilities
1
D
are then obtained by these frequency counts as follows:

πjk =

P (si · · · si s)
1

D

P (si · · · si )
1

D

≈

N (si · · · si s)
1

D

N (si · · · si )
1

(4.5)

D

where the corresponding states are denoted by: qj ≡ si si · · · si and qk ≡ si · · · si s.
1 2
D
2
D

Fig. 4.1. State Machine with D=2, and |A| = 2
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As an example, Figure 4.1 shows construction of the finite state machine and
the associated state transition matrix for a D-Markov process, where the alphabet size
|A| = 2 and the states are chosen as words of length D=2 from the symbol sequence.
Therefore, the total number of states is |A|D = 4, which is the number of permutations of
the alphabet symbols within a word of length D. The states are joined by edges labeled
by a symbol in the alphabet. The state machine moves from one state to another upon
occurrence of an event as a new symbol in the symbol sequence is received. The machine
language is complete in the sense that there are different outgoing edges marked by
different symbols; however, it is possible that the some of these arcs may have zero
probability.
In general, the effects of an anomaly are reflected in the respective state transition
matrices. Thus, the structure of the finite state machine is fixed for a given alphabet
size and window length D. Furthermore, the number of edges is also finite because of
the finite alphabet size. The elements of the state transition matrix (that is a stochastic
matrix [45]) are identified from the symbol sequence.

4.2.1

Stopping Rules
As the time series data is collected, one needs to make sure how much data are

actually needed. The objective is to avoid overabundance of data to keep the computation
simple. However, lack of sufficient data may result in loss of dynamic information and
the information content of the data will be insufficient.
In the construction of the D-Markov machine for the process, the depth D has
to be fixed. This decision is also crucial as the machine could be inaccurate for a low
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value of D while an unnecessarily large value of D may make the real-time computation
inefficient. The following subsections present algorithms for deciding the length of data
needed to construct the D-Markov machine and to obtain feasible values for the depth
D.

4.2.1.1

Length of the data

The length of data is selected based on the stochastic matrix of the Π-matrix in
the D-Markov method [48].

Theorem 4.1 (Perron Frobenius (PFT) [3]). Suppose T is an n×n irreducible matrix, then there exits an eigenvalue r such that:

1 r ∈ R and r > 0.
2 r can be associated strictly positive left and right eigenvectors.
3 r ≥ λ, ∀ eigenvalues λ 6= r.
4 The eigenvectors associated with r are unique to constant multiples.
5 If 0 ≤ B ≤ T and β is an eigenvalue of B, then |β| ≤ |r|. Moreover, |β| = r
implies B = T .
6 r is a simple root of the characteristic equation.

Corollary 4.1 (Corollary to PFT).

min
i

n
X
j=1

Tij ≤ r ≤ max
i

n
X
j=1

Tij

(4.6)
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with equality on either side implying equality throughout.

When correctly inferred, the Π matrix in the D-Markov technique is an n × n
irreducible matrix (n being the number of states) when data length N . Using corollary
4.1 given above, the condition for optimal data length is derived. Under stationary
condition, the time series data yield the Π matrix which is an irreducible stochastic
matrix. Therefore, from corollary 4.1, it follows that the eigenvalue r = 1. The strictly
positive eigenvector corresponding to r = 1, when normalized yields the state probability
vector. The elements of this vector are the probabilities of occurrence of various states.
When the entries in this vector indeed match with the actual probabilities of the states,
then we are sure that the machine has inferred correctly for the particular data length,
or in other words, the length of data we have considered is sufficient. Owing to numerical
errors and noise in the data, the two vectors may not be exactly the same. Therefore
the following test for sufficiency of the data length:

k p(k) − p(k) Π(k) k→ 0 as

k→∞

(4.7)

where p(k) is the computed state probability vector and Π(k) is the state transition
matrix at the kth iteration. The stopping rule for determining the k(η, n) is determined
by selecting an appropriate threshold η > 0, where n is the number of automaton states.

4.2.1.2

Optimal depth D for the D-Markov machine

The approach here is quite similar to the one used in inferring the ²-machine
using the Causal State Splitting Reconstruction (CSSR) [49]. The main idea is that
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increasing the depth D beyond a certain optimal value does not yield any more mutual
information. Specifically, we are interested in optimizing the statistical complexity and
entropy rate (see Appendix C). The statistical complexity is the entropy of the states
of the D-Markov machine. The entropy rate is a measure of uncertainty in the next
symbol. We would like to minimize this uncertainty in order to be able to correctly infer
the state machine. Thus, when an optimal depth is reached, the entropy rate should
ideally tend to zero and the entropy should saturate. The algorithm to be followed is
given by [6]:

Algorithm 1 Determining optimal depth D
1 Compute the values of entropy and entropy rate for different values of depth D
ranging from 1 to some max-depth.
2 Plot the entropy vs. depth and entropy rate vs. depth graphs.
3 The depth at which the entropy rate is close to zero and the entropy graph saturates, is the optimal depth.

Remark: Due to the presence of noise in the symbol sequence, entropy may not saturate
and entropy rate may never go to zero as D tends to infinity. But at a finite value of
the depth parameter D the entropy rate becomes almost constant. At the same depth,
a distinct knee formation in the entropy vs. depth graph is usually observed. This is
the optimal depth for our D-Markov machine. Any further increase in the depth may
not yield a better machine because the change in entropy rate (uncertainty in the next
symbol) is negligible.
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A combined algorithm for the the stopping rules for the two quantities, depth D
and the length N of data, is shown below in Figure 4.2.

Fig. 4.2. Combined Algorithm for Depth D and Data Length N

4.3

Comparison of D-Markov Machine and ²-Machine
The ²-machine reconstruction is an algorithm for discovering patterns in time

series data. It deduces from the diversity of individual temporal patterns causal states
which are states of least statistical complexity that are optimal for forecasting. The
²-machine is a finite-state automaton that can be used as a pattern for predicting a
symbolic process [25] [49]. For the purpose of anomaly detection, the fixed-structure DMarkov machine provides an alternative notion of pattern that can be used to compress
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the given observation [48]. The construction of causal states for optimal prediction
necessarily leads to compression. Hence the first notion of pattern is included in the
second. However, the converse is not true in general hence the notion of pattern as
represented by the D-Markov machine is a subset of the notion of pattern as represented
by the ²-machine. The second notion of pattern is sufficient for the purposes of anomaly
detection because the goal is to represent and detect the deviation of an anomalous
behavior from the nominal behavior. It is possible to detect the evolving anomaly, if any,
as a change in the probability distribution over the states of the D-Markov machine.
Another distinction between the D-Markov machine and ²-machine can be seen
in terms of finite-type shifts and sofic shifts in symbolic dynamics [48] [37] (see Appendix
D). A basic distinction between finite-type shifts and sofic shifts can be characterized in
terms of memory: a finite-type shift has finite-length memory while a sofic shift uses a
finite amount of memory in representing patterns. Hence, finite-type shifts are strictly
proper subsets of sofic shifts. Any finite-type shift has a representation as a graph while
any sofic shift can be represented as a labelled graph. The ²-machines are represented
by a class of labelled directed multigraphs or l-diagraphs [15] and hence are related to
Weiss’s sophic systems in symbolic dynamics. They are also related to the Shannon
graphs of information theory, to discrete finite automata (DFA) in computation theory,
and to regular languages in Chomsky’s hierarchy. The finite-type shift can be considered
as an ”extreme version” of a D-Markov chain and sofic shifts as an ”extreme version” of a
Hidden Markov process [54], respectively in the sense that they specify symbol sequences
that are actually possible, but not the probabilities of these sequences. A Hidden Markov
model consists of an internal D-order Markov process that is observed only by a function
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of internal state sequence. Hence the Hidden Markov model is analogous to sofic shifts
obtained by a labelling function on the edge of a graph, which otherwise denotes a
finite-type shift. Therefore an ²-machine infers the Hidden Markov model (sofic shift)
for the observed symbolic process. In contrast, the proposed D-Markov model infers an
(finite-type shift) approximation of the ²-machine (sofic shift) [48].
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Chapter 5

Anomaly Detection Methodology

This chapter describes the construction of the proposed anomaly detection methodology. Its concept is based on the fact that non-linear systems may show bifurcation,
which exhibit a change in the qualitative behavior as the system parameters vary. Some
of these parameters may change on their own accord and account for the anomaly, while
certain parameters can be altered in a controlled fashion.

5.1

Stimulus-Response approach
This research considers a class of non-linear non-autonomous dynamical systems,

which exhibit phenomena at two time scales. Therefore, the time series data are analyzed
at these two time scales. One is at the fast time scale and the other is at the slow time
scale. One may have the following dynamical equation:

ẋ(tf ) = f (x(tf ), θ(ts ))

(5.1)

where ẋ(tf ) is the derivative of x(tf ), the time series data at the fast time scale and
θ(ts ) is the parameter of the system at the slow time scale. Anomalies occur at the slow
time scale while observations of the dynamical behavior, based on which inferences are
made, take place at the fast time scale. It is assumed that
(i) the system behavior is stationary at the fast time scale; and
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(ii) any observable non-stationary behavior is associated with parametric changes at
the slow time scale.
Using exiting methods (e.g. see [4]), only sufficiently large changes in the slowly varying
parameters may lead to detectable difference in the stationary behavior. The need to
detect small changes in parameters and hence early detection of an anomaly motivate
the proposed stimulus-response approach by taking advantage of bifurcation phenomena
in non-linear systems.
In the stimulus-response approach, the dynamical system is perturbed with an
appropriate known input excitation to observe the stationary behavior at the fast time
scale. As a result of the combination of the input stimulus and perturbed parameter(s), it
might be possible to observe a detectable change in the nature of stationary behavior that
would otherwise remain un-perceivable over a long period of time. The signal in the time
series data must first be separated from noise (see Section 3.1.1) and sampled according
to some optimal sampling intervals (see Section 3.1.2). A symbolic representation of the
dynamical system is constructed by partitioning the compact region of the phase space or
wavelet space (see Sections 3.2.1.1 and 3.2.1.2). Each partition is labelled by symbols in
the alphabet (i.e. si ∈ A) so that a trajectory in the phase space or wavelet space can be
represented by a string of symbols as described earlier in Section 3.2. For each stimulus
there can be a different A and the phase space or wavelet space can be partitioned in
a different way. A finite state machine such as the ²-machine (see Section 3.3.1) or DMarkov machine (see Section 4.2) is then constructed from the string of symbols which
has been obtained by sampling the trajectory in the phase space or wavelet space.
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5.2

Anomaly Measure and Detection
The finite-state machines described in Sections 3.3.1 and 4.2 recognize patterns

in the behavior of a dynamical system that undergoes anomalous behavior. An anomaly
measure denoted by M is induced on these machines in order to quantify changes in the
patterns representing evolving anomalies. The anomaly measure M can be constructed
based on the following information-theoretic quantities [48]: entropy rate, excess entropy
and complexity measure of a symbol string S (see Appendices A and B).
• The entropy rate hµ (S) quantifies the intrinsic randomness in the observed dynamical process.
• The excess entropy E(S) quantifies the memory in the observed process.
• The statistical complexity Cµ (S) of the state machine captures the average memory
requirements for modelling the complex behavior of a process.
Given two symbol strings S and S0 , it is possible to obtain a measure of anomaly by
adopting one of the following three alternatives [48]:




|hµ (S) − hµ (S0 )|, or




M(S, S0 ) =
|E(S) − E(S0 )|,
or






 |C (S) − C (S )|
µ
µ 0

(5.2)

Note that each of the anomaly measures, defined above, is a pseudo metric [41]. Consider
two periodic processes with unequal periods, S and S0 . For both processes, hµ = 0, so
that M(S, S0 ) = 0 in the first option above, even though S 6= S0 .
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The above measures are obtained from scalar valued functions defined on a state
machine. They do not exploit the rich algebraic structure represented in the state machine. The connection or stochastic matrix T of an ²-machine (see section 3.3.1) can
be used as a vector representation of possible anomalies in the dynamical system. The
induced 2-norm of the difference between the T -matrices for two state machines can be
used as a measure of anomaly: M(S, S0 ) =k T − T0 k2 . This measure was used in [52]
and was found to be effective. However, it is not guaranteed that the two ²-machines
reconstructed from the symbol sequences S and S0 respectively have the same number
of states. In general, T and T0 may have different dimensions and physical significance.
However, an induced norm of the difference between the T matrices of these two machines can be defined by encoding the causal states and embedding T in a larger matrix.
A vector measure of anomaly can alternatively be derived from the stochastic matrix T
as the left eigenvector p corresponding to the unit eigenvalue of T , which is the state
probability vector under a stationary condition.
In the D-Markov machine approach described in Chapter 4, the machines have a
fixed state structure. The state probability vector p associated with the state machines
has been used as a vector representation of anomalies. Given two symbol strings S and
S0 , the symbol string S generates the state transition matrix Π that, in turn, is used
to obtain the probability vector p, where p is the left eigenvector of Π corresponding to
the (unique) unit eigenvalue. Similarly, the symbol string S0 generates the probability
vector p0 . The anomaly measure can be obtained as

M ≡ d (p, p0 )
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where the d(•, •) is an appropriately defined distance function. The distance function
can be chosen to be the the angle between the probability vectors so that the anomaly
measure is given as
−1

M ≡ cos

µ

hp, p0 i
kpk2 kp0 k2

¶
(5.3)

where h•, ?i indicates the inner product of two vectors • and ? of identical dimension,
and k • k2 indicates the Euclidean norm of a vector •.

5.3

Anomaly Detection Procedure
The proposed anomaly detection methodology is separated into two parts:

(i) Forward problem; and
(ii) Inverse problem.
The objective of the forward problem is to learn how the grammar underlying the system
dynamics changes. The forward problem is that of learning where, for example, the value
of a parameter is associated with an anomaly measure. The following steps are identified
to solve the forward problem.
F1. Selection of an appropriate set of input stimuli.
F2. Signal-noise separation, time interval selection, and phase space construction.
F3. Choice of a phase space partitioning to generate symbol alphabet and symbol
sequences.
F4. Finite State Machine construction using generated symbol sequence(s) and determining the connection matrix.
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F5. Selection of an appropriate metric for the anomaly measure M.
F6. Formulation and calibration of a (possibly non-parametric) relation between the
computed anomaly measure and known physical anomaly under which the time
series data were collected at different (slow-time) epochs.
In contrast to the forward problem, the inverse problem is that of inferring the
change in system dynamics based on the observed stationary behavior. In general, the
inverse problem could be ill-posed and may not have a unique inverse. That is, it may not
be possible to attribute a unique value to a parameter based on the observed behavior
of the system. Nevertheless, the feasible range of parameter variation estimates can be
narrowed down from the intersection of the information generated from responses under
several stimuli chosen in the forward problem. The following steps are identified to solve
the inverse problem:
I1. Excitation with known input stimuli selected in the forward problem.
I2. Generation of the stationary behavior as time series data for each input stimulus
at different (slow-time) epochs.
I3. Embedding the time series data in the phase space determined for the corresponding input stimuli in Step F2 of the forward problem.
I4. Generation of the symbol sequence using the same phase-space partition as in Step
F3 of the forward problem.
I5. Finite State Machine construction using the symbol sequence and determining the
anomaly measure.
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I6. Detection and identification of an anomaly, if any, based on the computed anomaly
measure and the relation derived in Step F6 of the forward problem.

In solving the inverse problem, there may be a family of anomaly curves for the
dynamical system at a given stimulus. This may be due to noise and other uncertainties.
Hence, a given value of the anomaly measure corresponds to a range of values of a
parameter estimate of the dynamical system. The goal is to narrow down the feasible
range of parameter variation estimates from the information generated from responses
under several stimuli chosen in the forward problem. An illustration of the inverse
problem is given below.
Time series data was generated from a model of a boiling water reactor (BWR)
nuclear power plant using the US NRC coupled code TRACE/PARCS. The reference
BWR model is based on the Peach Bottom 2 (PB2), for which the TRACE/PARCS
models have been valid. A stimulus was applied at the beginning of life cycle (BOL)
core condition. The identification of small changes in the behavior of nonlinear dynamical systems require the selection of appropriate time series data. Figure 5.1 shows an
anomaly curve generated using the core mass flow out (MFO) time series data, where β
is a parameter of the nuclear power plant.
The anomaly curve was generated using the D-Markov machine method described
in Section 4.2 where the symbols string was generated using the WS partitioning method
described in Section 3.2.1.2. In this example, the anomaly measure data points were
fitted with a third-degree polynomial library model. Based on this fit to the data, the
functional prediction bounds with a confidence interval of 0.98 was calculated to measure
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Fig. 5.1. An anomaly curve for a BWR Nuclear Power Plant
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the uncertainty in estimating the curve. The bounds are simultaneous and measure the
confidence interval for all predictor values. As seen in Figure 5.1, an anomaly measure
of 0.8 corresponds to a range of β values from 2.63 × 105 to 2.68 × 105 with 98 percent
certainty. To solve the inverse problem, several stimuli chosen in the forward problem
could be used to generate anomaly curves from which the range of values of the parameter
is significantly narrowed down. The next chapter provides validation of the forward
problem of the anomaly detection methodology.
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Chapter 6

Validation of the Anomaly Detection Method

This section validates the anomaly detection method based on the test data generated from three laboratory systems:

• A nonlinear Active Electronic Circuit
• A vibratory Multi-Degree-of-Freedom Mechanical System
• Fatigue Damage Sensing System

The anomaly detection method has been experimentally validated on each of the three
test systems and is compared with existing pattern recognition techniques. For all cases,
it is observed that symbolic time series analysis yields superior performance in view of
early detection of anomalies.

6.1

Application to a Nonlinear Active Electronic circuit
This section uses the application example of an electronic circuit to make a com-

parative assessment of different pattern recognition techniques for anomaly detection.
This apparatus was designed and constructed by Mr. Venkatesh Rajagopalan [46].
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The active nonlinear electronic circuit in this example implements a second-order nonautonomous, forced Duffing equation, represented as
d2 y(t)
dt2

+ β(ts )

dy(t)
+ y(t) + y 3 (t) = A cos ωt
dt

(6.1)

The dissipation parameter β(ts ), realized in form of a resistance in the circuit,
varies with the slow time ts and is treated as a constant in the fast time scale at which
the dynamical system is excited. Although the system dynamics is represented by a
low order differential equation, it exhibits chaotic behavior that is sufficiently complex
from thermodynamic perspectives [5] and is adequate for illustration of the anomaly
detection concept. The goal here is to detect, at an early stage, changes in β(ts ) which
are associated with the anomaly.
Implementation of the Duffing equation is twofold. First, simulation is performed
using MATLAB. A stiff equation solver has been used with the stimulus excitation amplitude A = 22.0 and ω = 5.0 rad/sec (frequency of the forcing function). A sharp
change in the behavior was noticed around β = 0.29 possibly due to bifurcation. This
observation is validated by the experiment conducted on the electronic circuit with excitation at ω = 5.0 rad/sec. The non-linearity and other terms that modify the circuit
equation to that of the Duffing equation are generated in the computer and fed back into
the circuit. The linear circuit is described by Equation (6.2)

τ2

d2 v(t)
dt2

+ 2τ

dv(t)
+ v(t) = Ã cos(ωt)
dt

(6.2)
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where v(t) is the voltage across the second capacitor, τ = R.C is the time constant and
Ã = 5.5. The following terms are generated in the computer:
dv(t)

1. (2τ − βτ 2 ) dt
2. (1.0 − τ 2 )v
3. −τ 2 v 3

Addition of these terms to the input,we get

τ2

d2 v(t)
dt2

+ 2τ

dv(t)
+ v(t) = Ã cos(ωt) + (1.0 − τ 2 )v
dt
+(2τ − βτ 2 )

dv(t)
− τ 2 v3
dt

Rearranging the terms and dividing by τ 2 ,we obtain the Duffing equation
d2 v(t)
dt2

6.1.1

+β

dv
+ v(t) + v 3 (t) = A cos(ωt)
dt

(6.3)

Description of Test bed
The circuit consists of two R-C networks and an adder. The adder sums up

the Input Signal and the terms generated by the computer. This sum is fed to the
linear circuit (R-C Networks), thereby making the overall system nonlinear. Linear IC
LM-741 chips were chosen to build the Voltage amplifier and Adder circuits since the
operating frequencies are low (< 10 rad/sec). The R-C values of both the networks were
chosen to be equal. The resistance R was chosen to be 500 Ω and the capacitance C to
be 1.00 mF. The software controlling the setup was written in C and run on the real
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time Linux operating system. The same program also generates the required nonlinear
terms. A single module of the test bed simulates a second order differential equation like
the Duffing Equation. Multiple modules in cascade can be used to realize higher order
equations.
Keithley DAS1801-HC plug-in board has been used to interface the computer
with the circuit. This board has the maximum sampling rate of 333K samples/sec, 64
A/D channels (12 bit), 2 D/A channels and operates in the range of -10V to +10V. The
process dynamics in the experiments done so far were of the order of hertz (< 5 Hz).
The process was sampled at 1000 Hz. The 12 bit A/D converters provide quantization
levels of approximately 5 mV.
Figure 6.1 provides the schematic of the test apparatus. The circuit diagram and
layout is shown in Figure 6.2.

v1 R

R
Adder

v2

Buffer

Buffer

~
C

C

Computer

Fig. 6.1. Electronic Circuit Apparatus
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6.1.2

Anomaly Detection in Active Electronic Circuit
Setting the stimulus with amplitude A = 22.0 and ω = 5.0 rad/sec, the stationary

behavior of the system response for this input stimulus is obtained for several values of β
in the range of 0.10 to 0.35. Changes in the stationary behavior take place starting from
β ≈ 0.15 with significant changes occurring in the narrow range of 0.27 < β < 0.29. The
four plates in Figure 6.3 exhibit four phase-plane plots for the values of the parameter β
at 0.10 (nominal condition), 0.27, 0.28, and 0.29, respectively. This observation reveals
that the stimulus at the excitation frequency of ω = 5.0 rad/sec can be effectively used
for detection of small changes in β in the range of 0.15 < β < 0.35.
The following anomaly detection approaches are investigated by using the same
set of time series data generated from the above experiment with the nominal condition
being at β(ts ) = 0.10:
• Principal Component Analysis (PCA)
• Multilayer Perceptron Neural Network (MLPNN)
• Radial Basis Function Neural Network (RBFNN)
• D-Markov Machine with Symbolic False Nearest Neighbors (SFNN) Partitioning
• D-Markov Machine with Wavelet Space (WS) Partitioning

The next four paragraphs describe how anomaly measures are calculated based on
the above five techniques of pattern recognition. The fourth paragraph addresses both
SFNN and WS methods of partitioning in the D-Markov method.

Fig. 6.2. Layout of Electronic Circuit Apparatus
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Fig. 6.3. Phase Plots for Electronic Circuit Experiment
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Following the Principal Component Analysis (PCA) procedure described in Section 2.1.2, a block of sampled time series data, having length ` = 2700, is divided into
d = 270 segments, each of which is of length n = 10; these segments are arranged to
form a 270 × 10 data matrix. The resulting 10 × 10 (symmetric positive-definite) covariance matrix of the data matrix yields a monotonically decreasing set of eigenvalues,
λ1 ...λ10 , and the associated orthonormal eigenvectors v 1 , ..., v 10 . At the nominal condition β = 0.10, the first two eigenvalues are found to be dominant (i.e., q = 2) for a
threshold of η = 5.0 × 10−4 such that
P10

i=3
P10

λi

λ
i=1 i

≈ 2.84 × 10−4 < η

f
The matrix M
nom in Equation (2.3) is calculated from the data set at βnom = 0.10. Simf , ..., M
f are obtained corresponding to β = 0.15, ..., β = 0.35,
ilarly, the matrices M
1
13
1
13
respectively. The anomaly measures at different values of β are determined according to
f
Equation (2.4) relative to nominal matrix M
nom .
Following the Multilayer Perceptron Neural Network (MLPNN) procedure, described in Section 2.1.3.1, the resulting pattern matrix Pnom is made of N = 200
columns. Each column, having a length ` = 30, is generated from the time series data
at βnom = 0.10 to train the MLPNN that is chosen to have a input layer (with 30
neurons), 4 hidden layers (with 50 neurons in layer 1, 40 neurons in layer 2, 30 neurons
in layer 3, and 40 neurons in layer 4), and the output layer (with 10 neurons): this
structure of the MLPNN yields very good convergence for the data sets under consideration. The target corresponding to each input pattern vector is chosen to be 10 × 1
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zero vector. The MLPNN is trained with the nominal data set at βnom = 0.10; the
gradient descent back-propagation algorithm has been used for network training with
an allowable performance mean square error of 1.0 × 10−5 . The input pattern matrices
P1 , P2 , . . . P13 , each of dimension (30 × 200), are then generated from the anomalous
data sets at {β1 = 0.15, . . . , β13 = 0.35} to excite the trained network. The resulting
outputs output matrices of the trained MLPNN are O1 , . . . O13 , which yield the respective performance vectors ν1 , . . . ν13 . The anomaly measures at different values of β are
determined according to Equation (2.11).
Following the Radial Basis Function Neural Network (RBFNN) procedure, described in Section 2.1.3.2, the length of the sampled time series data is chosen to be
N = 2701. In contrast to the standard RBFNN, where the exponent α is usually chosen
to be 2, it was set to α = 0.1 for improved anomaly measure sensitivity. An estimate
of the parameters, µ and θα , are obtained according to Equation (2.13) based on the
data under the nominal condition, which yields the requisite radial basis function fnom
following Equation (2.12). The anomaly measures at different values of β are determined
according to Equation (2.14).
Based on the time series data obtained at the nominal condition at βnom = 0.10,
the first step in the the D-Markov machine method is to find a partition for symbol
sequence generation. The partitioning methods, SFNN and WS, described in Sections
3.2.1.1 and 3.2.1.2, have been investigated for efficacy of anomy detection. Dr. Matthew
Kennel at the Institute for Nonlinear Science, University of California, San Diego has
kindly provided the software code on phase space partitioning using symbolic false nearest
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neighbors. Partitioning in the wavelet space (WS) was done by maximizing entropy. For
the given stimulus of this experiment, partitioning of the phase space/wavelet space
must remain invariant at all epochs of the slow time scale. The value of D = 1 was used
for construction of the D-Markov machine for all values of β. Following the procedure,
described in Section 4.2, the state machines are constructed and the connection matrix
h
i
Π ≡ πjk and the state probability vector p for each set of time series data. The state
machines were constructed with the symbol alphabet A = {0, 1, 2, ..., 7}. The anomaly
measures at different values of β are determined according to:

−1

Mk ≡ cos

µ

hpnom , pk i
kpnom k2 kpk k2

¶
(6.4)

where pnom is the state probability vector obtained at the nominal condition and pk is
the state probability vector obtained at the k th slow-time epoch.

6.1.3

Comparison of Anomaly Detection Methods
Using the same set of time series data generated from the above experiments,

the upper plate of Figure 6.4 shows a comparison of the anomaly measure M for the
five cases, described in previous sections. The efficacy of a specific approach is largely
determined by its capability for early detection of small anomalies. From this perspective,
each of the five curves in the upper plate of Figure 6.4 is normalized to unity for better
comparison, as shown in the lower plate of Figure 6.4 that exhibits the same five plots
as the normalized anomaly measure versus the dissipation parameter β. In each case,
the reference point of nominal condition is represented by the parameter β = 0.10. All
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five plots in both plates of Figure 6.4 show gradual increase in the anomaly measure M
for β in the approximate range of 0.10 to 0.25, followed by an abrupt increase in the
anomaly measure in the vicinity of β ≈ 0.29 when a (possible) bifurcation takes place.
As β increases further, the anomaly curves remain fairly constant; this is analogous to a
phase transition in the thermodynamic sense.
A comparison of the normalized curves in the lower plate of Figure 6.4 shows
that the D-Markov method, with SFNN partitioning and WS partitioning, detects the
presence of anomalies much earlier than the PCA, MLPNN and RBFNN techniques.
This is evident from the larger slopes of the anomaly measure curves at smaller values
of β which allows anomaly detection long before the occurrence of actual bifurcation.
While all five methods of anomaly detection successfully detect the anomaly in the
Duffing system as β increases to the critical value of ≈ 0.29, the performance of the DMarkov method with both SFNN and WS partitioning is clearly superior to that of the
remaining three pattern recognition techniques from the perspectives of early detection of
anomalies. The performance of the D-Markov method with WS partitioning is superior
to the method with SFNN partitioning. This is because the curvature of the anomaly
curve of WS is higher than that of SFNN as β increases from β = 0.2, showing better
detection of increase in anomaly.
The following conclusions are made on early detection capability in the active
electronic circuit of forced Duffing equation.
• The performance of the D-Markov methods with SFNN and WS partitioning is
significantly superior to that of the remaining three methods.
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Fig. 6.4. Performance Comparison of Anomaly Detection Methods for Electronic Circuit
Apparatus
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• The performance of the D-Markov method with WS partitioning is superior to the
D-Markov method with SFNN partitioning
• The performance of the MLP and RBF neural network methods is better than that
of the PCA method.
The major conclusion based on this limited experimental investigation is that
Symbolic Dynamics along with the stimulus-response methodology and having a vector
representation of anomaly is effective for early detection of small anomalies.

6.2

Application to a Vibratory Multi-Degree-of-Freedom Mechanical
System
This section focuses on experimental validation of the anomaly detection method,

where the source of possible anomalies is fatigue crack damage in mechanical structures.
(Note that fatigue damage evolves at several orders of magnitude slower than the structural dynamics.) To this end, a laboratory test apparatus has been constructed by Mr.
Amol Khatkhate [33] to validate the underlying concepts of anomaly detection and life
extending control policies [56] in mechanical systems whose components are subjected
to fatigue crack damage. The test apparatus is designed to have sufficient complexity
in itself due to partially correlated interactions amongst its individual components and
functional modules [2]. The specific objective is to assess the performance and efficacy
of the proposed anomaly detection method for early detection of slowly occurring fatigue crack damage by comparison with other existing pattern recognition techniques,
such as principal component analysis, mutilayer perceptron neural networks and radial
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basis function neural networks [23] [7] [39]. Time series data, generated from laboratory
experiments on the test apparatus, are analyzed to this effect.

6.2.1

Description of the Test Apparatus
The test apparatus is designed and fabricated as a multi-degree of freedom (DOF)

mass-beam structure excited by oscillatory motion of two vibrators as shown in Figure
6.5. Physical dimensions of the pertinent components are listed in Table 6.1. Two of
the three major DOF’s are directly controlled by the two actuators, Shaker #1 and
Shaker #2, and the remaining DOF is observable via displacement measurements of the
three vibrating masses: Mass#1, Mass#2 and Mass#3. The inputs to the multivariable
mechanical structure are the forces exerted by the two actuators; and the outputs to
be controlled are the displacements of Mass #2 and Mass #3. The failure site in each
specimen, attached to the respective mass is a circular hole (of radius 3.81mm) as shown
in Figure 6.5. The test apparatus system is logically partitioned into two subsystems: (i)
the plant subsystem consisting of the mechanical structure including the test specimens
to undergo fatigue crack damage, actuators and sensors; and (ii) the instrumentation &
control subsystem consisting of computers, data acquisition and processing, and communications hardware and software. Frequency of the reference signal is 10.39 Hz that is
the resonating frequency associated with Mass#3 in the mechanical structure. The test
specimens are thus excited by different levels of cyclic stress as two of them are directly
affected by the vibratory inputs while the remaining one is subjected to resulting stresses,
thus functioning as a coupling between the two vibrating systems. In the present configuration, three test specimens are identically manufactured and their material is 6063-T6
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Fig. 6.5. Multi-Degree-of-Freedom Mechanical System Apparatus
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aluminum alloy; different materials can be selected for individual specimens that may
also undergo different manufacturing procedures.

Table 6.1. Structural dimensions of the Mechanical System Test apparatus

6.2.2

Component

Material

Mass 1
Mass 2
Mass 3
Beam 1
Beam 2
Specimens

Mild Steel
Aluminium 6063-T6
Mild Steel
Mild Steel
Aluminium 6063-T6
Aluminium 6063-T6

Length
(mm),Mass
(kg) L x W x T
2.82
0.615
3.87
800 x 22 x 11
711.2 x 22.2 x 11.1
203.2 x 22.2 x 11.1

Generation of Fatigue Crack Anomaly
The mechanical structure of the test apparatus in Figure 6.5 is persistently ex-

cited near resonance so as to induce a stress level that causes fatigue failure to yield an
average life of approximately 20,000 cycles having a total duration of about 32 minutes.
There exists considerable scatter in fatigue data, and variations have been seen in the
actual observed life of the specimens tested at the same stress level. The scatter results
as a consequence of fatigue sensitivity to a number of test and material parameters including specimen fabrication and surface preparation, metallurgical variables, specimen
alignment in the apparatus, mean stress, and test frequency [51] [47]. These uncertainty
factors were taken into consideration during design of the three failure sites, shown in
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Figure 6.5. In the present configuration of the test apparatus, the three specimens are
made identical in terms of the material and manufacturing method to reduce uncertainties. The dynamical system attains stationary behavior (in the fast time scale of
machine vibrations) under persistent excitation in the vicinity of the resonant frequency.
The applied stress is dominantly flexural (i.e., bending) in nature and the amplitude
of oscillations is symmetrical about the zero mean level, i.e., it is a reversed stress cycle [35]. Under such cyclic loading conditions, the specimens undergo fatigue cracking
where the gross stress is elastic and plasticity is only localized. The fatigue damage
occurs at a time scale that is (several orders of magnitude) slow relative to the fast time
scale dynamics of the vibratory motion and eventually leads to a catastrophic failure.
Close observation indicates that fatigue failure develops in the following pattern: (i) the
repeated cyclic stress causes incremental crystallographic slip and formation of persistent slip bands; (ii) gradual reduction of ductility in the strain-hardened areas results in
the formation of submicroscopic cracks; and (iii) the notch effect of the submicroscopic
cracks concentrates stresses until complete fracture occurs. Crack initiation may occur
at a microscopic inclusion or at local site(s) of local stress concentration. In this experimental apparatus, the sites of stress concentration are localized by creating a hole in
each of the three specimens.
Since the mechanical structure of the test apparatus consists of beams and masses,
the underlying dynamics can be approximated by a finite set of first order coupled
differential equations with parameters of damping and stiffness. The damping coefficients
are very small and the stiffness constants very slowly change due to the evolving fatigue
crack. The main objective in this work is to detect the slowly evolving anomaly (i.e.,
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decrease in stiffness) at an early stage by observing time series data of the available
displacement measuring sensors. (Additional ultrasonic sensors will be installed at local
crack sites in the future for enhancement of anomaly detection.)

6.2.3

Experimental Validation
This section makes a comparative assessment of the D-Markov machine method

with different pattern recognition techniques for anomaly detection. Time-series data,
generated from experiments on the test apparatus in Figure 6.5, have been used for
this purpose. Both vibrators in the test apparatus were excited by a sinusoidal input
of amplitude 0.85 V and frequency 10.39 Hz throughout the run of each experiment.
The time series data of the displacement sensor on Mass#3, which serve as an indicator
of the system performance, were collected from the beginning of the experiments until
breakage of specimens. The ensemble of data were saved in a total of 80 files, with each
file containing half a minute of sensor time-series data. Following the procedure outlined
in Sections 3.2.1.1, 3.2.1.2, 4.2, 2.1.2, 2.1.3.1 and 2.1.3.2, the anomaly measure was
obtained from the data at each half minute interval from the sensor data contained in
each file. The time-series data sets were collected after the dynamic response attained
the stationary behavior. The first data set was taken as the reference point representing
the nominal behavior of the dynamical system. These data sets were used to compare
the anomaly detection capability of the symbolic dynamics approach relative to that of
two existing pattern recognition techniques: Principal Component Analysis and Neural
Network. Since symbol generation from time series data is the crucial step in symbolicdynamics-based anomaly detection, this paper investigates two alternative approaches -
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Symbolic False Nearest Neighbor (SFNN) partitioning and Wavelet Space (WS) partitioning.
The following anomaly detection approaches are investigated by using the same
set of time series data generated from the experiments on the test apparatus in Figure
6.5:

• Principal Component Analysis (PCA)
• Multilayer Perceptron Neural Network (MLPNN)
• Radial Basis Function Neural Network (RBFNN)
• D-Markov Machine with Symbolic False Nearest Neighbors (SFNN) Partitioning
• D-Markov Machine with Wavelet Space (WS) Partitioning

The next four paragraphs describe how anomaly measures are calculated based on
the above five techniques of pattern recognition. The fourth paragraph addresses both
SFNN and WS methods of partitioning in the D-Markov method.
Following the Principal Component Analysis (PCA) procedure described in Section 2.1.2, a block of sampled time series data, having length ` = 2000, is divided into
n = 500 segments of length d = 4; these segments are arranged to form a 500 × 4 data
matrix. The resulting 4 × 4 (symmetric positive-definite) covariance matrix of the data
matrix yields a monotonically decreasing set of eigenvalues, λ1 ...λ4 , and the associated
orthonormal eigenvectors v 1 , ..., v 4 . At the nominal condition , three eigenvalues are
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found to be dominant (i.e., q = 3) for a threshold of η = 1.0 × 10−2 such that
P4

Pi=4
4

λi

λ
i=1 i

= 0.0001 < η

f
The matrix M
nom in Equation (2.3) is calculated from the data set at the nominal
condition. Similarly, the matrices M̃1 , ..., M̃33 are obtained corresponding to different
time epochs, respectively. The anomaly measures at different time epochs are determined
according to the following equation:

f −M
f
Mk ≡ kM
nom k2
k

(6.5)

Following the Multilayer Perceptron Neural Network (MLPNN) procedure, described in Section 2.1.3.1, the resulting pattern matrix Pnom is made of N = 200
columns. Each column, having a length ` = 30, is generated from the time series data
at nominal condition to train the MLPNN that is chosen to have a input layer (with 30
neurons), 4 hidden layers (with 50 neurons in layer 1, 40 neurons in layer 2, 30 neurons
in layer 3, and 40 neurons in layer 4), and the output layer (with 10 neurons): this
structure of the MLPNN yields very good convergence for the data sets under consideration. The target corresponding to each input pattern vector is chosen to be 10 × 1
zero vector. The MLPNN is trained with the nominal data set at; the gradient descent
back-propagation algorithm has been used for network training with an allowable performance mean square error of 1.0 × 10−5 . The input pattern matrices, P1 , P2 , . . . P33 ,
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each of dimension (30 × 200), are then generated from the anomalous data sets at various time epochs to excite the trained network. The resulting outputs output matrices
of the trained MLPNN are O1 , . . . O33 , which yield the respective performance vectors,
ν1 , . . . ν33 . The anomaly measures at different time epochs are determined according to
Equation (2.11).
Following the Radial Basis Function Neural Network (RBFNN) procedure, described in Section 2.1.3.2, the length of the sampled time series data is chosen to be
N = 2701. In contrast to the standard RBFNN, where the exponent α is usually chosen
to be 2, it was set to α = 0.1 for improved anomaly measure sensitivity. An estimate of
the parameters, µ and θα , are obtained according to Equation (2.13) based on the data
under the nominal condition, which yields the requisite radial basis function fnom following Equation (2.12). The anomaly measures at different time epochs are determined
according to Equation (2.14).
Based on the time series data of the nominal condition, the first step in the the
D-Markov machine method is to find a partition for symbol sequence generation. The
partitioning methods, SFNN and WS, described in Sections 3.2.1.1 and 3.2.1.2, have
been investigated for efficacy of anomaly detection. Dr. Matthew Kennel at the Institute for Nonlinear Science, University of California, San Diego has kindly provided the
software code on phase space partitioning using symbolic false nearest neighbors. Partitioning in the wavelet space (WS) was done by maximizing entropy. In this experiment,
partitioning of the phase space/wavelet space must remain invariant at all epochs of
the slow time scale. The value of D = 2 was used for construction of the D-Markov
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machine for data at all time epochs. Following the procedure, described in Section 4.2,
h
i
the state machines are constructed and the connection matrix Π ≡ πjk and the state
probability vector p for each phase plot. The state machines were constructed with the
symbol alphabet A = { 0, 1, 2, ..., 7}. The anomaly measures at different values of β
are determined according to Equation (6.4).

6.2.4

Comparison of Anomaly Detection Methods
Using the same set of time series data generated from the above experiments, the

two plates in Figure 6.6 show a comparison of the anomaly measure M for the five cases,
described in previous sections. While the top plate in Figure 6.6 shows five profiles of
the anomaly measure, the bottom plate exhibits the same five plots with each anomaly
measure being normalized to unity with respect to its own peak value. The efficacy of
a specific approach is largely determined by its capability for early detection of small
anomalies. From this perspective, each of the five normalized curves in the bottom plate
of Figure 6.6 displays how early a specific method is capable of detecting anomalies.
The five plots in each plate of Figure 6.6 compare the anomaly measures obtained by using the afore-described five anomaly detection approaches, SFNN, WS, PCA,
MLPNN and RBFNN, for the first 70 files (i.e., up to 35 minutes) when the service life of
the test specimen is expired, i.e., the specimen is broken or about to break. (Note: The
estimated service life of the specimen under this load excitation is about 32 minutes.)
The symbolic dynamic-based anomaly detection D-Markov method with WS and SFNN
partitioning yields the best performance and the MLP neural network yields the worst
performance in terms of early detection of anomalies. The D-Markov method detects
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the anomaly within 18 minutes when the remaining life is about 48 percent of the total
service life of 32 minutes. In contrast, MLP neural network takes about 24 minutes to
detect the anomaly at a similar level, which is equivalent to having the remaining life
about 25 percent of the total service life. The distributed nonlinearities in the MLPNN
may not be specifically suited to capture the small parameter perturbations in the largely
linear behavior of the dynamic response of the vibrating structures. The WS-partitioning
with a proper choice of scales and mother wavelet shows significant higher measure as
compared to PCA. The rationale is that the PCA method is dependent on eigenvalues
and eigenvectors of the covariance matrix that is sensitive to measurement noise in the
data acquisition process. In contrast, the symbolic dynamic approach, with both SFNN
and WS partitioning, are much less sensitive to (zero-mean) measurement noise because
of the inherent averaging due to repeated path traversing in the finite-state machine. The
performance of the D-Markov method with WS partitioning is superior to the method
with SFNN partitioning as the curvature of the anomaly curve of WS is higher than
that of SFNN as time increases from 16 minutes showing better detection of increase in
anomaly.
The results of analysis show that the effects of fatigue crack damage are detected
within about fifty percent of the total service life. This is an early prediction of incipient
fatigue crack failures, which may not be easily detected by conventional fault detection
techniques. The following observations are made from the analysis of experimental data:
• The performance of the D-Markov method, with SFNN and WS partitioning, is
significantly superior to that of the PCA, MLPNN and RBFNN methods for early
detection of fatigue damage in vibrating mechanical structures.
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• The performance of the D-Markov method with WS partitioning is superior to the
D-Markov method with SFNN partitioning as seen by a higher curvature of the
anomaly curve as anomaly increases
• The performance of the PCA method is better than that of the MLPNN and
RBFNN methods from the above perspective.
The major conclusion, based on this specific experimental investigation, is that Symbolic
Dynamics and having a vector representation of anomaly is effective for early detection
of small anomalies due fatigue damage in a ductile alloy.

6.3

Application to Fatigue Damage Sensing System
This section focuses on the experimental validation of the anomaly detection

methodology in predicting fatigue crack damage in a fatigue damage sensing system. A
laboratory test facility bed has been constructed by Dr. Eric Keller and Mr. Shalabh
Gupta [31] consisting of a fatigue-testing machine driven by a hydraulics unit. The
schematic in Figure 6.7 describes the overall structure of the test bed for the online
damage sensing machine.
An ultrasonic flaw detection system has been applied for measurement of small
cracks. Stochastic time series data obtained from the ultrasonic flaw detection system
are analyzed to assess the performance and efficacy of the proposed anomaly detection
method for early prediction of fatigue crack damage. The method is compared with other
existing pattern recognition techniques such as principal component analysis, multilayer
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Fig. 6.7. Schematic Diagram of Fatigue Test Apparatus
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perceptron neural networks and radial basis function neural networks [23] [7] [39]. Time
series data is analyzed to this effect.

6.3.1

Test Bed
Figure 6.8 shows the test setup of the fatigue testing machine with all the required

instrumentation. The system is loaded by a hydraulic cylinder located at the bottom as
shown in Figure 6.8. The hydraulic cylinder is driven by hydraulic pressure controlled by
electro hydraulic servo valve. The hydraulic cylinder gets its power from the hydraulic
system. The machine is equipped with a 10000-lbf load cell for performing desired load
testing. The output of the load cell is fed to the analogue to digital (A/D) converter in
the computer and directs the controller to generate a control signal, which governs the
hydraulic servo valve for load control. The position of the cylinder is detected by a Linear
Variable Differential Transducer (LVDT) and its output is fed to the main computer and
it is used for position sensing and position limit control.
Two types of damage sensors are primarily used for data collection and fault
detection. The first one is a long distance travelling optical microscope which enables
a direct measurement of the visible portion of the crack. The second one is ultrasonic
flaw detector which functions by emitting high frequency acoustic pulses which travel
through the specimen and return back through ultrasonic transducers. A fault in the
specimen changes the signature of the signal and thus it can capture some of the minute
details.
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Fig. 6.8. Fatigue Test Apparatus
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6.3.1.1

Specimen

A 7075-T6 aluminum specimen is used for testing in the fatigue damage sensing
machine. The specimen is an hourglass shaped flat plate with a machined notch in the
center with smooth ends. The notch is made to increase the stress concentration factor
in the middle and it guarantees crack propagation at notch ends. The crack propagates
at both sides of the notch. Since inclusions and flaws are randomly distributed across
the material, small cracks form at these defects and propagate and join at the machined
surface of the notch even before microscopically small cracks appear on the surface.
The microscope takes the pictures on both sides of the crack one after another during
slow cycling period. The goal of this experiment is best described as the prediction of
microscopically small (20-50 microns long) crack formation at the surface of the specimen.

6.3.1.2

Ultrasonic Flaw Detection Technique

The principle on which the ultrasonic flaw detectors work is the distortion of
the signal when it passes through a crack or any kind of fault in the specimen. High
frequency acoustic pulses are emitted and measured after they have travelled through
the specimen. Any kind of fault such as grain boundaries, cracks, voids, etc. will affect
the path of the wave as it travels through the specimen. A piezoelectric crystal is used
to inject the acoustic waves into the specimen and they are received at the other end by
an array of crystals.
Any kind of discontinuity affects the signal as seen by the array of crystals on
the other side. The signals generated were spike pulses or gated sine waves for a very
short portion of the measurement cycle. The wedges used are of sufficient angle such
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that the waves after travelling through the specimen are captured back by the receiving
transducers.
The ultrasonic waves are sent at the peak and valleys of the system load cycles.
Thus we get the fatigue data from high loads and low loads at each cycle. Also the data
is collected from both the sides of the crack by two channels. This is essential because
we want to detect system performance when the crack is fully open at high loads and
when it is closed at low loads.

6.3.1.3

Control Architecture

The motion of the machine is primarily controlled by a central computer controller
with the feedback from the load cell for load and LVDT for the position as shown in
Figure 6.8. The controller prevents the machine from going unstable under undesirable
conditions and maintains the functioning of the machine within specified limits of load
and position. Also it sends commands for running different types of tests under different
loads and stops the machine under emergency conditions. The computer also controls
solid state relays that can stop the signal to the solenoids and relays in the event of a
problem or emergency. It also has a user interface with the keyboard which can easily
start and stop the machine at any time. The controller runs on RTlinux operating
system and consists of two parts: 1) User space - It governs the cycling and scheduling
operations and sends commands to the kernel space when desired, 2) Kernel space - It
runs the controller for controlling the position and load on the machine and interacts
with the machine itself.
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The main controller also sends information about cycling to two computers which
control the microscope and the ultrasonic equipments. The controller slows down the
machine for taking visual data from the microscope at regular intervals of cycles on both
sides of central notch. It also sends information to the ultrasonics computer telling it
when to trigger the signal for data collection at high and low loads of the cycles. The
data collected is sent back for further processing.

6.3.2

Experimental Validation
This section makes a comparative assessment of the D-Markov machine method

with different pattern recognition techniques for anomaly detection using data obtained
from the ultrasonic flaw detection sensor in the above described fatigue testing machine.
The fatigue test that is considered here was performed at 12.5 Hz frequency under the
loading condition of low cycle fatigue with constant load. The ultrasonic data consists
of four channels, so as to extract information at high load and low load on both sides
of the central notch. The channel associated with the right side of the central notch at
high load was analyzed. While analyzing the ultrasonic data, 1320 cycles was taken at
each slow time epoch with each cycle consisting of 20 data points. Cycles between slow
time epochs was taken to be 3000 cycles. The following anomaly detection approaches
are investigated using ultrasonic data generated from the above experiment with the
nominal condition at 12000 cycles:

• Principal Component Analysis (PCA)
• Multilayer Perceptron Neural Network (MLPNN)
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• Radial Basis Function Neural Network (RBFNN)
• D-Markov Machine with Symbolic False Nearest Neighbors (SFNN) Partitioning
• D-Markov Machine with Wavelet Space (WS) Partitioning

The next four paragraphs describe how anomaly measures are calculated based on
the above five techniques of pattern recognition. The fourth paragraph addresses both
SFNN and WS methods of partitioning in the D-Markov method.
Following the Principal Component Analysis (PCA) procedure described in Section 2.1.2, a block of sampled ultrasonic data, having length ` = 9996, is divided into
d = 1666 segments, each of which is of length n = 6; these segments are arranged to form
a 1666 × 6 data matrix. The resulting 6 × 6 (symmetric positive-definite) covariance matrix of the data matrix yields a monotonically decreasing set of eigenvalues, λ1 ...λ6 , and
the associated orthonormal eigenvectors v 1 , ..., v 6 . At the nominal condition at 12000
cycles, the first two eigenvalues are found to be dominant (i.e., q = 2) for a threshold of
η = 0.05 such that

P6
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The matrix M
nom in Equation (2.3) is calculated from the data set at cycles=12000.
f , ..., M
f are obtained corresponding to the slow time epochs
Similarly, the matrices M
1
21
at cycles=15000, . . ., cycles=75017 respectively. The anomaly measures at different
slow time epochs are determined according to Equation (6.5) relative to nominal matrix
f
M
nom .
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Following the Multilayer Perceptron Neural Network (MLPNN) procedure, described in Section 2.1.3.1, the resulting pattern matrix Pnom is made of N = 500
columns. Each column, having a length ` = 10, is generated from the ultrasonic data at
12000 cycles to train the MLPNN that is chosen to have a input layer (with 8 neurons),
4 hidden layers (with 20 neurons in layer 1, 30 neurons in layer 2, 20 neurons in layer
3, and 30 neurons in layer 4), and the output layer (with 6 neurons): this structure of
the MLPNN yields very good convergence for the data sets under consideration. The
target corresponding to each input pattern vector is chosen to be 6 × 1 zero vector. The
MLPNN is trained with the nominal data set at 12000 cycles; the gradient descent backpropagation algorithm has been used for network training with an allowable performance
mean square error of 1.0 × 10−5 . The input pattern matrices P1 , P2 , . . . P21 , each of dimension (10 × 500), are then generated from the anomalous data sets at {cycles=15000,
. . ., cycles=75017} to excite the trained network. The resulting outputs output matrices of the trained MLPNN are O1 , . . . O21 , which yield the respective performance
vectors ν1 , . . . ν21 . The anomaly measures at different slow time epochs are determined
according to Equation (2.11).
Following the Radial Basis Function Neural Network (RBFNN) procedure, described in Section 2.1.3.2, the length of the sampled ultrasonic data is chosen to be
N = 26215. The exponent α was set to α = 2. An estimate of the parameters, µ and
θα , are obtained according to Equation (2.13) based on the data under the nominal condition, which yields the requisite radial basis function fnom following Equation (2.12).
The anomaly measures at different values of β are determined according to Equation
(2.14).
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Based on the time series data obtained at the nominal condition at cycles=12000,
the first step in the the D-Markov machine method is to find a partition for symbol
sequence generation.

The partitioning methods, SFNN and WS, described in Sec-

tions 3.2.1.1 and 3.2.1.2, have been investigated for efficacy of anomaly detection. Dr.
Matthew Kennel at the Institute for Nonlinear Science, University of California, San
Diego has kindly provided the software code on phase space partitioning using symbolic
false nearest neighbors. In this experiment, partitioning of the phase space/wavelet space
must remain invariant at all epochs of the slow time scale. The value of D = 2 was used
for construction of the D-Markov machine at all slow time epochs. Following the procedure, described in Section 4.2, the state machines are constructed and the connection
h
i
matrix Π ≡ πjk and the state probability vector p for each set of time series data.
The state machines for SFNN were constructed with the symbol alphabet A = {0, 1, 2,
...,8} and the state machines for WS were constructed with the symbol alphabet A =
{0, 1, 2, ..., 25}. The anomaly measures at different slow time epochs are determined
according to:

Mk =k pnom − pk k2

(6.6)

where pnom is the state probability vector obtained at the nominal condition and pk is
the state probability vector obtained at the k th slow-time epoch.
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Fig. 6.9. Performance Comparison of Anomaly Detection Methods for Fatigue Test
Apparatus
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Fig. 6.10. Crack length plot from microscope data

6.3.3

Comparison of Anomaly Detection methods
Using the same set of ultrasonic data generated from the above experiments, the

two plates of Figure 6.9 show a comparison of the anomaly measure M for the five cases,
described in previous sections. While the top plate in Figure 6.9 shows the five profiles of
the anomaly measure, the bottom plate exhibits the same five plots with each anomaly
measure being normalized to unity with respect to its own peak value. The efficacy of
a specific approach is largely determined by its capability for early detection of small
anomalies. From this perspective, each of the five normalized curves in the bottom plate
of Figure 6.9 displays how early a specific method is capable of detecting anomalies.
The five plots in each plate of Figure 6.9 compare the anomaly measures obtained by using the afore-described five anomaly detection approaches, SFNN, WS, PCA,
MLPNN and RBFNN, from 12000 cycles to 75017 cycles when the crack length starts to
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increase rapidly. The symbolic dynamics-based anomaly detection with SFNN partitioning and WS partitioning yields the best performance and the MLP neural network yields
the worst performance in terms of early detection of anomalies. SFNN and WS shows a
much larger increase in anomaly measure from the beginning compared with the other
techniques and detects the anomaly within 4.3 × 104 cycles. The PCA method is less
efficient in early detection of anomalies than SFNN and WS but detects the anomalies
earlier than the RBF and MLP neural networks. The performance of the D-Markov
method with WS partitioning is superior to the method with SFNN partitioning. This is
because the curvature of the anomaly curve of WS is higher than that of SFNN as number
of cycles increases from 4.3 × 104 cycles showing better detection of increase in anomaly.
Figure 6.10 shows the plot of crack length from microscope data on the right side of
central notch. Fatigue crack growth from microscope was observed at around 4.5 × 104
cycles. Hence, the SFNN and WS methods detected growth of anomaly earlier than the
microscope. Another advantage of the SFNN and WS methods is the ease of installation
and implementation at test sites which is not always possible for the microscope.
The following conclusions are made on early detection capability in the fatigue
damage sensing system:
• The performance of the D-Markov methods with SFNN and WS partitioning is
superior to that of the remaining three methods.
• The performance of the D-Markov method with WS partitioning is superior to the
D-Markov method with SFNN partitioning.
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• The performance of the PCA method is better than the MLPNN and RBFNN
methods.
• The performance of the RBFNN is better than the MLPNN.
The limitation on the ultrasonic data used in the analysis is that it contained a
signal at one frequency with a constant amplitude. The system behaves like a linear
system in the range of the sensor. Therefore, PCA, which is a linear technique, yields
a good performance. However, PCA performs very poorly for the electronic circuit
apparatus that is inherently non-linear. Better sensors are under construction. The
major conclusion, based on this specific experimental investigation, is that Symbolic
Dynamics and having a vector representation of anomaly is effective for early detection
of small anomalies due to fatigue damage in an aluminium specimen used in the fatigue
damage sensing machine.
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Chapter 7

Summary, Conclusions and Recommendations
for Future Research

This dissertation has investigated and validated a novel concept of anomaly detection in complex systems, which is built upon on the principles of Symbolic Dynamics,
Finite State Automata, and Pattern Recognition. It is assumed that dynamical systems
under consideration exhibit nonlinear behavior on two time scales. Anomalies occur on
a slow time scale that is several orders of magnitude larger than the fast time scale of the
system dynamics. It is also assumed that the dynamical systems (forced and unforced)
are stationary at the fast time scale and that any non-stationary behavior is observable
only on the slow time scale.
The novel anomaly detection methodology, called the D-Markov method, is compared with existing techniques of pattern recognition for early detection of anomalies in
complex dynamical systems; the selected techniques for this comparative evaluation belong to the classes of statistical pattern recognition and neural networks. The statistical
pattern recognition method involves principal component analysis (PCA) for dimensionality reduction; and the two neural network methods use multilayer perceptron (MLP)
and radial basis function (RBF) techniques.
The concept of the D-Markov method for small change detection in dynamical
systems is elucidated on three experimental setups in the laboratory environment. The
first experimental result presented is the active electronic circuit representing the forced
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Duffing equation with a slowly varying dissipation parameter. Although the system dynamics in this experiment is represented by a low order differential equation, it exhibits
chaotic behavior that is sufficiently complex for illustration of the anomaly detection
concept [5]. The time series data of quasi-stationary phase trajectory are collected to
create the respective symbolic dynamics (i.e. string of symbols) and the probability
vector of the finite state automaton is considered as a representation of the phase trajectory’s stationary behavior. The distance between any two such vectors under the same
stimulus is a measure of anomaly that the system has been subjected to. The D-Markov
method is compared with existing pattern recognition techniques based on the same sets
of time series data generated from the above electronic apparatus. The performance of
the D-Markov method with SFNN and WS partitioning was found to be significantly
superior to that of the remaining three pattern recognition methods: Principal Component Analysis, Multilayer Perceptron Neural Network and Radial Basis Function Neural
Network. The major conclusion based on this limited experimental investigation is that
Symbolic Dynamics along with the stimulus-response methodology and having a vector
representation of anomaly is effective for early detection of small anomalies.
The second experimental result was that of a complex mechanical system where
the goal is to detect fatigue crack anomalies well ahead of reaching a critical condition
such as the onset of wide spread fatigue damage. A laboratory test apparatus has been
constructed to experimentally validate the concepts of fatigue crack anomaly detection in
complex mechanical system. Time series data were generated from sensor signal outputs
in the test apparatus to demonstrate efficacy of the anomaly detection method. The
test data sets were used to compare the anomaly detection capability of the symbolic
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dynamics approach relative to the above existing pattern recognition techniques. The
performance of the D-Markov method, with SFNN and WS partitioning was significantly
superior to that of the PCA, MLPNN and RBFNN methods for early detection of fatigue
damage in vibrating mechanical structure. The results of the analysis show that the
effects of fatigue crack damage are detected within about fifty percent of the total service
life. This is an early prediction of incipient fatigue crack failures, which may not be
easily detected by conventional fault detection techniques. The major conclusion is that
the proposed anomaly detection methodology is effective for early detection of small
anomalies due to fatigue damage in a ductile alloy.
The third experimental setup is a fatigue damage sensing apparatus for predicting fatigue crack damage. An ultrasonic flaw detection system was used to measure
small cracks. Time series data obtained from the ultrasonic flaw detection system was
analyzed to assess the efficacy of the proposed anomaly detection method for predicting
fatigue crack damage. The performance of the novel anomaly detection methodology was
compared with the above existing pattern recognition techniques for detection of small
fatigue cracks. The performance of the D-Markov methods with SFNN and WS partitioning was found to be superior to the PCA, MLPNN and RBFNN pattern recognition
techniques for detecting fatigue crack. The major conclusion, based on this specific experimental investigation is that the novel anomaly detection methodology using symbolic
dynamics and having a vector representation of anomaly is effective for early detection
of small anomalies due to fatigue damage in the fatigue damage sensing machine.
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7.1

Areas of Future Research
The technique of anomaly detection presented in this dissertation using the tools

of symbolic dynamics and finite state machine construction is a very new and evolving
field. Much research is needed before this novel technique can be brought to the level of
practicing engineers. Further theoretical and experimental research is recommended in
the following areas:

• Separation of information-bearing part of the signal from noise.
• Identification of a relevant submanifold of the phase space and its partitioning to
generate a symbol alphabet.
• Identification of appropriate wavelet basis functions for symbol generation
• Theoretical justification for construction of a mapping from the wavelet space to
the symbol space.
• Evaluation of the D-Markov machine algorithm relative to the ²-machine algorithm
for automata construction.
• Robustness assessment under noise contamination of the time series data.
• Solving the inverse problem using results of the forward problem.
• Formulation of decision and control policies for failure mitigation.
• Implementation of the anomaly detection techniques for real-time control to mitigate potential failures.
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Appendix A

Information Theoretic Quantities

This appendix introduces the concepts of standard information-theoretic quantities: total Shannon Entropy, entropy rate and excess entropy. These quantities are used
to capture important structural features as well as to establish measures of pattern in a
symbolic process.
Shannon Entropy (H) [14] [17]: The total Shannon entropy of length-L sequences is defined as:

H(L) ≡ −

X

P r(sL )log2 P r(sL )

(A.1)

sL ∈AL

where L > 0. The sum is understood to run over all possible blocks of L consecutive
symbols.
Entropy Rate(hµ ) [14] [17]: The entropy rate of a symbol string S is the rate
of increase with respect to L of the total Shannon entropy in the large L limit:

H[L]
L→∞ L

hµ ≡ lim

(A.2)

where, H(L) is the Shannon entropy given above. The limit is guaranteed to exist for
a stationary process [14]. The entropy rate hµ quantifies the irreducible randomness in
sequences produced by a source: the randomness that remains after the correlations and

111
structures in longer and longer sequence blocks are taken into account. The entropy
rate is also known as the thermodynamic entropy density in statistical mechanics or the
metric entropy in dynamical systems theory.
Excess Entropy (E) [17]: The excess entropy of a symbol string S is defined as:

E=

∞
X

[hµ (L) − hµ ]

(A.3)

L=1

where hµ ≡ H[L] − H[L − 1] is the estimate of how random the source appears if only
L-blocks in S are considered. Excess entropy measures how much additional information
must be gained about the sequence in order to reveal the actual per-symbol uncertainty
hµ , and thus measures difficulty in the prediction of the process. Excess entropy has
alternate interpretations such as: it is the intrinsic redundancy of the source; it is the
sub-extensive part of H(L); it measures the amount of historical information stored in
the present that is communicated to the future.
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Appendix B

Global Spatial Properties from ²-machines

This appendix defines the macroscopic, global properties which can be calculated
from the ²-machine model. These quantities reflect the characteristic average information
processing capabilities of the system.
Statistical Complexity (Cµ ) [25]: The information of the probability distribution of causal states, as measured by Shannon entropy, yields the minimum average
amount of memory needed to statistically reproduce the configuration ensemble. This
quantity is the statistical complexity of a symbol string S, defined by Crutchfield and
Young [15] as:
Cµ ≡ H(S) = −

k−1
X

[P r(Sα )log2 P r(Sα )]

(B.1)

α=0

where Sα denotes the causal states and k is the number of causal states of the finite state
machine constructed from the symbol string S. As shown in [25], E ≤ Cµ in general,
and Cµ = E + Dhµ .
Block Entropies(H(L)) [25]: An expression for the probabilities over symbol
blocks can be written as:

P r(sL ) =

k−1
X
α,β=0

(sL )

P r(Sα )Tα,β

(B.2)
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L

(s )
where Tα,β gives the probability of seeing word sL = s0 s1 · · ·L−1 starting in state α

and ending in state β. Given the joint distribution over spin blocks, Eq. B.2, the block
entropies follow immediately from Eq. A.1.
²-Machine Entropy Rate [25]: The entropy rate given by Eq. A.2 can be
expressed as the next-symbol uncertainty averaged over causal states:

hµ = −

k−1
X
α=0

P r(Sα )

X

P r(s|Sα )log2 P r(s|Sα )

(B.3)

s∈A

where P r(Sα ) is the probability of finding the finite state machine in the αth causal
state after the machine has been scanning infinitely long and P r(s|Sα ) is the probability
of making a transition from state α while producing symbol s.
²-Machine excess entropy [25]: The excess entropy E given by Eq. A.3 can
also be calculated from the probabilities of the causal states and their transitions. In the
most general setting there is no compact formula for E in terms of P r(S) and P r(s|S),
as there was for hµ . However in special cases such as finite-range spin systems, it is
possible to write down a relatively simple formula for E in terms of an ²-machine.
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Appendix C

Properties from D-Markov machine

This appendix defines the properties which can be calculated from the D-Markov
machine model.
Statistical Complexity : This is the information of the probability distribution
of states in the D-Markov machine, as measured by Shannon entropy and is given by

η=−

n
X

pi logs (pi )

(C.1)

i=1

where pi is the probability of being in state i and n is the number of inferred states.
Entropy Rate(hµ ): The uncertainty in the next symbol given the current state
is called the entropy rate of the process and is given by:

hµ = −

n
X
i=1

pi

|A|
X

Π̃ij log2 (Π̃ij )

(C.2)

j=1

where Π̃ij is the probability of reading the j th symbol when in the ith state and |A| is
the alphabet size.
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Appendix D

Finite-type Shift and Sofic Shift

This appendix briefly introduces the concept of shift spaces which is a formalism
used to study the underlying grammar representing the behavior of dynamical systems
encoded through symbolic dynamics. The different shift spaces provide important ways
to represent patterns in dynamical systems behavior. In this appendix, shift spaces
of finite-type and sofic shifts are defined as they characterize the D-Markov machine
described in chapter 4 and the ²-machine described in chapter 3 respectively.

Definition D.1 (Full A-shift [37]). If A is a finite alphabet, then the full A-shift is
the collection of all bi-infinite sequences of symbols from A denoted by:

AZ = {x = (xi )i∈Z : xi ∈ A

∀i ∈ Z}.

(D.1)

Definition D.2 (Shift map [37]). The shift map σ on the full shift AZ maps a point
x to the point y = σ(x) whose ith coordinate is yi = xi+1 .
If x ∈ AZ and w is a block over A, we say that w occurs in x if there are indices
i and j so that w = x[i,j] = xi xi+1 · · · xj . Note that the empty block ² occurs in every
x. Let F be a collection of blocks over A. F will be thought of as being the forbidden
blocks. For any such F, define XF to be the subset of sequences in AZ which do not
contain any block in F.
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Definition D.3 (Shift space [37]). A shift space is a subset X of a full shift AZ such
that X = XF for some collection F of forbidden blocks over A.
For a given shift space, the collection F is at most countable (i.e., finite or countably infinite) and is non-unique (i.e., there may be many such F’s describing the shift
space). As subshifts of full shifts, these spaces share a common feature called shift invariance. Since the constraints on points are given in terms of forbidden blocks alone
and do not involve the coordinate at which a block might be forbidden, it follows that
if x ∈ XF , then so are its shifts σ(x) and σ −1 (x). Therefore σ(XF ) = XF , which is a
necessary condition for a subset of AZ to be a shift space. The concept of shift dynamical
systems is introduced by this property.

Definition D.4 (Shift dynamical systems [37]). Let X be a shift space and σX :
X → X be the shift map. Then (X, σX ) is known as a shift dynamical system.
The shift dynamical system mirrors the dynamics of the original dynamical system
from which it is generated (by symbolic dynamics). Examples of shift spaces are given
in [37].
It is sometimes easier to describe a shift space by specifying which blocks are
allowed, rather than which are forbidden. This leads naturally to the notion of the
language a shift.

Definition D.5 (Language of a shift [37]). Let X be a subset of a full shift, and
Bn (X) denote the set of all n-blocks that occur in points in X. The language of X is the
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collection
B(X) =

∞
[

Bn (X).

(D.2)

n=0

Definition D.6 (Sliding Block Codes [37]). Let X be a shift space over A, then
x ∈ X can be transformed into a new sequence y = · · · y−1 y0 y1 · · · over another alphabet
U as follows. Fix integers m and n such that −m ≤ n. To compute yi of the transformed
sequence, we use a function Φ that depends on the ”window” of coordinates of x from
i − m to i − n. Here Φ : Bm+n+1 (X) → U is a fixed block map, called a (m+n+1)-block
map from the allowed (m+n+1)-blocks in X to symbols in U. Therefore,

yi = Φ(xi−m xi−m+1 · · · xi+n ) = Φ(x[i−m,i+n] )

(D.3)

Definition D.7 (Factor code, Embedding and Conjugacy [37]). Let X and Y
be shift spaces, and φ : X → Y be a sliding block code.
• If φ : X → Y is onto, then φ is called a factor code from X onto Y .
• If φ : X → Y is one-to-one, then φ is called an embedding of X into Y.
• If φ : X → Y has a inverse (i.e., ∃ a sliding block code ψ : Y → X such that
ψ(φ(x)) = x

∀x ∈ X and φ(ψ(Y )) = y

∀y ∈ Y ), then φ is called a conjugacy

from X to Y .
If ∃ a conjugacy from X to Y , then Y can be viewed as a copy of X, sharing all properties
of X. Therefore, a conjugacy is often called topological conjugacy in the literature.
The concept of finite-type shift is now introduced which is the structure of the
shift space in the D-Markov machine proposed in chapter 4.
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Definition D.8 (Finite type shift [37]). A finite-type shift is a shift space that can
be described by a finite collection of forbidden blocks, i.e., a shift space X having the
form X

F

for some finite set F of blocks.

An example of a finite-type shift is the golden mean shift, where the alphabet is Σ = {0, 1}
and the forbidden set F = 11. That is, X = X

F

is the set of all binary sequences with

no consecutive 1’s.

Definition D.9 (M-step finite-type shift [37]). A finite-type shift is M-step (or
has memory M) if it can be described by a collection of forbidden blocks all of which have
length M+1.

A list of the properties of a finite type shift is as follows [37]:
• If X is a finite-type shift, then ∃M ≥ 0 such that X is M -step.
• The language of the finite-type shift is characterized by the property that if two
words overlap, then they can be glued together along their overlap to form another
word in the language. Thus, a shift space X is M -step finite-type shift iff whenever
uv, vw ∈ B(X) and |v| ≥ M , then uvw ∈ B(X).
• A shift space that is conjugate to a finite-type shift is itself a finite-type shift.
• A finite-type shift can be represented by a finite, directed graph and produces the
collection of all bi-infinite walks (i.e. sequences of edges) on the graph.
The sofic shift is now introduced which is the structure of the shift space in the
²-machine [15] [49] descibed in chapter 3. Let us label the edges of a graph with symbols
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from an alphabet A, where two or more edges are allowed to have the same label. Every
Z

bi-infinite walk on the graph yields a point in A by reading the labels of its edges, and
the set of all such points is called a sofic shift.
Definition D.10 (Graph [37]). A graph G consists of a finite set V = V(G) of vertices
together with a finite set E = E(G) of edges. Each edge e ∈ E(G) starts at a vertex denoted
by i(e) ∈ V(G) and terminates at a vertex t(e) ∈ V(G) (which can be the same as i(e)).
There may be more than one edge between a given initial state and terminal state; a set
of such edges is called a set of multiple edges. An edge e with i(e) = t(e) is called a
self-loop.
Definition D.11 (Labelled graph [37]). A labelled graph G is a pair (G,L), where
G is a graph with edge set E, and L : E → A assigns a label L(e) to each edge e of G
from the finite alphabet A. The underlying graph of G is G.
Definition D.12 (Sofic Shift [37]). A subset X of a full shift is a sofic shift if X =
X for some labelled graph G. A presentation of a sofic shift X is a labelled graph G for
G

which X = X.
G

An example of a sofic shift is the even shift, which is the set of all binary sequences
with only even number of 0’s between any two 1’s. That is, the forbidden set F is the
collection {10

2n+1

: n ≥ 0}.

A list of the properties of sofic shifts are as follows [37]:
• Every finite-type shift qualifies as a sofic shift.
• A shift space is sofic iff it is a factor of a finite-type shift.
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• The class of sofic shifts is the smallest collection of shifts spaces that contains all
finite-type shifts and also contains all factors of each space in the collection
• A sofic shift that does not have finite-type subshifts is called strictly sofic. For
example, the even shift is strictly sofic [37].
• A factor of a sofic shift is a sofic shift.
• A shift space conjugate to a sofic shift is itself sofic.
• A distinction between finite-type shifts and sofic shifts can be characterized in
terms of the memory. While finite-type shifts use finite-length memory, sofic shifts
require finite amount of memory. In contrast, context-free shifts require infinite
amount of memory [28].
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