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ABSTRACT 
 

Radio frequency identification (RFID) tags are small electronic devices working in the 

radio frequency range. They use wireless radio communications to automatically identify objects 

or people without the need for line-of-sight or contact, and are widely used in inventory tracking, 

object location, environmental monitoring due to their low cost, small size, and wireless 

functionality.  

This dissertation explores the application of active RFID tags in outdoor environments 

responding to random noise radar interrogations with pre-determined messages. A conceptual 

system design for communication between radar and RFID tags using ultrawideband (UWB) 

noise waveforms is proposed and analyzed theoretically and via simulations. The tag structure 

comprises a sensing receiver and active receiver/transmitter. The sensing receiver senses the radar 

header consisting of a pre-arranged secret realization of the noise waveform. The active 

receiver/transmitter modulates the RFID tag‘s message onto the radar interrogation signal through 

weighted tapped delays and reradiates the tag message back to the radar. System performance is 

evaluated in terms of symbol error probability in an additive white Gaussian noise (AWGN) 

channel. An algorithm to combat multipath interferences on the RFID tag–to–radar link is 

presented. It is shown that this system is capable of communicating a suite of messages from the 

tags to the radar. 

This dissertation also explores the application of active RFID tags in target discovery and 

information routing in the RFID networks. The design of a covert RFID tag network for target 

discovery and target information routing is presented. In the design, a static or very slowly 

moving target in the field of RFID tags transmits a distinct pseudo-noise signal, and the RFID 

tags in the network collect the target information and route it to the command center. A map of 

each RFID tag‘s location is saved at command center, which can determine where a RFID tag is 
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located based on each RFID tag‘s ID. The target information collection method with target 

association and clustering, and the information routing algorithm within the RFID tag network are 

proposed. The design and operation of the proposed algorithms are illustrated through examples. 

Simulation results demonstrate the effectiveness of the design. 
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Chapter 1  
 

Introduction  

1.1 Background 

1.1.1 RFID tags 

Radio frequency (RF) tags, also known as radio frequency identification (RFID) tags, are 

small electronic devices typically adhering to objects of interest which can communicate with a 

tag interrogator through a wireless channel. They have the advantage of being read through a 

variety of visually and environmentally challenging conditions, such as building walls and 

foliage, where barcodes or other optically read technologies will not work [1], [2]. Their 

properties such as low cost, small size, and wireless functioning make them widely used in 

inventory tracking [3], object location [4], environmental monitoring [5], environmental 

management [6], personnel identification [7], etc. RFID tags are also good candidate technologies 

for combat identification (CID), which provide the necessary awareness to identify friendly 

combat entities and avoid fratricide [8]. An RFID tag can also operate as a data carrier, where 

information can be written to the tag. Radar-responsive tags have both military applications, such 

as battlefield situational awareness, combat identification, targeting, personnel recovery, and 

unattended ground sensing, as well as government applications, such as nonproliferation, counter-

drug, search-and-rescue, and land mapping [9]. There are three types of RFID tags based on the 

characteristics of the power source: passive, semi-passive, and active. Passive tags use the energy 

from the incoming signal to power themselves and they have practical read distances from about 
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10 cm up to a few meters. Semi-passive and active tags require an internal power source, usually 

a small battery, and thus have longer operating distances up to hundreds of meters [10]. 

Using the reflected power for communications, dating back to the late 1940s, was an 

insightful exploitation of radar systems for multifunctional usage [11]. In [12], an electronic 

identification system which uses modulated backscatter from an RF beam-powered tag is 

described, where the reader transmits a single frequency RF signal, and a subcarrier is used in the 

return signal format for achieving clutter suppression. A controllable radar reflector consisting of 

an array of resonant dipoles or slots combined with a reflecting plate was used to establish 

passive telemetry system for transferring information from the site of a target to a radar station 

[13]. Backscatter modulation is a suitable modulation scheme for tagging because no RF source is 

needed for the remote devices. Such a tagging system has been proposed wherein frequency 

hopping combined with backscatter modulation is used for interrogating the tag [14]. 

A programmable covert radio tag able to communicate with a variety of RF pseudo-

random modulated waveforms emitted from a source of interrogating energy was developed so 

that military troops wearing the RF tag could operate undetected [15]. A scheme to embed the 

communication signal within the radar backscatter using a tag/transponder on an intra-pulse basis 

is proposed in [16]. Their approach is based upon eigen-decomposition of the collection of delay 

shifts of the incident radar waveform. Another scheme to ensure covertness is through the use of 

noisy tags, which are regular RFID tags that generate noise. These have been used to establish 

secret keys on-the-fly between the reader and the tag, so that an eavesdropper would only hear the 

noise, but the intelligent receiver could subtract the noise and recover the intended signal [17]. A 

technique to identify multiple tags simultaneously by weighting and combining the in-phase (I) 

and quadrature (Q) channel signals was implemented in [18]. The concept of orthogonal 

frequency coding (OFC) offers enhanced processing gain, lower interrogation power spectral 

density (PSD), and the possibility of adding pseudo-noise coding for covertness [19]. 
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1.1.2 Noise radar 

A general mathematical formulation of the intra-pulse radar-embedded communication in 

the ambient radar scatter interference is provided in [20]. Linear frequency modulated (LFM) 

waveforms are also candidates for radar communications, which uses signal processing rather 

than hardware to mitigate the interference problem [21]. Chirp waveforms are used in [22], 

wherein a multifunctional UWB communication and radar system has been designed and 

implemented. Other aspects of relevance to the radar communication system, such as the 

candidate radar types, sharing of resources, etc. are discussed in [23]. As part of the Department 

of Defense Future Combat System (FCS) philosophy, each element of a network-centric force, 

e.g., a radar sensor and an unmanned aerial vehicle (UAV), is expected to possess an embedded 

communications capability [24]. 

While narrow band noise radars have been proposed and refined over the past fifty years 

[25]–[31], the concept of UWB random noise radar has seen significant development more 

recently [32]–[37]. In contrast to conventional radar, the UWB noise radar transmits a noise or 

noise-like waveform having a fractional bandwidth of greater than 25%. The return from the 

target is cross-correlated with a time-delayed replica of the transmit waveform to determine the 

range to the target with a range resolution inversely proportional to the bandwidth. A simplified 

noise radar architecture is shown in Figure 1.1. The noise source sends a noise or noise-like signal 

to the power splitter. One branch of the power splitter output goes to the amplifier and is 

transmitted through the antenna. The other branch of the power splitter output goes to the 

correlation receiver, where it‘s cross correlated with the amplified received signal to determine 

the range to the target. 
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Figure 1.1. A simplified noise radar architecture. 

 

Noise radars satisfy important requirements for military systems, such as low probability 

of interception (LPI) and low probability of detection (LPD), owing to the featureless 

characteristics of its waveform [38]. Moreover, the aperiodicity of the waveform also causes the 

suppressed ambiguity in range/velocity [39]. Another advantage of UWB noise radars is their 

ability to efficiently share the frequency spectrum. A number of UWB noise radars can operate 

over the same frequency band with minimal cross-interference since each noise waveform is 

uncorrelated with the others. 

1.2 Motivation 

RFID technology and its application have attracted a lot of attention in recent years, and 

become a hot research area. In [40], a literature review on RFID research that was published 

between 1995 and 2005 is presented. The RFID literature in the review was classified into four 

major categories: RFID technology, RFID applications, policy and security issues, and others. 

Article on RFID technology pertain directly to the RFID system, which was divided into the 
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following subcategories: tags and antennas, reader, and communication infrastructure. Privacy 

issues on RFID mainly relate to potential misuse of data by unauthorized users leading to illegal 

use of personal information. Securities concerns involve vulnerabilities and the protection of 

confidential data from unauthorized access and manipulation. One of the security problems is the 

illicit tracking of RFID tags. Other security problems are confidentiality, integrity, authentication, 

authorization, non-repudiation, and anonymity. Most of the articles on other topics are general 

introductions or reviews of RFID technology, and some are related to the general usage of RFID. 

According to the review in [40], a majority of the articles are related to RFID technology, 

while the fewest being published are on policy and security issues. Recent research on RFID tag 

systems mainly focuses on tags and antennas. The specific area of research includes tag design 

and testing, performance analysis, manufacturing process, materials and process development, 

power sources for passive tags, antenna design and placement. It is agreed that the cost and 

performance of the tag are very important in determining the cost and performance of the whole 

system. However, there are relatively few articles on the associated communication infrastructure. 

As for the application of RFID technology, library services and retailing are the applications with 

the most publications.  

There are many challenges to be overcome before the extensive applications of RFID are 

realized. Areas of  RFID research that merit future attention include strategic and operational 

design considerations, such as system design and number of antennas to be installed, privacy and 

security issues, etc. 

While most of the RFID research concentrates on RFID technology and in particular its 

components, there is a need to provide useful guiding principles for the process of RFID system 

design, development, implementation, and evaluation, as pointed out in [40]. Future research 

effort is needed in this area. Studies that involve the design, implementation, and deployment of 

RFID technology should be an emphasis in the future research direction. 
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In this research, the application of active RFID tags in outdoor environments responding 

to random noise radar interrogations with pre-determined messages is explored, and the 

application of RFID tags in target discovery and target‘s information routing in the RFID tag 

network using a pseudo-noise signal is also explored. A conceptual system design for 

communication between radar and RFID tags using ultrawideband (UWB) noise waveforms is 

proposed and analyzed theoretically and via simulations. The design of a covert RFID tag 

network for target discovery and target information routing is presented. 

The first RFID tag application scenario in the research is depicted in Figure 1.2. In this 

application, radar sends out interrogation signals to gather the assets‘ conditions, and RFID tags 

associated with assets in the field respond to the radar with appropriate messages. The proposed 

RFID tag is able to send various kinds of messages from its associated asset. 

 

 

Figure 1.2. RFID tag application scenario I. 

 

The goal of this part of the research is to design an RFID tag system which helps radar 

recognize and collect information of friendly assets in the outdoor in a covert manner. 
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The second RFID application scenario in the research is depicted in Figure 1.3. A static 

or slowly moving target is in the field of RFID tags, out of the range of the command center. The 

cooperative target transmits a distinct RF pseudo-noise signal. The goal of the RFID tag network 

design is to collect the target‘s information and route it to the command center with assistance of 

the deployed RFID tags. The RFID tags here do not know their own locations. A map of their 

locations is saved at the command center, so the command center can determine where a RFID 

tag is located based on the RFID tag‘s ID.  

 

 

Figure 1.3. RFID tag application scenario II. 

 

In this dissertation, a conceptual design of an RFID tag responding system for application 

I is proposed to assist a noise radar in collecting relevant information on slowly-moving assets 

and tracking their whereabouts in an outdoor environment, inspired by the results of recent 

research [41], [42]. In the proposed design of the system, the RFID tag functional block 

comprises two parts: the sensing receiver and the active receiver/transmitter considering the 
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efficiency of energy consumption. The sensing receiver senses the radar header consisting of a 

pre-arranged secret realization of the noise waveform. The active receiver/transmitter modulates 

the RFID tag‘s message onto the radar interrogation signal through weighted tapped delays and 

reradiates the tag message back to the radar. The RFID tag‘s ID is embedded through the 

frequency band of its transmitted signal. In our approach, a UWB noise waveform is chosen as 

the probing signal owing to its low probability of detection and interception capabilities as well as 

its immunity from interference and jamming. The waveform is generated by amplifying and 

bandpass filtering the thermal noise generated by a resistor; thus, the waveform is not to be 

considered to be pseudo-noise, the latter being generated deterministically and therefore 

possessing a cyclic autocorrelation function. Since the UWB noise signal used as the information 

carrier is easy to generate, it simplifies the system implementation while achieving a fair amount 

of covertness. It may certainly be possible to detect a true thermally-generated noise signal 

embedded in ambient noise, but only if adequate time and processing resources are available, 

which is unlikely in the scenarios considered. The operation of the system is demonstrated and 

the performance of the system is evaluated in terms of symbol error probability in an additive 

white Gaussian noise (AWGN) channel. An algorithm to combat the multipath interferences on 

the RFID tag–to–radar link for the proposed system is presented. 

It is shown that this system is capable of communicating a suite of messages from the 

tags to the radar. The maximum number of messages the tag is capable of conveying is 

determined by the length of its delay line. Furthermore, the proposed RFID tag responding system 

is able to operate covertly in the sense that its symbol error rate (SER) is still small under very 

low channel signal-to-noise ratio (SNR).  

An RFID tag network for target discovery and target‘s information routing for application 

II is designed in this dissertation. In the design, a static or slowly moving target in the field of 

RFID tags transmits a distinct pseudo-noise signal, and the RFID tags in the network collect the 
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target information and route it to the command center. The noise signal from the target is known 

only to the RFID tags in the network so they can easily detect it. However, this signal is not 

detected by undesired parties since the transmitted signal has unpredictable random-like behavior 

and does not possess repeatable features for signal identification purposes [38]. A map of each 

RFID tag‘s location is saved at command center, which can determine where a RFID tag is 

located based on each RFID tag‘s ID.  

In the design, RFID tag clusters within the RFID tag network are employed to collect the 

target‘s information. There are two steps in this process: (1) target association, and (2) cluster 

formation and cluster head selection. If an RFID tag detects the target, then it stores the target‘s 

ID and gets associated with the target. Clusters are formed by RFID tags associated with the same 

target. One of these RFID tags, selected as the head of the RFID tag cluster, routes the target‘s 

information out to the command center. In our design, the RFID tag with the maximum number 

of links to the outside of the cluster is selected as cluster head, which is robust to channel failures, 

considering that the RFID tags in the network are battery driven and may run out of life. When 

some of the communication links between the cluster head and those RFID tags out of the cluster 

are broken, the cluster head RFID tag still can use alternate communication links between it and 

RFID tags outside of the cluster to route the target‘s information out. 

In our proposed information routing algorithm within the RFID tag network, the routing 

path in the RFID tag network from cluster head RFID tag to the command center is selected 

according to the channel condition, which is a joint optimization of favorable channel conditions 

and short path length. Each RFID tag intelligently selects its successor and routes the target‘s 

information to it. There are two stages when each node selects its successor on the routing path 

based on two criteria: (1) channel quality sensing, and (2) target‘s information routing. During 

channel quality sensing, the channel condition is estimated and quantized to form the link weight, 
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while in the information routing stage, the RFID tag determines its successor based on the 

channel information obtained and sends the target‘s information to it.     

 The design and operations of the proposed algorithms are illustrated through examples. 

Simulation results clearly demonstrate the effectiveness of the design. 

1.3 Organization of the dissertation 

This dissertation is organized as follows. An RFID Tag ― Radar system model is 

presented in Chapter 2. The system operation is illustrated and the system performance is 

analyzed in Chapter 3. A technique to combat multipath interferences for the proposed system is 

also presented in Chapter 3. Chapter 3 also discusses the implementation considerations of the 

system. Design of a covert RFID tag network for target discovery and target‘s information 

routing is presented in Chapter 4, where target information collecting and routing algorithms are 

discussed, and illustrated through examples. Finally Chapter 5 draws the conclusions of the 

dissertation, and points out future work. 



 

 

Chapter 2  
 

RFID tag ― Radar system model  

2.1 Introduction and motivation 

RFID (radio frequency identification) uses radio communication to identify objects. An 

RFID system typically insists of three components: RFID tags, readers and a host computer. 

RFID tags are small electronic devices usually attached to objects of interest which can 

communicate with a tag interrogator through a wireless channel. An RFID tag consists of a 

microchip and an antenna. Each RFID tag is uniquely identified by a tag ID stored in its memory. 

RFID reader, or interrogator, requests or alters information contained in an RFID tag by sending 

RF signals to it. If an RFID tag is in the range of the reader, it will respond with its ID and data. 

The reader then decodes its received signal and sends data to the host computer for further 

processing [43]. 

RFID is drawing increased attention recently due to its benefits and its dropping cost. It 

provides benefits such as that it does not require line-of sight to operate and that it can be read 

through a lot of visually and environmentally challenging conditions mentioned in Chapter 1. 

Though RFID is increasingly used, most of its current applications are very simple and mainly 

focus on item tracking and collecting data without intelligence [43]. Also, an RFID tag usually 

does not equip with high power security mechanism due to the limitation of space and cost of it, 

therefore it is amenable to attack [43]. 

In our research, we explored the applications of active RFID tags in outdoor 

environments responding to random noise radar interrogations with pre-determined messages, 

and proposed a conceptual design of an RFID tag responding system to assist a noise radar in -



12 

 

collecting relevant information on slowly-moving assets in an outdoor environment. RFID tags in 

the proposed system are able to sends back various kinds of messages which indicate different 

conditions of the targets they are attached to upon the radar‘s interrogation. This RFID 

responding system is designed to operate in a covert manner, where the data are well protected 

from detection and analysis from undesired parties. Symbol error probability of the system is still 

low in a very noisy channel. 

In this chapter, a conceptual system design for communication between radar and RF tags 

using ultrawideband (UWB) noise waveforms is presented and analyzed theoretically and via 

simulations. In the scenario, the radar sends out interrogation signals of noise waveform to gather 

the assets‘ conditions, and RFID tags associated with assets in the field respond to the radar with 

appropriate messages. Active RFID tags are applied in the system due to their performance 

advantages. Active RFID tags do not employ backscatter mechanism for communication to the 

reader. Instead, they use batteries to power their digital logics and transmissions. Thus, they are 

less susceptible to environmental factors and poor electromagnetic propagation. The increased 

sophistication of the active RFID tag also provides for greatly increased reading range, increased 

security, increased resistance to interference, and increased functionality [44]. The maximum 

number of messages an RFID tag in the system is capable of conveying is determined by the 

length of its delay line. The proposed RFID tag responding system is able to operate covertly in 

the sense that its symbol error rate (SER) is still small under very low channel signal-to-noise 

ratio (SNR). In our approach, a UWB noise waveform is chosen as the probing signal owing to its 

low probability of detection and interception capabilities as well as its immunity from 

interference and jamming. The waveform is generated by amplifying and bandpass filtering the 

thermal noise generated by a resistor; thus, the waveform is not to be considered to be pseudo-

noise, the latter being generated deterministically and therefore possessing a cyclic 

autocorrelation function. Since the UWB noise signal used as the information carrier is easy to 
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generate, it simplifies the system implementation while achieving a fair amount of covertness. It 

may certainly be possible to detect a true thermally-generated noise signal embedded in ambient 

noise, but only if adequate time and processing resources are available, which is unlikely in the 

scenarios considered in this chapter.  

This chapter is organized as follows. In Section 2.2, previous work on RFID systems are 

reviewed. In Section 2.3, the system model is described, where the design of radar transmitted 

signal, RFID tag architecture, and radar detector architecture is illustrated. 

2.2 Previous work on RFID systems 

As mentioned in Chapter 1, recent research on RFID tag systems mainly focuses on tags 

and antennas, while there are relative few articles on the associated communication infrastructure. 

Most of previous RFID systems are designed for identification and localization, with applications 

in libraries and the supply chain. More intelligent RFID systems, which have more information 

storage and processing capabilities, can be designed to have advanced functionalities, such as 

communicating with various messages about the object. Power efficiency is an issue to be taken 

into account in the RFID system design. RFID tag structure should be designed as simple and less 

energy consuming while achieving good system performance. Besides, a lot of current RFID 

systems are lack of privacy and security, and subject to external interferences threat. More secure 

RFID systems or covert RFID systems may be explored. 

2.2.1 RFID systems with simple responses 

A 3-D RFID system with a union tag is proposed for objects recognition in [45]. In this 

system, an object with a 3-D tag can be identified, and its location and orientation can be 
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estimated by analyzing the characteristics of the 3-D tag. However, complete recognition may not 

be possible. The 3-D tag is designed in regular hexahedron shape, which includes an RFID 

transponder and six tag antennas. Each tag antenna has unidirectional radiation pattern, and 

provides its own directional information to the transponder when it detects the power from the 

reader. Then the transponder transmits the identification signal with orientation to the reader. The 

3-D tag, referred to as the union tag is implemented using six passive tags attached to six edges of 

a cube in [45]. The surface of the cube has shielding with metallic covering to block out the 

symmetric wave from undesirable direction. The passive tags have λ/2 dipole antennas, called the 

tag units, and each tag transmits its directional information to the reader. In union tag‘s location 

estimation, when two RFID reader antennas‘ locations are set, the two main lobe directions can 

be visualized by exploiting the characteristics of the unidirectional radiation pattern of the RFID 

antenna. Then the location of the tagged object can be estimated via trigonometry. Orientation of 

the object with the built-in union tag is classified into twenty-four poses depending on the 

direction of the view, and is determined by detecting two neighboring tag units. 

An RFID tag system to sense the target‘s permittivity based on variations of 

backscattered power detected by the reader is presented in [46]. A multi-port passive tag with 

multiple chips concept is proposed, which is that when the target geometry is fixed and several 

reference permittivities are chosen, the impedance at the n-th port of the tag is matched to the 

chip if the tagged object‘s permittivity is n . The ports of the tag will be differently mismatched, 

and will backscatter signals independently, carrying information of the target‘s permittivity. 

Backscattered power ratio between the received powers by the reader is calculated, and then the 

value of the target‘s permittivity is estimated using a pre-determined calibration curve showing 

the target‘s permittivity as a function of the backscattered power ratio. Although this system is 

able to estimate the target‘s permittivity without a priori knowledge of the target‘s position and 

orientation with respect to the reader, it requires preliminary electromagnetic processing to 
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produce calibration curves for the specific class of targets, and the obtained database and target‘s 

permittivity retrieval procedure need to be embedded in the reader [46]. 

2.2.2 RFID system protocols 

In passive RFID systems, RFID tags use the energy from the reader interrogation signal 

to power themselves, and send back to the reader their IDs or information about the objects they 

are attached to. In the RFID tag reading process, if there are multiple tags responding to the 

reader at the same time, the signals from the tags will collide in time since the RFID tags 

communicate over a shared wireless channel. Thus the reader may not correctly recognize all the 

RFID tags. Besides, passive RFID tags are low functional and may not be able to communicate 

with each other to figure out the order to speak. Many RFID tag anti-collision protocols are 

studied in previous research. Some of the most common ones are Slotted Aloha, Adaptive Binary 

Tree, and the EPC Gen2 specification [47]. 

Slotted Aloha [47] 

In this protocol, the reader first sends out a REQUEST command, which provides the 

available slots for the tags to use. Each tag randomly selects one of the slots, and broadcasts its ID 

at its chosen slot. Upon receiving a clear tag ID with no collisions in a particular time slot, the 

reader sends out a SELECT command containing that ID. Only the tag with that ID responds to 

the reader. Then the reader sends out a READ command, and that tag sends its corresponding 

information to the reader. Afterwards, the reader starts next conversation with the tags by sending 

out another REQUEST command.  
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This protocol can reduce tag collisions. With fewer slots provided by the reader, the 

reading process is faster. But when lots of tags are present in the reader‘s range, more slots are 

needed for fewer collisions. It may occur that one particular tag needs to wait for a long time to 

be read. 

Adaptive Binary Tree [47] 

This protocol uses a binary search to find one tag among many tags. The singulation is 

based on the tag‘s EPC ID or its pseudo ID. The basic idea of the tree traversal procedure is as 

follows. When a tag is involved in this procedure, it immediately sends out the most significant 

bit of its ID. The reader responds with a bit. If it matches the bit the tags sent, the tag will send 

the next bit of its ID. Otherwise, the tag will not respond, and it will wait for a data null from the 

reader to proceed to the tree traversal. At the boundary bit of the tag‘s ID, after the tag sends out 

the bit, if the reader confirms it, the tag sends the same bit again. Then if the reader responds with 

a 1 or 0, the tag will not respond, and it will wait for a data null from the reader to proceed to the 

tree traversal. If the reader responds with a data null, the tag will enter the Singulated Command 

Start state. In this state, if the tag receives a 0, it will go to the initial state and be indicated that it 

has been read. If the tag receives a 1, it will go to the Singulated Command state, where it 

receives 8-bit commands from the reader. 

EPC Gen2 [47] 

This protocol supports faster tag singulation. It considers the situation where two readers 

are in the same operating environment, within one kilometer of each other.  
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For communication between readers and tags, there are three procedures in this protocol. 

A reader may SELECT tags by asking tags to compare themselves to a bitmask. It may 

INVENTORY tags by singulating tags until it has recognized each tag within the range. It may 

also ACCESS tags, which includes reading information from a tag, writing information to a tag, 

killing a tag, etc. 

2.3 System model 

2.3.1 Radar transmitted signal 

Radar transmitted UWB noise signal has the form as shown in Figure 2.1, which is 

composed of two parts ( )h t  and ( )x t . The first part of the signal ( )h t  is the radar header 

appearing in time before the radar interrogation signal ( )x t . The radar header signal occupies a 

small fraction of the entire radar transmit signal. The interrogation signal ( )x t  is a bandlimited 

UWB white Gaussian noise (WGN) radar waveform operating over the frequency range[ , ]L H  . 

The header signal ( )h t  is a prearranged and secret noise waveform realization also known by the 

RFID tag, and it exists over the same frequency band as ( )x t . The radar header ( )h t  is used to 

trigger the RFID tag. Once the RFID tag detects the radar header, it starts to modulate its message 

onto the radar interrogation signal ( )x t . Since ( )h t  is a noise signal only known to the radar and 

the RFID tag, the adversary cannot detect or forge it easily. This guarantees that the 

communication between the radar and the tag is covert and also that the RFID tag cannot be 

triggered by the adversary intentionally.  
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(a) 

 

(b) 

Figure 2.4. Radar transmitted signal: (a) signal format, and (b) time (top) and frequency (bottom) 

domain representations. 

 

The header of radar transmitted signal can be randomly selected from a suite of pre-

assigned random headers to better protect it from detection by undesired parties. However, this 

increases the complexity of RFID tag‘s architecture and RFID tag‘s energy consumption during 

the detection of radar header. This is because the RFID tag in the system needs to store the entire 

suite of radar headers beforehand and correlate its received signal with each stored radar header 
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to determine whether the incoming signal is from the radar. Furthermore, the RFID tag in our 

system is battery powered for longer range and advanced functionalities, and its energy 

consumption is also of concern in the system design. Instead, we propose that the radar header 

remains the same random waveform for each radar interrogation. Since this single radar header 

signal used in our system has randomness features, it is relatively difficult to be detected. 

2.3.2 RFID tag architecture 

The RFID tag functional block diagram is shown in Figure 2.2. It consists of two parts: a 

sensing receiver, and an active receiver/transmitter. The sensing receiver is merely a listening 

device which uses moderate amounts of power and is used to sense the radar header. The active 

receiver/transmitter is turned on once it gets an indication signal from the sensing receiver output 

that the radar header is detected. Upon receiving this wake-up call, it begins to receive and 

process the rest of the incoming signal, embeds the appropriate RFID tag message, and 

retransmits the message bearing RFID tag signal back to the radar.  

 

Figure 2.5. RFID tag functional block diagram. 
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The RFID tag operates in two modes: working mode and sleep mode. In the working 

mode, once the sensing receiver detects the radar header and sends a control signal to the active 

receiver/transmitter to turn on, the sensing receiver turns off. The active receiver/transmitter also 

turns off after completing the delay-modulating of the radar inquiry signal. Thus the entire RFID 

tag goes into the sleep mode after it is triggered. It will stay in the sleep mode for a period which 

is longer than the maximum multipath delay. Then the sensing receiver turns on again, waiting 

for the next radar header to arrive. Now the entire RFID tag is in the working mode again. This 

way, the RFID tag will not be triggered by the multipath signals in the radar to tag link, and it will 

not miss the radar‘s inquiry. Besides, the RFID tag is not always in working mode, and thereby 

improving its energy efficiency. 

The sensing receiver functional block diagram is depicted in Figure 2.3. The bandpass 

filtered received signal is cross correlated with a replica of the radar header, which is saved at the 

RFID tag a priori. The output of the correlator goes through a threshold detector whose output 

controls the RFID tag‘s active receiver/transmitter. If the output of the correlator exceeds the 

threshold at some observing time, then the active transmitter/receiver is turned on. 

 

 

 
 

Figure 2.6. RFID tag sensing receiver block diagram. 
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The RFID tag active receiver/transmitter functional block diagram is shown in Figure 2.4. 

If and only if the radar wake-up signal is detected by the RFID tag sensing receiver, then the 

RFID tag active receiver/transmitter is enabled. The remaining portion of the radar signal, 

namely, the radar information bearing signal ( )x t , is intercepted at the RFID tag. First this signal 

goes through a bandpass filter with bandwidth  and center frequency i , which covers part of 

the entire bandwidth of radar signal ( )x t . This frequency index i  represents the index of the i -th 

RFID tag. We assume that there is a fixed number of RFID tags within the radar‘s range during 

one interrogation duration. Since the delayed transmitted signal by the RFID tag does not contain 

the radar header, its sensing receiver will disregard it without further processing. Thus, loops 

causing chaotic or oscillatory behavior will be avoided in the tag‘s active receiver/transmitter 

circuit. 

The entire bandwidth of the radar signal is divided into several subbands without mutual 

overlap by the RFID tags, all of the same bandwidth  , with center frequencies ranging from 

1  to N , where N  is the total number of RFID tags, as shown in Figure 2.5.  

 

 

 

 

 

Figure 2.7. RFID tag active receiver/transmitter architecture. 
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Figure 2.8. Frequency band allocation for RFID tags. 

 

 

A guard band between adjacent bands of the RFID tags is maintained in order to avoid 

interference between individual tags and to allow for the Doppler shifts associated with moving 

tags. The output of the bandpass filter at each RFID tag can be shown to be uncorrelated with 

each other. The Doppler frequency shift of the RFID tag is calculated as 02 2d r rf v f v c  , 

where rv  is the radial velocity and 0f  is the radar frequency. For an RFID tag moving at the 

speed of 20 km/h and a radar operating over a frequency band of 1−2 GHz, the maximum 

Doppler shift is computed as 74 Hz. Since the RFID tag is considered mainly for associating with 

slowly-moving assets, as long as the guard band is designed to be large enough compared to the 

maximum expected Doppler shift, the effects of the Doppler shift can be neglected and there will 

arise no confusion for the detection of different RFID tags. 

If the number of RFID tags in the radar‘s range is not fixed, the radar interrogation 

signal‘s frequency band can be divided into maxN  subbands, where maxN  is the maximum 

number of RFID tags attached to objects in the system. Each RFID tag occupies its distinct 

subband. 

Next, one branch of the bandpass filter output ( )ix t  is passed through a weighted tapped 

delay line to embed the RFID tag‘s message. It is first delayed by the time g , which is 

specifically designed such that it is longer than the radar interrogation signal duration, and not a 
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multiple of d , the delay between adjacent taps. The length of the following tapped delay line L  

denotes the number of bits of the tag message. Each weight ja  is chosen to be either 0 or 1, 

representing the digit of the bit. Thus the RFID tag is able to transmit a total of 2 1L   kinds of 

messages (the all 0-bit message is not used). The delay between adjacent taps d  must satisfy the 

condition 1( )d    so as to reduce the interference between signals from adjacent delay taps. 

Delay g  is applied for the reason that if the RFID tag responds to the radar, the start bit (0-th bit) 

of the RFID tag‘s message always equals 1. Thus, the time interval between the start bit of the 

RFID tag‘s message and Correlator 1‘s output peak at the radar detector is g , which can be used 

to verify and check the start of the RFID tag‘s message. Since we have ensured that g  is not a 

multiple of d , the 0-th bit of the RFID tag‘s message will not be mistaken to be part of the RFID 

tag‘s actual message. Use of g  also guarantees that the RFID tag‘s message carrying the 

message sequence is distinct from the signal directly out of the bandpass filter, so that Correlator 

2 of the radar detector can fully capture the RFID tag‘s message sequence after Correlator 1 

detects whether the RFID tag responds or not.  

The other branch of the bandpass filter output, which is used as the indicator of RFID tag 

message‘s arrival, goes directly to the amplifier and is retransmitted to the radar. Following this 

signal is the output of the weighted tapped delay line, which also goes through the amplifier and 

is transmitted back to the radar. Thus, the retransmitted signal for the i -th RFID tag has the 

vector form 
1

( ) ( ) ( )
L

i i g j i g d

j

x t x t a x t j  


 
    

  
 .  
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2.3.3 Radar detector architecture 

The radar detector functional block diagram is depicted in Figure 2.6. To detect the i -th 

RFID tag‘s message, the radar received signal ( )y t  first goes through a bandpass filter whose 

frequency band corresponds to the i -th RFID tag. The bandpass filter selects the signal in the 

desired bandwidth, ( )iy t , and thus enhances the signal-to-noise ratio by eliminating out-of-band 

energy. The electronically controlled single-pole double-throw (SPDT) switch is always 

connected to Terminal 1 if it is not enabled. It switches to Terminal 2 only if it is enabled by the 

output of the threshold detector.  

 

 

Figure 2.9. Radar detector block architecture. 

 

The output of the bandpass filter ( )iy t  then goes to Correlator 1 where it is correlated 

with ( )ix t , a replica of the UWB noise radar signal saved at the radar filtered to the same band. 

Correlator 1 is used to detect ( )ix t , which is the initial portion of the RFID tag signal form. The 

integration time of Correlator 1 is 1T . If its output exceeds a threshold at some time, then it 

determines that the i -th RFID tag‘s message is coming in and triggers the SPDT switch. The 
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switch then switches to Terminal 2 and the remaining portion of the incoming signal ( )iy t  flows 

to Correlator 2. 

Correlator 2 is used to decode the RFID tag‘s message. Compared to Correlator 1, 

Correlator 2 has a longer integration time, denoted by
2T , i.e. 

2 1T T . The outputs of Correlator 1 

and Correlator 2 both go to the RFID tag message decoder, which knows the length of the 

weighted tapped delay line of the RFID tag and the delay between its adjacent taps. By observing 

the amplitudes at different time lags, the RFID tag‘s message can be decoded. The output of 

Correlator 1 can help in decoding the RFID tag‘s message especially in the multipath channel 

case, which will be discussed in Chapter 3. 

Delay g  is applied in our RFID tag design for the reason that if the RFID tag responds 

to the radar, the start bit (0-th bit) of the RFID tag‘s message always equals 1. Thus, the time 

interval between the start bit of the RFID tag‘s message and Correlator 1‘s output peak at the 

radar detector is g , which can be used to verify and check the start of the RFID tag‘s message. 

Since clutter and RFID tag platforms will simply reflect the radar signal without the delay g , 

reflections from these will be recognized as non-RFID tag. This enables discrimination by the 

radar between the RFID tag‘s signal and spurious reflections. Since we have ensured that g  is 

not a multiple of d , the 0-th bit of the RFID tag‘s message will not be mistaken to be part of the 

RFID tag‘s actual message. The delay g  also guarantees that the RFID tag‘s message carrying 

signal sequence is separate from the signal direct out of the bandpass filter, so that Correlator 2 of 

the radar detector can fully capture the RFID tag‘s message sequence after Correlator 1 detects 

whether the RFID tag responds or not.  

Figure 2.7 illustrates the structure of the correlator. The received signal is mixed with a 

time delayed version of the filtered transmitted signal ( )ix t  . The correlation integration is 
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performed by the low-pass filter. The bandwidth of the low-pass filter determines the cross-

correlation integration time. 

 

 

 

 

 

Figure 2.10. Structure of correlator. 

 

When there are multiple RFID tags to be interrogated by the radar, several above 

detectors can be connected at the radar receiver in parallel, with each bandpass filter tuned to the 

corresponding RFID tag‘s center frequency. 
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Chapter 3  
 

RFID tag ― Radar system operation and performance analysis  

3.1 System operation 

We consider AWGN and propagation delays introduced by the channel. The internal 

thermal noise at the RFID tag and radar is neglected since it is much lower than the channel 

noise. We consider the link between the radar and RFID Tag 1 as an example to show the 

operation of the proposed system. 

As stated before, to interrogate the RFID tags, the radar transmits the header ( )h t  

followed by the interrogation signal ( )x t . If the RFID tag sensing receiver successfully captures 

the radar header, then the RFID tag responds to the radar with message modulated signals. 

Suppose the channel propagation delay is denoted by 0  and the channel additive noise in the 

radar-to-RFID tag link is denoted by 1( )fn t , then the output of the bandpass filter of the RFID tag 

is 1 0 1( ) ( )fx t n t  . The output of the weighted tapped delay line after power compensation by 

the amplifier is 1 0 1 0 2

1

( ) ( ) ( )
L

g j g d f

j

x t a x t j n t    


       , where

2 1 1

1

( ) ( ) ( )
L

f f g j f g d

j

n t n t a n t j  


     . Tag 1 thus transmits the signal 

1 0 1 1 0 1 0 2

1

( ) ( ) ( ) ( ) ( )
L

f g j g d f

j

x t n t x t a x t j n t     


 
         

  
  back to the radar. Since 

the specific delay g  is only provided by the RFID tag, radar returns from clutter and RFID tag 

platforms will not introduce this delay, and thus their reflections will be discriminated from the 
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RFID tag‘s signal. In the following analysis, we ignore these unwanted radar returns assuming 

that they are fully separated from the RFID tag‘s signal at the radar detector.  

At the radar receiver, the received signal after the bandpass filter 1( )y t  is given by  

1 0 1 0 1

1
1 0 1 0 2 0 2

1

1 0 1

1 0 1 0 2

1

( 2 ) ( ) ( )

( )
( 2 ) ( 2 ) ( ) ( )

( 2 ) ( )

( 2 ) ( 2 ) ( )

f b

L

g j g d f b

j

L

g j g d

j

x t n t n t

y t
x t a x t j n t n t

x t n t

x t a x t j n t

 

     



    





    
 

  
         

  

  
 

  
       

 





      (3.1)                                                                                                        

where 1( )bn t  and 2 ( )bn t  are uncorrelated AWGN in the RFID tag-to-radar link. We also define 

1 1 0 1( ) ( ) ( )f bn t n t n t    and 2 2 0 2( ) ( ) ( )f bn t n t n t   . 

The signals transmitted by other tags occupy different frequency bands, which do not 

overlap with the frequency band of the signal transmitted by the tag under consideration; thus the 

signals transmitted by other tags are uncorrelated with the desired signal. Therefore, the 

interference signals transmitted by other tags simply raise the noise floor at the radar detector 

corresponding to the tag under consideration. Furthermore, the guard band between individual tag 

frequency bands is designed to be much larger than the maximum Doppler frequency shift. The 

effect of such interferences on the system performance is equivalent to that of a degraded channel 

SNR. 

The output of Correlator 1 is derived as  

 
1

1 1

1 1 0 1 1
0

1 0 1 1 1
0 0

( ) ( 2 ) ( ) ( )

( 2 ) ( ) ( ) ( )

T

T T

c x t n t x t dt

x t x t dt n t x t dt

  

  

   

    



 
                                             (3.2) 
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Since 1( )x t  is uncorrelated with 1( )n t , the last term of equation (3.2) is a noise term. A 

peak whose magnitude is the energy of 1( )x t  should be observed at time lag 02   of the 

Correlator 1 output, if RFID Tag 1‘s signal exists. 

Similarly, the output of Correlator 2 is given by  

 

2

2 2 2

2 1 0 1 0 2 1
0

1

1 0 1 1 0 1 2 1
0 0 0

1

( ) ( 2 ) ( 2 ) ( ) ( )

( 2 ) ( ) ( 2 ) ( ) ( ) ( )

LT

g j g d

j

LT T T

g j g d

j

c x t a x t j n t x t dt

x t x t dt a x t j x t dt n t x t dt

      

       





 
         

  

          



  

                               

                                                                                                                                        (3.3)                                                                                                                                      

To retrieve the RFID tag message, we need to observe the magnitude of the output of 

Correlator 2 at time lags 02 1,g dj j L        . If a peak is observed at time lag when j  

equals l , then the l -th bit is 1, otherwise it is 0. 

To demonstrate on paper the operation of the RFID tag responding system, we ran 

simulations on the following example.  

A 4
th
 order bandpass Chebyshev filter with 0.5 dB ripple in the passband is used for the 

simulation, whose frequency response is shown in Figure 3.1. The radar transmits a 1–2 GHz 

noise signal to the RFID tags. The ratio of the durations of the radar header to the radar inquiry 

signal part is 1:5. To illustrate the operation of the proposed system, suppose that there are three 

RFID tags within the radar‘s range. The RFID tags‘ operating bandwidth is 320 MHz and their 

frequency band allocation is as follows: Tag 1 occupies 1–1.32 GHz, Tag 2 occupies 1.34–1.66 

GHz, and Tag 3 occupies 1.68–2 GHz. The guard bandwidth is 20 MHz, which is much greater 

than what is needed to account for the tag‘s maximum possible Doppler shift. The channel SNR 

is −3 dB, and the channel round propagation delay is 1.6×10
4
 time lags. The length of the 
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weighted tapped delay line at the RFID tag is 3. The delay between adjacent taps, d , is 90 time 

lags, and the delay before the tapped delay line, g , is 5030 time lags, which is longer than the 

radar interrogation signal duration of 5000 time lags. RFID Tag 1 transmits message 101 to the 

radar, i.e. using delays d  and 3 d . 

 

Figure 3.1. Frequency response of bandpass filter at the radar transmitter output. 

 

Figure 3.2 shows the simulation results of RFID Tag 1‘s message decoding in the AWGN 

channel case in the example system. The output of Correlator 1 has a peak at the time lag of 

1.6×10
4
, which indicates that a message from RFID Tag 1 exists. In the output of Correlator 2, a 

peak occurs at the time lag around 21030, which indicates the start of the RFID tag‘s message. 

Subsequent two peaks occur at 90 time lags and 270 time lags, which equal d  and 3 d  
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respectively away from the start of the message. There is no peak occurring at 180 time lags 

corresponding to 2 d . Thus, this RFID tag‘s message is correctly interpreted as 101. 

 
 

 
 

Figure 3.2. Example system RF tag message decoding in AWGN channel at an SNR value of −3 

dB. The right plots are zoomed in at the peaks of the left plots. 
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3.2 System performance analysis 

The performance of the system is evaluated in term of the symbol error probability, also 

known as the symbol error ratio (SER). As stated above, interferences such as clutter reflections 

and other RFID tags‘ transmitted signals can be either discriminated from the desired signals at 

the radar decoder or can be analyzed as being equivalent to a worse channel SNR. In the 

following analysis, we derive the SER of our system in an AWGN channel to give a theoretical 

bound that our system can best achieve. Whether the RFID tag‘s message can be correctly 

decoded or not depends on the outputs of both the Correlator 1 and Correlator 2. The RFID tag 

header has to be detected at first. 

The output of Correlator 1 gives an indication whether this RFID tag responds to the 

radar. The zeroth bit of the RFID tag‘s message (when it exists) is always 1, and since g  is not a 

multiple of d , it will not be misconstrued as part of the tag message. If the peak of Correlator 1‘s 

output appears at time x , which may be different from 02  due to factors such as the delay 

caused by processing time of components in reality, and the first peak of Correlator 2‘s output 

appears at time y , then the time interval between x  and y  will equal g . This way, the start of 

the RFID tag‘s message can be checked and verified. 

The RFID tag message decoding rule is that if no peak of Correlator 1‘s output appears at 

any time, then the RFID tag‘s message is wrongly decoded; else if the peak of Correlator 1‘s 

output appears at some time x , then if no peak appears at time around g  away from x , then 

the RFID tag‘s message is wrongly decoded; else the RF tag‘s message is decoded by observing 

the magnitude of Correlator 2‘ s output at time 1,g dj j L     away from x . 

Therefore, the symbol error probability can be written as  
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              (3.4) 

where 1( )p c  is the probability that Correlator 1 gives a wrong decision, 2( )gp c  is the probability 

that a wrong decision is made at time g  away from x  of Correlator 2‘s output in case that 

Correlator 1 gives a correct decision, and 2( )kp c  represents the probability of the k -th bit of 

RFID tag‘s message decoded wrongly given that Correlator 1 gives a correct decision as well as 

the 0-th bit is correctly decoded. 

The probability 1( )p c  that Correlator 1 gives a wrong indication is calculated as follows. 

Although the peak may appear at time other than 02 , the derived result is still applicable since 

we use the ideal time 02  merely to show the calculation procedure for the time where the peak 

of Correlator 1‘s output should occur. The peak output is given by 

 
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

                                                  (3.5) 

where the coefficient 1ca  is either 1 or 0 corresponding to whether the RFID tag responds to the 

radar or not. Upon invoking the stationarity property for 1( )x t , we have  

1 12 2
11 1 0 1

0 0
( 2 ) ( )

T T

xU x t dt x t dt    ,                                                                         (3.6) 

while 

1

1 1 1 0
0

( ) ( ) ( 2 )
T

en t n t x t dt                                                                                        (3.7) 

represents the noise term. A simulation check confirms that we can approximate 1( )en t  as 

Gaussian distributed. 
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Since 1 1 0 1( ) ( ) ( )f bn t n t n t   , and 1 0( )fn t   and 1( )bn t are uncorrelated Gaussian 

noise, both with zero mean and variance 2
n , the mean of 1( )n t is zero and its variance is 22 n . 

The mean of 1( )en t  is zero, and its variance is computed as  
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                          (3.8) 

Since 1( )n t  and 1( )x t are white Gaussian noise signals, each is uncorrelated to its time 

delayed replica. 

The signal component of 1 0(2 )c   is either 0 or 11xU . The possibility whether the branch 

of signal out of the bandpass filter at the RFID tag is sent out directly to the radar depends on 

many factors, such as whether it can successfully capture the radar header, its power condition 

since we use active RFID tags in the system, etc. For simplicity, we assume that each value is 

equally probable. The optimal threshold can be shown to be 

 1 11

1

2
xU                                                                                                             (3.9) 

The noise variance is 2
1e  which can be shown to be equal to the power spectral density  

0 2N  for a white Gaussian process. The distance 
12d between the two signal values is

11xU . The 

average probability of error is calculated to be [48] 

2

11 1112
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e n x

U Ud
P c Q Q Q

N T  

    
      
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                                 (3.10) 
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where the Q-function is given by
2 /21

( ) , 0
2

t

x
Q x e dt x




  . 

If Correlator 1 at the radar receiver correctly detects the existence of the RFID tag signal, 

we need to check whether the 0-th bit of RFID tag‘s message exists or not. The output of 

Correlator 2 at the corresponding time is given by 
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where  

2 12 2
1 0 1 11
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( 2 ) ( )
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g xx t dt x t dt U                          (3.12) 

is the signal component and 
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                                                                                                                          (3.13) 

denotes the noise term. 

Since 1( )d   , the signals out of different delay taps at the RFID tag can be 

considered as uncorrelated. Thus the components of  ( )egn t  are pairwise uncorrelated, and each 

component can be approximated as Gaussian distributed, so they are independent. Then, ( )egn t  

can be approximated as Gaussian distributed with mean zero and variance
2
eg . The variance of 
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( )egn t  is the sum of the variances of each component. Following the same procedure as in (3.8), 

its variance is calculated to be 

2 4 2 2
2 1 2 2 1
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eg j x n x
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                                                (3.14) 

Since 2 2 0 2( ) ( ) ( )f bn t n t n t    and 2 1 1
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where 1( )f gn t   is uncorrelated with 2 ( )bn t , we have 
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Therefore, 
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Similarly as in the analysis for 1( )p c , the signal component of 2 0(2 )gc    which may 

be 0 or 11xU , is assumed to be equally probable, and so 
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Given that Correlator 1 gives a correct decision as well as the 0-th bit is correctly 

decoded, to determine the k -th bit, we observe the amplitude of Correlator 2‘s output at time lag

02 g dk    . The output at the corresponding time lag is given by 
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                                                                                                                    (3.18) 

where  
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0
( 2 )

T

g d xx t k dt U                                                                (3.19) 

and 2 ( )en t  represents the noise terms, given by 
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                      (3.20) 

Similarly, we can show that 2 ( )en t  can be approximated as Gaussian distributed with 

mean zero and variance 2
2e . Following the same procedure as in (3.8), the variance of 2 ( )en t  is 

calculated to be  
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             (3.21) 

The signal component of 2 0(2 )g dc k     is either 0 or 11xU  since the coefficient ka  

is either 0 or 1. Assuming that each value is equally probable, the optimal threshold in this case is 

then 
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xU                                  (3.22) 

The average probability of error for the k -th bit of the RFID tag‘s message is given by 
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                      (3.23) 

 

Substituting (3.10), (3.17), and (3.23) into (3.4), we derive the symbol error probability 

(SER) as 
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As can be seen from (3.13) and (3.20), when the RFID tag transmits all 1-bit messages, 

the noise floor is higher than when it transmits other kinds of messages. Thus, the worst SER is 

obtained for this case.  

We ran simulations on the proposed system‘s SER using the same example system as that 

for system operation illustration. The RFID tag has a 3-tapped delay line, where the delay 

between adjacent taps is 90 time lags, and the delay before the tapped delay line at the RFID tag 

is 5030 time lags. The round propagation delay is 16000 time lags. Radar transmits a 1−2 GHz 

noise signal towards the RFID tag, and the RFID tag signal occupies the 1−1.32 GHz band. In 

Figure 3.3, simulation results of the SER are shown as a function of the channel signal-to-noise 

ratio (SNR), and it is compared to the theoretical result derived from (3.24).  
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Figure 3.3. Example system SER vs. channel SNR for a 3-tap delay line at the RFID tag. 

 

We note from Figure 3.3 that the simulation and theoretical results agree to within 0.5 

dB. The simulation and theoretical results show that the proposed system is capable of covertly 

and securely communicating messages even under negative channel SNR conditions with 

tolerable symbol error probability. When the channel SNR is −2 dB, the SER of the system is at 

the 10
-3

 level, and the system still performs well at –4 dB channel SNR, where the SER is at the 

10
-2

 level. Figure 3.3 also reveals that the theoretical curve slightly overestimates the SER at a 

given channel SNR compared to the simulation results, but the agreement is within 0.7 dB over 

the range investigated. The simulated and theoretically derived SER curves do not match exactly 

due to the fact that in our SER derivation, we approximate the distribution of the noise term out 

of the correlator as Gaussian to obtain a closed form solution. However, since this noise term also 

contains products of Gaussian random variables, it is not strictly Gaussian distributed, according 

to [49]. 
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3.3 RFID tag-to-Radar link multipath interferences reduction 

Since the RFID tag‘s message is modulated to the signal through weighted tapped delays, 

when there are multipath interferences in the RFID tag-to-radar link, the RFID tag multipath 

signals appearing at various times may confuse the tag‘s message decoding at the radar. Thus, the 

multipath interferences need to be reduced at the radar before determining the tag‘s message. In 

this section, an algorithm to reduce the interferences from multipath signals in the RFID tag-to-

radar link is presented, and illustrated through simulation. This algorithm is specifically designed 

for our system wherein we use random noise signal as the information carrier. We developed this 

algorithm considering both the complexity of the system, especially the simple architecture of the 

RFID tag, and the fact that the system can work in real time, as long as assuming the multipath 

channel remains relatively constant over the duration of tag operation. Our simulation results 

show that this algorithm works for the proposed system.  

3.3.1 Multipath interferences reduction procedure 

The basic idea is that the signal from the branch directly out of the bandpass filter at the 

RFID tag can also be used to sense the multipath channel on the RFID tag-to-radar link during the 

detection by the radar when determining whether the corresponding RFID tag is responding. The 

multipath channel information thus estimated is applied to the following sequence of signals to 

reduce the interferences brought about by the multipath signals, and to better decode the RFID 

tag‘s message by the radar.  

IEEE 802.15.4a has provided channel models describing signal propagation over 3.1–

10.6 GHz for various environments, such as indoor residential, indoor office, industrial 

environments, etc. The set of IEEE multipath channel models is based on the Saleh-Valenzuela 
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model, where the paths arrive at the receiver in clusters. To demonstrate how our proposed 

scheme combats multipath signal interferences, we use a more simplified channel model. 

Consider the RFID tag-to-radar link. The multipath channel response is simply modeled 

by a finite set of delay and attenuation pairs{ , }i mi  , 

1

( ) ( )
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m i mi

i

h t t  
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                                                                                       (3.25) 

The radar received signal out of the bandpass filter which flows to Correlator 1 is given 

by 
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where 1 1 0 1
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     represents the noise term of 1 1( )cx t . 

Similarly, the branch of the radar bandpass filter to Correlator 2 is given by 
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where 2 2 0 2
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  The output of Correlator 2 output is calculated as  
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If the output of Correlator 1 has a peak above the threshold at some time lag * , then the 

radar starts to decode this RFID tag‘s message with the outputs of Correlator 2, 2 ( )c  , and 

Correlator 1, 1( )c  . 

The first step of tag message decoding is to suppress the noise floor of 1( )c   and 2 ( )c  . 

We denote 1( )c   and 2 ( )c   as the denoised versions of 1( )c   and 2 ( )c  , respectively. The noise 

can be reduced using the method of wavelets. The energy of a signal is often concentrated in a 

few coefficients, while the energy of noise is spread among all coefficients in the wavelet domain 

[50]. Wavelet denoising keeps strong wavelet components and removes the rest, and as a result, 

the noise is removed according to the signal [51]. Wavelet denoising has the merit of optimal 

resolution both in the time and the frequency domain compared to other methods [52], and it is 

therefore widely used for noise reduction purposes. The denoising procedure consists of three 
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stages: (1) wavelet transformation of the signal; (2) thresholding of wavelet coefficients; and (3) 

inverse wavelet transformation [53]. One threshold   that is easy to implement is given by [54] 

(2log ) /n n  ,                                                                                              (3.30) 

where n  is the number wavelet coefficients to be thresholded and 0.6745m  , m  being the 

median of the wavelet transform coefficients. 

The next step is to apply the information obtained from 1( )c   to 2 ( )c   in order to decode 

the RFID tag message. The procedure is described as follows: 

STEP 1: Intercept the part of 1( )c   from time lag * , which is denoted as 1 ( )rc  . 

STEP 2: Check the 0-th bit of the RFID tag‘s message by observing the magnitude of 

2 ( )c  at time lag
*

g  . If it is above the threshold, then go to STEP 3, otherwise stop.  

STEP 3: Intercept the part of 2 ( )c   from time lag 
*

g  , denoted as 2 _ 0 ( )c  . Subtract 

1 ( )rc   from 2 _ 0 ( )c  , and the remaining part is denoted as 20 ( )c  . Check the 1st bit of the RFID 

tag‘s message by observing the magnitude of 20 ( )c  at time lag g d   away from * . If it is 

above the threshold, then the first bit is decoded as 1, and go to STEP 4. Otherwise the first bit is 

decoded as 0, and check from the next bit. 

STEP 4: Intercept the part of 20 ( )c   from time lag 
*

g d    , denoted as 2 _1( )c  . 

Subtract 1 ( )rc   from 2 _1( )c  , and the remaining part is denoted as 21( )c  . 

…… 

STEP 5: Repeat the above operation on the resulting signal iteratively at time lag 

*
g di      for all 1,2, ,i L . 
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3.3.2 Test channel 

The channel impulse response used in the simulation is shown in Figure 3.4, which 

although not a standard one, is just for algorithm testing and validation purposes. 

 

Figure 3.4. Channel impulse response used for testing. 

3.3.3 Multipath interferences reduction results 

The following is a simulation validation for the proposed method. We use the same 

system example as that in Section 3.1, except that the channel is changed. The channel impulse 

response used in the simulation is shown in Figure 3.4. The wavelet used in the test is the 

Daubechies-4 (db4) wavelet, a widely used wavelet for signal processing [55]. The simulation 

results are shown in Figures 3.5(a)-(h). Figures 3.5(a) and 3.5(b) show the correlator outputs 

wherein the multipath signals and significant amount of noise are shown. The correlator outputs 

after denoising as per the procedure outlined in Equation (3.30) are shown in Figures 3.5(c) and 
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3.5(d), wherein we note that noise has significantly reduced. Figure 3.5(e) shows the output of 

Correlator 2 after the first multipath signal removal. An enlarged view of the Correlator 2‘s 

output after the first multipath signal removal is presented in Figure 3.5(f), which shows a high 

peak value at around 90 lags, which equals d  away from where the 0-th bit appears; thus the 

first bit is decoded as 1. In Figure 3.5(g), Correlator 2‘s output after the second multipath signal 

removal shows that there is no high peak value observed at 180 lags which equals 2 d away from 

where the 0-th bit appears, so the second bit is decoded as 0. However, there exists a high peak 

value occurring at about 270 lags which equals 3 d  away from where the 0-th bit appears, so the 

third bit is determined as 1. Since the length of the delay line at the RFID tag is known by the 

radar, the message is interpreted as 101 by the radar. Figure 3.5(h) shows the output of Correlator 

2 after three multipath signal removal iterations. It shows that the multipath interferences are 

reduced significantly. 

 

 

    

                      (a)                (b) 
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                                (g)       (h) 

 

Figure 3.5 Example system multipath channel results. (a) Correlator 1 output in multipath channel 

case, (b) Correlator 2 output in multipath channel case, (c) Correlator 1 output after noise 

suppression, (d) Correlator 2 output after noise suppression, (e) RFID tag message decoding after 

the 1st multipath signal removal iteration, (f) Same as (e) with lag scale expanded, (g) RFID tag 

message decoding after the 2nd multipath signal removal iteration, (h) RFID tag message after 

the 3rd multipath signal removal iteration. 

 

In the multipath channel, there will also be multipath from radar to the RFID tag. The 

radar-to-RFID tag channel and the RFID tag-to-radar channel are likely to be different given that 

both systems will have different antenna patterns. As stated in the RFID tag architecture in 

Section 2.3.2, our design of the sleep mode in RFID tag‘s operation assures that during one radar 

inquiry, once the RFID is triggered, it will not be triggered by multipath signals. 

3.4 System implementation considerations 

Various mature technologies, e.g., microwave, photonic, and acousto-optic, can be 

implemented to realize the switchable delay lines at the RFID tag for transmitting different 

messages, as described in [56]–[60]. A variable photonic microwave delay line and a spatially 
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integrated optic implementation are presented in [56]. An L-hand 5 bit time shifter is developed 

in [58], using switched diode lasers and photo detectors in conjunction with fiber-optic delay 

lines. An electrically tunable true-time-delay line in silicon for a broadband noise radar is 

described in [59], which consists of discrete switchable lines realized in hybrid form and a on 

chip continual tunable coplanar delay line. [60] proposes a tunable delay line based on the 

quadrature directional coupler. Compact wideband antennas suitable for RFID tags are discussed 

in many recent papers. In [61], a low-cost, wideband planar antenna for RFID tags mountable on 

metallic surfaces covering 57 MHz bandwidth at a 3-dB return loss has been presented. A 

wideband antenna for RFID tag that can process 1–2 GHz is also realizable. A UWB antenna 

operating over 300–2700 MHz with a size less that 15 cm square is reported in [62], while one 

operating over 400–800 MHz with a size of approximately 10 cm square is reported in [63]. Thus, 

we believe that suitable antennas are available for use with our proposed RFID tag 

implementation. 



 

 

Chapter 4  
 

Design of a covert RFID tag network for target discovery and target 

information routing  

4.1 Introduction 

RFID is an exciting area for research due to its relative novelty and exploding growth. 

Lots of current research on RFID focus on RF tag, reader, communication infrastructure, as well 

as some policy and security issues [40]. Besides its wide applications in supply chain 

management, transport, library systems, etc. for object recognition, RFID can also be designed to 

combine with sensor technologies to support more intelligent applications, such as RFID tag 

networks for environmental and military monitoring. There are three types of RFID tags: passive 

tags, semi-passive tags, and active tags. Passive RFID tags use energy from the incoming signal 

to power themselves, while semi-passive and active RFID tags use internal power source, usually 

a small battery. Since active RFID tags are battery powered, they have more information storage 

and processing capabilities, thus they can perform more advanced functionalities compared to 

traditional passive tags. Besides, they can also work over longer ranges. Active RFID tag is a 

good candidate for intelligent applications due to its advantages. On the other hand, active RFID 

tag is subject to failure by battery, which determines that it has limitations, and more factors need 

to be addressed when using it, such as 

i)  Its functions should be compatible with the RFIC availability. Very sophisticated 

algorithms may not be suitable for it. 

ii) Its architecture cannot be very complex due to the limited power source. More 

challenges are in its design, which needs to tradeoff its functionalities and its complexity. 
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iii) Its communication and data processing section design needs to take account into the 

RFID tag‘s architecture complexity. 

In this chapter, we explore the application of active RFID tags in target discovery and 

target information routing in the RFID tag networks, and present the design of a covert RFID tag 

network for target discovery and target information routing. The scenario is that a static or slowly 

moving target out of the range of the command center transmits a distinct pseudo-noise signal 

within the field of the spatially distributed RFID tags, and these RFID tags in the network collect 

the target‘s information and route it to the command center. We have the following assumptions:  

i) The target is a friendly target, and the noise signal from it is known only to the RFID 

tags in the network.  

ii) The RFID tags in the network do not know their own locations, and the command 

center has a map of all their locations.  

RFID tags in the network detect the target and route the target information to the command 

center, more data processing tasks are performed at the command center. All the RFID tags in the 

network are active RFID tags, and can communicate with other RFID tags. 

In our design, a noise signal is used as the information carrier to ensure that the 

communication in the RFID tag network is covert, due to the low probability of interception and 

low probability of detection of noise waveforms. Noisy tags, which are regular RFID tags that 

generate noise, can be used to help establish a secure channel between the reader and the queried 

tag. A noisy tag protocol is proposed in [17], wherein a noisy tag in the reader‘s field sends out a 

noise signal generated from a pseudo-random function, the secret shared with the reader. The 

reader can reconstruct and subtract the noise signals from the noisy tag and recover the message 

from the queried tag, while an eavesdropper is unable recover the queried tag‘s message. An 

eavesdropping-resistant and privacy-friendly RFID system is developed in [64], in which the chip 
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modulates its reply onto a noisy carrier provided by the reader to protect the back-channel against 

eavesdropping. This method does not require additional protective devices. 

Cluster approaches have been used a lot in parametric frameworks for detection and 

estimation. Sensors are partitioned into subgroups for distributed learning in the wireless 

networks [65]. In addition, the cluster approach is also used for topology control [66]. In this 

chapter, we employ RFID tag clusters within the RFID tag network to collect the target‘s 

information. There are two steps in this process: (1) target association, and (2) cluster formation 

and cluster head selection. If an RFID tag detects the target, then it stores the target‘s ID and gets 

associated with the target. Clusters are formed by RFID tags associated with the same target. One 

of these RFID tags, selected as the head of the RFID tag cluster, routes the target‘s information 

out to the command center. In our design, the RFID tag with the maximum number of links to the 

outside of the cluster is selected as cluster head, which is robust to channel failures, considering 

that the RFID tags in the network are battery driven and may run out of life. When some of the 

communication links between the cluster head and those RFID tags out of the cluster are broken, 

the cluster head RFID tag still can use alternate communication links between it and RFID tags 

outside of the cluster to route the target‘s information out. 

There are many approaches for information routing in the wireless sensor networks from 

different aspects of view. In [67], an information-directed routing method is proposed for 

localization and tracking problems, in which routing is formulated as a joint optimization of data 

transport and information aggregation, and information accumulated is maximized along the 

routing path. In [68], selection of the set of cluster heads is defined as the weighted connected 

dominating set problem, and centralized approximation algorithms are developed to select them. 

A maximum energy welfare algorithm is designed in [69] by applying the social welfare 

functions to the routing in wireless sensor networks. Each sensor makes routing decisions to 

maximize the energy welfare of its local society, which leads to globally efficient energy-
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balancing due to overlapping of the local societies. RFID tags can also be used to route 

information in the networks. In [70], the active relay tags retransmit their received signals during 

the communication between the interrogator and active tags, and the proposed RFID multi-hop 

relay system can achieve larger coverage. In our approach, the routing path in the RFID tag 

network from cluster head RFID tag to the command center is selected according to the channel 

condition, which is a joint optimization of favorable channel conditions and short path length. 

Each RFID tag intelligently selects its successor and routes the target‘s information to it. There 

are two stages when each node selects its successor on the routing path based on two criteria: (1) 

channel quality sensing, and (2) target‘s information routing. During channel quality sensing, the 

channel condition is estimated and quantized to form the link weight, while in the information 

routing stage, the RFID tag determines its successor based on the channel information obtained 

and sends the target‘s information to it. 

In this chapter, we present an algorithm design in the physical layer on target information 

collection and routing within the RFID tag network in outdoor scenarios, specify the signal 

format, signal modulation, and signal detection method. Using a noise signal as the information 

carrier and a noisy key at the front of the RFID tag‘s signal indicating the purpose of the message, 

guarantees that the communication within the RFID tag network is covert, owing to the low 

probability of interception and low probability of detection of the noise waveform. During the 

RFID tag cluster head selection process, the RFID tag with the maximum number of links to the 

outside of the cluster is selected as the tag cluster head, and it routes the target information out to 

the command center. The RFID tag cluster head selected in this manner is robust to channel 

failures. When some of the communication links between it and the RFID tags out of the cluster 

turn down, which may occur due to the battery failure in those RFID tags, it still can use the other 

communication links between it and RFID tags outside of the cluster to route the target‘s 
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information out. The routing path from RFID tag cluster head to the command center in the RFID 

tag network we propose is based on the joint optimization of channel quality and path length.     

The rest of the chapter is organized as follows. Section 4.2 gives the design of the RFID 

tag network and procedures for target‘s information collection in the RFID tag network. Section 

4.3 presents the algorithm for target‘s information routing within the RFID tag network, and it is 

illustrated through examples. In Section 4.4, we discuss implementation issues for hardware 

realization. Section 4.5 draws the conclusions of this chapter and presents possible future 

extensions. 

4.2 Target information collection 

In this stage, there are two steps for collecting the target‘s information: (1) target 

association, and (2) cluster formation and cluster head selection. In target association, some of the 

RFID tags detect the target by sensing the environment and record the target‘s information, and 

thus these RFID tags are associated with that target. RFID tags associated with the same target 

form tag clusters. Within a cluster, RFID tags share the same information associated with the 

target, so when some of the RFID tags turn down due to battery failure, etc., other RFID tags still 

have the target‘s information. One RFID tag, namely the head of the RFID tag cluster needs to 

route the target‘s information out. The cluster head RFID tag is chosen during cluster head 

selection.  

4.2.1 Target association 

The target under monitoring transmits its distinct signal in noise form in the RFID tag 

field. The RFID tags designed here have templates of the signals from possible targets of interest. 
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They listen to the environment and detect whether there is any target that is on the monitor list of 

potential targets. Each RFID tag recognizes the target by comparing its received signal with its 

template signals in its memory. Once an RFID tag detects a target, it records the target‘s 

information, such as the target‘s ID. Since signal transmitted by the target is of random noise, 

RFID tags use the cross-correlation process to determine whether the target exists in the field or 

not. In the real world, the environment is more complex with various interferences such as clutter, 

Doppler shifts, etc., which are not fully discussed here since they are not the main focus of the 

chapter.  

Suppose the target transmits pseudo-random noise signal burst ( )s t  
over time 

0T , and 

RFID tag has the library of signals from possible targets on the list { ( )}is t , 1,2, ,i M , where 

M  is the number of targets in the monitoring list. That is, in the RFID tag‘s library, signal ( )is t  

is a template of the signal transmitted by the i-th target. The detection output at the RFID tag is  

0
( ) ( ) ( ) , 1, 2 ,

T

icorr s t s t dt for j M                                                              (4.1) 

If there is a peak at some time index of the correlation output, it means that the target‘s 

signal does exist, and therefore the target‘s ID is determined. 

The RFID tag records the ID of the target that it is associated with to its memory variable

_tag idflag , and modulates it to the tag‘s signal. By default, if an RFID tag is not associated with 

any target, its 
_tag idflag  is 0. The RFID tag‘s signal has the general format as in Figure 4.1, 

where each section is denoted by the bits under it. For each section, the all-0 bit message means 

that the RFID tag‘s signal contains no specific information of that section. 
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Figure 4.1. RFID tag‘s signal general format. 

 

Each RFID tag‘s base signal comes from filtering a band-limited pseudo-noise signal

( )tags t  to a specified and unique frequency sub-band. Different RFID tags have non-overlapping 

frequency bands, and they all have knowledge of ( )tags t  in advance. For example, RFID tag k‘s 

base signal _ ( )tag kbs t is ( )tags t  filtered to its k-th sub-band, and RFID tag k‘s signal _ ( )tag ks t

modulated with message is described as 

1

_ _

0

( ) ( )
L

tag k n tag kb

n

s t a s t nT




                                                                                  (4.2) 

where T  is the time duration of _ ( )tag kbs t , n  is the index of the bit, na  is the valued of the n
th
 

bit, and L  is the number of total bits of RFID tag‘s signal.   

After association with a target, the RFID tag‘s signal has the format shown in Figure 4.2, 

where Target ID denotes the target‘s ID that the RFID tag is associated with. 

 

 

Figure 4.2. RFID tag‘s signal format after association with a target. 

  

If a target is in the field, only a subset of the RFID tags can collect its information. This is 

due to the fact that the distance between the target and the RFID tags may be larger than the 

detection range of some of the tags, or that the channel condition is very bad due to excessive 

noise making the error probability from that link above the tolerance level. 



57 

 

The target association process of an RFID tag is illustrated with simulations in Figure 4.3. 

In the simulation, the target‘s signal is assumed to be over the 1-2 GHz frequency band. We also 

assume that there are 50 RFID tags in the field, the pseudo-noise signal ( )tags t  is over 1-2 GHz, 

and the RFID tag (ID 10)‘s signal is over the 1-1.0187 GHz sub-band. RFID tag (ID 10) detects 

and gets associated with the target (ID 01) in a channel with a signal-to-noise ratio (SNR) of −3 

dB. The negative SNR shows that the target association process is performed covertly since the 

signal power is less than that of the channel noise. 
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(b) 

 

 

 

(c) 

 

Figure 4.3. Target association simulation illustration. (a) noise signal transmitted by the target; (b) 

correlation output of RFID tag (ID 10)  indicating target detection; (c) RFID tag (ID 10)‘s signal 

after association with a target with no key. 
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4.2.2 Cluster formation and cluster head selection 

RFID tags associated with the same target are formed as a cluster. In each cluster, cluster 

head RFID tag is selected through inter-communication among the cluster member RFID tags, 

and is responsible for routing the target‘s information the cluster‘s associated with to the outside 

of the cluster. Using cluster head RFID tag to route the target‘s information out is to reduce the 

information redundancy and signal interferences from multiple RFID tags.  

RFID tags here are power driven devices, so the links between them may fail 

occasionally. To ensure connectivity, the RFID tag with the maximum number of links to the 

outside of the cluster is selected as cluster head, which is responsible for routing the target‘s 

information it carries to the outside of the cluster. The cluster head RFID tag selected accordingly 

is robust to channel failures. When some of the communication links between it and those RFID 

tags out of the cluster turn down, the cluster head RFID tag still can use the other communication 

links between it and RFID tags outside of the cluster to route the target‘s information out. 

When a tie occurs, i.e., when two or more concurrent RFID tags have the same number of 

links to the outside of the cluster, the one with the highest energy level is selected as the cluster 

head.  

We model the RFID tag network as a graph ( , )G V E , where V  is the set of nodes in the 

graph G , and E  is the set of edges. The cluster of RFID tags is modeled as a subgraph C of G . 

Each RFID tag is represented by a node in the graph and the communication channel between 

RFID tags is represented by an edge. Then, the cluster head RFID tag is the start node on the 

routing path of the target‘s information with which all RFID tags in the cluster are associated. 

In our system, the RFID tag is designed to operate in two modes. In Mode I, the default 

mode, the RFID tag works at normal energy level. In Mode II, the RFID tag works at higher 

energy and has longer communication distance. Most of the time, the RFID tags operate in Mode 
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I. In the case an RFID tag needs a larger range, for example, when it tries to find its neighbors but 

cannot find any in the default mode, the RFID tag will go to Mode II. When the task is finished, 

the RFID tag will return to the low-energy Mode I. 

For the design of the RFID tag‘s operating Mode II, we assume that each cluster of RFID 

tags is a connected component in the RFID tag network. That is, for each pair of nodes

, ( )u v V C , there is a ,u v -path in C . Thus, RFID tags within the same cluster are able to get 

messages of the rest in the cluster tags. From these messages, the RFID tags recognize other 

member RFID tags in their cluster and the cluster head RFID tag is determined. 

After sensing and association with the target, the RFID tag starts to discover and count its 

links with RFID tags not associated with the target. The RFID tag associated with the target sends 

out its outside-link sensing signal of the format shown in Figure 4.4. 

 

 
 

Figure 4.4. RFID tag‘s inquiry signal format for counting outside links. 

 

The Key at the front of the RFID tag‘s message is globally defined, known by all the 

RFID tags in the field, to indicate the purpose of the RFID tag‘s message. Here, Key (1) indicates 

that the RFID tag which sends out the message is sensing and counting its links with RFID tags 

outside the cluster. For signal covertness, the Key is designed to be a noise waveform. RFID tags 

in the network have templates of the Keys, and they can recognize the corresponding Keys by 

cross-correlating the incoming signal with their stored templates of Keys. 

If an RFID tag hears the link inquiry from one RFID tag within the cluster, it obtains the 

Key in the message and determines the type of the Key. If the Key is Type 1, it decodes the 

message to get the target‘s ID. In addition, it checks whether its own signal has that particular 
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target‘s ID stored. If it is not associated with the target, it sends back the signal modulated with its 

ID; else, it does not respond. This guarantees that the RFID tag in the cluster only counts its links 

with RFID tags outside the cluster. The RFID tag outside the cluster responds to the cluster 

member RFID tag with the signal format shown in Figure 4.5 upon the link counting inquiry, 

where Tag ID (o.c.) denotes the RFID tag‘s ID outside the cluster. 

 

 

Figure 4.5. RFID tag‘s response signal format for counting outside links. 

 

The RFID tag stores the number of its links with RFID tags outside the cluster in a 

counter, which is set to zero (0) by default. RFID tag sensing links with those outside the cluster 

obtains and determines whether the Key in the message is Type 1 upon its received signal, if so, it 

decodes the message. It checks whether the first Tag ID in the message is the same as its own to 

determine whether the message is a response to its link counting inquiry. Then it increases the 

number of links in its counter by 1 if there is a new RFID tag ID in the message. After searching 

for links to the outside of the cluster, the RFID tag updates its signal following the format in 

Figure 4.6, where Counter saves the number of links the RFID tag has to the outside of the 

cluster, and Key is set to initial value which is blank and has no meaning about the function of the 

message. 

 

 

 

Figure 4.6. RFID tag‘s signal format after searching for links to the outside of the cluster. 
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After time 1t  
from the time it sends out the link counting inquiry signal, the RFID tag 

stops receiving the responses to its link counting inquiry, and finishes counting the number of 

links it has with RFID tags outside the cluster. An approximate 1t  is given as 

1

2R
t

c
                                                                                                                      (4.3) 

where R is the range of RFID tag, and c is the speed of light in the air. 

If the RFID tag cannot find any neighbor outside the cluster at this time, it changes to 

operation Mode II, and starts searching the links again. In Mode II, the RFID tag functions with 

more energy than in the default mode. With the design of Mode II, we assume that at least one 

RFID tag in the cluster has positive Counter. The RFID tag returns to the default operation mode 

after completing searching its links to the outside of the cluster. 

The RFID tags in the cluster that complete the whole searching for links in Mode I wait 

for time 1t  
from the time they finish searching for links. Thus, all the RFID tags in the cluster 

spend the same time 12 t
 
on the process to search for links to the outside of the cluster. 

The link counting process for RFID tag associated with a target is depicted in Figure 4.7. 

 

 

 

Figure 4.7. Link counting process of RFID tag in the cluster. 
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Some of the RFID tags in the cluster may be closer to the target than others, so they send 

out the link count inquiry signals earlier, and complete the link searching and counting process 

described earlier. We set a time variable [ _ ]wt tag id   for each RFID tag to wait after it 

completes the link searching process, before starting inter-cluster communication. Thus, when the 

RFID tags in the cluster start inter-cluster communication, they have all finished counting the 

links and each of their Counters stores the final values. 

An approximate value for [ _ ]wt tag id  is as follows, 

[ _ ]
[ _ ]

w

T

K
t tag id

t tag id
                                                                                    (4.4) 

 where K  is a constant, and [ _ ]Tt tag id  is the target discover time at that RFID tag. Thus, the 

RFID tag closer to the target wait for longer time after complete searching and counting its links 

to the outside of the cluster. 

Then the RFID tags in the cluster starts inter-cluster communication to recognize the 

members in the cluster and select the cluster head RFID tag. Each RFID tag broadcasts its signal 

in the format shown in Figure 4.8, where Key 2 indicates that the message is communicated 

among RFID tags in the cluster to select the cluster head. 

 

 

 

Figure 4.8. RFID tag‘s format for inter-cluster communication 

 

Upon receiving the signal, the RFID tag in the cluster obtains the Key in the message and 

determines whether it is Key 2. If it is Key 2, the RFID tags with their _tag idflag   registered will 

involve in the inter-cluster communication, and those with _tag idflag  of 0 will not. In the case 
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there is only one target in the field, this also indicates that the RFID tag is within the same cluster. 

In the complex case of multiple targets in the field, the RFID tag needs to further check the 

Target ID in the message to determine if it is the same as its own or not. If so, the message is 

from an RFID tag in the same cluster. After determining that the message is from an RFID tag in 

the same cluster, the RFID tag continues to decode the message and checks whether the Tag ID in 

the message is the same as its own. If the message is from another RFID tag for the purpose of 

cluster head RFID tag selection, it forwards the message and compares the Counter in the 

message with its own. If the Counter in the message is larger than its own, the RFID tag sets its 

own Counter to −1, which indicates that its number of links to the outside of the cluster has been 

compared and not the largest. 

After sufficient time 2t , each RFID tag in the cluster completes deciding whether it has 

the most number of links to the outside of the cluster. The RFID tag whose Counter is positive 

will become the cluster head, and it then starts to route the target‘s information out. Then all the 

RFID tags‘ Counters will be initialized to zero.  

An approximation for 2t  is given as follows, 

2

2 R R
t

c

 
   ,                                                                       (4.5) 

which is a little larger than the worst time of cluster head selection. This approximation for 2t  in 

equation (4.5) is based on the case shown in Figure 4.9.  
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Figure 4.9. Case for maximum 2t . 

 

As stated before, the RFID tag network is modeled as a graph, where each node 

represents an RFID tag and each link represents the communication link between RFID tags. The 

cluster of RFID tags is then a subgraph, and it is a connected component in our assumption with 

the design of RFID tag‘s operation Mode II. In the case shown in Figure 4.9, the two black nodes 

are in the same cluster, but the distance between them exceeds their range, and they cannot 

communicate with each other directly. Since the cluster is a connected component, there exists a 

path in the cluster connecting the two nodes. Through message forwarding by other nodes in the 

cluster, the two black nodes can communicate indirectly, for example, following the route in 

dashed line in Figure 4.9. The route length is on the order of 2 R R  , and this costs time on the 

order of 
2 R R

c

 
. Thus, the cluster head is the RFID tag with the maximum number of links to 

the outside of the cluster.  

In a complex case, several RFID tags in the cluster have the same number of links to the 

outside of the cluster. Since each RFID tag is ignorant of its location, it does not know whether it 

is nearest to the command center or not. Thus, the RFID tags in the cluster are unable to select the 
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one nearest to the command center among them as the cluster head. Instead, they may further 

communicate to select the one with most energy as the cluster head. In this chapter, we restrict 

the situation to the simple case that there is no tie. 

After a short time, when the target‘s information is routed to RFID tags that have no links 

with the RFID tags in the cluster, RFID tags in the cluster set their 
_tag idflag   to 0, return to the 

beginning state and start a new cycle. They perform target association, cluster formation, and 

cluster head selection again. 

Additionally, if we upgrade the RFID tag design, as shown in Figure 4.10, such that the 

cluster head RFID tag is capable of saving the IDs of other RFID tags in the cluster during the 

inter-cluster communication, and it incorporates that information to the message to be routed 

outside the cluster, the target‘s location can also be determined at the command center. As stated 

before, the command center has a map of all the RFID tags. Thus, if the IDs of at least three 

RFID tags associated with the target are known, the locations of these three RFID tags are known 

at the command center, and thereby the location of the target can be determined. 

 

 

 

Figure 4.10. Signal format modification for target location determination. 

4.3 Target information routing in the RFID tag network 

The signal sent by an RFID tag is not of very high power. With the assumption that  the 

communication cost is proportional to the communication distance, the goal of information 

routing in the RFID tag network is to select a channel which is robust and of short path length to 
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route the target‘s information gathered by the RFID tags to the command center. When each node 

selects its successor on the routing path, there are two stages during the process: channel quality 

sensing and target‘s information routing. In channel quality sensing, the link weight is estimated 

based on the corresponding channel condition. In the information routing stage, the node 

determines its successor and sends the target‘s information to it. 

The RFID tag network is modeled as a two dimensional graph ( , )G V E , where 

1 2{ , , , }nV v v v  is set of the nodes, representing the RFID tags, and E  is the set of 

bidirectional links, representing the communication links between RFID tags. Each link, shown in 

Figure 4.11, is assigned a positive weight which indicates the robustness of its corresponding 

communication channel. If the quality of the communication channel is good, its weight is small; 

if the channel is bad, for example, very low SNR, excessive fading, object blocked channel, etc., 

its weight is very large; if there is no link between the two nodes, the weight is . The weight for 

link ( , )i jv v
 
is expressed as ijw . 

 

 

 

Figure 4.11. Model of a link. 

4.3.1 Channel quality sensing 

In this step, the RFID tag senses the channels. All its neighbor RFID tags calculate the 

weights of links connected to them based on their received signals, and respond to the RFID tag 

with updated messages. If a tag does not find any neighbor, it transmits in power Mode II. The 
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RFID tag sends out the signal format shown in Figure 4.12 for channel sensing, where Key (3) 

indicates that the message is for channel sensing. 

 

 

 

Figure 4.12. RFID tag‘s signal format for channel sensing. 

 

The channel quality sensing process between two RFID tag nodes is depicted in Figure 

4.13. Since RFID tags in the cluster associated with the target have the target ID stored in their 

memory variables
_tag idflag , when they receive the channel quality sensing message indicated by 

Key (3), they will not respond and thus will not be involved in the target‘s information routing. 

As for RFID tags outside the cluster, their memory variables 
_tag idflag  do not have the target‘s 

ID, and they will participate in routing the target‘s information. 

 

 

 

Figure 4.13. Channel quality sensing process between two RFID tag nodes. 

 



69 

 

In Figure 4.13, node jv  decodes the signal from node iv , estimates the channel condition 

for link ( , )i jv v , quantizes it, and grades it to the link weight ijw , generated by a channel quality 

quantization function. The value of Counter in the message is ( )xt v , where ,x i j . Also, ( )t v , 

( )v V G  is defined in the information routing section below. The estimation of channel 

information from the received signal is outside the scope of this chapter. Several papers have 

discussed this issue, e.g. [71]. 

The channel condition is quantized and graded to several statuses at the RFID tag, 

denoted by the weight of the link. The channel quality quantization function may be based on the 

SNR of the channel, for example, as an inverse function of it. The channel quantization is also not 

a main concern for discussion in this chapter, and the details are not presented here. Good channel 

quality is quantized to small link weight, while bad channel quality is quantized to large link 

weight. An upper limit value maxw
 
for the link weight is established. If the link weight is larger 

than maxw , there is no link between the two nodes or the link between the two nodes is not usable.  

4.3.2 Target information routing 

The channel aware information routing in the RFID tag network is to find a shortest path 

with good quality channels from the cluster head RFID tag to the command center. 

Since the range of RFID tags is not very large, the length of each hop does not vary 

much. We model the length of the path as the number of hops from a node to the command 

center. 

Then routing problem then turns into an optimization problem as follows:  

min cost =
, {1,2, , } , {1,2, , }

ij ij ij

i j N i j N

w x x
 

 
 

 
   ,   where 0

1ijx                                       (4.6)                         
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The first term of the equation denotes the channel condition of each hop. If the channel of 

the hop is good, then the weight iw  assigned to that link is small. The second term of the 

equation denotes the length of the path. Thus, equation (4.6) is used to find a routing path with 

both good link quality and short length.  

Equation (4.6) is equivalent to 

min cost =
, {1,2, , }

ij ij

i j N

w x


  ,                                                                                        (4.7) 

since the two terms are independent of each other. 

Equation (4.7) can be solved using Dijkstra‘s Algorithm [72]. Given a graph with 

nonnegative weights and a starting node, Dijkstra‘s algorithm finds the shortest path from the 

starting node to other nodes in the graph. Its basic procedure is: 

Starting node: u  , weights of edges , , {1,2, , }ijw i j N  

 

Initialization: { }S u , ( ) 0t u  , ( ) uzt z w  for z u  

 

Iteration: Step 1: select a node v S  such that ( ) min ( )z St v t z ; { }S S v   

         Step 2: for each edge vz  with z S ,  ( ) min ( ), ( ) vzt z t z t v w    

 

Iteration continues until  ( )S V G  or ( )t z   for each z S  

 

Length of shortest path between nodes u , v , is ( , ) ( )d u v t v  for all v . 

 

The stopping rule of the iteration in our algorithm is modified to v destination  or 

( )t z   
for each z S . 

As for routing through holes, many papers have discussed this issue, such as [73], [74]. 

Some complete void handling techniques include Greedy Perimeter Stateless Routing (GPSR) 

[75], Distance Upgrading Algorithm (DUA) [76], etc. We did not expand it here. 
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We illustrate the operation of the routing path selection algorithm through two examples. 

Target and cluster member RFID tags are neglected since they are not involved in the information 

routing process based on the design. The same simulation parameters are assumed as before. 

In example 1, 50 nodes are deployed. Each node represents an RFID tag. Node 1 

represents the command center, Node 50 represents the cluster head RFID tag, and the blue line 

represents the link between two nodes. Weight of the link is quantized to 1 or  . The topology 

of example 1 is shown in Figure 4.14.  

 

Figure 4.14. Topology of example 1. 

 

Simulation Results:  

The target‘s information routing path from node 50 to node 1 is depicted by the red line 

in Figure 4.15, which is the shortest path between node 50 and node 1.  
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Nodes on the routing path are:  

path = 50    39    15     2    29    16     4    11    28     3     47     37     1 

and the cost of the path, which is the sum of weights of links on the path is: 

cost =    12. 

 

 

Figure 4.15. Routing path in example 1. 

 

Example 2 is a small network with ten nodes. Weights of the link are quantized to 5, 10, 

20, and  . The weights of links are described by the matrix W . 
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1 2 3 4 5 6 7 8 9 10
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2 5 0 5
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4 5 0 10
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       
 

       

                                  (4.8) 

 
Node 1 represents the cluster head RFID tag, and Node 10 represents the command 

center.  

Simulation Results: 

The routing path from node 1 to node 10 is: 

path  =     1     2     3     4     5    10 

and the cost of the path is: 

cost =    35. 

4.4 Hardware implementation considerations 

Three important considerations for hardware implementation of the proposed RFID tag 

structure are: (1) battery life, (2) antennas, and (3) information storage. These are discussed 

below. 

The proposed RFID tags are active RFID tags, meaning that they are designed to both 

receive commands and transmit coded information to other tags in the vicinity. Because an active 

RFID tag is powered by the internal energy, the lifetime of the tag is mainly dependent on the 

lifetime of the battery. However, they have built-in circuitry to turn on the transmitter only when 
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they receive ―wake up‖ commands. This extends battery life since higher current is drawn only 

when powering the transmit chain components. In the passive ―sleep‖ mode, these tags act as 

simple RF receivers which do not require much battery power for functioning. The sleep mode 

enables the application to shut down the processor of unused modules, thereby saving power [77]. 

The receiver, which is kept active to react to an inquiry from the interrogator, therefore 

determines the shelf life of an active RFID tag. To further reduce the power of the RFID tag 

receiver two main technologies have been proposed: (1) a passive transceiver or burst switch 

allowing the tag to remain in a sleep mode until activated with RF energy, and (2) a smart buffer, 

which allows the controller to remain asleep while an incoming packet is buffered [78]. Use of 

RFID as the wake-up radio channel has been shown to provide a viable solution due to the low 

cost and ready off-the-shelf availability of RFID [79]. Furthermore, these circuits are able to 

wake up an entire neighborhood of nodes if a packet at a particular frequency is received. 

These RFID tags must necessarily transmit their information in all directions to ensure 

that the information is assuredly picked up by other randomly distributed tags in the vicinity. This 

calls for a low-gain omnidirectional antenna, which is quite advantageous since such an antenna 

comes in smaller packages, and is therefore consistent with the small size of the tag. The antenna 

must be small enough to be attached to the tag, have omnidirectional or hemispherical coverage 

must provide maximum possible signal to the receiver, have a polarization matched to the enquiry 

signal regardless of the physical orientation of the tag, be robust and cheap [80]. Major 

considerations in antenna selection are antenna type, its impedance, RF performance when 

applied to the tag and RF performance when the tag has other structures around it. Candidate 

omnidirectional antennas include the dipole and the folded dipole, with bandwidths of 10-15% 

and 15-20%, respectively [80]. Planar antennas are low cost, simple to manufacture, and have low 

profile suitable for RFID systems. The most common types of planar antennas for tags are folded 

dipoles, meander line antennas (MLAs) and spirals [81]. Planar elliptical patch antennas have 
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been shown to be adequate for ultrawideband (UWB) applications in several bands. Such UWB 

antennas have been used in mobile handset devices with FR4 substrate using standard printed 

circuit board processes. The availability of high-contrast, low-loss ceramic materials permits 

significant antenna miniaturization, although they have higher loss characteristics [82]. However, 

their low profile and UWB operation make them quite attractive for use in RFID tags. 

Other considerations include storage requirements.  The storage size of the RFID tag 

depends on the number of possible targets to be monitored, size of the target‘s signal, size of the 

target ID, size of the tag ID, size of the keys, size of the counter, etc. Since these are application- 

and scenario- specific, it is difficult to assess the storage requirements in a general sense. It has 

been proposed that utilizing local storage of writeable RFID tags for inference and query 

processing makes the distributed approach a better solution with significantly reduced 

communication cost [83]. The query state primarily dominates the storage cost, and a larger 

numbers of queries may challenge the scalability of this approach. An approach to exploit the 

unique property of prime numbers to encode nodes in the path, and simultaneous congruence 

values to encode ordering between nodes in the path has been implemented and tested in [84]. 

The encoding scheme is based on the Fundamental Theorem of Arithmetic and the Chinese 

Remainder Theorem. Using the proposed path encoding scheme, it was shown possible to 

efficiently retrieve paths which satisfy the path condition in a query [84]. It is assumed in this 

paper that adequate storage size is available for proper functioning of the tag. 

4.5 Conclusions and future work 

The design of a covert RFID tag network for target discovery and target‘s information 

routing is presented in this chapter. The design and operations of the proposed algorithms are 
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illustrated through examples. Simulation results clearly demonstrate the effectiveness of the 

design. 

In the design, we also considered the possible physical layer implementations, and 

considering that RFID tag‘s structure cannot be made very complex, we make the tradeoffs and 

do not incorporate too many advanced and accurate functionalities for the RFID tags. Although 

the initial RFID tag network design goals of the research have been achieved in this chapter, 

further theoretical and experimental extensions are possible. For the future work, more issues 

may be investigated to make the design faultless and more practical, such as addressing the holes 

problem in the RFID tag network during information routing, data traffic and congestion. 

Implementation of a small RFID tag network based on the design may also be considered. 



 

 

Chapter 5  
 

Conclusions and Future work  

5.1 Conclusions 

Radio frequency identification (RFID) tags are small electronic devices working in the 

radio frequency range. They use wireless radio communications to automatically identify objects 

or people without the need for line-of-sight or contact. They are widely used in supply chain 

management, transport, library systems, etc. RFID tags are categorized into three types: passive, 

semi-passive, and active. Passive RFID tags use energy from the incoming signal to power 

themselves, while semi-passive and active RFID tags use internal power source, usually a small 

battery. Active RFID tags have more information storage and processing capabilities, and they 

can also work over longer ranges. Thus, they can be applied in more intelligent applications 

compared to traditional passive tags.  

This dissertation explores the application of active RFID tags, affixed on friendly assets, 

operating in outdoor environments and responding to random noise radar interrogations with pre-

determined messages. A conceptual system design for communication between the tags and the 

radar using UWB noise waveforms is proposed and analyzed.  

Noise waveform is used to generally maintain covertness and immunity from interference 

for its randomness feature.  

In the proposed design of the system, the RFID tag functional block comprises two parts: 

the sensing receiver and the active receiver/transmitter considering the efficiency of energy 

consumption. The sensing receiver is designed to sense the radar header, which is a prearranged 

secret realization of the noise waveform for the purpose of covertness. The active 
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receiver/transmitter modulates the RFID tag‘s message onto the signal through weighted tapped 

delays considering the simplicity of the RFID tag structure. The RFID tag‘s ID is embedded 

through the frequency band of its transmitted signal.  

The operation of the system is demonstrated and the performance of the system is 

analyzed in an AWGN channel. In the example considered for the system design demonstration, 

where the RFID tag has a 3-tapped delay line, simulation results show that the RFID tags are able 

to respond to the radar with various kinds of messages. The symbol error probability of the 

system in the example is at the 10-3 level when the channel SNR is as low as −2 dB, and it still 

performs well when the channel SNR is −4 dB. Since tag message detection is accomplished via 

cross-correlation with constantly varying transmit replicas known only to the radar that generates 

the noise waveform, the radar transmit signal can be maintained smaller and well-concealed 

within the ambient RF noise. 

An algorithm to reduce the interferences caused by multipath signals on the RF tag-to-

radar link is presented for the proposed system in the multipath channel case. It is validated 

through simulations on a test channel. 

This dissertation also explores the application of active RFID tags in target discovery and 

target information routing in the RFID tag networks. The design of a covert RFID tag network for 

target discovery and target‘s information routing is presented.  

The application scenario is that a static or slowly moving target out of the range of the 

command center transmits a distinct pseudo-noise signal within the field of the spatially 

distributed RFID tags, and these RFID tags in the network collect the target‘s information and 

route it to the command center. The RFID tags in the network do not know their own locations, 

and the command center has a map of all their locations. 

Noise signal is used as the information carrier and a noisy key is used at the front of the 

RFID tag‘s signal indicating the purpose of the message, which guarantees that the 
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communication within the RFID tag network is covert, owing to the low probability of 

interception and low probability of detection of the noise waveform. 

Target information collection is through two steps: target association, and cluster 

formation and cluster head selection. Some of the RFID tags detect the target by sensing the 

environment and record the target‘s information. Then these RFID tags are associated with the 

target. RFID tags associated with the same target form a tag cluster. In the cluster, one RFID tag 

is selected as cluster head, and it is responsible for routing the target‘s information out of the 

cluster. That is, the cluster head RFID tag is as the start point of the target information routing 

path in the network. During the RFID tag cluster head selection process, the RFID tag with the 

maximum number of links to the outside of the cluster is selected as the tag cluster head. The 

RFID tag cluster head selected in this manner is robust to channel failures. When some of the 

communication links between it and the RFID tags out of the cluster turn down, which may occur 

due to the battery failure in those RFID tags, it still can use the other communication links 

between it and RFID tags outside of the cluster to route the target‘s information out.  

The routing path in the RFID tag network from cluster head RFID tag to the command 

center is based on the joint optimization of channel quality and path length. The RFID tag 

network is modeled as a two dimensional graph, where the nodes represent RFID tags, and the 

links represent the communication links between RFID tags. Each link is assigned a positive 

weight indicating the condition of its corresponding communication channel. Small weight means 

the quality of the channel is good, while large weight means the quality of the channel is bad. 

When an RFID tag selects its successor, it does the channel quality sensing and estimates and 

quantizes the channel condition to form the link weight. Then it determines its successor based on 

the shortest path with good channel quality, and sends the target‘s information to it. 

The design and operations of the proposed algorithms are illustrated through examples. 

Simulation results demonstrate the effectiveness of the design. 
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 5.2 Future work 

Possible future work for the proposed RFID tag system includes the hardware 

implementation and testing over-the-air. Various mature technologies, e.g., microwave, photonic, 

and acousto-optic, can be implemented to realize the switchable delay lines at the RF tag for 

transmitting different messages, as described in [56]–[60]. Compact wideband antennas suitable 

for RFID tags are discussed in many recent papers. In [61], a low-cost, wideband planar antenna 

for RFID tags mountable on metallic surfaces covering 57 MHz bandwidth at a 3-dB return loss 

has been presented. A wideband antenna for RFID tag that can process 1–2 GHz is also 

realizable. A UWB antenna operating over 300–2700 MHz with a size less than 15 cm square is 

reported in [62], while one operating over 400–800 MHz with a size of approximately 10 cm 

square is reported in [63].  

Although the initial RFID tag network design goals of the research have been achieved, 

further theoretical and experimental extensions are possible. For the future work, more issues 

may be investigated to make the design faultless and more practical, such as addressing the holes 

problem in the RFID tag network during information routing, data traffic and congestion. 

Implementation of a small RFID tag network based on the design may also be considered. 

Additionally, couplings among nearby RFID tags can be studied. RFID tags are usually 

made very small in size. Due to its small size, the RF aperture for each RFID tag is not very 

efficient, and the transmitted power levels are very small. As a result, the detection range is small. 

When a large number of very small RFID tags are deployed within a small area, there are 

couplings among the RFID tags. It may be investigated whether there is a way to create a ―virtual 

aperture‖ by taking advantage of the coupling across RFID tags in close proximity due to the RF 

field influences. This issue can be approached by analyzing how much the nearby parasitic 

elements can help improve the pattern of a single active one, which may depends on factors such 
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as antenna of each element, configuration of the deployment, etc. It can also be studied more 

explicitly in aspects such as antenna analysis, spatial beamforming, waveform synchronization, 

and chip and circuit design. 
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