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ABSTRACT
Power systems have been dramatically changing with cutting edge information
technologies. The new power system infrastructure called Smart Grid has evolved and has been
studied by many institutes and companies. The Smart Grid is bound up with customer side
activities such as Distributed Generators (DGs). Changes in the power system structure, changes
in requirements and the necessity to have easy access to accurate data have led to the need for
communication systems. Due to these changes, communication systems with Intelligent
Electronic Devices (IEDs) in power companies expose the safety-critical power companies’
network to the multitude of security problems in communication networks.

Moreover,

obsolescent control systems for power systems are evolving into intelligent systems and
connecting with smart devices to give intelligence to the power systems. As networks of the
control system are growing, vulnerability is also increasing. The communication network of
distribution areas in the power system connects closely to vulnerable environments. Many cyber
attacks have been founded in the power system, and they could be more critical as the power
system becomes more intelligent.
In this dissertation, an independent and hierarchical communication network architecture
for Smart Grid is designed by information hiding and suppressing data exchange. The function of
self-healing and resist attack will be easily implemented by this proposed network. First of all,
communication bandwidth and topology is considered corresponding to the advent of DGs.
Availability is also considered when it comes to design a communication network for power
systems because power systems should provide seamless service. New network architecture of
optical network using one core is also proposed for the distribution area in power systems to
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increase reliability. Additionally, a mitigation operation algorithm using device-level intelligence
is suggested if servers are compromised by cyber-attacks. To give security to the network,
Multiple channel Secure Acknowledging Multicast (MSAM) is applied to the power systems,
which merges the tasks of acknowledgment and key changes in a simple and direct manner to
make exposed IEDs more secure in distribution areas in the Smart Grid.
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Chapter 1

Introduction

1.1 Background
There are a number of factors that drive the change within electric companies to apply the
state-of-the-art Information Technology (IT). These factors are: increased customer expectations
in terms of power quality and reliability, increasing the performance and affordability of
Distribution Automation (DA) communication choices, and an increased variety and capability of
automation devices and software [45]. An efficient, reliable and secure communication
infrastructure is vital for a successful DA implementation in the Smart Grid.
In today’s competitive electric utility marketplace, reliable real-time information
becomes the key factor for reliable delivery of electricity to the end-users, profitability of the
electric utility and customer satisfaction. Unfortunately, there is no unique communication
solution or model for success that can be applied to DA in electric utilities. Each utility's unique
characteristics will determine the requirements for the communication system. A DA
communication system must address today's needs, while providing the ability to add future
functionality. Automation systems have different requirements for networks according to their
functions.
In recent years, the power industries have focused on implementing the Smart Grid,
which is one of the interesting issues in power system areas. System capacity is increasing and
bottlenecks will occur in distribution areas because of the high connectivity to resources in
consumers. To design a communication network for the Smart Grid is very important in that
communication networks are the neural systems of the Smart Grid. However, there are no
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universal standards for the Smart Grid communications. In the Smart Grid, Distribution Energy
Resource (DER) is installed at consumer residences to make power system stable and efficient.
DER comprises distributed generators (DGs), energy storages, plug-in hybrid electric vehicles
(PHEVs). It is not available for the Smart Grid to operate DGs with legacy power systems since it
is complicated to combine DGs with legacy power systems. To implement the Smart Grid, DG is
one of the complicated systems which will be added to the consumer sides of the power grid [1].
With the new requirements of the deregulated utility market it can be assumed that the focus of
the utilities will increasingly shift towards networked communication systems. The networked
systems are much more far-reaching than those of a typical office environment, especially with
respect to reliability, operation and maintenance of different types of applications within the same
network. Automation systems are operating increasingly as distributed systems in view of
applications [2].

1.2 Problems to solve in this Dissertation
The major problem to solve in this dissertation is that we need a reliable communication
network architecture for the Smart Grid as the number of devices in distribution areas increases.

Need a reliable communication network architecture
There is no way to retrieve information from remote devices when communication fails,
so it is most important to keep these devices working by using a reliable communication network.
Reliable automation systems must have a new structure to overcome communication problems [3,
4]. Legacy control systems in power systems have focused on preventing blackout and fast
recovery when blackout occurs. However, a new concept, the Smart Grid, has emerged in power
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systems, and some major changes will be undergone in the distribution area to give more
efficiency and reliability to the power systems.
Power plants are located at one end of a modern power grid, while they will be located at
both ends of a power grid as DGs are formed. Thus, massive data in distribution areas will be
generated to monitor and control DGs in real time. EMS now gathers data from only power plants
and substations, but Energy Management System (EMS) in the Smart Grid must get information
from DGs to estimate status of the whole power grid. Moreover, EMS should connect with DGs
to shut them down to avoid overvoltage. Thus, the communication network is one of the big
issues of implementing the Smart Grid due to real-time coverage. To solve these problems, a new
communication network structure for the Smart Grid is proposed by two aspects: information
hiding and suppressing data exchanges.

Need enough bandwidth for DG
DGs could connect with SCADA systems to make power systems stable and efficient.
DGs will be a key technology in the future distribution areas of the Smart Grid because DG unit
costs are reasonably reduced and also DG technologies help in generation augmentation to solve
rapid load growth. Also, DG is very important in improving the reliability and efficiency of the
power system in that DG has no transmission loss and will be controlled near real-time. However,
some barriers defer DGs installations. One of the big barriers is a communication infrastructure.
If DG units are added to the distribution area, power flows will be bidirectional. Thus, a new
communication infrastructure should be extended to monitor and control the power flows.
Communication networks will be provided for delivering data which are generated by DGs.
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Need countermeasures for cyber attacks
If field processes are monitored and controlled by devices connected over the
Supervisory Control And Data Acquisition (SCADA) network then a malicious attack on the
SCADA network has the potential to cause significant damage to power systems [5]. Apart from
causing physical and economic loss to the company, an attack against a SCADA network might
also adversely affect the environment and endanger public safety. Therefore, security of power
systems’ networks has become a prime concern [6]. Cyber security is the one of the big problems
in modern power systems. In the past years, security issues in the power systems have occurred
only in physical systems such as trespassing substations. However, as power systems adopted
more information technology, they have many weak points from the cyber security standpoint.
Myriads of connections in the distribution area due to DGs will cause cyber security
problems, so we must take cyber attacks into account when it comes to Smart Grid
implementation.

1.3 Contributions of the Dissertation
The major objective of this dissertation is design reliable, reconfigurable and resilient
communication network architecture for the Smart Grid. Four major contributions of the research
reported in this dissertation are discussed below.
First, this dissertation proposes a hierarchical multi-ring network architecture for the
Smart Grid to increase availability and this makes power grids more secure and reliable.
Communication availability is an important factor of system reliability. Information hiding and
suppressing data exchange method also apply to the proposed network to reduce exchanging data
from DGs to higher level servers. Reconfiguration is easily implemented by sharing nodes. Multiagent systems help to operate independently and autonomously in the ring network boundary.
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Communication bandwidth is calculated with a bottom up approach from distribution to
generation areas to show how much communication bandwidth can be saved by the proposed
network. Also, availability is increased by the proposed network and this is proved by availability
analysis.

Second, this dissertation introduces a passive one-core ring network as a last-mile
network for the Smart Grid. The network has a ring type topology using a single core line with a
logical redundancy function. Even though one-core network has benefit of economy, evaluation
shows that the proposed network has better performance in reliability, speed, and expandability
than the existing dual-core communication network for the power systems.

Third, this dissertation categorizes cyber attack matrix in power systems and Stuxnet is
analyzed by attack tree; Stuxnet is the first known malware that targets the controls at a specific
industrial control system such as a power plant [77]. Independent and autonomous operation is
suggested to mitigate a Stuxnet attack. A defense algorithm in power control system is proposed
by device-level intelligence since Stuxnet may be seen in a power system. The defense algorithm
can mitigate Stuxnet attack and false data injection attack as well.

Finally, this dissertation applies Multiple channel Secure Acknowledging Multicast
(MSAM) [13, 14] to the power systems as a method of protection for distribution areas in
vulnerable environment. It encourages the use of frequent key changes, which could reduce the
key size needed for a given degree of security. It also handles the joining and leaving of members
from ring multicast groups. For continuous or many-to-many communication over multiple
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channels, there is an additional method. With MSAM, key changing can be implemented with the
assurance that at any time, over all channels, only two keys will be in existence: the old key and
the new key. The old key is transient, but continues to exist until the new key is established over
all channels. This dissertation shows why MSAM will make power systems for critical
infrastructure less vulnerable to malicious attacks.

1.4 Organization of the Dissertation
This dissertation consists of seven chapters.
Chapter 1 provides a brief introduction to the idea of communication network in power
systems and the motivation for performing this research task.
Chapter 2 provides background information of power systems and future trends of power
systems. The Smart Grid, DG and DA are introduced in this chapter.
Chapter 3 describes a hierarchical communication network architecture for the Smart
Grid. This network has multi-ring topology with sharing edge. Information hiding and
suppressing data exchange technique are adopted for the data of DGs which will be added to the
power systems in near future. Moreover, independent and autonomous operation in the proposed
network is very useful to mitigate cyber attacks. Availability of the proposed communication
network is analyzed by fault tree analysis. Analysis shows that the proposed network solves the
bottleneck in higher layer delivery systems and improves availability.
Chapter 4 describes a new optical communication network for last-mile network of power
systems. The network has a ring-type topology by using a single line core with a logical
redundancy function. Also, it describes the structure of the system, applicable algorithm,
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implementation, and analysis. Reliable group communication method is also explained in this
chapter.
Chapter 5 begins by explaining SCADA and IT technology followed by comparing
Programmable Logic Control (PLC) and Intelligent Electronic Device (IED). Stuxnet is analyzed
by attack tree and device-level intelligence is proposed to mitigate a cyber attack like Stuxnet.
Chapter 6 proposes a key exchange method, MSAM, as a method of protection for DA in
vulnerable environment. It will alleviate some remaining technical problems that are in need of
being addressed to improve the overall security of power system networks.
Chapter 7 summarizes finished works and proposes the possible future works.
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Chapter 2
Power Systems

2.1 Power system Architecture
Electricity is essential in modern society. Power systems have been installed to keep
electricity flowing continually and safely. They consist of four main sections: Power generation,
Transmissions, Substations, and Distribution. Each section is monitored and controlled by other
specific computer systems. A substation system may be located between transmission and
distribution as shown by table 2-1 and figure 2-1.
Table 2-1 Legacy Power Systems
Power System
Generation
Transmission

Voltage
1,000 kkV ~
69k ~ 1,000 kV

Topology
Non-radial
Non-radial

Sub-transmission

35k~69kV
~69kV

Radial

Distribution

15k~35kV
~35kV

Radial

Figure 2-1 The diagram of power systems
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DA monitors and controls power switches to prevent breakouts or to restore power
outages in distribution sections. SCADA operates in Substation sections. Energy Management
System (EMS) monitors and controls power generations at a national level.
A power generation system generates electricity, and a transmission and distribution
system delivers it to the consumers. A substation system changes electricity level from low to
high or vice versa, according to the areas to meet system efficiency. All power systems are
formed as non-radial, but the distribution area has radial topology. However, topology in the
distribution area is changing into ring or tree topology as more intelligence gets built into the
distribution area. All power generation systems are monitored and controlled corresponding with
power usage in consumers. We can see the various DGs in the near future, so DGs have to be
monitored and controlled by EMS, like power generation systems in legacy power systems.
Electricity flows unidirectionally from power plants to consumers, but in the near future,
power flows will be back and forth between utility-owned power plants and DGs in the consumer
areas. Introducing DGs to power systems makes power systems more complicated, so introducing
Distributed Energy Management Systems (D-EMS) is needed to monitor and control DGs in
distribution areas. Thus, new distributed devices and algorithms for DGs should be added to EMS
systems. Distributed technologies make systems very reliable and this technique is popularly used
in many areas such as distributed computing and networks. Power generation can be affected by
the smallest change, such as a light switch turning on and off. Today power systems are operated
separately by each area and only low level systems send their data to high level systems so, each
system does not know about other systems status. To improve power systems, each system must
cooperate and communicate with others. Thus, reliable automation systems must have a new
communication structure to overcome the communication problems.
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2.2 Trends of Power Systems
It is a global trend in power systems that utilities are shifting their attention from power
quantity to power quality, from company oriented service to customer oriented service, from
centralized systems to distributed systems and from conventional technology to IT based
technology. Figure 2-2 illustrates this paradigm shift.

Figure 2-2 View point shift in utilities.
To be more competitive, utilities extend their offers to include more services than merely
delivering electricity. This leads to increasing the focus on end userss and the quality of the
electricity supplied. Future power delivery systems will interact with customers and markets,
markets and
will possess self-healing
healing and adaptive technologies to correct problems before they become
emergencies. Moreover, the systems will be optimized to make the best use of resources and
equipment, thereby prevent
preventing emergencies proactively rather than solving them reactively.
Therefore, future systems will be based on IT.
Communication networking in utilities requires high reliability in data transmission and
in real-time
time processing. Also it should be applicable to many different applications in power
systems according
rding to the number of devices being controlled, the controlling functions, and the
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locations where the devices will be installed. Many power companies are now using their own
dedicated communication lines for the systems due to security concerns;
s; however, power
companies are trying to introduce a shared network concept into their applications due to easy
implementation
mplementation and low cost. Figure 22-3 illustrates the change from a point-to
to-point system to a
shared resource network system.

- FEP : Front End Proc
Processor

- RTU : Remote Terminal Unit

- IED : Intelligent Electrical Device

Figure 2-3 Changing from point
point-to-point to shared resource.
Power companies want to change the stand
stand-alone systems into shared or distributed
systems,, which are spread to most application areas. High speed networking is one of the key
technologies that almost all companies wish to have as well. In order to meet the above
requirements, power companies must adopt a new standard IT based infrastructure. Figure 2-4
shows the future trends of networking in power systems.
Customer demands and the business environment drive power companies to invest in
their power systems to make them more stable
stable; however, the needs of customers change very
rapidly,, so power companies need a more flexible infrastructure to keep satisfying the demands of
customers. Because of new requirements ffor the power systems,, communication networks
network have
become a major cause of unstable systems [17].
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Figure 2-4 Trends of communication networking in power systems.
Using IT technology is the best solution to solve these new issues and make the systems
more flexible. In the near future, the communication networks will be merged into one integrated
administrative network to enable information sharing in an efficient way.
y. In fact, there are
utilities that are currently employing this architecture to access information from different parts of
the company and for different purposes. Figure 2-5
5 shows the need to combine IT networks with
electricity networks.
Based on these trends, DA also has been improved using IT technology. The DA system
will be presented in more detail in the next section.

Figure 2-5 Combining electricity and IT networks.
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2.3 Distribution Automation
Important elements of designing automation systems have been mainly automation
devices such as Central Units (Local side-Server) and Electronic Devices (Remote side-Client).
Improving the function of these two devices is important for automation systems, and the
functional quality of the devices has become stable in performing automatic operation. However
the communication devices have been the cause of most troubles in an automation system.
Therefore, to improve the DA, utilities must shift their focus to the communication system in the
automation system.
Reliability and availability are key requirements in operating the DA. Communication
stability is an important factor for system availability because it is impossible to gather
information from remote devices when communication fails. Therefore, it is important to keep
the communication devices functioning. Reliable automation systems should have a new feature
of overcoming communication failures.
The next generation of DA encompasses numerous integrated applications of distributed
computing and intelligent devices. Many power companies have developed their intelligent
devices for DA to sharpen their power systems. As devices become more intelligent, DA can
have various advanced functions [18-21]. In the 1980’s DA only had the functions of monitoring
and controlling dummy devices on the distribution power line with low communication speed.
The advanced DA invented in the 2000’s has various functions such as distribution load
flow, load forecasting, reliability management, and power quality monitoring. Currently, many
countries are developing intelligent DA with a higher range of functions: self-healing,
empowering and incorporating the consumer, tolerating security attacks, providing enhanced
power quality, accommodating a wide variety of generation options, fully enabling electricity
markets, optimizing asset utilization, and minimizing operations and maintenance expenses [15].
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To implement these functions, each IED needs to communicate with other IEDs on distribution
lines. If IEDs operate in a group and one of them is compromised by malicious attack, then every
IED in that group is easily exposed to attackers. To minimize the effects of cyber attack, it needs
to separate IEDs into small groups.
Power companies have tried to implement many other DA functions: feeder
reconfiguration and transformer balancing, extension of transformer lifetime, recloser/breaker
monitoring and control, capacitor switching for voltage/var control, voltage control using
regulators, substation transformer load-tap-changer (LTC) control and distribution system
monitoring [22]. However, the DA System has been especially focused on implementing the
function of outage location and service restoration, since there have not been many new
distributed devices to be taken care of. The DA System will be changed into a key and backbone
system with advanced functions including monitoring and controlling DGs in the Smart Grid. A
broad definition of DA in the Smart Grid is the system which has interactions with the
transmission system, interconnected DER, and automated interfaces with end-users [23]. Figure
2-6 shows the configuration that DA works in between substation systems and DERs

Figure 2-6 Configuration in distribution areas
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2.4 The Smart Grid
The Smart Grid is an intelligent energy network which can dynamically control supply
and demand of energy, to make the power systems optimal, and integrate new innovative
technologies emerging from generation, transmission, distribution and consumer areas. To
implement the Smart Grid, IT technologies will be applied and all devices in the power systems
can communicate with each other to make the power system efficient, but no county has
implemented perfectly yet due to the difficulty of applying high technology to off-the-shelf power
network. The traditional business area in the power industry is between generator and meter, but
the smart grid include not only digitalizing existing system but also networking all end point
devices such as a washer, refrigerator, electricity mobile and photovoltaic cell. Smart Grid is the
next generation power network combining power electricity network and information technology
to exchange information between providers and consumers. It optimizes energy efficiency and
creates new valuable businesses. In this point of view, we can define that Smart Grid is the goal
of green energy business in the power electricity area [23].
Moreover, renewable electric generations can be seen to increase energy efficiency, and
intelligent devices will be applied to prevent failures in advance by prediction methods.
Integrated communication networks provide dynamic load balancing and interaction with
consumers and markets as well.
The self healing concept is important to the Smart Grid. The Smart Grid must provide a
robust and secure framework which will improve reliability, availability, flexibility, quality and
resilience of the systems. If failures occur, the Smart Grid should isolate and separate from failure
areas and restore other areas. Table 2-2 shows the comparisons between legacy power systems
and the Smart Grid. The Smart Grid will give to the power system more intelligence by predicting
emergencies, resilient by self-configuring and self-healing, reliable by dynamic load balancing,
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flexible by accommodating new energy sources, interactive with consumers and utilities,
optimize in operation, robust, and resisting attacks.
Table 2-2 The characteristics of legacy power system and the Smart Grid [23]
Legacy power system

Smart Grid

Communication flow

One way, non real time

Two way, real time

Power flow

One way

Two way

Interactive with consumers

Limited

Various ranges

Metering

Analog, Fixed Pricing

Digital, Real Time Pricing

Operation

Passive monitoring
Periodically maintenance

Dynamic/Active monitoring
Condition based maintenance

Power Generation

Central

Central + Distributed

Control Power

Limited Areas

Automatic, Wide areas

Reliability

Low, Cascading fault

Very high, fast isolation of fault

Restoration

Manually

Instantaneous self-healing

System Topology

Radial

Network

2.5 Distributed Generators (DGs)
Most utilities have large turbine generation plants (at least 100Mwatt): coal, gas powered,
nuclear, and hydro-power plants. These plants are located far away from the consumers, so
transmission systems are needed to deliver electricity to the consumers. However, DGs will be
installed nearby consumers. DGs will be a key technology in the future distribution areas of the
Smart Grid because DG unit costs are reasonably reduced and also DG technologies help in
generation augmentation to solve rapid load growth. Also, DG is very important in improving the
reliability and efficiency of the power system in that DG has no transmission loss and will be
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controlled near real-time. However, some barriers defer DGs installations. One of the big barriers
is a communication infrastructure. If DG units are added to the distribution area, power flows will
be bidirectional. Thus, new communication infrastructure should be extended to monitor and
control the power flows [24] as shown figure 2-7.

Figure 2-7 EMS communication network for DGs
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Chapter 3

A Hierarchical Communication Network Architecture for the Smart Grid
Traditional power grids have a centrally controlled system, but the new power generation
system in the Smart Grid has distributed characteristics due to DGs. In this standpoint,
telecommunication systems and architectures also should be distributed to match the functions of
distributed power systems. Configuration of distribution areas has been changed by DGs as well.
In basic terms, “communications” can be categorized by four parts: information modeling, service
modeling, communication protocols and telecommunication media [25]. Some communication
media have deterred system-wide implementation due to the cost, coverage, bandwidth, and
security issues. This chapter deals with information and service modeling including topologies
for the Smart Grid.

3.1 Communication Topologies
The type of network topology and architecture which is the best for the applications for
electric utilities should be determined before designing networks for power systems. Monitoring
and control network in power companies usually uses a master-slave method. In a central
controlled system, a master-slave method is the best choice for efficiency. However, next
generation power systems must operate in a distributed environment. Ring topology can easily
evolve Master-Slave into peer to peer network.
A bus, a star, a mesh, a tree and a ring are the most popular network topologies in use
today. Bus and star topologies are usually used in a LAN, while a ring topology operates well in
Wide Area Network (WAN) or Metropolitan Area Network (MAN), which now are popularly
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used as a backbone network. Each topology has advantages and disadvantages. Topologies are
the important part of the communication network design.
Nodes are connected to a common bus with passive taps and use twisted pair, coax, or
fiber as medium in bus topology. Two signaling methods used with coax: baseband and
broadband. Baseband uses bidirectional digital signaling and broadband uses unidirectional
analog signal due to difficulty of building bidirectional amps/transmitters at high frequencies.
Advantages of bus topology include ease of installation and minimization of the required
cabling. Further, failure of a node attached to the network has no effect on other nodes attached to
the network. Also messages from one node can be seen near simultaneously by all other nodes on
the network. Disadvantages of bus configuration include performance limits on the number of
network nodes, and complete network communication stoppage if the cable fails [26].
An important advantage of the Star Network Topology comes from the localization of
cabling failures inherent in this configuration. Failure in the connection between the top level
node and any subordinate node, or failure in a subordinate node will not disrupt the entire
network because star network topologies are commonly used in LANs spanning a larger
geometric area than bus or ring network topologies. One disadvantage of star configuration is the
need for more cabling. Another disadvantages lies with the top level node. Any failure in this
device will halt any communication on the network. One additional limitation of the Star
Network Topology concerns the limited number of top level node connection points [26].
Nodes connected to active repeaters in ring topology; repeaters connected in a ring with
serial point-to-point lines. Transmission is bit-serial and synchronized. All repeaters
simultaneously read in one bit and transmit out one bit which has been received in previous step.
When it comes to design of ring topology, two main issues we have to take into account to make
ring robust. One is fairness and the other is path recovery time. Ring topology must have solution
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to the method of unexpected massive packet flows and line-fault. The proposed one core ring
network in chapter 4 will solve both problems.
Ring networks have the advantages of fixed node degree (modular expandability), simple
network interface structure (fast operation speed) and low wiring complexity (fast transmission
speed). A main disadvantage of the ring networks is that its communication latency growth rate is
proportional to the number of nodes [27]. Thus multi-ring techniques are required to overcome
this disadvantage.
Ring structures have ‘self-healing’ characteristic which is one of the important properties
of the Smart Grid. Ring-based topologies have advantages in reliability, survivability, fault
tolerance and security [28]. Four augmentations of ring networks are studied in [29] to enhance a
ring’s efficiency as a communication medium. Chordal and Express ring is designed to reduce the
diameter of a network and add ‘shortcut’ edges, which can be viewed as chords and arc
respectively, to the ring. Multi-rings append subsidiary rings to edges of a ring and, recursively,
to edges of appended sub-rings. Hierarchical ring networks (HRN's) append subsidiary rings to
nodes of a ring and, recursively, to nodes of appended sub-rings. Multi-ring and HRN are suitable
for appending sub-rings, so they may be used in distribution areas where many new distributed
energy resources will be installed in near future. Figure 3-1 shows each type of multi-rings. These
multi-ring types also can be used as hierarchical rings. The sharing edge (figure 3-1, a) uses dual
nodes to connect lower level rings and the sharing node type (figure 3-1, b) connects lower level
rings by choosing one node from each lower level ring. The sharing edge approach is better than
sharing a node because the dual-connections gives more reliability. The connected by bridge type
(figure 3-1, c) needs extra links which should be paid for high survivability. The hybrid type
(figure 3-1, d) combines two types, but it still needs extra links. Figure 3-2 shows the example of
hierarchical ring network.
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(a) sharing edge

(b) sharing a node

bridge
bridge

(c) connected by bridge

(d) hybrid

Figure 3-1 Topological ring types in multi-ring

The special hubs (squares in figure 3-2) control lower level rings. The proposed network
uses the sharing edges type (i.e. dual nodes) to make the network more reliable and survivable.
This dissertation assumes that power systems use optical networks as a communication
media, which are very suitable for the Smart Grid [30-33]. Some assumptions are made to
analyze the distribution system corresponding to advent of DGs and then real data from a power
company are used in analyzing phase. Moreover, communication bandwidth is calculated in the
Smart Grid by a bottom up approach from distribution to generation areas.
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Figure 3-2 Hierarchical network

3.2 Analysis of Legacy Networks for power systems
A real-time communication system is indispensable for the Smart Grid. However, the
meaning of “real-time” varies widely depending on applications. IEC 61850 is the standard
protocol for substation automation, but it is extended to various power system areas including
distribution areas. IEC already made IEC 61850 object model for DER such as fuel cell,
photovoltaic, combined heat and power, and energy storages etc. Thus, we can use IEC 61850
specification to analyze communication bandwidth related to DGs. DA systems will extend to
both coverage and functions according to installing DGs. DA will operate with key role between
substation systems and DGs. DA systems have to dynamically cooperate with substation system
and DGs as well to make power system stable. Thus, a communication system of DA systems
must meet the requirements of both substation system and DGs. Figure 3-3 shows the role
extension of DA in the power systems.
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Figure 3-3 Coverage extension of DA
There are some papers which calculate communication capacity for future power systems.
They measured real data in a substation and found that the data in a substation exchanged
140,000 packets per second and one packet size is 300 bytes including security header. Also, they
assumed the requirement of packet transfer time is 3milisecond [34, 35]. However, we need the
information about the data types of packets which will be generated in distribution areas to have a
more precise result. There are several types of data as I will explain below. They assume that all
packets are type 1 (3 millisecond for transfer time), but exchanged data in power systems have a
variety of data types depending on situations. IEC 61850 has 7 types of messages and table 3-1
depicts 3 types of messages among them and their requirement of transmission time. Type 1
messages are time critical. Event-driven and peer-to-peer communication may be used
corresponding to each message type in IEC 61850. The ‘transfer time’ is the maximum time
allowed for the data exchange to run properly with any given functions in the system, and clearly
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defined in figure 3-4 [36]. Processing times (ta and tc) are relatively smaller than transmission
time(tb), so we may ignore processing times.

Figure 3-4 Definition of Transfer time

Functions of each type can be categorized as below:
-Type 1: trip, fault detection, interlocking, intertrip, logic discrimination between
protection functions (reclose order), state change, alarm/warning signal, status change,
monitoring power quality and quantity
-Type 2: normal state/operation information, measured data
-Type 3: transmission of event records, reading or changing set-point values, general
presentation of system data
Each type has different message sizes: type1 - 50bytes, type2-150bytes and type3200bytes [37, 38].
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Table 3-1 Requirement of Transfer time
Message Type

Type

Functions

Transfer time (second)

Packet Size

Fast Speed
(time critical)

1

TRIP(OFF)

< 3m~20m

50bytes

Medium Speed

2

Normal state info.

<100m

150bytes

Low Speed

3

Records

<500m

200bytes

Real statistical data have been used to analyze communication bandwidth for the
distribution areas. In city areas, EMS monitors and controls 10 power plants and 90 substations,
and each substation has 10 distribution feeders. Each distribution feeder has 4 automated switches,
190 transformers, and 3,500 customers. Average distribution feeder length is 11 km [39]. For the
Smart Grid, I assumed that each consumer has at least one DG to support optimal utilization for
the grid, which should be monitored and controlled by EMS. Figure 3-5 represents this
configuration.

Figure 3-5 Adding DGs in legacy power system in a city area
Table 3-2 shows possible data generated by DGs [40]. These data are indispensable to
make the power system firmly balanced. Operational data shown as table 3-2 are very important
to keep power grid normal, so EMS should get these data in milliseconds, hopefully, to prevent
abnormal effects from spreading to other areas.
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Table 3-2 Possible DG data [40]
Data
Current Generated
Power

Description
Gross megawatt hours(MWH) generated.

Availability

Max. generated power – current generated power

Deviation from
operational parameters

Each load level is associated with a set of optimal parameters. Deviations
from these parameters are continuously recorded, and a composite index
calculated

Installed capacity

The installed (nominal) capacity of all units (in the early stage).

The communication networks in power systems can be divided into 2 areas and assume
that the requirement of transmission time is equally divided by 2 as shown figure 3-6. Thus,
transmission time is 1.5msec per transfer for a type 1 message. If all messages are type1, 3500
packets will be added for DGs’ state information per a feeder. From the statistical data, total
35,000 packets (3500×10) will be added between substation and EMS in power system with
packet size 50 bytes and transfer time within 3 milisecond. Thus, communication bandwidth is
9.33 Gbps to accommodate all type 1 messages in the same time between EMS and Substations.
From the similar way, if all messages are type 2, communication bandwidth is 840 Mbps. if all
messages are type 3, 224 Mbps for communication bandwidth is satisfied by their requirement.
From the result, the communication network between EMS and substations should provide more
than 9.33 Gbps for type1 which is the worst case.

Figure 3-6 Bandwidth requirements in worst case
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There is another possible approach to analyze the requirement bandwidth. The average
length of message (1/μ) is 50 bytes for message type1, 150 bytes for message type 2, and 200
bytes for message type3. We can regard an average waiting time in the system as a spending time
on communication media, i.e. transfer time, so mean latencies (available time, T) are 3msec,
100msec and 500msec respectively. The average number of messages per second accessing the
resource (λ) is 35,000 from EMS to substations, and 3,500 from substations to DGs. I assume that
servers located at the substations have M/M/1 traffic and the messages follow the Poisson
discipline. Also, the inter-arrival time and service time are both exponentially distributed. The
bandwidth of the communication network for the Smart Grid is calculated by Little’s theorem [41,
42],
T=

ଵ
μୡି

(3-1)

where c is the capacity of the resource in operations per second(i.e. network bandwidth).
From above data, we have 14.26 Mbps for type1, 42 Mbps for type2, and 56 Mbps for
type3 in between EMS and substations. We can see the network bandwidth is changed from 14.26
Mbps to 56 Mbps as shown figure 3-7.

Figure 3-7 Bandwidth requirements in average
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If T changes to smaller value like 1 μ sec, c is not that much changed. Thus, c is the
function of μ and λ. Increase of 1.67 Mbps in distribution area is small number for 3,500 DGs but,
network bandwidth exponentially increases as the number of DGs grows. From the results,
communication bandwidth should grow as the number of DGs grows because DGs will make
myriad of data to make power systems stable and optimal. Thus, it needs to change network
topologies in distribution areas into distributed topology to separate each area and to make each
area independent.
The new distributed topology helps to reduce greatly the information flow between DGs
and E-DMS. The decentralization may remove bottlenecks on the communication networks, and
give scalability to the systems. EMS is now connected with power plants and substation by star
topology and EMS locates in the middle of it (figure 3-8).
As the power grid evolves into the Smart Grid, EMS must connect with DGs to estimate
the status of whole power grid, but current power control systems do not support to monitor DGs
since EMS is physically separated from the distribution automation system. Thus, we need a new
communication structure for the Smart Grid. In the next section, we will show in detail how
current star-topology power systems easily change into hierarchical ring topology which is the
best for the Smart Grid.
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Figure 3-8 EMS configuration with star topology

3.3 The Proposed Hierarchical Network for the Smart Grid
EMS needs to get all of the information from the power generators to estimate the entire
power grid state in centralized systems as mentioned in chapter 2. Legacy power grid and the
Smart Grid have a big difference in locations of power generators. Power plants are located at one
end of a modern power grid, while they will be located at both ends of a power grid as DGs are
formed. Thus, massive data in distribution areas will be generated to monitor and control DGs in
real time. EMS now gathers data from only power plants and substations, but EMS in the Smart
Grid must get information from DGs to estimate status of the whole power grid. Moreover, EMS
should connect with DGs to shut them down to avoid overvoltage. Thus, the communication
network is one of the big issues of implementing the Smart Grid due to real-time coverage. To
solve these problems, a new communication network structure for the Smart Grid is proposed by
two aspects: information hiding and suppressing data exchanges.
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3.3.1 Information hiding and suppressing data exchanges
To make a power system robust, substations are connected with two or more power
plants as a backup, but the electricity comes from only one power plant at a time. If a connected
power plant has problems, a flow of electricity will be switched to the other power plant.
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Figure 3-9 Current connections of power systems and possible hierarchical rings
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Based on current connectivity, hierarchical ring structure can be made by figure 3-9.
EMS monitors and controls each power plant and substations in ring A and B in figure 3-9. A
sever in substation is in control of other substation and/or distributions in ring C. DA server
controls distributions and lowest level of hierarchical ring. We can implement information hiding
by structure which makes the Smart Grid more secure.
Figure 3-10 describes a cluster of power systems using rings. As shown in figure 3-10,
power systems are separated by four different levels: EMS, Substation, Distributed Substation
and Distribution. Distributed substation level is an option. From this hierarchical structure,
information is shared only inside of the same level of ring.

Figure 3-10 Cluster concept of power systems with hierarchical ring topology
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A six segments model of the Smart Grid communication was suggested in [43]. The
segmented model has a tree topology except the core network. In tree architecture, if an n th node
has a failure, there is no way to reach beyond nth node. I suggest the solution of this problem by
using the current power system configuration. Figure 3-11 shows the proposed hierarchical ring
architecture

Figure 3-11 The proposed hierarchical ring architecture
Each ring has multiple access points and EMS locates in the highest hierarchical level.
Each router will be located at substations. Hierarchical nature of the control system has a problem
because it has only one higher contact point. If the contact point malfunctions, all next nodes
isolate from the other device beyond the contact point [44]. However, these problems would be
solved with two complements: multiple contact points and ring topology. Each ring has at least
two access points to back up the other points when they have failures. EMS monitors and controls

33
each power plant and substation in the transmission grid. D-EMS controls distribution areas and
lowest level of hierarchical ring. Each ring has its own security strategies and does not share them
with outside of the ring. By this, we can implement information hiding by structure which makes
the Smart Grid more secure. Also, D-EMS is placed in the middle of the power system and is
operated as an agency of EMS. Using multiple access points and ring architecture single node
failure and communication line failure problem can be solved [45].
Moreover, exchanged data can be suppressed by filtering and reducing data from lower
level rings. Intelligent Electronic Device (IED) gathers the data from each DG and processes the
data. Then IED sends only statistic data which D-EMS must know such as the entire amount of
generated power/ operational availability in its ring to D-EMS instead of individual data of DGs.
D-EMS only knows how much total generated power and operational availability in each IED
ring. Each IED has to share the operational data to make correct decision in case of failure of
other IEDs. D-EMS monitors and controls IEDs and only sends statistic information such as total
sum of power generation and availability in each Distribution areas to EMS. The inference
problem can be solved by releasing only statistics.
Local source power could be consumed by local users. In this case it is just like a demand
reduction to the higher level delivery system. Higher delivery system only needs to know
information about total sum of net load = Σf(G,U) and predictions of future changes. But a local
source sending power back to the higher level system is power that could be delivered to other
local systems. The higher level system decides this distribution. Figure 3-12 describes that an IED
sends sum of net load to higher level, and table 3-3 shows statistical data which send to higher
levels.
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Figure 3-12 Sending total net load to higher level
Table 3-3 Sending statistic data to Higher Level
Data
Total Generated
Power (Net)

Total Availability

Description
Sum of megawatt hours(MWH) generated in the each lower
level(Σf=(G,U)).

Sum of available power in the each lower level.

3.3.2 Independent and autonomous operation
The lowest level of the ring operates independently in a normal situation. DGs work
autonomously in each ring under the IED control. In normal operation, IED sends periodically
total generated power and availability to D-EMS. If IED needs more electricity, it asks to D-EMS.
D-EMS checks availability of each IED ring and if there are available rings, D-EMS sends a
command of increasing/decreasing amount of power generation without any specific data to the
IED. Whenever IED receives control generation power, IED decides which are optimal DGs for
that and then controls them. Operation of the proposed network is showed in figure 3-13.
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Figure 3-13 Operation of the proposed network
Decentralized architecture fits well for self-healing the Smart Grid with three primary
objectives: real-time monitoring and reaction, anticipation and isolation [46]. IED is located near
DGs and reacts very quickly and analyzes its ring directly. Also, if failures occur, they only affect
the inside of the ring, where self-healing can be implemented by fast isolation and
sectionalization through independent and autonomous operation.

3.3.3 Reconfigurable network
One node sharing multi-rings will be used to explain operations in hierarchical ring.
Figure 3-14 shows that two level of hierarchical rings connecting with three common nodes, a, b
and h. Each level has different keys and operates independently in normal operation. Only shared
nodes have two keys. a and b have same encryption key in level 2 ring and they have different
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keys in level 1 ring in figure 3-14. From the same manner, a and h, b and h have same key in
level 1 ring, but h has different keys from each ring.

Figure 3-14 Two level of hierarchical rings

This hierarchical ring approach gives high level reliability to the communication
networks. If one of the shared nodes has failure, virtual ring can be made by logical ring. Figure
3-15 shows merging two rings with one virtual ring when a shared node in higher level ring has
problem. The crossover node, h, will only be active on the first interchange; it will be simply a
relay node at the second time. This virtual ring works in a similar fashion to the original single
ring approach, and can be repeated for multiple levels of rings. This reconfigurable characteristic
in the proposed network gives more availability to the power systems.
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Figure 3-15 Logical ring if a shared node has problems

3.4 Security aspects
The Smart Grid makes it easy for hackers to cause widespread blackouts. Also, cracking
one device provides access to the entire Smart Grid because everything is interconnected [47, 48].
A hierarchical approach can dramatically reduce the threat of widespread blackout and cracking.
Exchange of Information is not allowed between hierarchies, so if hackers compromise one
device, damage is limited to a ring. Thus, each ring independently protects against cyber attacks.
More effective encryption is one of the most powerful advantages of the proposed hierarchical
network. Each device in a ring needs the encryption key to be able to send and read the
information [49]. DGs will be scattered in residential areas where attackers may have easy access.
To make the system more secure, it is an assured way to physically separate EMS from DA in
communication network standpoint. If EMS connects with DA by communication networks,
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EMS is susceptible to compromise by attackers through DA networks, and the whole power grid
possibly could be controlled by cyber attackers. However, by the proposed network, cyber
attackers cannot penetrate into higher level of hierarchy even if they compromise devices in lower
level of hierarchy.
Figure 3-16 shows a hierarchical structure. Even if cyber attackers penetrate one network,
they cannot access the next level of network since each network uses a different encryption
mechanism. Such a hierarchical network suppresses data exchange and is well suited for the
Smart Grid network; it provides an isolation function that prevents failures from propagating to
the entire system.

Figure 3-16 Hierarchical approach

Moreover this network has multiple access points with ring topology, so a single point
DoS attack does not affect the system much. If IED1 in figure 3-17 is compromised by cyber
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attackers, S1 and S2 in IED1 network can be access by IED2 through S3. It seems that multiple
access points provide more vulnerable points, but they operate with only one network and one
encryption algorithm. Each network has its own encryption mechanism. Thus, no one can say that
multiple networks can be compromised by attacking the point which can access multiple
networks.

Figure 3-17 Multiple access points for DoS attack

3.5 Analysis of the Proposed Network

3.5.1 Network Bandwidth Analysis
It assumes that one distribution feeder is separated by 5 rings, so each has a total of 700
messages in each IED ring. As shown in figure 3-18, there are 2 more upper rings: distributions
and substations. Thus we have a total of 4 hierarchical rings (or connectivity) in power grid. DEMS works with 5 IEDs in the ring and only 5 messages are generated at the same time because
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IED suppresses data exchange; IED only passes sum of generated power at present and maximum
available power to D-EMS.

Figure 3-18 Reconfiguration by the proposed architecture
Next level of hierarchical ring connects to a router in substation areas and each ring
consists of 10 D-EMSs. The top level of ring consists of 90 routers and controlled by EMS. A
router does not control D-EMS, but only it receives messages from D-EMS and sends them to
EMS or vice versa. The same data from section 3 are used and these numbers are applied to the
worst case in type 1. Transmission time is equally divided by 4, and has 0.75 millisecond for each
area to meet 3 millisecond for the whole system. We have 813 kbps of network bandwidth for
average in each IED ring and 535 kbps in distribution areas. Figure 3-19 shows bandwidth
requirements for each area. From the results, exchanged packets are dramatically reduced
comparing with legacy network structure. Moreover, if the messages increase, the bandwidth of
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legacy network increases sharply, while the bandwidth of the proposed network increases
smoothly.

Figure 3-19 Bandwidth requirements in the proposed network
( type 1 message corresponding 3,500 DGs)

As seen in table 3-4, if the number of generated packets is increased by step of 70000,
legacy network need 392 Mbps (393.67 Mbps - 1.67 Mbps) more, but the proposed network only
need 560 kbps (1.095 Mbps - 0.535 Mbps) for network bandwidth.

Table 3-4 Bandwidth requirements with growing number of packets
(Distribution Area, type1 messages)
# of packet
Legacy
Network(Mbps)
Proposed
Network(Mbps)

3,500

73,500

1.67

29.6

0.535

0.575

913,500

983,500

…

365.67

393.67

…

1.055

1.095

Figure 3-20 shows graphically how much reduction in bandwidth requirement is achieved
by restricting packet deliveries to the local rings.
Table 3-5 predicts bandwidth requirement as the number of packets in a ring increases.
The bandwidth very slowly increases at the beginning, but when the number of packets reaches
1000, it increases exponentially as shown in figure 3-21. Ring size should be considered in the
proposed network when it goes in implementation stage.
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Figure 3-20 Bandwidth requirements corresponding to the number of packets.
Table 3-5 Bandwidth Requirement according to number of devices in a ring
# of devices/a ring

10

100

1,000

10,000

100,000

1,000,000

Bandwidth requirement (Mbps)

0.537

0.573

0.933

4.53

40.53

400.53

Figure 3-21 Bandwidth exponentially increase by growing packets per a ring
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3.5.2 Availability Analysis
IEC 61850-3 presents quality requirements that apply to the communication systems that
are used for monitoring, configuration and control of processes in the power systems [50]. IEC
61850-3 adopts availability from IEC 60870-4 which is an international standard that applies to
telecontrol equipments [51].
Availability is one of the good tools to measure system requirements because seamless
service is the important factor for power industries. Availability in IEC 60870-4 is defined as
below
= ݕݐ݈ܾ݈݅݅ܽ݅ܽݒܣ

ெ ்ிିெ ்்ோ
ெ ்ி

(3-2)

where MTBF is Mean Time Between Failures and MTTR is Mean Time To detect and
Repair a failure; MTTR is assumed as 1 hour for devices and 24 hours for cable disconnection in
this example.
Fault tree analysis is used to measure availability of the system [52]. Fault trees are useful
to predict the overall system unavailability. From 3-2 unavailability can be defined by as below

ܷ݊ܽ= ݕݐ݈ܾ݈݅݅ܽ݅ܽݒ

ெ ்்ோ
ெ ்ி

(3-3)

Figure 3-22 shows an example of a legacy SCADA communication system. EMS
connects with distribution server by T1 or E1 line and Distribution server connects with IED by
various communication modems. MTBF data are used from [53, 54] and [55, 56]. Table 3-6
shows that unavailability corresponding MTBF of each components. From the given MTBF data,
unavailability in table 3-6 is calculated by 3-3. MTBF of an Ethernet switch is 20.5 years and the
unavailability is:
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=
ଶ.ହ ௬௦×ଷହௗ௬௦×ଶସ௨௦

ܷ݊ܽ = ݕݐ݈ܾ݈݅݅ܽ݅ܽݒቂ

T1/E1

5.57 × 10ିቃ

(3-4)
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Figure 3-22 Example of a legacy SCADA communication system

The MTBF data in table 3-6 are based on averaged data from fact sheets of various
manufacturers, so the actual MTBF should be used to evaluate actual components [54].

Table 3-6 Approximate Component Unavailability
Component

MTBF(years)

Server
Modem
T1 Modem
Ethernet Switch
Network Cable(Physical)

14
17
17
20.5
55

Unavailability
(multiply by 10-6)
8.15
6.7
6.7
5.57
49.8
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The example of legacy SCADA networks in figure 3-22 can be divided by 4 parts: EMS,
Substation, Distribution and IED. Fault tree for legacy SCADA network can be made as figure 323 using table 3-6 and figure 3-22. The numbers on the figure are unavailability. Failures will
happened in an EMS Switch, T1/E1 modem or cable disconnection to make EMS unable.

Figure 3-23 Fault Tree for legacy network
Finally we can have availability of the legacy SCADA communication network by (1231*10-6)*100% = 99.9769%. Predicted annual hours out of service is 2 hours for 99.9769% of
availability. Shared nodes method can reduce unavailability of modem and server failure and we
can have 99.9827% of availability. Adopting ring networks which have alternative path can
eliminate cable fails, so availability dramatically increased by 64.7%; 99.9919 % of availability.
The proposed network has detour paths when a node and physical network have faults. A fault
tree of the proposed network shows in figure 3-24. Figure 3-25 represents how the proposed
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network eliminates unavailability from possible failures. AND gate in figure 3-25 works as
multiplication, so unavailability of 10-6 ×10-6 goes nearly zero; unavailability is removed.

Figure 3-24 Fault Tree of the proposed network

Figure 3-25 The proposed network eliminates possible failures
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The proposed network has both shared nodes and hierarchical ring architecture, so we can
have 99.9977 % of availability and availability increased by 89.9 %. Table 3-7 shows
comparative network availability.

Table 3-7 Comparative Network Availability

99.9769
99.9827
99.9919

Predicted Annual
Hours out of service
2
1.5
0.7

Availability
Increasing rate (%)
12.3
64.7

99.9977

0.2

89.9

Alternative

Availability (%)

Legacy network
Shared Nodes
Ring Network
Hierarchical Shared
ring network

Communication networks in power systems are important to make systems robust. Power
systems should be changed by introducing DGs, so new communication network architecture is
needed to optimize power grid.
Even if the proposed network suppresses data from DGs to EMS, DG network must
provide enough network bandwidth according to an increase in the number of DGs. The network
in distribution area, last-mile network, still need to new efficient network architecture. The next
chapter proposes a new last-mile optical ring network for the systems in distribution areas.
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Chapter 4

Design and Implementation of a Last-mile Optical Network for the Smart
Grid
The ‘last mile’ is the end bridge of connectivity from utilities to consumers. The last-mile
networks are typically slower than core networks, but they have multitude access points. Thus,
they must have scalability, flexibility, reliability, robustness, and ease of network management
because the location where they may be installed is wide open and access points are widespread.
The design of last-mile networks for utilities is not easy because the requirements of the systems
have been changing and also new systems will be installed in last mile areas. There is no single
clear solution for the last mile networks, although a number of approaches have been tried and
used.

4.1 Review of Communication Systems in the power systems
The communication systems in power systems may be divided by two areas: core
networks and last-mile networks. Core networks are installed between EMS and substation areas
and control power generation to improve quality of electricity. Quality of electricity widely
affects various areas of industries such as semiconductor, iron and steel manufacturing, and
medical instrument. Most utilities have applied optical ring networks as their core networks to
have high speed and secure communication infrastructures. Figure 4-1 describes the network
architecture in the power systems.
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Figure 4-1 Network Architecture in the power systems

Automation networks in utilities require high reliability in data transmission and real time
processing. Also it should be applicable to many different communication networks according to
the number of devices to be controlled, the controlling functions, and the locations to be installed.
One of the characteristics of SCADA is that most of communication networks to be used for
SCADA are parallel to power distribution networks. The first point to be considered in selecting
communication network for SCADA is that utility owned communication networks should be
used because using its own network is free from the service fee and makes system maintenance
easy and efficient.
If other commercial networks are used for the system due to technical reasons, the
reliability of data services should be considered. When the reliability of commercial networks is
the same, the cost efficiency for installation and maintenance should be considered for the
networks to be selected. When the number of the devices to be controlled is large, company
owned network is a good choice from considering the lease fee. If SCADA has the small number
of devices to be controlled, wireless network is economical because it has no initial investment
for installing the communication lines. Large-Scale SCADA with multi-functions can be
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constructed using optical network, which can support high volume of data transmission.
Designing a communication network for SCADA needs to consider several parameters in
addition to the requirement of the regular automation control system.
Since new communication technologies are being developed, it cannot be said which
network is the best one for the last mile network, but the most fitting network can be determined,
which has the unique characteristic such as the required function, scale, location, and
performance. It is shown that the optical network is the most desirable candidate for
communication media [57]. The most popular optical communication mode at the present DA
adopts a dual-ring self-healing network mechanism [58-60]. The communication network is
normally built along the electric power line with substation as its center; therefore, the selfrecovery function can still be implemented automatically and communication will not be affected
even if one node in the ring network is disconnected. Fault diagnosis with a conventional optical
fiber network communication is mostly implemented by the polling method [61]. The distribution
areas can be applicable to many data services, and it can be connected to other network systems
by installing an optical network. So far many electric companies have installed optical networks
for integrated automation as well as for the purpose of establishing a communication
infrastructure. That is, with the conception that where the distribution line is, there the optical line
is. The optical line is installed as a Fiber-To-The-Pole (FTTP) network. Since the optical lines are
installed exactly parallel to the power distribution lines, it is easy to install and maintain them as a
Local Area Network (LAN).

4.2 Proposed Network (One-Core Ring Network)
Many power companies have installed optical communication lines for their last mile
network, called Fiber To The Pole (FTTP), along their power distribution lines and at the same
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time, have made much effort to develop their own Distribution Automation (DA). The power
distribution lines in most cities have a dual ring topology for taking an alternative power route in
case of a distribution line failure. Thus, it is easy to make the optical line in a ring topology when
they are installed along with the distribution lines, and it can be constructed with physically a
single line. But the single line can be operated as dual lines when the communication signal runs
in two directions. That is, the single line has logically a two-directional communication. Figure 42 shows an example of the structure of the optical loop network.

C D/L

Rx1
Tx2

B D/L

Physical : Ring topology
Logical : Bus

Branch
Office
Tx1
Rx2
A D/L

Figure 4-2 The loop structure of the optical network
The central unit in branch office has two way communication directions, with two
transmitters (Tx1 and Tx2) and receivers (Rx1 and Rx2). Therefore, it can change the
communication direction from one to another in the case of communication failures. Not all
switches in the distribution lines have automatic function; however, automatic switches are
installed in some important places such as branching points. Usually two to four automatic
switches are installed in one distribution line.
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However, since the distribution lines in rural areas have a star topology, which is
different from a ring topology, it is difficult to install optical lines in those areas. Thus, operating
an optical network in rural areas is not economical. It is suggested that a wireless communication
network be applied for DA in rural areas [62, 63].

4.2.1 Design and Principle
The optical modem in Intelligent Electronic Devices (IEDs) has a laser diode (LD) for the
optical transmitter and a photo diode (PD) for the optical receiver to interface with the optical line.
A passive splitter with a multi-drop is used for interfacing with the optical lines. The
disadvantage in an add-drop network is that a problem in one node causes the entire network
communication to be disabled. To avoid this disadvantage, a passive connection method is
applied to the network, in which communication signals can pass over the problem node [64].
When IEDs are scattered throughout a large expanse of an area, and the number of devices to be
controlled is large, multiple ring type networks can be designed by considering the connection
losses of many multi-drop nodes. Figure 4-3 illustrates the connection diagram of the optical line
and signal flow in the optical modem. When the directional coupler 1 (DC1) in Figure 4-3(a)
receives the communication signal from Tx1, the signal power is divided into coupler 2 (DC2)
and coupler 3 (DC3) with a ratio of B:A, where A % of the signal goes to the IED and B % to the
network. DC3 then passes A% of the signal to the IED, and DC2 transmits B % of the signal to
Rx1. The IED inspects the address on the data frame. If the address is not the same address as the
IED, the frame will be discarded. If the address is the same, the IED executes the necessary
operation following the command on the frame, and sends the results to DC2 using the transmitter
in the IED. When the IED sends the message to the Central Unit, DC3 divides the signal into
DC1 and DC2 with the ratio of 50:50. Then B % of the signal goes to the network and A % of the
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signal is dropped. When it comes to designing a network, the maintenance of an adequate level of
receiving signal can be achieved by methods such as increasing the transmission power level or
dividing the ring into smaller rings, depending on the system capacity.

DC1

B%

DC2

B%

DC1

DC2

B%
To Rx2

From Tx1

A%

A%

DC3

Proposed
Optical
Modem

A%

Receiver

A%

50%

50%
DC3

I

B%

To Rx1

Proposed
Optical
Modem

I

Transmitter
IED

(a) To the IED

Receiver

Transmitter
IED

(b) From the IED

Figure 4-3 Signal flow in optical modem
The signal loss depends on the node-passing loss, the receiver internal loss, and the
optical line loss. Each node has two directional couplers, so the total node-passing loss is doubled:
Losspass = 2×(Loss(B%)). The receiver internal loss relates to two losses, Loss (A%) and Loss
(50%).
In the case of the ratio of 1:99, the signal loss between the directional couplers DC1 and
DC3 is Loss (99%) = 10log100.99 = 0.043 dB, and the loss from passing through the DC2 is Loss
(50%) = 10log100.5 = 3 dB. The loss in DC1 of the last node becomes Loss (1%) = 10log100.01 =
20dB. Thus, the loss from the system can be classified as:

① Node-passing loss : Losspass = 2×(Loss(99%)) = 2×10log100.99 = 0.086 dB
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② Receiver internal loss :
Lossin =(Loss(1%)) + (Loss(50%)) = 10log100.01 + 10log100.5 = 23 dB
③ Optical line loss : Lossline = 0.275 dB/km
For the same procedure, it is interesting to see how dB loss depends on tap ratio and the
number of IEDs. This is shown in Table 4-1. As the number of IEDs is increased, minimizing the
worst case loss favors the tap ratio 1:99.
Table 4-1 Relationship between Tap ratio and the number of IEDs
# of IED
tap ratio
1
99
2
98
3
97
4
96
5
95
6
94
7
93

5

10

15

20

25

30

35

40

23.43
20.86
19.55
18.75
18.23
17.90
17.70

23.87
21.74
20.87
20.52
20.46
20.59
20.85

24.30
22.62
22.19
22.29
22.69
23.28
24.00

24.74
23.49
23.52
24.07
24.92
25.96
27.15

25.18
24.37
24.84
25.84
27.14
28.65
30.30

25.61
25.25
26.16
27.61
29.37
31.34
33.45

26.05
26.13
27.48
29.39
31.60
34.02
36.61

26.49
27.00
28.81
31.16
33.83
36.71
39.76

8

92

17.59

21.21

24.83

28.45

32.07

35.69

39.31

42.93

9

91

17.55

21.64

25.74

29.84

33.93

38.03

42.12

46.22

Since the proposed network is designed for a large-scale DA, 1:99 ratio is the best for the
proposed network. In the next section, the maximum number of optical modems, which can
communicate without repeaters with 1:99 tapping ratio, will be analyzed.

4.2.2 Maximum Number of IEDs in a Ring
When an optical modem is designed and developed, it is important that the number of
IEDs to be installed in one ring should be determined based on transmission power level,
receiving sensitivity, and signal loss in the modems and optical lines. In normal optical
communication, sensitivity would be 48dBm with 1mW of transmitting power, and bit error rate

55
(BER) would be less than 10-9. Figure 4-4 illustrates an example with a case of the worst
transmission losses, in which the longest transmission length can be decided.

99%

TX

DC1

99%

99%

DC2

DC1

1%

99%

RX

DC2

1%
50%

50% DC3 50%

DC3 50%
Signal Path

IED 1

...

IED N

Figure 4-4 The longest signal path

In Figure 4-4, when the number of IEDs are N, the biggest signal loss can be made from
Tx to IED N, which is the farthest node from Tx. Considering the above signal loss, the
maximum number of IEDs can be derived as follows:

(N-1) ×Losspass + Lossin + Lossline ≤ maximum allowed loss (Lossmax)

(4-1)

In (4-1), the maximum allowed signal loss will be 48dB, since the sensitivity is 48 dBm.
Substituting the three types of signal loss into (4-1) yields 0.086(N-1)dB + 23dB + Lossline dB ≤
48dB. From this N is

∴ N

25.086  Lossline
0.086

(4-2)
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Figure 4-5 shows that the number of IEDs linearly decreases with line length. The
following Table 4-2 shows the maximum number of IEDs based on (4-2).

# of IEDs(EA)
1.37
250
6.87
200
Lossline (dB)
150

13.7
Sensitivity : 48dBm
BER : 10-9

100

20.62
50

5

25

50

75

Line Distance(km)

Figure 4-5 Relationship between line length and the number of IEDs

In Table 4-2, 51 IEDs can be installed on the 75 km optical line length. The length of the
existing optical ring is less than 25 km for DA. Thus, 211 or more IEDs can be installed in one
ring.

Table 4-2 Theoretical Number of IEDs with Line Length
Line Length(km)

Signal Loss(dB)

Max. # of IEDs

5

1.375

275

10

2.75

259

25

6.875

211

50

13.75

131

60
75

16.485
20.625

100
51
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4.3 Operational Aspects
Communication stability is an important factor for system availability. Therefore, reliable
automation systems must have a new structure to overcome communication problems. Failure
detection is very important to make the system reliable. This section deals with how
communication failures are detected and where the network recovery techniques fit into the
proposed network architecture, and also proposes the new One-core Ring Management Protocol
(ORMP) to optimally manage the suggested one core ring.

4.3.1 Fault Management
Fault management processes are crucial from a resiliency point of view, because these
processes are responsible for locating and reporting network failures and possibly for triggering
network recovery actions.
Although the developed optical network is installed on a single ring, management of the
network is based on a dual-bus structure. In normal operation, communication goes from Tx1 to
Rx1. When a message such as monitoring or controlling a specific switch is sent out to the
network from Tx1, the signal is returned to Rx1. The status of the network can be checked from
the returned message. Passive devices for the coupler are applied between the IED and the optical
ring, so that when the connected node has a communication problem, the messages from other
nodes can still pass through.
The specific IED which receives the message from the control center sends out the result
to the network in two directions. The central unit can receive the message both from Rx1 and Rx2.
If the central unit cannot receive the message through Rx1 within a specified time, it will try to
take the message from Rx2. If the transmitted message from Tx1 is not returned to Rx1 or Rx2,
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the central unit uses Tx2 to send out the command message to the network. Communication
problems can be located on four points in the network: the left side of the IED, the right side of
the IED, both sides of the IED, and the IED itself. Disconnection of the physical line is the most
severe problem for the optical network. The four points around the IED are illustrated in Figure
4-6.
Branch Office or
Substation
Tx1
Rx1
Central
Rx2

Unit

Tx2

Fault 1 : Left side of IED
Fault 2 : Right side of IED
Fault 3 : IED itself
Fault 4 : Both side of IED

Fault 4

Fault 1

Fault 3

Fault 2

Figure 4-6 The potential areas of communication fault.

The central unit can send the message both from Tx1 to Rx1 and from Tx2 to Rx2. In the
first case of fault, when Tx1 is set as the main transmitter and the line fault is located at the left
side of the IED to communicate with, Rx1 cannot receive the Tx1 signal and the response
message from the IED, and no messages into Rx2. In the second case, if the line fault is located at
the right side of the IED to communicate with, Rx1 cannot receive any message but Rx2 can
receive the response message from the IED. The third case occurs when the IED itself has a
problem. Rx1 and Rx2 can receive messages from Tx1 and Tx2, respectively.
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Figure 4-7 Data flow at fault situations
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This means that Rxs can receive the polling message, which is a command from Central
Unit to IEDs, from Tx through the network. Thus it can be concluded that the communication
lines have no problem. Therefore, it is not necessary for the IED to send out an
Acknowledgement (ACK) signal to the control center, which is a response message from IEDs to
Central Unit. Figure 4-7 illustrates the data flow in the fault situation.

4.3.2 Fault Management Algorithm
The most important functions in managing the network are those of checking for
abnormal communication, locating the fault boundary, and recovering the network operation.
These should be done as early as possible.
In a normal network operation, the main transceiver should be determined with one
directional communication. If Tx1 and Rx1 are selected for the main transceiver, Tx2 and Rx2
are set as a standby transceiver. The central unit transmits a polling message through Tx1 to
control and monitor a specific IED in the network. First of all, the central unit checks whether
Rx1 received the message from Tx1.
If Rx1 does not receive either the polling message or the response message from the IED,
the central unit executes the fault management program and checks Rx2. If Rx2 has received the
response message from the IED, Fault2 (the right side of the IED) has occurred. If not, the central
unit checks whether Rx2 has received the polling message after the message was sent with Tx2.
If Rx2 has received both the polling message and the response message from Tx2 and the
IED, respectively, the fault was a temporary one and the network may function normally. Another
possibility of this fault is because Tx1 or Rx1 has been broken. If Rx2 has received the polling
message from Tx2, but no response message from the IED, then the algorithm should check again
whether Rx1 has received the response message from the IED.

61
If Rx1 received data from the IED, the fault occurred on the left side of the IED (fault 1),
but if Rx1 did not receive data, fault 4 occurred which is the worst case fault. If Rx2 has not
received the polling message, Tx2 takes the control for communication. Tx2 sends out the same
polling message as Tx1 to the network. If Rx1 and Rx2 have received only the polling message,
the network works well, but the IED has some problems. In this case, the exact fault position can
be located since the location of the IED can be found easily.
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Figure 4-8 Flowchart of fault management algorithm

In the case of a line fault, it is a bit more difficult to find the exact location.
Communication problems due to line faults in a single directional communication can be
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recovered by the algorithm developed in this dissertation. Figure 4-8 illustrates the fault
management algorithm as a flowchart.
Since the proposed fault management algorithm can find the network fault locations, the
fault status can be classified as fault 1, fault 2, fault 3, or fault 4, as described above, and they will
describe in more detail in the next section.

4.4 Implementation
To implement the proposed algorithm, the central unit manages two kinds of fault
decision tables. One table is for each IED and the other is for the entire system. The central unit
maintains Tx1 and Rx1 as the primary transceiver and receiver, respectively. The central unit
sends a poll (command) message to the specified IED that wants to communicate. The network
operation procedure is shown below:

Tx1 sends poll message
If Rx1 receives the poll message from Tx1

PollTx1→Rx1 = 0;
PollTx1→Rx1 = 1;
If Rx1 receives data from the IED

DataTx1→Rx1 = 0;
If Rx2 receives data from the IED

DataTx1→Rx2 = 0;
NORMAL;
Break;

DataTx1→Rx2 = 1;
Fault Rx2 (Receiver 2 is abnormal);
Break;
DataTx1→Rx1 = 1;
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Call Fault.Management(.);

If Fault.Management(.) is called, the fault management routine is activated as shown below.

Fault.Management(.)
If Rx2 receives the data from the IED

DataTx1→Rx2 = 1;
Fault2 = 1;
Break;
Tx2 sends poll message
If Rx2 receives the poll message from Tx2

PollTx2→Rx2 = 0;
PollTx2→Rx2 = 1;
If Rx2 receives the data from the IED
Transient Fault;
Check Tx1 and Rx1;
Break;
If PollTx1→Rx1 = 0 and PollTx2→Rx2 = 0
Fault3 = 1;
Break;
If Rx1 receives the data from the IED
Fault1=1;
Break;
Fault4=1;

Table 4-3 shows how faults are classified depending on the variables as described above.
Based on the fault decision table for IEDs, the central unit makes the fault decision table for the
network.
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Table 4-3 Fault decision table for IEDs
IED #
PollTx1→Rx1 DataTx1→Rx1 DataTx1→Rx2
0
0
0
X
X
X
1
1
0
1
1
1
0
1
1
1
1
1
0=normal, 1=abnormal, X=don’t care

PollTx2→Rx2
X
0
1
1
0
1

DataTx2→Rx1
X
0
1
0
1
1

DataTx2→Rx2
X
0
1
1
1
1

Normal Tx1
Normal Tx2
Fault 2
Fault 1
Fault 3
Fault 4

Figure 4-9 illustrates how the central unit decides the fault location. In this example,
IEDs 1, 2 and 3 have ‘fault 2’ and IEDs 4, 5 and 6 have ‘fault 1’. The central unit makes a
decision that a fault has occurred between IEDs 3 and 4 based on the table. If the fault is
recovered, the table will be reset according to the algorithm.
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Figure 4-9 Fault has occurred between IEDs 3 and 4

4
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Figure 4-10 shows the combination of faults and its table contents. In this case, one fault
has occurred at IED 3 and another fault has occurred between IEDs 5 and 6.
All single and combination (but separate) faults can be managed by the proposed
algorithm. If two or more faults occur concurrently, the proposed algorithm can find the fault area,
but cannot determine how many faults and where the faults occurred in the network.
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Figure 4-10 A combination of faults

Figure 4-11 shows the possible pair of faults according to the fault decision table for the
network. There are 4 possible types of faults. The proposed algorithm can only find that the
network has two or more faults between IED 2 and IED 4.
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Figure 4-11 Four possible pairs of faults

4.5 Reliable Group Communication
DA system has now changed into real-time system to satisfy new requirements for
future power systems. DA itself is distributed system, so IEDs in DA need a method by which to
share their data to satisfy new requirements. The same proposed ring network is used to
implement a shared memory network in real-time system.
DA networks can be developed for asynchronous systems with causal order. One of the
important functions of DA is finding the reason for breakout. Using causal order approach, the
origin of problems in DA can be found more efficiently.
The proposed one-core ring is suitable for multicast networks due to its passive property.
Reducing feedback messages from the senders is also important in solving the scalability
problems in reliable multicasting. One method to suppress feedback messages is Scalable
Reliable Multicasting (SRM); receivers never acknowledge the successful delivery of multicast
messages [65]. Only negative acknowledgements are returned as feedback, so a method for
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detecting message loss must be devised. In the next section, combining the ACK with the NACK
method will be proposed for reliable multicast communications.

4.5.1 Normal Operation
There is an only one node, Central Unit, which sends ACK to the network in the
proposed feedback suppression algorithm. When an IED n has shared data, the IED broadcasts its
shared data to other IEDs. All IEDs, including Central Unit, on the ring can receive the shared
data of IED n. If Central Unit receives shared data from the IED at both Rx1 and Rx2, Central
Unit sends the ACK for IED n’s shared data to all IEDs on the ring. Also, the Central Unit stores
the data to a history buffer for solving the problems: data confliction and loss. Central Unit holds
a history buffer for the shared data until conflictions are solved if they are occurred. Figure 4-12
shows that IED 2 send shared data with sequence numbers to the network. Shared data should
have sequence numbers to prevent memory inconsistency from losing the shared data.

Figure 4-12 IED 2 send shared data with sequence number 1 to the network
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All IEDs on the ring expect the ACK after receiving shared data from the IED n. When
IEDs receive the expected ACK, they finish their procedure related to IED n’s shared data. From
this procedure, ACK implosion can be solved; only one node replies ACK at a time, but reliable
communication is implemented. Figure 4-13 shows that Central Unit sends ACK #1
corresponding to the shared data #1 to the network. These are normal operation procedures for
reliable communication with suppress ACK explosion and other cases will be discussed in the
next sections.

Figure 4-13 Central Unit sends ACK #1 corresponding to the shared data #1 to the network

4.5.2 Conflict Cases
In this section, an algorithm of detecting message loss is presented. When IED 2 and IED
3 send their shared data at the same time, the network has conflict. Central Unit receives the
shared data of IED 2 and IED 3 from Rx2 and Rx1 respectively. Figure 4-14 shows this condition.
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From this condition Central Unit can know that ring has conflict with IED 2 and IED 3 because
Central Unit received the shared data almost same time. Central Unit broadcast IED 2’s data and
IED 3’s data to the ring in turn. In this time, IEDs which did not receive the shared data from IED
2 or IED 3, can detect the message confliction and store the shared data from Central Unit for
IED 2 and IED 3.

Figure 4-14 Two adjacent IEDs send shared data at the same time and have confliction

When more than 3 IEDs try to send shared data to other IEDs, the Central Unit only
receives the shared data from neighbor IEDs (IED 1 and IED 4) (Figure 4-15).
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Figure 4-15 All IED send their shared data to other IEDs and have confliction.

First of all, Central Unit detects that IED1 and IED 4 send data at the same time, so
Central Unit broadcast IED 1’s data and IED 4’s data to the ring in turn. In IED 2 and IED 3 point
of view, they did not receive any data, ACK or broadcast data of theirs, from Central Unit for
shared data they have sent. However they found that there were conflictions due to two facts: the
shared data which were sent by Central Unit, the same sequence number which they sent the
previous stages. Whenever conflictions are detected by the shared data from Central Unit, IEDs
check if they involve in the confliction by the sequence number.
If IEDs have conflictions, they send their shared data to the network again. At this time,
Central Unit detects IED 2 and IED 3’s shared data and solves the confliction problem. The other
IEDs which are not involved in confliction have to wait for a specific time to solve conflictions.
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4.5.3 Case of Individual Data Loss
In case of data loss in an IED, the IED receive unexpected ACKs from Central Unit. The
IED can detect the data loss by the unexpected ACK and send NACK to request the lost data. If
there are other IEDs which did not receive the same, shared data, those IED do not send NACK to
central unit because they received NACK. When Central Unit receives NACK, Central Unit
sends the shared data to the network. All IEDs which did not receive the shared data can have
them at this time. Figure 4-16 shows the step to check operation modes.

Figure 4-16 The steps for checking operation modes

If Check.Operation_mode(.) is called, checking operation mode is activated as shown below.
Check.Operation_mode(.)
switch ‘DATA’
case ‘ACK’
if ACK is expected
return ‘Normal Operation 1’
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else
return ‘Data Loss’
end
case ‘Shared Data’
If Shared data is the same with mine
return ‘Confliction1’;

//solved

else if Shared data has the same sequence number?
return ‘Confliction2;

//unsolved (still involve in confliction)

else
return ‘Normal Operation 2’

//this case is Confliction 3,
//but IED does normal operation

end
end

If IEDs receive expected ACK, all are fine and IEDs listen to the next data. If IEDs had
unexpected ACK, there was data loss. If either the data is the same one which the IED sent or the
sequence number is the same, conflictions were occurred and categorized by ‘already solved’ and
‘still not solved’ respectively. The other normal operation case is when IEDs receive shared data
from Central Unit, but the data is not the same one which the IED sent and has not the same
sequence number. This case will occur in conflictions, but IEDs do normal operation in this result.
Each operation mode can be implemented as below:
Normal_operation1(.)
All are fine and listen;

Normal_operation2(.)
if the data is duplicated one
discard and done;
else
store the shared data;
wait to corresponding ACK;
end
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Data_loss(.)
Send NACK;

Confliction_solved(.)
wait for specific time to solve confliction;

Confliction_unsolved(.)
send the shared data again to the network;

Based on these functions, if IEDs receive data, those functions are called by
corresponding conditions.

IEDs receive data
If the data are sent from IED
switch ‘data’
case ‘ACK’
if ACK is expected one
Normal_operation1(.)
else
Data_loss(.)
end
case ‘Shared data’
Normal_operation2(.)
end
else

//confliction occurs – Data came from Central Unit
If Shared data is the same with mine

// solved (confliction involved)

Confliction_solved(.)
else if Shared data has the same sequence number? // unsolved (confliction involved)
Confliction_unsolved(.)
else
Normal_operation2(.)
end
end

// confliction occurs, but not involved in
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Figure 4-17 represents all flows of feedback suppression algorithm in each IED and
figure 4-18 shows the flow of feedback suppression algorithm in Central Unit. The algorithm in
Central Unit for the feedback suppression is simpler than the one in IEDs. If shared data received
from IEDs, first of all shared data should be stored into a history buffer, and then Central Unit
checks whether conflictions are occurred or not. In normal case, Central Unit sends the
corresponding ACK to the network. In confliction case, Central Unit sends the shared data to the
network followed by ACK. If Central Unit receives NACK(data loss), the Shared data
corresponding the NACK will be distributed to the network.

Figure 4-17 The feedback suppression in IEDs
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Figure 4-18 The feedback suppression in Central Unit
It can be also implemented as below.
Central Unit receives data
switch ‘data’
case ‘Shared data’
store data to a history buffer;
if confliction occurs
send the shared data in confliction;
end
send ACK corresponding to the shared data;

case ‘NACK’
Send the shared data corresponding to NACK;
end
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4.6 Efficiency Analysis
There are two kinds of polling methods, roll-call and hub-polling. The proposed network
uses the roll-call polling for the proposed network, because if an IED has a fault in hub-polling,
the fault may propagate to the network. Figure 4-19 shows the total communication time between
a server and an IED. The total time that it takes to gather the information of all IEDs depends on
the following factors: propagation delay from the server to an IED, (t1-t0); poll transmission delay,
(t2-t1); processing time in the IED, (t3-t2); propagation delay from the IED to the server, (t4-t3);
data transmission delay, (t5-t4); processing time in the server, (t6-t5); and ACK propagation delay
and transmission time, (t7-t6).

Server

IED
POLL

t0
t1

time

t2
t4

t3

DATA

t5
t6

ACK
t7

Figure 4-19 Polling procedure between a server and an IED

The ACK propagation and transmission time can be ignored because ACK is a very small
size. Since the processing time depends on processors, denoting Tproc. Then total spending time to
communicate with all IEDs can be calculated, as noted below:

Total spending time =
{(2 × data transmission time) + (3 × propagation delay) + 2Tproc} × Number of IEDs

(4-3)
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Let us assume that the propagation delay (tp) is the time which takes to reach the furthest
IED and N is the number of IEDs. The equation for the total propagation time, Tp, is as follows:
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(4-4)

The total data transmission time, represented by Tt, is fixed. By substituting (4-4) to (4-3),
the total time that it takes to gather the information of all IEDs is as follows:

ܶ௧௧ = 2ܰܶ௧ + యమ௧ ே (ே ାଵ) + 2ܰܶ

(4-5)

Let us evaluate the total time using the sample data as shown below:
- Number of IEDs = 100
- Average distance of optical network (d) = 11km
- Transmission Rate (R) = 155Mbps
- Optical Velocity (V) = 2 × 108 m/sec
- Average data length (L) = 500 bytes

Propagation delay (tp) is d/V = 5.5×10-5 sec and transmission time (Tt) is L/R = 5.1×10-5
sec. From (4-5), the total time is (0.8436 + 200×Tproc) sec. This result shows that the total
response time depends on the number of IEDs and the processing time of the CPU and IED.
However, the processing time in the proposed network is zero because the network uses passive
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devices, so there is no processing time. Thus, the total time is only 0.8436 seconds and the line
utilization (U) from (4-5) is as

ܷ=

=

ே ௧
ே (ଶ௧ ା௧)
௧
ଶ௧ ା௧

(4-6)

and with the above sample data for this equation, U is 0.319. This result shows that this
proposed network has a reasonable utilization and efficiency for Distribution Automation because
utilization will be increase as almost 3 times when the fault is occurred so utilization in normal
operation should be maintained below 0.3 [66]. The optimal operation conditions can be
calculated depending on the actual operation environment.

4.7 Comparison
When there is a communication fault in the existing DA network, the fault locations, at
optical line or IED, cannot be detected. With the use of the proposed algorithm, the existing
network fault can be located and fixed, and communication for controlling and monitoring can
continue in spite of the network fault. The existing optical networks for DA have several
problems from the point of view of reliability. One of the critical problems is that when an optical
modem has a problem, it propagates the problem to the network and causes the network to
reconfigure. Many electric companies have developed optical networks for DA, but they simply
apply existing optical network technology to their DA. However, distribution systems in electric
companies have different requirements from other pure communication systems. From this point
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of view, the proposed optical network can apply to a power company as a last-mile
communication network. Table 4-4 provides a comparison for the ring network for DA.

Table 4-4 The Comparison of the Ring Network for DA
The existing dual core ring

Proposed one core ring

2

1

30(max)

Unlimited

Speed of network

2Mbps, 155Mbps

> 155Mps
(depends on transceivers)

A modem fault

Propagate to the network

No affects the network

Number of core
/ a ring
Number of
modem/a ring

optical

Table 4-5 The Comparison of the proposed network in topology standpoint
Bus

Ring

Proposed ring

Max. Separation

Lower

Higher

Higher

Throughtput/high load

Lower

Higher

Higher

Delay/low loads

Better

Worse

Best

Node addition

Simple

Complex

Simple

Reliability

Better

Worse

Best

Clock Synchronization
(between devices)

No need

Need

No need
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Chapter 5

Cyber threat and a mitigation method for the power systems in the Smart
Grid
A power system is a complicated interconnection system and can be categorized by
power generation, transmission, substation and distribution, and a myriad of devices which
should be controlled at each area. Figure 5-1 shows the control systems corresponding to the
power systems [67].

Figure 5-1 The control systems and their connections between generation and substation
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The EMS controls and monitors bulk power plants and high-voltage substations. The
regional control centers, SCADA, controls and monitors medium-voltage substations. The small
control centers connect with unmanned medium-voltage substations. Each control system
connects with each other. EMS sends control data to the regional control centers and the regional
control centers send status data to EMS to estimate states of power systems. The DA
independently operates automation switches in distribution areas. However, DA must connect
with EMS due to DGs as mentioned in chapter 3.
The power system at present must adjust to increasing demand and complexity in a
changing pattern of electric consumption because electricity cannot be stored. Thus control
systems are needed to dynamically generate and deliver electricity in real time manner.

5.1 SCADA vs Information Technology
End point devices in legacy power systems have used low speed serial communication
line such as RS-232C or RS-422 even though relay communication networks have used high
speed broadband communication link such as optical communication networks. The present
technology of SCADA systems have many different types of threats but are typically is 5~10
years behind current IT [68].
The SCADA system typically consists of a SCADA server, communication server and
operator consol. SCADA also connects with EMS and small control centers. Figure 5-2 depicts
example of SCADA system architecture. The control system is less vulnerable than an IT system,
but possible cyber attacks still exist in control systems. Moreover, increased use of information
technology for control systems creates potential vulnerability. The consequence of cyber attacks
for control systems will have a huge impact to our society. If SCADA systems are compromised,
attackers can open breakers which can isolate generators and disconnect power lines which make
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wide range blackouts. SCADA systems are dramatically getting worse from a security standpoint
as open and standard technologies have been introduced into SCADA systems. Table 5-1 shows a
comparison of security topics between a SCADA system and IT [69].

Table 5-1 The characteristics of IT and SCADA system at present [modified from 70]
SECURITY TOPIC

INFORMATION
TECHNOLOGY

SCADA SYSTEM

Anti-virus/Mobile Code

Common
Widely used

Uncommon/Impossible to deploy
effectively

Support
Lifetime

2-3 Years
Diversified vendors

Up to 20 years
Single vendor

Communication
Protocols

TCP/IP dominant

Proprietary/Various

Remote Maintenance

possible

impossible

Regular
Scheduled
Regular
Scheduled

Rare, Unscheduled
Vendor specific

Availability

Generally delays accepted

24×7×365 (continuous)

Security Awareness

Moderate in both private
and public sector

Poor except for physical

Technology

Application of Patches
Change Management

Security Testing/Audit
Physical Security
Effects

Highly managed and complex

Part of a good security
program
Secure (server rooms,
etc.)
Service
delay
inconvenience

and

Occasional testing for outages
Remote/Unmanned Secure
Chaos
by
infrastructures

destroying
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Figure 5-2 example of SCADA system architecture in substation areas

5.2 Cyber threats in power systems

5.2.1 Cyber attack matrix in power systems
The electrical power system is an important infrastructure which provides basic needs of
life, so it has always been a high priority target for military and insurgents. Nowadays, cyber
attacks are a new threat, so power systems can be attacked by cyber attacks with or without
physical actions [71]. The Smart Grid has introduced DER, and this creates a myriad of network
connections to vulnerable environments. In the Smart Grid risk may increase due to increase
number of connections and number of entry points [72]. Possible attackers in the power systems
are terrorists, insiders and spies. Possible goals are disrupting the system and seizing control of
the system. Table 5-2 shows the possible cyber attack against power systems.
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Table 5-2 SCADA Cyber attack Matrix [73]
Description of Attack

Type of attack

Attack Motive

Denial of Service

System Shutdown

Wish to take down server and cause
immediate shutdown situation

Delete System Files(Low-level format
on all local drives)

System Shutdown

Wish to take down server and cause
immediate shutdown situation

Take Control of SCADA system

Gain Control

Gain control of SCADA System to
impact damage on industrial systems,
possible causing environmental impact,
and damage corporate identity through
public exposure

Log
Keystrokes,
Usernames,
passwords, System Set points, and any
operational Information

Information
Mining

Gain Information for future attacks or
satisfy curiosity

Change data points or change set
point(s) in SCADA System

Information
Tampering

Desire to modify corporate data or
process set points for malicious
purposes

Log any Operational or Corporate data
for personal gain or sell to competition
or hold as ransom

Information mining

Try to steal corporate data and either
sell to other companies or hold for
ransom amount

Modify data points on SCADA
graphics to deceive operators that
system is out of control and must
Emergency Shut Down

System Shutdown

Cause danger to the facility or company
by staging a false alarm shutdown of
the plant or facility

Capture, Modify, or Delete Data
Logged in Operational Database SQL
Server, Historian, etc.)

Information
Tampering

Desire to modify corporate data or
process set points for malicious
purposes

Locate Maintenance Database and
modify
or
delete
information
regarding calibration and reliability
tests for industrial equipment

Information
Tampering

Desire to steal, modify, or delete
corporate data

Unlike other types of cyber attacks, most attacks of power systems are not related to
monetary attacks, but attempt to cause trouble for the power systems. DoS attack is the attack to
interfere with availability of the system. Many control devices could be programmed by the
attacker and send messages to the server in the power systems at the same time to cause DoS.
A sniffing program could be installed on the targeted system so that it enters a system and
provides information to attackers on the systems’ configuration, connection, vulnerabilities, and
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operation statuses. Hackers recently intruded utility networks and installed software which could
disrupt the system [74]. Detecting sniffing attack is almost impossible unless the attacker begins
injecting data to probe the configuration.
State Estimation is used in the power system to evaluate current state and predict future
states of the power grid by measuring data from many sensors which are scattered in the power
grids. Accuracy of measuring data is critical because estimation only depends on measured data.
If data are forged, the state estimation also brings the wrong results which could cause
unpredictable calamity. In this point of view, tampering with state estimation is one of the best
ways to disrupt the power system; a false data injection attack could be the best attack to achieve
this goal [9-11].

5.2.2 Stuxnet
The control systems are evolving based on open standard technologies to make power
systems intelligent. Control systems have been thought to be safe from malwares, but the Stuxnet
malware has been discovered in control systems [75]. Stuxnet is the first known malware that
targets the controls at a specific industrial control system such as a power plant [76]. The ultimate
goal of Stuxnet is to sabotage that facility by reprogramming Programmable Logic Controllers
(PLCs) to operate as the attackers intend them to, most likely out of their specified boundaries.
Figure 5-3 illustrates the targeted system architecture.
In the figure 5-3, frequency converters are used to control the speed of another device,
such as a motor in field level. For example, if the frequency is increased, the speed of the motor
increases. Stuxnet communicates with at least 31 frequency converters to sabotage the target
system by slowing down or speeding up the motor to different rates at different times [76, 77].
Stuxnet infects PLCs with different codes depending on the characteristics of the target system.
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Figure 5-3 The targeted system architecture by Stuxnet

To analyze attack pattern of Stuxnet, attack trees are used. Attack tree method is a way of
making decisions about how to improve security [79]. The main attack goal of Stuxnet is to
sabotage control facilities such as power plants. To achieve this goal, Stuxnet modified I/O in
target control process. Figure 5-4 shows an attack tree of Stuxnet to achieve I/O modification in
target processes [modified from 80]. For almost 17 months, Stuxnet targeted a specific Siemens
centrifuge control component to moderate the speed at which the nuclear facilities’ centrifuges
rotated in order to damage, but not destroy them [112].
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To achieve the goal, Stuxnet used a gain in access and to create logic. The protocol used
in the plant is Profibus which is an open protocol, so injection of logics is achieved by analyzing
the given protocol. To gain access, Stuxnet used three sub-attacks: compromising system, getting
ICS’s schematics and infecting computers.

5.2.2.1 Compromising Systems
Stuxnet makes use of a digitally signed kernel-mode rootkit. There have been two digital
certificates used to sign this rootkit. The original certificate was revoked. Subsequently, a second
variant was discovered in which the same rootkit was signed with a different key, which has also
been revoked [112]. The attackers would have needed to obtain the digital certificates from
someone who may have physically entered the premises of the two companies and stole them, as
the two companies are in close physical proximity [76]. The other two vulnerabilities are local
escalation of privilege vulnerabilities that enable an attacker to gain full control of an affected
system.

5.2.2.2 Getting ICS’s schematics
The attackers needed to conduct reconnaissance. As each PLC is configured in a unique
manner, the attacker would first need the ICS’s schematics. These design documents may have
been stolen by an insider or even retrieved by early version of Stuxnet. Once attackers had the
design documents and potential knowledge of the computing environment in the facility, they
would develop the latest version of Stuxnet. Each feature of Stuxnet was implemented for a
specific reason and for the final goal of potentially sabotaging the ICS [76].
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5.2.2.3 Infecting Computers
Stuxnet is designed to spread aggressively. Stuxnet used both known and previously
unknown vulnerabilities to spread, and was powerful enough to evade state-of-the-practice
security technologies and procedures [78]. It appears that a thumb drive is the primary means of
propagation, but the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT)
has noted that it can also spread via network shares, STEP7 Project files, WinCC database files,
and a print spooler vulnerability [112]. Stuxnet contains many features to infect computers such
as [76]:
-Self-replicates through removable drives exploiting a vulnerability allowing autoexecution.
-Spreads in a LAN through a vulnerability in the Windows Print Spooler
-Copies and executes itself on remote computers through network sharing.
-Copies and executes itself on remote computers running a WinCC database server.
-Copies itself into Step 7 projects in such a way that it automatically executes when the
Step 7 project is loaded.
-Updates itself through a peer-to-peer mechanism within a LAN.
-Exploits a total of four unpatched Microsoft vulnerabilities, two of which are previously
mentioned vulnerabilities for self-replication and the other two are escalation of privilege
vulnerabilities that have yet to be disclosed.
-Contacts a command and control server that allows the hacker to download and execute
code, including updated versions.
-Contains a Windows rootkit that hides its binaries.
-Attempts to bypass security products (antivirus evasion)

90
-Fingerprints a specific industrial control system and modifies code on the Siemens PLCs
to potentially sabotage the system.
-Hides modified code on PLCs, essentially a rootkit for PLCs

Once the malware has installed itself on a system, it employs many evasive techniques,
including bypassing antivirus software, advanced process injection, hooking useful functions by
kernel-mode rootkits, and the quick removal of temporary files.
Whenever forged software mounts on the system, the power system in the range of the
device could be affected. Trojan device attack is that unauthorized outside forces can gain access
to the system and can modify it or give false data to the system operators to make wrong
decisions. Stuxnet is able to perform the following actions to modify PLC [78]:
-Monitor PLC blocks being written to and read from the PLC.
-Infect a PLC by inserting its own blocks and replacing or infecting existing blocks.
-Mask the fact that a PLC is infected.
Figure 5-5 shows how control PC changes code block of PLC.

Figure 5-5 Modifying PLC [

Stuxnet is a very powerful and complicated malware, so a single solution cannot prevent
an attack like Stuxnet, but a mitigation method including process and policy can significantly
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reduce the negative consequences that result from such an attack [81]. A proposed mitigation
method will be presented in the next section.

5.3 Proposed mitigation method
Perfect protection of the system from cyber attacks is not possible. In this section
operational approaches which could mitigate the possible cyber attacks mentioned in the previous
section is proposed.

5.3.1 Difference between PLC and IED
In control systems, the IED or PLC acquires the remote data, which includes meter
readings, pressure, voltage, or other equipment status, then performs local control and transfers
the data to the server [82].
PLCs scan their I/O by electrically reading each I/O point. This is done quickly, but in a
system with lots of I/O points it can take some time to completely scan all the points. Thus, the
recorded data are dependent on the scan period. If the scan period is long, some important data
will not be recorded. However, IEDs have an exceptional report function, so whenever
exceptional data occurs in the field, IEDs store these with a time stamp and send them to the
server in real time.
PLCs are closely dependent on, and programmed and controlled by servers. PLCs are
programmed by a server in a program mode and execute the program in a run mode. However an
IED has its own program (firmware) and can communicate with both servers and other IEDs.
Table 5-3 shows comparison of PLC and IED [82].
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We can mitigate a cyber attack like Stuxnet by an operational method. When a server is
compromised by cyber attacks, encryption methods cannot protect remote devices from a
malicious command from the compromised server. Unlike using PLC, IED cannot be modified by
servers; servers just try to send control commands which make system operate incorrectly.

Table 5-3 Comparison of PLC and IED
PLC
Localized fast control of discrete
variables

Usage

IED
Remote
control

monitoring

with

Sequence of Events recording

No

Yes

Report by exception

No

Yes

Programmed by servers

Yes

No

Controlled by servers

Yes

No
(Communicate with servers)

Peer-to-Peer Communication

No

Yes

Encryption Support

No

Yes

Intelligent

No

Yes

It is difficult to find the cyber attacks, but we can mitigate impacts from them by using
the shared memory network as I mentioned in section 4.4. Adding real-time shared data to the
network would make the network smarter; each IED knows the status of power systems.

5.3.2 Device-level intelligence
The main difference of PLC and IED is intelligence. PLCs have no intelligence; only
they are programmed by the server and execute the program with given inputs. However, an IED
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has its own program and communicates with the server; the server only sends messages to IED
and IED executes the messages.
Substituting IED for PLC is one of the mitigation methods when a server is compromised
by cyber attacks. Whenever the server sends a message and if the message is the control message,
IEDs check the threshold which is maximum or minimum value to protect systems from any
failures. For example, Stuxnet modifies the input value of a frequency converter by 1410, but
maximum value is 1210; a motor of centrifuge spins too fast and it damages the motor.
Figure 5-6 presents that substituting IED for PLC gives intelligent to device-level.
Adding intelligence to the device-level will mitigate effects of cyber attacks like Stuxnet.

No intelligent
Execution

Programmed
Server

Scan

Outputs
PLC

Field
Devices

Outputs

Intelligent
Execution

Communication
Server

Communication
Exception Report

Figure 5-6 substituting IED for PLC

IED
(Check
Thresholds)

Results

Field
Devices
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Figure 5-7 shows the proposed system architecture. An IED can substitute for PLC and
connect and control each field device. An IED also has communication devices, so
communication processors are not needed.

Figure 5-7 Proposed system architecture in power plants

Stuxnet compromised an Operator Server and made it to program a PLC to increase the
speed of motors; this would cause to damage motors and the damage would spread out to the
system. If an IED replaces a PLC and IED checks the increasing speed of a motor before
execution, and if the increasing speed will deteriorate a motor and other systems, then IED will
reject execution of the command and report a warning to other IEDs in the network.
In normal operation, a server checks status of each IED and sends commands to make a
system optimal. When a server is not able to coordinate with other IEDs, each IED exchanges
status with other IEDs and makes best decision to keep the systems operating correctly.
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If IED decides that the command from servers is normal, IED executes the command and
changes the threshold based on status of devices. Figure 5-8 shows the mitigation algorithm
against cyber attacks and it can be implemented as below:
Normal_operation()
IEDs receive commands from server
If the control value is exceed threshold
reject the command;
report warning message to other IEDs
Autonomous_operation();
else
execute the command;
update thresholds;
end

Figure 5-8 Proposed defense flow chart in control systems
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5.3.3 Availability Analysis
MTBF data are used from [53-56]. Table 5-4 shows that unavailability corresponding
MTBF of each components. From the given MTBF data, unavailability in table 5-5 is calculated
by (3-3).
Table 5-4 Approximate Component Unavailability
MTBF(years)

Unavailability
(multiply by 10-6)

Server

14

8.2

PLC/IED

17

6.7

Communication Processor

50

2.3

Ethernet Interface

19

6

Network Cable(Physical)

55

49.8

Component

Figure 5-9 shows unavailability of legacy system based on table 5-4; availability is
99.9919% in normal operation without cyber attacks. If one of servers (engineering server or
operator server) is compromised by cyber attacks, function availability goes to zero because PLCs
are dependent on servers.
Isolation and autonomous operation are applied to the legacy system to mitigate cyber
attacks. Cyber attacks mostly affect systems not the network, so the analysis is focused on
unavailability of the system not the one of the network. PLC is changed into IED and whenever
IED detects cyber intrusion, IED isolates itself and does autonomous operations. Figure 5-10
shows increasing availability in field level function operation standpoints. Even if other servers
fail, all field devices which are monitored and controlled by IED work correctly; IED keeps
systems work properly in its boundary.
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Figure 5-9 Unavailability of legacy system in power plants

Numbers Shown are
Unavailability × 10-6

∞

System Fails

System Fails

OR

OR
Isolation

Engineering
System
∞

Operator
System

PLC

∞

∞

Engineering
System

Figure 5-10 Function unavailability with isolation of IED

∞

Operator
System
∞

IED
6.7
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Unavailability is 0.00067% with isolation of IED when servers fail due to any of reasons.
Table 5-5 shows comparative function availability in field level. Device-level intelligence gives
more availability to the legacy system without considering cyber attacks.
When cyber attacks are occurred, IED must detect intrusions. Availability will be
changed by the intrusion detection rate. However, most field level devices operate with limits
(minimum and maximum thresholds) [111], so using threshold to detect intrusion is a proper
approach.

Table 5-5 Comparative function availability in field level
Alternative

Cyber attacks
in servers

Availability (%)

Predicted Annual
Hours out of
service

Availability
Increasing rate (%)

No

99.9977

0.2

-

0

-

-

99.9993

0.06

71

Legacy System
Yes
Proposed System

Cyber attacks in control systems are limited in the specific facilities, but more factors
should be considered in large area and network systems. In the next section cyber attacks will be
considered in the proposed network architecture in chapter 3 and 4.

5.3.4 Cyber defense of the proposed network (self –healing and fast isolation)
In the previous section, a mitigation method is proposed for single-site cyber attacks.
However, power control systems are connected with each other by communication networks. In
this section, more detail defense mechanism will be explained based on the proposed network in
chapter 3.
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In normal operation, servers (D-EMS) control IEDs to coordinate with other servers to
make the power system optimal as mentioned in section 3.3. Servers normally send a command
of increasing or decreasing generation of electricity to IEDs. However, servers in a power system
may be compromised by a malware like Stuxnet. A reliable shared network is proposed in section
4.4 and this network can be used to mitigate cyber attacks in distribution area in the Smart Grid.
Figure 5-11 shows the proposed network to mitigate cyber attacks such as Stuxnet. From the
given network, all IEDs share their status with other IEDs in real-time manner; real-time
information is the key to profitability on the Smart Grid.

Higher level Network

D-EMS
(Server)
Isolation
And
Autonomous
Operation

IED

IED
Shared memory
network

IED

IED
IED
DGs network

Figure 5-11 Proposed network to mitigate cyber attacks such as Stuxnet (Chapter 3 & 4)

If a server is compromised by cyber attack the server sends IEDs commands which may
cause disruption of power systems such as increasing or decreasing generation power. If IEDs
have intelligence, they can check the validation of the command. For example, IEDs can get the
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standard frequency of electricity, 60Hz, and also can estimate the frequency of electricity after
increasing or decreasing generation of electricity. If the frequency of electricity increases 4% of
the standard frequency, generators start to trip and if the frequency of electricity decreases 4%,
areas start blacking out [83]. To keep the frequency of electricity steady and in the bound of
tolerance, EMS dynamically controls generators based on generation and demand information.
Generators will be scattered in the Smart Grid, so autonomous and distributed monitoring and
controlling generators is indispensable both for reliability and security. EMS makes control
decision based on status of power systems, so IED has to be connected with EMS to send
accurate data and receive precise control signal.
Defense flow chart in figure 5-8 may be modified for multi-ring and multi-server systems.
If IEDs receive commands from a server, control value is checked by thresholds. If the result of
execution with control value exceeds thresholds, IEDs reject the command from the server and
report a warning message to the network. If there are available servers in the network, IEDs
change network configurations and connect with the available server. If there are no available
servers, IED isolates its network and does autonomous operation. Figure 5-12 presents this
extended algorithm and this can be implemented as below:

Normal_interconnected_operation()
IEDs receive commands from server
If the control value is exceed threshold
reject the command;
report a warning message to the network;
If there are available servers
reconfiguration;
else
Autonomous_operation();
end
end
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Figure 5-12 Extended defense flow chart in multi-ring systems

When a server is compromised by cyber attacks, the server can control all devices which
connect with the server by network. However if IEDs can detect if a server is abnormal, the effect
of cyber attack will be alleviated. If an IED detects that the server is abnormal by device-level
intelligence as mentioned previous section, it sends warning data to the network so that other
IEDs recognize that the server is not in a normal operation mode. When IEDs receive the warning
data from the other IEDs, IEDs change its mode into ‘Autonomous Operation Mode’ and rejects
all data and commands from the server unless the server sends ‘Recover Command’ with a
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validation method such as an one time password (OTP). The autonomous operation mode can be
implemented as below:

Autonomous_operation()
IEDs receive data
If the data are sent from server
If the data is ‘recover command’
If (Validate command)
return normal interconnected operation mode
else
reject
end
end
else
update status
if need control
control
send status data to the network
end
end

Figure 5-13 shows the autonomous operation procedure and how to return normal
operation. In Autonomous operation mode, each IED updates its status in real time manner and
controls DGs to keep the power system stable. From the shared data such as total generation and
availability, each IED decides which IED has higher priority to control its generator.
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Figure 5-13 Autonomous operation mode

Other possible attacks should be considered from compromising servers. A compromised
server may generate forged data and send them to the higher level server, EMS, to inject false
data. If EMS receives false data, state estimation would be wrong and consequently wrong
command would be sent out to the generators. Thus, IEDs should send warning message to higher
level servers to protect EMS from false data injection attack.
Since IEDs connect to the higher network through a server, a compromised server can
hijack a warning message if an IED tries to send a warning message to other servers. Also, IEDs
only can communicate with adjacent servers, so IEDs in the network of a compromised server
cannot directly communicate with EMS.
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A proposed network in figure 3-12 can be used to solve this problem. A shared IED can
send a warning message to EMS through a detour path which is not connected with a
compromised server. Figure 5-14 shows the detour path with dashed line.
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Figure 5-14 Shared IED sends warning message to EMS by a detour path to prevent from false
data injection attack

When a healthy D-EMS receives a warning message from IEDs, the message is
forwarded EMS and other D-EMSs. Thus all devices in the network can know which devices are
compromised. A healthy D-EMS takes over IEDs in compromised rings and makes a new ring
network by using reconfiguration method as mentioned in section 3.3.3. Figure 5-15 shows that a
compromised server may be isolated and the other servers make a new ring network to provide
seamless service.
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Figure 5-15 Isolation of a compromised server

If multiple servers are compromised and there are no available higher-level servers, IEDs
operate with autonomous mode and all compromised servers are isolated. Figure 5-16 shows
isolation and autonomous operation in the proposed network.
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Figure 5-16 Isolation and autonomous operation
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Chapter 6
A Key Exchange Method for Intelligent Electronic Devices in Distribution
Areas

6.1 Cyber threats of the network in the distribution areas
The networks of many power companies are connected to their corporate networks, the
Internet and the commercial network, which renders the power system open to attack.
Consequently, the topology of power systems has shifted from a centralized one to a distributed
one, resulting in higher susceptibility to intrusions.
Attackers can overwhelm a server with undesirable messages by taking over legitimate
nodes. It is also possible that attackers could inject malicious codes to cause malfunctions or to
halt the server’s functions.
Servers can be recovered by rebooting or some other methods when they are not
functioning properly. Generally these recovery actions can be taken in a short time since servers
are always monitored by authorized operators. In this sense, the damage on servers would have
little impact on the functions of IEDs, and it is unlikely to cause any severe damage—such as
power outage—to the system. Compared to servers, attacks to IEDs pose a greater threat of
dangerous effects since they are directly responsible for operations in the field and are installed to
be unattended as an unmanned system. There are some security approaches to using key
exchanges with secret key distribution algorithm [84, 85]. The secret key exchange method is
very popular in the commercial network, but a complex computation of encryption algorithms is
needed to implement this method. To prevent IEDs from the above possible attacks, there are
several security approaches using key exchanges and Message Authentication Codes. However,
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most approaches to security include many chinks in their armor due to the great financial cost to
perfect them.
Most security papers focus on the SCADA system, but [84] considers the security
problems in the DA, which are much different than the SCADA system. DA is more vulnerable
than the SCADA system, but most researches consider the SCADA system when it comes to
security research in power systems. From this point of view, [84] recommends shifting our focus
of research areas to DA and proposes the efficient security algorithm, which avoids difficult
computations. The DA server distributes secret keys to remote devices, assuming DA server can
be trusted. This assumption, however, may cause disaster when attackers compromise the DA
server. Several existing cryptographic primitives can be used to improve the security properties of
systems. SCADA protocols typically do not support any sort of cryptography, but this capability
would be useful in securing these networks. However, the unique characteristics of SCADA
networks make it difficult to adapt existing cryptographic techniques into these systems. Example
constraints include the limited computational capabilities of SCADA devices, the low rate date
transmission on SCADA networks, and the necessity for real-time responses from the devices
across the network. These constraints complicate the implementation of complex cryptography in
SCADA protocols [86]
Similar research has been done in [85]. In this case, SCADA servers manage keys for
remote devices, but this proposed method also has the same problem which the DA server has. To
alleviate this problem, decentralized key distribution should be established.
Attacks on the IEDs could cause malfunctions of field devices, consequently devastating
major distribution network services. In this sense protecting the functions of the IEDs is far more
important than keeping servers available.
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The content of messages exchanged between the server and IEDs can be leaked to
outsiders. Eavesdropping is an example of this kind of active attack. Attackers can also collect
traffic and indirectly guess inside information of the system by analyzing traffic pattern.
Messages exchanged between the server and IEDs contain status data such as voltage,
current, and control commands. Even if status data or commands are exposed to outsiders, this
information leakage would not lead to direct critical damage to the system operation unless IEDs
are forced to function improperly.
In some applications, messages can deliver highly sensitive information such as a secret
key, which should be known to only two communication nodes. In this case the message contents
need to be protected from being eavesdropped. The most dangerous attacks in the distribution
system can cause IEDs failure. There are two distinctive attacks that can lead to IEDs
malfunctions.
One possible mode of attack directly intercepts the messages being sent between the IED
and the server. While impeding this process the messages can be altered or changed, then sent
from IED to the server. This can lead to serious malfunction of the IED. Another scenario could
be an attacker injecting a false message into the IED. Disguised as the server, illegal commands
can be delivered and potentially cause drastic power outages.
In this chapter I focus on minimizing the effect of attacks by separating one big IEDs
group into several small groups and apply a key exchange method, which can operate well in
each small group.
Most power companies avoid connecting their corporate network to SCADA networks.
However, it is inevitable to connect commercial wireless networks when it comes to using a
wireless network, such as Code Division Multiple Access (CDMA) [63, 87, 88]. One of the major
advantages of using public mobile phone networks is that utilities are not required to make a huge
investment in deploying the communication infrastructure, nor required to invest in the
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continuous network monitoring, maintenance and upgrade of the same. Figure 6-1 shows a
general network connection between Interne
Internett and SCADA networks in power companies.

Figure 6-1 General network configuration in power companies

It is known that direct eavesdropping in CDMA systems is impossible because the data
spreads with Pseudo Noise; however, it is possible to get the CDMA data using Forward Channel
Monitoring protocol if both the Electronic Serial Number and the Mobile station Identification
Number are known [89].
]. There are two vulnerable points in CDMA system as shown Figure 6-2.
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Figure 6-2 Two possible attack points in DA networks

In wire area-between Internet and DA Main Server, the system can protect intrusion or
eavesdropping by using IEEE P1711 (Trial Use Standard for Cyber Security of Serial SCADA
Links and IED Remote Access) or IEC 62351(Data and Communications Security) [90].
However, there is no solution for secure transmission in wireless area in the power systems. In the
next section a new approach will be presented to provide a very secure method for a wireless
network in the power systems.
Furthermore, many applications may be installed to improve power systems as parts of
the Smart Grid in distribution areas. To avoid redundant investment, they can share the
communication networks, so multicast methods are needed to reduce network resources.
Multicast delivers data only to a group of interested users termed a “multicast group”.
Distribution Automation, Load Management and Distribution EMS are the possible applications
which can apply multicast groups.
Figure 6-3 shows the examples that different IEDs can share the communication
networks in the distribution areas. Many applications will be shown in distribution areas and also
they have to install in the same communication network due to the limitation of space. Thus, a
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secure multicast method is indispensable to protect information from malicious attacks and to
make the communication network more reliable as well.

Level 2
Level 1

Level 1

: Distribution Automation
: Distribution EMS
: DG

Figure 6-3 Mixed IEDs operated on the same ring network

6.2 Review of Multicast Methods
A secure and reliable multicast is difficult and complex to achieve. Various approaches to
the multicast security problem are surveyed in [17]. Many papers have dealt with the reliable
multicast problem and the difficulties of controlling the acknowledgment process [91-99]. A tree
structure usually is preferred for scalability to large multicast groups. However a ring structure
has advantages for small to medium size groups [100, 101].
The most efficient schemes require a great deal of participation and interaction with
nonmember nodes. Reliable communication on a ring is much easier to solve, but ring multicast
is only practical for small to moderate size groups. Any topology of communication systems can
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change into a virtual ring. Through this topology, the ring multicast can be very suitable for DA
since the number of average IEDs is 4 to 5 per distribution line [102]. Also, DA servers
communicate with IEDs on a distribution line in order, so we can make small multicast groups by
separating all IEDs into several small groups of 3~5 by different distribution lines. Figure 6-4
shows three IEDs in one distribution line and can be connected with a logical (virtual) ring
Most of the security multicast work described used the tree structure because it is the best
suited for a large group. Exceptions of the tree structure are the CLIQUES method and a scheme
using a logical ring [103]. It is common sense that if more people know a secret, it is harder to
keep. Thus, highly secret data distribution is more practical for small groups, which favors the
ring approach. Also, the power distribution lines in most cities have a ring topology for taking an
alternative power route in case of a distribution line failure. Thus, it is easy to make the
communication line in a ring topology when they are installed along with the distribution lines,
and it can be constructed physically with a single line [104].

Figure 6-4 Each distribution line has average 3~5 IEDs
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6.3 A Key Exchange Method, MSAM

6.3.1 Establishment of the Group Key and Subkeys
Consider a unidirectional ring of four stations: a sender and three receivers. The method
assumes that there is a separate process of authentication to ensure the group members are
legitimate. The four secret keys are Sa for a, Sb for b, Sc for c, and Sd for d. The common secret
key will be gSaSbScSd. Other auxiliary public keys will have to be generated, such as gSaSbSc, gSaSb,
gSbSc, etc. For example, if d sees gSaSaSc, d can compute the common secret key gSaSbScSd. To make
the notation less cumbersome, ABCD will denote gSaSbScSd, ABC will denote gSaSbSc, etc. ABCD is
a common key for the four group members. In this way the generation of a common key for
groups is well-known. In Secure Acknowledging Multicast (SAM) the keys are distributed in a
way that merges neatly with acknowledgments and allows simple key changes at little overhead
cost. Consider the transfers to find a common key from 4 secret keys. a starts by sending gSa,
abbreviated as A, to b. The steps are shown in Figure 6-5.
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Figure 6-5 Establishing the group key
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After six transfers, all nodes know key ABCD. For N members, 2(N-1) transfers are
required. This is the minimum number of transfers for establishing a group common key [105].
Each member stores N keys, given N members (N-2 subgroup keys, its own key and the group
key used for encryption).
Keys can be built using the Diffie-Hellman public/private key method. Short keys can be
employed since the key-changing in SAM can be performed frequently due to its easy process.

6.3.2 Key Changes, and Coordination with Acknowledgments
By frequent changes of a key coupled with acknowledgments, shorter or simpler key
change instructions can be used. This has been noted in [106] for one-to-one communication.
Once the key ABCD is established, data transmission can flow encrypted by the key until the key
is changed. Consider the transition from an old key (K0), to a new key (KN). A packet is defined
in the following form:
K0[ - ; - ; - ; - ],
where the first place in the bracket denotes the packet data, the second place denotes the
alternating bit value, the third place denotes the initiator of the new key, and the fourth place
denotes the new subkeys.
Figure 6-6a shows where a is the source and b initiates the key changes. F and G are
successive packets. After 3 steps (as numbered in Figure 6-6a), every station knows AB’CD, and
a is free to use the new key for the new packet. If a packet is received in error or lost, the state
remains unchanged as all senders resend what they sent the last time, until a correct packet is
delivered on the link that had the error.
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Figure 6-6 Key changes

Note the following:
1. Key changes do not interrupt the data and acknowledgment flow. 2. Any station could
be the key change initiator. The initiator always knows the new key immediately, since it has the
necessary old subgroup key already stored. 3. To use the new key at the earliest possible time, the
node before the node that made the change would need to decrypt the packet, compute the new
key, and then encrypt the outgoing packet with the new key. This can create some additional
delay. Even if the changer is the node right after the source, the source needs to be decrypted
using the reception to compute the new key and encrypt the new packet with this key. To avoid
this extra delay, the use of the new key should be delayed one more round. In this way the
destinations will have computed the new key while waiting and will know exactly when to expect
to use the new key. 4. No node should be allowed to initiate a further change until the second
packet has been encoded with the newly arrived key. Only then does a station know that all nodes
have received a packet encoded with the new key.
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Considering item 2 above, figure 6-6b shows a change initiated by source a, and when
the new key is used. Stations b, c and d have learned the new key after steps 1, 2 and 3, as
indicated by the asterisks. They will be ready to decrypt with the new key for the new packet G.

6.3.3 Joining the Multicast Ring
Suppose a fifth station e wishes to join the ring. The old key ABCD might not have to be
changed, since it will not be valid after e joins; however, if e is to be prevented from decrypting
any prior messages, at least d should change the key to D’. Figure 6-7a shows the message
transfer including e. Only one circulation distributes the new multicast key ABCD’E. Note that
no link transmits ABCD’E, and there is no easy way to compute ABCD’E from the transmitted
items.

6.3.4 Leaving the Multicast Ring
Say d leaves the original 4-station ring. Since C, BC, and ABC are known by d, at least
one of the secret keys must change. One solution is for all keys to change. This would be the
initial key exchange, and would take 2(N-1) transfers (4 in this case), where N is the new number.
However, if the node just before the node that leaves makes the change, only N-1 transfers (2 in
this case) are needed. Why only this node? Note that c in this case knows the subgroup AB, but a
does not know BC and b does not know AC. Thus c knows ABC’ immediately, and only two
steps are needed, as shown in Figure 6-7b.
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Figure 6-7 Joining and leaving the multicast ring

6.4 Multiple Channels
A limitation of SAM as described above is the stop-and-wait nature of the process. A full
frame delay is needed for decoding before making a response at each station, so the effective data
rate tends to go down inversely with N, the number of group members.
If greater use of the virtual links in the ring is possible, the stop-and-wait limitation can
be alleviated by having interlaced channels, somewhat like a slotted ring described in [107]. It
would be too complex to have N channels changing keys independently. However, there are
keying schemes where at any time only one of two keys is in existence: the old key and the new
key. Two keys would only be needed during the transition to a new key. The method of doing this
is called MSAM [108].
If there is the same number of channels as group members and the ring is exclusively for
the group, then each member can have a channel, and they all reliably could send information to
all of the others at the same time. Other possibilities are that one station could be the source for
all channels, or that the channels could be apportioned in various ways among the senders. The
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interlaced channels need to be distinguished by some channel number. The order between
interlaced channels does not have to be preserved, but order within a channel needs to be
preserved if the alternating bit protocol is to be used. If order is not preserved, multi-bit sequence
numbering is required.
It is assumed code changes are made only by sources, but in many-to-many
communication there may be multiple sources. To prevent confusion, only one source can be
allowed to change the key at a time. A token pass mechanism may be used to solve this problem
[109]. Only a station possessing the token is allowed to exercise the next key change.

6.5 All channels used by one source
Realize first, that not all channels will be in step due to varying acceptance and delay. In
Figure 6-8 each row represents the sequenced frames for the numbered channel at the station that
can change the key.

Figure 6-8 Changing the key on all channels – one source

The boxed numbered frames are the newest frames that the station has sent, encoded by
the old key, prior to inserting a new key instruction. The next step is to encrypt with the new key.
As soon as one of the boxed frames can be discarded by the station, that station sends the new
frame using the old key, but with information for its new key embedded. This will appear in the
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new frames numbered 5, 7, 4, 8 (bold) on channels 1, 2, 3, 4, respectively. As each of these
frames is acknowledged, frames 6, 8, 5, 9 on channels 1, 2, 3, 4, respectively will be encoded
with the new key. When all four of these frames (6, 8, 5, 9) are acknowledged at the changing
station, the old key can be discarded at each location, since each will be expecting a new key
encryption on every channel. After this, introduction of another new key change is allowed.

6.6 Multiple Sources
The channels can be independent, one for each group member’s transmissions. Their
rates can be different. They can be statistically time multiplexed on the same or different virtual
paths, but each channel must follow a particular virtual path to preserve order. A common feature
is that all are encrypted with the same key or with one of two possible keys during the transition.
Acknowledgment needs only one bit per frame, assuming order is preserved within a channel.
However in two sources case, the above approach must be modified. Figure 6-9 shows a case
where there are two sources(X and Y), and two channels (CX and CY). Each source is the bit
changer on its channel.

Figure 6-9 Changing the key with two different sources and channels
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X is controlling the change to a new key. Channel CX circulations are shown in solid
circles; Channel CY circulations are shown in dashed circles. The first circulation indicated on
CY is the first circulation beginning when the second circulation of CX reaches Y (see arrow).
When circulation 1 of CX arrives at Y, Y has already learned the new key, but cannot use
it yet, since those from Y to X do not have the new key yet. Thus Y continues its old key channel
CY behavior. When circulation 2 of CX arrives at Y, Y knows that all have the new key.
However, other stations do not know that Y knows this, so Y sends its next new message on
circulation 1 of CY with the old key and a # indication that the next new message on CY will
have the new key. The new key is used on the labeled circulation 2 of CY. The transition could be
made quicker if Y used the new key on CY in circulation 1, but then stations would have to try to
decrypt with both the new key and the old key.
The method described for two sources and two channels can be extended to any number
of sources with one or more channels per source. The key-changing source handles its own
channels as in Figure 6-8, and the other sources can treat their channels as in Figure 6-9. The
event of the any channel of the key-changing source on the circulation 2 in inner circle triggers
the start of circulations 1 and 2 of the other source (outer circle). The transition to the new key
has completed when new key messages have circulated back to the key changer on all channels in
use.
In token passing, when the source has received new key encoded frames from all active
channels, it is free to pass the token to the next source. A token can be passed only when the
previous change has completed on all active channels. The token passing can be carried in a
frame similar to key change instruction. If a source does not wish to participate in key changing,
it can pass the token at any time to the next source.
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6.7 Broadcast Assistance in ring acknowledgment protocols
In a wireless network, a node can often broadcast to many receivers in one transmission.
The research in multicast over wireless Ad Hoc networks emphasizes hop-by-hop forwarding
over two-way links, rather than simultaneous broadcast to multiple group receivers. We will look
at the possibility of using the broadcast feature for efficiency, while retaining a ring structure for
acknowledgment and security.
Consider first one source node that is a broadcast node to all members and is also a
member of a ring where the other members are more energy limited. The ring could be used to
pass acknowledgments and key information around the ring. If the acknowledgment did not pass
around the ring, the broadcast node could retransmit. This is illustrated in Figure 6-10.

Figure 6-10 Wireless broadcasts of data by A with acknowledgments returning by ring

The ring return could be used in key establishment and key changes, but key changes
could be infrequent to save energy at the non-broadcast nodes. With the ability of two-way
communication between neighboring nodes, this idea can be generalized to save energy by taking
advantage of any broadcast ability on the ring.
Acknowledgment packets are shorter than regular packets and take much less energy to
transmit. When node j sends a new packet it addresses it to its next ring node j+1, but it may also
be received another node. If node j+1 receives a correct packet from j, node j+1 sends an
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alternating bit acknowledgment only packet to j and j+2(it could be the same to both, assuming
both are within range), indicating it has the new packet. If j+2 has the new packet, it
acknowledges the fact to j+1 and j+3. If j+3 does not acknowledge back to j+2, node j+2 will
send the new packet, addressed to j+3.
Acknowledgment thus advances to the next ring member only in two ways: by receiving
a new packet addressed to itself or by receiving a new alternating bit message combined with
having received the packet via some broadcast. For the case of key establishment, however, the
key information for the next node must be inserted in the new alternating bit message for the next
node and in the packet addressed to the next node because each transmission contains information
needed specifically for the next node.
Key changes could be done via broadcast of packets encrypted with the old key if a
simpler key change was used after the first key was established. This could be justified if changes
were frequent. For example, the original key K could be constructed through the common key
method. Then, at times of the broadcast source’s choosing, a transform T1 could be broadcast to a
new key T1K, encoded by K. When the acknowledgment around the ring completes, the broadcast
source and all other transmission can use the key T1K. At the next change it could become T2T1K,
etc.

These transforms could be simple for decrypt/encrypt conversions, but would still be

effective since they would occur too fast for an eavesdropper to follow.

6.8 Possible attacks and countermeasures
Man In The Middle (MITM) attack is a very popular method to get information from the
target networks. Figure 6-11 shows one of the possible attacks. An attack system, δ, connects
with a and b, and pretends to new node. δ can ask a to join a network.
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Figure 6-11 MITM attack

To check legitimacy we can use ‘combining encryption method’. One to one encryption
method can be used for authentication to prevent from this attack.
The higher level server could question suspicious data from the lower level server via the
higher level encryption and also (or additionally) by a different one to one encryption not
normally used, but based on numbers (unique IDs) built into the individual devices. Then, the
lower level server could question individually its ring members with similar one-to-one
encryptions. The false injector would not be able to reply. Figure 6-12 explains how the
combination of encryption schemes works in different conditions. Using two encryptions in the
same system and same time could be an extra burden, but our suggestion is that the system only
use one encryption method at a time and also the one-to-one encryption be rarely used to check if
false data injection attacks are in the network.
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Figure 6-12 Combining two different encryption methods

If the wire tapper observes the messages in two consecutive links, encryption keys will be
decrypted. In this key exchange scheme, if cyber attackers put a device, δ, which pretends to
work like b, δ can get a’s key and pass ‘AΔ’, ‘Δ’ to c. They use AΔCD instead ABCD (Figure 613).

Figure 6-13 Physically intercepting network
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A method to authenticate the communicating parties to each other is generally needed to
prevent this type of attack. To detect this attack, a server or agent executes authentication process
to check legitimacy of each node every time before key exchange. Each node would have an
identification number which was registered to a server in installation phase. When any nodes ask
to key exchange, a server verifies legitimacy of the node by one to one encryption.

The connectivity of power systems networks with outside networks will continue to grow,
leading to an increasing risk of cyber attacks and a critical need to improve the security of these
power system networks. There are many professional organizations involved in the effort to
standardize and improve power system network security, but many technical challenges still
remain. MSAM is a solid approach to security methods for DA networks. It will alleviate some
remaining technical problems that are in need of being addressed to improve the overall security
of power system networks.
Use of the network architecture developed in this dissertation is not limited to the Smart
Grid. It can be expanded to many kinds of data services for customers. This network architecture
can be used for monitoring systems for oil, gas and water systems, and thus suggests the direction
of the future communication network for utilities.

Chapter 7

Summary and Future study

7.1 Summary
The objective of this dissertation is to design a communication network architecture
which can apply to the Smart Grid.
In chapter 3, a decentralized and hierarchical communication network for the Smart Grid
is proposed focusing on adding DGs. This new architecture gives the power grids information
hiding and suppression of data exchange which makes the power grid more secure. DGs at
present are being placed in residential areas and will have an important role in the power grid. If
the number of DGs increases, communication bandwidth will increase pro rata in the legacy
power system. However, using the proposed architecture, growing DGs only affect the lowest
level by suppressing data exchange and the communication network can be more secure by
information hiding. The proposed network architecture will be scalable and dynamically
applicable to the future power grids.
In chapter 4, a network structure and fault management algorithm for DA was proposed,
and also a reliable multicast communication algorithm combining ACK and NACK was
suggested. The network operating technique in this dissertation can identify the causes of the
communication faults, and avoid communication network faults in advance.
In chapter 5, Stuxnet is analyzed and a device-level intelligence operation is proposed. To
minimize system impact from a cyber attack, independent and autonomous operation is suggested.
Fast isolation and self-healing functions are easily implemented by this operation mechanism.
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In chapter 6, The MSAM method provides both simple acknowledgment and simple key
changing. The ability to change keys with any new reception allows shorter and simpler keys.
Furthermore, the key change does not have to interrupt the data exchange and acknowledgments.
Ring multicast also is good if any member can be the source, since the topology does not need to
change depending on the source. Multiple channels can be interlaced for near continuous
communication. These channels can all be used by one source for highest speed, or different
sources can have different channels. Despite key changing and different rates of progress on the
different channels, only two common keys at most are needed at any one time (only one key is
needed, except during a key change period). The MSAM method seems practical for small groups.
It can be used in wired or wireless multicast or broadcast systems, such as DA networks, if a high
level of both reliability and security are needed.

Power systems are one of the most important infrastructures to support our modern life,
so we need to protect them from attackers for seamless service. Evolving technologies will bring
lots of extra possible cyber attacks in the power system. Thus, we need further study of mitigation
methods corresponding to new cyber attacks.
Figure 7-1 shows multiple rings of defenses used in this dissertation. Developing an
appropriate SCADA security strategy involves analysis of multiple layers of SCADA
architectures [73]. A proposed hierarchical ring network provides information hiding and
different encryptions at each ring. A key exchange method, MSAM, provides a simple key
exchange method, but very secure even with short keys. Finally, independent and autonomous
operation minimizes affect from cyber attacks and gives self-healing function to the systems.
Moreover, a one-core passive optical network makes communication network for power systems
more efficient, sustainable and reliable.
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Chapter 3
Hierarchical Ring Architecture
Chapter 6
Key Exchange Method
MSAM

Chapter 5
Device-level intelligence
- Autonomous Operation
- Self-healing
- Fast Isolation

-Easy to implementation
-Using short keys

Information Hiding
Different Encryption at each ring

Figure 7-1 Multiple rings of defenses in this dissertation

7.2 Future works
Availability analysis in chapter 3 will be studied with more detail and accurate data.
Components of SCADA system vary, depending on power companies. The SCADA system may
connect with other devices which were not mentioned in chapter 3. Availability analysis is a good
tool to estimate reliability of the communication network since power systems should provide
seamless flow of electricity to the consumers.
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Finding optimal thresholds in chapter 5 also can be re-studied based on field applications.
Detecting cyber attack is dependent on thresholds, so threshold update affects system reliability.
For example, if centrifuges should spin between 807 Hz and 1210 Hz in normal operation,
thresholds may be set to 807 Hz and 1210 Hz. This is a simple application to calculate thresholds
to detect cyber attacks. However, more factors should be considered to calculate thresholds for
other more complicate applications, such as load shedding, because this kind of application is
affected by the status of other systems.

Over 75% of electric utilities in North America use the Distributed Network Protocol 3.0
(DNP3) to control their power systems [113]. It is applied throughout transmission and
distribution networks, providing connections from IEDs to substations. DNP3 is an open
standard and therefore a good candidate for the Smart Grid. DNP3 is recognized in the IEEE
1379 standard for communications with Intelligent Electronic Devices (IEDs). However, DNP3
has no routine check duplicated address because it uses three layers: physical, data link and
application. If there are attackers in the middle of the network and attackers pretend to one of the
devices in the network, a system cannot distinguish which one is a legitimate device. Thus, any
algorithm or mechanism should be studied to solve this problem.
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