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ABSTRACT
Information security has traditionally focused on known vulnerabilities to technological
assets in order to safeguard organizational information from external threats, such as hackers and
viruses. However, the majority of information security breaches are believed to be caused by
internal employees, suggesting that more attention may be needed in managing internal people
and process-related threats and vulnerabilities. In recent years, a series of regulations has forced
organizations to manage various aspects of information security-related risk. The research
question examined is: How does regulation affect information security risk management?
A multi-method study was conducted. Interviews with twenty practitioners across ten
organizations were conducted as part of a qualitative interpretive study. Informants included
participants in Sarbanes-Oxley compliance and information security experts. Interpretive results
informed a theoretical model that was tested in a subsequent positivist study.
Institutional theory and process maturity were applied to examine the effects of
regulation on institutionalizing information risk management practices. Two hundred and
eighteen completed survey responses were obtained from ISACA members, a professional
association specialized in IT audit and governance. A multi-dimensional model was examined
using structural equation modeling. The model contained both causal and effect indicators,
resulting in a model that is both descriptive and predictive.
Findings from both the interpretive and positivist studies suggest that regulation may
contribute to institutionalized risk management in at least two ways. First, regulation encourages
a more formalized risk management process because organizations must be able to provide
documented proof of their practices for compliance. Secondly, regulation raises the level of
organizational awareness of information risk management when business managers are explicitly
held accountable or when the regulation is aimed at business processes. Mature risk management
practices and business participation in managing risk were found to result in an organizational
culture that exhibits a shared language, heightened awareness, and business ownership of risk
management.
Results from the interpretive study suggested that information security has two
dimensions: management and practice. Support for these two dimensions was found in the
positivist study. Institutionalized information security risk management was found to result in
improved performance of operational and technical security controls from increased efficiency.
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Chapter 1. Introduction
It is estimated that at least half of the breaches to information security are made by
internal personnel (CSI/FBI 2005). One explanation for the high percentage of internal breaches
may be that internal threats and vulnerabilities to information security have not been adequately
managed. Indeed, it is widely believed that organizations' efforts to manage information security
are typically focused on vulnerabilities in technological assets (hardware, software, networking)
at the expense of managing other sources of vulnerabilities, such as people, policies, processes,
and culture (e.g., Dutta & Roy 2003; Halliday et al. 1996; Hu et al. 2006; Straub & Welke 1998;
von Solms & von Solms 2004). Furthermore, technology-focused information security is
typically centered on external threats, such as hackers and viruses (e.g., Doherty & Fulford 2005;
Whitman 2004), leaving organizations open to breaches from the inside.

Information security literature cites computer abuses, computer crimes, and human
mistakes as primary causes of employee breaches (Dhillon & Moores 2001; Doherty & Fulford
2005; Wade 2004; Whitman 2004). Another source of internal vulnerabilities that gets much less
attention is vulnerabilities in how information is handled within business processes (Spears
2005). Effective management of internal threats and vulnerabilities to information security
requires business participation in managing information risk within business processes (Alberts
& Dorofee 2003; Halliday et al. 1996; Spears 2005; Suh & Han 2003).

Inherent difficulties in making a cost-benefit justification for information security (e.g.,
Behara et al. 2006) has traditionally handicapped IT's ability to gain business participation in
information security risk management. Consequently, it is argued here that business-focused
1

information security is likely to be motivated by events in the external environment that incite
change in internal risk management practices.

Information security-related legislation passed in recent years has helped legitimize the
importance of managing risk to company information. For example, the Sarbanes-Oxley Act of
2002 (SOX) requires companies traded on U.S. stock exchanges to certify the integrity of their
financial statements and to maintain a system of internal controls. The results of an interpretive
study (Spears & Cole 2006) found SOX to be related to information security based on sections of
the law, industry guidelines widely used for achieving compliance, and interviews with
practitioners and academics. Since the passage of SOX in the U.S., similar legislation has been
passed in several other countries, including Canada (“CSOX”), Japan (“JSOX”), Ireland (ISOX),
and Australia (CLERP9). A provision of the Health Insurance Portability and Accountability Act
(HIPAA) of 1996 is designed to protect the privacy and security of patient health records.
HIPAA’s security provisions became effective April 2005 (Geffert 2004). The Gramm-LeachBliley Act of 2001 requires banking and investment firms to protect the privacy of customer
records. California’s SB1386, effective July 1, 2003, requires all firms doing business with
residents of the state of California to report security breaches that compromise confidential
customer data. By August 2006, thirty-two other U.S. states had passed legislation similar to SB
1386. All of these laws, along with others not listed here, have been enacted during the five-year
period from 2001-2006, and suggest a new era of data security-related legislation.

In absence of adequate organizational management of information risks across a broad
spectrum of organizations, risk management is being mandated through regulation. Through

2

regulation, organizations are increasingly being held accountable for maintaining an externallyacceptable baseline of information risk management practices. Thus, the research question
examined in this thesis is: How does regulation affect information security risk
management?

A multi-method study was conducted at an organizational level of analysis that examined
the effects of external regulation on information security risk management practices. A
theoretical model was developed that applies Institutional Theory to examine the effects of
regulatory influence on information security risk management. The model is largely informed by
eighteen ninety-minute interviews across ten organizations. Fourteen interviews were with
middle and senior-level managers who participated in Sarbanes-Oxley compliance, and four
were with senior information security experts. Over two hundred IT professionals who work on
compliance with the Sarbanes-Oxley Act were surveyed to test the model. Constructs containing
both formative and reflective indicators were developed for perceived regulatory influence,
institutionalized risk management, and information security countermeasures. Data analysis was
conducted using structural equation modeling.

Influential regulation was found to have a direct effect on institutionalized information
security risk management that was attributed to user participation and process maturity, and was
reflected in cultural awareness. Partial support was found for influential regulation’s indirect
effect on institutionalized information security risk management mediated through increased
internal subunit power. The primary research implications, based on both the qualitative and
quantitative studies, are that regulation helps to formalize risk management practices and raise

3

the level of organizational awareness by holding business management accountable for
managing information security risk.

This paper is organized in seven chapters. §2 contains a review of literature on
information security risk management, the Sarbanes-Oxley Act of 2002, and institutional theory.
Next, §3 distinguishes between interpretive and positivist research methods, and then describes
the framework applied to integrate these methods in the current research. §4 contains the
interpretive qualitative study and includes the data collection, data analysis methodology, results,
and summary discussion. Following the chapter on the interpretive study, §5 presents the
theoretical model tested in this research. §6 contains the positivist quantitative study and includes
the data collection, data analysis methodologies, results, summary discussion of survey results,
and summary of data triangulation (convergence) among the interpretive and positivist studies.
Finally, the paper concludes with §7 and contains a collective summary of results from both
studies, a discussion on the generalizability of the theoretical model, research contribution,
implications for practice, and areas of future research.

4

Chapter 2. Literature Review
The first section in this chapter contains a review of terms and literature on information
security management. Next, major provisions of the Sarbanes-Oxley Act of 2002 are described
in relation to the current study. Finally, institutional theory is used as a framework to explain
how regulation affects institutionalization of information security risk management practices.
The theoretical model and resulting hypotheses originated from the interpretive study and were
subsequently refined and supported by the literature review. However, hypotheses are presented
in §2.3 during the discussion on institutionalized information security risk management. In doing
so, the reader may understand how the hypotheses relate to the literature, and hypotheses are
presented sooner in the paper rather than later.

2.1. Managing Information Security
This section defines and describes the concept of information security. Terms defined in
this section are referenced throughout the paper. This discussion leads to a review of information
security management and distinguishes between technology versus organization-driven
information security risk management. Finally, a summary of the body of relevant literature in
information security management is presented.
2.1.1. Information Security Defined
The widely-accepted information security management framework ISO 17799 (2000:viii)
defines information security as the preservation of an information asset’s: a) confidentiality, b)
integrity, and c) availability. Confidentiality refers to ensuring that information is accessible
only to those authorized to have access. Integrity refers to safeguarding the accuracy and
completeness of information and processing methods. Availability refers to ensuring that
5

authorized users have access to information and associated assets when required. Although other
authors and industry standards may have slight variation in the wording, the ISO 17799
definition captures the traditional “CIA” (confidentiality, integrity, and availability) definition
widely used in information security practice and research.

It is noteworthy that confidentiality, as traditionally defined in information security
literature, is only concerned about preventing unauthorized access. As defined above,
confidentiality is not concerned with ensuring that internal employees are given appropriate
access and authorization. Instead, it is focused on ensuring that only those who have been
authorized to access information can access the information, regardless if that authorization is
inappropriate or unnecessary. This significant oversight in the CIA definition may be attributed
to information security’s origin in computer security, described next.

The CIA definition has been inherited, nearly verbatim, from the definition of computer
security, which also emphasizes ensuring the confidentiality, integrity, and availability of
information systems assets (e.g., NSTISSC 2000; Pfleeger & Pfleeger 2003). The practice of
computer security was largely defined by the government and military through industry
standards such as the Common Criteria (2003) developed by the U.S. government, BS 7799
developed by the British government and now is the international standard ISO 17799, and a
series of NIST standards developed by the U.S. government. According to Whitman and Mattord
(2003), the CIA definition was developed to address an environment characterized by mainframe
computers housed in a centralized data center, external hackers or saboteurs being the primary
sources of computer breaches, and military and government being the primary drivers of
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computer security standards. Consequently, computer security and, subsequently, information
security have tended to focus more on securing computing assets from external hackers than on
internal threats and vulnerabilities.

Although the concepts computer security and information security share very similar
definitions, both aimed at protecting the CIA of information assets, these concepts differ.
Baskerville (1992) distinguishes information systems security from computer security by stating
that the former must include both “manual systems and human processors.” He goes on to
explain that the human component brings behavioral aspects of information security, such as
motivation, cognition, and the role of the system in its organization. Dhillon and Backhouse
(2000) also highlight the human component in information security in that security is viewed as a
social and organizational issue since information systems must be operated and used by people.
In addition to the CIA aspects of security, Dhillon and Backhouse propose adding responsibility,
integrity of organizational members, trust, and ethical norms and behavior as principles of
information security. These authors suggest the need for adding these behavioral aspects of
internal personnel to information security is a result of the electronic and human networks that
are common in today’s decentralized, loosely coupled organic organizational networks facilitated
by modern technology (Dhillon & Backhouse 2000).

2.1.2. Traditional Information Security Risk Management
Information security guidelines have commonly associated information security with risk
management (e.g., Alberts & Dorofee 2003; ISO/IEC 17799 2000; NIST 2004; SSE-CMM
Project 2003). Alberts and Dorofee (2003:8) define risk as the possibility of suffering harm or
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loss, and risk management as the ongoing process of identifying risks and implementing plans
to address them. The traditional approach to managing information security advocated in
industry guidelines involves conducting a risk analysis to identify risks to confidentiality,
integrity, and availability of information systems, and subsequently deploying controls (also
referred to as countermeasures) to mitigate those risks.

The word traditional is used to denote risk analysis practices generally cited in
information security literature as being the conventional or common approach (e.g., Halliday et
al. 1996; Kolokotronis et al. 2002; Suh & Han 2003; Tan 2003). In the traditional approach to
information security, a risk analysis is conducted by taking an inventory of IT assets, and then
determining the threats to and vulnerabilities of these assets. Threats are undesired events that
may occur. Vulnerabilities are existing weaknesses within the computing environment, which
may be exploited. Vulnerabilities to CIA are typically determined by using standard checklists
(e.g., NIST 2005) and the expertise of the security analyst. Risk is then quantified as the
likelihood (i.e., probability) that a security event will occur (i.e., that a vulnerability will be
exploited) multiplied by the expected monetary loss of such an event. That is, risk = probability *
expected loss. This output is used to compute a cost-benefit analysis of implementing security
safeguards that will reduce risk to an acceptable level (e.g., Gerber & von Solms 2005; Pfleeger
& Pfleeger 2003; Tan 2003).

Once a risk analysis has been conducted, selected information security risks are managed
by implementing controls (countermeasures) that reduce the probability or the impact of a given
risk. The IT Governance Institute (ITGI 2005:14) defines a control as “the policies, practices,
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and organisational structures designed to provide reasonable assurance that business objectives
will be achieved and undesired events will be prevented or detected and corrected.” The National
Institute of Standards and Technology (NIST) defines three industry-accepted classes of
information security controls: management, operational, and technology. Their definitions are
cited next from the NIST publication SP800-18 (Swanson et al. 2006:25-26):
Management controls focus on the management of the information
system and the management of risk for a system. They are techniques and
concerns that are normally addressed by management. Operational
controls address security methods focusing on mechanisms primarily
implemented and executed by people (as opposed to systems). These
controls are put in place to improve the security of a particular system (or
group of systems). They often require technical or specialized expertise
and often rely upon management activities as well as technical controls.
Technical controls focus on security controls that the computer system
executes. The controls can provide automated protection for unauthorized
access or misuse, facilitate detection of security violations, and support
security requirements for application and data.

Management controls relate to management policies on how to manage information
security, to include defining roles and responsibilities, an organizational security policy, security
training, etc. In other words, management controls are used to develop a management
infrastructure within which to manage information security. Operational controls are actual
countermeasures intended to reduce a particular risk. For example, operational controls are used
to reduce the risk that faulty software will be migrated from the IT testing environment to the
user production environment. These controls are typically manual procedures performed by IT
workers with the objective of preventing breaches to the availability of an information system.
Technical controls are automated countermeasures intended to reduce a particular risk. In other
words, both operational and technical controls are the practice, or performance, of information
security. In contrast, management controls are used to plan and organize information security
activities.
9

As an example, system access control may require a collection of management,
operational, and technical controls. A management control may be a policy that designates a
particular role as being responsible for ensuring appropriate user access to a finance system. A
technical control would be the software that maintains access control once a person has been
added to the system and his or her access has been granted. An operational control may be a
procedure that a particular role must approve new requests and change requests for user access to
a particular system. This preventive control would reduce the likelihood of a person getting
inappropriate access (a security vulnerability), assuming the person performing the control is
very knowledgeable of the business process, data use, and user roles. Another operational control
may require a particular role to review a specific report each quarter to ensure there are no access
control and segregation of duty violations for a specific information system. This detective
control would reduce the likelihood that a security vulnerability will be exploited (i.e., a breach
will occur), assuming the vulnerability is detected and corrected prior to an event occurring. The
controls performance construct that will be defined in §5 applies to operational and technical
controls; that is, controls that counter, or reduce, specific information security risks. In contrast,
the institutionalized risk management construct defined in §5 applies to management controls.

2.1.3. Technology versus Organization-Driven Information Security Risk
Management
Traditional information security risk management has been criticized as being too
technology-driven (e.g., Gerber & von Solms 2005; e.g., Halliday et al. 1996; Spears 2005)
because it focuses primarily on known threats to types of computing assets employed by an
organization. Consequently, very limited emphasis is placed on identifying and managing
10

internal threats and vulnerabilities associated with the people and process aspects of information
systems. This is a major oversight, given that people and processes are widely considered to be
the leading causes of security breaches (e.g., Dhillon 2001; e.g., Siponen 2000b; Wade 2004).
Furthermore, a technology-driven approach to information risk management is susceptible to
significant amounts of time being spent analyzing assets of low importance to critical business
processes (Halliday et al. 1996).

In contrast, a business-driven approach to information security risk management is
focused on information assets of high value to the organization, and on risks to those assets that
are associated with people, process, and technology. In other words, a business-driven approach
is more holistic in nature in that risk management is aligned with organizational objectives,
critical business processes, and as such, involves people throughout the organization. As Geffert
(2004:27) explains, “A desired risk profile and business-driven security strategy are developed,
in part, through facilitating management consensus on threats, vulnerabilities, and acceptable
risks while maintaining links to the organization’s strategic business objectives.”

In relatively recent years, information security literature has highlighted the need for a
more organization-driven approach to information security risk evaluation. For example, the
Operational Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is a risk-based
methodology for strategic planning and assessment of organizational information security
(Alberts & Dorofee 2003). OCTAVE was developed by the Software Engineering Institute at
Carnegie Mellon University. The OCTAVE method emphasizes business management’s role in
information security management. Using a workshop-based approach, participants are assembled
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from multiple levels within an organization to identify assets, threats, requirements, current
security practices, and weaknesses in organizational policies and practice (Alberts & Dorofee
2001). Similarly, the Control OBjectives for Information and related Technology (COBIT)
places heavy emphasis on aligning information technology initiatives, to include security, with
business objectives (ITGI 2005:11). While OCTAVE is focused on risk evaluation, COBIT
provides a framework for implementing controls that mitigate IT risk to business objectives.

Although there may be a general consensus that information security is important,
business managers often do not have a clear understanding of how various information security
incidents may impact key business processes. This may be because technical security managers
have had difficulty in presenting information security in a business context, as opposed to a
technical one (McAdams 2004). Secondly, there are inherent complexities in calculating a
reliable quantitative metric by which to judge the effectiveness of investments in information
security (McAdams 2004; Verton 2003). These two factors make it difficult for IT to convince
business managers to actively participate in managing information security risk, thereby making
a business-driven approach to information security risk management difficult to achieve.

2.1.4. Academic Research on Managing Information Security
Research on managing information security within information systems literature has
largely been qualitative in nature. Though not an exhaustive list, relevant studies include an
analysis of varying types of organizational structures for managing information security
functions (Baskerville 1997); the purpose, types, and content of information security policies
(Baskerville & Siponen 2002; Higgins 1999); the value of using internationally-accepted
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standards in managing information security (Kwok & Longley 1999; von Solms 1999); the role
of power and politics in shaping international information security standards (Backhouse et al.
2006); risk planning and analysis in information security (Baskerville 1991; Kwok & Longley
1999); approaches to measuring maturity of information security (Siponen 2002); and
management’s role in information security (Dutta & McCrohan 2002; Solms 2001). The current
study contributes to this literature by examining these themes in a multi-method study consisting
of qualitative interviews in ten companies (as opposed to a case study in a single company), and
triangulating those findings in a subsequent quantitative study of 218 respondents across
companies.

Quantitative empirical research related to managing information security has largely
focused on the economics of information security (e.g., Garg & Curtis 2003; e.g., Gordon &
Loeb 2002). Two exceptions include a study on information security planning (Straub & Welke
1998) and a study on the effectiveness of actively employing an information security program
(Straub 1990). A common reason cited for the lack of empirical research in information security
is the difficulty in obtaining confidential data on security from organizations (Kotulic & Clark
2004). Although organizations may be resistant to reveal sensitive data such as the frequency
and type of information security breaches, they may be more willing to reveal information on
their standard policies and practices. It is in this latter vein that the current research was
designed. That is, this research was framed in a manner intended to lend itself to empirical
investigation.
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Information security researchers have called for more theory development. For example,
Dhillon and Backhouse (2000:126) suggested that information security researchers must look to
organizational theory, management science, and information systems for theories because
information security is a social and organizational problem, not a technical problem per se.
Similarly, Bjorck (2004) argued that information security research is largely a-theoretical and
specifically recommended an institutional theory perspective be applied to information security.
This research contributes to theory development in this emerging research domain by applying
institutional theory to explain how external regulations may formalize an organization’s risk
management practices and raise the level of organizational awareness of information security
risks and controls.

2.2. The Sarbanes-Oxley Act of 2002
Although various pieces of legislation have been passed in recent years that relate to
information security (e.g., HIPAA, California 1386, and GLBA), the Sarbanes-Oxley Act of
2002 was chosen for this study because of its focus on business processes that manage financial
information. It is suggested here that a business process focus to managing information security
risk is likely to elicit business participation. As a result, examining the effects of the SarbanesOxley Act provides an opportunity to examine regulatory effects, as well as the effects of
business participation in managing information risk.

The Sarbanes-Oxley Act of 2002, hereafter referred to as SOX, was enacted by the
United States Congress on July 30, 2002. SOX attempts to ensure the integrity of publiclyreported financial statements by requiring companies to demonstrate internal control over
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financial reporting. SOX was enacted in response to a series of widely-publicized corporate
accounting fraud scandals. A brief history of these corporate scandals is provided next in order to
characterize the environment that led to the law’s enactment. This history may also provide
contextual background when reading informants’ accounts in the qualitative study in §4.

Enron Corporation, once ranked the seventh largest publicly-traded company in the
United States, announced in its third quarter earnings in October 2001 that it had $1 billion in
previously undisclosed losses from off-balance sheet items (Kelsh 2004:1005). In November
2001, Enron announced that its financial statements from 1997-2000 were unreliable and needed
to be re-stated, and in December 2001, the company was in bankruptcy, resulting in a $64 billion
loss to investors (Weismann 2004:99). Enron’s Chairman, the President, and the Chief Financial
Officer were each found guilty on securities and wire fraud, and the scandal eventually led to the
collapse of one of the largest U.S. public accounting firms.

A series of similar scandals were subsequently reported shortly thereafter with other
large, reputable U.S. publicly-traded companies including WorldCom, Waste Management,
Lucent, Sunbeam, Tyco, Global Crossing, and Adelphia Communications. The Enron
bankruptcy was the largest in U.S. history, until the WorldCom scandal surpassed Enron in July
2002 to become the largest U.S. bankruptcy at $107 billion (Romero & Atlas 2002). All of these
scandals revolved around accounting fraud and corporate executives. SOX is said to have been
enacted in an effort to restore investor confidence in corporate financial reporting and the U.S.
capital markets (e.g., Kelsh 2004; Weismann 2004), and is also said to be the most consequential
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corporate accountability legislation passed by the U.S. federal government since the 1930’s (e.g.,
Tillman & Fares 2002).
2.2.1. Major Provisions of the Sarbanes-Oxley Act
Companies that trade on U.S. stock exchanges are required to comply with SOX. Titles
contained within the Act and their major provisions are listed in Table 1 (United States Congress
2002).
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Titles Within the Act
I. Public Company Accounting
Oversight Board

II. Auditor Independence

III. Corporate Responsibility

IV. Enhanced Financial Disclosures

V. Analyst Conflicts of Interest
VI. Commission Resources and
Authority
VII. Studies and Reports

VIII. Corporate and Criminal Fraud
Accountability
IX. White-Collar Crime Penalty
Enhancements
X. Corporate Tax Returns
XI. Corporate Fraud and
Accountability

Major Provisions in Each Title
• Establishment of the regulatory body PCAOB to provide
oversight of external auditors;
• External auditors must register with PCAOB
• Annual inspections of auditors with more than 100 clients
• Auditor must report to the Audit Committee (on a
company’s Board of Directors), not management
• External auditor is prohibited to engage in consulting and
other services for a company while serving as that
company’s auditor
• Audit Committee members must be independent directors;
• CEO and CFO required to certify the soundness of the
financial statements reported;
• CEO and CFO are responsible establishing and
maintaining internal financial controls
In each annual report, management executives must:
• state its responsibility to maintain internal control over
financial reporting
• provide an assessment of the effectiveness of company’s
internal control policies and procedures for financial
reporting
Restrictions to prevent conflict of interest in investment
brokerage reports that recommend stock purchases
Authorization of SEC appropriations for fiscal year 2003
Various studies to be performed that examine:
• the consolidation of public accounting firms;
• the role and function of credit reporting agencies
• violations and penalties of securities professionals
• Criminal penalties for altering documents
• Revisions in sentencing guidelines for fraud
• Whistle-blower protection clause
Penalties of up to 20 years imprisonment for various crimes
Corporate federal income tax return must be signed by a
corporate executive
Penalties for obstruction of justice and retaliation against
informants

Table 1: Titles and Major Provisions within the Sarbanes-Oxley Act of 2002.

In reviewing the major provisions within The Sarbanes-Oxley Act listed in Table 1, three
salient objectives of the legislation emerge: 1) accountability, 2) oversight, and 3) internal
control over financial reporting. In Titles III and IV, SOX holds chief executives accountable for
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internal control over financial reporting and certifying that financial statements are correct to the
best of their knowledge. Titles I, II, and III establish a framework of independent oversight of
company management. This oversight is apparently intended to create checks and balances by
reducing conflicts of interest. For example, Audit Committee members serving on a company’s
Board of Directors cannot provide consulting services or accept compensation beyond that of
being a director. External auditors now have to register with a newly created regulatory body, the
PCAOB, and will be inspected every one to three years, depending on the size of the auditing
firm. In cases where oversight breaks down, the law increases possible penalties fourfold to
prison terms of up to 20 years, in addition to various fines. SOX provisions related to
accountability, oversight, and even criminal sentencing all indirectly affect information security
because they provide motivation for company management to protect financial reporting.

Title IV, Section 404, Management Assessment of Internal Controls, may have the most
direct effect on information security risk management. Section 404 mandates an annual
evaluation of internal controls and procedures for financial reporting. Many internal controls that
companies implement to protect the integrity of financial reporting for SOX compliance also
function as information security controls. For example, internal controls to prevent or detect
unauthorized changes to financial information, in essence, also prevent or detect breaches to
integrity from an information security perspective. Thus, internal controls required for SOX
compliance affect information security’s integrity objective.

The initial date when companies had to comply with §404 requirements was phased in
based on company size and other criteria. The first round of companies had to be compliant on
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November 15, 2004; other companies had until July 15, 2005 to comply with §404 requirements
(Spears & Cole 2006). To summarize, Titles III and IV state that corporations must establish
financial reporting controls and executives must personally vouch for the effectiveness of those
controls.

2.2.2. SOX as Legislated Risk Management
Given the major provisions of SOX that emphasize accountability and oversight, Colin
Linsley (2003) has suggested that SOX is legislated risk management, enacted as a solution to
the principal-agent problem inherent in all corporations between management and owners. The
principal-agent problem refers to the assumption that management has personal goals that differ
from those of the owners (i.e., shareholders). One market-based solution, intended to bring
management and owner goals in alignment, has been to grant management stock options based
on company performance. According to Linsley, the market-based solution to the principal-agent
problem of granting enormous stock options has had the unintended consequence of providing
management with an enormous incentive to manipulate, if possible, the financials in order to
affect stock prices.

Linsley (2003) cites shareholder monitoring, primarily through the role of external
auditors, as a primary check against potential management malfeasance. However, in the wake of
the series of corporate accounting scandals that led to the enactment of SOX, it became clear that
external auditors often had conflicts of interest that were disincentives to reporting any
management malfeasance. As was the case with Enron’s external auditor Arthur Andersen, it
was not uncommon for external auditing firms to also provide consulting services to the same
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client firm, thereby creating a conflict of interest: external auditors risk losing both the external
audit contract and any existing consulting contracts with a client firm if the auditor reports
inappropriate accounting practices.

Given the apparent failure of the market-based solution, Linsley (2003) argues that
government has recognized the need for a legislative solution to the principal-agent problem. As
such, SOX, according to Linsley, is legislated risk management. In other words, SOX has
increased external auditor independence for greater oversight, and is requiring management to
explicitly accept responsibility for maintaining a system of internal controls. The key risk being
managed in Linsley’s conceptualization is the risk of insider fraud.

If SOX is in fact legislated risk management against the risk of fraud, information
security is likely to be positively affected in three ways. First, while information security has
traditionally focused on external threats, managing the risk of fraud would require some focus on
internal threats, which apparently, at least in some companies, had been under-managed. Second,
a focus on internal threats to information security necessarily requires broader participation from
employees across the company in managing risk. In other words, technical controls that protect
the network perimeter would be insufficient to manage internal threats because the threats and
vulnerabilities are embedded in business processes. When information security risk management
shifts from a network-perimeter focus to an equal focus on business process, business people
necessarily become involved since they perform the processes as part of their daily jobs. Third, if
risk management is in fact legislated, that would imply that risk management becomes
institutionalized; that is, it becomes a routine that is embedded in how business is done.
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Institutionalized risk management has multiple implications and is discussed in more detail in the
next section.

2.3. Institutionalized Information Security Risk Management
An organization, or company, is in essence an institution. W. Richard Scott (2001:48)
defines an institution as being “composed of cultural-cognitive, normative, and regulatory
elements that, together with associated activities and resources, provide stability and meaning to
life.” According to Scott (2003:134), this definition summarizes the three conceptualizations of
institutions, or organizations in the current context, in organizational literature: 1) regulative, 2)
normative, and 3) cultural-cognitive. In the regulatory perspective, an organization is viewed as a
formal structure of rules, laws, or sanctions that are followed. In the normative perspective, an
organization is viewed as a framework of norms whereby participants’ behavior is guided by a
sense of what is appropriate (Scott 2003:36). Finally, the cultural-cognitive perspective views
organizations as socially-constructed systems of shared meanings among members.

Scott (2003:136) defines institutionalization as “the process by which actions are
repeated and given similar meaning by self and others.” The three conceptualizations of
institutions are, in essence, three conceptualizations of the process by which organizational
structures and practices become a routine part of the organization, or institutionalized. The
objective of this section is to explain how the regulative, normative, and cultural-cognitive
perspectives each explain how a regulation may affect institutionalized information risk
management.
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2.3.1. Regulative Perspective
In the regulative view of institutions, the source of organizational change is coercion to
comply with external pressures, such as government regulation, that stem from an organization’s
need to be perceived as legitimate (DiMaggio & Powell 1983). Institutionalization is defined by
Tolbert and Zucker (1983) as the process through which components of formal structure become
widely accepted, as both appropriate and necessary, and serve to legitimate organizations. A
basic tenet of institutional theory is that organizations seek legitimacy in order to gain critical
resources; that is, the more skilled an organization is at obtaining legitimacy, the more resources
it will be able to secure from external constituents (Baker et al. 2006). Legitimacy is a
generalized perception or assumption that actions of an entity are desirable, proper, or
appropriate within some socially constructed system of norms, values, beliefs, and definitions
(Suchman 1995 cited in Scott 2003:314). Institutionalizing legitimate structures and practices
enables an organization to display responsibility and avoid claims of negligence (Meyer &
Rowan 1977) by constituents internal and external to the organization that provide critical
resources. Structure refers to the actual design of the organization and it includes actual lines of
communication and authority between administrative offices as well as the flows between them
(Fligstein 1987). Thus, organizations will institutionalize socially acceptable formal structures
and practices in order to be perceived as legitimate by their constituents.

Applying the regulative view to the current context, regulatory pressure to comply with
SOX has coerced organizations into implementing externally-acceptable risk management
structures, roles, policies and practices that establish accountability and protect financial
reporting. In complying with SOX, organizations gain legitimacy from external auditors and
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regulatory agencies, such as the SEC (Securities and Exchange Commission). Thus, through
coercion, the regulation encourages institutionalization of risk management structures and
practices.
H1: An information security-related regulation that has influence
within an organization has a direct positive effect on institutionalized
information security risk management.
In addition to organizations gaining legitimacy, external constituents also gain legitimacy
when an organization sanctions the demands placed on it by implementing legitimate practices.
Indeed, Baker, Bealing, Nelson, and Staley (2006) found that SOX enhanced legitimacy of: 1)
the SEC to regulate the accounting profession, 2) the accounting profession to proclaim that its
practices have improved, and 3) politicians to make claims that they are protecting the public
from financial fraud. In other words, all three emerge with a positive image, which enable them
to secure resources from their respective constituents.
2.3.1.1. Regulatory Pressure as a Source of Subunit Power

In institutional theory, regulation is often viewed as a coercive measure to affect
organizational change (e.g., DiMaggio & Powell 1983; Scott 2003), implying that regulations
force organizations to take action they may not otherwise take. Managing information security
risk for SOX compliance is one example where companies may add, change, and/or formalize
practices that they would not otherwise perform. In this example, external regulatory agencies
exert power on organizations through regulation.

The power perspective emphasizes the relative power of actors to construct courses of
action and impose them on others (Fligstein & Dauber 1989). An actor (individual, subunit, or

23

organization) is not “powerful” or “powerless” in general, but only with respect to other actors in
a specific context (Pfeffer 1981:3). The current research focuses on subunit, or intraorganizational, power within an organization. Organizational actors must have the power to
implement new strategies and structures, or to maintain existing strategies (Fligstein 1987). It is
believed here that sufficient subunit power is needed in order for one subunit to impose risk
management practices on other subunits. For example, the information security department or the
internal audit department need sufficient subunit power in order to impose risk management
practices on functional departments, such as finance, accounting, production, etc. Regulation
may be a source of that subunit power. Indeed, a case study conducted by Hu, Hart, and Cooke
(2006) found that, prior to SOX, business managers at the company that participated in the study
considered information security an added burden and resisted any changes aimed at improving
security. Hu et al. (2006:6) suggested that “[o]nly the power of regulation and the severity of
consequences persuaded the business managers to take action.” In other words, regulation was a
source of subunit power that enabled the IT group to implement information security practices
they would not have otherwise been able to implement.

Subunits are believed to acquire power to the extent they are able to control critical
resources or contribute to contingencies facing an organization (Fligstein & Dauber 1989;
Hinings et al. 1974; Salancik & Pfeffer 1974). A subunit’s ability to claim power may be as a
result of its expertise that will aid the organization’s success, its connections to important
resources outside the organization, or its structural position (Fligstein & Dauber 1989).
According to Fligstein (1987), sources of changes in intra-organizational power can be located in
environmental resources (political and economic) and internal organizational resources (structure
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and strategy) of firms. He explains that the political (i.e., regulatory) environment is a resource if
actors can claim power on the basis of their interpretation of state action and how the
organization needs to respond in order to benefit from those actions (pp. 45-46). For example,
the internal audit department’s expertise in accounting and auditing, coupled with their
connection to external auditors arguably enabled them to claim increased power in aiding the
organization’s success in becoming SOX compliant. Indeed, Linsley (2003) suggested that as
SOX requires the audit committee and company management to take on more responsibility and
provide more documentation than before, they will need more assurance from an internal “third
party”, or subunit, that these things are being done. He suggested that internal auditors are in a
unique position to provide primary and much needed support to the audit committee for SOX
compliance. If this is the case, one would expect that internal auditors would experience an
increase in subunit power in order to aid the organization (e.g., the audit committee and
management) in meeting SOX requirements.
H2: When an information security-related regulation has influence
within an organization, an internal subunit is likely to gain power to
aid the organization in becoming compliant with that regulation.
H3: An internal subunit with increased power to impose risk
management practices on organizational members as part of
regulatory compliance has a positive effect on institutionalized
information security risk management.

2.3.1.2. The Contribution of a Well-Defined, Mature Process

The regulative view of institutions is associated with formal structure, rules, and practices
(DiMaggio & Powell 1983; Scott 2003). Though external regulation is viewed as a coercive
means to affect organizational practices in managing information security risk, regulation also
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contributes to the establishment of formalized risk management procedures. For example, SOX
requires an annual external audit of a company’s internal control structure. In complying with
this requirement, companies must have documented proof of their practices as evidence of
internal control. In documenting risk management procedures, the process for managing
information security risk becomes formally defined and more mature.

The risk management process consists of a continuous cycle of activities in analyzing and
managing information security risks. As threats and vulnerabilities evolve, so too must
managerial, operational, and technical controls evolve in managing an evolving risk
environment. Thus, risk management is a continuous process. The extent to which a process is
formalized reflects the extent to which the process is mature. Lockamy and McCormack (2004)
describe the concept of process maturity as a process that “has a lifecycle that is assessed by the
extent to which the process is explicitly defined, managed, measured, and controlled.” In
applying the Capability Maturity Model (CMM; SSE-CMM Project 2003), process maturity
increases as a process goes from being an ad hoc, informal process to a process that is planned,
documented, measured, quantitatively managed, and continuously improved. Compatible with
the regulative view, CMMs require a process’ procedures to be documented and performed as
documented (SSE-CMM Project 2003:22).

Process maturity contributes to institutionalized risk management by formalizing
procedures, thereby facilitating consistent, repeatable procedures with predictable results that
enable an organization to monitor results and make continuous process improvements (SSECMM Project, 2003). A formal, or mature, process is expected to lead to more efficient
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performance and fewer errors (ITGI 2005:20; SSE-CMM Project 2003:20). Thus, a mature risk
management process is expected to result in improved performance of information security
controls.
H5: An institutionalized information security risk management
process improves performance of operational and technical
information security controls.
For example, a documented process for managing access to a business information
system provides definition of what procedures should be performed and by whom. A formal
process for managing access control is expected to lead to a more consistent and predictable
process than an ad hoc, informal process. As the access control process is consistently performed
each time procedures are repeated, management is able to monitor the process, track deficiencies
(or errors) in the process, and improve the process. As an organization increases its process
maturity, institutionalization takes place (SSE-CMM Project, 2003) via policies, standards, and
organizational structures (Lockamy & McCormack, 2004 citing Hammer, 1996).
H4a: Risk management practices that are consistently performed
according to documented policies and procedures positively
contribute to institutionalized risk management.
H4b: Measuring and managing deficiencies in information security
controls positively contributes to institutionalized risk management.
Whether a company must implement new or enhanced internal controls for regulatory
compliance, or whether a company already has an effective system of internal controls, it is
expected that the need to provide documented evidence of risk management policies is likely to
positively contribute to process maturity in making risk management practices more formalized.
Indeed, Spears and Cole (2006) found that even in cases where informants indicated their
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companies had implemented most of the SOX-related controls prior to being required by the law,
SOX compliance nonetheless resulted in a more formal and structured risk management process.
Empirical support has been found for CMM’s predicted effect on improvements in product
quality, reduced cycle time, reduced cost due to reduced re-work to fix defects, and
organizational learning (Harter et al. 2000; Li & Rajagopalan 1998).

2.3.1.3. Regulation and Accountability Encourage Business Participation

In making business managers accountable for managing risk to information security, and
in requiring a formal process that is documented as evidence, regulation encourages business
participation in information security risk management. In addition, the formal structure and
practices required by regulation, and associated with the regulative view of institutions,
encourage explicitly documented roles and responsibilities. According to COBIT (2005:13), a
framework widely used for establishing IT controls, a process model encourages process
ownership, enabling responsibilities and accountability to be defined. In other words, in the
COBIT framework, each IT process contains a list of recommended activities, along with a list
of organizational roles, indicating which roles are accountable, responsible, consulted, or
informed regarding process activities. For example, in the process of ensuring systems security,
COBIT (2005:121) suggests the CIO is accountable for the activity of maintaining an
information security plan; auditors, security, and risk professionals are responsible for the plan;
several senior management roles are to be consulted; the CEO and other senior roles are to be
informed of the security plan. It is posited here that as the role and responsibilities of business
managers in managing information risk are explicitly defined, business participation is likely to
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be encouraged. The next section defines business participation and summarizes relevant
literature.

Business Participation Defined
The current research adopts and integrates two conceptualizations of participation
extracted from the organizational behavior (OB) and information systems development (ISD)
literatures. First, Mitchell (1973:673) describes participation in the following manner: “In
general, participation implies that there is shared decision making. People contribute according
to their competence and not necessarily by position.” Although the participation concept in OB
literature often assumes a dyadic supervisor-subordinate relationship, and management
accountability in SOX compliance generally refers to executive management, the concept of
participation in the current research emphasizes shared decision making on managing
information security risk, regardless of one’s hierarchical role. This conceptualization of
participation is often referred to as participative decision making. Second, in the context of ISD,
Barki and Hartwick (1989) define user participation as “a set of behaviors or activities
performed by users in the system development process.” The current research adapts this
definition to the information security context by replacing system development with risk
management. Hartwick and Barki (1994) define a user as a person who, as part of his or her
regular job, either uses an information system hands-on or makes use of its outputs. The current
research focuses on users who perform or manage a business process within a functional area,
such as accounting, finance, human resources, production, or sales and marketing. In other
words, although internal auditors, risk managers, and other organizational governance roles may
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be system users, the concept of business participation used in this research refers specially to
users in the functional areas of business.

Predicted Outcomes of Participation
Participation is generally associated with two categories of benefits (Locke & Schweiger
1979): 1) morale and job satisfaction (motivation), and 2) productive efficiency (performance).
Explanations for why participation enhances satisfaction include: 1) employees are more likely
to work for outcomes they value as a result of participating in the decision making , and 2)
participation increases the amount of control that one has over his/her environment (Mitchell
1973). Explanations offered for why participation results in increased productivity are that more
effective decision making and execution of decisions is facilitated by better information resulting
from participation (Chisholm & Vansina 1993; Mitchell 1973). In ISD literature, participation is
typically examined as a predictor of a business user’s acceptance (i.e., satisfaction) of a new
information system, or the degree of system use (i.e., performance) by the participant (e.g.,
Baroudi et al. 1986; Hartwick & Barki 1994; Ives & Olson 1984).

The current research makes a contribution to participation literature by associating
participation with both the regulative and cognitive-cultural views of institutionalization in an
information security context. From a regulative perspective, regulation encourages business
participation through accountability. From a cognitive-cultural perspective, it is posited here that
business participation may contribute to institutionalized information risk management by
constructing a shared understanding of information security risk management and organizational
practices to manage those risks. In other words, through business participation, information
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security risk management practices become socially constructed within the organization, and
thus, institutionalized.
H4c: Business participation in risk management activities
contributes to institutionalized risk management.

2.3.2. Normative Perspective
In a qualitative study conducted by Spears and Cole (2006), informants indicated that
industry guidance made a significant contribution to organization’s ability to comply with SOX.
One informant, a senior vice president at a bank, suggested that pre-existing legislation that also
required internal controls had not had the same impact on organizational practices as SOX
because there was insufficient industry guidance on what to do. The findings from that study
support the normative view of institutionalization in that organizational practices are developed
from industry and professional guidance, or norms.

In the normative view of institutions, DiMaggio & Powell (1983:152) suggest that
organizational practices develop from normative pressures, primarily stemming from
professionalism, which they define as:
[W]e interpret professionalism as the collective struggle of members of an
occupation to define the condition and methods of their work, to control
the “production of producers”, and to establish a cognitive base and
legitimation for their occupational autonomy. [bold added]

Regulation may specify what is required, but not how. It is suggested here that
professionalism makes a significant contribution to organizational practices in response to
regulatory pressure. Professional associations provide publications, training, and communication
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networks that aid a profession to establish its cognitive base (or body of knowledge), while
simultaneously legitimating that profession.

As internal auditors and information security professionals struggled to define the process
and elements of establishing and maintaining an internal control structure for SOX compliance,
they turned to their respective professional associations for guidance. Examples of two such
professional associations are the Institute of Internal Auditors (“the IIA”) and the Information
Systems Audit and Control Association (“ISACA”). In an article published by the IIA (2006),
their global membership through December 2005 was 114,775, a 15.5% increase from the
previous year. According to the article, the IIA membership in the year 2000 was 71,000
individuals, representing a 62% increase in membership over the five-year period 2000-2005.
Given that the IIA was established in 1941, a 62% growth in membership in just five years
represents a substantial growth spurt. Much of this growth was attributed to the passage of the
Sarbanes-Oxley Act of 2002 (IIA 2006).

Many IT auditors and information security professionals have turned to ISACA for
guidance on establishing and maintaining a system of IT controls as part of their companies’
SOX compliance. In an article published on the ISACA web site (2007), ISACA reported having
65,000 members worldwide, representing a 214% increase in membership from 2000-2007.
According to the article, ISACA membership increased by more than 40,000 members from
2002-2007. Given that ISACA was established in 1969, its membership growth represents a
substantial growth spurt in the years surrounding the enactment of SOX.
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As further examples of normative practices stemming from professionalism, both ISACA
and the IIA administer professional certification examinations. According to ISACA (2007), the
Certified Information Systems Auditor (CISA) was established in 1978, and by 2007, 50,000
professionals earned a CISA certification. In the one year preceding 2007, CISA certifications
had grown by 19%. ISACA administers a second certification for information security
professionals, called the Certified Information Security Management (CISM). ISACA (2007)
reports that over 6,500 professionals have earned the CISM certification during its first five years
of existence, and that exam registrations increased by 25% during the period 2006-2007.

Professional associations have organized or participated in industry-led consortia that
developed industry-accepted guidance for internal controls as part of SOX compliance. COSO is
the framework endorsed by the PCAOB for establishing internal controls, and COBIT is the
generally-accepted framework for IT controls for SOX compliance (ITGI 2004; PCAOB 2004).
Five accounting and finance professional associations sponsored a commission that established
COSO (ITGI 2004). The IT Governance Institute, with an affiliation to ISACA, authored COBIT
(2005) and IT Control Objectives for Sarbanes-Oxley (ITGI 2004).

Published industry guidance and membership increases in the IIA and ISACA
professional associations provide an example of normative organizational practices stemming
from professionalism (DiMaggio & Powell 1983). Internal auditors and information security
professionals turned to their professional associations for guidance and training on the
knowledge and skills needed to implement and maintain a system of internal controls. As
DiMaggio and Powell (1983) suggested in their definition of professionalism, as professionals
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have collectively defined their method of work, the professions have in turn gained legitimacy,
as exhibited in the substantial increases in CISA and CISM certifications and ISACA and IIA
memberships.
2.3.3. Cultural-cognitive Perspective
User awareness of the risks to and importance of information security has been
considered to be fundamental to effective information security (Aytes & Connolly 2004;
Goodhue & Straub 1991; Hu et al. 2006; Jahner & Krcmar 2005; Siponen 2000a; Siponen
2000b; Straub & Welke 1998; Whitman 2004). Cultural awareness of information security risks
and protective measures is expected to improve security performance. For example, Goodhue
and Straub (1991:13) suggested that “since protective measures often require significant
managerial vigilance, an appropriate level of awareness and concern may be a prerequisite for
adequate security protection.” In examining this suggestion, their study found that company
actions and individual awareness were significant factors contributing to concern for information
security by IS professionals. However, a second sample of business users in this same study
ranked security as the lowest concern of thirteen aspects of the IS environment. One possible
explanation these authors suggested for these results is that users may be so uninformed about
security that it made no sense to measure their concern (Goodhue & Straub 1991:22). In other
words, a lack of security awareness was expected to contribute to a lack of concern for security,
and one could further expect, a lack of security risk management. In a separate study, Straub and
Welke (1998) argued that the underlying reason why business managers often ignore information
security is that they are not well versed on information security risk. Thus, business user
awareness is viewed as an essential component of managing information security risk.
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In the cultural-cognitive view of institutions, organizational practices are socially
constructed among organizational members, meaning that members develop a shared meaning or
awareness. As organizations adopt risk management practices, possibly to comply with
regulation or normative pressures, organizational members who have participated in those
practices become more aware of risk management; that is, they become more aware of what risks
are important to the organization and the organizational norms for managing those risks.

When risk management is institutionalized in an organization, it becomes part of the
organization’s culture. In interpreting Schein’s (1991) conceptualization of culture, Choo
(2006:98) explains that “culture is the result of the organization’s efforts to simultaneously adapt
to external environments and to manage it’s internal integration.” Choo further explains that in
the process of external adaptation, organizational members develop a consensus of the core
mission and functions of an organization. In the process of internal integration, according to
Choo’s interpretation (2006:98) of Schein, members develop consensus on a common language
and conceptual categories to be used so that members can communicate with and understand
each other. Thus, as organizational members participate in information risk management
practices, a common language is formed, awareness is increased, and practices become
institutionalized.
H4d: Institutionalized information security risk management is
reflected in organizational culture, language, and awareness.
Regulation may raise the level of awareness of information security in making
management accountable for managing information-related risk. In a case study conducted by
Hu, Hart, and Cooke (2006), an informant who was an IT executive indicated that the Sarbanes35

Oxley act “lit a fire” in changing the attitude of business management toward information
security. As business managers were held accountable for maintaining internal controls that
protect financial information, their attitude toward the importance of maintaining such controls
changed; they became more aware of information security risk management.
In summary, the process by which information security risk management may be
institutionalized has been described from three perspectives: regulative, normative, and
cognitive-cultural. Although effects of regulation, such as SOX, are typically associated with the
regulative view of institutions as a means to impose rules on organizations through coercion, this
chapter has also associated regulatory effects with the normative view as organizations turn to
professional organizations for guidance and training on skills for compliance, and with the
cognitive-cultural view as regulation raises the level of organizational awareness of risk
management. These regulatory effects were examined by conducting two studies that employed
different research methods. Both studies, described in Chapters 4 and 6, provide strong evidence
of external regulation’s ability to institutionalize information security risk management within
organizations. Before presenting these studies, a discussion of the multi-method research
approach applied in this study is described next in Chapter 3.
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Chapter 3. Research Methods using a Multi-Method Approach
Two studies employing different research methodologies were conducted as part of this
research. First, an interpretive qualitative study was conducted by interviewing twenty
practitioners from ten organizations. A subsequent positivist study was conducted by surveying
218 practitioners across companies. A multi-method research strategy was considered necessary
for two reasons. First, a deeper understanding of the research context was sought (Mingers 2001)
for effective theory development, particularly given the inter-disciplinary nature of the research
topic (e.g., information security, risk management, legislation, organizational theory,
organizational behavior, accounting, and process maturity). The interpretive study with expert
informants provided clarity of the research question and a richer understanding of the theoretical
boundaries (or nomological network) surrounding the research question. Once a reasonably rich
understanding of the research context was gained, the positivist study contributed a deeper
understanding by requiring more precise definitions for measurement and hypothesis testing.
Second, a multi-method approach was considered necessary in order to triangulate research
findings; in other words, to validate data and results by combining data sources and methods
(Mingers 2001:244). Triangulation of data and results provides stronger support for conclusions,
and this was considered particularly important when developing and testing new theory.

The goal of this multi-method approach is to provide a high level of relevance by
providing a rich description of an important research topic, and to provide a high degree of rigor
by combining the strengths of two different research paradigms: interpretive and positivism.
Each of these two research paradigms is described in the next two sections, followed by a
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discussion of how these two paradigms and their associated research methods were integrated in
the current study.

3.1. Assumptions and Guiding Principles of Positivist Research
Positivist research assumes the existence of a priori fixed relationships within phenomena
which are typically investigated with structured instrumentation (Trauth 2001:6). Dependent and
independent variables specify fixed, causal relationships within a hypothesis or set of
hypotheses. Positivist research uses a hypothetic-deductive account of scientific explanation,
meaning that researchers work in a deductive manner to discover objective, causal relationships,
and these relationships are tested by hypotheses constructed using formal logic for the purpose of
verifying or falsifying theory (Lee 1991; Orlikowski & Baroudi 1991).

The principles of positivist research require methodologies that enable structured theory
testing and validation. Research methods employed in positivist research are typically
quantitative in nature (e.g., surveys, statistical analysis, computer simulation, etc.) as these are
considered to allow for more structured, controlled and rigorous measurement and testing.
However, it is possible to use qualitative methods (e.g., field experiment, case study, action
research) in positivist research (e.g., Klein & Myers 1999) if the purpose is that of testing a priori
fixed causal relationships (i.e., hypotheses) in a structured manner. A distinctive feature of
positivist research methods is a researcher only gets answers to the specific questions asked
(Orlikowski & Baroudi 1991).

Positivism is characterized as an objective view of the world that constrains human action
and is independent of the observer (e.g., Lee 1991; Mingers 2001). In describing the objectivity
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of positivism, Mingers (2001:245) explains that, although we can shape the world through our
actions, we are subject to its constraints. The objective view of positivism applies not only to
research methods, but also to how we interpret the world (our ontologies). For example, the
regulative view on institutions applies a positivist lens by focusing on structures and rules that
are viewed somewhat independently of the human actors involved. In contrast, the cognitivecultural view of institutions applies an interpretive lens, focused on shared meanings gained
through social interactions and experience.

3.2. Assumptions and Guiding Principles of Interpretive Research
Contrary to the positivist approach to research, interpretive research assumes there are no
a priori fixed relationships. Interpretive research rejects the possibility of an objective or factual
account of events, and seeks instead a shared understanding within cultural and contextual
situations (Orlikowski & Baroudi 1991).

Interpretive methods may be appropriate for research with a high degree of uncertainty
surrounding the phenomenon under investigation. In such cases, measurement in the positivist
approach may be difficult (Trauth 2001:7) or ineffective, making interpretive research necessary
in order to gain a deeper understanding of the contextual situation under investigation. Theory
building is an example of research with high degrees of uncertainty.

Interpretive research is guided by an ontology that believes knowledge is socially
constructed and inter-subjective. The world is viewed as an emergent social reality (Chua 1986)
in that social reality is understood to be reproduced through ongoing human interactions
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(Orlikowski & Baroudi 1991). Interpretive researchers work in an inductive manner to interpret
the social context and do not seek to confirm or disconfirm hypotheses (Walsham 1995).

The principles of interpretive research require methodologies that enable the researcher to
interact within the social context. As such, qualitative research methods and field studies are
employed in interpretive research (e.g., phenomenology, hermeneutics, and interviews).
Researchers are not assumed to be objective; instead, their beliefs, prior experiences, values and
interests always intervene to shape their investigation (Orlikowski & Baroudi 1991).

3.3. Integrating Interpretive and Positivist Methods
Multi-method research is typically done by drawing on research methods that
accommodate each other’s limitations (Sawyer 2001:164). Implicit in this purpose is the need to
integrate the research methods used in a manner that utilizes the strengths of each method. One
approach to integrating research methods is to apply the methods in parallel (Mingers 2001),
with the purpose of focusing on different aspects of reality. Trauth and Jessup (2000) provide an
excellent example of this approach by demonstrating that different methods, employed
independently, generate information about different aspects of a research problem. A second
approach to integrating research methods is to apply the methods sequentially with the results of
one method serving as input into a subsequent method (Mingers 2001:252). An example of this
approach would be the completion of an interpretive study consisting of interviews and data
coding methods whose conclusions subsequently serve as input to a separate positivist study
consisting of a survey instrument and statistical methods. The current research adopts an
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approach to method integration proposed by Lee (1991) that can be applied as a sequential
approach described above, or as a reciprocal approach, depending on one’s application of the
framework. Lee’s framework is described in the next section, followed by an account of how the
framework was applied in this research.

3.3.1. Lee’s Framework for Integrating Positivist and Interpretive Research
Lee’s (1991) framework for integrating interpretive and positivist methods consists of
what he calls “three levels of understanding.” According to Lee, the first (subjective) level of
understanding belongs to the human subjects under study, and consists of their every day
common sense and how they see themselves. The second (interpretive) level of understanding
belongs to the observing organizational researcher, and consists of his/her interpretation of the
subjects’ common-sense understanding. The third (positivist) level of understanding also
belongs to the organizational researcher, and consists of formal propositions used to objectively
test the scientific theory developed from the researcher’s interpretive understanding. The essence
of Lee’s framework is that these three levels of understanding are a cycle of informing,
clarifying, and validating the researcher’s understanding of the research context. This cycle is
depicted in Figure 1, as reproduced from Lee (1991:351).
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Figure 1: Lee’s Framework for Integrating Positivist and Interpretive Research Approaches.
As suggested in Figure 1, the researcher initially applies interpretive methods to gain an
understanding of how human subjects in the research context interpret their environment and
their resulting behavior (arrow 1). To test the validity of the resulting interpretive understanding,
the researcher may refer back to the subjective understanding by verifying the sensibility of his
or her interpretation with human subjects (arrow 2). According to Lee (1991:352), the
interpretive understanding, once judged to be valid, may then provide the basis on which to
develop the positivist understanding (arrow 3) that results in the formulation of a theoretical
explanation to be tested. Lee suggests that at this stage, the researcher may be prone to making
the methodological error of mistakenly applying the subjective meanings that exist in his or her
culture, instead of the subjective meanings that exist in the observed human subjects’ culture. In
an effort to prevent such an error, and to validate the sensibility of the positivist understanding,
the researcher refers back to subjective meanings earlier recorded in the interpretive meaning
(arrow 4) as a basis of comparison. Upon judging the positivist understanding to be valid, the
researcher states formal hypotheses (arrow 5) that are tested against actual behavior, arising from
the subjective understanding (arrow 6). Lee (1991:353-354) suggests that, in addition to
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providing validity of the positivist understanding, hypothesis testing implicitly validates the
researcher’s interpretive understanding.

3.3.2. Application of Lee’s Integrated Framework in the Current Research
This section first provides an account of how the interpretive methods (described in §4)
were integrated with the positivist methods (described in §6) by applying Lee’s framework
(1991; described above). Next, implications of this method are discussed.

3.3.2.1. How the Interpretive and Positivist Studies Were Integrated
Informants (subjects) were interviewed in order to gain an understanding of their
interpretation of their environment (the subjective understanding; arrow 1). Interpretive data
analysis of interview notes was conducted using data coding schemes described in §4. In
accordance with arrow 2 in Figure 1, the researcher’s interpretation of the research context was
clarified and validated by informants in two ways. First, accounts provided by an informant in
one organization were clarified and validated in subsequent interviews with informants at
another organization. Secondly, a handful of informants were contacted upon completion of data
collection in order to clarify and confirm the researcher’s understanding (referred to as memberchecking). Informants agreed when consenting to participate in the study to allow a fifteenminute phone call as a follow-up to interviews so the researcher could gain further clarifications
as necessary.

As described in §4, qualitative data collection resulted in approximately 1600 minutes of
interview audio recordings. In analyzing these data, major conceptual themes emerged that
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informed the subsequent positivist study (arrow 3). In addition to employing the interpretive data
analysis methods described in §4, research literature was consulted to gain greater clarity of the
interpretive understanding. A multi-dimensional theoretical model was developed containing
four constructs with multiple indicators per construct. Both the interpretive data and research
literature were consulted for clarification throughout the model-building stage (arrow 4 in Figure
1). While research literature aided in identifying measures, interpretive data were consulted as a
reality check for evidence that indicators proposed in the literature were relevant to the current
study (arrow 4).

Hypotheses were derived from the theory (arrow 5). An initial survey instrument was
then developed, at which time the interpretive data was again consulted (arrow 4), along with the
research literature. At this stage in the research, analysis of the interpretive data was focused on
specific variables that were in the positivist model. In other words, the positivist model defined a
scope of analysis for the interpretive data. This in turn allowed the researcher to “dig deeper”
into the qualitative data by focusing on approximately 30 variables under analysis. Both the
interpretive data and the literature served as initial validity checks while developing survey items
(arrow 4). The initial survey instrument was pre-tested by a second group of subjects (arrow 6).
Both the interpretive data and literature were again consulted during survey instrument revision
(arrow 4). The survey was revised. Hypotheses remained unchanged.

The revised survey was tested in a subsequent pilot study by yet a third group of subjects
(arrow 6). Pilot study results indicated that two of the model’s four constructs lacked
discriminant validity; in other words, they were not distinctive constructs and shared
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considerable variance. This finding resulted in the researcher returning to the interpretive data for
additional analysis (arrow 4) in order to define more distinctive constructs. At this stage in the
research, the positivist model defined an even more filtered analysis for the qualitative data
because positivist methods (e.g., hypothesis testing) had eliminated some observed variables
from consideration. “Problem areas” uncovered during the positivist analysis, such as the two
constructs not demonstrating discriminant validity, also acted as a filter for re-analysis of the
interpretive data (arrow 4). The two constructs that failed discriminant validity were revised,
resulting in a revised theoretical model, and subsequently, revised hypotheses (arrow 5).
Hypotheses were tested in a full survey by a fourth group of subjects (arrow 6).

3.3.2.2. A Reciprocal Approach to Integrating Interpretive and Positivist
Methods

The actual application of Lee’s Integrated framework to the current study differed
somewhat from the author’s explanation in two areas. First, Lee’s (1991:354) explanation of the
framework states that a disconfirmation of the theory (arrow 6) would necessitate an improved
positivist understanding, requiring an improvement in the antecedent interpretive understanding
(arrow 4) that would then require “a fresh reading” of the subjective understanding. In other
words, when hypothesis testing disconfirms the theory, the researcher starts at the beginning by
collecting a new set of qualitative data (arrow 1). The implication is that the positivist
understanding is dependent on the interpretive understanding (i.e., a one-way causal
relationship). In integrating the current research, interpretive and positivist methods informed
each other (i.e., a reciprocal relationship), and thus, were inter-dependent. In other words, though
the interpretive methods informed the positivist methods, the positivist methods also contributed
to the researcher’s interpretation of the interpretive methods by acting as a useful filter. Such a
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filter was helpful given the 1600 minutes of audio tape that needed synthesizing to enable clear
definitions of theoretical concepts.

Second, the above account of how methods were integrated highlights the role that
research literature plays in both the researcher’s interpretive and positivist understandings.
Perhaps authors generally assume this is the case and not in need of explicit mention in
information systems literature on multi-methods integration and interpretive data analysis.
Nonetheless, literatures on information security, organizational behavior, and organizational
theory were consulted prior to data collection for the interpretive study, during the formulation of
the theoretical model, during the development of measures of independent and dependent
variables for the model’s multi-dimensional constructs, and as part of the interpretation of results
from the positivist study. In considering Lee’s (1991) Integration framework, a researcher’s
understanding is not only clarified and validated through the research subjects’ environment, but
very importantly, it is clarified and validated by referencing the literature. In essence, the
literature becomes a third source of data that is triangulated against results from the interpretive
and positivist methods.

In summary, three benefits are gained from employing a reciprocal approach to
integrating interpretive and positivist methods. First, the interpretive methods provide rich
context in which to ground the positivist model. Stated differently, interpretive methods provide
research relevance. Second, the positivist methods provide an acceptable degree of scientific
rigor that is comparable to the natural sciences (Lee 1991; Orlikowski & Baroudi 1991; Trauth
2001). A third, more practical benefit is gained by a reciprocal approach to method integration:
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positivist methods inform interpretive methods. The positivist model and subsequent model
testing act as a filter in subsequent analyses of the qualitative data during, for example, survey
design and model fitting. The resulting benefit is a deeper analysis of the qualitative data on
fewer concepts. The assumption (see §3.2) is that interpretive methods would not generally
require such precise analysis. Thus, a reciprocal integration of interpretive and positivist methods
enables a rich context through interpretive methods and encourages clarity and a deeper
understanding through positivist methods. In short, the two methods are complementary.
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Chapter 4. Interpretive Qualitative Study
An interpretive, qualitative study was conducted by interviewing practitioners who have
participated in information security risk management. The primary purpose of the study was to
gain contextual detail to inform the theoretical model developed in this research, and to develop
effective measures of the model’s constructs.

4.1. Data Collection: Qualitative Study
Data collection for the qualitative study primarily consisted of interviews with key
informants working at publicly-traded companies required to comply with SOX and key
informants with expert knowledge of managing information security. The key informant method
was defined by Bagozzi, Yi, and Phillips (1991:423) as a technique for collecting information on
organizations that applies two characteristics: 1) informants are chosen based on particular
qualifications, such as specialized knowledge or position in an organization, and 2) rather than
reporting on their own personal feelings or opinions, key informants provide information on the
properties of organizations, their relationships with other groups or organizations. According to
Bagozzi et al. (1991), the key informant method has been used by organizational researchers to
study organizational structure, technology, environment, external exchange relationships, and
internal power relations.

The key informant method was appropriate for this research because the level of analysis
is the organization, not the individual. Consequently, study participants were needed with
specialized knowledge of organizational phenomenon, as the focal point of discussion was
organizational phenomenon as opposed to personal or psychological effects.
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Sample Population of Study Informants
Informants were chosen because they met one of two criteria: 1) they had actively
participated in information security-related regulatory compliance efforts (i.e., SOX) within the
last three years, or 2) they were in the IT field and had detailed experience in information
security either as a manager or as a consultant. Informants with SOX experience were identified
at an annual one-day symposium on information assurance and SOX compliance. The
symposium was sponsored by the accounting department of a university located in the
Midwestern United States. During breaks between sessions, including the lunch hour, the
researcher approached symposium attendees, explaining that she was working on her dissertation
that studies the effects of business management’s participation in information security-related
projects, and that SOX compliance was considered to be such a project. Attendees were given a
one-page flyer that explained the purpose of the study and contained a brief biographical
description of the researcher. Of the twenty informants who were interviewed for the study,
seventeen, or 85%, attended the symposium, or were referrals from co-workers who attended the
symposium. The remaining three informants did not work on SOX compliance, but were senior
IT managers or consultants who advised clients on information security. Of these three
informants, two were contacts of a Director of a research center at the researcher’s business
college, and one was contacted directly by the researcher because of his center’s work on
information security risk management.
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Roles per Industry per Organization

Number of Organizations
per Industry
Applied Research (1)
Consulting (3)
Financial Services (1)
Manufacturing (3)
Real Estate - Commercial (1)
Utilities (1)

Accounting /
Finance
Manager

Financial
Internal
Auditor

IT
Internal
Auditor

IT
Manager
or CIO
X1

1

1

2

3

X

XXX

X1X1

X1 X1

Table 2: Roles and Industries of Study Informants.

1

X1

2

Information
Security
Managers or
Consultants
X1
X2X3
X1

Risk
Manager

X1X1X1

XX
X1

The study sample included managers in various roles across six industries, as indicated in
Table 2. The number of organizations per industry is included in parentheses. For example, three
consulting firms and one financial services (banking) firm participated in the study. Sixteen of
the twenty informants, or 80%, worked at publicly-traded companies required to comply with
SOX. Each of the 6 companies required to comply with SOX had undergone one or two
compliance audits at the time of the interview. Of the three informants from the consulting
industry, two were from “Big 4” consulting firms, and the third was from another large, global
firm. Finally, the informant from the research industry worked at an applied research center at a
large Research I university in the United States.

The professional roles of informants from publicly-traded companies were chosen based
on the roles that typically participate in SOX compliance efforts. A typical SOX compliance
project includes at least three key roles: 1) internal auditors, 2) process owners from functional
areas of business, such as accounting, manufacturing, etc., and 3) IT managers. According to
documentation provided by one of the informants that was consistent with other informants’
descriptions, a process owner is “an individual with the organizational empowerment to make
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changes to a process plus the accountability for the overall accuracy and integrity of the
transactions handled through the Process.” In addition, support staff from each of these
departmental areas typically participates in SOX compliance. Depending on how an organization
is structured, additional governance roles may also participate in SOX compliance, such as Risk
Officers and Compliance Officers.

As shown in Table 2, the study sample included all of the roles common to SOX
compliance efforts, to include six internal auditors, 3 IT managers, 1 senior information security
manager, and two process owners from business units working on SOX compliance. The
business process owners included a Corporate Controller and a Director of Accounting. An
Assistant Comptroller participated in the study, but was not officially a process owner. All three
IT managers at publicly-traded firms were process owners for IT-related processes and controls.
Although one informant’s title was SOX Compliance Manager, her background was internal
audit, and her department was the acting internal audit department – a function that had been insourced (staffed with internal employees) the previous year as part of her company’s SOX
compliance efforts. As a result, this informant is counted in Table 2 as an internal auditor. Three
risk managers at a bank were interviewed, two of whom managed risk in business operations,
while the third managed IT-related risk. The first two risk managers worked on SOX compliance
full-time, while the IT risk manager spent less than half of his time on SOX compliance. Two of
the informants, a risk manager and an internal auditor, were entry-level managers. Three internal
auditors were mid-level managers. The remaining fifteen informants were senior-level managers.
Six informants were female, and fourteen were male.
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Superscripted numbers in each row of Table 2 indicate the number of informants per
organization that was interviewed. For example, of the three manufacturing companies that
participated in the study, three informants (superscripted with a “1”) were from one company,
two informants (superscripted with a “2”) were from a second company, and one informant
(superscripted as “3”) was from a third company.

An attempt was made to interview at least two informants at each publicly-traded
company in order to gain a more balanced understanding from different people in different roles
within a single company. Multiple respondents from a single company also control for common
method bias, whereby one person’s biases could mistakenly be interpreted as “the” way a
company operates. Of the six publicly-traded companies included in the sample, multiple
informants were interviewed at four of the companies. A single informant was interviewed at one
manufacturing company and at a large real estate company. Common method bias may be
controlled for with these latter two informants by comparing their responses to those from other
informants in similar roles at other firms. For example, the internal auditor’s responses at the
manufacturing company can be compared to those of other internal auditors at other companies.
Likewise, the IT auditor’s responses can be compared to other IT roles involved in SOX
compliance at other companies. Cross-company comparisons is possible because informants
from publicly-traded firms generally describe the process and responsibilities of their department
within a SOX project, and there appears to be some general consistency given the provisions of
the law and the guidance provided by industry frameworks (e.g., COSO and COBIT) and the
“Big 4” accounting firms. Only one person at each consulting firm and a research institution was
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interviewed. Both the research and consulting industries provided macro-level observations
based on their experience across companies and industries.

Though not by design, informants in the consulting and research industries (four
information security experts and one CIO of a large consulting firm) were interviewed last. This
occurred because contacts with participating publicly-traded companies were made at a single
event (a symposium on information assurance). Interviews from these contacts were scheduled
prior to contacts being made with the informants from the consulting and research industries.

Interview Format and Objectives
Twenty informants were interviewed during a total of seventeen interviews, with each
interview lasting approximately 90 minutes. That is, single-informant interviews were conducted
with fourteen of the informants, while there were three interviews where two informants
participated in the same interview. The interviews were semi-structured in that a script of topics
and questions was developed to guide the interview. However, the interviews were allowed to
deviate from the script. Sometimes the informant would deviate from the script by providing
additional peripheral information. Sometimes the researcher would re-phrase or skip questions
based on the informant’s answers to previous questions. Interviews were conducted at
informants’ work locations, typically in their personal offices or in conference rooms. Interviews
were audio recorded.

The focus of the interviews with the sixteen informants at publicly-traded companies was
SOX compliance efforts at their respective companies. In particular, the objectives of these
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interviews were to gain an understanding of: 1) the process the company performed as part of
their SOX compliance efforts; 2) business participation in that process; 3) positive and negative
effects of business participation; 4) positive and negative effects of SOX compliance efforts; and
5) indications or measures of improved information security. In order to meet these objectives, it
was necessary to also gain a common understanding between the researcher and informant of
relevant terminology. In particular, it was important to understand the informant’s
conceptualization of information security, as well as for the informant to understand the
researcher’s frame of reference regarding information security. As informants described their
companies’ processes for SOX compliance, they defined additional terms.

The focus of interviews with the four information security and IT senior practitioners in
the consulting and research industries was split between information security in general and
regulatory compliance. The objectives of these interviews were to gain a better understanding of:
1) the definition and scope of the term information security; 2) the effects of regulatory
compliance efforts on information security; and 3) the effects of business participation in
managing risk to information security. Information security consultants discussed regulatory
compliance more broadly, to include SOX and other regulations for comparison purposes, such
as HIPAA and GLBA. In contrast to interviews with informants at publicly-traded companies
that focused on their individuals companies’, information security consultants provided broader
input on industry trends and their observations across their client companies.

Interviews were conducted using a standard format. At the start of each interview,
informants were told the purpose of the study: to gain a better understanding of the process and
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outcomes associated with business managers’ participation in information security projects, and
that SOX compliance was considered to be such a project. Next, the concept of information
security was discussed in order to gain a common understanding of its definition and scope.
Informants were asked to define information security and what they thought it entailed.
Informants were also asked if alternative terms were used at their companies, such as
information assurance and information risk management. After interview objectives and
clarification of concepts were discussed, the researcher would pose questions contained in the
interview script. Two separate interview scripts were developed: one for interviews with
informants from publicly-traded companies required to comply with SOX, and the other for
information security experts in the consulting and research industries. The two interview scripts
are provided in Appendix A.

Interview objectives provided scope, or boundaries, of the qualitative study for both the
researcher and the informants. While these objectives were fixed throughout the study, actual
interview questions evolved as the initial theory evolved.

Exploratory Nature of the Interviews
Prior to any data collection, information security, organizational behavior, and
organizational theory literatures were consulted as an initial step to theory development. When
data collection began for the qualitative study, the researcher’s initial theory was that business
user participation in information security risk management has the following effects: 1) the
quality of information generated during the process improves because business users add
business relevance to information security; 2) both organizational and individual business users’
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knowledge of information risk management increases, and 3) information security is more
effective because it is business-driven, as opposed to technology-driven. The researcher’s only
pre-existing theory regarding the effects of regulation on information security was that it
prompted increased business participation. Interview questions were developed related to these
initial theoretical ideas and evolved during the study.

Data collected during the qualitative study consisted of: 1) audio recordings of
interviews, 2) hand-written notes taken by the researcher during interviews, 3) a few pieces of
documentation that multiple informants gave the researcher that included examples or definitions
of key concepts. How these data were analyzed is discussed next.

4.2. Data Analysis Methodology: Qualitative Study
Audio files from interviews were transcribed into text. Interview data were analyzed by
re-listening to audio tapes and by coding text in the transcribed documents. Documents given to
the researcher by informants included definitions of terms and examples of documentation
developed during risk assessments. These documents were also analyzed and coded.

Qualitative data is analyzed by means of classifying (“coding”) data segments into
categories (topic areas or concepts). Coding is also referred to as categorical indexing (Mason
2002:150). Classification and connection are at the heart of coding (Urquhart 2001), and form
the basis of theory development. Data is classified into codes (i.e., keywords and short phrases),
and afterwards, connections among codes are made. In this research, transcribed text was coded
using an iterative process of three types of coding techniques as described by Urquhart (2001).
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First, selective (or theory-driven) coding was used to develop an initial code list that contained
the constructs of an initial theoretical model developed from organizational and information
security literatures. The initial code list was used as a guide to develop interview questions. Next,
open-ended coding was used to identify new codes as they emerged from the interview
transcripts. Given that the study was largely exploratory in nature, open-ended coding was
needed for further theoretical development. In other words, the initial theory was expected to
evolve as a deeper understanding of the research context was gained from interviews, and openended coding was the technique used to identify new contextual concepts. Finally, axial coding
was used to identify relationships among existing code categories. In other words, axial coding
was used to aggregate concepts identified during selective and open-ended coding by examining
the relationships among codes. As such, axial coding was also used to refine the initial theory.
Had this study been pure grounded theory, in which case no theoretical assumptions were made
at the start of the study, the coding process would have consisted of open-ended coding to
identify new concepts, followed by axial coding to identify relationship among concepts, and
finally selective coding that focused on the emerging theory. In the case of this research, the
analysis began with selective coding, since an initial theory had been developed from the
literature.

For each transcript, an informant’s single response constitutes a segment of text that is
assigned a code. The choice to assign a segment to a particular code is based on: 1) explicit use
of code words, or 2) implied use of code categories based on the researcher’s interpretation of
the data segment. For long segments, or segments containing multiple themes, the data segment
is broken down and assigned to as many codes as appropriate. After a transcript has been coded,
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segments of the interview are grouped by code. An analysis may then be done on specific themes
by reading the data segments for a given code.

Given time constraints to analyze approximately 1600 minutes of audio, data coding
segment-by-segment of individual ninety-minute interviews was completed for four interviews.
These four interviews were with five informants from multiple roles (internal auditor, corporate
controller, IT manager, and risk manager) and from multiple industries (banking and
manufacturing). The codes generated during this initial data coding formed a consolidated list of
fifty codes that was applied to the remaining twelve interviews with SOX informants at publiclyheld companies. Transcripts of these remaining twelve interviews were read, and using the code
list as a guide, comments and highlighting were added to transcribed text to denote salient points
of data. The researcher’s hand-written notes taken during each interview were analyzed using
this same procedure. The code list was updated as salient topics or comments arose from
interview notes and the remaining fourteen transcribed texts that were analyzed. In some cases,
code words were added to the list; however, it was more common to refine the list of existing
code words on the list. Analysis of four interviews with information security experts in the
consulting and applied research industries resulted in a detailed list of information securityrelated codes.

Upon completing selective and open-ended coding of individual interviews, data across
interviews were aggregated using axial coding. During axial coding, relationships among codes
were analyzed using three techniques. First, the code list was analyzed to consider which codes
may have been properties of, or subordinate to, other codes (Urquhart 2001). Second, theoretical
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memos were written to capture common themes across codes and across companies as they
emerged to the researcher. According to Urquhart (2001:120), Glaser (1978) described memos as
“the theorizing write-up of ideas about codes and relationships as they strike the analyst while
coding”, and these memos are considered to be a vital analytic tool for theory development.
Theoretical memos were sometimes hand-written initially, and subsequently typed, at which
point the initial theoretical idea was refined. Finally, diagrams were developed that integrated
major theoretical concepts and their dimensions. These diagrams were instrumental in
developing theory, in large part because they allowed the researcher to break away from the
linear analysis inherent in coding and memo writing by visualizing conceptual relationships
(Urquhart 2001).

A revised theory emerged from the coding work, theoretical memos, and integrative
diagrams. This revised theory was further analyzed using selective (theoretical) coding by
constraining the list of codes for analysis to those represented in the revised theoretical model.
Tables and memos were developed that included definitions, examples, and core theoretical ideas
related to each model construct and its observed dimensions. The combination of these analytic
tools were the foundation to scale development and index construction for measuring theoretical
constructs in the subsequent survey study. Upon completion of the qualitative data analysis, five
informants were emailed or telephoned in order to clarify and validate the researcher’s
interpretation of the data; a technique sometimes referred to as member-checking. The results of
these analyses are provided next.
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4.3. Results: Qualitative Study
Seventeen interviews with twenty informants were conducted. To facilitate referencing
informants, while also protecting their anonymity, pseudonyms will be used to reference
informants as indicated in Table 3. In presenting the results, a technique that Golden-Biddle and
Locke (1997:57-70) called data-coupling was used whereby fragments of qualitative data are
integrated with theoretical explanations. According to these authors, the advantage of this
technique is that theoretical points are brought to life through examples. Secondly, in quoting
informants, the researcher is able to convey the she was actually in the field setting, and in doing
so, provides authenticity of the study (Golden-Biddle & Locke 1993).

Pseudonym
Role
Arnold
Manager of Internal Audit
Betsy
Risk Manager
Bill
Sr. VP of Technology Risk Management
Bob
Program Director
Brian
Manager of General Accounting
Dean
Director of Information Systems
Don
Principal
Dorothy
Corporate Controller
Fred
CIO
Jim
Manager of IT Audit
Keith
Principal
Kelly
Director of Internal Audit
Leslie
Deputy Chief Information Security Officer
Mark
Manager of Internal Audit
Mary
Internal Auditor
Nelson
Manager of I.S. Standards and Security group
Perry
Director of IT
Ryan
Assistant Comptroller
Susan
SOX Audit Manager
Tim
Sr. VP of Risk Management
Table 3: Qualitative Study Participants.

Industry
Utilities
Financial Services
Financial Services
Applied Research
Utilities
Manufacturing
Consulting
Manufacturing
Consulting
Real Estate
Consulting
Manufacturing
Financial Services
Manufacturing
Utilities
Manufacturing
Utilities
Utilities
Manufacturing
Financial Services
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4.3.1. Informants’ Conceptualization of Information Security
The term information security is a very broad term that has different meanings for
different people, depending on a person’s working knowledge of the concept. As Bob, a program
director at an applied research center, suggested: “I think you’ve probably run into issues of just
semantics in this field in general on how people draw the lines around what they consider
security.” Yes, the boundaries and focal point of information security varied among informants,
possibly due to a person’s working experience with particular aspects of information security.
Such conceptual variety in defining information security is common. Indeed, as Keith, a
Principal whose expertise is providing security and privacy services, suggested “[…] the biggest
problem we have in security is people don’t speak the same language.” Consequently, in this
section, informants’ definitions of information security are analyzed as a pre-cursor to defining
the dependent variable in the regulatory influence model later developed and tested in the
positivist study.

Eight IT informants defined information security. A ninth IT informant, Dean, defined
information security management more specifically. Of the nine IT informants who provided
definitions: five were IT managers from four different publicly-traded companies; three were
from global consulting firms with large security practices; and one was from an applied research
center that specializes in security. Interviews with the five IT managers centered on information
security within their individual companies as related to organizational structure, roles, and SOX
compliance. However, interviews with the remaining four informants centered on information
security at an industry level, and went into greater depth on the concept of information security.
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Informants’ definitions of information security are provided in Table 4, along with the
corresponding informant’s role, and key aspects of each definition.

Informants

Informants’ Definitions of Information Security

Bill, Sr. VP of
Technology Risk
Management at a
banking firm

“The protection of data to an appropriate level. User
data, not information, to the appropriate level, pretty
vague. But what I mean by that, some people say it’s
keeping stuff secure. Well no. […]I think some things
are public; you don’t want to keep them secure. [In] our
information security department we’re rolling out the
data classification policy. So information security isn’t
just protecting, it’s making sure it’s protected
appropriately.”

Bob, a director at an
applied research center
that specializes in
network survivability

“We tend to talk more about survivability or resiliency
and […] I would define both of those as information
security in context. So I would give you a slightly
different take in that I believe the definition of
information security is mission assurance or mission
sustained. It’s doing whatever is required to protect the
data and information assets of the organization such that
it compliments, it sustains the business objective of the
mission of that organization - be it commercial or
public.”

Risk management

Asked to define information security management, he
defined it as “organizational-wide management and
control of the information access. Because regardless
where you store it, how it’s kept and all those other
things we talked about, the number one issue around
information security is approved access. You do all
those other things to allow you to control access.”

Management process

“Security is more around the access. You know, how do
you know access is protected? The other one
[information protection] is who has access to do what.
[…] Security is more around the physical and also the
perimeter around your network to secure from outside
threats primarily.”

Technology controls
to protect network
perimeter
(security)

Dean, Director of
Information Systems
at a manufacturing
firm

Don, Principal at a
global consulting firm
(different from Fred’s
and Keith’s firms); he
specializes in security
services

Key Aspects of
Definitions
Data classification
Solutions to protect
data

Context
Data and information
assets protection
Survivability
Orgn’l Mission

Access control
management
Controls to secure
information access

External threats
(security)
Internal access
control
(info protection)
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Informants

Informants’ Definitions of Information Security

Fred, CIO of a global
consulting firm (a
different firm from
both Don and Keith);
his firm has a large
practice in security
services

“Information security is the protection and efficiency
and effective use of information assets [which he
defines as intellectual property and data of value]. It’s
not just the restrictions around it. It’s the behaviors
associated with making it available and usable by the
business units that need it. So the fundamental control
objectives that I agree with are those of integrity,
confidentiality and continuity of assets.”

Key Aspects of
Definitions
Data classification
Controls to protect
integrity,
confidentiality, and
continuity
Orgn’l behavior

Keith, Principal in a
global consulting firm
(different from Don’s
and Fred’s firms); he
specializes in security
and privacy services

“It’s a Venn diagram issue. In my world you have data
protection. Within that world you have security then
you have privacy. There is a slight overlap. You can
have security without privacy, but you can’t have
privacy without security. So this is why I look at it from
a data protection standpoint. And when you start to look
at the privacy rules this is mostly dealing with how you
treat and handle the information you collect. Right? So
it comes down to data collection, data usage rules, and a
lot of that is driven by policy, but then can be
implemented through technology.
[…]
Privacy deals with, again, data handling.
[…]
[Security] is the controls that you put in place across the
processes that protect the data in motion or the data at
rest.”

Data protection

Leslie, Deputy Chief
Information Security
Officer at a banking
firm

“Our definition of information security is the
management of information risk, or risk to information
if you want to think of it that way, to a businessacceptable level.”
[…]
“Security is an ongoing business process.”

Information risk
management

“[E]nsuring you are protecting your assets and people
have the right access to your assets of your company
both internal and external.”

Asset protection

Nelson, Manager of
I.S. Standards and
Security Group of a
manufacturing
company

Data handling
(privacy; policy)
Technology controls
(security)

Risk tolerance
Ongoing process

Access control mgmt
Technology controls
Internal threats
External threats
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Informants

Informants’ Definitions of Information Security

Perry, Director of IT in
a utility company

“Ensuring the right people get access to electronic data,
including structured and unstructured data. In
information security, identity management and access
control are synonymous terms. Authentication and
provisioning are the technology aspects.”

Table 4: Informants’ Definitions of Information Security

Key Aspects of
Definitions
Access control mgmt
Electronic data
Technology controls

As indicated in Table 4, informants’ definitions center around protecting data,
information, or information assets. Perry was the only informant who explicitly mentions
electronic data, while the other definitions do not distinguish between manual and electronic
data. Bill and Fred explicitly mentioned data classification, suggesting that the level of security
provided to data depends on how that data is classified (e.g., public, proprietary, and
confidential) for data handling purposes. Don suggests that security is focused on protecting an
organization’s perimeter from external threats, while Nelson’s definition explicitly includes
threats both internal and external to an organization. Keith distinguishes between privacy, which
he says is concerned with data handling, versus security, which is more focused on technology
controls. Bob suggests that information security is part of an organization’s efforts to remain
resilient; that is, to sustain operations important to an organization’s mission. His definition
implies an association between information security and risk management in that an organization
manages threats to its resiliency. Leslie explicitly relates information security to risk
management.

It is suggested here that the definitions quoted in Table 4 are those aspects of information
security that immediately came to mind when informants were asked impromptu to define the
term. It’s very possible that there are additional dimensions or characteristics of information
security that are part of an informant’s conceptualization of information security that were not
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mentioned in his or her brief description. For example, in extended discussions on the concept of
information security with the four informants from the consulting and research industries, they
each mentioned in varying degrees of detail the widely agreed upon dimensions of integrity,
confidentiality, and availability (sometimes referred to as continuity). However, these
dimensions were only explicitly referenced in one of the four definitions. In other words,
informants’ definitions, as possibly stated impromptu, are not necessarily their all-inclusive
conceptualizations of information security, though it is assumed that their definitions highlight
key aspects of information security based on their experience.

In analyzing information security definitions in Table 4, two distinct conceptual
dimensions emerge: management and solutions. The management dimension involves making
decisions, setting policy, monitoring and verifying performance as related to protecting
information assets. For example, Dean, Nelson, and Perry’s definitions include managing access
control; Leslie mentioned managing information risk; Bill mentioned classifying data; Fred
implied some sort of data classification in determining “information of value.” The objective of
the management dimension is to have effective security countermeasures that reduce an
organization’s risk to information. The solutions dimension in information security refers to the
operational and technical controls, or countermeasures, that are in place (implemented) to protect
information assets. Keith’s definition of security is an example of the solutions dimension. He
says that security is the controls that are put in place to protect the data in motion or at rest.
Don’s definition includes securing the network perimeter, while Perry’s definition mentions the
technology aspects of access control. These are examples of the solutions dimension. To
summarize, information security has a management aspect and a solutions aspect. The
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management aspect is conducted so that more effective solutions are in place to protect
information assets. The idea is that effective management will lead to effective solutions.

Leslie’s definition of information security includes managing information risk to a
business-acceptable level. Her definition implies that organizational leaders have defined how
much risk the organization is willing to accept; in other words, its risk tolerance level for
protecting information. The decision-making, policy-setting, monitoring and verification
activities in information security management are likely to be more effective if they are
prioritized according to an information asset’s value to an organization and the organization’s
risk tolerance. In other words, information security management is likely to be more effective if
it follows a risk-based approach. If information security is a form of risk, then managing those
risks may be more effective if a process is followed to identify the risks, prioritize the risk, and
mitigate the risks in accordance with an organization’s risk tolerance. In applying a risk-based
approach to managing information security, the management dimension of information security
would in essence be a risk management dimension.

4.3.1.1. Process-based versus Practice-based Information Security

Another way to view the management versus solutions dimensions of information
security is to consider information security as consisting of a process for managing the actual
practice of specific security solutions. In other words, a process defines the procedures to
perform to manage information security, while the practice of information security is the actual
performance of solutions (countermeasures). In distinguishing between process and practice, an
organization is able to evaluate improvements to its management process versus improvements
in performing operational and technical security controls.
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When discussing ways in which improvements in information security can be evaluated,
Bob, a director at an applied research center, distinguished between process-based improvements
and practice-based improvements:
There are two things. You can look at it at a process level and then you
can look at it at a practice level. In some cases it can simply be that
presence or absence of a defined process in the organization as an example
of improvement. You’re certainly familiar with SSE-CMM. I mean, that’s
the whole basis for that type of improvement model. That’s one thing, and
then you would be looking for examples of just what it means in terms of
practice as well as the type of documentation and output you would be
looking for that process, and then at the practice level there are more
specific things. [For example,] after a more rigorous set of access control
and authorization processes are put in place, you’re monitoring log entries.
You’re seeing less suspicious activity or you’re seeing suspicious activity
being flagged and being tripped. You know, you can go and monitor that.

Don, Principal at a global consulting firm:
SOX has forced a little bit, in some organizations more so than in others, to
make it more of a process and technology is part of that. So when you look
at technology it’s more like an enabler. I’m sure you’ve heard that term
before. It’s going to enable the process. In other words, if your controls
call for segregation of duties; therefore, if you don’t have the right system
in place or technology solution in place, the process is not going to work
really, right? So that’s why IT becomes very important in supporting that
process […].
4.3.1.2. Interpretive versus Positivist Information Security

Comparing the process used to identify and manage information risks with the practice of
information security solutions is analogous to the purpose and integration of the interpretive and
positivist research methods. While each method has a particular strength, both methods are more
effective when integrated. For example, qualitative interpretive data provide valuable context,
and in doing so, adds relevance to any subsequent quantitative positivist study. A positivist study
without an adequate level of contextual detail would lack relevance, thereby greatly reducing the
research contribution. Meanwhile, quantitative positivist methods add precision to qualitatively67

derived theory. Qualitative concepts that lack an adequate level of precision in their definition
will not be measurable, making it more difficult to examine causal relationships or degrees of
change.

Information technology is a positivist method for information security (Dhillon &
Backhouse 2001). Technology is quantitative, given that computers operate on ones and zeros.
As such, information technology requires precision to implement. In order for the technology to
be effective, the rules that govern the technology need to based on an adequate level of
contextual detail. A risk-based process for managing information security risk is an interpretive
method that provides the needed context, or relevance, to technical solutions. At the same time,
the purpose of process improvement is to produce effective results toward the ultimate objective,
which in this case, is effective security. In other words, a formalized process only matters if it
results in effective security solutions that actually reduce risk to an acceptable level. Thus,
interpretive and positivist methods of information security are inter-dependent: each relying on
the other to be effective.

Similarly, in measuring improvements to an organization’s information security,
qualitative and quantitative metrics each provide value. However, a combination of both
interpretive and positivist metrics would likely be most effective because a contextual
understanding would be integrated with increased precision. Bob, a director at an applied
research center that specializes in enterprise security, suggests that organizations can begin
measuring security qualitatively, and after having established a history, evolve to measuring
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information security quantitatively. He also provides an example of using combined qualitative
and quantitative metrics for managing information security:
[W]e believe most organizations can begin to qualify in gross terms and we
would advocate they start there. And then once they begin to collect data,
collect histories, and begin to document exactly what were perhaps past
incidents, how they are harming them and impacting the organization, then
they can begin to treat it quantitatively. But there is something even if you
use the high, low and medium scale where you can stratify it to say high
means potential penalty greater than $100,000 or the downtime equivalent
of that, so you can kind of mix your qualitative and quantitative attributes.
But only the more high performing or mature organizations are really in a
position where they can do a good job quantitatively. The good news is for
the majority of decisions that we’d argue organizations have to make, even
if you have a good qualitative set of discriminators, you’re better off than
people who are pulling things out of the air.

Although quantitative (positivist) metrics are expected to enable more effective
management due to the increased precision that quantitative metrics provide, they can also have
detrimental effects if not estimated appropriately. Bob’s following account highlights this
potential danger, and implies a need for an effective qualitative (interpretive) process in order to
produce useful quantitative metrics.
[Most organizations] don’t have the data nor [are they] involving the right
people in the conversations to be able to quantify or qualify. That doesn’t
stop them. And again, that’s another danger - over analysis or putting an
arbitrary figure which then again can throw off the risk assessment
exercise; it could throw off the prioritization and reaction.

4.3.2. The Sarbanes-Oxley Act and Information Security
Informants described internal control over financial reporting. These accounts define the
scope of SOX compliance. Next, SOX compliance is related to information security.
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4.3.2.1. Establishing Internal Control over Financial Reporting

The objective of the Sarbanes-Oxley Act is for publicly-traded companies to ensure the
integrity of their financial reporting. This objective is accomplished by requiring companies to
provide reasonable assurance that appropriate controls are in place, and to establish management
accountability for these controls. When informants were asked to define the term control, Kelly,
an internal auditor, described a control as “[…] whatever is in place to ensure that your financial
results that are published to the world are not misstated.” Another internal auditor, Susan,
provided a similar definition, saying that “[a control] is something that ensures the accuracy of
the financial statements.” In contrasting a policy with a control, Susan explained that a policy
gives guidance on how the company will function and is broader than a control, while a control
is a specific action taken.

Finance/accounting managers and financial internal auditors from publicly-traded
companies consistently indicated that SOX compliance is focused on key controls that are
financial, as opposed to operational, in nature. Mark, an internal auditor, described key controls
as those “we need to focus on and test.” Financial internal auditors also indicated that all key
controls for SOX compliance “tie back to the financial statements,” meaning they were part of a
business process or information system that impacts the financial statements. Financial controls
were generally viewed as a means to make investors comfortable about the financial statements,
but not necessarily adding any value to the company. In contrast, operational controls have been
described as “providing benefit to the company”, “value-added”, and “identifying efficiencies
that help the company make money.” Susan gave an example of an operational control whereby
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product managers may be required to review profit margins of their respective product lines on a
monthly basis. Her example distinguishes between a financial and operational control:
While it’s absolutely crucial to our company for making money, the fact is
that if we should have sold something for ten cents more than we did, our
financial statements are still accurate. Our business might not be as
profitable as it could be. So that’s an operational control.

The common perception that business managers are primarily concerned with profit-making
activities is in alignment with the financial internal auditors’ descriptions of operational controls.
Their accounts suggest that SOX has required companies to focus on protecting information, by
implementing financial controls that protect the integrity of financial reporting. It is this shift in
company focus, influenced by regulatory compliance, that has created an opportunity for
improvements in information security risk management.

In establishing internal control over financial reporting, SOX compliance involves three
categories of internal controls: 1) entity-level controls, 2) application / process controls, and 3)
IT general controls. Entity-level controls are company-level controls that establish a company’s
internal control framework of policies and accountability. Informants across roles consistently
described process/application controls as applying to a specific software application or business
process. Multiple informants mentioned establishing segregation of duties in an ERP application
as an example of an application control. Conversely, IT general controls are not specific to a
single software application or business process; they apply to the company’s IT infrastructure.
Common examples that informants gave of IT general controls were controls in IT change
management that ensure software developers cannot access the production environment, controls
to ensure sufficient testing is done before new software is migrated to production (i.e.,
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implemented for use), and controls that establish greater oversight of users gaining network
access.

Controls may be manual or automated. Informants appeared to use the term automated
control synonymously with IT application and IT general controls, in other words, technical
controls. An example of an automated control is a software alert that is automatically generated
when a specific event occurs. Manual controls may be performed electronically, such as an email
sent by a process owner stating that he or she reviewed a particular report, or non-electronically,
such as a paper signature. While the total number of key controls for SOX varied by company,
informants consistently indicated that the majority of their key controls were manual. An internal
auditor at one company indicated that of their 500 total key controls, only 25% of those controls
were IT controls. Another internal auditor at another company indicated that their company had
implemented 142 key controls, and only 32 of those controls, or 22.5%, were automated. A third
informant, an accounting manager at a third company in a different industry, also indicated that
the vast majority of their controls were manual.

Manual controls appear to have two roles in managing information security risk. First,
manual controls were often used for end user computing. Brian, a manager of general
accounting, provides an example:
A lot of controls were added, such as […], password protecting
spreadsheets so you prevent unauthorized changes, or unintended changes I
guess I’ll call it, because the person still has control obviously over a
spreadsheet. But if others are using it or viewing it, by password
protecting it, they can read it, but can’t change it. So they have some
assurance there’s control now that there’s not inadvertently something
getting changed or erased or deleted or modified on that spreadsheet.
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Likewise, Ryan, an assistant comptroller at the same utility company, estimated that 80% of their
company’s internal controls were for end-user developed systems. He provides a practical
example of how much companies rely on end-user developed applications, particularly for
financial accounting. His account highlights the importance of information security for end-user
developed systems, such as Excel:
[T]his is not new – we merged companies. We merged [company A] and
[company B] together. We always pick the best of the two companies. We
picked Oracle as a general ledger system, and we spent 2 ½ - 3 years
implementing a new Oracle general ledger system. And then, […] we
merged with [another company]. They had SAP general ledger. We then
spent the next 3 years moving the whole company to SAP – and all the
nuances thereof. What happens in the middle of all that, in an effort to keep
the ledger running […] when you try to keep all of that happening at the
same time, and the flexibility and user-friendliness of Excel spreadsheets,
80% of my controls right now are based on end-user developed and
maintained systems.

Given that manual controls were not IT controls according to informants, and manual
controls were often performed for protecting the integrity of end-user computing applications, it
follows that some aspects of business users’ participation in managing information risk can be
independent from IT. This is an interesting finding because information security literature has
recommended business participation as a source of input into risk analysis (Alberts & Dorofee
2003:68-72; ITGI 2005; Spears 2005), but the implied assumption is that business users are
working alongside IT, not independently. However, protection of end-user computing is an
important component in protecting financial information given the prolific use of spreadsheets
and design errors that are commonplace (Panko 2007) and may have security implications.
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Secondly, manual controls were often used to formalize, or strengthen, oversight and
accountability. Dorothy, a financial controller, described an example of manual controls being
used in a governance role:
What we found was that we had to formalize a lot of things. So for
instance, things were being reviewed [pre-SOX]; analysis was being
done… We put together a quarterly forecast for the next quarter, and
[name], who is our CFO, and I, would sit down and review the forecast.
And we would say, ‘Yep, those are the numbers that we’re gonna go with.’
And those are the numbers that we gave guidance on in our quarterly
release. But, we didn't sign it. But under SOX, if it's not signed, then it's
not done because you have no proof that it has been done. So literally, one
of the things we do now is, go in, and we’re signing and stamping all kinds
of things to give evidence that it's actually been reviewed and approved.

These results suggest that manual controls play a significant role in protecting
information from internal threats. The importance of manual controls certainly does not deny the
essential role that IT controls play in establishing internal control over financial reporting. IT
controls for system access and segregation of duties within and across business applications were
commonly cited as a major requirement for SOX compliance. The reason being that internal
control over financial reporting would not be possible without these IT controls. Still, less
attention is given to the contribution of manual controls in protecting information, making this
finding noteworthy.

Although internal control over financial reporting focuses on “information” and on “risk
management”, not all SOX controls are information security-related. For example, ensuring that
financial statements are not misstated requires both integrity and accuracy (e.g. correct financial
calculations) of information and oversight over internal control. Information security is
concerned with integrity, but not accuracy. And not all aspects of oversight are related to
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information security. The next section describes how the Sarbanes-Oxley Act relates to
information security.
4.3.2.2. How the Sarbanes-Oxley Act Relates to Information Security

The traditional definition of information security is centered on preserving the
“confidentiality, integrity, and availability” of information assets. SOX primarily deals with the
“integrity” of financial information. However, when considering integrity in the context of
internal control over financial reporting, integrity covers aspects of information security, as well
as aspects of accounting principles that are not information security related. For example,
reliable financial statements, (i.e., they have integrity) for companies publicly-traded on U.S.
stock exchanges must follow Generally Accepted Accounting Principles. This is not information
security-related. The integrity and reliability of financial statements also require accurate
calculations. This is also not information security-related. Although Fred, CIO of a global
consulting firm, agrees that there are components of SOX that are information-security related,
in the excerpt below, he distinguishes between what he calls “content” (e.g., accuracy) versus the
aims of information security with regard to preserving integrity:
Most of the Sarbanes-Oxley controls are accounting controls that are
within the content of the financials reported. Information security
traditionally does not deal with content. We preserve things within
information security. You give me 234.7 pounds of garbage and I’ll
preserve and protect exactly what you gave me. So therefore, the
components of Sarbanes-Oxley that are content-specific [are] not an
information security issue. It’s a financial controls issue. That’s not
security. Security doesn’t do internal stuff, internal to applications.
Content [addresses the question] ‘Is the answer 7 or 17?’ No idea. If you
put 7 in there, I’ll protect 7. This is when you get into the integrity
component. I maintain security to ensure that nobody transitions data
outside of the authorized point.
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Similarly, Keith, a Principal in another global consulting firm, also agrees there are components
of SOX that relate to information security. However, he also distinguishes between information
security and SOX’s focus on internal control over financial reporting:
[…] it’s the controls that you put in place across the processes that protect
the data in motion or the data at rest, so to me that’s information security
versus an internal control. An internal control is whenever our supervisor
checks off that one of the accounts payable clerks actually did the bank
reconciliation. That’s an internal control. That’s not security. It has
nothing to do with it. So that’s when you start talking Sarbanes. Sarbanes
was focused on “Are we doing that right?”

In acknowledging that a sizeable component of SOX controls are not information
security-related, it becomes necessary to identify where information security is relevant in SOX
compliance. In fact, it is reasonable to assume that most information security-related legislation
will have sizeable components that fall outside the scope of information security. For example,
information security is only a component of the healthcare legislation HIPAA. Even where
components of a given legislation do fall within the scope of information security, the particular
area of security that is addressed is likely to vary among various pieces of legislation. Therefore,
in examining the effects of any given regulation on information security, it is necessary to
identify what aspects of the regulation relate to information security.

Every person interviewed agreed that SOX related to information security through its
focus on integrity. When asked how he would define information security, Mark, a financial
internal audit manager at a manufacturing firm provided a good description of integrity that
applies to both accounting and information security risk:
Well, I always take a financial auditor’s approach. My background is
financial auditing. So, one of the things we always focus on is information
integrity. From a financial audit standpoint, we would ask for reports and
say, for example, we need [documentation] support for some adjustment or
some number or whatever and they would give us a report. And you say,
“Okay, you’ve got a report; that’s great.” You could tie [the number] to
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that [report], and we’re done. Well, the question is where did that report
come from? Does the information have integrity? So I always look at it
from that standpoint. One of the components of information security is who
has access to it? If you can demonstrate that they have limited the people
who have access to it and those are the right people; if you can identify
who has been actually using it, that’s kind of my [definition]. I know it’s
broader than that, but I’ve always looked at it from a financial auditor’s
standpoint. Information security also goes into, from a public standpoint,
peoples’ ability to access our systems and our information, our proprietary
confidential information, and the controls we have around that. I’m not as
familiar with those areas, but I know we have, and I know most companies
have, all kinds of intrusion detection systems and everything else in place.
I guess that’s the other aspect of information security. So, does the internal
information have integrity? Information security is only a piece of what
goes into that, but that’s part of it. Then, do we have security from the
outside, people getting in and getting access to our information? I guess
you could say internally too; you wouldn’t want payroll information and
other confidential information internally. Do you have the right controls
around that to avoid people within the company getting access to that?

4.3.3. The Risk Management Process Used as part of SOX Compliance
The risk management process used for SOX compliance was described by informants at
each of the six participating publicly-traded companies as consisting of the following procedures:
1) defining the scope of the risk assessment, 2) developing a risk control matrix as part of a risk
analysis, 3) designing and implementing controls, 4) testing each key (essential) control
according to a test plan, 5) remediating each failed control test according to a remediation plan,
and 6) measuring open (unresolved) gaps to estimate the aggregated financial magnitude of the
associated risk (called a deficiency). A more detailed account of this process follows because this
process is central to companies’ SOX compliance efforts and is the basis for the institutionalized
risk management construct in the theoretical model.
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4.3.3.1. Defining the scope of a risk assessment

A senior vice president of risk management at a large bank, Tim, described their process for
defining the scope of a SOX risk assessment, and this process was echoed by other informants:
Well, first of all we did perform a corporate-wide risk assessment based on
… it was mapped out by business processes across lines of businesses and
their impact to our financial statements; so it tied to the financial elements.
And based on the significance, the materiality as it related to the financial
statements, we were then able to determine really in essence what our
scope is.

4.3.3.2. Creating a risk control matrix as part of a risk analysis

For each business process in scope, an analysis is conducted to determine if appropriate
controls are in place to manage SOX-related risk. According to informants across companies,
this analysis includes: 1) documenting the workflow of each business process, 2) mapping where
controls are needed throughout each business process workflow, and 3) determining if existing
controls within each business process meet a set of control objectives. In essence, this process is
a risk analysis focused on risks to financial reporting.

Dorothy, a corporate controller of a manufacturing company, describes the process used
at her company for determining which business processes are within the scope of SOX. Her
account supports the previous account given by Tim. In addition to scoping the analysis, Dorothy
explains how a business process workflow is documented:
What we do is, we scope out our financials. And based on the scoping of
our financials, by location [and] by line item, we determine what’s in scope
and what’s not in scope for SOX. [She discussed company operations in
various countries.] Then, based on what accounts are in their balance sheet
that meet that materiality threshold, then we have to go in and document
[business] processes. So like, as [the internal audit director] indicated
earlier, procure-to-pay. And that’s a whole cycle, from the time we order
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material, all the way through accounts payable cutting the check. So we
document that in the form of a flow chart. As we document that in the form
of a flowchart, we’re identifying the key controls to meet those financial
statement assertions. And then to assure that we documented that properly,
we take one transaction and do a complete walkthrough. So we start at the
beginning and we walk all the way through and make sure that the key
controls are there and that we documented it properly. Then, once we have
that done, for each key control, we develop a test plan.

As Dorothy, and other informants, explained, each business process workflow is analyzed
to ensure a control exists that meets each of five objectives (called assertions) outlined in
guidance published by The Public Company Accounting Oversight Board (PCAOB 2004). The
result of this analysis is a risk control matrix that maps each control objective (or assertion) to a
control. Dorothy provides an account how such a matrix is developed:
[…] we look for controls that are going to meet those 5 financial assertions
that are called out in the PCAOB. And so what we've done, especially this
year, [an internal audit staff person], who works for [the Director of
Internal Audit], spent time mapping all of our key controls that we are
testing to the five financial statement assertions, as well as what PWC
[PriceWaterhouseCoopers], who is our external auditor, calls CAVR,
which was the precursor to the 5 financial statement assertions. So we're
meeting both of them. CAVR stands for completeness, accuracy, validity,
and restricted access.

Kelly, the Director of Internal Audit at the same company, adds:
In each business process, or sub-process, you should have at least one
control that meets each one of those assertions.

Although PCAOB guidance was published for external auditing firms, companies use
PCAOB guidance, because they will be assessed by their external auditors accordingly. PCAOB
guidance applies the COSO framework to SOX assessments. In Dorothy’s previous account, she
referred to the PCAOB assertions, which is the same as the COSO assertions, since PCAOB uses
COSO as its framework for SOX assessments. The five financial assertions that informants
mention are, in effect, control objectives, as Mark an internal audit manager at a manufacturing
company, explains:
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We kind of use control objectives as our term. Technically it’s COSO
assertions, but the control objective is, “What controls do you have in place
to assure that the COSO assertions are being achieved?”

The purpose of documenting a business process workflow is to identify where in the
process risk may exist, and to determine if identified risks are being managed with appropriate
controls. In the most basic sense of the word, “a risk is things that can go wrong”, according to
Bill, a senior technology risk officer at a large bank. Many things could go wrong within a
business process that could cause, or contribute to, erroneous financial statements by a material
amount. The system of controls that companies establish is intended to reduce the likelihood or
the impact of various things that could go wrong and negatively affect financial reporting. In
establishing internal control over financial reporting, a risk is countered with a control as a
means of managing the risk to a level that is acceptable by the company. Tim, another senior risk
officer, explains the link between risk and control objectives:
[R]isk is not meeting a goal, not meeting an objective. You need to define
an objective. And a control is meant to either let you know that you’ve met
that objective or to limit the amount of risk you’re willing to absorb.

Informants consistently indicated that each business process workflow and each key
control, to include its objective, are documented according to standard format. As part of this
process, companies also develop a risk control matrix that maps risk to mitigating controls within
a business process. Mark, an internal audit manager at a manufacturing company, describes how
controls within a business process workflow are documented at his company:
So a narrative [within a business process workflow] is really capturing
‘here is what they do.’ Here are the dates of the activities of where that
process is. Here is what we’re doing, and embedded within that are the
controls. So as that process changes, [and] as the control changes, then a
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second document we have, a risk control matrix, is where that kind of
matches up whatever changes we are making […].
In our risk control matrices we have identified the control type and we
have whether it’s preventive or detective as one distinction and then we
have whether it’s system-based or manual. So every control has a label for
both of those categories.

Multiple informants at different companies consistently mentioned this process of
documenting business processes, controls, and risk control matrices. Indeed, Don, a Principal at a
Big Four consulting firm that provides both advisory and external auditing services for SOX
compliance, suggested that this is the standard process for companies complying with SOX.
[E]very firm that has been involved with SOX and every company that had
to be SOX compliant developed a risk matrix and that risk matrix is driven
by business process and subprocess, so risk control objective matrix is
what it’s called. So each matrix kind of conceptually would have your
process, your subprocess, and the risk. So it would list the risk and then
the control objectives. So process A maps to subprocess A1, A2 and let’s
say A3. For each subprocess you may have one or many risks, so risk
A1.1, 1.2 and so on, and then the controls. You may have controls in place
that mitigate a numbers of risks, so it’s not necessarily a one-to-one
relationship or a one-to-many or many-to-one, it could be any combination
of those.

In general, the risk analysis appeared to be a function performed, or managed by, a
department in a governance function. The specific department performing this risk analysis
varied, depending on organizational structure. For example, risk officers at the financial services
company managed this analysis. However, the manufacturing firms that participated in the study
did not have risk management departments, so their internal audit departments managed this
analysis. Some companies also had assistance from external consultants in mapping risks and
documenting controls. The extent to which process owners, or their staff, participated in this risk
analysis varied by company. Where process owners were reported to participate in the risk
analysis was in documenting business process workflows, as Susan describes:
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Process owner is […] someone within the business that we say owns that
process. I’ll give you an example of one of our processes – say, order-tocash. The whole process from the point something is ordered to the point of
time that we receive the cash for that order. So we have one individual that
we have defined as the owner of that process for SOX. They are
responsible for making sure the documentation is correct and kept updated
for that entire process.
4.3.3.3. Designing and implementing controls

Controls are designed to meet one or more objectives. A control could be a manual or
automated procedure. Once controls are designed, they must be implemented; that is, put into
effect. Given that controls are intended to mitigate risk within business processes, the business
units are often involved in the implementation, or performance, of the control. However, internal
auditors, risk managers, or external consultants were most often cited as the control designers.
When asked who participates in control design at his company, Tim, a senior risk officer at a
bank explained:
The risk officers in conjunction with our corporate information security
group along with our internal audit group got together and proposed what
we believed to be the appropriate design of the control. Before we went too
far we then sat down with our friends at [external audit firm] and allowed
them to review what we’d done to say, “Okay, if we implement this, is this
going to fix our problem and satisfy you?” So there’s a lot of partnering.

When asked if business process owners were involved in any of the decision-making on
controls, Dorothy explained that business people who would ultimately be performing the
control as part of their daily job were consulted to determine the feasibility of the proposed
control:
Sure, I think that as we documented the processes and identified controls,
and maybe found an area where we needed to add a control, we had to go
back to the process owner. We had to understand more of what they were
doing. And we had to work with them to identify the appropriate controls
to put in place. We didn’t just go in and slam a new control in without
them having any say. We had to make sure that it was something that they
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could live with, that they could perform on a regular basis, and that it made
sense for the process we were adding it to. So yes, they were decision
makers from that standpoint. Now, I think the ultimate decision rested with
finance, between [the internal audit director] and myself, because we were
the ones that had to assure that we were going to be SOX-compliant at the
end of the day.

Regardless of the extent to which business process owners documented workflows or
provided input into control designs, there was a general consensus among informants that
business process owners are the ones ultimately accountable for controls. For example, Tim
asserts:
They own the process. Hence, they own the risk. Hence, they own the
control. They manage that every day. I’m only here to make sure that we
have identified that and we’ve assessed the risk and we’re giving it its
appropriate attention.

As an example of distinguishing between control design and performance, and between
the role of process owner versus internal auditor, consider a control for allocating access to an
ERP system. The control design may outline the procedures that a business person will go
through before granting access. The business person is actually performing the procedures and
will determine who should have access to what, based on some decision criteria. The control, or
procedure, is intended to reduce a particular risk, such as one person having too much access,
thereby creating a security vulnerability. Based on informants’ accounts, it is expected that the
business person being held accountable for the control will ensure the control is being performed
as designed. Susan, an internal audit manager at a manufacturing company, distinguishes
between the role of a functional business manager at her company in performing a control for
granting system access versus internal audit’s role in designing and assessing control
effectiveness.
Researcher: [Internal auditors] would be involved in determining who
should have access?
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Susan: It’s the functional manager. We would only be involved from an
auditing standpoint in looking at were they granted access; did they have
the proper approval? So if our control is in place that the functional
manager has to approve granting access, we would go in and test to see did
they grant access based on that approval or did they grant access because
somebody called them and said it would be a nice idea. Then the other
thing is the segregation of duties testing, that we verify that it was being
performed and the reasonableness of that. We’re not just looking at “did
they do it,” we’re saying “did they do it and do we agree with their
conclusion?”
4.3.3.4. Testing Controls

As part of SOX compliance, controls are typically tested internally, and then again
separately by external auditors. The frequency of testing varied by company, but informants at
each company indicated that testing was performed at least once per year. As Susan previously
indicated, auditors assess both the design and the performance of a control. Tim gave a similar
account in explaining control testing at his company. He adds that a control must be
implemented for some period of time before an assessment can be conducted on its effectiveness:
Tim: With an internal control you have two components: the design and
the performance. […] With the internal control you need to first assess the
design. Is the design appropriate to mitigate the risk identified? So if our
risk was inappropriate access to financial systems of record, our control
would be access control. Is the design of access control sufficient to
mitigate that risk? Well, after design then you have performance, because
even though you design the control correctly it doesn’t mean the system is
going to do what you expect it to do if it’s a systematic control, or the
people are going to do what you expect them to do if it’s a manual control.
So then you need to allow those transactions, the process, to live and
breathe at the end of the time period that you’re looking to attest to perform
your testing and allow the testing to speak to the effectiveness of the
control.
Researcher: So when you test the control do you have like a checklist or
something and you go down the list and you say, “Yes that passed, that
passed”, or how do you do the testing?
Tim: We have a program designed, a written program, not necessarily an
application. A written program designed for every control with the intent
to test the primary attributes of every control.
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Kelly, an internal audit director at a manufacturing company says that finance people
conduct internal testing at her company; otherwise, testing is left to external auditors. She
explains that testing requires competence in controls testing and the subject area:
[O]nly the financial people tested the controls. They could be performing
the controls – not only helping us document it, but performing the controls
too. But I think outside of finance, you have to have competent people
testing and documenting the work, and external auditors are pretty narrow
in their definition of what competency is. And so, right now, we’ve
[inaudible] to the finance staff and degreed accountants here. Companies
are now moving toward that. Companies are moving toward, in the future,
self-testing of their own controls. We’re not there yet, and I don’t know
that we’ll be there next year either. I don’t know that we’ll do that. Maybe
some day we’ll do that. Right now, our auditors are competent people
testing the controls.

Brian, manager of general accounting at a utility company, also indicated that his group
tests controls, while internal auditors designed the controls:
Internal auditing helped design all of this for us. We did the testing.
4.3.3.5. Remediating Control Gaps

A failed test of a control is called a gap. Kelly explains what happens when a control does
not pass its test:
If you said a control was in place, then hopefully your testing would show
that it was operating effectively. And operating effectively meant no
exceptions. And if there were exceptions […], you identify it as a gap;
that’s the word you use. And then you remediate that gap.

Susan, an internal audit manager at another manufacturing company, explains that a
remediation plan is developed that specifies how a failed control will be re-tested. Her account
also describes roles and responsibilities in remediating gaps:
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Susan: We call it a remediation plan. I think that’s a pretty common term.
You know there is the gap, which I think everybody is calling it that now;
when you’re testing a control and it wasn’t perfect, they call it a gap. And
then there’s a remediation plan. How are you going to fix that?
Sometimes it’s a simple thing. Somebody made a mistake [inaudible].
Other times you think, “Oh my gosh, there is something wrong in the
process; we really need to do something a little differently to make sure we
don’t have this gap again.” But they are the ones responsible for deciding
what that remediation plan is going to be.
Researcher: The process owner?
Susan: Yes. I usually get involved with it a little bit. Sometimes I might
say, “That’s not going to fix it”, or “That’s not acceptable to us. We still
don’t think that’s going to fix the control.” But for the most part, they do
it, or at least people that work for them do it. They know. They live it
every day, so they know what they need to do.
Researcher: Do they have to put a timeline, like “I will fix this by date
such and such?”
Susan: Yes.
Researcher: Does it get rechecked?
Susan: Yes. It definitely does because our communication to everybody
is the date that you put there, it will be fixed. That means you are ready to
have an auditor come visit you on that date, meaning it’s been fixed. So, I
think last year was probably a good learning process because if they put in
a date that they hoped, they would just end up with another gap because
it’s not fixed. [For example, a process owner may say] “We were going to
do it by May 30th.” But it didn’t get done until June 30th. “Then you need to
change the date.”

Susan’s explanation was echoed by other informants. This account of remediation testing
for SOX compliance has three implications for the risk management process. First, a documented
process was used to remediate gaps. Second, it’s not the auditor who is responsible for fixing a
gap. Instead, it is the owner of a particular business process who participates in this process. In
other words, remediating control gaps is a collaborative effort involving people across the
business, extending beyond auditors. Third, process owners are held accountable for ensuring
failed tests are fixed (remediated) by a specific date.
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4.3.3.6. Measuring the Potential Financial Impact of Open Gaps

At least once annually, companies are required to estimate the potential financial impact
of their open (unresolved) gaps. Each open gap is measured, and related gaps are aggregated to
estimate the total potential financial risk. This aggregated estimate is referred to as a SOX
deficiency. Depending on the financial magnitude of a deficiency, it gets reported to the Audit
Committee on the Board of Directors, or externally to the external auditors. Any “material”
deficiency gets reported on a company’s financial statement. Susan explains the process her
company went through in estimating the financial impact of an open gap:
Every gap that was not fixed by the end of the year we needed to assign a
dollar value to that gap. And, what we had to document – we have a binder
that we put together in an electronic file for review by our CFO for review
by our external auditors – each gap that was not fixed by the end of the
year and how we determined the dollar value. And the dollar value is not
the error that occurred, but what could have happened, what could have
been the financial impact if this control wasn’t operating. And that is
definitely an art and not a science because we went back and forth.
There’s a few, “Yes, that’s fine” and a few that they said, “We think it
could be this.” So there was discussion, or more documentation, about
why in our opinion it could only have been this [dollar value], and that gets
into our complicated controls. Like, if we might have had a control that
failed we said the impact could have only been this [dollar value] because
we have another control over here that, had it gotten up to a million dollars,
we have this control over here that would have caught it if it were a
million.

Multiple informants described a similar process for measuring their open gaps at their
fiscal yearend. Not all gaps conveniently tie back to the financial statements. Given that access
control is a major focus in SOX compliance from an information security perspective, informants
were asked how dollar values were estimated for gaps in access control. One internal auditor
commented on the difficulty of estimating a monetary value for gaps in access control:
We had one person out there that had access to inventory control. But she
had access because she needed it for her job. Then, I tried to eliminate it.
Then, it was accidentally left. It was an oversight. So she was out there.
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But you know, you can’t quantify that. You know, you reconcile your
inventory at the end of the year. She had access to inventory. [The finance]
group was signing off on balances. You know your inventory balances are
stated properly; you know that she didn’t get into there and do anything; so
you can’t put a value on that gap. So it wasn’t measured.

Although this account illustrates the challenge in estimating the financial impact of a single gap
in access control, a deputy chief information security officer at a bank described three ways in
which improvements to access control can measured. A director at an applied research center
also indicated ways in which access control improvements can be measured. However, to stay on
topic of this section on measuring gaps, those accounts are not provided here.
The estimated values of open gaps are aggregated to determine if, or the extent to which,
a company is deficient in its SOX compliance. As Dorothy explains, there is a hierarchy of
deficiency levels, depending on the estimated financial impact:
You can have a deficiency, a significant deficiency, or a material
weakness, [depending on] the dollar values. And so if it’s a deficiency, we
don’t need to report it anywhere outside of [the] Finance [department]. If
it’s a significant deficiency, we have to report it to our Audit Committee,
and if it’s a material weakness, it gets reported externally.

Informants across multiple companies also described these same three levels of deficiencies and
the same required reporting to audit committees and external auditors. Susan indicated the
established thresholds for determining levels of deficiencies:
5% of pre-taxed income is considered material weakness and then 20% of
that is considered significant. Anything else below we say is just a gap.
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4.3.4. Implications of Informants’ Accounts of the Risk Management
Process Used for SOX Compliance
In analyzing informants’ accounts of the risk management process their companies
followed for SOX compliance, six salient findings emerge. Each is discussed next.

4.3.4.1. Common Process and Language Used Across Companies

First, there was significant convergence among informants’ accounts of the overall
process, including the language used throughout the process. For example, all informants who
provided accounts of their companies’ SOX compliance described using business process
workflows as a tool to locate where controls existed, and needed to be, within the process. These
informants also spoke of business process owners, testing, remediation testing, the same types of
documentation, financial assertions, IT general controls, IT application controls, etc. It was clear
that a common process was being performed across companies, and a common language was
used to describe elements within the process.

The consistency among informants’ accounts of this risk management process can be
attributable to companies applying guidance received from the same three sources: 1) the widelyused industry guidelines COSO and COBIT, 2) Big Four accounting firms that provided
advisory/consulting services, and 3) Big Four accounting firms acting as a company’s external
auditor. While SOX prohibits external auditors from providing consulting services to the same
firm, all SOX companies interviewed indicated using one firm for consulting services to help
them with their initial efforts to comply with SOX, while using a separate accounting firm as
their external auditor. Even though external auditors do not provide consulting services, they do
indicate to their clients what actions would be considered acceptable for compliance, as Tim
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indicated above in one of his accounts. All SOX companies interviewed used COSO for
accounting-related guidance, and COBIT for IT-related guidance. Another trend that was noted
during interviews that contributes to a common process being used across companies is all the
SOX companies interviewed had hired people from the consulting firm that initially helped with
SOX compliance. Five of the six firms interviewed indicated hiring people in key SOX roles
within the company from Big Four firms. In other words, consistent practices and language were
implemented across companies.

4.3.4.2. A Well-Defined Process through Documentation

A second salient finding to emerge from the informants’ accounts of the risk management
process was the amount of documentation that was developed throughout the process. Informants
described using standardized templates for documenting business process workflows, control
designs, test plans, and remediation plans. Documentation has resulted in a formalized process
for managing risk to financial reporting. Dorothy provides one example in the following account:
[The company] had very strong controls in place for years and years. The
thing was, we didn’t have formally documented processes, so in terms of
flowcharting the processes, identifying the key controls, putting together
test plans, formalizing all of our policies and procedures. And that was
what caused the first year [of SOX compliance efforts] to be so horrendous
– because of all the infrastructure that we had to build.

Several informants described various process improvements that have occurred as a result
of documenting their processes as part of their SOX compliance efforts. In some cases,
inefficiencies in the business process workflow were eliminated as people stepped through the
process in detail while developing the documentation and noticed unnecessary steps in their
processes. Documented processes have also resulted in more effective controls assessments. For
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example, when Mark, an internal audit manager, was asked if there was any benefit to all of the
documentation, he replied:
I think there was some benefit of it. From an internal audit standpoint we
would go and do formal audits in certain areas and we wouldn’t have
anything really to look at to start off. We would just start asking questions
and start doing testing and maybe our testing didn’t really make sense
because those aren’t the controls they really had in place, but now we have
something that says here’s how our process works. Here’s the control we
have in place. Here’s what we can test. So from an internal audit
standpoint it has certainly been helpful.

Informants also described how documentation has resulted in informal training on
business process workflows, information use, and key controls. Brian, a manager of general
accounting, describes how documenting processes has affected his staff:
Our accountants know their processes a lot better. They understand them a
lot better. They are much better documented now than ever before. SOX
has made us stop and think that it’s gotten the individual out of, “Well, I’ve
always done it this way.” And clearly identify in those cases where we
may have always been doing it this way, but do you fully understand why
you’re doing it and the ramifications if that number is not correct and why
it has to be correct. Now you know all the pieces to this puzzle as to how
your one journal may not seem like much to this accountant, but now they
understand not only the input and where the data is coming from, but this
process also included the output of where it’s going to and what it’s used
for. So they really get a much better appreciation of that and we’re holding
them accountable for making sure that they do not shortcut any of these
processes.

Kelly, internal audit director, and Dorothy, finance comptroller provide a similar account of how
documentation has helped with training employees:
Researcher: In documenting the processes, is that beneficial in some other
area outside of this? It helped you identify where the controls are and
where they need to be, but…
Kelly: Maybe training the people.
Dorothy adds: It is supposed to be a living, breathing document as things
change. So I think that – for instance, a year ago, I hired an assistant
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controller, and when she came in, I had her read through -- she’s
responsible for, all of the general accounting areas report into her – and she
went through the SOX documentation to get an understanding of our
processes that were under her responsibility. So it can be used as training
document as people change jobs.
4.3.4.3. Increased Awareness through Business Participation in Risk
Management

A third salient finding from informants’ accounts was that business users from the
functional lines of business actively participated in risk management activities. While specific
tasks that business users performed varied among companies, informants from each of the
publicly-traded (i.e., SOX) companies indicated that business users contributed to: a) developing
business process workflows, b) decision-making during control design or implementation, c)
performing controls, and d) remediating failed controls. Informants at SOX companies
consistently indicated that business users had an increased awareness of controls, and in some
cases, information usage and risk, as a result of their participation. For example, Susan suggested
that business participation has led to business users’ awareness of controls:
Researcher: Has it had any impact on awareness of anything within the
organization?
Susan: Awareness of controls. I don’t think anybody even thought about it
before SOX.

Nelson, IT director at a manufacturing firm explained that business users did participate
in approving system access requests prior to SOX. However, what changed as a result of SOX
compliance was business users being involved in reviews, and as a result, gaining greater
awareness of who has system access:
Researcher: [D]o you think that [SOX] helped more users get involved in
security?
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Nelson: Yes it did. In fact, well, even before SOX, again, the company
had that IS user request. We had to get their proper approval for them to
get access and the approval comes from the business not IS. All we do is
add the user. So we were doing some of that already. I guess the biggest
thing is that we had to go back and do another review two to four times a
year to ensure that people did have the right amount of access. It made
them more aware of who has access to their systems and is it valid, which
we weren’t doing before.

Kelly, an internal audit director at a different manufacturing firm, suggested that business
user participation heightened user awareness of information availability. She and the financial
comptroller also describe signs of heightened awareness in the following accounts:
Kelly: You know, I think that people have a heightened awareness of
availability of information, internally really, and I guess externally too. It
may have had some seeds in Sarbanes, and it [inaudible]. That's really what
started it.
Researcher: What are signs of heightened awareness?
Kelly: More of a response. For example, we have to do a 302 certification
on a quarterly basis in terms of just verifying that there are no changes, and
internal controls. And as part of that, we send out a sub certification to key
managers in the company, and they come back with responses about
having the ability to access sensitive information internally. It's [sensitive
information] more available than they would have expected. So we see
people [key managers in the company] coming back and bringing up things
that maybe they wouldn't have done before. [Turning to Dorothy,] “Is that
a fair statement?”
Dorothy: Yes, and I think that we hear more and more people, either
asking questions, or making statements, do we need to do this for SOX?
Do we need to have this approved for SOX? Do we need to have this
documented for SOX? So I think we have done a fairly good job, it's not
perfect yet, but we've done a good job of SOXizing the company and in
increasing the awareness of people in the company so that people are at
least asking questions.
4.3.4.4. Accountability through Ownership

The fourth salient finding to emerge from informants’ accounts was increased
accountability. A framework of accountability has been strengthened through the role of business
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process owners. One informant provided a written description of the process owner role used by
his company as part of their SOX compliance:
A process owner is an individual with the organizational empowerment to
make changes to a process plus the accountability for the overall accuracy
and integrity of the transactions handled through the Process. The Process
Owner is also responsible to ensure that the financial information contained
in their process is properly transmitted to the general ledger for ultimate
preparation of the financial statements and disclosures. The following
activities represent a Process Owner’s role: […]

Arnold, an internal audit manager at a utility company, described the process owner role
as “just a way to organize accountability.” Possibly depending on the size of the company, or the
size of the process, some companies have separate process owners and control owners, with the
former being a higher-level manager, and the latter being responsible for the day-to-day details.
Otherwise, the process owner is also the owner of controls within his or her business process. A
written description from the same company defined the control owner role as someone who
handles the day-to-day activities, ensures proper training and guidance on policies, ensures SOX
compliance, and is held accountable for SOX control activities.

Considering that SOX was enacted as a result of several major corporate fraud cases, one
could associate the purpose of this increased accountability with having someone to point to, or
“hold” accountable, in cases of irresponsible employee behavior. Susan, an internal audit
manager, suggested this may be one use of accountability:
When the initiative is to comply with Sarbanes-Oxley I think all the
companies that were really successful were successful because they
assigned accountability for the different …. They defined these roles and
they put people in these roles and they made them accountable for these
areas or processes, even just specific controls. So when they didn’t
function appropriately there’s a name attached right to it, so you know
‘who should we go talk to about why this control isn’t functioning.’
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Aside from viewing accountability as a coercive measure, Susan’s and several other informants’
accounts implied that accountability in SOX-related risk management is established as a means
to formalize an organizational structure of roles and responsibilities in order to ensure policies
are effective. In other words, accountability helps to organize activities to facilitate policy
performance. In ensuring organizational policies are effective, accountability appears to be used
in three related ways: 1) formalizing ownership responsibility, 2) formalizing lines of
communication, and 3) ensuring policies are followed. The following accounts illustrate these
uses of accountability.

Formalizing Ownership Responsibility
Tim, a senior risk officer at a bank, was one of several informants who described how
ownership of risk and risk mitigation has been more explicitly assigned to process and control
owners:
For example many individuals used to think that internal audit was a
function that was in place to help manage our risk. No. Internal audit is
there to ensure you’re managing the risk as you should be. […]
Ultimately, we have moved ownership from wherever everyone else
thought it was to where it really always has been and should always be
which is at the process owner, the control owner, the person performing the
function. It’s always been there, they just never realized it.

Ryan, an assistant comptroller at a utility company, echoes Tim’s comments about moving
control ownership to the person who performs a particular function:
As we get into the 2nd and 3rd year of Sarbanes-Oxley sustainability, we in
general accounting, which is the reason you’re talking to Internal Audit and
General Accounting, we can’t be the control. The people who put in the
numbers in the first place have to be the control. And that was the first
reaction when we did…sub-certification.[he explains the idea/practice of
sub-certification...] But sustainability says, “I’m going to make you
responsible for these controls.
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Dorothy, a financial controller at a manufacturing company, suggested that accountability was
not necessarily increased, but was instead formalized through documented processes:
Researcher: Were there any increases in accountability in terms of
designating specific roles or individuals accountable for certain things?
Dorothy: There probably was along the way. I can’t think of any specific
examples. Again, I think we formalized accountability by documenting all
the processes.

Formalizing Lines of Communication
Leslie, a Deputy Chief Information Security Officer of a large bank, described “relatively
new” roles defined as part of their framework of accountability for access control. According to
Leslie, a data steward is “a fairly high-level person in the business that owns the information.”
A data steward designates a staff person as an Access Control Specialist (“ACS”) to implement
access control policy. A data custodian is the data steward’s IT counterpart. Leslie explains how
these two senior managers, from business and IT, interact to ensure information is being
protected:
They’ve got a lot of lower level people actually doing the work, but they’re
the ones responsible for making sure the technology matches the business
process. So these two people way up here are making sure they’re in sync
of “Are you protecting my information?” “Yes, I’m protecting your
information. Here’s how I’m doing it. Here’s what’s not protected. Are
you okay with that?” “Yes, I’m okay with that.”
[…]
So there are a lot of communication lines and connections and roles and
responsibilities we’re trying to formalize to make sure the right people are
talking.

Ensuring Policies are Followed
Dean, a Director of Information Systems at a manufacturing firm, discussed a data
counsel of senior executives formed at his firm. The data counsel is working on implementing a
data classification policy that is viewed as a critical component to managing information security

96

risk in their company. Dean describes the role that accountability plays in ensuring effective
policy implementation:
Dean: [A]ccountability revolves around who owns the information. Who
makes the determination, especially in a restricted mode, who has access to
that [data]. There’s accountability at every level to require individuals in
an organization to adhere to the classifications. You can build all the
classifications you want; if nobody adheres to them, it’s actually worse
than having no classifications at all.
Researcher: So some type of assurance that the policies are actually being
implemented?
Dean: Yes, and being followed.

4.3.4.5. Institutionalizing Risk Management

Most informants mentioned the goal, or the need, to make risk management become
institutionalized within the company. They described this as “making it part of the way we do
business”, “transparency”, “culture”, etc. Institutionalization, as described by informants,
appears to require business users to actively participate in well-defined policies and procedures
for managing risk as part of their day-to-day jobs.

Some informants suggested that risk management practices followed as part of their SOX
compliance had already become institutionalized. For example, Brian, an accounting manager,
suggested that risk management performed for SOX is a routine, on-going process:
[T]he thing is to keep in mind, SOX is not something that was just a onetime process. It’s now engrained that it’s part of the routine.

Jim, an IT audit manager at a real estate company, stated how SOX risk management is
perceived at his company:
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SOX is not thought of us a project. It’s a way of doing business.

Although companies may be trying to institutionalize information risk management
across their business units, informants indicated that it is a cultural shift that takes time. For
example, when asked if there were any limitations to broader business participation in
information security initiatives, Bob, a director at an applied research center, explained:
[T]he only negative I would give you is, it’s challenging, because for most
organizations it represents a cultural shift in the way they do business.
They relegate responsibility for security. They are relegating responsibility
for information technology to the IT information security departments and
so those lines of communication aren’t there. But we would argue that
those folks, the information security professionals, aren’t doing their job
and can’t truly be doing their job unless they draw on the information and
insights that would come from allowing others in the organization to
participate and we would say vertically as well as horizontally. You want
to make sure those people at the practitioner level or in these areas are truly
responding to the priorities as set almost from the board level on down.

When asked the same question regarding limitations associated with broader business
participation in managing information risk, Arnold, an internal auditor at a utility company, also
suggested that, although institutionalizing information risk management across business units is
needed, it’s still a challenge:
Researcher: How about limitations?
Arnold: The limitation is that, sometimes it’s referred to as a deferred
maintenance project. […] We’ve gone through downsizing and all of that.
That’s where a lot of these controls and process manuals kind of got
thrown away or outdated or what have you. So because it was deferred
maintenance, you didn’t have the staffing to do it. So other things aren’t
getting done. And so, it’s a challenge to get people to look at it as part of
their process, not an add-on, and to change the initiative from being a
project to being more of a process embedded in everything we do…in your
day-to-day processes.
Researcher: So those are challenges?
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Arnold: Right. Those two challenges can be summarized as being
sustainability. We can’t sustain testing 2000 controls a year. We need the
right size of controls, and we need to get the process owners and

business on board in doing it, making it part of what they do.
While Bob’s account highlights the need to draw insight from business practitioners,
Arnold’s account suggests a second important reason for business participation: sustainability of
controls. Similarly, Dean, Director of Information Systems at a manufacturing company,
suggested that business participation is required in order to make security part of business (i.e.,
institutionalized:
Researcher: What would you say is the biggest benefit to having what I
would say business or the users involved in security?
Dean: Self-policing. Again, a corporation sets policy. We implement
policy. IT puts the technology on it, but the visibility of security across the
organization is a lot better than just having a security department in IT. It
becomes part of business, I think would be the way to put it. You got to
make security part of business.

Leslie, a Deputy Chief Information Security Officer at bank, echoed other informants regarding
the role of business participation in institutionalizing information security risk management:
Our biggest problems are the same problems everybody else I talk to is
dealing with which is culture and getting people to embrace security
responsibilities and make it transparent to their business.

While internal auditors and information security experts underscored the need for
business participation in managing information risk, internal auditors’ accounts highlighted the
contribution that internal audit makes to information security. In other words, business users,
internal auditors, and IT professionals each make unique contributions to information security
risk management. Business users bring context to information security through their knowledge
of business processes. They also are the ones working most directly with information, so any
protection of information would intuitively require their participation in some capacity. The IT
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group provides the technological tools needed to enable both business processes via software
applications, as well as security processes. Given the reliance on IT for information processing,
their participation in protecting information is clearly essential. What has received very little
discussion in the literature is internal audit’s contribution to information security. Internal
auditors have a history of experience in designing and testing internal controls, and this skill is
essential to providing assurance of a company’s information security risk management.

Fred, a CIO at a large global consulting firm, explained that designing a system of
controls requires two sets of expertise: the person who knows the context, and the person who
knows controls design. His account implies an interdependence among these two roles to
establish a system of controls:
[Business users] don’t have to understand controls. That’s my point. It
really takes two sets of specialist who each understand their side very cold.
[…] Most of the people that are experts in whatever don’t care about being
an expert in something else. All it takes is two experts getting together to
form a system of controls.

Although in that particular conversation, Fred was distinguishing between business users and a
controls design expert, his account suggests there are three skills needed to manage information
security risk: 1) business process knowledge, 2) information technology knowledge, and 3)
controls design, implementation, and testing.

4.3.4.6. SOX as a Source of Subunit Power
Power is described as the ability to get actors to do things they would not otherwise do
(Jasperson et al. 2002; Pfeffer 1981). Several informants at multiple companies indicated that
SOX enabled them to get business users to actively participate, or to increase their participation,
in managing information risk as part of SOX compliance. Indeed, Don, a Principal at a global
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consulting firm, echoed this observation, suggesting that regulations are forcing business users to
become more involved:

[Because of laws and regulations,] that’s where the users were forced to get
involved. Otherwise, unless the organization itself as a whole has a good
management philosophy in place and there is a good relationship between
IT and the business, yes, users don’t get involved unless they are kicking
and screaming.

When Susan, an internal audit manager at a manufacturing company, was asked if SOX
compliance efforts had been useful to the company, her reply suggested that business users had
to do things they would not have otherwise done:

Researcher: Has it been a useful project do you think?
Susan: Do you mean SOX? You know what, it has and I hate to say it
because people hate it so much.
Researcher: Really, they still do now?
Susan: Yes.
Researcher: Why do they hate it?
Susan: Because they think its so much bureaucracy. They have to sign for
everything. They have to keep things that maybe they didn’t used to keep.
They are being held accountable for a lot more things than they used to be.

Multiple informants expressed in various examples how they “raise the SOX flag” as
necessary to get business users to perform activities, or to be able to exert greater control over
managing information risk. For example, Mark, an internal auditor at a second manufacturing
company, was previously an external auditor at a Big Four accounting firm. He described the
increased authority that SOX provided him as an external auditor, and auditors in general:

Mark: From an external auditor’s standpoint, Sarbanes-Oxley gave us …
it gave us the authority to look into these areas and get into these areas
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more where we never really did before. A lot of times we would have to
… The question was, “Well, what does that have to do with our financial
audit?” Again, I’m talking from an external auditor’s standpoint, “What
does that have to do with our financial audit?” Well, SOX kind of gave us
the ability to say, “The law.” I mean Sarbanes-Oxley requires us to look
into these things and we never used to look at these things in the past. I use
it all the time to be honest with you. It’s actually a good tool for me
because I get all the time, “Why are you looking at this?” “SOX.” And
that will stop them from asking questions and let us proceed. I think it’s
the same thing with internal audit where the expectations we were
primarily responsible here at least for our plant audits, our manufacturing
plant audits throughout the country, and not really getting into this stuff.
But now, the same thing where there is a lot more authority given to us
because it’s part of management has to have an assessment and we’ve been
the ones tasked to do all the workload in the [inaudible] of that assessment.
So we have that, and we have the audit committee’s backing, senior
management’s backing to get in to have the access to stuff to do stuff that
we’ve really never done before.
Researcher: What is it about SOX though that allows…if you say I need
it because of SOX, why does that have meaning to who you are speaking
to? Was there maybe someone higher who said this is a company initiative
and this is important, or is it is just that they know it’s a law, or what is it
exactly?
Mark: I think it’s both. [inaudible] It’s gone all the way up to the top.
Sending out a tone from the top.

In other words, Mark explains how senior management at his company made it clear to
employees that SOX compliance was important to the company, and this provided auditors with
the ability to conduct more thorough audits. Multiple informants echoed similar accounts that
also included having the authority to implement a more formalized, or an otherwise improved
process for managing information risk. Arnold, an internal auditor at a utility company, also
indicated how SOX has been a source of power for internal auditors:

SOX gave us the forum to talk about these concepts. Initially, some process
owners fought back. But once they understood how it was to their best
interest, then they were able to move on. But without SOX, they wouldn’t
have given us the time of day.

102

Tim, a senior risk officer at a bank, suggested that SOX has raised the perception of the
importance of the internal audit function:
First of all Sarbanes-Oxley made it a requirement that every publicly
traded company had an internal audit function. So those that did not, now
you have this new spot on your org structure that says internal audit. If
they were already there it raised the level of awareness to, “Wow, they are
important now.”

Not only have auditors received increased subunit power toward managing information
risk, the IT organization has too, according to Don:
[S]ome IT organizations actually embraced SOX in a number of areas
because it allowed them to do things they weren’t able to do before. In
other words, in some organizations business was just running ramped,
basically telling IT [to] do this, do that, without much controls around it,
okay. So in some aspects the IT organization embraced SOX because it
allowed them, much like the external auditors – now they have a stick if
you will. Where before this, auditors could not… not could not, would shy
away from, taking a position against management for the risk of losing the
account basically, much like IT. So now IT in some organizations would
say, “No, I can’t do that. You have to go through the proper process for
me to do this for you.”

4.3.5. What Contributes to Regulatory Influence on Company Policies
Quantitative data were not collected on any regulation’s objective influence. Instead, the
focus of this study is a regulation’s influence based on organizational perceptions. In discussing
the influence of various pieces of legislation, to include HIPAA, SOX, FISMA, and California
1386, on companies’ internal information security practices, Keith, a principal at a global
security consulting practice, suggested that regulatory pressures may have an effect if: a) the
regulation is enforced, b) if there is a financial impact associated with non-compliance, or c) if
the external organization controls a resource that is critical to a company’s survival. Although
Keith’s account quoted below focuses on regulatory influence, he also mentioned external
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commercial influence. For example, he mentioned the commercial pressure that retailers felt to
comply with Payment Card Industry (PCI) standards for protecting information as required by
Visa. Wal-Mart was another example of external commercial influence. These commercial
organizations control access to critical resources. With regard to regulatory influence, Keith
suggested that HIPAA has not been enforced, so is not having the same impact as SOX;
California 1386 is having some influence because of the costs associated with non-compliance;
finally, he suggests that SOX has been influential because companies need external auditors’
attestation on the financial statements:
[Enforcement:]
The key to it is enforcement. I mean nobody is going to do anything unless
there is a reason for it. Security is done for a reason right? It’s not done
just because it’s the right thing to do. So what you find is that when you
talk about major companies they are going to try to protect brand, protect
revenue streams, keep supply chains moving. Right? You look at security
from that. Now those are things for them. […]
[Cost of non-compliance:]
So the factors that you’re looking at are what’s the cost impact of not doing
something? And what you start to see is that California [inaudible]
anesthetics right? All the mailings you’ve got to send out now right, on top
of it. So people are starting to say, “Wait a minute, maybe we should think
about this more sensibly. I’m not about to spend $10 million and then
worry about a gambling theft and that stuff and then how do you go about
it?” So that’s an issue. The other issue then starts to be when the FTC
[U.S. Federal Trade Commission] gets involved because then if you have a
policy saying this is what we do and they come in and find out that’s not
what you’re doing then they are going to sock fines on you for that and
consent agreements. […]
[Enforcement and external control over critical resources:]
If it has a negative impact to the bottom line. Who has been slapped with a
HIPAA fine? In all your research who went to jail? Anybody? You never
see one case. [...] HIPAA…yes, people did it. But you know what, have
they maintained it? I doubt it. Something has got to happen. I’m waiting
for someone to be made an example of, and until that, no. You know,
Sarbanes did it [was influential] because again there was an impetus to the
degree that you weren’t going to get signed off on your financial
statements. The external auditors were going to do a lot of testing before
they signed off on things.
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In the last paragraph of Keith’s account, he implies that news events can have an impact
on the degree to which a regulation may have influence. For example, the collapse of the
accounting firm giant Arthur Andersen that coincided with the enactment of SOX provided a
vivid example to the remaining Big Four accounting firms of what could happen when auditors
sign off on fraudulent financial statements. Leslie, a Deputy Chief Information Security Officer
at a bank, also noted the influence of “media hype” and a company’s concern for its reputation:
[Y]ou’ve got these breach laws out there that say you’re going to be
splashed across the front page of the paper and your name is going to be
mud next week. Yes, breaches used to occur. Yes, we probably let the
customers know before. The media hype around this, not really the
regulator. It’s more the media that is the threat.

Leslie described what she termed “reputation risk” in contrast to other information risks that
could cause actual damage to a customer.
[T]here is this idea of reputation risk, so it’s forget about whether anybody
is really in danger. The answer is if you saw that in the front page of the
[local newspaper] tomorrow what would happen? So those are like
breaches and things like that. Some breaches are real and the customer is
at risk. Some of them just look bad. And what kind of reputation risk do
you have from that?

Certainly, the events leading up to the enactment of the Sarbanes-Oxley Act of 2002
drew a significant amount of media coverage as executives from several major companies were
investigated for and convicted of fraudulent activity, and as the Arthur Andersen accounting firm
collapsed (though their conviction was later overturned). To both Keith and Leslie’s points, it
may be the threat of media exposure that prompts companies to react to a regulation, such as
SOX for example. If media hype is the impetus behind a regulation’s influence, the implication
is that when media hype wanes, so would the regulation’s influence. Similarly, if companies
comply with SOX in order to gain their external auditor’s attestation on the financial statements,
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intuitively, companies may only perform to the minimal standard required by the external
auditor. Susan’s account below has such an implication. Susan is an internal auditor working on
SOX at a manufacturing company and was previously an external consultant on SOX. When
asked what struck her most about her experience working on SOX, in both her external and
internal auditing roles, she shared her general observation:
Researcher: [M]ore generally, what strikes you most from your experience
working on [SOX compliance]?
Susan: Probably how much work and how much it costs to implement a
law that’s so general that people ended up doing so much work for it, that
now, we’re spending the next few years trying to back off.
Researcher: Maybe you did more than what was necessary?
Susan: Especially the companies…because I worked on a project for a
December ’04 company. Oh yes, the documentation, the amount of
controls they were testing, because there wasn’t specific guidance.
Everybody just went out and did everything to make sure they would
comply with the law. Now most companies are starting their third year and
everybody is trying to cut back and really do just what is required for SOX,
and internal audit then can get back to testing and looking at more
operational things that are more of a benefit to the company from a
financial standpoint. SOX is going to take care of making sure those
financial statements are accurate for investors, but internal audit before was
always a value to, “Can we do something more efficiently?” So trying to
add maybe more value back to the organization like they used to.

Susan’s account suggests two contributing factors to a regulation’s influence: 1) the
degree of uncertainty encountered when there is insufficient industry guidance on compliance,
and 2) the reality that companies must balance resource allocation appropriately between
maintaining internal control and performing profit-generating activities. Several informants cited
the lack of clear industry guidance as a key reason why companies expended so much effort for
compliance the first year that SOX went into effect. There were also multiple informants that
mentioned the need to spend company resources on seeking ways to increase revenue instead of
spending all of their time on compliance-related activity. If companies did go overboard with
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implementing more than was necessary during their first year of compliance, and if they have
begun to “back off” as Susan suggested, the questions become: a) how is the regulation’s
influence affected, and b) how is information security affected. Don, a Principal in a global
consulting firm that provides both SOX advisory and SOX external auditing services to their
clients, was asked if companies were beginning to cut back on SOX-related activity, and if so,
the implications:
In 2004 companies went way overboard, so when you talk about security
they went way overboard with the controls around security thinking that’s
what is required. Okay, the external auditor is going to look for those
things. Then as they began to better understand, and the external auditors
began to better understand as well because we went through a learning
curve, things started to scale back a little bit.
[…] Most of them, if they scaled back, they scaled back on the
documentation and testing. So they may have left the control in place, but
they no longer will do testing of design, testing of effectiveness. They no
longer maintain documentation and things like that. But they continued on
with the control.
[…] [N]ow SOX came along and IT now had something that they can kind
of use to support their position on security, why it’s important, and why the
company as a whole has to do these things related to security. So the
answer is yes, it did legitimize some of those things and then it really
reinforced the importance of doing some of this stuff as well. So even
though the business hated it, they are now forced to do it in some
organizations whether they like it or not because the external auditor will
look at these things, period.

In summary, these accounts on regulatory influence suggest the following
factors on a company’s motivation toward compliance: 1) the cost, real or
perceived, of non-compliance, 2) external enforcement, and 3) determining
“what’s enough” for compliance.
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4.3.6. The Effect of SOX Compliance on Information Security
The Sarbanes-Oxley Act of 2002 appears to have made contributions to
information security via: 1) an improved process for managing information
security risk, and 2) improving certain types of security countermeasures. Each of
these contributions is discussed next, along with examples.

4.3.6.1. Information Security Risk Management

Information security experts who have an industry perspective from their
consulting work indicated that SOX has contributed to risk management. For
example, Keith, a Principal at a global consulting firm that has advised clients on
SOX compliance, distinguished between SOX’ impact on risk management versus
information security:
Keith: Well, I think it helped risk management. I don’t think it helped
information security. […] So I think it really had more impact because
when …we did more of this [pointing to a diagram of the risk analysis
process] to determine what we were going to look at. So I think people
became very risk conscious and saying, “Wow! Fifty percent of my
revenue comes from this set of operations, so we’re going to focus here.
Okay? This area over here does about 1% of what we’ve got. I think we
can accept if something goes wrong over there.” […]
[Regarding security:] Sarbanes was particularly concerned about who
accessed the data and that you had an audit trail of who could access it,
right, so that was number one. The second thing that SOX was concerned
about was data integrity. They could care less about data availability and
data confidentiality. There was another part where we talked about
security and you talked CIA right? So that’s what I’m saying. It helped
security, but it wasn’t focused because none of it had to do with
availability. None of it dealt with confidentiality […].
Researcher: So it did really help at least the “I” in the CIA of security?
Keith:

Yes. It totally helped the I.
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Keith’s comments appear to suggest that while SOX may have helped improve some
aspects of security, its bigger contribution has been toward risk management. Furthermore, his
account of SOX’ impact on risk management highlights the business context that was added to
information security, enabling companies to prioritize risks. Finally, Keith underscores the
general consensus among informants that SOX focuses specifically on the integrity security
objective, but not the confidentiality, nor the availability objectives.

In addition to prioritizing risk according to asset value, SOX appears to have also made a
positive contribution to information security risk management by more clearly defining business
users’ roles and responsibilities. According to Arnold, internal audit manager at a utility
company:
[T]he thing that SOX is helping us overcome is the business’ role in
managing information risk; information technology risk. […]In the
mainframe days, it was much easier to make the line of distinction between
IT and the business. And, the business community has yet to fully define
those roles in the client-server area. In the client-server arena, more
flexibility has been given to the business. But with that flexibility, there’s
been more risk, but they haven’t necessarily accepted managing that risk,
nor have they accepted the accountability for managing that risk, and for
the most part, don’t even understand that they really do own that risk. And
that’s what I see as the challenge[.] […]I would say that without SOX, it
would have taken people ten more years to finally, for people to finally
understand that the business needs to own information risk, and IT needs to
deliver the mitigating aspects of that.

One area where business users are actively managing information security risk is with
segregation of duties as part of SOX compliance. However, the extent to which business users,
versus the IT department, actively manage segregation of duties varies by company. Don,
Principal in a global consulting firm, described the roles that information technology and the IT
department play, versus that of business users in managing information risk as part of SOX
compliance:
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[T]he one common theme is that companies are paying a lot more attention
to segregation of duties which is under security. Some companies have put
that responsibility on their security group, the IT security group. Others
have put it on their business process side. For example, let’s say in a
business situation where it’s under the business process side, IT is
responsible for providing the environment by which the business can
manage segregation of duties. That’s where IT’s role is limited to. So they
set up the system so there is the ability to provide roles and responsibilities
within the system, to provide segregation of duty management, and they
are also responsible for providing reports or access on a periodic basis. So
the report would say here are the people and here are the capabilities that
they have. This person can do purchase orders and cut checks. This
person can do journal entries. This person can do this, and so on and so
forth, and that’s where the responsibility of IT stops in some organizations.
So they hand that information to the business and then the business process
owners are supposed to go through that report and determine whether they
have segregation of duty issues. Some organizations are implementing a
segregation of duty tool that then IT’s role is to provide the hardware, the
technical support to help with the configuration of the tool, but then that’s
it. Then the business process owners are responsible for periodically
looking at that tool and on-line reports, hot-copy reports to make sure that
they don’t have segregation of duty issues. That’s some organizations; in
others, that has fallen under IT security. However, even in that scenario
business process owners have to define the roles. They have to define if a
person has access to this capability in the system they cannot have access
to this and this and so on. So they determine the roles, then the IT security
group monitors and reports on segregation of duty occurrences[.]

Some companies used SOX as an opportunity to improve information risk management,
even in areas that were not required for SOX compliance. For example, Dean, IT Director at a
manufacturing firm, indicated that SOX was one among other reasons for his company
establishing a data security counsel to classify information and prioritize information risk
management. Dean said that SOX was one reason for establishing the counsel, but another key
reason was the company’s international growth and its recognition that global policies and
procedures were needed to protect information across locations. Another example of additional,
non-required improvements to managing risk was given by Jim at a real estate company. His
company added a risk management department after its first year of SOX compliance. He cited
SOX as being an impetus to his company’s decision to add a risk management department.
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For some companies, SOX may have contributed to formalizing already-existing policies
and procedures used to manage risk; while at other companies, a process had to be established.
Don explains:
Where companies struggled with is the following: those that had good
processes and procedures and controls – although nobody called it controls,
they called it procedures and policies – in place, they really just lacked the
documentation and evidence to demonstrate that these are in place and are
being executed. So for some organizations, that’s what they lacked, a lot
of documentation and evidence. Others really had nothing in place to
begin with, so there were a lot of struggles in those organizations.

Keith’s observation of SOX’ effect on information security risk management best
summarizes all accounts provided by informants on SOX’ effects:
It’s codifying it versus it being nebulous is what I would say because
security before was nebulous you know.
4.3.6.2. Information Security Controls Performance

SOX addressed both the process and practice of managing information security risk. In
many cases, companies formalized their processes for managing information risk. However, as
Keith noted when speaking of improved documentation of information risk management in
general:
Well, just because you can put a good piece of pen and paper together
doesn’t mean you have good security.

With regard to actual security practice, or operational and technical controls, informants
cited improvements to access control, segregation of duties, and change management (i.e.,
migrating software changes from the development and testing environments to the production
environment). An informant from each of the six companies required to comply with SOX
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indicated that improvements had been made to their implementation of access control as part of
their SOX compliance. These consistent accounts across companies provide evidence of one area
in information security that SOX positively affected: access control. For example, Jim, an IT
audit manager at a real estate company, described how the practice, or performance, of access
control has improved at his company:
I used to be the network administrator here several years ago. I would get a
call from, you know, I didn’t care who called me, “Let Joe Blow up on the
network,” and I did it. There was never any question. But now, [the
information security manager] has identified who is the boss or the
supervisor of a particular person, and she checks to make sure that only
that person is the person who authorizes a new network account. And
we’ve established the concept of a data owner. So the payroll system, for
example, the data owner for the payroll system is the Vice President of
Human Resources. She is the only person who can authorize someone to
get into the payroll system – as it should be.

Nelson, an IT director at a manufacturing firm, described improvements to access control and
measuring access control performance:
We are doing a lot better job, when people leave [the company], of deleting
their access, being more structured around how you get access. Yes, there
is no doubt that we’re doing a better job today than it was before; we’re
looking more at the internal controls. There is no doubt. And that’s why
we keep metrics when we do access reviews on how many people still have
access that shouldn’t have and we look at the prior review versus current
review to see what the percentage of changes is and why were the changes
made and things like that versus, again, just trying to get by. So we are
now taking the data and analyzing it versus just, “Hey, we just got to get it
done.” Like I said I don’t think there is any doubt that this [SOX
compliance] drove us to get better in security. Now how we measure that,
we’re still working through, but it definitely improved the process and
improved the security process within, not just applications, but monitoring
them and invalid logons, who is trying to get in from the outside, and
things like that. It definitely made us more aware of those areas.

Dorothy, a financial controller at a third company, gave another example of improved access
control performance:
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We put Oracle in May of ’03, and we used last year as the first time that we
did a deep down scrub of everyone’s responsibilities in Oracle to make
sure that we had no segregation of duties issues. So again, SOX forced us
to do it, but it was a good thing to do. We had been live on Oracle for a
couple of years, and it gave us a chance to really get in and deep down
scrub through who had what access into the system and make the changes
that we needed to make.

One informant provided an example of better security as a direct result of improved risk
management. Jim indicated that his company did not have IT audit, quality assurance, or
information security functions prior to SOX, but created these departments in order to become
SOX compliant. In the information security department, a senior manager and five staff members
were hired. When asked if he saw any benefits to the company of having an information security
department, Jim replied:
Well, we haven’t seen any yet. Well, one thing is that whenever you do
something like that, whenever you increase security in any area, whether it
be in IT or physical security, suddenly, fraudulent things start to come to
the surface. Now, I’m not a fraud auditor, so I don’t know. But I have
heard some rumblings that [the information security manager] has
unearthed a lot of strange things going on here, and has been able to clamp
down on them. But I don’t get a report of that, so I don’t know.

4.3.7. Shortcomings of Purely Compliance-focused Risk Assessments
Analysis of informants’ accounts have suggested that a well-defined process for
managing information risk related to financial reporting is being performed at companies
required to comply with SOX. This analysis has also highlighted improvements to the practice of
security in the area of access control. However, these analyses are not intended to advocate a
compliance-focused information security program. Instead, in a risk-based approach to managing
information security risk, regulatory requirements are one source of input in an organization’s
risk assessment. Similarly, regulatory compliance is an output, or by-product, of a risk-based
approach to managing information risk. Bob, a program director at an applied research center
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specializing in security, was asked if regulatory compliance can be considered a form of risk
management. He replied:
Well, I would say it’s a component of risk management, but compliance
should be the by-product or benefit of a strong risk management capability.

Bob further explained the shortcomings associated with companies following a purely
compliance-focused approach to managing information risk. He suggested that regulation sets a
baseline, or accepted minimum level of security. In a true risk-based approach to managing
information security, an organization’s unique security requirements should be considered so that
the organization’s security needs are being addressed in a manner that makes most effective use
of an organization’s resources. Bob further explains:
What we see in working with commercial and government clients
particularly, due to things like Sarbanes-Oxley or HIPAA, state legislation,
federal regulation in terms of FISMA, there is an overemphasis on
regulatory and compliance activities driving the security program. In fact,
many security programs and organizations are solely around that
compliance audit feature and very few are, to abuse another term,
exhibiting the maturity or sophistication of actually linking their security
activities to the true requirements and needs of the organization.
[…]
And I would say again, Sarbanes-Oxley, HIPAA, any of these rely on the
strength of the risk assessment engine. And what you were describing with
Sarbanes-Oxley we see as they’re using it to check the box. At the end all
of that box-checking is doing is giving them what someone has determined
the minimum level, not necessarily what is appropriate or adequate for that
organization because they are failing to get to “what else?”. So they are
spending a lot on compliance and a lot on meeting to the letter of putting
into place what someone has identified, pick your body of knowledge. It’s
a minimum essential set of controls, but they are not considering what else
might be required and that what else could be a big miss. And so
organizations following Sarbanes-Oxley or others may still be leaving
themselves susceptible or they may be picking things off this list that are a
huge waste of time and money and simply aren’t using a risk-assessment
process that would give them the demonstrated and documented level of
due diligence that’s required to successfully say, “We didn’t do that and we
have an operational reason.” To me it’s the lack of adherence to a strong
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risk-assessment process and failure to consider the controls and
requirements beyond those of compliance are the two biggest weaknesses
of, take your pick, Sarbanes-Oxley, if not whatever the equivalent is in the
UK. But they all boil down to failing to appreciate the role of risk
assessment in the larger activity.

4.4. Discussion: Qualitative Study
A qualitative, interpretive study was performed in order to gain a greater understanding
of the concept of information security, the effects of regulation on information security, and the
effects of business participation in managing risk to information security. Informants’ definitions
of information security suggested that information security has two dimensions: management
and practice. The management dimension, based on informants’ account of their SOX
compliance activities, is a process that is used to prioritize, define, implement, monitor, and
correct countermeasures that protect information. Such a management process implies a riskbased approach, and is in alignment with the management dimension implied by informants’
definitions of information security. The practice of information security consists of the actual
security solutions or services (i.e., operational and technical controls) that are in place to protect
information against threats and vulnerabilities to confidentiality, integrity, and availability.

Interpretive findings suggest that regulation may contribute to formalizing a risk
management process by requiring evidence that organizations manage information security risk
according to documented policies and procedures. For example, informants described
documenting business process flows, control designs, test plans, and remediation plans as part of
their process for managing SOX-related risk. Evidence suggests that regulation may further
contribute to a formalized process by requiring organizations to monitor and document process
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performance. For example, as part of SOX compliance, companies are required to assess and
document the effectiveness of their internal controls at least once annually.

This formalized process becomes institutionalized in an organization as it becomes part
of organizational culture; in other words, as it becomes a routine way of conducting business.
Evidence of an institutionalized information risk management process was suggested by the
common language used across companies to describe the cycle of activities within the process.
Institutionalized information risk management also appeared to be reflected in process owners’
increased awareness of risk and policies and procedures to manage those risks.

In addition to formalizing risk management practices, regulation aimed at managing risk
to organizational information may also encourage user participation in managing those risks. For
example, informants who participated in SOX compliance provided accounts of business users
performing various activities in the risk management process and being accountable for
reviewing various inputs and outputs of the process. Business users were commonly found to
document business process workflows as part of the input to a risk evaluation. They were also
found to be required to perform controls, such as reviewing periodic reports to identify
vulnerabilities to access control and segregation of duties.

Business participation in the process employed to manage information risk appears to
have contributed to institutionalized information risk management. Several informants across
companies consistently indicated that business users had a greater awareness of risk to
information integrity and policies and procedures implemented to manage that risk. Informants’
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accounts suggest that greater awareness may be attributed to the act of performing risk
management activities. Business participation was also found to be used as a tactic to
institutionalize risk management policies and procedures by holding process owners and other
practitioners accountable for managing risk. For example, companies were found to
institutionalize policies for controlling access to financial information by requiring functional
business users to perform defined (documented) activities that ensure policy adherence, such as
approving or reviewing system access based on specific decision criteria.

Increased business participation in the information risk management process was found
to be mediated by increased subunit power of organizational governance functions, such as
internal audit. Informants who managed SOX compliance consistently indicated they were able
to “raise the SOX flag” as a means to get functional business users to perform risk management
activities. In other words, SOX was an external source of power that internal subunits used to
institutionalize risk management policies and procedures.

Findings suggest that a regulation may influence organizational policies and decisionmaking in managing risk if the general perception in an organization is that the cost of noncompliance is greater than the cost of compliance. Findings also suggest that a regulation may be
more influential when organizational members perceive the regulation to be enforced by external
agents, such as external auditors or regulators.

Regulations that require organizations to manage information-related risk may vary in
focus on the type of risks or countermeasures. The Sarbanes-Oxley Act was found to apply most
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to protecting information integrity, as opposed to the other two information security objectives of
confidentiality and availability. Given SOX’ focus on information integrity, the information
security countermeasures (controls) most affected by SOX were found to be access control,
segregation of duties, and change management in the IT operational environment.

While a regulation such as SOX may contribute to institutionalized risk management
practices through formalized policies and procedures that are performed by appropriate
organizational roles, this is not to imply that organizations may not already have had effective
risk management. For example, organizations that proactively managed internal threats and
vulnerabilities to information security prior to SOX may have already involved business users
and implemented effective controls to manage risk prior to being required by SOX or other
regulation. Even in such cases, regulation was still found to result in a more formalized risk
management process via documentation, thus resulting in increased institutionalization of risk
management practices.

Although SOX compliance was found to result in improved information security in all
the publicly-traded companies that participated in the study, findings also suggested that
regulatory requirements should be treated as only one source of input into organizational policies
and procedures for managing information security risk. Information security experts suggested
that regulations set a baseline, or minimum requirement for acceptable information security risk
management. However, a true risk-based approach to managing information risk will also
consider other sources of input, such as organizational objectives, risk tolerance, information
asset value, competitor practices, etc.
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A limitation of the qualitative study was that informants who gave accounts of their
companies’ internal practices may have been reluctant to reveal any information that may be a
negative reflection on their companies. However, informants’ accounts across companies
converged on several topics, including: a) the risk management process followed for SOX
compliance, b) the language used, c) SOX’ effect on access control and segregation of duties, d)
data and risk ownership required of members from business functions instead of IT and internal
audit, e) the goal and challenge of making risk management a part of the way business is done,
and f) regulatory influence as a source of power. Such data convergence suggests a reasonable
degree of validity among informants’ accounts.
In summary, regulation was found to formalize risk management practices and raise the
level of organizational awareness by holding business management accountable for managing
information security risk. Secondly, a risk management process was found to become
institutionalized through process maturity and business participation. Process maturity refers to
practices (activities) being performed according to a documented process and errors being
monitored and managed (i.e., tracked). These findings are the basis of the theoretical model
presented in the next chapter.
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Chapter 5. Theoretical Model and Hypotheses
This chapter defines a theoretical model of the effects of perceived regulatory influence
on information security risk management. First, model constructs are defined. Next a figure and
description of the model are presented, followed by a summarized list of the model’s hypotheses.

5.1. Model Constructs Defined
The model of perceived regulatory influence, including all four of its constructs, is
examined at an organizational level of analysis. Each of the model’s four constructs is defined
and described in the following subsections.
5.1.1. Perceived Regulatory Influence
Perceived regulatory influence refers to the extent to which an organization’s
perception of an information-security related regulation has influenced the organization’s
decision-making and policies. In other words, a regulation with significant influence indicates
the regulation has a significant influence on an organization’s decision-making and policies
related to managing information security risk. Conversely, a regulation with low influence
indicates the regulation has had minimal influence on the organization’s decision-making and
policies. The concept of perceived regulatory influence acknowledges that not all regulations are
equally influential in an organization’s decision-making and policy-setting. As such, a
regulation’s effects are related to the degree to which the regulation is able to influence an
organization’s behavior.

120

This study is focused on perceived influence. A regulation’s influence, as defined here, is
based on an organization’s perception of three items: 1) the extent to which non-compliance with
the regulation could result in financial loss for the organization; 2) the extent to which the
organization believes non-compliance would be discovered by an external authority, such as an
external auditor or regulatory agency, and 3) the extent to which the company stops performing
practices that once made a positive contribution to information security in order to meet a
minimum baseline required for compliance. The last item negatively affects the regulation’s
influence and may occur once an organization has a clearer understanding of the minimum
requirements for compliance. These three items are causal in that they collectively contribute to
the degree to which a regulation is influential.

The concept of perceived regulatory influence does not refer to a regulation’s
effectiveness; nor does the concept refer to a regulation’s requirements or adequacy. Instead,
what makes a regulation influential, as described here, is its ability to prompt action toward a
particular objective, such as ensuring the integrity of publicly-reported financial statements. A
regulation’s perceived influence, as defined here, is reflected in the degree to which: 1) the
regulation influences an organization’s policies and procedures; and 2) the regulation influences
an organization’s decision making.

Perceptions of individual organizational members may differ with regard to the
effectiveness or value of a regulation. However, it is expected here that there will be reasonable
consensus among collective perceptions within an organization on the degree to which the
regulation has influenced decision-making and policy. A shared organizational perception of a
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regulation’s influence may form during meetings when certain procedures or policies are
attributed to compliance with the regulation. The frequency and tone of meetings and executive
communication related to compliance may also contribute to a shared perception that the
organization has taken, or plans to take minimal or significant action to comply with a
regulation.

5.1.2. Institutionalized Information Security Risk Management
Information security risk management is defined as a process for protecting the
confidentiality, integrity, or availability of information assets of relative high value with
appropriate controls, reasonable assurance, and accountability. This definition was developed
from interpretive data analysis of informants’ definitions of information security and informants’
accounts of the risk management process.

In adapting the definition of institutionalization from an information security standard,
SSE-CMM (2003:26), the institutionalization of information security risk management refers to
the “building of infrastructure and corporate culture that establish methods, practices, and
procedures [to manage information security risks to an information asset], even after those who
originally defined them are gone.” This definition’s reference to an infrastructure suggests a meta
process that defines the roles, responsibilities, and procedures that collectively form an
organizational process for managing information security risk associated with a valued
information asset. Although institutionalized information security risk management is evaluated
at an organizational level, it is evaluated for a particular information asset. As such, it is possible
that risk management applied to one information asset, such as financial data, may be
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institutionalized to a greater or lesser degree than risk management practices applied to another
information asset, such as employee data.

Information security risk management is institutionalized to the extent a repeatable
process is given similar meaning among organizational members (Scott 2003:136). The greater
the institutionalization of the risk management process, the more repeatable the process and the
greater the collective meaning shared among organizational members of the organization’s
management of information security risks. This definition implies two causal relationships to
institutionalized information security risk management: a) process maturity, and b) business
participation. In other words, both business participation and process maturity contribute to an
organization’s culture of information security risk management.

Business participation was described in §2.3.1.3., and refers to functional business users’
participation in decision-making (Mitchell 1973) and their performance of activities (Barki &
Hartwick 1989) within an organization’s information security risk management process. Process
maturity was described in §2.3.1.2. The institutionalized information security risk management
construct applies the maturity model outlined in COBIT (2005:19) and provided in Table 5.
COBIT adopts the Capability Maturity Model and defines maturity levels from zero to five, with
each level indicating increasing maturity.
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Maturity
Level

Description

0

Non-existent. Complete lack of any recognizable process [for managing
information security risk]. The enterprise has not even recognized that there is an
issue to be addressed.
Initial. There is evidence that the enterprise has recognized that issues [, or
internal and external risks to information security,] exist and need to be addressed.
Repeatable. [A risk management process has] developed to the stage where
similar procedures are followed by different people undertaking the same task.
There is no formal training or communication of standard procedures, and
responsibility is left to the individual. There is a high degree of reliance on the
knowledge of individuals, and therefore, errors are likely.
Defined. [Risk management] procedures have been standardized and documented,
and communicated through training. It is, however, left to the individuals to follow
these procedures, and it is unlikely that deviations will be detected. The procedures
themselves are not sophisticated but are the formalization of existing practices.
Managed. It is possible to monitor and measure compliance with [risk
management] procedures and to take action where [risk management] appears not
to be working effectively. [The risk management process is] constant improvement
and provides good practice. Automation and tools are used in a limited or
fragmented way.
Optimized. Processes have been refined to a level of best practice, based on the
results of continuous improvement and maturity modeling with other enterprises.
IT is used in an integrated way to automate the workflow, providing tools to
improve quality and effectiveness, making the enterprise quick to adapt.

1
2

3

4

5

Table 5: Process Maturity Model Adapted from COBIT to Risk Management.

Applying the maturity levels described in Table 5, an information security risk
management process may be non-existent (Level 0), considered as an issue to be addressed
(Level 1), repeatable by different people (Level 2), defined and standardized through
documentation (Level 3), monitored, measured, and managed (i.e., tracked) to increase
effectiveness (Level 4), or optimized, automated, and continuously improved (Level 5). In other
words, an organization’s risk management process can be institutionalized to varying degrees.

The extent to which a risk management process is institutionalized is reflected in an
organization’s culture. Institutionalized information security risk management, as defined in this
research, is reflected in the extent to which: a) risk management practices are performed across
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the company and are part of organizational culture, b) a common language is used to discuss risk
management that is understood by people who work closely with a particular information asset,
c) employees working with an information asset have a heightened awareness of the policies,
procedures, and need to protect its confidentiality, integrity, or availability, and d) business users
demonstrate a sense of ownership in protecting the confidentiality, integrity, or availability of an
information asset.

5.1.3. Operational & Technical Information Security Controls Performance
Operational and technical information security controls are manual and automated
controls, respectively, that are in place to mitigate specific risks to information security. As
conceptualized in this study, the risk management process is focused on what should be done,
why, in what order, and by whom. In contrast, operational and technical information security
controls represent information security in practice. In other words, operational and technical
controls are the security mechanisms in place as a result of analyses conducted and decisions
made during the risk management process.

This research evaluates performance improvements in operational and technical
information security controls attributed to: a) increased efficiencies in the controls, and b) fewer
errors in the controls. Given SOX’s focus on access control and segregation of duties to protect
the integrity of financial reporting, information security controls are reflected in improvements
to: a) access control for system users, b) segregation of duties for system users, and c)
segregation of duties for the IT production environment. Although institutionalized information
risk management is expected to increase efficiencies and decrease errors regardless of any
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particular regulation, the actual controls that are affected are expected to vary depending on a
given regulation or information asset under examination. In other words, the causal indicators are
not expected to change, while the reflective indicators will differ depending on the context.

5.1.4. Subunit Power as a Mediator
Subunit power refers to one subunit’s ability to impose information security risk
management practices on another subunit. Subunit power is measured in this research as the
reflection of a subunit’s increased: a) authority, and b) influence. The rational view of power
conceptualizes authority as legitimated power inherent in organizational structures (Fligstein
1987; Jasperson et al. 2002). Power is legitimated as authority when it is accepted and expected
(Pfeffer 1981:4). For example, in reporting to the audit committee on the board of directors,
internal auditors may have legitimated power, or authority, to impose practices for SOX
compliance. Other subunits expect and accept this power, because authority is embedded in the
organization’s hierarchical structure that has the internal audit department reporting to the audit
committee.

The interpretive view of power, referred to also as perceived power (Hinings et al.
1974:30), conceptualizes power as being socially constructed in that influence is attributed to a
subunit’s ability to affect the behavior of another subunit without using sheer force or formal
authority (Jasperson et al. 2002:400-402). For example, the need for an organization to comply
with Sarbanes-Oxley legislation may have provided the IT department with increased influence
to get functional business users to follow specific procedures when requesting new or revised
system access.
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5.2. A Model of the Effects of Perceived Regulatory Influence on
Institutionalized Information Security Risk Management
A model of the effects of perceived regulatory influence on institutionalized information
security risk management is presented in Figure 2. According to the model, perceived regulatory
influence has a direct effect on institutionalized risk management practices. Perceived regulatory
influence is also shown in Figure 2 to have an indirect effect on institutionalized risk
management that is mediated through increases in internal subunit power as reflected in a
subunit’s authority and influence to get functional business users to perform risk management
tasks. Institutionalized information security risk management positively affects operational and
technical information security controls resulting from improvements in control efficiencies and
decreases in control errors.

Figure 2: Model of the Effects of Regulatory Influence on Institutionalized Risk Management
127

The hypotheses tested from the model were presented in §2.3 and are summarized below.
Hypotheses 4a-4d are at the construct-level of analysis, while the remaining hypotheses test
relationships between constructs.

H1: An information security-related regulation that has influence within an organization has a
direct positive effect on institutionalized information security risk management.

H2: An internal subunit with increased power to impose risk management practices on
organizational members as part of regulatory compliance has a positive effect on institutionalized
information security risk management.

H3: When an information security-related regulation has influence within an organization, an
internal subunit is likely to gain power to aid the organization in becoming compliant with that
regulation.

H4a: Risk management practices that are consistently performed according to documented
policies and procedures positively contribute to institutionalized risk management.
H4b: Measuring and managing deficiencies in information security controls positively
contributes to institutionalized risk management.
H4c: Business participation in risk management activities contributes to institutionalized risk
management.
H4d: Institutionalized information security risk management is reflected in organizational
culture, language, and awareness.
H5: An institutionalized information security risk management process improves performance of
operational and technical information security controls.
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Chapter 6. Positivist Quantitative Survey Study
A web-based survey study was conducted to test the theoretical model presented in §5.
The first two major sections of this chapter describe the survey data collection and data analysis
methods used. Next, survey results are presented. Finally, a summary of results is discussed.

6.1. Data Collection
Survey data collection methods are described in this section. In particular, survey sample
characteristics, the mode of data collection, survey instrument design, and survey sample
response rate are explained.

6.1.1. Survey Sampling
This section contains a description of the target population of survey respondents,
followed by a description of the sample frame. Finally, differences between the targeted
population and the actual sample frame are explained.
6.1.1.1. Target Population

The target population for this study was experienced IT managers who were
knowledgeable of SOX compliance efforts at their respective companies. Managers were
targeted because survey questions required insight that would more likely be gained in meetings
attended by managers. For example, survey items included questions on decision-making and
various effects of SOX compliance efforts. Detailed knowledge of a particular technical skill,
such as how to secure a network or how to assign user access rights in an ERP system, was not
required. Therefore, a manager was targeted as opposed to a skilled technician. Lower, middle,
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and senior managers were targeted in order to gain a more representative sample of managers
participating in SOX compliance, and to gain insight from varying levels of management.

Organizations targeted for the study were companies publicly-traded on U.S. stock
exchanges that were required to comply with SOX. The target population includes both U.S. and
non-U.S. companies. However, U.S.-based respondents were targeted. A cross-representation of
industries and company size were sought.
6.1.1.2. Sample Frame

A sample frame contains those individuals who were given a chance to be included in the
survey sample (Fowler 2002:11-12). The sample frame for this study included Information
Systems and Audit Control Association (ISACA) members registered with U.S. chapters. ISACA
is a professional association focused on IT governance and assurance practices (www.isaca.org).
This association is closely affiliated with the IT Governance Institute, the authors of COBIT, a
widely-used IT industry-accepted guideline for SOX compliance, IT auditing, IT risk
management, and information security management. The sample frame included 72 of ISACA’s
74 U.S. chapters in 42 states and Washington, DC. Two ISACA chapters that previously
participated in the pilot study were excluded from the sample frame of the full study.

As indicated in Table 6, roles included in the sample frame ranged hierarchically from
senior IT professional (i.e., experienced staff-person; non-manager) to IT executive, providing a
broad representation of depth of IT experience. VP refers to vice president and EVP refers to
executive vice president. Areas of expertise in the sample frame included audit, compliance, risk,
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security, information systems, and finance. These roles closely represent IT roles that participate
most in SOX compliance.
Professional Roles Included in Sample Frame
Chief Audit Executive, General Auditor, Partner, Audit Head / VP / EVP
Chief Information Security Officer/Chief Security Officer, Security Executive / VP / EVP
CIO/Chief Technology Officer, Info Systems / Technology Executive/ VP /EVP
Chief Financial Officer, Controller, Treasurer, Finance Executive / VP / EVP
Chief Compliance/Risk/Privacy Officer / VP / EVP
IS/IT Audit Director / Manager / Consultant
Security Director / Manager / Consultant
IS/IT Director/Manager / Consultant
Compliance / Risk / Privacy Director / Manager / Consultant
IS/IT Senior Auditor (External / Internal)

Table 6: Professional Roles Included in Survey Sample Frame.

The sample frame included all U.S.-based ISACA members in the roles listed in Table 6.
This includes members working in government, non-profit, privately-held companies, publiclytraded companies. No industries were excluded. Organizations of all sizes were included.

6.1.1.3. Differences between Target Population and Sample Frame

While IT managers were the target population, ISACA members who were finance
professionals were also included in the sample frame. Given ISACA’s focus on IT, it was
assumed that finance professionals who joined ISACA have some general interest or experience
in IT auditing, information security, information risk management, and/or information systems as
part of their finance-related duties. Including finance professionals in the study was also
appropriate since SOX primarily affects finance-related business processes, and as such, greatly
involves finance professionals in compliance efforts. The survey sample ultimately included 31
financial internal auditors, representing 9.2% of the sample.
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IS/IT Senior Auditors were included in the sample frame even though the target
population was generally IT managers. It was assumed that senior staff professionals had
sufficient experience to effectively answer the survey. The survey sample ultimately included 5
junior auditors and 49 senior auditors, representing 1.5% and 14.9% of the sample, respectively.

Although publicly-traded companies were targeted, the sample frame included all types
of organizations (e.g., government, non-profit, privately-held, and public). During the pilot
study, it was discovered that many organizations voluntarily comply with Sarbanes-Oxley,
presumably to show good-faith practices in internal control over financial reporting. Excluding
government and privately-held organizations that voluntarily comply with SOX may have
potentially reduced the number of possible responses significantly. Based on conversations
during the pilot study, it is assumed that organizations that voluntarily comply with SOX are
using industry-accepted guidelines, such as COSO, PCAOB, and COBIT, as part their SOX
compliance efforts. If these organizations actually comply with SOX, it is reasonable to assume
that IT professionals from these organizations can make a positive contribution to the study. The
survey sample ultimately included 13 respondents from government and 17 respondents from
not-for-profit organizations, representing 4.0% and 5.2% of the sample, respectively.

Finally, consultants were included in the sample frame, even though they were not
originally part of the target population. During both the qualitative study and the pilot study, it
was clear that many organizations use external consultants to aid them with SOX compliance.
Excluding consultants may have significantly reduced the number of possible responses, so they
were not excluded. Consultants were instructed to answer survey questions from the perspective
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of a single client firm. Consultants engaged on a SOX compliance project with a client firm are
assumed to be sufficiently knowledgeable of the firm’s SOX compliance and culture. The survey
sample ultimately included 27 consultants, representing 8.2% of the sample.

6.1.2. Mode of Data Collection
An email was sent from ISACA headquarters addressed to approximately 14,000
individual ISACA members included in the sample frame, as described in §6.1.1.2. The email
invited the recipient to participate in a research study as part of a dissertation study conducted by
the researcher at Penn State University. The email further stated, in industry terminology, that
the study was examining: 1) Can regulatory compliance efforts contribute to a business/IT
alliance in information security risk management, and if so, how? 2) In an increasingly
regulatory environment, how do companies’ compliance efforts affect their information risk
management practices? Finally, the email included a hypertext link to the on-line survey.

The survey was designed and implemented using software and web-hosting services
provided by SurveyMonkey.com. The survey was open for responses for eighteen days, starting
from the day the ISACA email invitation was sent to members.

6.1.3. Survey Instrument Design
All measurement scales and survey items used to measure the theoretical model are
original as relevant scales were not found in the literature. Survey items (i.e., questions) were
developed by applying guidelines from DeVellis (2003) for scale development for reflective
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indicators (i.e., the observed variables are caused by the latent variables). Diamantopoulos and
Winklhofer (2001) were consulted for index construction of formative indicators (i.e., the
observed variables cause the latent variable). An initial pool of survey items was developed and
subsequently pre-tested at an industry symposium. A revised survey instrument was then tested
during a subsequent pilot study. Additional revisions were made to the survey instrument prior to
conducting the full study. The pre-test, pilot study, and final survey instrument are described in
the following sections.
6.1.3.1. Pre-test

Initially, two survey instruments were developed: one for internal auditors and one for
information security managers. The internal auditor survey consisted of thirty-nine items, while
the information security survey consisted of twenty items. Both instruments contained items to
measure subunit power and risk management. However, the internal auditor survey, geared
toward financial auditors, contained items for perceived regulatory influence, while the
information security survey contained items for information security.

Both survey instruments were pre-tested at an industry symposium with a session on
SOX compliance. The symposium was hosted by a university in the Midwestern United States,
and was largely attended by IT auditors, information security managers, and financial auditors.
Two paper stacks containing the two survey instruments were placed at the registration desk at
the symposium. Attendees were asked to take the survey that most fit their role: internal auditor
or information security manager. Eleven internal auditor and five information security surveys
were returned. The pre-test revealed items that were unclearly worded, items that were
ineffective measures, and voids in measurement where new items needed to be added. Based on
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the initial pre-test, many survey items were re-worded, some were replaced with new survey
items, and questions were added.

Unexpectedly, IT auditors, as opposed to financial auditors, made up the majority of
respondents for the internal auditor survey. This was likely due to the fact that more IT auditors
attended that symposium than did financial auditors. Based on responses to both pre-tests, and
after further reflection, a decision was made to combine the two surveys into a single survey.
This single survey, consisting of revised items from pre-test analysis, was distributed to both IT
internal auditors and information security professionals in a subsequent pilot study.
6.1.3.2. Pilot Study

Given the reasonable success of obtaining both qualitative study and survey pre-test
participants at symposia, the initial plan for distributing the pilot survey was to attend
professional association events. The researcher attended two IIA chapter events in the
Midwestern United States. Approximately twenty people attended each event, and fewer were
from the target population (i.e., worked on SOX). A third industry event was attended in seeking
pilot survey responses. This was a chapter event for the Information Systems Security
Association (ISSA), with approximately 70 attendees. Although the chapter leadership
generously encouraged members to participate in the survey study, the vast majority of attendees
worked for government and private firms and did not work on SOX. Paper surveys were
distributed at these events. Though these industry events did not yield a sufficient number of
responses, discussions with respondents about survey items, along with written comments from
respondents on the paper surveys, provided insight on needed revisions to wording.
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Pilot survey responses were next sought by requesting chapter leadership to post an
announcement of the study on their web sites or in their monthly newsletters. Three ISSA
chapters posted such an announcement. Two ISACA chapters posted announcements of the pilot
study. (These two ISACA chapters were later excluded from the full survey.) The
announcements contained links to the web survey. A total sample of 65 respondents participated
in the pilot study. Using listwise deletion to handle missing data items resulted in an effective
sample of 37.

The small sample size limited the amount of statistical analysis that could be performed
on pilot study data. Nonetheless, pilot study data were informative in three ways. First,
histograms and statistics on skewness and kurtosis were examined to determine if the distribution
of responses for each item (variable) was roughly bell-shaped. Survey items that did not exhibit
reasonable response variability were revised or eliminated. Second, construct validation of
reflective indicators was assessed with pilot study data. The risk management and information
security constructs were found to lack discriminant validity, meaning they were not distinctive
constructs and shared a significant amount of variance. Third, in the pilot study, unlike in the full
study, subunit power was found to have a significant effect on risk management. However, given
the lack of discriminant validity in the model, and the small sample size, these results were
interpreted as very preliminary.

The survey instrument was revised based on pilot study results. This revised survey was
used in the full study and is explained next.
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6.1.3.3. Final Survey Instrument Used

After having made revisions to the survey instrument following the pre-test and pilot
study, the final survey instrument used in the full study consisted of forty-seven items, including
one item asking for respondents’ consent to participate in the study, and another item asking for
their email address if they wanted a copy of the results. Of the remaining forty-five items, ten
were related to respondent and company background, while the remaining thirty-five items were
related to model constructs. The final survey instrument is contained in Appendix B.

Of the thirty-five substantive items, only twenty would be used in the final theoretical
model. The additional items were needed as part of scale development (identifying reflective
measures of a construct) and index construction (identifying formative measures of a construct).
All four constructs in the theoretical model have new scales, and three have indices. DeVellis
(2003:66) suggests an initial item pool of three to four times greater than the number of items in
the final scale (and index). More items in the pool provide the researcher with more options in
determining which items are most effective at measuring an underlying construct. Ideally, scale
development and index construction would have been completed during the pilot study, thus
enabling a more concise survey instrument for the full study. However, the small sample size
obtained during the pilot study was not sufficient for finalizing scale development and index
construction.

Each survey item consists of two parts (DeVellis 2003:74): a stem (i.e., a question or
declarative statement) and response options. Four different formats were used for the thirty-five
substantive items: 1) Likert scale, 2) multiple choice with multiple answers, 3) multiple choice
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with single answers, and 4) matrix. A Likert scale format, often used to measure opinions,
beliefs, and attitudes, consists of a declarative statement followed by options indicating the
degree to which the respondent disagreed or agreed with the statement (DeVellis 2003:78-79).
Sixteen items used a seven-point Likert scale format, and two employed a six-point Likert scale
with responses ranging from strongly disagree to strongly agree. The sixteen items with seven
options contained a neutral midpoint option of “agree and disagree equally”; the six-point Likert
scale does not contain this neutral midpoint and thus forces the respondent to either disagree
more or agree more with the declarative statement.

Seven items employed a second format: multiple choice with multiple answers. Each of
these items contained a list of seven response options and instructed the respondent to check all
options that applied. The response was coded by summing the number of options each
respondent selected, resulting in an item score of one to seven. This format was used for
developing formative indices related to types of activities performed within an organization.

A third format, multiple choice with single answers, was used for seven items. This
format differs from the Likert scale in that the stem contained a question instead of a declarative
statement. The number of response options with this format varied by item from five to seven.

The fourth format, a matrix, was used for two items. One item, measuring improvements
in information security controls, contained a column of seven controls, and each control had
seven response options ranging from the control was much worse to much better. This format
resulted in a 7x7 table. Each of the seven security controls can act as a standalone variable with a
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score ranging from 1 to 7. A second matrix was used to measure internal subunit power, though
this item was not ultimately included in the model. The subunit power matrix consisted of a
column of power conditions, and the respondent was asked to rank the top three subunits (e.g.,
departments) in which each condition was most applicable.
6.1.4. Survey Sample
Three survey items were used to filter and exclude responses from the survey sample. Of
the ISACA members invited to participate, responses that met any of the following criteria were
excluded from the sample: a) those who did not agree to participate in the study after reading a
description of the study that met Penn State’s requirements for protecting human subjects, b) the
respondent’s organization chose not comply with SOX; that is, the organization did not
voluntarily or involuntarily comply, or c) the respondent indicated that he or she was unfamiliar
with his or her employer’s SOX compliance. These three criteria resulted in fifteen, fifty-three,
and thirty-five responses, respectively, or a total of 103 responses being excluded from the
sample.

As indicated in Table 7, the total sample size was 336 respondents. Ninety-one percent of
the sample included commercial firms, with 74.3% being publicly-traded companies and 16.5%
being privately-held companies. The remaining nine percent of respondents worked for
government (4.0%) and non-profit (5.2%) organizations. Of the total 336 respondents, 78.3%
worked for companies required to comply with SOX, and 21.7% worked for organizations that
voluntarily comply.
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Given the cross-representation from over 14 industries, the variety of organizational sizes
based on revenue and number of employees, and the variety of respondents’ roles and
management levels, the sample is believed to reasonably represent the target population. The two
largest industry groups in the sample were the Financial Services and Banking sector at 21.8%
and the Manufacturing sector at 12.1%, suggesting that no one industry dominated the sample.
Sampled organizations had annual revenues ranging from less than $10 million to over $10
billion, with the largest representation over $10 billion (28.1%), $1 – 5 billion (25.0%), and $500
million - $1 billion (15.1%). As shown in Table 7, the largest ranges of the number of employees
at sampled organizations were 5,001 – 20,000 (23.2%), 2,501-5,000 (17.4%), 751-2,500
(12.5%), 20,000-50,000 (12.2%), and more than 100,000 employees (12.2%).
Survey Sample Demographics (n=336)
Type of Organization
Publicly-traded company
Privately-held company
Government
Not-for-profit
Organization’s SOX Compliance
Required to comply
Voluntarily complies
Industry
Aerospace / Defense
Construction / Architecture
Consulting (non-IT)
Energy / oil / gas
Entertainment / Hospitality / Restaurant
Financial services / Banking
Healthcare / Medical / Dental
Information technology
Insurance
Manufacturing
Retail / Wholesale

Response
Count
(n=327)
243
54
13
17
Response
Count
(n=336)
263
73
Response
Count
(n=330)
7
3
7
16
9
72
32
34
30
40
21

Response
Percent
74.3%
16.5%
4.0%
5.2%
Response
Percent
78.3%
21.7%
Response
Percent
2.1%
0.9%
2.1%
4.9%
2.7%
21.8%
9.7%
10.3%
9.1%
12.1%
6.4%
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Telecommunications / Communication services
Transportation
Utilities
Other
Organization’s Annual Revenue (in U.S. Dollars))
Under $10 million
$10 - $99 million
$100 - $500 million
$500 million - $1 billion
$1 billion - $5 billion
$5 billion - $10 billion
Over $10 billion
Number of Employees
100 or less
101- 750
751 - 2,500
2,501 - 5,000
5,001 - 20,000
20,001 - 50,000
50,001 - 100,000
More than 100,000
Respondent’s Job Title
Junior analyst / staff
Senior analyst / staff
Manager
Director
Executive
External consultant
Respondent’s Role and Knowledge of Company’s SOX Compliance
Process owner for SOX
Financial internal auditor
IT auditor
Information security manager
Other IT professional

Table 7: Survey Sample Demographics.

5
2
8
44
Response
Count
(n=324)
22
20
37
49
81
24
91
Response
Count
(n=328)
16
34
41
57
76
40
24
40
Response
Count
(n=329)
5
49
148
76
24
27
Response
Count
(n=336)
68
31
183
102
59

1.5%
0.6%
2.4%
13.3%
Response
Percent
6.8%
6.2%
11.4%
15.1%
25.0%
7.4%
28.1%
Response
Percent
4.9%
10.4%
12.5%
17.4%
23.2%
12.2%
7.3%
12.2%
Response
Percent
1.5%
14.9%
45.0%
23.1%
7.3%
8.2%
Response
Percent
20.2%
9.2%
54.5%
30.4%
17.6%

Of the total 336 respondents included in the sample, the majority (68%) were managers
(45.0%) and directors (23.1%). Fifteen percent of respondents were senior staff-persons (non141

managers), and eight percent were external consultants. Respondents were allowed to select
more than one answer for their role as related to SOX compliance. For example, it is possible for
an information security manager to also be a process owner for SOX. Consequently, response
counts for respondents’ roles listed in Table 7 are not mutually exclusive. Eighty-five percent of
respondents were either IT auditors (54.5%) or information security managers (30.4%), while
17.6% of respondents were other IT professionals. Finally, nine percent of respondents were
financial internal auditors.

The sample contains 336 individuals who were eligible to participate in the survey study.
Listwise deletion was used, such that only complete responses were included in data analyses.
The full formative and reflective model, containing twenty observed variables, had 218
completed responses.

6.2. Data Analysis Methodology
The primary statistical method used for survey data analysis was structural equation
modeling (SEM). As Bagozzi and Baumgartner (1994:387) explain, the goal of SEM is “to
account for the variances and covariances of the observed variables by relating observed
variables to latent variables and by specifying theoretically interesting relationships at the level
of the latent variables.” This description implies that SEM is used as a means to establish multidimensional constructs (i.e., multiple observed variables associated with a single construct) and
to examine theoretical relationships among these constructs.
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Data analysis of the quantitative survey study focused on two areas: 1) scale development
and index construction of observed variables that measure model constructs, and 2) assessment
of theoretical relationships among constructs. This section is organized in three sub-sections.
§6.2.1. contains the survey items used to measure each construct’s observed variables (i.e.,
indicators). §6.2.2. describes the decision criteria used to designate construct indicators as
formative or reflective. §6.2.3. outlines the construct validation methodologies used for index
construction of formative indicators and scale development of reflective indicators. Finally,
§6.2.4. describes structural equation models and how they are evaluated.

6.2.1. Measures of Observed Variables per Construct
Observed variables correspond with survey items contained in the survey instrument. The
term indicator refers to an observed variable used to measure an associated latent variable. In
contrast to observed variables, latent variables are unobserved variables that represent a
theoretical construct (i.e., a concept of interest). This section contains survey items used to
measure indicators associated with each of the four constructs, as depicted in Figure 2 in §5.3.

6.2.1.1. Perceived Regulatory Influence

Table 8 contains the survey items used to measure three formative and two reflective
indicators of perceived regulatory influence. Qualitative interviews (see §4) were the primary
theoretical source for constructing survey items for perceived regulatory influence.
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Indicator

Survey Item

Theoretical Source

Financial loss
(formative)

10. What is the general perception within your company
regarding the degree to which the company could suffer
from financial loss if it were publicly reported that the
company was not SOX compliant?
(1=none, 7=extremely serious)

Interviews, 2006

Exposure of
non-compliance
(formative)

12. “The general perception at my company is that an
external audit would likely uncover SOX non-compliance
(or a material weakness), if it existed.”
(1=strongly disagree, 7=strongly agree)

Interviews, 2006

Cutback security
(formative)

33. "Now that my company has undergone one or more
SOX audits, my company realizes it was doing more than
was required for SOX, and has discontinued some of the
practices that positively affected information security."
(1=strongly disagree, 7=strongly agree)

Interviews, 2006

Influence policy
(reflective)

15. To what extent has SOX compliance been influential in
this company's policies and procedures for internal control
over financial reporting?
(1=hardly at all, 5=a great deal)

Interviews, 2006

Influence
decision-making
(reflective)

16. To what extent does complying with SOX influence
decision-making related to this company's internal control
structure over financial reporting?
(1=hardly at all, 5=a great deal)

Interviews, 2006

Table 8: Survey Items for Perceived Regulatory Influence Construct.
6.2.1.2. Internal Subunit Power

Table 9 contains the survey items used to measure two reflective indicators of internal
subunit power. Theoretical sources for the items came from organizational theory literature and
qualitative interview data.
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Indicator

Survey Item

Theoretical Source

Authority
(reflective)

19. “The department with the most authority to request the
functional lines of business across the company to perform
tasks for SOX experienced an increase in authority or
acceptance to request such tasks as compared to before the
company started working on SOX.”
(1=strongly disagree, 6=strongly agree)

Interviews, 2006
Pfeffer, 1981

Influence
(reflective)

20. “The department with the most influence to get things
done across the company for SOX has more influence now
to get people to discuss, document, design, implement, or
review internal controls than it had prior to SOX.”
(1=strongly disagree, 6=strongly agree)

Interviews, 2006
Hinings et al., 1974

Table 9: Survey Items for Internal Subunit Power Construct.

6.2.1.3. Institutionalized Information Security Risk Management

Table 10 contains the survey items used to measure four formative and four reflective
indicators of institutionalized information security risk management. Survey items were
developed from qualitative interviews (see §4) and by consulting information security,
information systems development, organizational behavior, and organizational theory literatures.
Indicator
Defined process
(formative)

Survey Item
23. “Risk management practices used to establish internal
control over financial reporting are more clearly defined and
more consistently performed in my company than they were
prior to SOX.”
(1=strongly disagree, 7=strongly agree)

Theoretical Source

Tracked process
(formative)

27. “At my company, the total number, or the magnitude, of
SOX deficiencies is monitored and an effort is made to
maintain this below a specific target.”
(1=strongly disagree, 7=strongly agree)

SSE-CMM, level 2
OCTAVE, 2003:8
COBIT

Particip in
process
(formative)

34. In managing risk to financial reporting, do functional
business managers/staff in your company actively perform,
or contribute to decision-making in, any of the following
risk management activities?
(check all that apply)
(e.g., documentation for risk evaluation, remediating
defective controls, etc.)

Interviews, 2006
Mitchell, 1973

Interviews, 2006
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Indicator
Particip in
controls
(formative)

Survey Item
36. Have business users (from functional lines of business)
in your company actively participated in defining,
reviewing, or approving any of the following types of
information security controls related to protecting financial
information or reporting? (check all that apply)
(e.g., access control, segregation of duties, etc.)

Theoretical Source

Culture
(reflective)

24. “The practices used across the company to manage
SOX-related risks have become part of the company culture;
it's how business is done.” (applies to company as a whole,
not only the IT dept.)
(1=strongly disagree, 7=strongly agree)

Interviews, 2006
OCTAVE, 2003:8
Pfeffer, 1981:298, 303

Language
(reflective)

25. “A common language is used to discuss risk
management for SOX (for example, process owner, key
control, material weakness, etc.) that is understood by
people across the company who work closely with financial
information.”
(1=strongly disagree, 7=strongly agree)

Interviews, 2006;
Meyer & Rowan,
1977:349

Awareness
(reflective)

26. “Internal employees working with financial information
have a heightened awareness of policies, procedures, and/or
the need to ensure integrity of financial reporting for SOX.”
(1=strongly disagree, 7=strongly agree)

Interviews, 2006

Ownership
(reflective)

38. “During the past 12 months, functional business users
working with financial information have demonstrated a
sense of ownership toward protecting the integrity of
financial reporting.”
(1=strongly disagree, 7=strongly agree)

Interviews, 2006
Pierce, Kostova, and
Dirks, 2001

Interviews, 2006
Barki & Hartwick,
1989

Table 10: Survey Items for Institutionalized Risk Management Construct.
6.2.1.4. Operational & Technical Information Security Controls Performance

Table 11 contains the survey items used to measure two formative and three reflective
indicators of information security controls performance. Survey items were developed by
consulting information security literature and from the qualitative interviews.
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Indicator

Survey Item

Theoretical Source

Decreased
deficiencies
(formative)

“During the past 12 months, the total number, or the
magnitude, of control deficiencies for key controls over
financial reporting has decreased.”
(1=strongly disagree, 7=strongly agree)

Interviews, 2006
SSE-CMM, 2003

Increased
efficiency
(formative)

During the past 12 months, to what degree have there been
efficiency improvements (or are in-progress) to the system
of controls, take as a whole, by redesigning, consolidating,
or automating key controls used to manage risk to financial
information systems?
(1=much worse, 7=much better)

Interviews, 2006
SSE-CMM, 2003

Information
security controls
(reflective)

To what extent has there been an improvement, if any, in the
definition or implementation of each of the following types
of controls as part of your company's SOX efforts?
(1=much worse, 7=much better)
(e.g., access control for systems users, segregation of duties
for system users, segregation of duties for IT production
environment)

Interviews, 2006
ITGI, 2004

Table 11: Survey Items for Information Security Controls Performance Construct.

6.2.2. Decision Criteria for Designating Indicators as Formative or
Reflective
A construct’s indicators are specified as being either formative or reflective. Formative
indicators are thought to cause the latent construct. Conversely, reflective indicators are
thought to be the effect (result) of the latent construct. In a structural equation model such as that
shown in Figure 2 in §5.2, reflective indicators are depicted by arrows pointed from the construct
to its indicators, denoting that the indicators are a result (reflection) of the underlying construct.
Conversely, formative indicators are depicted in a model with arrows pointed from the indicators
toward the construct, denoting that the indicators are causal. A different way to explain the
relationship is that when the relationship between a construct and its indicators is formative, the
indicators are the independent variables, and the construct is the dependent variable. Conversely,
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when the relationship is reflective, the latent construct is the independent variable, and its
indicators act as dependent variables.

The model of the effects of regulatory influence on information security risk management
contains four latent constructs, three of which have both formative and reflective indicators.
Decision criteria used to determine if indicators were formative or reflective were largely based
on the four decision rules outlined by Jarvis, Mackenzie, and Podsakoff (2003). As shown in
Table 12, a construct’s indicators were designated as reflective or formative based on: 1) the
direction of causality between the indicator and the construct, 2) the interchangeability between
indicators, 3) covariation among indicators, and 4) the nomological net among indicators,
meaning the interrelationships within the entire model that exist among theoretical constructs and
their observed variables.
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Model Constructs and Their Indicators
Regulatory
influence:
Financial loss
Expose non-comply

Decision Rules

Direction of
causality

Interchangeability
among
indicators

Covariation
among
indicators

Nomological
net among
indicators

Formative:
Changes in the
indicators are expected
to cause changes in the
construct
Reflective:
Changes in the
construct are expected
to cause changes in the
indicators
Formative:
Indicators are not
necessarily
interchangeable; they
may or may not share a
common theme.
Reflective:
Indicators should be
interchangeable; they
should share a common
theme.
Formative:
Indicators do not
necessarily co-vary
with each other.

Cutback security

9

Institutional
risk
management:
Well-defined
Tracked
Participation

9

Operational &
technical
controls:
Efficiencies
Reduced errors

All
remaining
groups of
indicators
per
construct

9
9

9

9

9
9

9

9

9

Reflective:
Indicators are expected
to co-vary with each
other.
Formative:
Indicators are not
required to have the
same antecedents and
consequences.
Reflective:
Indicators are required
to have the same
antecedents and
consequences.

9
9

9

9
9

Table 12: Decision Rules for Determining Whether a Construct is Formative or Reflective.
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As indicated in Table 12, three of the four decision rules for formative indicators express
flexibility that is not available to reflective indicators. For example, formative indicators “are not
necessarily” inter-changeable; they “do not necessarily” co-vary; they “are not required” to have
the same antecedents and consequences. In other words, it is acceptable if formative indicators
are interchangeable, but not expected. Likewise, formative indicators may co-vary and share the
same antecedents and consequences; but this is not expected. Conversely, these three conditions
are expected for reflective indicators. In other words, reflective indicators “should be”
interchangeable, are expected to co-vary, and are required to have the same antecedents and
consequences. Given the flexibility of these three rules for formative indicators relative to
reflective indicators, the decision criteria for determining if indicators are formative or reflective
can be summarized to: 1) direction of causality and 2) the remaining three conditional rules
(interchangeability, co-variation, and shared nomological net) are expected to exist for reflective
indicators.
6.2.2.1. Perceived Regulatory Influence

As indicated in Table 12, the potential for financial loss and exposure of non-compliance
with a regulation contributes to, or causes in part, the regulation’s perceived influence. In other
words, if an organization perceives the cost of non-compliance to be higher than the cost of
compliance, the regulation is more likely to have some influence in motivating, or causing,
action for compliance. Likewise, perceptions that any non-compliance with the regulation is
likely to be discovered by an external agent, such as an auditor or regulatory agency, is likely to
increase the regulation’s influence in prompting organizations to take action to comply. When an
organization cuts back (decreases) its security practices because it realizes more was being done
than what was required for compliance, the regulation’s perceived influence decreases. In other
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words, cutbacks in security in order to meet a regulation’s minimum requirements causes a
negative effect in the regulation’s perceived influence.

When a regulation has influence within an organization, its influence is reflected in the
organization’s decision-making and policies. In other words, a regulation that is influential is
likely to cause changes in decision-making and policies. These two indicators, influence in
decision-making and influence in policies, are interchangeable and co-vary. They are also likely
to have the same antecedents and consequences. Stated differently, conditions that lead to a
regulation affecting an organization’s decision-making are likely to also lead to affecting the
organization’s policies.
6.2.2.2. Subunit Power

The indicators for subunit power are authority and influence. These indicators are caused
by increases in subunit power, and thus, are reflective. Authority and influence may be used
interchangeably and are expected to highly co-vary. They share the same consequences, such as
the ability to affect behavior among organizational actors.
6.2.2.3. Institutionalized Information Security Risk Management

The construct institutionalized information security risk management has four formative
constructs: defined process, tracked process, business participation in decision-making, business
participation in information security controls. The first two indicators, defined process and
tracked process, represent process maturity. As a process matures, it is expected to become
institutionalized. In other words, process maturity is causal. Likewise, the two business
participation indicators are also causal. That is, as business users participate in risk management,
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risk management practices become more engrained in organizational culture; in other words,
they become institutionalized.

When risk management practices are institutionalized, they become part of organizational
culture, and this is reflected in four indicators: culture, a common language for risk management,
awareness, and ownership. These indicators co-vary significantly. They are also interchangeable
in the sense that eliminating one of these reflective indicators would not change the meaning of
the construct (a characteristic of formative indicators).
6.2.2.4. Operational & Technical Information Security Controls Performance

As shown in Table 12, the construct operational and technical information security
controls performance has two formative indicators: increased efficiency and decreased errors
among a system of controls. In other words, increased efficiency or a decrease in the frequency
or severity of errors in a collective system of controls is expected to improve controls. For
example, increased efficiencies may be the result of eliminating unnecessary steps in a process,
such as the steps it takes for a user to gain new system access. Eliminating these steps may result
in improved control performance by streamlining the process and reducing the chance of error.
Another example is increased efficiency gained through automating a security control, which in
turn increases the reliability of the control and, therefore, improves the control’s performance.
Decreased errors in the system of controls is a causal indicator in that as an organization attempts
to correct deficiencies, or errors that are discovered during audits or controls testing,
performance of operational and technical controls is likely to improve.
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Improvements in a system of operational and technical information security controls are
reflected in individual controls. In the current context of Sarbanes-Oxley legislation, the controls
expected to reflect improvements are: access control for system users, segregation of duties for
system users, and segregation of duties for IT professionals with regard to making changes to the
IT production environment. These three indicators co-vary in that efforts to improve one of these
indicators are likely to co-vary with improvements made to the other two indicators. These three
indicators are interchangeable in that eliminating one of these indicators does not change the
meaning of construct. Finally, these three indicators are expected to share the same antecedents,
such as increased efficiencies, or decreased errors, in a system of controls.

6.2.3. Construct Validation Methodologies
“Construct validation is concerned with the validity of inferences about unobserved
variables (the constructs) on the basis of observed variables (their presumed indicators)”
(Pedhazur & Schmelkin 1991:52). In other words, construct validation examines how well a
construct’s indicators represent the construct, which in turn is an indication of the trustworthiness
of inferences involving the construct. Thus, construct validation of each model construct is
necessary prior to making inferences (i.e., testing hypotheses) about the relationship between
constructs.

Constructs in the study’s theoretical model, as shown in Figure 2 in §5.2, contain both
formative and reflective indicators. As we observed in §6.2.2., significant differences exist in
assumptions made between formative versus reflective indicators. For example, reflective
indicators, unlike formative indicators, are expected to be highly inter-correlated and share
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common variance. These differences in assumptions have consequences in the methods used for
validating formative versus reflective constructs. The MIMIC approach was used to validate the
relationships between formative indicators and their constructs. Separate methods were used to
validate the relationships between reflective indicators and their constructs. Each of these
methods is discussed next.
6.2.3.1. MIMIC Approach Used for Validating Formative Constructs

Index construction of formative indicators was validated using the MIMIC (Multiple
Indicators and MultIple Causes) approach described by Diamantopoulous and Winklhofer (2001)
and Diamantopoulos and Siguaw (2006). An example of the approach applied in a study on
information system use-related activity (Barki et al. 2007) was also consulted.

The MIMIC approach essentially consists of three steps. First, multi-collinearity among a
construct’s indicators is assessed. The influence of each indicator cannot be distinctly determined
when there are high levels of multi-collinearity among a construct’s indicators (Diamantopoulos
& Siguaw 2006). Variance inflation factors (VIF) below 10 suggest that multi-collinearity is not
problematic (e.g., Diamantopoulos & Winklhofer 2001).

The next step in the MIMIC approach is to correlate a construct’s formative indicators
with a “global” indicator that captures the essence of the construct. This step was performed by
regressing the construct’s formative indicators on a global reflective indicator. Each formative
indicator in the index is expected to be significantly correlated with the global indicator.
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Finally, a MIMIC model is fitted that contains formative indicators as direct causes of the
latent variable (construct) and reflective indicators as the effect. According to Diamantopoulos
and Winklhofer (2001:272), “if the overall model fit proves acceptable, this can be taken as
supporting evidence for the set of indicators forming the index.” The regression coefficients act
as validity coefficients and indicate the contribution and significance of individual indicators
(Diamantopoulos & Winklhofer 2001:272-273).

6.2.3.2. Methods Used for Validating Reflective Constructs

In validating constructs’ reflective indicators, reliability and discriminant validity were
assessed. Reliability is concerned with “the extent to which an experiment, test, or any
measuring procedure yields the same results on repeated trials” (Carmines & Zeller 1979:11). As
such, reliability refers to the degree to which test scores are free from measurement error
(Pedhazur & Schmelkin 1991:82). Reliability is assessed per indicator (i.e., item reliability) by
squaring the correlation between an observed variable and its construct. Reliability was assessed
at the construct level using Cronbach’s alpha, an internal-consistency approach to measuring
reliability that is based on the notion that a construct’s indicators measure the same construct
(e.g., Pedhazur & Schmelkin 1991:92). Consequently, the higher the alpha, the greater the
evidence of inter-item reliability, which in turn suggests the indicators measure a common
construct. Reliability of .7 or higher is considered sufficient (citing Nunally1978; Pedhazur &
Schmelkin 1991:109).
Discriminant validity refers to the distinctiveness of constructs, demonstrated by the
divergence of methods designed to measure different constructs (Pedhazur & Schmelkin
1991:74). Discriminant validity was assessed by examining the average variance extracted,
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which refers to the amount of variance captured by a construct in relation to the amount of
variance due to measurement error (Fornell & Larcker 1981).

6.2.4. Evaluating Structural Equation Models
Three types of models were evaluated: 1) MIMIC models for each formative construct, 2)
measurement model with reflective indicators, and 3) full structural model with formative and
reflective indicators. MIMIC models were used to assess index construction of formative
indicators as predictors of their underlying construct. A MIMIC model was evaluated for the
three constructs: perceived regulatory influence, institutionalized information security risk
management, and operational and technical information security controls performance.
Measurement and structural models are described next.

A full structural equation model consists of: a) a measurement model and b) a
structural model. A measurement model specifies the relations of the observed (reflective)
variables to their underlying constructs, with the constructs allowed to inter-correlate freely
(Anderson & Gerbing 1988:414). In other words, a measurement model is focused on the
relationships between observed variables and constructs, but does not specify any relationships
between constructs. A structural model specifies the relations between the latent (unobserved)
constructs that constitute the theory of interest. Anderson and Gerbing (1988) suggested that
model estimation and respecification is more effective if conducted in two steps: 1) first, conduct
estimation and respecification of the measurement model, then 2) estimate and analyze the
structural model. Taking this approach reduces the chance of confusion when respecification is
needed. In other words, when the full structural equation model (i.e., measurement + structural)

156

is estimated at the same time, modifications may be inappropriately made to the latent
(theoretical) model for misfit in the measurement model. The 2-step approach enables
independent analyses.
6.2.4.1. Null Hypothesis of SEMs

A model is tested to determine the goodness of fit between a restricted hypothesized
model, imposed by the theory being tested, its measures, and the sample data (Byrne 1998:7).
Bollen (1989:1) explains that the fundamental hypothesis for structural equation models is that
the covariance matrix of the observed variables (Σ) is a function of a set of parameters (θ), where
θ is a vector of model parameters; in other words, H0: Σ = Σ(θ). Thus, structural equation models
(SEM) are tested by evaluating the difference between the unrestricted covariance matrix from
the sample data and the restricted, or implied, covariance matrix based on parameters from the
hypothesized model.
6.2.4.2. Indices Used to Assess Overall Model Fit

Indices used to assess the overall model fit, or closeness of fit between the unrestricted
sample covariance matrix and the restricted covariance matrix, are typically based on the chi
square (χ2) statistic (Bagozzi & Baumgartner 1994:399; Byrne 1998:109). The χ2 used to assess
overall model fit is equal to (N-1)Fmin, where N is the sample size and Fmin is a minimum fit
function that is distributed as a χ2 with degrees of freedom (df) equal to ½(p)(p+1) – t, where p
is the number of observed variables and t is the number of parameters to be estimated (Byrne
1998:109-110). Different fit functions will yield different χ2 statistics. Maximum likelihood
(ML) is the minimum fit (or discrepancy) function most widely used in SEM to estimate the χ2
statistic to test H0: Σ = Σ(θ) for overall model fit (Bollen 1989:8), and was used in the current
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study. ML assumes multivariate normal distribution of the observed variables and leads to
estimates that are consistent, asymptotically unbiased, asymptotically efficient, and
asymptotically normally distributed (Bagozzi & Baumgartner 1994:395-396).

Four indices were used to evaluate overall model fit: χ2, RMSEA, CFI, and TLI/NNFI.
The higher the probability value (p-value) associated with the χ2 statistic, the better the model fit
(Byrne 1998:110). The Root Mean Square Error of Approximation (RMSEA) is an estimate of
how well the restricted model approximates the population covariance matrix per degree of
freedom (Browne & Cudeck 1992:238). General guidelines proposed by Browne and Cudeck
(1992:239) suggest that an RMSEA index <= 0.05 is evidence of a close fit of the model in
relation to the degrees of freedom; a value of 0.08 or less indicates a reasonable fit. The
Comparative Fit Index (CFI) and the Tucker-Lewis Index (TLI; also referred to as the
Nonnormed Fit Index, or NNFI) are incremental fit indices that compare a target model (e.g., the
hypothesized model) to a baseline model in order to test the proportionate improvement made by
the target model. The baseline model commonly used is the null model of independence of all
observed variables (Hu & Bentler 1999:2). The TLI differs from CFI in that it takes into account
relative parsimony of alternative models by expressing noncentrality per degrees of freedom
(Bagozzi & Baumgartner 1994:400-401). General guidelines proposed by Hu and Bentler
(1999:27) recommend CFI and TLI indices, based on maximum likelihood, of 0.95 or greater as
acceptable evaluations of model fit.

In addition to the model fit indices that indicate goodness of fit, another type of index is
estimated in LISREL that suggests where model misspecification may exist. A modification
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index is provided for each fixed parameter that estimates the expected decrease in the overall χ2
statistic (described above) if the parameter were freed (Bagozzi & Baumgartner 1994:406). In
other words, significant modification indices indicate model misfit caused by parameters that are
constrained (not estimated) but, but instead, should be freely estimated.

6.3. Survey Results
This section on survey results contains summary statistics of survey item responses used
as observed variables, assessment of index construction of formative indicators, assessment of
construct validation of reflective indicators, assessment of the measurement model, and
assessment of the theoretical model. Research hypotheses are examined, followed by additional
analysis of subunit power.
6.3.1. Survey Item Response Counts and Percentages
This section contains survey response counts and percentages for each survey item used
as an observed variable in the theoretical model. Response counts and percentages contained in
Table 13 are based on the number of respondents for each item.
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Survey Responses
10. What is the general perception within your company regarding the
degree to which the company could suffer from financial loss if it were
publicly reported that the company was not SOX compliant?
None
minimal
somewhat significant
significant
Serious
very serious
extremely serious

Response
Count
(n=314)
10
47
77
61
41
47
31

11. What is the general perception within your company regarding the
degree to which the company could suffer from a damaged reputation if it
were publicly reported that the company was not SOX compliant?
none
minimal
somewhat significant
significant
serious
very serious
extremely serious

Response
Count
(n=312)
7
45
65
45
46
67
37

12. Indicate to what extent you agree with the statement: "The general
perception at my company is that an external audit would likely uncover
SOX non-compliance (or a material weakness), if it existed."
strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

Response
Count
(n=312)
51
37
26
38
71
51
38

14. To what extent did this company add or change policies or procedures in
order to comply with SOX?

Response
Count
(n=304)
12
33
107
96
56

hardly at all
a little
somewhat
a lot
a great deal

Response
Percent
3.2%
15.0%
24.5%
19.4%
13.1%
15.0%
9.9%
Response
Percent
2.2%
14.4%
20.8%
14.4%
14.7%
21.5%
11.9%
Response
Percent
16.4%
11.9%
8.3%
12.2%
22.8%
16.4%
12.2%
Response
Percent
4.0%
10.9%
35.2%
31.6%
18.4%
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Survey Responses
15. To what extent has SOX compliance been influential in this company's
policies and procedures for internal control over financial reporting?
hardly at all
a little
somewhat
a lot
a great deal
16. To what extent does complying with SOX influence decision-making
related to this company's internal control structure over financial reporting?
hardly at all
a little
somewhat
a lot
a great deal

Response
Count
(n=304)
17
36
84
114
53
Response
Count
(n=304)
22
29
90
121
41

Response
Percent
5.6%
11.8%
27.6%
37.5%
17.4%
Response
Percent
7.3%
9.6%
29.7%
39.9%
13.5%

19. Indicate to what extent you agree with the statement: "The department
with the most authority to request the functional lines of business across
the company to perform tasks for SOX experienced an increase in authority
or acceptance to request such tasks as compared to before the company
started working on SOX."

Response
Count
(n=275)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
mildly agree
moderately agree
strongly agree

20
12
25
73
94
51

7.3%
4.4%
9.1%
26.6%
34.2%
18.6%

20. Indicate to what extent you agree with the statement: "The department
with the most influence to get things done across the company for SOX has
more influence now to get people to discuss, document, design, implement,
or review internal controls than it had prior to SOX."
strongly disagree
moderately disagree
mildly disagree
mildly agree
moderately agree
strongly agree

Response
Count
(n=275)

Response
Percent

12
15
22
63
97
66

4.4%
5.5%
8.0%
22.9%
35.3%
24.0%
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Survey Responses
23. Indicate to what extent you agree with the statement: "Risk management
practices used to establish internal control over financial reporting are more
clearly defined and more consistently performed in my company than they
were prior to SOX."
strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

Response
Count
(n=268)

Response
Percent

9
10
16
35
61
66
71

3.4%
3.7%
6.0%
13.1%
22.8%
24.6%
26.5%

24. Indicate to what extent you agree with the statement: "The practices
used across the company to manage SOX-related risks have become part
of the company culture; it's how business is done." (applies to company as a
whole, not only the IT dept.)

Response
Count
(n=268)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

13
14
28
49
51
78
29

5.0%
5.3%
10.7%
18.7%
19.5%
29.8%
11.1%

25. Indicate to what extent you agree with the statement: "A common
language is used to discuss risk management for SOX (for example, process
owner, key control, material weakness, etc.) that is understood by people
across the company who work closely with financial information."

Response
Count
(n=263)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

13
14
24
37
53
75
47

4.9%
5.3%
9.1%
14.1%
20.2%
28.5%
17.9%
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Survey Responses
26. Indicate to what extent you agree with the statement: "Internal
employees working with financial information have a heightened awareness
of policies, procedures, and/or the need to ensure integrity of financial
reporting for SOX."

Response
Count
(n=263)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

5
5
11
27
60
94
61

1.9%
1.9%
4.2%
10.3%
22.8%
35.7%
23.2%

38. Indicate to what extent you agree with the statement: "During the past
12 months, functional business users working with financial information
have demonstrated a sense of ownership toward protecting the integrity of
financial reporting."

Response
Count
(n=246)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree
27. Indicate to what extent you agree with the statement: “At my company,
the total number, or the magnitude, of SOX deficiencies is monitored and an
effort is made to maintain this below a specific target.”

10
8
21
55
60
58
34
Response
Count
(n=256)

4.1%
3.3%
8.5%
22.4%
24.4%
23.6%
13.8%
Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

6
8
11
24
45
60
102

2.3%
3.1%
4.3%
9.4%
17.6%
23.4%
39.8%

28. Indicate to what extent you agree with the statement: "During the past
12 months, the total number, or the magnitude, of control deficiencies for
key controls over financial reporting has decreased."

Response
Count
(n=253)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

3
9
13
25
47
81
75

1.2%
3.6%
5.1%
9.9%
18.6%
32.0%
29.6%
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Survey Responses
29. During the past 12 months, to what degree have there been efficiency
Response
improvements made (or are in-progress) to the system of controls, taken as a Count
whole, by redesigning, consolidating, or automating key controls used to
(n=258)
manage risk to financial information systems?

Response
Percent

much worse
significantly worse
a little worse
no change in improvement
a little better
significantly better
much better

0.4%
1.6%
3.1%
10.9%
41.1%
29.5%
13.6%

1
4
8
28
106
76
35

30. To what extent has there been an improvement, if any, in the definition or implementation of each of
the following types of controls as part of your company's SOX efforts?
2
3
4
5
6
7
Response
[controls listed below
1
No
Much
count
are abbreviated]
Much
change
better
worse
Access control – User
Access control – IT
SOD for users
SOD for IT production
Data backups or
restoration
Systems development
Info security policy

(2)
0.8%
(1)
0.4%
(2)
0.8%
(1)
0.4%
(2)
0.8%
(4)
1.6%
(2)
0.8%

(2)
0.8%
(5)
1.9%
(3)
1.2%
(3)
1.2%
(0)
0.0
(5)
2.0%
(3)
1.2%

(4)
1.6%
(4)
1.6%
(1)
0.4%
(2)
0.8%
(2)
0.8%
(11)
4.3%
(3)
1.2%

(40)
15.5%
(50)
19.4%
(52)
20.2%
(56)
21.7%
(103)
40.1%
(82)
32.0%
(57)
22.1%

(76)
29.5%
(71)
27.5%
(87)
33.9%
(78)
30.2%
(79)
30.7%
(87)
34.0%
(73)
28.3%

(76)
29.5%
(73)
28.3%
(64)
24.9%
(66)
25.6%
(48)
18.7%
(45)
17.6%
(73)
28.3%

(58)
22.5%
(54)
20.9%
(48)
18.7%
(52)
20.2%
(23)
8.9%
(22)
8.6%
(47)
18.2%

258
258
257
258
257
256
258

33. Indicate to what extent you agree with the statement: "Now that my
company has undergone one or more SOX audits, my company realizes it
was doing more than was required for SOX, and has discontinued some
of the practices that positively affected information security."

Response
Count
(n=252)

Response
Percent

strongly disagree
moderately disagree
mildly disagree
agree and disagree equally
mildly agree
moderately agree
strongly agree

64
37
46
40
35
19
11

25.4%
14.7%
18.3%
15.9%
13.9%
7.5%
4.4%
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Survey Responses
34. In managing risk to financial reporting, do functional business
managers/staff in your company actively perform, or contribute to
decision-making in, any of the following risk management activities?
(check all that apply)

Response
Count
(n=238)

Response
Percent

documenting business processes or transactions for risk evaluation
ensuring key controls exist to mitigate specific types of risks
defining procedural controls (for example, rules for access control)
implementing controls
reviewing or testing controls
remediating defective controls
communicating SOX policies

169
176
175
192
146
187
118

71.0%
74.0%
73.5%
80.7%
61.3%
78.6%
49.6%

36. Have business users (from functional lines of business) in your
company actively participated in defining, reviewing, or approving any of
the following types of information security controls related to protecting
financial information or reporting? (check all that apply)

Response
Count
(n=236)

Response
Percent

access control
separation of duties
alerts, triggers, or application controls
exception reports
spreadsheets or other end user computing
employee training on information security awareness or on IT controls for
SOX
risk tolerance (acceptable levels of risk)

167
166
77
127
126
92

70.8%
70.3%
32.6%
53.8%
53.4%
39.0%

93

39.4%

Table 13: Survey Responses for Observed Variables.

6.3.2. Assessment of Index Construction of Formative Indicators
Three constructs in the hypothesized model have formative indicators: perceived
regulatory influence, institutionalized information security risk management, and operational and
technical information security controls performance. Construct validation was performed to
determine the extent to which the formative indicators contribute to, or cause, their underlying
construct. The MIMIC approach described in §6.2.3. was used to validate formative indices and
consists of three steps (Diamantopoulos & Siguaw 2006): 1) ensuring that multi-collinearity is
not problematic, 2) correlating each formative indicator with a global reflective indicator, with
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the expectation there will be significant correlations, and 3) fitting the MIMIC model. The
statistical software SAS 9.1 was used for the first two steps, and LISREL 8.7 was used for the
third step.
6.3.2.1. Perceived Regulatory Influence

The perceived regulatory influence construct has three formative indicators (financial
loss, exposure of non-compliance, and cutback in security) and two reflective indicators
(influence policy and influence decision-making).
Step #1: Assess multi-collinearity among the construct’s formative indicators.
As shown in the SAS output in Figure 3, the highest variance inflation factor (VIF) is
1.01, suggesting there is no problem with multi-collinearity among the three formative
indicators.
Step #2: Correlate each formative indicator with a global reflective indicator.
Influence decision-making was chosen as the global reflective indicator that captures the
essence of the perceived regulatory influence construct. The three formative indicators were
regressed on the global indicator. Based on their t-values of greater than 1.98, all three formative
indicators are significant contributors to the global indicator, as shown in the SAS output below.
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The REG Procedure
Model: MODEL1
Dependent Variable: ninfluDM ninfluDM
Number of Observations Read
Number of Observations Used

249
249

Analysis of Variance

DF

Sum of
Squares

Mean
Square

3
245
248

49.33283
224.89207
274.22490

16.44428
0.91793

Root MSE
Dependent Mean
Coeff Var

0.95808
3.51004
27.29556

Source
Model
Error
Corrected Total

R-Square
Adj R-Sq

F Value

Pr > F

17.91

<.0001

0.1799
0.1699

Parameter Estimates

Variable

Label

Intercept
nloss
nexpose
revStop

Intercept
nloss
nexpose
revStop

DF

Parameter
Estimate

Standard
Error

t Value

Pr > |t|

Tolerance

Variance
Inflation

1
1
1
1

2.66944
0.24611
0.06223
-0.09354

0.26262
0.03863
0.03047
0.03411

10.16
6.37
2.04
-2.74

<.0001
<.0001
0.0422
0.0065

.
0.99020
0.98957
0.99354

0
1.00990
1.01054
1.00651

Figure 3: SAS Output of MIMIC Analysis for Perceived Regulatory Influence.

Step #3: Fit a MIMIC model containing the construct’s formative and reflective indicators.
A MIMIC model was fitted for perceived regulatory influence, as depicted in Figure 4,
with three formative indicators (the x-variables) and two reflective indicators (the y-variables).
The gamma (γ) and lambda (λ) parameters are regression coefficients for the x and y variables,
respectively. The lambda coefficient for y1 (λy11) was set to one for scaling purposes. Error
variances for the y-variables are estimated as ε1 and ε2.
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Figure 4: MIMIC Model of Perceived Regulatory Influence Construct.
LISREL results are contained in Table 14. Based on t-values >= 1.98, all five indicators
were found to be significant. Standardized regression coefficients for the three formative
indicators suggest that, of the three indicators modeled, company perception that there would be
a financial loss if non-compliance were publicly reported (γ11 = 0.39) contributed most to a
regulation’s influence within a company. As intuitively expected, companies stopping or cutting
back on useful security practices in order to meet a regulation’s minimum requirements was
found to make a negative contribution (γ13 = -0.17) to the regulation’s influence. A company’s
perception that any non-compliance would be exposed by external auditors was found to
contribute least (γ12 = 0.12) to a regulation’s influence. The relatively low contribution of the
“exposure” indicator is surprising given that qualitative interview data suggested that companies
are very concerned with passing an external SOX audit. One possible explanation for this result
may be that any concerns related to non-compliance being exposed are really concerns that
financial losses may result. Influence in decision-making was found to be more strongly
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correlated (λy21 = 0.94) with perceived regulatory influence than influence in policies (λy11 =
0.72).

The squared multiple correlations for structural equations suggest that 20% of the
variance in the construct is explained by its three formative indicators. The overall model fit of
the MIMIC model for the perceived regulatory influence construct was found to be very high
based on all four indices used (df = 2; χ2 = 0.028, p = 0.99; RMSEA = 0.0; NNFI = 1.06; CFI =
1.00).
Observed Variable

Unstandardized
Factor Loadings

t-value for
Unstandardized
Factor Loadings
4.97
1.98
-2.62

0.19
Financial loss (γ11)
Exposure of non-compliance (γ12) 0.05
-0.07
Stopped controls (γ13)
y
1.00
Influence policy (λ 11)
1.32
6.85
Influence decision-making (λy21)
Squared Multiple Correlations for Structural Equations

Standardized
Factor Loadings
0.39
0.12
-0.17
0.72
0.94
0.20

Overall Model Fit

N

Degrees of
Freedom

χ2

RMSEA NNFI

CFI

Regulatory Influence

249

2

0.028
(p=0.99)

0.0

1.00

1.06

Table 14: MIMIC Model Results for Perceived Regulatory Influence.
6.3.2.2. Institutionalized Information Security Risk Management

The institutionalized risk management construct has four formative indicators (defined
process, tracked process, participation in the process, and participation in the controls) and four
reflective indicators (culture, language, awareness, ownership).
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Step #1: Assess multi-collinearity among the construct’s formative indicators.
As shown in the SAS output in Figure 5, the highest variance inflation factor (VIF) is
1.30, suggesting there is no problem with multi-collinearity among the four formative indicators.

Step #2: Correlate each formative indicator with a global reflective indicator.
The reflective indicator that most captures the global essence of the construct is culture.
That is, when risk management practices are institutionalized, managing risk becomes part of the
culture; it becomes transparent within the organization. Based on their t-values, all four
formative indicators were found to be significant, as shown in Figure 5.
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The REG Procedure
Model: MODEL1
Dependent Variable: nculture nculture
Number of Observations Read
Number of Observations Used
Number of Observations with Missing Values

227
224
3

Analysis of Variance

DF

Sum of
Squares

Mean
Square

4
219
223

166.10182
382.03657
548.13839

41.52546
1.74446

Root MSE
Dependent Mean
Coeff Var

1.32078
4.85268
27.21754

Source
Model
Error
Corrected Total

R-Square
Adj R-Sq

F Value

Pr > F

23.80

<.0001

0.3030
0.2903

Parameter Estimates

Variable

Label

Intercept
nmatureImpRM
nmonitorDef
sUPdmRM
sUPiSecC

Intercept
nmatureImpRM
nmonitorDef
sUPdmRM
sUPiSecC

DF

Parameter
Estimate

Standard
Error

t Value

Pr > |t|

Tolerance

1
1
1
1
1

0.78850
0.28259
0.24776
0.13052
0.13421

0.43396
0.06288
0.06308
0.05557
0.05614

1.82
4.49
3.93
2.35
2.39

0.0706
<.0001
0.0001
0.0197
0.0177

.
0.87459
0.87010
0.76895
0.79664

Parameter Estimates
Variable

Label

Intercept
nmatureImpRM
nmonitorDef
sUPdmRM
sUPiSecC

Intercept
nmatureImpRM
nmonitorDef
sUPdmRM
sUPiSecC

DF

Variance
Inflation

1
1
1
1
1

0
1.14339
1.14930
1.30047
1.25528

Figure 5: SAS Output of MIMIC Analysis for Institutionalized Risk Management.
Step #3: Fit a MIMIC model containing the construct’s formative and reflective indicators.
A MIMIC model was fitted for institutionalized information security risk management, as
depicted in Figure 6, with four formative indicators (the x-variables) and four reflective
indicators (the y-variables). The gamma (γ) and lambda (λ) parameters are regression
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coefficients for the x and y variables, respectively. The lambda coefficient for y1 (λy11) was set to
one for scaling purposes. Epsilon (ε) parameters are the error variances associated with each yvariable.

Figure 6: MIMIC Model of Information Security Risk Management Construct.
LISREL results are contained in Table 15. T-values indicate that all eight indicators are
statistically significant (i.e., t-values are greater than 1.98). The two indicators associated with
process maturity (defined process and tracked process) were found to contribute to
institutionalized risk management (γ11 = 0.37 and γ12 = 0.39, respectively) more than the two
business participation indicators (business participation in the process, γ13 = 0.17 and business
participation in the controls, γ14 = 0.18). Culture and language were found to be equally
correlated (λy11 = 0.75 and λy12 = 0.75) with institutionalized risk management, while awareness
was nearly equally correlated (λy13 = 0.74)
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The squared multiple correlations for structural equations suggest that 58% of the
variance in the construct is explained by its four formative indicators. The overall model fit of
the MIMIC model for the institutional information security risk management construct was
found to be reasonably high based on all four indices used (df = 14; χ2 = 27.28, p = 0.018;
RMSEA = 0.066; NNFI = 0.97; CFI = 0.98).
Observed Variable

Unstandardized
Factor Loadings

0.29
Defined process (γ11)
0.30
Tracked process (γ12)
0.11
Business participation in process (γ13)
0.12
Business participation in controls (γ14)
y
1.00
Culture (λ 11)
1.04
Language (λy21)
0.83
Awareness (λy31)
0.78
Ownership (λy41)
Squared Multiple Correlations for Structural Equations

Overall Model Fit
Institutional Risk Mgmt

t-value for
Unstandardized
Factor Loadings
6.07
6.33
2.74
2.95
10.49
10.31
9.09

Standardized
Factor Loadings
0.37
0.39
0.17
0.18
0.75
0.75
0.74
0.65
0.58

N

Degrees of
Freedom

χ2

RMSEA NNFI

CFI

222

14

27.28
(p=0.018)

0.066

0.98

0.97

Table 15: MIMIC Model Results for Institutionalized Risk Management.
6.3.2.3. Operational and Technical Information Security Controls Performance

The information security controls performance construct has two formative indicators
(decreased deficiencies and increased efficiency), and seven potential reflective indicators, as
indicated in Table 11. Each of the reflective indicators is a security countermeasure, or control,
in place to mitigate risk to information security. The seven items were designed as a general
scale of security controls for current and future use. It includes information security policy,
which is a management control, and therefore not relevant to the operational and technical
controls performance construct. The other three controls that were dropped from this construct
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may have required technical insight from the IT department, in which case auditors, risk
managers, and finance professionals may not have been able to accurately respond to these items.
Although all seven reflective indicators were statistically significant, only three were retained in
order to have a more parsimonious model: control 1 (access control for system users), control 3
(segregation of duties for system users), and control 4 (segregation of duties for the IT
production environment).

Step #1: Assess multi-collinearity among the construct’s formative indicators.
As shown in the SAS output in Figure 7, the highest variance inflation factor (VIF) is
1.13, suggesting there is no problem with multi-collinearity among the two formative indicators.

Step #2: Correlate each formative indicator with a global reflective indicator.
Of the three reflective indicators, control 1 (user access control) was used as the global
item because, in the SOX context, heavy emphasis is placed on access control. As such, this
control is most likely to be improved through decreases in control deficiencies (i.e., failed tests
during audits) and increased efficiency (e.g., automation). Segregation of duties was also a major
emphasis in SOX and could have also been used as a global item. Based on the t-values in Figure
7, both increased efficiencies and decreased deficiencies were found to significantly contribute to
improved access control (t-values equal 6.37 and 2.14, respectively).
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The REG Procedure
Model: MODEL1
Dependent Variable: nCtrl1 nCtrl1
Number of Observations Read
Number of Observations Used
Number of Observations with Missing Values

258
253
5

Analysis of Variance

DF

Sum of
Squares

Mean
Square

2
250
252

67.08300
274.16601
341.24901

33.54150
1.09666

Root MSE
Dependent Mean
Coeff Var

1.04722
5.50198
19.03348

Source
Model
Error
Corrected Total

R-Square
Adj R-Sq

F Value

Pr > F

30.59

<.0001

0.1966
0.1902

Parameter Estimates

Variable
Intercept
ndeficImp
nEfficImp

Label
Intercept
ndeficImp
nEfficImp

DF
1
1
1

Parameter
Estimate

Standard
Error
t Value

2.72947
0.10571
0.41040

0.36623
0.04929
0.06445

7.45
2.14
6.37

Pr > |t|
<.0001
0.0330
<.0001

Tolerance

Variance
Inflation

.
0.88772
0.88772

0
1.12648
1.12648

Figure 7: SAS Output of MIMIC Analysis for Information Security Controls Performance.
Step #3: Fit a MIMIC model containing the construct’s formative and reflective indicators.
A MIMIC model was fitted for the operational and technical information security
controls performance construct, as depicted in Figure 8, with two formative indicators (the xvariables) and three reflective indicators (the y-variables). The gamma (γ) and lambda (λ)
parameters are regression coefficients for the x and y variables, respectively. The lambda
coefficient for y1 (λy11) was set to one for scaling purposes. Epsilon (ε) parameters are the error
variances associated with each y-variable.
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Figure 8: MIMIC Model of Information Security Controls Performance Construct.
LISREL results are contained in Table 16. While both formative indicators were found to
be significant, increased efficiency in the system of controls was found to contribute more (γ11 =
0.42) to improved information security controls performance than decreases in control
deficiencies (γ12 = 0.17). Based on the standardized factor loadings shown in Table 16, the
control segregation of duties for users was found to be the most correlated with improved
security controls (λy21 = 0.87).

The squared multiple correlations for structural equations suggest that 26% of the
variance in the construct is explained by its two formative indicators. The overall model fit of the
MIMIC model for the information security controls construct was found to fit reasonably well
based on all four indices used (df = 4; χ2 = 6.99, p = 0.14; RMSEA = 0.055; NNFI = 0.98; CFI =
0.99).
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Observed Variable

Unstandardized
Factor Loadings

t-value for
Unstandardized
Factor Loadings
2.70
6.12

0.11
Decreased deficiencies (γ11)
0.33
Increased efficiencies (γ12)
Control 1 (user access control)
1.00
(λy11)
1.18
11.84
Control 3 (user SOD) (λy21)
y
1.05
11.27
Control 4 (IT SOD) (λ 31)
Squared Multiple Correlations for Structural Equations

Standardized Factor
Loadings
0.17
0.42
0.73
0.87
0.77
0.26

Model

N

Degrees of
Freedom

χ2*

RMSEA

NNFI

CFI

Info security controls

252

4

6.99
(p=0.14)

0.055

0.98

0.99

Table 16: MIMIC Model Results for Information Security Controls Performance Construct.
6.3.3. Construct Validation of Reflective Constructs
Construct validation of reflective indicators was assessed by examining reliability and
discriminant validity for each model construct (factor). The results are presented next.
6.3.3.1. Assessment of Reliability

Reliability was assessed by examining Cronbach’s alpha and composite reliability. The
former was obtained from SAS output. Composite reliability was computed manually from
LISREL output of the measurement model (see §6.3.4.). Composite (a.k.a. congeneric) reliability
for a single factor (construct) = ρfactor=(Σλij)2var(ξj) / [(Σλij)2var(ξj) + Σθij], where λij is the factor loading
for indicator i of factor j; var(ξj) is the factor variance, and θij is the error variance for indicator i of
factor j. Composite reliability for regulatory influence, subunit power, institutionalized risk
management, and information security controls performance, respectively, was computed as
follows:
ρreginflu =[(0.91+0.72)2 *1] / [(0.91+0.72)2 *1 + (0.17+0.48)] = 0.8034
ρsubpwr =[(0.78+0.97)2 *1] / [(0.78+0.97)2 *1 + (0.40+0.05)] = 0.8719
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ρinstitRM =[(0.77+0.75+0.74+0.62)2 *1] / [(0.77+0.75+0.74+0.62))2 *1 + (0.41+0.44+0.45+0.61)] = 0.8128
ρisecCtrls =[(0.72+0.87+0.78)2 *1] / [(0.72+0.87+0.78)2 *1 + (0.48+0.24+0.40)] = 0.8337
Latent Variable

Observed Variables
(Reflective Indicators)

N

Perceived regulatory
influence
Subunit power

Influence policy
Influence decision-mkg
Authority increase
Influence increase
Culture
Language
Awareness
Ownership
Control 1 (user access)
Control 3 (user SOD)
Control 4 (IT SOD)

Institutionalized risk
management
Information security
controls

Coefficient
Alpha
Standardized
.80

Composite
Reliability

243

Coefficient
Alpha
Raw
.80

243

.86

.86

.87

243

.81

.81

.81

243

.83

.83

.83

Table 17: Assessment of Reliability.

As shown in Table 17, all four factors (constructs) have reliabilities of at least 0.80,
providing evidence of an acceptable degree of internal consistency among each factor’s
reflective indicators. Subunit power was found to have the highest inter-item reliability
(composite reliability = 0.87).
6.3.3.2. Discriminant Validity

To assess discriminant validity, the average variance extracted (AVE) was computed for
each factor. The AVE is computed by averaging the squared correlations (R2) of a factor’s
indicators. The AVE is then compared with the squared correlations between factors (φij). If
discriminant validity is supported, the factor should share more variance with its indicators than
with other factors (Fornell & Larcker 1981).

AVE was computed manually from LISREL output of the measurement model (see
§6.3.4.). AVE for a single factor (Fornell & Larcker 1981) = ρave =(Σλij2) var(ξj) / [(Σλij2)var(ξj) + Σθij],
where λij is the factor loading for indicator i of factor j and λij2 is the squared indicator-factor
178

.80

correlation, or R2; var(ξj) is the factor variance, and θij is the error variance for indicator i of factor
j. This equation results in averaging the completely standardized factor loadings of a single

factor. AVE was computed for each model factor as follows:
ρave for regulatory influence = (0.83+0.52) / 2 = 0.6750
ρave for subunit power = (0.60+0.95) / 2 = 0.7750
ρave for institutional RM = (0.59+0.56+0.55+0.39) / 4 = 0.5225
ρave for information security controls performance = (0.52+0.76+0.60) / 3 = 0.6267

Factor
Perceived regulatory
influence
Subunit power
Institutionalized risk
management
Information security controls
performance

Average Variance
Extracted
0.68

Squared Inter-Factor Correlations
Regulatory
Subunit Power
Institutional
Influence
Risk Mgmt

0.78
0.52

(0.27)2 = 0.07
(0.42)2 = 0.18

(0.29)2 = 0.08

0.63

(0.31)2 = 0.10

(0.27)2 = 0.07

(0.42)2 = 0.18

Table 18: Assessment of Discriminant Validity.
As shown in Table 18, the average variance extracted for each factor is higher than its
squared inter-factor correlations. This suggests that each factor’s variance is explained more by
its indicators than by its shared variance with other factors. Thus, discriminant validity is
supported. For example, the AVE for institutionalized risk management is 0.52, while its shared
(inter-factor) variance with regulatory influence is 0.18; its shared variance with subunit power is
0.08; and its shared variance with information security controls performance is 0.18. Given that
more variance is attributed to the factor’s indicators than to other factors, discriminant validity is
supported.
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6.3.4. Measurement Model of Reflective Indicators
The measurement model served two purposes in the current analyses. First, it was used to
assess construct validity for reflective indicators in the previous section. Specifically, parameter
estimates from the measurement model were used to compute composite reliability and to
compute the average variance extracted. Second, the more simplified measurement model of
reflective indicators was estimated and evaluated prior to estimating the more complex structural
model that includes formative indicators. These results are the subject of this section.

Figure 9: Measurement Model of Reflective Indicators.
As shown in Figure 9, the measurement model consists of four exogenous factors
(ξ1,ξ2,ξ3, and ξ4) that are allowed to freely correlate. Factor covariances are estimated as phi (ϕ)
parameters. Regression coefficients (λ), also referred to as factor loadings, are estimated for each
observed variable (x). Finally, delta (δ) parameters represent measurement error variance for
each indicator.
Three areas were of particular interest in evaluating the measurement model: 1) statistical
significance of factor loadings, 2) evidence that indicators are loaded on the appropriate factor,
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and 3) the overall model fit. In other words, measurement model assessment is focused on the
relationship between factors and indicators. However, no theoretical relationships among factors
are specified or evaluated. Measurement model results are presented in Table 19.
Observed Variable
Influence policy (λx11)
Influence decision-mkg
Authority (λx32)
Influence (λx42)
Culture (λx53)
Language (λx63)
Awareness (λx73)
Ownership (λx83)
Control 1 (λx94)
Control 3 (λx10,4)
Control 4 (λx11,4)

(λx21)

Unstandardized
Factor Loadings
(Lambda)
0.96

t-value for
Unstandardized
Factor Loadings
11.32

Standardized
Factor Loadings

R-squared

0.91

0.83

0.77
1.01
1.22
1.21
1.26
0.99
0.94
0.84
1.01
0.90

9.67
9.79
11.22
12.88
12.47
12.25
9.89
12.03
15.20
13.15

0.72
0.78
0.97
0.77
0.75
0.74
0.62
0.72
0.87
0.78

0.52
0.60
0.95
0.59
0.56
0.55
0.39
0.52
0.76
0.60

Overall Model Fit

N

Degrees of
Freedom

χ2

RMSEA

NNFI

CFI

Measurement model

243

38

48.20
(p=0.12)

0.033

0.99

0.99

Table 19: Results of Measurement Model of Reflective Indicators.
T-values associated with unstandardized factor loadings (i.e., regression coefficients for
each observed variable) indicate the level of statistical significance. T-values >= 1.98 are
significant. As shown in Table 19, all factor loadings are highly significant, with t-values ranging
from 9.67 to 15.20. Based on standardized factor loadings, influence policy (λx11 = 0.91) was
found to account for the most variance among the two indicators of regulatory influence. Of the
two reflective indicators for subunit power, influence was found to be more correlated (λx42 =
0.97) with subunit power than authority (λx32 = 0.78). Of the four reflective indicators for
institutionalized risk management, culture was found to account for the most variance (λx53 =
0.77). Finally, the control 3 indicator (segregation of duties for users) accounted for the most
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variance (λx10,4 = 0.87) among the three control indicators for the information security controls
performance factor.

Modification indices were estimated in LISREL for each fixed parameter for the purpose
of suggesting areas of model misfit. Modification indices greater than 3.84 are considered
significant (Bagozzi & Baumgartner 1994:406) and indicate that freeing a given parameter
would improve overall model fit by an estimated amount. The two highest modification indices
for lambda coefficients were 5.26 and 5.44 for awareness and ownership, respectively.
Modification indices recommend loading these two indicators on the regulatory influence
construct. However, these changes would not be theoretically appropriate, so were not made. All
other modification indices for lambda coefficients were less than 3.84, suggesting that indicators
were loaded on the best fitting construct. Finally, evidence of an overall close fit of the model is
provided by all four model fit indices shown in Table 19 (df = 38; χ2 = 48.20, p = 0.12; RMSEA
= 0.033; NNFI = 0.99; CFI = 0.99).

6.3.5. Full Structural Model with Formative and Reflective Indicators
A full structural model consists of a measurement model and a structural model. As
discussed in the previous section, the measurement model was focused on the relationships
between factors and their reflective indicators. Recall that the relationships between factors and
their formative indicators were assessed using the MIMIC approach in §6.3.2. The structural
model specifies the theoretical relationships among model constructs.
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The full structural model is shown in Figure 10. All four factors were modeled as
endogenous latent variables (η): the formative indicators of regulatory influence make that factor
endogenous, and the other three factors are endogenous because they have antecedent factors.
Gamma (γ) regression coefficients were estimated for nine observed exogenous (x) variables.
Lambda-y (λy) regression coefficients and the variances of residual terms (θε) were estimated for
eleven observed endogenous (y) variables. The first lambda coefficient for each factor was fixed
at 1.0 for scaling purposes; consequently, t-values are not computed for those coefficients.
Residuals in the structural equations relating the factors are represented as Zeta (ς) parameters in
Figure 10. Finally, beta regression coefficients relate endogenous latent variables to each other.

Figure 10: Full Structural Model with Formative and Reflective Indicators.
Results of the full structural model are presented in Table 20. All factor loadings for
reflective indicators were found to be significant, based on their t-values and standardized factor
loadings. Relative strength of factor loadings for reflective indicators are similar to those
described in the previous section. Exposure of non-compliance was not found to significantly
contribute (t-value = 1.52) to regulatory influence. Decreased deficiencies were not found to
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significantly contribute (t-value = 1.07) to improved performance of information security
controls. The remaining seven formative indicators were found to be significant. Process
maturity indicators (defined process and tracked process) were found to contribute more (γ34 =
0.31 and γ35 = 0.41) to institutionalized risk management than the business participation
indicators (participation in process, γ36 = 0.17; participation in controls, γ37 = 0.18). Tracked
process was found to contribute most to institutionalized risk management (γ35 = 0.41). This
finding is consistent with the Capability Maturity Model (CMM) that indicates a process that is
measured and managed according to those measures (tracked) has a higher degree of maturity
than a process that is merely documented (defined) (SSE-CMM Project 2003).

Process maturity and business participation were found to significantly contribute to
institutionalized risk management; thus, H4a through H4c (see Table 21) are supported. Culture,
language, and awareness were found to significantly reflect institutionalized risk management;
thus H4d is supported.

In examining the structural relations among constructs, regulatory influence was found to
have a significant effect (t-value = 2.94) on subunit power; therefore, H2 (listed in Table 21
below) is supported. Regulatory influence was also found to have a significant effect (t-value =
3.22) on institutionalized risk management; therefore, H1 is supported. Based on their
standardized beta coefficients, regulatory influence was found to have a greater effect on subunit
power (β21 = 0.27) than on institutionalized risk management (β31 = 0.21). Subunit power was not
found to have a significant effect (t-value = -1.68) on institutionalized risk management; thus, H3
was not supported. Finally, institutionalized risk management was found to have a significant
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effect on improved performance of information security controls; therefore, H5 is supported.
Three of the four indices to assess overall model fit provide evidence that the data fit the model
reasonably well (RMSEA = 0.051; NNFI = 0.95; CFI = 0.97).
Reflective Indicator Variables

t-value for
Unstandardized
Factor Loadings

Standardized Factor
Loadings
(Lambda)
0.80

1.07
8.35
1.00
1.08
4.61
1.00
1.05
10.19
0.85
10.22
0.79
8.85
1.00
1.19
10.68
1.09
10.22
Unstandardized
t-value for
Factor Loadings
Unstandardized
(Gamma)
Factor Loadings
0.23
5.89
Potential financial loss (γ11)
0.04
1.52
Exposure of non-comply (γ12)
(-0.07)
(-2.18)
Cutback in security (γ13)
0.24
5.22
Defined process (γ34)
0.32
6.66
Tracked process (γ35)
0.11
2.75
Participation in process (γ36)
0.11
2.91
Participation in controls (γ37)
0.05
1.07
Decreased deficiencies (γ48)
0.24
4.05
Increased efficiencies (γ49)
Squared Multiple Correlations for Structural Equations

0.86
0.81
0.92
0.74
0.74
0.74
0.64
0.71
0.88
0.77
Standardized Factor
Loadings
(Gamma)
0.44
0.10
(-0.15)
0.31
0.41
0.17
0.18
0.08
0.31

Influence policy (λ

y
11)

Unstandardized
Factor Loadings
(Lambda)
1.00

y

Influence decision-mkg (λ 21)
y
Authority (λ 32)
y
Influence (λ 42)
y
Culture (λ 53)
y
Language (λ 63)
y
Awareness (λ 73)
y
Ownership (λ 83)
y
Control 1 (λ 94)
y
Control 3 (λ 10,4)
y
Control 4 (λ 11,4)
Formative Indicator Variables

Regulatory influence
Subunit power
Institutional risk management
Information security controls
Structural Paths

0.22
0.07
0.63
0.25

Regulatory influence Æ Subunit power (β21)
Regulatory influence Æ Institn’l risk mgmt
(β31)
Subunit power Æ Institn’l risk mgmt (β32)

Unstandardized
Coefficient
(Beta)
0.34
0.29

t-value for
Unstandardized
Coefficient
2.94
3.22

Standardized
Coefficient
(Beta)
0.27
0.21

(-0.11)

(-1.68) (ns)

(-0.10)
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Institn’l risk mgmt Æ Controls Performance
0.18
(β43)
Overall Model Fit
N
Degrees of
χ2
Freedom
Full Model
218
130
204.40
(p=0.00)

2.91

0.25

RMSEA

NNFI

CFI

0.051

0.95

0.97

Table 20: Results of Full Structural Model.

Modification indices (MI) for beta coefficients suggest that model fit would significantly
improve by freeing the path from institutionalized risk management to subunit power (MI =
23.14). This path was freed and the results are presented in the next section. A summary of
theoretical hypothesis testing is provided in Table 21.
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Hypothesis

Results

Supported
or Not

H1: An information security-related regulation that has influence
within an organization has a direct positive effect on institutionalized
information security risk management.

β31 = 0.21
t-value = 3.22

Supported

H2: When an information security-related regulation has influence
within an organization, an internal subunit is likely to gain power to
aid the organization in becoming compliant with that regulation.

β21 = 0.27
t-value = 2.94

Supported

H3: An internal subunit with increased power to impose risk
management practices on organizational members as part of
regulatory compliance has a positive effect on institutionalized
information security risk management.

β32 = (-0.10)
t-value = (-1.68)

Not
Supported

H4a: Risk management practices that are consistently performed
according to documented policies and procedures positively
contribute to institutionalized risk management.

γ34 = 0.31
t-value = 5.22

Supported

H4b: Measuring and managing deficiencies in information security
controls positively contributes to institutionalized risk management.

γ35 = 0.41
t-value = 6.66

Supported

H4c: Business participation in risk management activities contributes
to institutionalized risk management.

γ36 = 0.17
t-value = 2.75
γ37 = 0.18
t-value = 2.91
λy53 = 0.74
λy63 = 0.74
t-value = 10.19
λy73 = 0.74
t-value = 10.22
β43 = 0.25
t-value = 2.91

Supported

H4d: Institutionalized information security risk management is
reflected in organizational culture, language, and awareness.

H5: An institutionalized information security risk management
process improves performance of operational and technical
information security controls.

Supported

Supported

Table 21: Results of Hypothesis Testing of Theoretical Model.
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6.3.5.1. An Alternative Model of Subunit Power and Institutional Risk
Management

The original theoretical model, presented in the previous section, predicted that the effect
of regulatory influence on institutionalized risk management was mediated by subunit power.
While regulatory influence was found to have a significant effect on subunit power, subunit
power was not found to have a significant effect on institutionalized risk management. A
modification index of 23.14 suggested freeing the path specifying an effect of institutionalized
risk management on subunit power. This section provides results of this alternative model.

A revised model was fitted with institutional risk management mediating the effect of
regulatory influence on both subunit power and controls performance, as shown in Figure 11. In
this revised model, regulatory influence was not found to have a significant direct effect on
subunit power (t-value = 1.49). The remaining three paths were significant. The findings of this
alternative model suggest that the effect of regulatory influence on subunit power is mediated by
institutionalized risk management. In other words, institutionalized risk management was found
to be a source of subunit power.
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Structural Paths
Regulatory influence Æ Subunit power (β21)
Regulatory influence Æ Institn’l risk mgmt
(β31)
Institn’l risk mgmt Æ Subunit power (β23)
Institn’l risk mgmt Æ Controls Performance
(β43)

Unstandardized
Coefficient
(Beta)
0.16
0.25

t-value for
Unstandardized
Coefficient
1.49
2.92

Standardized
Coefficient

0.25
0.19

3.01
2.99

0.28
0.26

0.12
0.18

Figure 11: Model of Institutionalized Risk Management Affecting Subunit Power.
A modification index of 18.38 indicated that freeing the path from subunit power to risk

management would result in an improved model fit. Freeing this path (β32), while maintaining the
path between risk management and subunit power (β23), would result in a reciprocal (nonrecursive) relationship. In a reciprocal relationship between subunit power and institutionalized
risk management, increases in institutionalized risk management would tend to increase subunit
power, and increases in subunit power would tend to increase institutionalized risk management.
Non-recursive models do not have the same assumptions as recursive (one-way sequential)
models and thus require special modeling techniques. Determining how to fit a non-recursive
model for further analysis of the relationship between regulatory influence, subunit power and
institutionalized risk management is a study for future consideration.

189

6.3.5.2. Internal Subunits with Increased Subunit Power

While a reciprocal relationship between internal subunit power and institutionalized risk
management is one possible explanation for these findings, another explanation may be
contingent on which subunit has the increased power. As shown in the survey response counts in
Table 22, of the five subunits that were listed as possible responses, the two subunits found to
have the most power as related to SOX compliance were the finance and internal audit groups.
18. Please rank the following departments or functions in terms of which as the ________ as related to SOX.
Finance
Internal Info
IT
Risk
Response
Audit
Security
Mgmt
Count
largest annual budget for working
(108)
(89)
(9)
(29)
(23)
258
on SOX
41.9%
34.5%
3.5%
11.2%
8.9%
most responsibility for managing
SOX compliance efforts across the
company

(96)
37.1%

(107)
41.3%

(8)
3.1%

(13)
5.0%

(35)
13.5%

259

most interaction with senior
business executives regarding
strategic decisions or resource
allocation related to SOX

(114)
44.2%

(95)
36.8%

(5)
1.9%

(10)
3.9%

(34)
13.2%

258

most authority to request
functional lines of business across
the company to perform tasks for
SOX

(117)
45.7%

(90)
35.2%

(5)
2.0%

(13)
5.1%

(31)
12.1%

256

most influence to get things done
across the company for SOXrelated tasks

(103)
39.5%

(101)
38.7%

(13)
5.0%

(19)
7.3%

(25)
9.6%
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biggest allocation of labor
resources (internal or external to
company) for SOX since company
began working on SOX

(92)
35.8%

(82)
31.9%

(11)
4.3%

(50)
19.5%

(22)
8.6%

257

most structural change (new
department, new roles, new jobs,
reorganization)

(87)
34.5%

(53)
21.0%

(26)
10.3%

(61)
24.2%

(25)
9.9%

252

Table 22: Survey Response Counts of Subunits Attributed with Power in a SOX Context.
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The direction and explanation of causality may depend on which subunit has experienced
the increase in power for aiding the organization with regulatory compliance. For example,
results may vary depending on whether the finance group or the internal audit department was
the subunit that experienced the most increase in power. Although these data were collected, a
larger sample size is needed in order to split the data set and conduct further analysis.

6.4. Discussion: Survey Study
A model of the effects of perceived regulatory influence on information security risk
management was examined at an organizational level of analysis using structural equation
modeling. Two hundred eighteen completed survey responses were obtained from U.S.-based
ISACA members across industries.

Organizational perception that a significant financial loss would occur if SOX noncompliance were made public was found to contribute most to the regulation’s influence.
Organizational perception that an external audit would expose any non-compliance was not
found to significantly contribute to regulatory influence. One explanation for this finding may be
that exposure by an external auditor or external agency may only prompt action (i.e., increase the
regulation’s influence) if there was concern of financial loss.

Although both process maturity and business participation were found to make a
significant contribution to institutionalized risk management, process maturity made the greatest
contribution. Study results support the process maturity models in information security literature
(ITGI 2005; SSE-CMM Project 2003) that predict increases in process maturity lead to
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institutionalized practices. Institutionalized risk management was found to be reflected in
organizational culture, language, awareness, and business user ownership. Regulation with
perceived influence was found to have a direct positive effect on institutionalized risk
management, and thus, supports the regulative view of institutionalism (DiMaggio & Powell
1983; Jasperson et al. 2002; Scott 2003).

Institutionalized risk management was found to improve performance of information
security controls. Increased efficiencies in the system of controls were found to significantly
contribute to performance improvements. However, decreases in control deficiencies were not
found to be significant. One explanation for this finding may be that measuring and tracking
control deficiencies may be a relatively new activity for many organizations. Indeed, an
information security expert who provides consulting services to large organizations suggested in
the interpretive study (see §4) that organizations often do not measure security performance. In
contrast, efforts to increase efficiency may be more prevalent as organizations automate controls,
and as organizations search for ways to lessen the time spent on managing risk.

While regulatory influence was found to increase subunit power, the relationship between
internal subunit power and institutionalized risk management requires further analysis. Internal
subunit power was not found to have a significant effect on institutionalized risk management.
However, institutionalized risk management was found to have a significant effect on subunit
power. LISREL results suggested the possibility of a reciprocal relationship between these two
constructs. However, this reciprocal (i.e., non-recursive) relationship was not modeled in the
current study.
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Although internal subunit power was hypothesized to affect institutionalized risk
management, it is conceivable that institutionalized risk management could affect internal
subunit power. One explanation may be that as risk management practices become
institutionalized, the subunit that is leading that effort may gain increased legitimacy, and
therefore, gain greater influence. A second explanation is that the direction of causality (i.e.,
whether institutional risk management affected power or the reverse) may depend on whether an
internal subunit had relative power prior to regulatory influence, or whether increases in power
primarily occurred as a result regulatory influence, as described next.

Among the five subunits of finance, internal audit, IT, information security, and risk
management, the two subunits found to have the most power in a SOX context were finance and
internal audit, respectively. An organization’s finance group may have already been in a
relatively higher position of power (Fligstein 1987) prior to the Sarbanes-Oxley legislation. In
contrast, an internal audit group’s increase in power in a SOX environment may be new power.
Evidence of the newness in auditors’ power was found in informants’ accounts during the
qualitative study (see §4.3.4.6.). Two internal auditors and one risk manager with an internal
audit background (Mark, Arnold, and Tim) each suggested that business users “would not have
given them the time of day” prior to Sarbanes-Oxley. Additional evidence of the relatively recent
rise in the internal audit profession’s power may be surmised in the relatively recent rise in
professional association members, described in §2.3.2. In contrast, finance personnel were found
to often be in top leadership positions in corporations, and this structural position has provided
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the finance group with some degree of authority (Fligstein 1987); that is, prior to the enactment
of SOX legislation.

Pfeffer (1981:298-304) suggested that power is perpetuated when beliefs and practices
become institutionalized; in essence, power becomes institutionalized. As such, the source of
increased power for the finance group may have been institutionalized risk management
practices. However, as indicated by internal auditors in the qualitative study, influential
regulation may have been the source of internal audit’s increased power. Thus, the direction of
causality may differ depending on whether power was attributed most to a subunit with preexisting power (e.g., finance group) or to a subunit with relatively new power (e.g., internal audit
group). Additional analysis of this relationship is suggested as a future study.
6.5. Interview and Survey Data Triangulation
The theoretical model tested in this study was largely informed by interpretive analysis of
interview data. In applying Lee’s (1991) framework for integrating research methods (described
in §3.3), a positivist test of the model’s hypotheses implies a test of the researcher’s interpretive
understanding. The extent to which the hypothesized model was supported is in effect the extent
to which the two data sources triangulated (i.e., reached similar conclusions). Consequently, data
triangulation is implied in finding support for seven of the eight stated hypotheses. Nonetheless,
three salient points of data convergence related to information security are summarized in this
section.

First, interpretive data analysis suggested that information security is comprised of two
aspects: management and practice. In the theoretical model, this was modeled as institutionalized
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information security risk management and information security controls performance. These two
distinctive concepts were linked to the process maturity literature that predicts as a process
matures, performance improves. Evidence of process maturity was very salient in the qualitative
data, as was improved performance of two security controls in particular: access control and
segregation of duties. Survey study results supported these interpretive findings.

Second, the risk management process outlined by informants during the qualitative study
was validated by survey respondents. Survey items 21 and 34 listed the process outlined by
interview informants as possible responses (see Appendix B). These survey items essentially
outlined a risk management process that was based on interpretive study findings. Thus, the risk
management process described by informants and interpreted by the researcher was essentially
validated in the survey results.

Finally, cause and effect indicators of institutionalized risk management were identified
in the interpretive study and tested in the survey study. Interview informants consistently
discussed formal documented procedures (defined process), controls testing and remediation
(tracked process), and business participation as contributors to risk management. Likewise,
informants often described the effects of documentation and business participation in increasing
awareness and ownership of risks. Several informants also associated awareness and ownership
with culture and language. Survey study results support interpretive study results in defining
institutionalized risk management.
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Chapter 7. Conclusions
A multi-method study was conducted, consisting of ninety-minute interviews with twenty
informants in ten organizations and a subsequent survey study with 218 complete responses
across industries. The research question examined at an organizational level was: How does
regulation affect information security risk management? Collective evidence from
interpretive and statistical analyses suggests that a regulation may contribute to formalized risk
management practices for a specific area of risks. Secondly, regulation was found to result in
increased organizational awareness of information security risk and risk management by holding
business managers accountable for managing internal risks in business processes. A summary of
study findings is presented next, followed by research contributions and areas of future research.

7.1. Summary of Study Findings and Theory Generalizability
The Sarbanes-Oxley Act of 2002 is focused on internal threats and vulnerabilities to the
integrity of financial reporting information. Interpretive data analysis found that SOX’s focus on
internal risks in business processes and its emphasis on management accountability encouraged
business participation in information risk management. Consistent with the regulative view of
how structures and practices become institutionalized in organizations, regulatory compliance
efforts were found to result in more formalized risk management practices, and thus increased
risk management process maturity. Through the acts of documentation, controls testing and
remediation, and business participation, risk management practices were found to become
institutionalized and subsequently reflected in organizational culture, a shared risk management
language, organizational awareness, and business ownership of risk management.
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Institutionalized risk management was found to improve performance of operational and
technical information security controls. Performance improvements in the system of controls
were primarily attributed to increases in efficiencies. Finance and internal audit groups were
found to have the most internal subunit power in the context of SOX compliance. However,
conclusive findings were not reached on the direction of causality between internal subunit
power and institutionalized risk management. Further analysis is needed in controlling for
subunit.

The concept of perceived regulatory influence is intended to highlight the argument that
not all regulations are equally influential. For example, an informed observer may postulate that
SOX has been more influential than HIPAA in institutionalizing information security risk
management practices. The concept of perceived regulatory influence defined in this study
evaluates the causes of influence. Study results found that organizational perceptions that public
exposure of non-compliance could result in significant financial loss was the greatest
contributing factor to SOX’s perceived influence. This finding implies that regulations that do
not pose a significant financial threat to organizations may not be as influential.

Applying the theoretical model developed in this study to a different regulation is
expected to yield similar results for the relationship between perceived regulatory influence and
institutionalized information security risk management. However, business participation in risk
management is expected to be contingent on the extent to which a regulation is focused on
internal risks (e.g., fraud) as opposed to external risks (e.g., computer hackers and disaster
preparedness). Applying the model to other regulations is expected to also yield similar results
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for the relationship between risk management process and information security controls
performance. In other words, institutionalized risk management is expected to result in improved
controls caused by increased efficiencies or decreased deficiencies. However, the actual security
controls that are improved will vary depending on a regulation’s focus and scope.

7.2. Contributions to Research
This research makes three primary contributions. First, this research answers calls for
more theory development in information security research (Bjorck 2004; Dhillon & Backhouse
2000) by applying institutional theory to examine the effects of regulation on information
security. When the costs of non-compliance with a regulation are perceived to be significant, the
regulation is likely to become influential in an organization’s decision-making and policies.
Influential regulation was found to directly effect the institutionalization of information security
risk management formed by process maturity of and business participation in risk management
activities. Institutionalized information security risk management was found to be reflected in
organizational culture, language, awareness, and ownership. In including formative indicators in
the theoretical model, the model is both predictive and descriptive.

Second, the multi-methods applied in this research contribute to the literature by
providing: a) a rich description of the theoretical context through detailed interviews with twenty
industry experts and practitioners from ten organizations, b) scientific rigor through statistical
hypothesis testing, and c) stronger evidence of theoretical arguments through data triangulation
of qualitative interview and quantitative survey data. In addition, an argument was made that
interpretive and positivist methods may inform each other, as opposed to the one-way serial
198

relationship often proposed in the literature whereby only positivist methods benefit from
interpretive methods, but not the reverse.

Finally, while some researchers may argue that there is not more empirical research in
information security due to the sensitivity of the topic for organizations (Kotulic & Clark 2004),
another argument is that information security is a nebulous term that is therefore difficult to
measure. In particular, Anderson (2003) highlighted the need to have a more measurable
construct that provides value even in the absence of breaches. The current study makes a
research contribution by conceptualizing information security as consisting of two distinctive
parts: a) a risk-based management process, and b) operational and technical security controls.
Information security risk management was defined as a process for protecting the confidentiality,
integrity, or availability of information assets of relative high value with appropriate controls,
reasonable assurance, and accountability. The benefit of separating management from practice is
that each part can be evaluated and improved. For example, a risk management process can be
improved through increasing process maturity. As evidence suggested in this study, a mature
process is likely to lead to improved performance of security controls. These two aspects to
information security were defined as multi-dimensional constructs and may be useful for future
studies.

7.3. Implications for Practice
This research has three primary implications for practice. First, while regulation may be a
coercive means to implement risk management practices, it may make a positive contribution to
organizations’ risk management in at least two ways: a) by encouraging organizations to
establish well-defined procedures that ultimately improve security performance, and b) by
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increasing organizational awareness by holding management accountable for managing risks.
These contributions do not negate the need for risk analyses that take into account threats and
vulnerabilities specific to an organization’s environment that go beyond compliance
requirements.

A second implication of this research is that management of internal threats and
vulnerabilities within business processes necessitates business participation in managing
information security risks. Business participation represents a cultural shift in how information
security risks have traditionally been managed: technical focus on external threats. Business
participation was found to result in increased awareness, a shared risk management language,
ownership in risk management, and an organization culture of managing risk.

Finally, a third implication of this research is the role that internal auditors play in
managing information security. The definition for information security risk management
developed in this research (“a process for protecting the confidentiality, integrity, or availability
of information assets of relative high value with appropriate controls, reasonable assurance, and
accountability”) implies a partnership between information security managers and internal
auditors in managing information security risk. Information security managers have expertise in
threats and vulnerabilities to confidentiality, integrity, and availability of information assets,
while internal auditors have expertise in controls design and testing. Both skill sets are essential
to effective management of information security risks. Evidence of this statement was found in
accounts by both internal auditors and information security experts in the interpretive study, and
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in the survey study sample where 63.7% of respondents were auditors and 30.4% were
information security managers.

7.4. Future Research
Additional research is needed in analyzing the relationship between internal subunit
power and institutionalized information security risk management. Controlling for effects by
subunit group would add clarity. The survey instrument used in this study contained items that
assessed which subunits were perceived to have the most power. However, a larger sample size
is needed for this analysis. Secondly, a reciprocal relationship between subunit power and
institutionalized risk management was suggested in the survey results. Developing an approach
for fitting a non-recursive model would enable further analysis.

Another area of future research is a replication study of the current theoretical model. For
example, the current study can be replicated in other countries that have legislation similar to
SOX, such as “CSOX” in Canada, “JSOX” in Japan, “ISOX” in Ireland, and CLERP9 in
Australia. A cross-country comparison study would make a significant contribution given that
such studies are rare, if existent, in information security literature. Would the theory hold in
countries outside the United States?

A second replication study that may be derived from this research is to apply the
theoretical model to another information security regulation, such as HIPAA, GLBA, or FISMA.
Applying the model to the Federal Information Security Management Act (FISMA) would be
particularly interesting given the mixed opinions in industry that were voiced during both phases
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of data collection for this study. FISMA compliance is required by all U.S. federal government
agencies, and similar to SOX, requires substantial documentation as evidence of compliance. But
what has been the impact on security practice within these government agencies? And absent
concerns of financial loss associated with non-compliance, what makes the regulation
influential? While the threat of non-compliance being exposed by external auditors was not
found to be significant in a regulation’s influence within a commercial environment, such a
threat may be more significant in a government contextual setting.

Finally, an interesting study for future research is to examine different antecedent
conditions that affect the two constructs institutionalized information security risk management
and information security controls performance. In other words, replace the first two constructs in
the current model with different antecedents. For example, qualitative interviews for the current
study included a significant amount of discussion on organizational governance as related to
managing organizational risks and SOX compliance. How does organizational governance affect
institutionalized risk management? Would an organizational structure that included a separate
information security department or an enterprise risk management department be more likely to
have more institutionalized risk management than those organizations that do not have these
additional governance functions? Are there certain characteristics of these governing units that
make them more or less effective at institutionalizing risk management?
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Appendix A: Interview Scripts
This Appendix contains the two interview scripts used as guides during the semistructured interviews conducted during the interpretive study. Section A.1 contains the script
used for informants who participated in SOX compliance for their companies. Section A.2
contains the script used for information security experts who provided a broader account of
information security across industries, based on their observations during their work in the
consulting and applied research industries.

A.1. Script for Informants Working on Internal SOX Compliance
The purpose of this study is to gain a better understanding of the process and outcomes
associated with business managers’ participation in information security initiatives.
General Background:
1. Company background information
a. Primary industry? How many lines of business in company?
b. Primary line of business for this division (business unit)?
c. How many employees in this division (business unit)?
2. Your background information
a. Title
b. Title of your direct report
c. Years of employment at firm
d. Years in current role
e. Years in this field? If new, what did you do before, and for how long?
Clarification of terms:
3. In this firm, what’s included in information security? What activities and areas of
responsibility fall under infoSec? How has this changed over the last 2 years?
¾ Is Info Sec a governance function? If so, since when? If not, who governs?
4. For risk managers: What types of risks fall under your jurisdiction? What makes information
security different (if anything) than other types of organizational risks?
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5. How would you define information security?
6. How would you define a control?
Specific IA Project (e.g., SOX compliance):
7. For SOX compliance, or other security-related initiatives that involve business users, does IT
work in parallel to users, or in conjunction with? In other words, how much of the work done
by the IT dept for SOX compliance is done alongside users and vice versa?
8. Prior to SOX, did functional business users participate in information security, risk
management, or related policy development?
9. Is functional area of business the same as line of business? Which term is used most?
10. Prior to SOX, how much did internal auditing participate in information security?
11. Since SOX compliance, have users continued to document business processes, controls, test
plans, etc?
12. Since SOX, have users participated in other risk management, information security, or other
compliance projects?
13. Has SOX become a way of doing business? If so, in what way? How have things changed
since pre-SOX?
14. What has changed since the initial SOX compliance effort vs how things are done now?
15. Is SOX the first time that information security took a business process focus?
16. If I distribute a survey to companies regarding SOX projects, do you think that both IT
managers and internal auditors would have the same general knowledge on:
a. what governing units and what functional areas worked on the project
b. number of people who worked on compliance efforts in beginning? Now?
c. any new roles or departments created as a result of SOX?
d. other than SOX, what other areas of responsibility fall under the new dept or roles?
e. specific activities & the process performed for risk assessments
¾ different for non-SOX assessments
f. types of controls that were put in place (e.g., access control, segregation of duties,
etc.)
g. approval processes for documentation, controls, testing, etc.
h. types of risks addressed by SOX
i. penalties and strictness of the law’s enforcement
j. how are controls validated? Any other activities performed for assurance?
k. how accountability is demonstrated (for compliance or protecting info)
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l. when did the company start compliance efforts
m. how long has the company had to be compliant
17. Prior to SOX, what roles and how many people normally worked on information risk
management? How about now?
18. Write a flowchart of information security governance within your organization to include
roles, departments, and hierarchical structure involved (individual names not requested).
19. What groups provided the most relevant information when analyzing potential risk in
business processes, or when defining policies (external auditor, internal auditor, LOB, IT,
Board of Directors)?
20. Of the controls that were created or enhanced for SOX compliance, what percentage do you
think were manual controls vs. technical /automated?
¾ Were manual controls primarily defined by process owners?
21. On a scale of 1-10, how would you rate your department’s knowledge in the following
areas prior to participating in the SOX project? Currently?
(1=no knowledge on topic; 5=average knowledge, knowledgeable of some detail, but not many;
10=expert, detailed knowledge on all aspects of topic)
Prior to project
Currently
Business process(es)
How information is handled
Information risks
Orgn’l risk management
practices
22. What impact has user
participation had on
Information security
Risk management
Discovery of significant weaknesses
Business processes
Governance
Accountability

Response

How can you tell there’s
been an impact

23. Risk management: mapping security practices to security risks
¾ How do you know that a particular security practices is an appropriate controls to
meet a specific type of risk?
¾ In other words, based on a portfolio of risks, how do you know which practices (e.g.,
from COBIT or ISO 17799) to implement in order to mitigate specific risks?
24. Information security:
a. What does your firm consider to be characteristics of a secure system?
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b. How do you know if you have better security? Do you have any specific measures of
performance?
c. How has managing information security changed as a result of this project?
d. Are IT Security managers kept abreast of policy decisions & controls developed by
users? To what degree?
25. What have been the high-level outcomes of the project?
a. Any spinoff projects?
¾ If so, how big of a project (e.g., manhours, budget)?
¾ How did this project come about?
b. Any policies (on security or risk management) developed or changed?
c. Any training on information security (or changes to existing training)?
¾ How widespread is the training in the orgn?
¾ Type/content of training?
¾ What % of a given training program contained content that came out of this
project?
d. Any new roles (jobs) created?
e. Increased accountability for information security?
f. Any plans for broader involvement on security from other functional areas of
business (e.g., marketing, R&D, etc.)?
g. Any new technologies?
h. Any significant efficiency enhancements to business processes?
i. Any noticeable cultural changes within the dept/orgn as related to information
security?
j. How widespread (i.e., # of workers & depts.) was the effect of the controls
implemented?
26. What has been the biggest effect of broader participation in information security initiatives
such as SOX?
27. What would you say have been the critical success factors for the project?
28. What would you say have been major obstacles of (or limitations to) the project?
29. What factors have had the most influence on decisions made (e.g., controls, policies,…)?
30. What strikes you most from your experience working on this project?
31. Are there any major changes, improvements, fixes that have been made, or are in the process
of being made, that were not required for SOX compliance?
32. What are good characteristics of a risk analysis or risk management process?

206

A.2. Script for Information Security Experts
The purpose of this study is to gain a better understanding of the process and outcomes
associated with business managers’ participation in information security initiatives.
General
1. Your background information
a. Title
b. Title of your direct report
c. Years of employment at firm
d. Years in current role
e. Years in this field? If new, what did you do before, and for how long?
f. Please describe your practice with regard to your work in information security
¾ Are you working on client engagements?
¾ Is your consulting HIPAA related? If so, how long have you been working
on HIPAA?
2. How would you define information security?
¾ What is its scope? Has this changed over the past 2 or 3 years? If so, how?
¾ What is integrity, and what is confidentiality, in the CIA definition?
SOX
3. The presentation slides you provided at [an industry event] were excellent (very informative).
Do you have any later presentation slides that you can share?
4. Are IT, internal audit, & process owners working in parallel or in conjunction with each
other?
5. Is IT generally aware of analyses, controls, policies developed by process owners?
¾ By internal audit?
6. Do functional business managers or staff seem more aware of information risks?
¾ If so, how do they demonstrate this?
7. What are some of the trends that you are seeing in the industry with current SOX compliance
versus the earlier days when companies were just beginning compliance efforts?
8. Does SOX seem like a paper-pushing exercise, or do you sense that real risk management is
being done?
9. Prior to SOX, how much did internal auditing participate in information security?
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10. Since SOX compliance, have process owners continued to document business processes,
controls, test plans, etc? Are process owners equally involved as before?
11. Since SOX, have users participated in other risk management, information security, or other
compliance projects?
12. Has SOX become a way of doing business? If so, in what way? How have things changed
since pre-SOX?
13. What has changed since the initial SOX compliance effort vs how things are done now?
14. Is SOX the first time that information security took a business process focus?
15. Has SOX increased the legitimacy of the external auditing function?
¾ Of information security?
General Legislation & Gramm-Leach-Bliley Act (GLBA)
[Note: another expert informant was asked detailed questions on HIPAA instead of GLBA.]
16. What general effect has the slew of security-related legislation had on the security consulting
industry? If security consulting has increased, by what %?
17. What is driving risk management or information security in many companies today?
18. Is governance driving risk management practices and/or information security? How?
19. How does regulation in general affect risk management and information security?
¾ SOX in particular?
¾ GLBA or HIPAA in particular?
20. Are there any other regulations that you think have a significant effect on risk management
or information security?
21. What do you think accounts for the difference between how one piece of legislation, for
example HIPAA, affects security as compared to other legislation, for example SOX?
22. How has regulatory compliance efforts affected communication between IT and business
users on information security matters?
23. What impact has GLBA had on information security, as compared to SOX?
24. What business processes are impacted by GLBA?
25. What roles are involved in compliance efforts for GLBA? Are LOB managers involved?
¾ Do the sample people typically work on both GLBA and SOX?
26. Does GLBA have new language or terms (e.g., process owner, material deficiency for SOX)?
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Information Security
27. What is driving information security initiatives in most organizations today?
28. Why is information security important? Who is it important to?
29. Is information security different from enterprise information security? If so, how?
30. How would you distinguish between information security and risk management?
31. How would you distinguish between protecting privacy and security?
32. How does information security, risk management, and governance each relate?
33. Is it reasonable to say that the risk management process drives regulatory compliance and
information security?
34. How do you know when there’s been improved information security? How is this
measured?
35. Read my definition of enterprise information security and ask for opinion.
36. Is there a benefit to having functional managers participate in information security? Are there
limitations to this participation?
37. How hard of a sell is security to business executives? To line managers?
¾ What makes it a hard sell?
¾ How do you sell it? Do you do a cost/benefit analysis?
38. What justifies effort and spending in information security?
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Appendix B: Survey Instrument
This Appendix contains a copy of the final survey instrument. As shown in Table 25,
there were 47 items. The final survey instrument was web-based and had a different graphical
interface than what is captured below. However, the wording per survey item (with the exception
of item 1) is verbatim to the web version. Rows in Table 23 that contain headings denote page
headings.
Implied Consent to Participate in Study
1. [Description of study. Requests the respondent’s consent to participate in the study.]
Company and Respondent Background
2. Primary industry: ____________________________________
3. What is your company’s annual revenue, based on the last annual report?
___ Under $10 million
___ $500 million - $1 billion

___ $10 - $99 million
___ $1 - $5 billion

___ $100 - $500 million
___ over $5 billion

4. How many people are employed at this company, including all of its branches, divisions and
subsidiaries? (check one)
___ 100 or less
___ 5,001–20,000

___ 101-750
___ 20,001-50,000

___ 751-2,500
___ 50,001–100,000

___ 2,501-5,000
___ over 100,000

5. In what U.S. geographical region is your office located? (check one)
___
___
___
___
___

Midwest
Northeast (including D.C. area)
Southeast
Southwest (including Colorado)
West

6. Which best describes your type of organization?
___ privately-held company ___ publicly-traded company

___ government ___ not for profit

7. With regard to SOX compliance, which of the following best describes your organization?
___ required to comply

___ voluntarily complies

___ chooses not to comply
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8. Which best describes your current job title?
___ junior analyst / staff
___ senior analyst / staff
___ manager
___ director
___ executive
___ external consultant (if checked, please answer remaining questions from perspective of 1 client
company)
9. Are you knowledgeable of your company’s SOX compliance and in one of the following roles?
(Survey questions are geared to these roles)
___ process owner for SOX
___ financial internal auditor
___ IT auditor
___ information security manager
___ other IT professional
___ not applicable or not knowledgeable of company’s SOX compliance (Survey questions geared toward
above roles.)
Company Perceptions of SOX
10. What is the general perception within your company regarding the degree to which the company could
suffer from financial loss if it were publicly reported that the company was not SOX compliant?
1) none
2) minimal
3) somewhat significant
4) significant
5) serious
6) very serious
7) extremely serious
11. What is the general perception within your company regarding the degree to which the company could
suffer from a damaged reputation if it were publicly reported that the company was not SOX compliant?
1) none
2) minimal
3) somewhat significant
4) significant
5) serious
6) very serious
7) extremely serious
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12. Indicate to what extent you agree with the statement: "The general perception at my company is that an
external audit would likely uncover SOX non-compliance (or a material weakness), if it existed."
1) strongly disagree
2) moderately disagree
3) mildly disagree
4) agree and disagree equally
5) mildly agree
6) moderately agree
7) strongly agree
13. How far-reaching is SOX within your company based on the percentage of total internal employees
(excluding employees at retail locations) who have participated in SOX compliance efforts during the past
12 months?
1) 0 - 5%
2) 6% - 10%
3) 11% - 25%
4) 26% - 50%
5) 51% - 75%
6) 76% - 100%
Company Management of SOX Compliance
14. To what extent did this company add or change policies or procedures in order to comply with SOX?
1) hardly at all
2) a little
3) somewhat
4) a lot
5) a great deal
15. To what extent has SOX compliance been influential in this company's policies and procedures for
internal control over financial reporting?
1) hardly at all
2) a little
3) somewhat
4) a lot
5) a great deal
16. To what extent does complying with SOX influence decision-making related to this company's internal
control structure over financial reporting?
1) hardly at all
2) a little
3) somewhat
4) a lot
5) a great deal
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Company Management of SOX Compliance
17. Which of the following departments exist internally within your company? (check all that apply)
____ Internal audit
____ Information security
____ IT department
____ Risk management
____ SOX compliance office
18. Please rank the following departments or functions in terms of which as the ________ as related
to SOX.
1) largest annual budget for working on SOX
___ finance ___ internal audit ___ information security ___ IT ___ risk management
2) most responsibility for managing SOX compliance efforts across the company
___ finance ___ internal audit ___ information security ___ IT ___ risk management
3) most interaction with senior business executives regarding strategic decisions or resource allocation
related to SOX
___ finance ___ internal audit ___ information security ___ IT ___ risk management
4) most authority to request functional lines of business across the company to perform tasks for SOX
___ finance ___ internal audit ___ information security ___ IT ___ risk management
5) most influence to get things done across the company for SOX-related tasks
___ finance ___ internal audit ___ information security ___ IT ___ risk management
6) biggest allocation of labor resources (internal or external to company) for SOX since company began
working on SOX
___ finance ___ internal audit ___ information security ___ IT ___ risk management
7) most structural change (new department, new roles, new jobs, reorganization)
___ finance ___ internal audit ___ information security ___ IT ___ risk management
19. Indicate to what extent you agree with the statement: "The department with the most authority to
request the functional lines of business across the company to perform tasks for SOX experienced an
increase in authority or acceptance to request such tasks as compared to before the company started
working on SOX."
1) strongly disagree
2) moderately disagree
3) mildly disagree
4) mildly agree
5) moderately agree
6) strongly agree
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20. Indicate to what extent you agree with the statement: "The department with the most influence to get
things done across the company for SOX has more influence now to get people to discuss, document,
design, implement, or review internal controls than it had prior to SOX."
1) strongly disagree
2) moderately disagree
3) mildly disagree
4) mildly agree
5) moderately agree
6) strongly agree
Company’s Internal Control over Financial Reporting
21. In establishing internal control over financial reporting, does your company consistently perform any of
the following risk management activities according to a documented process? (check all that apply)
____
____
____
____
____
____
____

determining which business processes or information systems to include in scope
identifying the key controls needed
defining a control’s objective
implementing a control
creating a test plan for a control
determining the magnitude of a control deficiency
remediating a control deficiency

22. Indicate to what extent you agree with the statement: “Risk management practices used in my company
to establish internal control over financial reporting are consistently performed according to a documented
process. In other words, a standard process is used.”
1) strongly disagree (process is neither consistent nor documented)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (process is documented, but not consistently performed)
5) mildly agree
6) moderately agree
7) strongly agree (process is documented and consistently performed)
23. Indicate to what extent you agree with the statement: "Risk management practices used to establish
internal control over financial reporting are more clearly defined and more consistently performed in my
company than they were prior to SOX."
1) strongly disagree (now, much less defined and performed much less consistently)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally
5) mildly agree
6) moderately agree
7) strongly agree (prior to SOX, procedures not documented, nor consistently performed)
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Internal Employees Working with Financial Information
24. Indicate to what extent you agree with the statement: "The practices used across the company to
manage SOX-related risks have become part of the company culture; it's how business is done." (applies to
company as a whole, not only the IT dept.)
1) strongly disagree
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (company is trying to make SOX part of culture, but not yet there)
5) mildly agree
6) moderately agree
7) strongly agree
25. Indicate to what extent you agree with the statement: "A common language is used to discuss risk
management for SOX (for example, process owner, key control, material weakness, etc.) that is understood
by people across the company who work closely with financial information."
1) strongly disagree (very few speak the same SOX language)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (roughly half the people speak the same SOX language)
5) mildly agree
6) moderately agree
7) strongly agree (all speak the same SOX language)
26. Indicate to what extent you agree with the statement: "Internal employees working with financial
information have a heightened awareness of policies, procedures, and/or the need to ensure integrity of
financial reporting for SOX."
1) strongly disagree (people must often be reminded to follow policy)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (many people seem aware, while many others don't)
5) mildly agree
6) moderately agree
7) strongly agree (people often mention, or ask questions to clarify, what is needed for SOX)
Monitoring and Improving System of Controls
27. Indicate to what extent you agree with the statement: “At my company, the total number, or the
magnitude, of SOX deficiencies is monitored and an effort is made to maintain this below a specific target.”
1) strongly disagree (deficiencies neither tracked nor managed)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (deficiencies tracked, but no routine effort to manage)
5) mildly agree
6) moderately agree
7) strongly agree (deficiencies tracked and continuously managed to quantitative targets)
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28. Indicate to what extent you agree with the statement: "During the past 12 months, the total number, or
the magnitude, of control deficiencies for key controls over financial reporting has decreased."
1) strongly disagree (control deficiencies much worse)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (total # decreased/increased, while magnitude increased/decreased)
5) mildly agree
6) moderately agree
7) strongly agree (major improvement)
29. During the past 12 months, to what degree have there been efficiency improvements made (or are inprogress) to the system of controls, taken as a whole, by redesigning, consolidating, or automating key
controls used to manage risk to financial information systems?
1) much worse (important controls stopped, weakening security OR controls very inefficient)
2) significantly worse
3) a little worse
4) no change in improvement
5) a little better
6) significantly better
7) much better (a major focus in the company; extensive improvements made/being made)
Information Security
30. To what extent has there been an improvement, if any, in the definition or implementation of each
of the following types of controls as part of your company's SOX efforts?
1
2
3
4
5
6
7
Don’t
Much
No
Much know
worse
change
better
1) access control for systems users
2) access control for IT personnel
3) segregation of duties for system
users
4) segregation of duties for IT
production environment
5) data backups or restoration
6) obtaining application security
requirements during systems
development
7) information security policy
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31. Indicate to what extent you agree with the statement: "SOX compliance efforts have made a positive
contribution to information security in my company."
(Information security is defined as the protection of information and information systems from
unauthorized use, disclosure, disruption, modification, or destruction in order to preserve confidentiality,
integrity, or availability).
1) strongly disagree (information security is much worse or unchanged)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (information security is better in some areas and worse in others)
5) mildly agree
6) moderately agree
7) strongly agree (aspects of information security are much better)
32. Indicate to what extent you agree with the statement: "My company treated SOX compliance efforts as
an opportunity to make operational or technological improvements that directly or indirectly improve
information security, but were not required for SOX."
1) strongly disagree (company did the least possible)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (improvements made, but all were required by SOX)
5) mildly agree
6) moderately agree
7) strongly agree (major improvements made, such as data center consolidation, new systems)
33. Indicate to what extent you agree with the statement: "Now that my company has undergone one or
more SOX audits, my company realizes it was doing more than was required for SOX, and has discontinued
some of the practices that positively affected information security."
1) strongly disagree (no positive practices discontinued since initial SOX audit)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (some positive practices discontinued, but nothing important)
5) mildly agree
6) moderately agree
7) strongly agree (major security weaknesses resulting from discontinued practices)
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Participation from Functional Business Managers/Staff
34. In managing risk to financial reporting, do functional business managers/staff in your company actively
perform, or contribute to decision-making in, any of the following risk management activities? (check all
that apply)
____
____
____
____
____
____
____

documenting business processes or transactions for risk evaluation
ensuring key controls exist to mitigate specific types of risks
defining procedural controls (for example, rules for access control)
implementing controls
reviewing or testing controls
remediating defective controls
communicating SOX policies

35. Indicate to what extent you agree with the statement: "Functional business users routinely contribute a
business perspective to IT on managing information security risk to financial reporting and/or financial
information systems."
1) strongly disagree (no contribution)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (business contributes, but not routinely)
5) mildly agree
6) moderately agree
7) strongly agree (business users are formally part of routine decision-making in this area)
36. Have business users (from functional lines of business) in your company actively participated in
defining, reviewing, or approving any of the following types of information security controls related to
protecting financial information or reporting? (check all that apply)
____
____
____
____
____
____
____

access control
separation of duties
alerts, triggers, or application controls
exception reports
spreadsheets or other end user computing
employee training on information security awareness or on IT controls for SOX
risk tolerance (acceptable levels of risk)

37. Indicate to what extent you agree with the statement: "Participation from functional business users in
defining or reviewing application/process controls over financial reporting is higher than for controls that
protect other important information, such as intellectual property, employee or customer data."
1) strongly disagree (e.g., users don’t participate in any application/process controls)
2) moderately disagree
3) mildly disagree
4) mildly agree
5) moderately agree
6) strongly agree (users participate in SOX app/process controls but not for other applications)
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38. Indicate to what extent you agree with the statement: "During the past 12 months, functional business
users working with financial information have demonstrated a sense of ownership toward protecting the
integrity of financial reporting."
1) strongly disagree (must often remind users to comply with controls or policies for SOX)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (many people take ownership, while many do not)
5) mildly agree
6) moderately agree
7) strongly agree (most users proactive in taking responsibility for integrity of financial reporting)
Managing Information Security
39. Indicate to what extent you agree with the statement: "Strategic decisions on information security
policies and solutions are largely business-driven; that is, they are based on business objectives, value, or
needs."
1) strongly disagree (decisions based primarily on vulnerabilities in technology)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally
5) mildly agree
6) moderately agree
7) strongly agree (decisions based primarily on business objectives, value, or need)
40. Indicate to what extent you agree with the statement: "Information security policies and solutions in my
company are largely based on (or tailored from) industry best practices or standards."
1) strongly disagree (industry standards not at all consulted)
2) moderately disagree
3) mildly disagree
4) agree and disagree equally (industry standards are consulted, but loosely applied)
5) mildly agree
6) moderately agree
7) strongly agree (company strictly follows a particular industry standard)
41. In your company, are any of the following criteria formally analyzed when determining, or prioritizing,
which information assets to protect for financial reporting? (check all that apply)
____
____
____
____
____
____
____

sensitivity or criticality of information
criticality of business process or information system
business value of a potential breach or material weakness
size of operation at company’s locations
information access or handling by external partners
commercial standards or requirements
regulatory compliance requirements
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42. During the past 12 months, have any of the following sources been consulted to determine if the system
of controls implemented in your company is appropriate (sufficient) for managing risk to financial
information and information systems? (check all that apply)
____
____
____
____
____
____
____

functional business users
vulnerability assessment
consultants
external suppliers and service providers
regulatory requirements
specific company objectives (beyond regulatory compliance)
widely-accepted guidelines (e.g., COBIT, ISO 17799, SSE-CMM, COSO, etc.)

43. During the past 12 months, were any of the following activities performed within your company to
establish confidence (assurance) that policies to safeguard financial information systems work as planned?
(check all that apply)
____
____
____
____
____
____
____

security incidents defined
environment continuously monitored for potential or actual incidents
measurable assurance objectives defined
system users trained on IT application controls or on information security
independent assessments/audits conducted
status of external service providers’ control framework assessed
effectiveness of information security reported to management

44. During the past 12 months, have any of the following actions occurred in your company to provide
management accountability for information security? (check all that apply)
____
____
____
____
____
____
____

individual roles & responsibilities defined & documented (or reviewed/revised)
roles & responsibilities for protecting information assigned (or reviewed/revised)
data or process owners made responsible for specific controls
senior management reviews information security policy
information security policies communicated to all employees & contractors
executive business management’s support demonstrated for information security
a committee of IT and business managers did planning for information security

End Survey
45. Which Department do you work in? [drop-down list]
46. Please indicate your role in your company and years of experience.
Your current job role/title: _____________________________________________
Years of experience in your current career: ________________
Years you’ve worked for this company: ________________
47. If you would like to receive study results upon completion of this study, please provide your email
address (or notify the researcher separately at jspears@psu.edu).
_______________________________________
Table 23: Survey Instrument.
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