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ABSTRACT
The feasibility of low probability of intercept for sonar signals is explored. Using a noiselike active sonar signal, the transmitter (platform) employs a matched filter for echo detection
while the target is assumed to use an energy detector. Decision statistic distributions are
developed at both the platform and target. These distributions allow efficient Monte Carlo
simulation of detection performance and comparison with a previous work’s assumption of
Gaussian decision statistics. We then explore the detection advantage the platform can achieve by
evasive on-off keying and by optimization of its transmitted power. A favorable (evasive)
operating region of the platform in the (low power, small range) region of the (range, power)
plane is identified. This suggests that the platform should start detection (and range-finding) using
a low-power probing signal, increasing power until a reliable detection rate is first achieved while
ensuring the target’s detection rate does not exceed a specified level.
Using a detailed waveform-based simulation framework, the second part of the feasibility
study using LPI sonar signal is about covert range estimation. A frequency selective channel filter
is used for a more realistic simulation. As in the first part, the platform uses matched filtering and
the target uses energy detection. However, the objective of the platform is to estimate the range to
the target while ensuring that the target still fails to detect the platform’s pinging LPI waveform.
A platform-target encounter scenario was designed for Monte Carlo simulation. Characterization
of variables in the model was performed to show the feasible conditions of covert range
estimation.
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Chapter 1

Introduction
Low-probability-of-intercept (LPI) in this study, conceptually, is about covertness and the
LPI waveform is a signal employing this concept so that a system without prior knowledge about
the presence of such a signal has low chance of detecting the signal. Covertness can be achieved
by either avoiding physical interception, or, even when physically intercepted, by designing the
signal to appear noise-like. In this study, the focus is on the second case. Properties of LPI
waveforms include low power, wide bandwidth, frequency variability, and other evasive
components. Subsets of these properties are investigated in this study.

LPI has been used in radar for covertness such as in covert fighter communication or
detection. Radar signals are allowed to have wide band components even for long range
applications due to small attenuation throughout the path. The atmosphere is not as good as a
twisted pair, but much better than the underwater ocean channel. For this reason, although the
concept has existed for a long time, not much was explored for underwater applications. This
work focuses on this very topic -- feasibility of LPI for sonar applications.

1.1 Motivation

LPI has been used for radar systems, which is also called LPIR, for fighter aircrafts,
surface ships, etc. but not much has been studied for underwater systems. With the growing
research for unmanned underwater vehicle (UUV) and its missions, covert detection and covert
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tracking are main concerns for UUV guidance system. A feasibility study of this type of system is
the first step towards practical deployment.

1.2 Platform and Target configuration (Problem Statement)

The assumed scenario in this thesis for a UUV, or more generally, “the platform”, is that
the platform has been passively tracking a “target”, which gives fairly reliable bearing
information, but with large uncertainty in the target’s range. To obtain better range information,
active sonar may be used by the platform. Range information is crucial to the platform for
maintaining covertness. Transmission power from the platform depends highly on the range
information and transmitting too much power can expose the platform. Therefore, the objective is
to keep a target within a certain radius from the platform, such that the platform can detect the
target and estimate the range to the target without being detected by the target.

The first to be investigated for covert detection is the detection performance at the
platform and the target, respectively. Second is the feasibility of range estimation using the LPI
waveform.

1.3 Assumptions

As mentioned in the previous section, it is reasonable that the probing low-probability-ofintercept (LPI) waveform be low power, wide-band, and it should blend with the ambient
environment (Pace, 2004). One way of designing the waveform is to mimic the ambient noise of
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the ocean. The target and platform are assumed to be in shallow water, where the underwater
ambient noise depends on the wind force, sea state, and shipping noise (Wenz, 1962). Shallow
water is where the spreading of the signal can be assumed to be cylindrical spreading, i.e., the
power of the signal decreases with the first order of range. It is also assumed that all other noise
and interference sources (processing noise, interference from shipping) are negligible. In addition,
the separation of the platform and the target is assumed small enough that the average noise
power levels at both locations are approximately equal.

One note about the ocean ambient noise that will be used throughout is the relative noise
level variable. Typical ocean ambient noise level is 30 dB at high frequencies and 140 dB at 1Hz,
both relative to 1μPa2/Hz (Wenz, 1962). The ambient noise level that will be referred to in this
work is assumed to be this typical noise level. Relative noise level value of 1 would refer to this
level and value of 2 would be this level elevated to have twice as much power at all frequencies.

One advantage for the platform’s propulsion system is, since the dimensions of the
platform (UUV) are typically much smaller than the target’s (e.g., a submarine), much quieter
maneuvering is possible, which makes it difficult for the target to achieve passive sonar detection
performance comparable to that of the platform. Being smaller than the target also helps preserve
stealth for the platform as fine angular resolution is required to focus a beam on the target.
Reflections from the platform will in general be much smaller in magnitude than those from the
target due to its much smaller surface area. This will of course depend on the relative positions
and orientations of the target and platform, depths of the target and platform, and on the direction
of the active sonar signaling. In this work, we will assume, as justified above, that the platform
may have some advantage over the target with respect to effective signal reception (characterized
by a parameter

) and will explore how active sonar detection performance depends on this
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parameter (and on other system parameters) at the target and platform. Another key advantage of
the platform is that it knows the waveform and when it is transmitting, while the target does not.

However, aside from the advantages described above, the platform has disadvantages as
well. First, the platform suffers from a two-way transmission loss compared to the one-way loss
for the target. This is especially severe for high frequencies due to the ocean’s channel
characteristic. Second, the platform’s smaller dimensions and stealth requirement limit the
propulsion system, which hinders maneuverability. When the target detects a threat and decides
to flee, the platform lacks the ability to pursue. Third, the platform’s computing resources will in
general be inferior to that of the target. UUVs will usually have automated navigation and signal
processing systems, whereas the target will also have manpower, in addition to better systems.

From the perspective of the platform, it is desired that comparable or better detection
performance, meeting specified false alarm and detection rates, should be achieved, compared
with those at the target, at the greatest possible range, and with the shortest LPI waveform
possible. If the required range is small, the platform must maneuver to get very close to the target
before turning on its (active) LPI transmission. The likelihood of being able to maneuver very
close to the target without being discovered, and before the target maneuvers away from the
platform, is not high. Likewise, if a long LPI waveform is required, this will introduce a long
processing time and, hence, a large delay in detection. Again, the likelihood that the target
maneuvers out of range of the platform increases with this delay.
A previous study on sonar LPI (Willett, Reinert, & Lynch, 2004) was conducted with the
following assumptions :
-

The platform/target configuration takes place in shallow water where the signal attenuation
seen at the target is proportional to the range from the platform (Urick, 1983).
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-

The additive ambient noise is Gaussian with zero mean and known variance. It is also
spectrally white.

-

The detection scheme at the platform is a non-coherent matched filter (Whalen, 1971) and at
the target, an energy detector.

-

Beyond the assumption of Gaussian noise, it was assumed, based on the Central Limit
Theorem, that the decision statistics can be taken to be Gaussian at the platform and target.
This assumption is re-evaluated here.

Based on the analysis in (Willett, Reinert, & Lynch, 2004), the authors concluded that
covert sonar LPI tracking by the platform is only feasible for unrealistically short ranges and/or
long signal durations. In the current study, we re-evaluate sonar LPI feasibility by addressing
several limitations of the study in (Willett, Reinert, & Lynch, 2004).

First, even with the

assumption of Gaussian noise and the same detection structures at target and platform assumed in
(Willett, Reinert, & Lynch, 2004), in this paper we observe that the decision statistics at the
platform and target are non-Gaussian. Second, (Willett, Reinert, & Lynch, 2004) assumed
somewhat pessimistically that the target knows the signal duration and when signal is being
received. The platform, however, can employ evasive on-off keying, e.g. randomly modified the
signal duration. Third, (Willett, Reinert, & Lynch, 2004) evaluated performance for a fixed noise
level, without considering performance as a function of the noise level – i.e., some noise
conditions may be more favorable to cover detection by the platform. Finally, and most
importantly, (Willett, Reinert, & Lynch, 2004) only considered equivalent performance cases at
the target and platform, without exploiting the fact that lower transmission power can be used to
achieve asymmetric performance at the target and platform that may in fact be favorable to the
platform.

Chapter 2

Covert Detection

In this chapter, detection performances at the platform and at the target are discussed
starting from a derivation of the decision statistics at the platform and the target. The platform
uses matched filtering and the target employs an energy detector. Two approaches are used. The
first approach focuses on the range of equivalent performance,

, defined as the range at which

the platform and the target obtain the same probability of detection and probability of false alarm.
The second approach shifts away from the equivalent performance concept and concentrates on
differences in detection performance. This is specifically shown by illustrating the influences of
the transmission power level and the range on the detection performance.

2.1. Decision Statistics

2.1.1 Decision statistic at the Target
For the derivation of the decision statistics, we have assumed the following. The LPI
waveform is zero-mean, unit energy, pseudorandom, and wideband (noise-like), of duration
samples. As the ocean ambient noise is assumed to be additive white Gaussian, the received
waveform at the target is also Gaussian-distributed. Consistent with (Willett, Reinert, & Lynch,
2004), it is assumed that the platform uses a non-coherent matched filter for detection and the
target uses an energy detector. Based on these assumptions, as detailed below, at the target, under
signal presence (

), the energy detector’s decision statistic is the sum of a Gamma-distributed

random variable and a Gaussian random variable. Under signal absence (

), this statistic is
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Gamma-distributed. In particular, let

be a received complex valued sample,

a signal strength coefficient at the target, and

statistic at the target,

the decision

a complex valued

. Then, the following is the signal

zero-mean Gaussian white noise variate with variance
reception at the target:

:

,

:

and for detection based on a vector of received samples, using an energy detector, the
decision statistics are derived under both hypotheses:
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∑
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2
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,

Note that

1,

,

are independent exponential random
, the decision

variables. Thus, the sum in (1) is a Gamma random variable. Therefore, under

statistic is a sum of exponentially distributed random variables (Gamma-distributed), while under
,

is the sum of a Gamma and a Gaussian random variable. In both cases, the result is non-

Gaussian. Thus, unlike (Willett, Reinert, & Lynch, 2004), where the noise was assumed Gaussian
and the decision statistics were also assumed Gaussian. Even under the assumption of Gaussian
noise, the true decision statistic at the target is non-Gaussian. Later, it will be seen that the
Gaussian assumption in (Willett, Reinert, & Lynch, 2004) is actually overly optimistic about the
performance of the platform relative to the target.

2.2.2 Decision Statistics at the Platform
Under the two hypotheses, the noncoherent matched filter decision statistic is also not
truly Gaussian. At the platform, the received signals under the two hypotheses are:

:

,

:

where

,

is the signal strength coefficient at the platform. The decision statistic is now

,

where,
,

(3)
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with

Gaussian-distributed, i.e. ~

0,

) and

thus Rayleigh-

distributed (Papoulis, 2002).

In the signal presence case,

,

(4)

is Normally distributed, i.e. ,

where again

~

and with

,

,

Rician-distributed (Papoulis, 2002).

Figure 1 is an overlay of PDF’s for the Gaussian T

and the non-Gaussian Tmf under the

signal absent case. As seen in (Willett, Reinert, & Lynch, 2004), mean and variance of Tmf does
not depend on the length of the signal and nor does the shape of the PDF. The non-Gaussian
distribution is more heavy-tailed than the Gaussian distribution and the effect of the heavier tail
will be seen in a later section.
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Figure 1. Standardized PDF of T

under signal absent case.

In (Willett, Reinert, & Lynch, 2004), the signal strength parameters at the target and
platform were expressed as functions of the transmitted signal power

, the range , and the

target’s array gain relative to the platform. In particular,

,

(5)

.

(6)

is the transmitted power and
previous work is

is the proportionality constant. The value used in the

132, determined from the typical power loss, 56dB, at 3kyd:
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56

132

2.2 δ (Delta)
Delta, , in the signal strength parameter alpha,

, is defined as follows.

target array gain
platform array gain target cross section

encompasses all terms involving target cross section and array gains and can be
1 means equal

interpreted as the target’s “built-in” advantage in sonar reception capability.

capabilities at the target and platform. Values smaller than 1 indicate the platform has an
advantage and values larger than 1 implies the target has an advantage.

values used for

preliminary analyses are from 0.0001 to 100. In later parts of chapter 2 and chapter 3, a

value of

0.025, or in decibel, 32dB, is used. This is chosen as a typical value for the assumed platform and
target, i.e. UUV and submarine configuration. The physical implication of the

value is the

combination of the target strength and the directivity index advantage of the platform. Under the
assumptions made in the previous chapter, the target has a small directivity index relative to the
platform especially when the platform is coming from behind where the propulsion system is
generating noise. Therefore, 32dB advantage of for the platform is assumed. By assuming this
value, it is also implicitly specifying some requirements to the transducer design that achieves it.
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2.3 Monte Carlo Simulation
Since the distributions of the decision statistics under each hypothesis at the platform and
target have been characterized, it is not necessary to directly generate the actual LPI waveform to
assess performance numerically, which would lead to very time-consuming simulations,
especially for large . Rather, the required decision statistics can be directly simulated and thus
Monte Carlo simulations 1 were performed to evaluate

and

at the target and platform.

The Monte Carlo simulation was first performed under the same constraint as in (Willett,
Reinert, & Lynch, 2004), i.e., to characterize the range and signal duration required to achieve
equivalent false alarm/detection rates at the platform and the target. For a specified set of
parameters (false alarm rate, true detection rate, signal duration, and the ambient noise level,

),

first, the detection thresholds, at the target and platform that achieve the specified false alarm rate,
are found. Once this threshold is specified, a search for
(common)

and

that achieve the desired

is performed. This is achieved via a type of bisection search applied separately for

each of the ’s with the Monte Carlo simulation run for each candidate
associated
and

. Once the

value to determine the

values are accurately refined, (3) and (4) are used to jointly solve for

and this terminates the simulation for a given signal length. This is repeated for other

signal lengths. Note that the equal (
(along with the assumed

,

,

,

) performance requirement at the target and platform

, , and

parameter values,) thus specifies a particular

range and power level “point” in the range/ power plane. The range of this point is denoted as

.

Note that while equivalent performance at the target and platform was the focus of (Willett,

1 The number of trials was chosen such that the expected number of counts for estimating
for

0.001, 500

.

500,000 trials were used.

,1

was 500. (e.g.
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Reinert, & Lynch, 2004), this does not preclude the possibility that, for a given range
duration, , that there is a signal power level

and signal

that gives asymmetric performance favorable to

the platform (e.g., the same false alarm rate but higher detection rate at the platform than the
target). This in fact will be the focus of our experiments that come in a later section.

Monte Carlo trials are not necessary if the PDF 2 s are both known and can be analytically
integrated (or closely approximated). This is the case for Gaussian decision statistics, for which
the same procedure can be carried out except without needing Monte Carlo trials to calculate
and

values. Instead, the Q-function can be used. Monte Carlo simulations, with the case of

Gaussian decision statistics (Willett, Reinert, & Lynch, 2004) was considered and compared with
results obtained using the Q-function. This gave very precise agreement.

The purpose of the initial experiments was to assess whether or not the assumption of
Gaussian decision statistics in (Willett, Reinert, & Lynch, 2004) is overly optimistic or
pessimistic about the feasibility of sonar LPI. Thus, the range and signal duration required to
achieve equivalent performance at platform and target are evaluated under the same system
settings (

,

), only differing in whether Gaussian decision statistics are assumed (Willett,

Reinert, & Lynch, 2004) or the exact statistics developed in the previous section. As a means to
compare the two, range of equivalent performance is defined in the next section.

2.4 Range of Equivalent Performance
Range of equivalent performance,

, is defined as the range at which the platform and

the target achieve the same probability of false alarm and probability of detection. Together, these
2

Probability Density Function
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are referred to as detection performances. Range of equivalent performance is evaluated with
specified detection performances, and as a function of the LPI waveform sequence length. With
the Monte Carlo simulation procedure explained in the previous section, the result provides
and

. In this section, the focus is more on the range than the transmission power, which will be

investigated in later sections when asymmetric detection performance is discussed.

As mentioned in the assumptions section, generally, larger

is desirable for the

platform (Willett, Reinert, & Lynch, 2004). First, being able to detect the target at a larger range
is always better rather than staying blind sighted until it is very close. Second, due to the severe
two-way attenuation, the platform suffers more for the extra range the LPI waveform has to travel,
which suggests that at ranges smaller than

, the signal is less attenuated and the detection

performances of the platform would be relatively higher than those of the target. On the other
hand, at ranges larger than

, the target would have better detection performances. This suggests

that covert detection using the LPI waveform would work better at close ranges with other factors
remaining unchanged. This is to be confirmed by the figures in the next section.

Another parameter studied is the LPI sequence length. When transmitting the LPI
waveform, using a longer sequence while maintaining the SNR (Signal to Noise Ratio) yields a
larger matched filter output but also increases the risk of being detected by the target using an
energy detector. In order to maintain the output level and decrease the SNR suggests employing a
longer sequence length. It is equivalent to spreading out the same amount of energy over a longer
period of time so that the target would not detect a sudden increase in energy, while the detection
ability at the platform is maintained, although it takes longer.
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2.5 Comparison with the Gaussian decision statistic
Figure 2 and 3 are plots of

as a function of the sequence length with

value of 100

and 0.01, respectively. These two figures illustrate the two extreme cases in which in Figure 2,
the target has an inherent advantage, and in Figure 3, the platform has the advantage. For each
case, the false alarm rate is specified (0.001 and 0.0001, respectively) and each line on the plot
corresponds to the specified detection rates, 0.7, 0.9, 0.99, and 0.999. Solid lines are for the
Gaussian assumption and the broken lines are for the derived decision statistics shown in the
previous section. For instance, in Figure 2, the top solid line corresponds to a case where the
specified

is 100, false alarm rate 0.001, detection rate 0.7 with the Gaussian assumption. The

bottom broken line in Figure 3 corresponds to
rate of 0.999 with the true decision statistic.

of 0.01, false alarm rate of 0.0001, and detection
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Figure 2. A comparison of Gaussian and non-Gaussian decision statistics using a plot of range for
equivalent performance as a function of number of signal samples. 40dB advantage for the target is
assumed. False alarm rate is specified as 0.001. Solid lines are for Gaussian statistics, broken lines are for
the non-Gaussian statistics.
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Figure 3. A comparison of Gaussian and non-Gaussian decision statistics using a plot of range for
equivalent performance as a function of number of signal samples. 40dB advantage for the platform is
assumed. False alarm rate is specified as 0.0001. Solid lines are for Gaussian statistics, broken lines are for
the non-Gaussian statistics. Each line corresponds to a specified detection rate. Compared with figure 2,
range of equivalent performance is much larger.

The axes are both in log scale and the unit for

is in yards for comparison with (Willett,

Reinert, & Lynch, 2004). As seen in the plot, the range decreases as the desired detection rate
increases. Also, the signal duration required for a given detection rate increases with range, as one
would expect. The results in Figure 2 and 3 imply that

under the new decision statistics is

smaller and the required signal duration is longer (hence, more pessimistic about the feasibility of
sonar LPI) than under the Gaussian assumption. Quantitatively, with the non-Gaussian decision
statistic, the plots imply that the platform needs to be 1.5 - 3 times closer to the target (for a given
signal duration) than suggested by the analysis in (Willett, Reinert, & Lynch, 2004).
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2.6 Evasive Transmission Strategies at the Platform
Although realizing that the true decision statistic is non-Gaussian and applying the more
realistic decision statistic led to a rather pessimistic outcome, some observations can be made
about the assumptions underlying these experiments. First, there was an implicit assumption in
(Willett, Reinert, & Lynch, 2004) and in our initial experiments that the target has knowledge of
the signal characteristic, i.e. the duration of the LPI waveform and when the LPI waveform starts
and ends. This is unrealistic. Even when the target suspects existence of the platform, it is
unlikely to accurately predict the signal duration and to strictly integrate signal (as opposed to
some signal and some pure noise samples, which is more probable), especially if the platform
employs evasive on-off keying.

Second, equivalent performance assessment leads to a single (

,

) pair in the

power/range plane. From the platform’s perspective, one way of gaining an advantage is, for a
given range from the target, to transmit the probing waveform using a power level low enough to
just be able to detect the target while not being detected by the target. This may require some
conservative “trial and error”, increasing

starting from a small level to find the least power

level required to achieve target detections. Even with the false alarm rate specified to be the same
level for the platform and target, this process leads to an asymmetry in the detection rate. Finding
the ( , ) pair that yields higher detection rate at the platform is the objective of the experiment.
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2.6.1 On-Off keying
Without explicitly evaluating a particular evasive on-off transmission scheme, it is
possible to effectively simulate the performance of such a scheme by assuming that the target
receives only a portion of the transmitted signal as well as some samples that correspond to pure
noise (no signal transmitted). Since energy detection independently treats each sample and gives
each sample the same weight in the decision statistic, this received signal model for the target
accounts for on-off keying evasiveness. Furthermore, since the platform knows the on-off keying
pattern, there will be no change in the decision statistic at the platform.

is denoted as the target’s integration length for the energy detector and
platform’s actual probing signal length. Under

as the

, incorporating these lengths into the decision

statistic leads to:

∑

,

where

Under

,

,

, there are three cases, as follows.

Case 1: Synchronized, correct length assumption. That is,
the previous result, (2).

. This leads to
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Case 2: Assumed duration at the target is longer than the actual signal duration (
) and the energy detector’s integration sequence includes the whole signal. Thus, received
samples at the energy detector consist of signal plus noise samples of length
samples of length

and pure noise

.

Refer to the equation below. The first (Gamma) term is a function of
of the vectors involved in the second (Gaussian) term is

and the length

. The last term does not change from

case 1 since all of the signal energy is integrated at the target.

2

(7)

Case 3: Only part of the signal is integrated at the target. Again refer to equation (5). The
length of signal plus noise samples is less than or equal to
not be integrated. The Gamma term is still a function of

. Pure noise samples may or may
and the length of the vectors

involved in the second, Gaussian term is equal to the length of the intercepted signal samples. The
last (constant) term in this case is scaled by a factor

, case 3

2

/

, which leads to :

/

Figure 4 shows the relative range of equivalent performance as a function of

/

.

For this figure, when this ratio is less than 1, only a portion of the LPI waveform is integrated and
no pure noise samples are integrated. When the ratio is greater than 1, all of the LPI waveform is
integrated, plus some pure noise samples. Figure 5 shows the equivalent performance relative
range as a function of “signal integration ratio”. Here, the integration time is fixed at the LPI
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waveform duration, but with only a fraction of the samples being signal-plus-noise samples -- the
remainder are pure noise samples. The minimum points in both figures (ratio value 1 in both
figures) correspond to case 1, i.e., when the target happens to process with the correct signal
duration and the energy detector integrates the whole signal.

Figure 4. Relative range of equivalent performance with respect to known signal duration case
/
.
(minimum point) as a function of
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Figure 5. Relative range of equivalence performance with respect to signal integration ratio.
is
, with a mismatch in integration starting point. This is a plot of the range of
assumed equal to
equivalent performance as a function of partial signal integration ratio at the target. Ratio of 1 implies full
integration of the signal.

It is clear that as the target’s assumption about signal length deviates more from the
actual length, the platform is able to operate at greater range with the same performance level as
the target. Note that when the target’s assumption about the signal duration is scaled by factors of
0.5 or 8 (0.5 for assuming shorter, 8 for assuming 8 times longer than the actual), respectively,
is 1.5 and 3 times larger, respectively, than the case when the target knows the exact signal
duration. Recall that the application of the non-Gaussian decision statistic led to a reduction in
equivalent performance range by a factor of 1.5-3. These are the boundaries for which applying
the non-Gaussian decision statistic is compensated for.
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Mismatch of signal duration by a factor of e.g. eight may be generous to the platform.
Given a tactical situation, both target and platform may have to operate within a given response
time and this may require the platform to choose the signal duration such that the entire LPI
waveform occupies less duration than this response time. Therefore, the target may be able to
make a reasonable assumption about the duration of the waveform.

This implies that simply relying on evasive on-off keying will not ensure the platform to
have a reasonable range to operate. Furthermore, judging from the assumption regarding the size
of the vehicles, the target may have superior computational resources than the platform; this
means the target may have the ability to evaluate multiple durations for the energy detector in
parallel and fuse their decisions for improved detection of the LPI waveform. However,
experimental evaluation of such a scheme is beyond the scope of this study.

2.6.2 Transmission power
Another source of platform advantage can be achieved by more extensively exploring the
power/range plane. Previously, the transmission power and

were determined at the platform

and target to achieve specified equivalent performance, i.e. for a given targeted performance level,
a power/range pair that achieves it was found. In fact, for stealthy operation by the platform, it is
not sufficient to have the same detection rates (false alarm rate, true detection rate) as the target.
If the platform has a higher detection rate than the target while maintaining the same false alarm
rate, it will be much more feasible for the platform to covertly track the target. This is a better
configuration for the platform than having performance equivalent to that of the target.
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Exploring the power/range plane means varying either the transmission power or the
range to assess the effect on detection performances. Of the two variables, varying range, in a
tactical sense, means maneuvering; this is time-consuming and maneuvering will also require
more energy depletion by the platform. Considering that both the platform and target are in “quiet”
mode and are trying to avoid maneuvering, varying power is more suitable. For comparison
purposes, it is reasonable to start from the range

, where both platform and target have the

same detection rate for a given false alarm rate for which the receiver operating characteristic
curve is given in Figure 6. Given this range, along with other variables (signal duration, noise
level, and

), the transmission power is varied to see its effect on the ROC 3 curves. It is obvious

that when the probing signal has higher power, the detection rates for both platform and target
increases, and they decrease when lower power is used. However, the decrease in area under the
ROC curve is greater for the target as seen in Figure 7. Here the transmission power was
decreased to half, compared to that in Figure 6. It is also seen that, for a small false alarm rate, the
platform can maintain a reasonable level of true detection rate whereas the target’s detection rate
has plummeted.

3

Receiver Operating Characteristic
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Figure 6. The receiver operating characteristic curve at both platform (solid) and target (broken) at
. Power ratio of 1 implies the power determined for equivalent performance.
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Figure 7. Receiver operating characteristic curves for platform and target with power ratio of 0.5.
Detection rates at false alarm rate of 0.001 for both platform and target has decreased compared to Figure 6,
however, the platform achieves relatively higher detection rate than the target.

This result suggests a tactical scheme for the platform. Starting from a given propitious
range, of which the platform may have some reasonable estimate based on its passive sonar, the
platform may start employing a very low power probing waveform and increase the power level
until it first achieves reliable detections. Having prior knowledge of the target’s ROC curve
(indexed by the range estimate) will help ensure the power level is not too high, such that the
target can also make reliable detections of the platform.
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2.6.3 Region of Favorability
Using the same Monte Carlo framework as before, it is easy to evaluate
of parameters, e.g.,

, signal duration, noise level,

for a given set

and more importantly, transmission

can be evaluated as a function of power and range for both the target and

power and range.

platform. This is a decreasing function of range and an increasing function of transmission power.
What is meaningful for this study is whether there is a region where, for a given false alarm rate,
the platform has an advantage over the target with respect to detection rate. Figure 8 is a surface
plot of

_

_

as a function of range and power. Region above the zero-plane can be

interpreted as where the platform has higher detection rate than the target. Higher altitude
represents greater difference in detection rate, e.g. values near 1 would be power/range pairs
where the platform has very high detection rate whereas the target fails to detect the platform. On
the other hand, negative altitude implies that the target has a higher chance of detecting the
platform’s LPI signal while that platform is pinging at the target.

As seen in Figure 8, the hill region is where the platform can use the LPI waveform for
covert detection, whereas in the valley region, covert detection is not feasible. The hill is located
in the close range, low power region and the valley on the far range, higher power region.
However, at farther ranges, detection rates for both target and platform are very low, such that the
surface levels out at zero. Also, for the same level of altitude, the slope with a lower power region
(in Figure 8, the slope facing the left hand side) is preferred for the platform since the target’s
detection rate is lower in that region compared to the other slope. When two different points are
chosen from the same contour of Figure 8, the difference in detection rate is the same. By taking
the power/range coordinates and comparing the detection rates in Figure 10, it is obvious that one
has a lower detection rate at the target. In Figure 8, the slope where this point lies is the more
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favorable slope than the other side of the hill which is the slope with smaller power and smaller
range.

Figure 8. Surface plot of the difference of detection rates at platform and target. The hill region is
where the platform has an advantage, which is the low power, close range region. The valley region is
where the target has an advantage.
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Figure 9. Surface plot of the detection rates at the platform. Detection rates increase, for given
range (distance), as transmission power increases, and, for given transmission power, as the range
decreases. The contour line is concave with respect to the range.
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Figure 10. Surface plot of detection rates at the target. Region with high altitude (high detection
rate) is smaller than that in Figure 9, which results in Figure 8 as the hill region.
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Figure 11. Surface plot of the difference of detection rates at platform and target with higher noise
level. The hill region increased compared the Figure 8.

One note to make in Figure 11 is that with increase in noise level, in this case by factor of
2, the region of favorability is seen to increase, which means the platform can detect the target
with equivalent performance at a farther range in a noisier environment.
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Chapter 3

Covert Range Estimation

The main focus in the previous chapter was covert detection. Determination of

is for

finding the maximum range within which the platform can detect the target while maintaining
stealth. Relative detection rates are directly linked to the feasibility of LPI for covert detection.
However, the platform does not have, at this point, a strategy to proceed after the detection has
been made. It may as well continue to make detections, but doing so without awareness of the
environment, including the range from the target, only increases the chance for the target to detect
the platform. In fact, the platform needs the range information in order to adjust its transmission
power level and maneuver, when needed, for maintaining covertness. Also, while acquiring this
information, the platform should not alert the target and expose itself.

In addition, the analyses so far were based on a model greatly simplified, disregarding the
frequency-selective absorption profile of the channel. Since the LPI waveform is a wide band
noise-like signal, high frequency components of the signal experience much more attenuation
compared to the low frequency components, as will be shown in the next section (Figure 12).
This phenomenon affects the design of the LPI waveform, which attempts to compensate for the
channel, and may affect a covert range estimation performance.

Using a random signal for quantitative evaluation requires statistical measurements of the
outcome of the matched filter. First, the distributions of the output are evaluated, and with the
knowledge of these distributions, in the sequel two methods for estimating the range to the target
are developed. In this process, effects of the number of samples for decision making, the ambient
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noise level, sequence length, and most importantly, the effect of the actual range itself are
investigated. This type of characterization will help to uncover the elements to be addressed for
implementing a covert range estimation system using an LPI waveform.

3.1 Frequency Selective Absorption Channel

The Urick’s equation (Urick, 1983) was used for evaluating frequency-selective
absorption of the ocean channel. It depends on the salinity of the ocean, depth, temperature, pH,
and it is given as follows,

1

,

2

Where S is the salinity in ppt (part per trillion), Tmp is temperature in Celsius, Z is depth
in km, and
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In the experiment, the values used were

35,

5,

8,

0.2

Figure 12. Ocean Channel filter frequency response and phase response. Range for this figure is
500 m.

Assuming a sampling frequency of 50 KHz, a FIR filter with 200 taps was used to
approximate the ocean channel by sampling the above described analog frequency response
characteristic. In this way, the frequency-selective absorption of the ocean channel is
approximately accounted for with a reasonable discrete-time modeling. This design gives both
the model of the true ocean channel (based on the true range) and the platform’s channel filter
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(based on its range estimate). This latter design also specifies the platform’s pre-compensation
filter.

3.2 Detailed Waveform-based Simulation Framework
For the asymmetric performance evaluation and the determination of the region of
favorable operation using LPI, it was assumed that attenuation through the ocean channel is wellmodeled simply using scalar attenuation coefficients,

’s, at the platform and target , as in

(Willett, Reinert, & Lynch, 2004). However, this is a fairly crude model that does not accurately
capture the frequency-selective attenuation characteristic, due to absorption, of the ocean channel.
Extending the model to include a frequency-selective channel (whose characteristic depends on
the true range between platform and target) is a natural next step.
With a frequency-selective channel, the platform must now apply a pre-compensation
filter to the waveform to be transmitted, so that at the target the received signal looks like ambient
noise (which is assumed to be white). The pre-compensator’s frequency response depends on the
platform’s estimate of range to the target, and will only be a true whitening filter if the true range
is used. To be conservative, in defining the pre-compensator, always a smaller range than the
current range estimate is assumed, in order to minimize the amount of signal pre-amplification
(thus mitigating potential detections at the target attributable to a mismatched pre-compensator).
At the platform, a matched filter detector is implemented, which amounts to cross-correlating the
received waveform returned from the target with a signal that consists of a convolution of the
transmitted waveform and the platform’s estimate of the ocean channel filter (based on its
estimate of the range).
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Even assuming that the platform’s pre-compensation achieves perfect whitening, deriving
a closed form distribution for the cross-correlation output of the platform’s matched filter (whose
peak bin gives an estimate of range to the target) does not appear to be analytically tractable.
Thus, for purposes of jointly characterizing detection at the target and range estimation at the
platform, instead of simulating decision statistics directly as was done previously, resorting to
Monte Carlo trials based on actual discrete-time waveform generation and reception is needed.
This simulation involved discrete-time active probing waveform generation, precompensation filtering at the platform (chosen so as to approximately achieve a white signal at
the target), ocean channel filtering to the target, ocean channel filtering of the reflected waveform
back from the target toward the platform, as well as explicit energy detection processing at the
target and correlation receiver filtering at the platform. This simulation is computationally more
intensive than the simulation environment considered earlier, with the execution time now a
function of the probing waveform's duration. However, this more detailed simulation is necessary
in order to jointly characterize the platform's range estimation performance and the target's
detection performance, i.e. to assess conditions under which covert range estimation by the
platform is feasible. The overall process is shown in Figure 13.
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Figure 13. A block diagram of the detailed waveform-based simulation process. Platform performs
LPI waveform generation, pre-amplification (pre-compensation), matched filter on the received return
signal plus noise, and range estimation with the matched filter output. The target performs energy detection.
The ocean channel depends on the actual range whereas the pre-amplification block depends on the range
estimate of the platform.

3.3 Detection Scheme at the Target
In (Willett, Reinert, & Lynch, 2004), it was assumed that without complete knowledge
about the LPI waveform characteristic, the energy detector is a robust detector which does not
depend on the signal type, i.e. once the energy detector is selected as the detection scheme, it is
irrelevant what kind of signal is used when one only considers the target detection performance
alone (Willett, Reinert, & Lynch, 2004). Based on this assumption, previous simulations on the
target’s side only generated decision statistics of the energy detector, with some variations on the
synchronization and the integration lengths, for which the one-dimensional distributions were
introduced in the previous chapter. Then the generated samples were compared to a threshold
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determined by a specified false alarm rate above which would be declared a detection. This is
done iteratively by varying the false alarm rate to obtain the ROC curve.

With the detailed waveform-base simulation framework, the periodogram of the
waveform is evaluated to observe the frequency domain characteristic. Here, detection of a ‘manmade’ signal is to find anomaly such as peaks in the periodogram which would, in a statistical
sense, be sufficiently different from a typical ambient ocean noise characteristic. For example, a
single-tone signal would yield a peak at a particular frequency bin which would be distinct from
the ambient ocean noise.

3.3.1 Anomaly detection
Anomaly detection at the target uses an -dimensional joint likelihood function where
is the sequence length of the received waveform. The value of the likelihood function is also
compared to a threshold, determined by a specified false alarm rate, above which is declared
detection. Again, this is done iteratively by varying the false alarm rate to produce the ROC curve.

Since each sample of the waveform is independent of every other, the likelihood function
of the waveform, , is given as the product form (Poor, 1994),

|

∏

√

where σ is the standard deviation of each sample, and
under the signal absent hypothesis.

(8)

is the average noise sample size,
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The purpose of using anomaly detection is to verify whether it is a better detection
scheme than the energy detector at the target. Anomaly detection can detect all types of anomaly,
i.e. deviations from the averaged sample waveform of the ambient ocean noise whereas the
energy detector only looks for rise in energy in the received waveform. The performance of
anomaly detector is evaluated by observing the ROC curve. Larger area under the ROC curve
implies that the detector can distinguish the two hypotheses

and

better. For comparison,

similar simulation is done with the detailed waveform-base framework using the energy detector.

3.3.2 Energy detection
The only difference between evaluating the ROC curve with the previous framework and
the detailed waveform-base framework is the extra step the latter has to take to obtain energy
samples. Using the distributions of the decision statistics (1) and 2), the energy samples were
directly generated. However, in the new framework, this is obtained by taking the inner product
of the waveform with itself. The distribution of these samples yield the same statistical attributes
to energy samples generated directly from the distribution, as it should. Therefore, the ROC
curves generated using either method shows the same result.
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Figure 14. An overlay of ROC curves of the Anomaly detector and the Energy detector. The
curves match very closely to each other.

Figure 14 is an overlay of the ROC curves of the anomaly detector and the energy
detector. It shows that these detection schemes have equivalent performances with respect to
receiver operating characteristic. This result suggests that these two schemes should have very
similar structure and in fact, this can be shown by observing the likelihood function, (8). Since it
is a positive function, taking the natural log of (8) does not affect the equation and yields,

log
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When

and the noise is zero mean, this becomes

√

·

·∑

·∑

·∑

| |

This is statistically equivalent to the energy detector decision statistic,

. With this

result, it is reasonable to use the energy detector as the detection scheme at the target since its
structure is simple and can still perform as well as anomaly detector. While there is still a
possibility that a better performing detector exists, it may require more prior information about
the design of the LPI waveform which is beyond the scope of the discussion in this study.
Therefore, the energy detector remains to be the detection scheme at the target for the reminder of
the analysis.

3.4 Range Estimation at the Platform
The motivation for using an LPI waveform is to stay covert from any target that the
platform tries to detect/track. Also, using the return signal for detection already assumes the
existence of the target. Therefore, detection of the target is actually only confirming what is
suspected to exist. More practical application of the LPI waveform for which a feasibility study is
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needed is range estimation at the platform. With the detailed waveform-based framework and also
using the matched filter output, range information can be accurately estimated under some
conditions. The following sections are dedicated to find those conditions under which it is
feasible to use an LPI waveform for range estimation.

3.4.1 Transmission and Range Estimation Scheme
The platform’s attempt to estimate the range starts from a rough expectation of the range
based on the information that it is assumed to have been gathered via passive sonar, which is
going to be conservative so that the power transmitted is not excessive. This conservative initial
guess may as well be the visible range under shallow water environment. Also, an expected range
is defined as the range the platform uses for specifying the pre-compensation filter and the
matched filter processing time. Expected range uses the previous range estimate and when there
is no range estimate made, it is the most conservative range the platform can anticipate the target
would be at. The initial expected range used in the experiment is 100 meters.

Assuming there is an echoed signal from the target in the waveform received by the
platform, range to this target can be estimated by identifying the bin (indexed by range) in the
platform’s cross-correlation output that corresponds to the peak value. The magnitude of the peak
depends on the length of the sequence that is used for active probing; this sequence length in turn
controls the amount of time that the platform has to wait for complete reception of the returned
LPI signal (which amounts to twice the ratio of range to speed of propagation, plus the signal
length). When the range is small relative to the sequence length, the platform may encounter a
situation where the echo returns before the waveform transmission has been completed. To avoid
this situation, it appears one must limit the sequence length chosen by the platform. However, one
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potential way to effectively use a longer sequence length is to use multiple shorter transmission
subsequences, with the associated received waveforms at the platform then “stitched” together,
before cross-correlation processing, which entails increased delay.
Transmission power level is a key parameter in this experiment. With the channel model
and the attenuation characteristic, the SNR level at the target can be estimated. In the previous
simulations, ROC curves associated with SNRs were evaluated and this can be used as an index
for what power level should be used at the platform for a probing waveform. Targeted SNR (at
the target) is maintained to be below a certain level so that the target does not gain probability of
detecting the LPI waveform. -20 dB was used in the reference case and this was varied depending
on whether the platform succeeds in making range estimates. It is gradually increased when the
platform continues to make range estimates.

3.4.2 Simple Averaging Method
There are two different methods that are used for range estimation in this study: 1) simple
averaging, and 2) a novel ranking-based scheme. Both methods combine range estimation
information based on multiple cross-correlations, one for each of a sequence of active waveform
“probes”.

The use of multiple probe sequences can enhance the robustness and statistical

confidence one can obtain on the estimated range (much in the way that an average periodogram
spectrum estimate reduces the variance of the basic periodogram (Hayes, 1996)). The simple
averaging method averages the magnitudes of the (complex-valued) cross-correlations due to
each of the probes. It then identifies the range bin with maximum average cross-correlation
magnitude and uses this as the range estimate.
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Under the hypothesis of signal absence (H ), the p-value evaluates the likelihood of
obtaining the observed peak average cross-correlation. Under H , it is reasonable to assume that
the values in cross-correlation bins are i.i.d. 4 . Thus, the p-value is easily evaluated based on the
distribution of an order statistic (the maximum). When this p-value is small enough to be
significant, the null hypothesis is rejected and the range estimation is thus accepted.
,

With matched filter output

range bin index
|

Random variable

and the p-value is,

|
·
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·

is the sequence length. Let

represent the number of probes. CDF 5 and PDF of

each output sample are given
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3.4.3 Ranking Method
The second (ranking) method uses the fact that the true range bin has a large likelihood of
being the peak of the cross-correlation and, if not the peak, its magnitude tends to be consistently
large compared to that in other range bins. After transmitting
4
5

Independent and Identically Distributed
Cumulative Distribution Function

probes and acquiring
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corresponding cross-correlation sequences, the range bins are ranked by their cross-correlation
magnitudes. With

rank sequences, an integer value

is determined which is defined to be the

minimum rank such that there is at least one range bin that is in the top
range bin that achieves this minimum rank

(or better) for all

for all

probes. The

probes is chosen to give the

estimated range. Under platform-favorable conditions, the true range will be the peak for most of
the probes and its range bin will have a good rank for all of the probes, resulting in a small
value.
For this method, the p-value is associated with integer value

. Similar to the description

for the simple averaging method, the p-value evaluates the likelihood of obtaining the

value

under the null hypothesis. When this likelihood is small enough to be significant, the null
value is smaller, the p-

hypothesis is rejected and the range estimate is accepted. When the
value is smaller.
Again with matched filter output

,

range bin index,

|

Random variable

,

The p-value is,
|

1

1

, where under an i.i.d.

hypothesis,
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3.4.4 Range Estimation with p-values
In general, the greater the peak magnitude, the more confident one can be in the range
estimate. If the peak is not large enough, compared to a statistically chosen threshold, the range
estimate is rejected and the platform has to repeat the whole ping over. The probability of
encountering an anomaly more extreme than what is expected under the null hypothesis is a
useful measure to decide whether the observation is statistically significant or not. This
probability is called the “p-value” and it is used as a method to evaluate the confidence level of
the range estimate in this experiment. When the p-value of an event is smaller than the specified
significance level, it implies that the probability of such an event is small enough to be considered
an anomaly.
Before conducting the full experiment, the need for using the p-value is assessed. Figure
15 is a histogram comparison of the range estimate using the ranking method. The true range used
in this case is 2000m. The left side is a histogram of the accepted range estimates using the pvalue. Estimates with insignificant p-values are not included in the histogram and it shows that
over 40% of the estimates are correct. On the right side is a histogram of the range estimates
without using the p-value. From this comparison, it is seen that only accepting the range estimates
with a small enough p-value yields a higher frequency of choosing the correct range.
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Figure 15. PDF of the range estimate using the p-value (left) and without using the p-value.

3.5 Experiment

3.5.1 Experimental Setup
As in the previous chapter, Monte Carlo trials were conducted to assess the feasibility of
covert range estimation using the methods explained above. The following are some assumptions
about the experimental setup. First, the platform has reasonable bearing information obtained
passively and performs active transmission to acquire accurate range information. Second, since
the platform does not have accurate information about the range, and thus cannot perform perfect
compensating before transmission, the pre-compensation is done with a conservative (small)
range expectation so that the platform would not over-compensate (in power). Third, the platform
uses multiple probes of the same duration before it makes a single range estimate. How the
multiple probe information is used was explained with two different estimation methods.
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It is also assumed that the transducer is not receiving while transmitting and this limits
the duration of the LPI waveform. The time to transmit should not exceed the time for the LPI
waveform to travel to the target and reflect back to the platform, the round trip time (RTT). Also,
making one range estimate involves multiple probes and the time between theses probes is also
constrained by the actual range. Since the platform does not know the exact range (thus trying to
make an estimate), it waits for some time longer than what it expects the range to be. In our
experiment,

is an integer parameter that indicates the number of probes for each range estimate,

and the platform waits for three times the RTT of the expected range. Therefore, the amount of
time it takes to make a single range estimate is (
denoted as

. Note that

3

waveform duration), and it is

is function of , expected range, and the signal duration. Also in the

experiment, the platform uses a binary random variable to decide whether to transmit for a given
time slot. When the random variable indicates not to transmit, the platform simply waits for the
given time slot. The length of the time slot is the same as the most recent

.

The basic strategy for the platform is to take an expectation about the target range and use
low power to begin the covert ranging. Until an acceptable range estimate, i.e., a range estimate
with a p-value smaller than the significance level 6 , has been made, the platform gradually
increases its expected range as well as the transmission power level. Once it has made a range
estimate with a small enough p-value, the platform ceases to increase the expected range and
attempts to achieve one more range estimate by increasing the power with a finer increment (0.5
dB increase at the target). When the platform achieves the second range estimate that satisfies the
terminating condition without the target first declaring detection, the process is completed
successfully. Otherwise, if the target first declares detection, the process terminates
unsuccessfully.

6

Significance level of 1% was used for the experiment.
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One Monte Carlo trial is completed either when the process of covert range estimation is
declared as a success at the platform or when the target is alerted during this time and declares a
detection of the LPI waveform. Target’s declaration of the detection may also be a false alarm,
but it is also eligible to terminate a trial. The false alarm rate calculated from the experiment is
approximately 0.0043, which is higher than the false alarm rate used to determine the energy
detector’s threshold, 0.001. The heuristic criterion used to complete one trial is when two range
estimates with significant p-values are made and when the difference between the two estimates
are smaller than one tenth of the mean value of these two. That is when,
|

|

0.1

.

If this criterion is not met before the target declares detection, the platform fails to
achieve a covert range estimate in that trial. The target declares detection when its energy detector
detects energy samples larger than the threshold specified by the false alarm rate. As the worst
case scenario, the window the target uses for the energy detection is the same length as the
platform’s LPI waveform, and the rate at which the energy detector evaluates a sample is also
assumed to be the same with the sample rate of the LPI waveform. When the target detects more
than three alerts, it declares a detection. In the simulation, the target observes the same amount of
time the platform takes to make a single range estimate,

.

15 different scenarios were used including the reference case. Table 1 shows the
parameters for each scenario with a note that describes the implication of them. The first row is
the reference scenario using a 1000 sample sequence, with the relative noise level 1, and
value 1, with 3 probes for each range estimate. Targeted SNR at 500 m at the target is -20 dB.
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Relative
Noise
level

Probe
Number

SNR at
target

Range

Note

1000

1

0.025

3

-20

500

Reference

1000

1

0.025

3

-25

500

SNR low

1000

1

0.025

3

-15

500

SNR high

1000

1

0.05

3

-20

500

high

1000

1

0.1

3

-20

500

higher

1000

0.5

0.025

3

-20

500

noise low

1000

2

0.025

3

-20

500

noise high

1000

1

0.025

2

-20

500

less probe

1000

1

0.025

5

-20

500

more probe

2000

1

0.025

3

-20

500

longer sequence

4000

1

0.025

3

-20

500

longer sequence

1000

1

0.025

3

-20

750

at 750 m

1000

2

0.025

3

-20

750

at 750 m, noisier

1000

1

0.025

3

-20

1000

at 1000 m

1000

2

0.025

3

-20

1000

at 1000 m, noisier

Table 1. Range estimation scenarios.

3.4 Results
Table 2 shows a sample experimental data sequence that illustrates each step of the
process. The true range in this example is 500m, the sequence length for the LPI waveform is
1000 samples, 3 probes and the 0.025 for .
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Transmission#

1

2

3

4

Expected Range(m)

200

250

312.5

500

SNR out (dB)

40

40.9691

41.9382

42.68454

SNR platform (dB)

-19.9974

-19.1045

-18.5371

-18.4675

Range Estimate (m)

520.52*

929.3*

500

500

Threshold k

181

213

250

346

k observed

391

582

12

1

Table 2. A sample experimental data of one trial with 4 transmissions. * indicates that the range
estimate is not accepted. This table illustrates the progression of the platform transmission scheme using
the algorithm described above.

The first expected range is 200m. In transmission 1 and 2, the observed

value is larger

than the threshold; therefore the range estimate is not accepted. The asterisk on the range estimate
indicates that these are not accepted. For transmissions 2 and 3, the platform increased the
expected range and also the power level. For transmissions 3 and 4, the

value in this produces a

significant p-value and the range estimate is accepted. The last accepted range estimate coincides
with the previous accepted range estimate and this terminates a successful trial. This being one of
100 trials, 74 of the trials were successful. In this case, the platform covertly performed range
estimation at 500m with 74% success rate.
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Case note

Success rate (%)

Reference

75.33

SNR low (-25 dB)

31.33

SNR high (-15 dB)

73.67

high (0.05)

25.33

higher (0.1)

0

noise low (0.5)

84.67

noise high (2)

56.33

less probe (2)

77.67

more probe (5)

64.67

longer sequence (2000)

83

longer sequence (4000)

76

at 750 m
at 750 m, noisier
at 1000 m
at 1000 m, noisier

45.33
1
0.33
0

Table 3. Successful range estimation rate for each scenario with 300 trials using the average
method.

From Table 3, the most feasible scenario is ‘noise low’ and the least feasible scenario is
‘ high’ and ‘at 1000 m, noisier’. At 500 m, platform’s advantage of 20 dB does not result in any
successful covert range estimation out of 300 trials. However, 32 dB platform advantage yields
75.33% success rate. This range of relative advantage is useful information for designing
transducers for this type of system.

Unlike the assumption made about the probe number in the design stage of the
experiment, results show that increasing the number of probes actually decreases the success rate
to 64.67% and reducing the probe number was more successful (77.67%). There were no false
alarms in these cases. It can be deduced that by increasing the time of transmission, the target
gains the chance to detect the LPI waveform while the platform does not gain as much
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information to make a reasonable range estimate before exposing itself. Transmission log shows
that in the ‘less probe’ case, the platform was able to adjust the transmission parameters more
promptly and had more transmission trials with appropriately designed waveform. On the other
hand, in the ‘more probe’ case, the platform transmitted too many probes before making
adjustments to the waveform design, resulting in exposure to the target and failing to make the
range estimate.

In the previous chapter, noisier environment seemed to be more favorable for the
platform since the feasible region of covert detection increased when the noise level was higher.
However, Table 3 and Table 4 show that noisier scenario is worse for covert range estimation.

Case note

Success rate (%)

Reference

64.67

SNR low (-25 dB)

13.33

SNR high (-15 dB)

77

high (0.05)

6.67

higher (0.1)

0

noise low (0.5)

77.67

noise high (2)

28.67

less probe (2)

73.67

more probe (5)

62

longer sequence (2000)

84

more loner seq. (4000)

76.67

at 750 m

8

at 750 m, noisier

0

at 1000 m
at 1000 m, noisier

0.33
0

Table 4. Successful range estimation rate for each scenario with 300 trials using the ranking
method. Noise sequences are different from the ones used in the simple averaging method.
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Comparing Table 3 and Table 4, the simple averaging method has higher success rate
than the ranking method in most of the scenarios. The ranking method wins in ‘high targeted
SNR’ and in scenarios with longer sequence lengths, although the gap is small. The cases where
the simple averaging methods wins by a big difference are ‘low targeted SNR at the target’, ‘high
’, ‘high noise level’, and ‘at 750 m’. In general, the averaging method performs better in better
SNR. Performance for using different probe number and sequence length was not affected by the
choice of estimation method.

If it had been that one method performs better in some cases and vice versa, a fusion of
the two methods could have been implemented to see if the overall performance is enhanced by
combining two decision rules. However, since the averaging method performs better in most of
the cases and only loses by small amount for few cases, this was not taken further. However, with
further investigation of the losing cases, it is possible to find a scheme that fuses the two methods
to enhance the performance of covert range estimation.

Chapter 4

Conclusion
Covert detection and covert range estimation were all done in MATLAB simulation, but
no actual transducer experiments were conducted. In order for this to be done, further
characterization of the transducer related parameters should be performed. Even with the
framework presented in this study, one can do an extensive search of parameters to find the
optimal condition for covert range estimation. However, this is beyond the scope of this work,
which is primarily a feasibility study.

Applications other than detection and range estimation using the LPI waveform may also
be further investigated, such as close range covert communication, fine mapping of harbor area
which usually requires wide band and lower energy waveform characteristic. As shown in the
results, feasibility in one application may not necessarily lead to another, which is why further
study is meaningful.

From the results, it is concluded that one may be able to use the LPI waveform for covert
detection and covert range estimation, though favorable conditions may be required. It is
observed that due to the severe ocean attenuation, wide band signals cannot travel far underwater,
even with the shallow water assumption. However, since it is unreasonable for the target to have
so much prior knowledge about the LPI waveform design, the platform may have some advantage
with respect to detection.
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Covert range estimation using LPI waveform is also found to work, but with limited
conditions. Fairly large amount of inherent receiver advantage (32 dB was used in the
experiments) is required and its feasible range is limited due to attenuation of the high frequency
component of the signal. Small ranges also limit the duration of the signal since the transducer
can only operate one mode at a time. In the detection simulation, the platform was able to gain
advantage as longer sequences were used. This advantage is not so clear in the covert range
estimation case, as seen from the decreased success rates.

It is possible that when this framework is implemented as a physical experiment setup,
other factors may emerge to affect the performance of the platform. The sensitivity of the target’s
detector may also be very different from what was assumed in this study. It is highly desirable to
take the ideas from this work to put in a system set up for experimental purposes. It may not be
cost efficient to perform in an actual ocean environment, but with elaborate set up in a water tank,
it may sufficiently be mimicked. Also, the LPI waveform itself may be modified to adapt to the
ambient noise environment with a recording module included in the system.
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