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Abstract

With the recent growth in network connectivity, the issue of securing informa-
tion against unauthentic and adversarial parties has become essential. By exploiting
the intrinsic noise in physical communication channels, provable —information theoretic—
security guarantees can be provided even against adversaries with unlimited computation
capabilities. Earlier approaches in physical layer security typically assume the adversary
is weaker than the legitimate terminals, and is a passive entity which does not design
attacks. This thesis aims at addressing these issues, with the goal of bringing the in-
formation theoretic security vision closer to reality. Our approach includes introducing
stronger adversaries in existing models, as well as introducing new adversarial models in
emerging communication systems.

We begin with considering the multiple antenna Gaussian wiretap channel. An
adversary which has resources to deploy more antennas than the legitimate terminals can
deteriorate, or even preclude, secure communication. Enlisting a multiantenna terminal
with the specific goal of diminishing the adversary’s reception can re-enable secure com-
munication. Towards that end, we characterize the secrecy capacity pre-log factor, i.e.,
the secure degrees of freedom (s.d.o.f.), of the multiple antenna wiretap channel with a
multiantenna cooperative jammer, for all possible antenna configurations. Achievability
is established by developing a variety of signaling, beamforming, and alignment schemes
which vary according to the relative number of antennas at each terminal. Among these

schemes, we devise a projection and cancellation decoding scheme that is optimal for
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certain antenna configurations. Our results show that positive s.d.o.f. is attainable as
long as the combined number of transmit antennas is greater than the number of the
adversary’s antennas.

We next turn our focus to the wiretap II channel, introduced back in 1984. The
wiretap II channel provides an adversary model that is well received mainly due to its
elegance in featuring a designed attack. Additionally, the model has an impact on several
problems such as secure network coding, linear codes for secrecy, and adversarial erasure
channels. The original communication theoretic version of the model has remained linked
to the noiseless legitimate channel assumption for almost three decades. We introduce a
noisy, i.e., discrete memoryless, legitimate channel to the model, and derive inner and
outer bounds on its capacity-equivocation region, which match for certain cases. The
achievability relies on combining random coding and random partitioning.

Subsequently, we introduce a generalized wiretap channel model which subsumes
both the classical wiretap and wiretap II with a noisy main channel models as special
cases. In this model, the adversary chooses a subset of the codeword symbols to tap
into, while observing the remainder through a noisy channel. We identify the strong
secrecy capacity of the model, and show that it is identical to the secrecy capacity when
the subset is randomly chosen by nature. Achievability is established by utilizing source-
channel duality, and concentration of measures to prove a super-exponential convergence
rate for the security measure, which dominates the exponentially many possible strategies
for the adversary. Converse is derived by using Sanov’s theorem in method of types.

Next, we investigate several multi-terminal extensions of our generalized wiretap

model, including the multiple access and broadcast wiretap channels, and the interference
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and broadcast channels with confidential messages. These extensions require non trivial
generalizations of the tool set we develop for the single user case. Our results for the
generalized wiretap model and its multiterminal extensions demonstrate the robustness
of stochastic wiretap encoding against a powerful adversary which chooses where to tap.

Finally, we introduce a new model, namely the notion of cache tapping into the
information theoretic models of coded caching, in which the adversary taps into a subset
of symbols of its choice either from the cache placement, delivery, or both phases. The
legitimate parties know neither the relative fractions of tapped symbols in each phase,
nor their positions. We identify the strong secrecy capacity for the instance of two
users and two library files. We derive lower and upper bounds on the strong secrecy file
rate for a library size of three or larger. Achievability is established by a code design
which integrates wiretap coding, security embedding codes, one-time pad keys, and coded
caching techniques. Our results establish that strong information theoretic security is
possible against a powerful adversary which optimizes its chosen attack over both phases

of communication in a cache-aided system.
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Chapter 1

Introduction

Back in 1949, Shannon has established the fundamental principles of secure com-
munications. In particular, he has introduced the notion of perfect secrecy that is
achieved when the enemy crypt-analyst’s equivocation about the message is equal to
the apriori uncertainty of the message [105]. For a noiseless communication channel
and an external adversary which has noiseless access to the communication, Shannon
has shown that perfect secrecy requires a one-time pad key whose length is larger than
or equal to the length of the message. Both cryptographic and information theoretic
security have emerged from Shannon’s work. The mathematical cryptographic schemes
on one hand focus on the practical aspect of a computationally-limited crypt-analyst
and rely on the computational hardness of solving certain problems such as prime fac-
torization of large integers. Information theoretic secrecy on the other hand focuses on
the practical assumption of noisy communication channels and rely on exploiting the in-
trinsic noise in the channel to secure the legitimate communication against a wiretapper
with unbounded computational power.

Wyner in [121] has introduced the wiretap channel and the notion of secrecy
capacity, where a legitimate transmitter and receiver are communicating over a discrete
memoryless channel, referred to as the legitimate (main) channel, in the presence of a

wiretapper which overhears the legitimate communication through a cascaded second



discrete memoryless channel, referred to as the wiretapper channel. Wyner’s wiretap
model is extended to a general discrete memoryless setting in [23] and to the Gaussian
channel in [61]. Subsequently, an extensive body of work has been devoted to study a
variety of network information theoretic extensions of Wyner’s wiretap model, such as the
broadcast channel [31,67,92], the multiple access channel [64,112,113], the fading channel
[34, 57], the interference channel [41], the relay channel [28,40, 60, 95], the compound
channel [56,62], and two-way communications [42].

The majority of research in information theoretic security literature assume an
adversary model in which the adversary is (i) weaker than the legitimate terminals, and
(ii) a passive entity which only listens to the legitimate communication through a noisy
channel, and does not perform an active or chosen attacks. The adversary however is
a malicious entity which potentially attempts to turn the communication scenario into
its favor, and can have a resource advantage over the legitimate terminals. It is thus
essential to address these challenges in order for the research in information theoretic
security to move forward toward real systems. In this thesis, we aim at addressing
more capable models for the adversary, and we show that information theoretic security
guarantees against such adversaries are possible. We first consider an adversary which
potentially has more resources (antennas) than the legitimate terminals. We next intro-
duce adversarial models in which the adversary performs chosen codeword (cipher-text)
attacks, and study multi-terminal extensions of these models. Finally, we study the im-
pact of the chosen adversarial attacks in multiple phase communication setups, such as

the cache-aided communication system.
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With regard to the secrecy measure in information theoretic secrecy literature, the
majority of works assume a weak secrecy metric which requires the mutual information
between the wiretapper’s observation and the message, normalized with respect to the
block-length n, to vanish asymptotically with n. With this weak constraint, the wire-
tapper is able to access a substantial amount of information about the message, which
increases at a rate that is strictly less than n. References [22,75,77] have addressed this
drawback of the weak secrecy metric, and introduced a stronger metric, termed as strong
secrecy, in which the overall mutual information between the wiretapper’s signal and the
message is required to vanish with n. Unlike for the secrecy results under the weak
metric, there has not been a standard approach in the literature for proving secrecy with
respect to this stronger metric. Instead, several approaches were considered for strong
secrecy proofs such as privacy amplification [11] and channel resolvability [37], see for
example [16,22,43,75]. With the exception of Chapters 3 and 4, we consider the strong
secrecy metric for the models presented in this thesis, and develop the necessary tools

to prove strong security.

1.1 Adversarial Resource Advantage

Coding design for the wiretap channel relies on adding randomness in mapping
each message to a codeword, i.e., stochastic encoding, such that the wiretapper is kept
ignorant of the message, while the legitimate receiver is able to decode the message.
This can be easily achieved when there is a physical advantage for the legitimate channel
over the wiretapper channel and results in positive secure communication rates. When

that is not the case, the features that the wireless medium brings can serve as tools to
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create an overall channel that is advantageous for the legitimate parties. These include
(i) utilizing multiple transmit and/or receive antennas in order to creat an advantage
for the legitimate channel [58], or (ii) employing one or more helper nodes, which can be
legitimate nodes in the network or external nodes augmented to the network, to transmit
intentional interference with the specific goal of diminishing the reception capability of
the wiretapper, known as cooperative jamming [111,113].

In Chapter 3, we study the multiple antenna Gaussian wiretap channel, and intro-
duce a multi-antenna cooperative jammer to the model in order to provide a secrecy rate
that scales with transmit power.! We characterize the pre-log factor of the secrecy ca-
pacity, i.e., the secure degrees of freedom (s.d.o.f.), of the channel for all possible antenna
configurations [81-84,89]. The achievability is based on a variety of signaling, beamform-
ing, and alignment schemes in order to handle different antenna configurations. We show
that whenever the s.d.o.f. is integer valued, Gaussian signaling for both transmission and
cooperative jamming, linear precoding, and linear receiver processing, are sufficient for
achieving the s.d.o.f. of the channel. By contrast, when the s.d.o.f. is not an integer, the
achievable schemes need to rely on structured, i.e., discrete, signaling at the transmitter
and the cooperative jammer. For the latter case, we devise a projection and cancella-
tion decoding scheme which involves joint signal space and signal scale alignment in the
complex plane [59,71]. The converse is established by combining an upper bound which
allows for full cooperation between the transmitter and the cooperative jammer, with

another upper bound which exploits the secrecy and reliability constraints. Overall, our

'For a multiple antenna Gaussian wiretap channel, the secrecy capacity of the channel does
not scale with the transmit power whenever the wiretapper has more antennas than the legitimate
transmitter [58].



results show that positive s.d.o.f. for the channel is attainable as long as the combined
number of transmit antennas, i.e., the combined number of antennas at the transmitter

and the cooperative jammer, is greater than the number of antennas at the wiretapper.

1.2 Adversarially Designed Attacks and Multi-terminal Extensions

Ozarow and Wyner in [96] have introduced the wiretap II channel which models
a noiseless legitimate channel, and a wiretapper which taps into a subset of its choosing
of the transmitted symbols. The wiretap II model has received relatively less atten-
tion, mainly due to technical challenges in generalizing the model outside of this special
communication setting. Yet, the notion of providing the wiretpper with this additional
capability of choosing what to observe is appealing and represents a positive step towards
providing confidentiality guarantees in stronger attack models.

In Chapter 4, we introduce a discrete memoryless legitimate channel to the wire-
tap IT channel model and derive inner and outer bounds on its capacity equivocation
regions [85]. The derived bounds match for the special instance of the maximizing input
distribution being uniform. The achievability is established by identifying a class of good
codes for which there exists a good partition that achieves the required level of equivo-
cation no matter what subset the wiretapper chooses, and showing that the probability
of this class of good codes goes to one with increasing the block-length.

Further, in Chapter 5, we introduce a generalized wiretap channel model which
generalizes both the classical wiretap channel [23,121] and the wiretap II model with a
noisy legitimate channel [85]. In this model, the legitimate channel is discrete memroy-

less and the wiretapper chooses a subset of the codeword symbols to noiselessly observe
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and observes the remainder of the codeword through a noisy channel. We characterize
the strong secrecy capacity of the model and quantify the secrecy penalty of the addi-
tional capability at the wiretapper with respect to the previous wiretap models [88,91].
We as well show that the secrecy capacity of the generalized wiretap model is identical
to the secrecy capacity when the subset of noiseless observations is randomly chosen by
nature. We establish the achievability by solving a dual secret key agreement problem
in the source model [2,76], and converting the solution to the original channel model
using probability distribution approximation arguments. In the dual problem, a source
encoder and decoder, which observe random sequences independent and identically dis-
tributed according to the input and output distributions of the legitimate channel in the
original problem, communicate a confidential key over a public error-free channel using
a single forward transmission, in the presence of a compound wiretapping source which
has perfect access to the public discussion. The security of the key is guaranteed for
the exponentially many possibilities of the subset chosen at the wiretapper by deriving a
lemma which provides a doubly-exponential convergence rate for the probability that, for
a fixed choice of the subset, the key is uniform and independent from the public discus-
sion and the wiretapping source’s observation. The converse is derived by using Sanov’s
theorem in the method of types [21, Theorem 11.4.1] to upper bound the secrecy capac-
ity of the generalized wiretap channel by the secrecy capacity when the tapped subset is
randomly chosen by nature.

Much like what has happened with Wyner’s wiretap channel [128], exploring the
multi-terminal extensions of our generalized wiretap model is the natural next step. In

Chapter 6, we first introduce the multiple access wiretap II model with a noisy legitimate
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channel, under three different wiretapping scenarios [86,87]. The wiretapper, as in the
classical wiretap channel II model, chooses a fixed-length subset of the channel uses on
which it obtains noise-free observations of (i) one of the codewords, (ii) a superposition
of the two codewords, or (iii) each of the two codewords. These thus extend the wiretap
II channel with a noisy legitimate channel, introduced in Chapter 4, to a multiple access
setting with a variety of attack models for the wiretapper. Next, we propose a generalized
multiple access wiretap channel model, which further generalizes the multiple access
wiretap channel II under the third wiretapping scenario, i.e., that which features the
strongest adversarial model. In this model, the wiretapper, besides choosing a subset of
the channel uses to noiselessly observe the transmitted codeword symbols of both users,
observes the remainder of the two codewords through a discrete memoryless multiple
access channel [90]. Achievable strong secrecy rate regions for all the proposed models
are derived. As for the single user case, achievability is established using source-channel
duality, i.e., solving the problem in the dual multi-terminal secret key agreement source
model and inferring the design for the encoders and decoder of the original multiple access
channel from the solution of the dual problem. This requires extending the tool set we
derived for the single source case in Chapter 5 to the case of two independent sources. The
derived achievable rate regions quantify the secrecy cost due to the additional capabilities
of the wiretapper with respect to the previous multiple access wiretap models.

In Chapter 7, we further examine secure communication in multi-receiver models
when the eavesdropping terminal is capable of tapping into a subset of its choosing of the
transmitted codeword(s) symbols. This generalizes the classical multi-receiver wiretap

models [9,26,34,67] into those with chosen adversarial attacks. In particular, we first
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propose a generalized two-user broadcast wiretap channel in the presence of a wiretapper
which has perfect access to a fixed-size subset of its choosing of the transmitted symbols,
while observing the remainder through a noisy channel. Additionally, we introduce
generalized models for the two-user broadcast and interference channels with confidential
messages. In these models, each receiver, besides its noisy observations, is provided with
a subset of noiseless observations for the transmitted codeword(s) symbols. Achievable
strong secrecy rate regions for these three models are derived. Achievability is established
by source-channel duality, and requires extending the tools we develop in Chapter 5 to
multiple correlated sources. For the generalized broadcast wiretap channel, the optimality
of the proposed achievable scheme is established for two special cases. In general, the
derived rate region for this model extends Marton’s inner bound [30, Theorem 8.4] for
the two user broadcast channel with a common message to the proposed setting, and
indicates the secrecy cost due to the additional capability at the wiretapper. For the
generalized broadcast and interference channels with confidential messages, the size of
the subset at each receiver induces a trade-off between their rates. We highlight the
special instance of the generalized broadcast channel with confidential messages, when
one receiver is degraded with respect to the other and only the degraded receiver is
provided with the subset of noiseless observations. In this case, the degraded receiver
has a positive rate after a certain threshold of its noiseless observations, i.e., with the

aid of these symbols.



1.3 Attacks in a Cache-aided Communication System

Caching is a technique proposed to efficiently reduce network traffic congestion by
storing popular information contents at the cache memories of end users earlier during off-
peak times [4,25]. Reference [72] has shown that a careful design of cache contents at the
end users in a multi-receiver setting allows the transmitter to send delivery transmissions
that are simultaneously useful for many users, termed as coded caching. Coded caching
with security requirements has recently been studied in [8,53,98,103,130-132]. These
references assume secure cache placement. At the other extreme, if cache placement were
to be perfectly accessed by an adversary, the presence of cache memories cannot increase
the secrecy capacity [2,106]. One might hence think of an intermediate scenario in which
the adversary may have partial access to cache placement. The wiretap II model we have
studied in Chapters 4, 5, 6, and 7, provides a model for an adversary with partial access
to the legitimate communication in terms of a threshold on the fraction the adversary is
able to tap into the communications.

In Chapter 8, we introduce the wiretap II channel model in the presence of mul-
tiple receivers equipped with fixed-size cache memories, and an adversary which is able
to choose symbols to tap into from cache placement, in addition to or in lieu of, delivery
transmission. The model is hence termed the caching broadcast channel with a wire
and cache tapping adversary of type II. The legitimate parties know neither whether
cache placement, delivery, or both phases are tapped, nor the positions in which they
are tapped. Only the size of the overall tapped set is known. For the instance of two

receivers and two library files, we identify the strong secrecy capacity of the model, i.e.,
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the maximum achievable file rate while keeping the overall library strongly secure. Lower
and upper bounds on the achievable strong secrecy file rate are derived when the library
has more than two files. In order to establish the achievability, we propose a code design
which combines wiretap coding, security embedding codes, one-time pad keys, and coded
caching. A genie-aided upper bound, in which a genie provides the transmitter with user
demands before cache placement, establishes the converse for the two files instance. For
the library of more than two files, the upper bound is constructed by three successive
channel transformations. Our results establish that strong information theoretic security
is possible against a powerful adversary which optimizes its attack over both phases of

communication in a cache-aided system.
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Chapter 2

Notation and Preliminaries

2.1 Notation

We first provide the notation we use throughout the remainder of the thesis.
Scalars are denoted by lower-case letters while random variables are denoted using upper-
case letters. Vectors are denoted by bold lower-case super-scripted letters, while their
components are denoted by lower-case sub-scripted letter. Similar convention, but with
upper-case letters, is used for random vectors and their components. The vector’s super-
script is dropped when its dimension is clear from the context. Matrices are also denoted
by bold upper-case super-scripted letters. The distinction between matrices and random
vectors should be clear from the context. Sets are denoted using calligraphic fonts.

We use N, Q, Z, R, C, to denote the sets of natural, rational, integer, real,
and complex numbers, respectively. Z¢ denotes the set of complex integers, i.e., Z¢ 2
{n+jm:n,m € Z}. For Q € Z, the set of integers {—@Q, - - - , Q} is denoted by (—Q, Q).
For a,b € R, [a : b] denotes the integers between a and b, i.e., [a:b] = {i € Z: a <1i < b}.

For § C N, Xg denotes the sequence {X;};cg. We use Ap,, to denote the
sequence of variables {A;, Ay, -+, A, }. For matrix A, N(A) denotes its null space,
det(A) denotes its determinant, and ||A|| denotes its induced norm. For vector V, ||V||

denotes its Euclidean norm, and Vg denotes the ith to jth components in V. We use |.|

to denote the cardinality or the absolute value, when used for a set or a real (complex)
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number, respectively. We use V" to denote the n-letter extension of the random vector
V,ie, V" = [V(1) V(2) ---V(n)]. The operators T H and T denote the transpose,
Hermitian, and pseudo inverse operations. A circularly symmetric Gaussian random
vector with zero mean and covariance matrix K is denoted by CN (0, K).

All logarithms are taken to be base 2. We use j = v/—1 to denote the imaginary
unit in a complex number. 0,,,,, denotes an m X n matrix of zeros, and I,, denotes an
n x n identity matrix. For two sets A; and Ay, we use A; X Ay to denote their Cartesian
product. A’ denotes the T-fold Cartesian product of the set A. For Wy, W, € [1 : M],
W, @ W5, denotes the bit-wise XOR on the binary bit strings that correspond to Wy and
Ws.

We use 1{A} to denote the indicator function of the event A. We use upper-case
letters to denote random probability distributions, e.g., Py, and lower-case letters to
denote deterministic probability distributions, e.g., px. We use p)U( to denote a uniform
distribution over the random variable X. The argument of the probability distribution
is omitted when it is clear from its subscript, and vice versa. V(py,qx) and D(px/||gx)
denote the total variation distance and the Kullback-Leibler (K-L) divergence between
the distributions px and gx. We use {e,},>; to denote a sequence of positive real

numbers such that €, — 0 as n — oo.

2.2 Preliminaries

In this section, we provide the definitions and preliminary results we utilize

throughout the remainder of the thesis.
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2.2.1 Definitions and Results from Transcendental Number Theory

Transcendental number theory deals with transcendental numbers which are not
solutions of any polynomial equation with integer coefficients. One corner result in
the field of classification of transcendental complex numbers provides a bound on the
absolute value of a complex algebraic number with rational coefficients in terms of its
height, i.e., the maximum coefficient [59,109,110]. We utilize this result in Chapter 3 in
order to extend real interference alignment [78] to complex channels.

In order to present the desired result, let us first define the Diophantine exponent

of a length-n complex vector.

Definition 1. [59] The Diophantine exponent w(z) of z € C" is defined as

w(z) £ sup {v p+2z.9] < (||la]|lo) " for infinetly many q € Z",p € Z} , (2.1)

where q = (¢ g2 -+~ q,]" and ||al|o = max]g].

Next, we state the following lemma, which determines the Diophantine exponent

for almost all length-n complex vectors.

Lemma 1. [59] For almost all z € C", the Diophantine exponent w(z) is equal to 5.

2.2.2 Distance Measures and Concentration Inequalities

We first present the following two measures, which we extensively utilize through-

out the thesis.
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Definition 2. The total variation distance between two probability distributions px and
qx, defined on the same probability space, is given by

Vipx,ax) 2 5 3 ple) ~ a(x)]
TEX

= > Ip@) —q@). (2.2)

z€X: p(x)>q(x)

Definition 3. The Kullback-Leibler divergence, or relative entropy, between the two

distributions px and qx, defined on the same probability space, is given by

MMMA;M®M$g- (23)

The following Lemma states two properties for the total variation distance be-

tween two distributions defined on the same probability space.

Lemma 2. (Properties of Total Variation Distance) [24, Lemmas V.1 and V.2]:
Consider the joint distributions px y = pxPy|x and ¢xy = qxqy|x, defined on the same

alphabet X x Y. Then, we have,

V(px,ax) < V(pxy,dxy) (2.4)
V(pxpy|x:axpyix) = V(px: 4x)- (2.5)
Next, we present Hoeffding’s inequality and a variation on Chernoff’s inequality.

The two inequalities provide exponentially decaying upper bounds, with different degrees

of strength, on the tail distribution of the sum of independent random variables.
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We first state Hoeffding’s inequality in the following lemma.

Lemma 3. (Hoeffding’s Inequality) [46, Theorem 2J:
Let Uy, U,,--- ,U, be independent random variables with U; € [0,b] for all i € [1 : n],

and let m = %2?21 E(U;). Then, for € > 0, we have

1 & —26%m?
P (n Yui<@- e)m> < exp ( x n> : (2.6)
=1

Next, we state the variation on Chernoff’s bound.

Lemma 4. (A variation on Chernoff bound:) Let Uy,U,,--- U, be a sequence of non-
negative independent random variables with respective means E(U;) = m;. If U; € [0, ],

foralli € [1:n], and Y 7 | m; < m, then, for every e € [0,1], we have
n - 2m
P (; Uy > (1+ e)m) < exp (—e %) . (2.7)

Proof: The proof is adapted from [33, Appendix C]. The details are provided in Ap-

pendix A. W

2.2.3 Selection Lemma

The selection lemma below is utilized in the achievability proofs in Chapters 5, 6,
and 7, for channel (source) coding problems, in order to show the existence of a codebook

(a source binning realization) which simultaneously satisfies multiple constraints.

Lemma 5. (Selection Lemma) [14, Lemma 2.2]:

Let Ay, Ag,--- , A, be a sequence of random variables where A, € A", and let F, =
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{fin>- farn) be a finite set of bounded functions f;, : A" — R, i € [1: M], such

that |F,,| = M does not depend on n, and

lim En (fin(A,)) =0 forallie[1:M]. (2.8)

n—o0

Then, there exists a specific realization {a} of the sequence {A,,} such that

lim f;,(a’) =0 foralliel[l:M] (2.9)

n—oo
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Chapter 3

Multiple Antenna Wiretap Channel with

a Multi-antenna Cooperative Jammer

3.1 Introduction

The secrecy capacity region for most of multi-terminal models remain open de-
spite significant progress on bounds and associated insights. Recent work thus includes
efforts that concentrate on characterizing the more tractable high signal-to-noise ratio
(SNR) scaling behavior of secrecy capacity region for Gaussian multi-terminal mod-
els [39,45,56,122-124]. Among the multi-transmitter models studied, a recurrent theme
in achievability is enlisting one or more terminals to transmit intentional interference with
the specific goal of diminishing the reception capability of the eavesdropper, known as co-
operative jamming [111]. For the Gaussian wiretap channel, adding a cooperative jammer
terminal transmitting Gaussian noise can improve the secrecy rate considerably [113],
albeit not the scaling of the secrecy capacity with power at high SNR. Recently, ref-
erence [45] has shown that, for the Gaussian wiretap channel, adding a cooperative
jammer and utilizing structured codes for message transmission and cooperative jam-
ming, i.e., transmitted signals from discrete constellations, provide an achievable secrecy
rate scalable with power, i.e., a positive secure degrees of freedom (s.d.o.f.), an improve-

ment from the zero degrees of freedom of the Gaussian wiretap channel. More recently,
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reference [122] has proved that, for this channel, the s.d.o.f. %, achievable by code-
books constructed from integer lattices along with real interference alignment, is tight.
References [123,124] have subsequently identified the s.d.o.f. region for multi-terminal
Gaussian wiretap channel models.

While the above development is for single-antenna terminals, multiple antennas
have also been utilized to improve secrecy rates and s.d.o.f. for several channel models
[27,38,44,55,56,58,68,69,94,104]. The secrecy capacity of the multi-antenna (MIMO)
wiretap channel, identified in [58], scales with power only when the legitimate transmitter
has an advantage over the eavesdropper in the number of antennas. It then follows
naturally to utilize a cooperative jamming terminal to improve the secrecy rate and
scaling for multi-antenna wiretap channels as well which is the focus of this chapter.

In this chapter, we study the multi-antenna wiretap channel with a multi-antenna
cooperative jammer. We characterize the high SNR scaling of the secrecy capacity,
i.e., the secure degrees of freedom (s.d.o.f.), of the channel with N, antennas at the
cooperative jammer, N, antennas at the transmitter, NV, antennas at the receiver, N,
antennas at the eavesdropper, under the assumption of known channel state information
at all terminals. The achievability and converse techniques both are methodologically
developed for ranges of the parameters, i.e., the number of antennas at each terminal.
The upper and lower bounds for all parameter values are shown to match one another.

We remark that secure degrees of freedom for single and multiple antenna wiretap
channels have recently been investigated under the assumption of unknown eavesdropper

channel state information at the legitimate terminals. The secure degrees of freedom for
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the single-antenna wiretap channel with multiple helpers, multiple-access wiretap chan-
nel, and interference wiretap channel, with unknown and static eavesdropper channel,
have been derived in [79]. The strongly secure degrees of freedom of the multiple an-
tenna wiretap channel with unknown and varying eavesdropper channel is established
in [44] by showing the existence of a universal scheme that can counter any eavesdropper
state. [44] thus quantifies the reduction in degrees of freedom that results from universal
immunity to eavesdropping. This work, by contrast, addresses the improvement provided
by adding a multi-antenna helper in the benchmark case that is the static and known
channel state information for the MIMO wiretap channel.

The proposed achievable schemes for different ranges of the values for N,, V;,
N,, and N, all involve linear precoding and linear receiver processing. The common
goal to all these schemes is to perfectly align the cooperative jamming signals over the
information signals observed at the eavesdropper while simultaneously enabling infor-
mation and cooperative jamming signal separation at the legitimate receiver. We show
that whenever the s.d.o.f. of the channel is integer valued, Gaussian signaling both at
the transmitter and the cooperative jammer suffices to achieve the s.d.o.f. By contrast,
non-integer s.d.o.f. requires structured signaling, i.e., signals from discrete constellations,
along with joint signal space and signal scale alignment in the complex plane [59,71]. The
necessity of structured signaling follows from the fact that fractional s.d.o.f. indicates
sharing at least one spatial dimension between information and cooperative jamming
signals at the receiver’s signal space. In this case, sharing the same spatial dimension
between Gaussian information and jamming signals, which have similar power scaling,

does not provide positive degrees of freedom, and we need for structured signals that can
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be separated over this single dimension at high SNR. The tools that enable the signal
scale alignment are available in the field of transcendental number theory [59,109,110],
which we utilize.

Overall, this study determines the value in jointly utilizing signal scale and spatial
interference alignment techniques for secrecy and quantifies the impact of a multi-antenna
helper for the MIMO wiretap channel by settling the question of the secrecy prelog for
the (NV; x N,. x N,) MIMO wiretap channel in the presence of an N -antenna cooperative
jammer, for all possible values of N,.. In contrast with the single antenna case, where
integer lattice codes and real interference alignment suffice to achieve the s.d.o.f. of the
channel, in the MIMO setting, one needs to utilize a variety of signaling, beam-forming,
and alignment techniques, in order to coordinate the transmitted and received signals
for different values of N;, N, N, and N,.

The remainder of the chapter is organized as follows. Section 3.2 introduces the
channel model, and Section 3.3 provides the main results. For clarity of exposition, we
first present the converse and achievability for the MIMO wiretap channel with N, =
N, = N in Sections 3.4 and 3.5. Section 3.6 then extends the converse and achievability
proofs for the case NV, # N,. Section 3.7 discusses the results of this work and Section

3.8 concludes the chapter.

3.2 Channel Model

We consider the MIMO wiretap channel with an N,-antenna transmitter, N, -
antenna receiver, N -antenna eavesdropper, and an N, -antenna cooperative jammer as

depicted in Fig. 3.1.
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N, antennas
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Y 4 5
Cooperative . Eaves- [— ‘
Jammer G, z dropper @
N, antennas N, antennas

Fig. 3.1. (N; x N, x N,) multiple antenna wiretap channel with an N, -antenna coop-
erative jammer.

The received signals at the receiver and eavesdropper, at the nth channel use, are

given by

Y. (n) = H,X;(n) + H. X (n) + Z,(n) (3.1)

Ye(n) - GtXt(n) + GcXc(n) + Ze(”)u (32)

where X,;(n) and X, (n) are the transmitted signals from the transmitter and the coop-
erative jammer at the nth channel use. H; € CNr XNt H,. e CNr>*Ne are the channel
gain matrices from the transmitter and the cooperative jammer to the receiver, while
G, € CN*Ne G, e CNe*Ne are the channel gain matrices from the transmitter and
the cooperative jammer to the eavesdropper. It is assumed that the channel gains are

drawn independently from a complex-valued continuous distribution. All channel gains
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are assumed to be known at all terminals. Z,.(n) and Z.(n) are the complex Gaussian
noise at the receiver and eavesdropper at the nth channel use, where Z,.(n) ~ CN(0,1y )
and Z.(n) ~ CN(0,Iy,) for all n. Z,.(n) is independent from Z.(n) and both are in-
dependent and identically distributed (i.i.d.) across the time index! n. The power
constraints on the transmitted signals at the transmitter and the cooperative jammer
are E (X/'X, ) ,E (XI'X,) < P.

The transmitter aims to send a message W to the receiver, and keep it secret
from the external eavesdropper. A stochastic encoder, which maps the message W
to the transmitted signal X:L € Xt", is used at the transmitter. The receiver uses its
observation, Yf € y;?, to obtain an estimate W of the transmitted message. Secrecy

rate R, is achievable if for any € > 0, there is a channel code (2”Rs,n) satisfying?

PAP (W ” W) <e (3.3)
1 n 1
~HWI|Y,) > -H(W) -« (3.4)
n n

The secrecy capacity of a channel, C(P), is defined as the closure of all its achievable

secrecy rates. For a channel with complex-valued coefficients, the maximum secure

degrees of freedom (s.d.o.f.) is defined as

D, = lim Gi(P),
P—oo log P

!Throughout the chapter, we omit the index n whenever possible.
2We consider weak secrecy throughout this chapter.
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The cooperative jammer transmits the signal X: € Xf in order to reduce the
reception capability of the eavesdropper. However, this transmission affects the receiver
as well, as interference. The jamming signal, X!, does not carry any information. Addi-

tionally, there is no shared secret between the transmitter and the cooperative jammer.

3.3 Main Result

We first state the s.d.o.f. results for N, = N, = N.

Theorem 1. The s.d.o.f. of the MIMO wiretap channel with an N -antenna cooperative
jammer, N antennas at each of the transmitter and receiver, and N, antennas at the

eavesdropper, is almost surely® (a.s.)

[N+ N, - NJ*, ifochgNe_w
N mmpRe o f N, - mRER < N < max{N, N}
%7 if max{N,N,} < N, <N+ N,,

N, if N,>N+N,

Proof: The proof for Theorem 1 is provided in Sections 3.4 and 3.5. W

Next, in Theorem 2 below, we generalize the result in Theorem 1 to N; # N,..

Theorem 2. The s.d.o.f. of the MIMO wiretap channel with an N_.-antenna cooperative

jammer, N,-antenna transmitter, N, -antenna receiver, and N,-antenna eavesdropper, is

3The subset of the channel gains for which the result does not hold has a Lebesgue measure
Z€ro.
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a.s.
)
min {N,, [N, + N, — N]"}, if 0<N. <N
min {Nt,Nr, %‘N“} . if Ny <N, <N,
D, = (3.7)
min {Nt,NT, W} . if Ny< N, <Ny,
min {N;, N, }, if N, > Na,
\
where,
1 if N, > N,
. N, N. —N, 1F ) e t
s v [ 2 B -
0, if N,<N,
Ny=N,+ [N, —NJ]",  Ny=max{N,,2min{N,,N,} + N, — N,}.

Proof: The proof for Theorem 2 is provided in Section 3.6. H

Remark 1. Theorem 2 provides a complete characterization for the s.d.o.f. of the chan-
nel. The s.d.o.f. at N, = N3 is equal to min{N,, N,.}, which is equal to the d.o.f of
the (N; x N,.) point-to-point MIMO Gaussian channel. Thus, increasing the number

of antennas at the cooperative jammer, N., over N3 cannot increase the s.d.o.f. over

min{N,, N,.}.

Remark 2. For N, > N, + N,, the s.d.o.f. of the channel is equal to N, at N, = 0,

i.e., the mazimum s.d.o.f. of the channel is achieved without the help of the cooperative

jammer.
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Remark 3. The converse proof for Theorem 2 involves combining two upper bounds for
the s.d.o.f. derived for two different ranges of N.. These two bounds are a straightforward
generalization of those derived for the symmetric case in Theorem 1. However, combining
them is more tedious since more cases of the number of antennas at the different terminals
should be handled carefully. Achievability for Theorem 2 utilizes similar techniques to
those used for Theorem 1 as well, where handling more cases is required. For clarity
of exposition, we derive the s.d.o.f. for the symmetric case first in order to present the
main ideas, and then utilize these ideas and generalize the result to the asymmetric case

of Theorem 2.

For illustration purposes, the s.d.o.f. for N, = N, = N, = N, and N, varying
from 0 to 2N, is depicted in Fig. 3.2. The s.d.o.f. curves with N even and odd are
shown in Fig. 3.2a and Fig. 3.2b, respectively.

We provide the discussion of the results of this work in Section 3.7.

3.4 Converse for N, =N, =N

In Section 3.4.1, we derive the upper bound for the s.d.o.f. for 0 < N, < N,. In
Section 3.4.2, we derive the upper bound for max{N,N,} < N, < N + N,. The two

bounds are combined in Section 3.4.3 to provide the desired upper bound in (3.6).

341 0<N,<N,

Allow for full cooperation between the transmitter and the cooperative jammer.

This cooperation cannot decrease the s.d.o.f. of the channel, and yields a MIMO wiretap
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D,

A
N b
N,

2 .
1 :
: ' » N

0 1 2 N N ON ¢

0 1 92--- N=1 N+l ... N ON
N odd.

Fig. 3.2. Secure degrees of freedom for a MIMO wiretap channel, with /N antennas at
each of its nodes, and a cooperative jammer with N, antennas, where N, varies from 0
to 2N.
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channel with N + N -antenna transmitter, N-antenna receiver, and N,-antenna eaves-
dropper. It has been shown in [58] that, at high SNR, i.e., P — oo, the secrecy capacity

of this channel, C,(P), takes the asymptotic form

P
C,(P) = logdet (IN + HGﬁHH> + o(log P), (3.8)
p

where Plim O(II;gg]f) =0, H e CV*WVHN) and G € CNe*(VF+Ne) are the channel gains
—00

from the combined transmitter to the receiver and eavesdropper, and G is the projection
matrix onto the null space of G, N(G). p £ dim {J\/'(H)l ﬁN(G)}, where N (H)™" is
the space orthogonal to the null space of H. Due to the randomly generated channel
gains, if a vector x € N(G), then x € N(H)' as., for all 0 < N, < N,. Thus,
p=dim(N(G)) =[N + N, - N.|".

HG'H" can be decomposed as

ON—p)x(N-p) O(N—p)xp

HG'HY = o ot (3.9)

0, (N—p) Q

where ¥ € CV*¥ is a unitary matrix and © € CP*? is a non-singular matrix [58]. Let

U = [¥, ¥,], where ¥, € CV*V=P) and ¥, € CV*P. Substituting (3.9) in (3.8) yields

P
C,(P) = logdet <IN + p\I’zﬂ‘IJé{) + o(log P) (3.10)

P
= log det (Ip + Q\Ilf\Il2> + o(log P) (3.11)
p
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= log PPdet lI + lQ + o(log P) (3.12)
= log prTy g .
= plog P + o(log P), (3.13)
where (3.11) follows from Sylvester’s determinant identity and (3.12) follows from W¥

being unitary.

Thus, the s.d.o.f. of the original channel, for 0 < N, < N,, is upper bounded as

C,(P) i plog P + o(log P)

D,< 1 = 3.14
s = phn logP  P—oo log P (3.14)
=[N+N,-N.]". (3.15)

3.4.2 max{N,N,} <N, <N+ N,

The upper bound we derive here is inspired by the converse of the single antenna
Gaussian wiretap channel with a single antenna cooperative jammer derived in [122],
though as we will see shortly, the vector channel extension resulting from multiple an-
tennas does require care. Let ¢;, for ¢ = 1,2,--- 10, denote constants which do not
depend on the power P.

The secrecy rate R, can be upper bounded as follows

nR, = H(W) (3.16)
=HW)-HWI|Y)+HWI|Y!)-HW|Y)+ HW|Y) (3.17)
<ne+HW|Y!)-H(W|Y",Y])+nd (3.18)

=I(W;Y"|Y") +ne, (3.19)
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= h(Y"|Y") = h(Y" W, Y") + noy (3.20)
< h(Y"[Y™) = h(Y" W, Y™, XT, X") + ney (3.21)
— h(Y",YT) = h(Y") — h(Z") + néy, (3.22)

where (3.18) follows since H(W) — H(W|[Y) < ne by the secrecy constraint in (3.4),
H(WI[Y) < ndé by Fano’s inequality, and H(W|Y") > H(W|Y",Y) by the fact
that conditioning does not increase entropy, (3.22) follows since Z:f is independent from
W, Y7, X, X"}, and ¢; = €+ 6.

Let X, = X, +Z, and X, = X_.+Z,, where Z, ~ CN(z,K,) and Z. ~ CN(0,K,).

The covariance matrices, K, and K, are chosen as K, = p’Iy and K, = p°I ~,, Where

0 < p<1/max {HH?H, \/HGfHQ + HGfHZ} Note that X, and X, are noisy versions
of the transmitted signals X, and X,, respectively. Z, is independent from Z, and
both are independent from {X,,X,., Z,,Z,}. Z:‘ and ZZ are i.i.d. sequences of the
random vectors Z, and Z.. In addition, let Z; = —H,Z, — H.,Z, + Z, and Z, =
~G,Z, — G,Z, + Z,. Note that Z, ~ C\' (z,221> and Zy ~ CN (z,z%), where
3, = HKH +HKH + Iy and 35 = GK,G, + GK.G” +1Iy . Z} and Z}
are i.i.d. sequences of Z; and Z,, since each of zZ'77, Z?, Z? is i.i.d. across time. The
choice of K, and K, above guarantees the finiteness of h(Z,), h(Z,), h(Z), and h(Z,) as

shown in Appendix B. Starting from (3.22), we have

nRy < h(Y",Y") = h(Y") + ng, (3.23)

=h(Y!, YD X, X)) — h(X],XI Y, YD) — (YD) + ney (3.24)

r) Te? Tt e



30
< R(XP,XD) 4+ h(YDYDX], XD — h(X], XYY X XD — (YD) + ng,
(3.25)

< R(X}) + h(XD) + (YD X, XD + h(YR X, XD) — h(Z],Z7) — h(Y]) + néy

(3.26)
= h(X}) +h(X]) + h(ZYX],XD) + h(Z5|X], X)) — h(Y]) + ney (3.27)
< R(X}) + h(XD) + W(Z]) + h(Z}) — h(Y") + ngs (3.28)
= h(X}) +h(X) = h(YD) + ney, (3.29)

where (3.26) follows since Zf and ZZ are independent from {X}', X", Y, Y"}, ¢y =
¢1 = h(Z,), ¢35 = do — h(Zy) — h(Z,), and ¢4 = ¢3 + h(Z1) + h(Zs).

We have utilized the noisy versions X, = X, + Z, and X, = X, + Z, instead
of X;, X, so that (3.24)-(3.29) hold whether X,;, X, are continuous or discrete random
vectors. This requires continuing the analysis with stochastically equivalent versions of
Y,,Y, in which they are expressed as functions of X, and /or X.. To do so, we divide
the Gaussian noise Z,., Z, into sums of other independent Gaussian noise variables. The
infinite divisibility of the Gaussian distribution ensures such division of Z,., Z,. We now
consider the following two cases.

Case 1: N, < N

We first lower bound ~(Y]) in (3.29) as follows. Using the infinite divisibility of

Gaussian distribution, we can express a stochastically equivalent form of Z,, denoted by
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!/
Ze7 as

(3.30)

where? Z, ~ CN(z, Iy — GthGfI) is independent from {Z,,Z.,X;, X, Z,}. Z: is an
ii.d. sequence of the random vectors Ze. Using (3.30), a stochastically equivalent form
of Y" is

e

Y"=GX]+GX] +Z. (3.31)

e

Let X‘t == [Xt,l".Xt,N]T7 Zt = [Zt,l "‘Zt7N:|T, and Xt == [XZ; XZ;]T, Whel"e
th = [Xt,l o 'Xt,Ne]Ta Xt2 = [Xt,NeH o 'Xt,N]Ta and Xt,k = Xt,k+Zt,ka k=1,2,--- N.
In addition, let G, = [Gy, Gy,], where G, € CY*Ne and® G, € CN*N"Ne) | Using

(3.31), we have

YD) =h(Y.") = h(G,X] + GX" +Z") (3.32)
> h(GX}) = h(Gy, X] + Gy, X]) (3.33)
> h(Gy, X} + G, X} X)) = h(Gy, X} |X]) (3.34)
= (X} |1X}) + nlog|det(Gy,)|. (3.35)

“The choice of K, guarantees that I N, — GthGf is a valid covariance matrix.
®Note that when N, = N, the vector X, and the matrix G,, vanish and the analysis below
holds in the same manner, by discarding XZ and Gy, .
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where the inequality in (3.33) follows since {GtX?} and {G X7 + Z:} are independent,
as for two independent random vectors X and Y, we have h(X +Y) > h(X).

Substituting (3.35) in (3.29) results in

nR, < (X}, X} )+ h(X]) = h(X] [X]) = nlog| det(Gy,)| + ndy (3.36)

= h(X}) + h(X]) + ngs, (3.37)

where ¢5 = ¢, —log|det(Gy, ).

We now exploit the reliability constraint in (3.3) to derive another upper bound
for R, which we combine with the bound in (3.37) in order to obtain the desired bound
for the s.d.o.f. when N, < N and N < N, < N + N,. The reliability constraint in (3.3)

can be achieved only if [21]

nRy, < I(X!5Y™) = h(Y?) — h(Y" X)) (3.38)

r

= h(Y") — h(BX" +Z"). (3.39)

Similar to (3.30), a stochastically equivalent form of Z, is given by

(3.40)

where® Z, ~ CN(z,Iy — HCKCHf) is independent from {Z,,Z.,X,, X, Z.}. Z:} is an

i.i.d. sequence of the random vectors Zr.

®The choice of K, guarantees that I — HCKCH? is a valid covariance matrix.
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T
Let Xc = [Xc,l e 'Xc,NC] ) Zc = [Zc,l -z

chC}T, and X, = [XZ; XZ;]T, where

Xq = [Xc,l XqN]T: XC2 = [XC7N+1 XC,NC]Tv and Xc,k = Xc,k: + Zc,ka k =

1,2,--+,N,. Inaddition, let H, = [H,, H, ], where H, € C"*" and H, € CV*Nem ),

Using (3.40), we have

hHX!+2Z2")=hHX+Z")=hHX +2Z) (3.41)
> h(HX]) = h(H, X +H,X" ) (3.42)
> h(H,, X [X] ) (3.43)
= (X} [X]) + nlog | det(H,,)| (3.44)

Substituting (3.44) in (3.39) yields

nR, < h(Y") — (X" |X" ) — nlog|det(H,,)|. (3.45)

s — r cq Cco

Let Y, = [Y,; - K"7N]T. Summing (3.37) and (3.45) results in

nR, < % {h(Yj}) +h(X}) + h(f(g)} + nog (3.46)
1 N N ~ N ~
<3 > WY@+ D X))+ D WX (D) p +nde,  (347)
=1 k=1 k=N.+1 k=N+1

where ¢g = 1 (¢5 — log| det(H,,)l).

In Appendix C, we show, fori=1,--- ,n,k=1,--- ,N;andm=1,--- , N, that

h(Y, (i) < log 2me + log(1 + h*P) (3.48)
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(X x(0)) (X o (i) < log 2me + log(p” + P), (3.49)

where h* = max <||h;k\|2 + th’k||2); h;k and hz,k denote the transpose of the kth row

vectors of H; and H,, respectively. Using (3.47), (3.48), and (3.49), we have

N N.— N,
R, < log(1+ h*P) + — log(p® + P) + ¢, (3.50)
where ¢7 = ¢g + W log 2me. Using (3.5), we get
N 2 N,—N, 2
Slog(l+ h*P) + === P
P—oo log P
N+ N.— N,
— ¥ (3.52)

2

Thus, the s.d.o.f. for N, < N and N < N, < N + N, is upper bounded by %
Case 2: N, > N

Another stochastically equivalent form of Z, is

Z'=GZ,+GZ,+Z. (3.53)

where’ Z/e ~CN(z, Iy, —GthGfI—GCKCGf) is independent from {Z,, Z., X;, X, Z, }.
Z'e" is an i.i.d. sequence of the random vectors Z; Using (3.53), another stochastically

equivalent form of Y is given by

Y"=GX,+GX!+Z" (3.54)

e

"The choice of K, and K, guarantees that Iy, — GthGfI - GCKCGCH is a valid covariance
matrix.
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Let us rewrite X, and H, as follows. X, = [Xg Xg]T, where 5(21 = [XCJ - X N.—N]

X, = [X/CT X/T ]Tv X, - [XC,NE—N—H o 'Xc7N5]T7 and X/C22 = [XC,Ne—i-l "'XC,NC]T'

C2 21 C22 C21

H, = [H H ], whereH eCV*We N @ —H H
1 C2 C1 co

C21 022]

, H'Cz)1 e CMN and H,., €
CN*WNemNe) Lot G, = [G,, G,,], where G, € CNe*Nem V) and G, € CNeX(NFTNemNe),

Using (3.54), we have

YD) = BY!") = h([G G ] | | + G, X0 +2]") (3.55)
v /n
C1

> (X}, X]1|X]") 4+ nlog| det[G, G.,]| (3.56)

= h(X}) + h(X] X)) + nlog| det[Gy G, ]|, (3.57)

where (3.57) follows since X? and X? are independent. Substituting (3.57) in (3.29)

gives
nR, < (X)) + nes, (3.58)

where ¢g = ¢, — log|det[G, G, ]|.

In order to obtain another upper bound for R, which we combine with (3.58) to
obtain the desired bound for N, > N and N, < N, < N 4+ N_, we proceed as follows.
Consider a modified channel where the first N, — N antennas at the cooperative jammer
are removed, i.e., the cooperative jammer uses only the last N + N, — N, out of its N,

antennas. The transmitted signals in the modified channel are X? and X’Cz, and hence,

T

)
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the legitimate receiver receives
Vall n /! m n
Y =HX + HCQXC2 +Z.. (3.59)

Let R and R denote reliable communication rates, i.e., the achievable rates without
the secrecy constraint, for the original and the modified channels, respectively. Since
the cooperative jamming signal is additive interference for the legitimate receiver, the
reliable communication rate of the modified channel, R, is an upper bound for that of
the original channel, R. Since R satisfies the reliability and secrecy constraints in (3.3)

and (3.4), we have that

nR, <nR < nR

< I(X(5Y)) =hY)) - hH, X +Z7). (3.60)

Let ZCQ = [ZC,NE—N—FI...ZC,NC]T ~ CN(z,K)), where K/ = P2IN+NC—N6- Another
stochastically equivalent form of Z, is Z:f = H'CQZC2 + Z;, where® Z; ~ CN(z, Iy —
H'CQK/CH'CI:) is independent from {Z,, Z., X,;, X, Z.}, and Z;” is an i.i.d. sequence of Z;

Thus, using (3.60), we have

nR, <h(Y)—h(H, X +Z") (3.61)
<n(Y,) - h(H,X]) (3.62)
<h(Y) = (X! [X]! ) —nlog|det(H] )] (3.63)

8The choice of K, guarantees that I — H'C2 K’CH;I; is a valid covariance matrix.



37

Let Y, = [V, -V, x]". Summing (3.58) and (3.63) yields

T

nR, < % {h(Yj}) + h(ng)} + gy (3.64)
1 n N ~ N, ~
<D 2 V@) D0 M(Xe(@) ¢+ 0y, (3.65)
i=1 | k=1 k=N,+1

where ¢g = 1{¢s — log|det(H’ )|}. In Appendix C, we also show that

C21

(Y, (i) < log 2me + log(1 + h*P), (3.66)

where h? = max (Hh:kH2 + Hh,crkHQ)% h", denotes the transpose of the kth row vector
of H' .
C2

Similar to case 1, using (3.65), (3.66), and (3.49), the secrecy rate is bounded as

_ N.—N
R, < —log(1 + h*P) + — log(p® + P) + nero, (3.67)

N
2
where ¢y = ¢9+W log 2me. Thus, thes.d.o.f., for N, > N and N, < N, < N+N,,

is upper bounded as

p, < N+ Ne = Ne.

s < 5 (3.68)

3.4.3 Obtaining the Upper Bound

For N, < N, the upper bound for the s.d.o.f. derived in Section 3.4.1 is equal to
N+ N_,—N_ forall 0 < N, <N,. In addition, the upper bound derived in Section 3.4.2,

at N, = N, is equal to N — %, c.f. equations (3.15) and (3.52). As the former upper
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bound is greater than the latter for all % < N. < N, the s.d.o.f. is upper bounded by

N — % for all % < N, < N. Combining these statements, we have the following upper

bound for the s.d.o.f. for N, < N:

(

. N,
N+N,~N,, if0<N <%

N-Re if e <N, <N

D, < (3.69)
Nile=Ne = if N < N, < N+N,,
N, if N,>N+N,.

\

Similarly, when N, > N and for all N, — % < N, < N_, the upper bound derived
for 0 < N, < N, in Section 3.4.1 is greater than the upper bound derived in Section
3.4.2 at N, = N,. Thus, the s.d.o.f. for N, — § < N, < N, is upper bounded by §. In
addition, the upper bound in (3.15) is equal to zero for all 0 < N, < N, — N. Thus, the

s.d.o.f. for N, > N is upper bounded as:

0, if 0O<N,<N,—N

N+ N,—N,, if N,—N<N.<N,— &

S
IN
N

, N -F<N, <N, (3.70)
N+N.—N,
2

. if Ny<N,<N+N,,

N, if N.>N+N..
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By combining the bounds for N, < N in (3.69) and for N, > N in (3.70), we
obtain the upper bound for the s.d.o.f. in (3.6). In the next section, we will show the

achievability of (3.6).

3.5 Achievablility for N, =N, =N

In this section, we provide the achievability proof for Theorem 1 by showing the
achievability of (3.69) when N, < N, and the achievability of (3.70) when N, > N.
For both N, < N and N, > N, we divide the range of the number of antennas at the
cooperative jammer, N, into five ranges and propose an achievable scheme for each
range. For all the achievable schemes in this section, we have the n-letter signals, X?
and X", as i.i.d. sequences. Since X! is independent from X', and each of them is i.i.d.

across time, we have in effect a memoryless wiretap channel and the secrecy rate

R, = [I(Xt;Yr) _I(Xt;Ye)Tr? (3'71)

is achievable by stochastic encoding at the transmitter [23].
The transmitted signals at the transmitter and the cooperative jammer, for each

of the following schemes, are

X‘t - PtUt7 XC — PCVC7 (372)

where U, = [U;---Uy]" and V., = [V;---V]]7 are the information and cooperative

jamming streams, respectively. P, = [pm ---pt’d] e CV*4 and P.= [pal . --pcﬂ €

CNexl are the precoding matrices at the transmitter and the cooperative jammer.
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Signaling, precoding, and decoding techniques utilized in this proof vary accord-

ing to the relative number of antennas at the different terminals and whether the s.d.o.f.
of the channel is integer valued or not an integer. In particular, we show that Gaussian
signaling both for transmission and cooperative jamming is sufficient to achieve the inte-
ger valued s.d.o.f., while achieving non-integer s.d.o.f. requires structured signaling and
cooperative jamming, i.e., signals from discrete constellations, along with a combination
of linear receiver processing, and the complex field equivalent of real interference align-
ment [59,71]. Additionally, the linear precoding at the transmitter and the cooperative
jammer depends on whether N, is equal to, smaller than, or larger than NV, and whether
the number of antennas at the cooperative jammer, N, results in a s.d.o.f. for the chan-
nel that is before, after, or at the flat s.d.o.f. range in the s.d.o.f. plot versus N,. This
leads to an achievability proof that involves 10 distinct achievable schemes, which differ
from each other in the type of signals used (Gaussian or structured), and/or precoding

at the transmitter and cooperative jammer, and/or decoding at the legitimate receiver.

Remark 4. Note that integer-valued s.d.o.f. can also be achieved using structured sig-
nals. However, Gaussian signaling often outperforms structured signaling for finite SNR;
see for example [127, Fig. 2]. Although our focus in this chapter is on characterizing the
s.d.o.f., i.e., secrecy rate scaling at high SNR, for the channel, we use Gaussian signaling

whenever possible for the achievability for this reason.

In order to extend real interference alignment to complex channels, we need to
utilize different results than those used for real channels. For real channels, to ana-

lyze the decoder performance, reference [78] proposed utilizing the convergence part of
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Khintchine-Groshev theorem in the field of Diophantine approximation [102], which deals
with the approximation of real numbers with rational numbers. For complex channels,
transforming the channel into a real channel with twice the dimensions, as is usually
the convention, is not sufficient here, since real interference alignment relies on the lin-
ear independence over rational numbers of the channel gains, which does not continue
to hold after such channel transformation. Luckily, we can utilize the result stated in
Lemma 1. For complex channel coefficients, this result ends up playing the same role of
the Khintchine-Groshev theorem for real coeflicients.
Before continuing with the achievability proof for the different cases, we state the
following lemma, which is utilized to show the linear independence between the directions

of the received streams at the legitimate receiver.

Lemma 6. Consider two matrices E; € CV*5 and By € C**M | where N, M < K.
If the matrix Eq is full column rank and the matrix E; has all of its entries indepen-
dently and randomly drawn according to a continuous distribution, then rank(E,E,) =

min(N, M) a.s.

Proof: The proof of Lemma 6 is given in Appendix D. W

3.5.1 Casel: N,<Nand 0< N, < &

The s.d.o.f. for this case is equal to N + N, — N_, i.e., integer valued, for which
we utilize Gaussian signaling and cooperative jamming. Since N, < N, the transmitter

exploits this advantage by sending a part of its signal invisible to the eavesdropper.
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EHE U

. — [ 0, [ v,
Transmitter [ [TII1] U Receiver [

= = U

—w

Cooperative =

p — 1w Eavesdropper |
Jammer
U +W

Fig. 3.3.  An example for the achievability scheme for Case 1, when N =4, N, = 2, and
N,=1.

There is no need for linear precoding at the cooperative jammer for this case. Increasing
the number of the cooperative jammer antennas, N, increases the s.d.o.f. of the channel.

The transmitted signals, X, and X, are given by (3.72) with d = N + N, — N,
l=N,, U, ~CN(0,P1;), V., ~CN(0,Pl}), and P = 1P, in accordance with the power
constraints on the transmitted signals at the transmitter and the cooperative jammer,
where o = max {l, Z?Zl |]pt,iH2} is a constant which does not depend on the power P.

The precoders P, and P, are given by P, =1,;, and

P, = [P,, P,,] eC" (3.73)

where P, , = GIGC in order to align the information streams over the cooperative
jamming streams at the eavesdropper, and the N — N, columns of P,, are chosen to
span N (G;). The achievability scheme for this case, when N =4, N, = 2, and N, = 1,

is depicted in Fig. 3.3.
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Since N, < %, the total number of superposed received streams at the receiver,

2N, + N — N,, is less than or equal to the number of its available spatial dimensions,
N. Thus, the receiver can decode all the information and cooperative jamming streams
at high SNR. Using (3.1), (3.2), and (3.72), the received signals at the receiver and the

eavesdropper are

U,
Y, = [HtPt H} +Z, (3.74)
V.
U,
1
Y, = |:GtGIGc ZNEX(N—NQ):| ) +G. V. +7Z, (3.75)
Utl+1
=G, (U} +V,) +Z,. (3.76)

We lower bound the secrecy rate in (3.71) as follows. First, in order to compute
I(X;:Y,), we show that the matrix [H,P, H,] € CV*@+) in (3.74) is full column-rank
a.s.

The columns of P, , = GZGc are linearly independent a.s. due to the randomly
generated channel gains, and the N — N, columns of P, , are linearly independent as
well, since they span an N — N, -dimensional subspace. In addition, each of the columns
of P, , is linearly independent from the columns of P,,, a.s. since G;P,, = G,, and

hence G,p;, # z foralli = 1,2,--- ,I. Thus P, = [P, , P, ] is full column rank a.s. The
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matrix [H,P, H_] can be written as

P, znyg
H,P, H,|=|H, H, : (3.77)
Zixd I

The matrix [H;, H,| has all of its entries independently and randomly drawn according
to a continuous distribution, while the second matrix on the right hand side (RHS) of
(3.77) is full column rank a.s. By applying Lemma 6 to (3.77), we have that the matrix

[H,P, H_] is full column rank a.s. Thus, using (3.74), we obtain the lower bound

I(X;;Y,) > dlog P+ o(log P). (3.78)

Next, using (3.76), we upper bound I(X;;Y,) as follows:

I(Xy;Y,) = h(Y,) = h(Y[Xy) (3.79)
= h(Gc(Utll + Vc) + Ze) - h(Gch + Ze) (3'80)

det (I 2PG GH
:oge(Ne+7 Cﬁ) (3.81)

det(Iy + PG.GH)
det(I; + 2PGY G,) (3.82)

~ % det(1, + PGIG,)

2ldet(L1, + PGH G,
= log L+ o ) (3.83)
det(L, + PGHG,)

<l (3.84)
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Substituting (3.78) and (3.84) in (3.71), we have

R, > dlog P + o(log P) — (3.85)

=(N+N,— N,)log P+ o(log P) — N,, (3.86)

and hence, using (3.5), we conclude that the achievable s.d.o.f. is D, > N + N, — N..

3.5.2 Case 2: N, < N,% < N, <N, and N, is even

Unlike case 1, the s.d.o.f. for this case does not increase by increasing N,. For
all N, in this case, the transmitter sends the same number of information streams,
while the cooperative jammer utilizes a linear precoder which allows for discarding any
unnecessary antennas. The s.d.o.f. here is integer valued, and we use Gaussian signaling
for transmission and cooperative jamming.

In particular, for N, is even, N, = %, and N, < N, the achievable s.d.o.f., using
the scheme in Section 3.5.1, is equal to N — % However, from (3.69), we observe that
the s.d.o.f. is upper bounded by N — % for all % < N, < N. Thus, when N, < N
and N, is even, the scheme for N, = % in Section 3.5.1 can be used to achieve the

s.d.o.f. for all % < N, < N by discarding the remaining N, — % antennas. That is, the

cooperative jammer uses the precoder

P, = , (3.87)
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with [ = %, to utilize only % out of its IV, antennas, and the transmitter utilizes

Pt = [Pt,a Pt,n] ) (388)

P,,=GlGP. e CV P, € CNX(N=Ne) ig defined as in (3.73), in order to send
d =N — % Gaussian information streams. Following the same analysis as in the
previous case, the achievable s.d.o.f. is N — % for all % < N, < N, where N, is even

and N, < N.

3.5.3 Case 3: N, <N, & < N, <N, and N, is odd

The s.d.o.f. for this case is equal to N — %, which is not an integer. As Gaussian
signaling cannot achieve fractional s.d.o.f. for the channel, we utilize structured signaling
both for transmission and cooperative jamming for this case. In particular, we propose
utilizing joint signal space alignment and the complex field equivalent of real interference
alignment [59, 71].

The decoding scheme at the receiver is as follows. The receiver projects its received
signal over a direction that is orthogonal to all but one information and one cooperative
jamming streams. Then, the receiver decodes these two streams from the projection using
complex field analogy of real interference alignment. Finally, the receiver removes the
decoded information and cooperative jamming streams from its received signal, leaving

% information and Nez_l cooperative

N — 1 spatial dimensions for the other N —

jamming streams.
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Before continuing with the details for the achievability scheme for this case, we

provide the following example, which illustrates the ideas utilized for this case.

Example 1. Consider a multi-antenna wiretap channel with 4-antenna transmitter, 4-
antenna receiver, 3-antenna eavesdropper, and 2-antenna cooperative jammer as shown
in Fig. 3.4.

The transmitter sends 3 structured information streams, Uy, Uy, U, and the cooperative
jammer sends 2 structured jamming streams, Vi, V,. The streams Uy, V| are integer val-
ued, while the streams Uy, Us, V5, are complex integers. That is, Uy = Uy ge+7jUs 1m, Uz =
Us Ret+3Us 1, and Vo = Vo ge+5Va 11, where {U1, Us ge, Us 1> Us Re» Us tms V1> Va.res Vo m }
are i.i.d. random variables uniform over a set of integer that scales with the transmit
power as it will be explained later in (3.89). The transmitter chooses its precoder as
in (3.88) so that Us is sent over N (G,), and hence Us is invisible to the eavesdropper,
and that U;, V] and U,, V, are perfectly aligned at the eavesdropper. The cooperative
jammer chooses its precoder as in (3.87) so that it utilizes only 2 out of its 3 antennas to
send Vi, V,. The legitimate receiver projects its received signal over a single dimension
that is orthogonal to {U,, Us, V,}, and hence, only U; and V} remain in this dimension.
The received signal after projection is of the form f,U; + foV; + Z, where fi, fy are
the coefficients resulting from multiplying the channel gains with the projection matrix,
and Z is the projection of the Gaussian noise over the single dimension. The receiver
utilizes a hard decision decoder which maps fiU; + f3V] + Z to the nearest point in
the constellation of f,U; + f,V;. It has been shown in [78] that U;, V] can be uniquely
decoded from f;U; + f3V;. Thus, the receiver decodes Uy, V], subtracts them from its

original received signal, and then utilizes the remaining 3 dimensions in its signal space
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to decode Uy, Us, V. Thus, the receiver utilizes 2.5 dimensions to decode the information
streams, i.e., 2.5 useful dimensions, where each of U, and Uj is decoded from a separate
dimension while both U; and V] are decoded from a single dimension (each occupies half

of that dimension), leading to 2.5 achievable s.d.o.f. for the channel.

U, W
U | | = DID‘:L’
' 7
Im — | | Us
U, H . Rﬁ Transmitter : Receiver T -
_Im | — !
Us ] Re — ] Vs
S— B U+ v
1 ; —
Im Cooperative Eavesdropper | — ¢Im
— Jammer [ —
V3 ] Re — Us + Vs

IFFFH Re

Fig. 3.4. An example for the achievability scheme for Case 3, when N =4, N, = 3, and
N, =2.

Now, we continue with the detailed explanation for the achievability scheme for

] . . ) : . Ne—1 ; _ N.+1
this case. The transmitted signals are given by (3.72), with d = N — =5—, | = =5,

P, P, are defined as in (3.87) and (3.88), and U; = U, ge + jU; 1m, Vi = Vi re + Vi 1m>
1=2,3,---,dand k = 2,3,--- . The random variables Uy, V}, {Ui,Re}?:y {Ui71m}f:2,

{X/Z-7Re}i:2, and {V“m}éZQ are i.i.d. uniform over the set {a(—@Q,Q);}. The values for a

and the integer () are chosen as

1—e¢

Q= |pw| = pot —y (3.89)




3e
a = 7P2(2+5) ,
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(3.90)

in order to satisfy the power constraints, where € is an arbitrarily small positive number,

and v, are constants that do not depend on the power P. Justification for the choice

of a and @ is provided in Appendix E.

The received signal at the eavesdropper is

Y, =G.(U} +V,) +Z, (3.91)

where G, = G_,P.. We upper bound the second term in (3.71), I(X,;;Y,), as follows:

I(XtSYe) < I(XtSYe> Ze)
=I1(X;Y,|Z,)

=H(Y.|Z.) — H(Y.|Z.,X;)

—H (f;c(U,J1 + VC)) “H (GV>

=H(U. +V,) ~H(V,)

=H (U + V1, Uype + Vares Untm + Vams -

- H (‘/17 ‘/2,Re7 V2,1m7 T ‘/I,Rm ‘/l,Im)

<log(4Q + 1)* ™" —log(2Q + 1)*"

4Q +1

— (21— 1)1
(2 )Og2Q+1

<9l -1,

(3.92)

(3.93)

(3.94)

(3.95)

(3.96)

) Ul,Re + W,Re? Ul,Im + Vl,Im)

(3.97)

(3.98)

(3.99)

(3.100)
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where (3.93) follows since X, and Z, are independent, and (3.98) follows since the entropy
of a uniform random variable over the set {a(—2Q,2Q)z} upper bounds the entropy of
each of Uy + V1, Us ge + Vares Uatm + Vatms = > Uitm + Viim- Equation (3.96) follows
since the mappings Utll +V,.— C:‘rc(Utl1 +V,)and V, — GCVC are bijective. The reason
for this is that the entries of C‘:C are rationally independent, as illustrated in Definition 4

below, and that (Utl1 +V,) and V. belong to ch.

Definition 4. A set of complex numbers {c;, ¢y, - - , ¢y} are rationally independent, i.e.,
linearly independent over Q, if there is no set of rational numbers {r;}, r; # 0 for all
i=1,2,---,L, such that 3% r.¢; = 0.

=1

Next, we derive a lower bound for I(X,;Y,). The received signal at the legitimate

receiver is given by

Y, =AU, +HV +Z, (3.101)

where A = H,P; = [a; a5 --- ag] and H, = H P, = [h.; h.y - h.;]. The receiver

chooses b € C such that b L span{ay,---,a4,h.o,--- ,h.;} and obtains
Y, = DY, (3.102)
where
bH
D2 : (3.103)
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Note that (d—1)+(l—1) =N — N62—1 + N";l —2 = N — 1, and hence the dimension

of span{ay, - ,a4,h.9, -+ ,h.;} is at most N — 1. This shows the existence of a vector
b € CV such that b L span{ay, - -+ ,a4,h.q, -+, h.}.

Due to the fact that channel gains are continuous and randomly generated, a;
and h,; are linearly independent from span{ay,--- ,a,, heo, - ,h.;}, and hence, b is

not orthogonal to a; and h,; a.s. Thus, we have

_ Y, b"a; z.a 1| | U b"h,; 210 1| | W bz,
Yr = = + + ,
¥ e d 1 l n
Y A U, H, V. zZ,n
(3.104)
where A = [a; 8y -~ a5 € CVV* 5 = all forall i = 1,2,---,d. Similarly,

N v N-1)xl v N .
H,=[h, b - h, ] eCV U where h,; =h, ;) foralli=1,2- 1.
Next, the receiver uses 17; , to decode the information stream U; and the cooper-

ative jamming stream V; as follows. Let Z’ = b”Z,. ~ CN(0,|b]|?), f; = b"a,, and

fo =bh, ;. Thus, Y, is given by

Y, =hUi+ KVi+ 2. (3.105)

Once again, with randomly generated channel gains, f; = bfa; and f, = b’ h,, are
rationally independent a.s. Thus, the mapping (U}, V) — f1U; + f5V; is invertible [78].
The receiver employs a hard decision decoder which maps 17T1 € 37“ to the nearest

point in the constellation Ry = filfy + foV, where U, V; = {a(—Q,Q)z}. Then, the
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receiver passes the output of the hard decision decoder through the bijective mapping
fiUy + foVy = (U1, V}) in order to decode both U; and V.

The receiver can now use

Y, =Y —&U; —h, V4 (3.106)
d ~ ~ l ny
— [52 éd] U, + [ha2 hc,z] Ve, +7Z,, (3.107)
U,d .
=B +Z,.,, (3.108)
'

to decode Us, - - - , U, where,

B2 [52 coodg By o ﬁc,l] e CN-Dx(N-1), (3.109)

is full rank a.s. To show that B is full rank a.s., let H, and H, be generated by removing
the first row from H, and H,, and let P, and P, be generated by removing the first

column from P, and P, respectively. B can be rewritten as
B = [Ht HC] . (3.110)

Note that [}_It }_IC] has all of its entries independently and randomly drawn from a
continuous distribution, and the second matrix in the RHS of (3.110) is full column

rank. Using Lemma 6, the matrix B is full rank a.s.
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Hence, by zero forcing, the receiver obtains

Y, =B'Y, = +Z, (3.111)

where Z, = Bflzrgt ~CN (z7 B71B7H>. Thus, at high SNR, the receiver can decode
the other information streams, U,, --- ,U,, from SA{’T.

The mutual information between the transmitter and receiver is lower bounded

as follows:
I(X;Y,) > 1(U;Y,) (3.112)
= I(U1, Uy ¥y, , Y0 (3.113)
= I(U, Uy Y,,) + 1(U1, Uy YU Y, (3.114)

N L o P
— [(U:Y,,) + L(UL Y, U) + I YY) + HULEY™0,Y,,)  (3.115)

> I(UL:Y,,) + (U &Y |0, (3.116)

where (3.112) follows since U, — X, — Y, — Y, forms a Markov chain. We next lower
bound each term in the RHS of (3.116).

We lower bound the first term, [ (U1§1~/r1) as follows, see also [71,78]. Let P,
denote the probability of error in decoding U, at the receiver, i.e., P, 2P ([]'1 #* U1>,

where Ui, 1 =1,2,---,d, is the estimate of U; at the legitimate receiver. Thus, using
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Fano’s inequality, we have

1(Uy;Y,,) = H(Uy) - H(UY,,) (3.117)
> H(U,) —1— P, log|U]| (3.118)
=(1-P,)log(2Q +1) — 1. (3.119)

From (3.105), since the mapping (Uy,V}) — f1U; + foV; is invertible, the only source
of error in decoding U; from }7;1 is the additive Gaussian noise Z’. Note that, since
Z' ~ CN(0,||b||?), Re{Z'} and Im{Z'} are iid. with A/ (0,@) distribution, and

|Z'| ~ Rayleigh (%) Thus, we have

IID

P, AP ( ) (3.120)

/\

( U, V) # Ul,V1)> (3.121)

<|Z | > “““) (3.122)

—d?
mn (3.123)
<4ubuz>

is the minimum distance between the points in the constellation R = f1U; +

where d,;,

faVr

In order to upper bound P, , we lower bound d,;,. To do so, similar to [71],

€1’

we extend real interference alignment [78] to complex channels. In particular, we utilize

Lemma 1 in Section 2. Lemma 1 implies the following:
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Corollary 1. For almost all z € C" and for all € > 0,

(n—1+4¢€)

p+zal > (maxlg )~ (3.124)

holds for all q € Z" and p € Z except for finitely many of them.

Since the number of integers that violate the inequality in (3.124) is finite, there

exists a constant x such that, for almost all z € C" and all € > 0, the inequality

_ (n—1+¢€)

p+zal > s(maxlg) " (3.125)

holds for all q € Z" and p € Z.

Thus, for almost all channel gains, the minimum distance d,,;, is lower bounded

as follows:

dmin = in |Y;, - Y;,”‘ (3126)
YTII 7Yr/; S 1 1
= inf U, + f5V] 3.127
Up,Vie{a(—2Q,2Q)z} [F1U1 + oW ( )
i f2
= 1nf a U + 7‘/ 3128
U1, V1€(-2Q,2Q)z Al S ! ( )
= o) (3.129)

T (2Q)7

> ky|f1|272 P3, (3.130)
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where (3.129) follows from (3.125), and (3.130) follows by substituting (3.89) and (3.90)

in (3.129). Substituting (3.130) in (3.123) gives the following bound on P, ,
P, < exp(—uP°), (3.131)

K222

1I[bI[? is a constant which does not depend on the power P. Thus, using

where =

(3.119) and (3.131), we have
I(Uy;Y,)) > (1 —exp(—pP)) log(2Q + 1) — 1. (3.132)

Next, we lower bound the second term in the RHS of (3.116), I(Ut;l; ?:Z \Uy, f@l)

~ IR
Let B = [Z(N—l)xl IN_J fzhC,lb , and

Ug| -
Y -B +BZ, (3.133)
V.
- U _
Y -B'Y = | ?|+B'Bz, (3.134)
'

where B is defined as in (3.109). Thus, we have

d. ~rn o d A 1 n
I (UtQ; YUy, Y3~1) —1 (UtQ; AU, + BV, + 2,2 Uy, f,V1 + Z’> (3.135)
Utd 1 -
—r|ukB| P +z0 - b b7\ + 7 (3.136)
vV 1 f2
c2

= I(U Y|,V + 2 (3.137)



o7

> (U4 Y!) (3.138)
> 1(USY!) (3.139)
= H(U,)) -~ HUSIY)) (3.140)
> H(U,3) — P log(2Q + 1)) —1 (3.141)
—2(d 1) (1 - Pi) log(2Q + 1) — 1, (3.142)

where P2 2 P ((UQ, Uy, Uy) # Uy, Us, - ,Ud)>, (3.135) follows from (3.104), (3.138)
follows since Utg and f,V; + Z' are independent, (3.139) follows since Utg — 3?; — SA{;

forms a Markov chain, and (3.141) follows from Fano’s inequality.

Let Z, 2 ©Z, = [Z,, - Z

) o TN

|7, where ® = B™'B. Thus, Z, ~ CN(z,©07)
and ’Zn’ ~ Rayleigh(c;), where 02 = @0 (i,i), i = 2,3,--- | N. Using the union

i

bound, we have

PedQ :ED((ﬁQvU?)"" aUd)#(UQan’n"' aUd)) (3143)
d A
<2 P (Uz‘ 7 Uz‘) (3.144)
=2
d 5 a
<> P (VZM > 5) (3.145)
=2
d CL2
=D exp <_2> (3.146)
X g’
=2 i
72 3e
< (d=1)exp | ——g— P2 (3.147)
max

= (d— 1) exp(—u'P), (3.148)
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2

2
8Umax

, € =53¢ and (3.147) follows by substituting (3.90) in

where o =5

!
max ~— m?,x Ois b =

(3.146).

Substituting (3.148) in (3.142) yields
d. ~n iyt ¢
I (UtQ;Yr;]Ul,Yﬁ) > (zd —2-2(d—1)%exp(—y'P )) log(2Q + 1) — 1. (3.149)

Using (3.89), (3.116), (3.132), and (3.149), we have

I(X,;Y,) > [2d — 1= exp(—pP%) — 2(d — 1) exp(—,u,PE/)} log <2P%§ — o+ 1) —9
(3.150)

1-— /
=5 ¢ {Qd — 1 —exp(—puP*) —2(d — 1)2 exp(—p' P )] log P + o(log P). (3.151)
€

Using the upper bound in (3.100) and the lower bound in (3.151), we get

1— /
R, > o < {2d — 1 — exp(—pP?) — 2(d — 1) exp(—p/ P )] log P + o(log P) — (21 — 1)
€
(3.152)
1—e¢ € 1 2 e
=57 2N — N, — exp(—uP°) — 5(2]\7 — N, —1)"exp(—p P )| log P+ o(log P) — N,.
€
(3.153)
Thus, it follows that the s.d.o.f. is lower bounded as
1—¢)(2N — N,
p, > 1= ). (3.154)
2+e¢€

N,

Since € > 0 can be chosen arbitrarily small, we can achieve s.d.o.f. of N — =¢.
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3.54 Case4: N, <N, N<N, <N+ N_,,and N+ N,— N, is even

Since N, > N for this case, the cooperative jammer, unlike the previous three
cases, chooses its precoder such that N, — N of its jamming streams are sent invisible
to the receiver, in order to allow for more space for the information streams at the
receiver. The s.d.o.f. for this case is integer valued, which we can achieve using Gaussian
information and cooperative jamming streams.

The transmitted signals are given by (3.72), with d = %, [ = W,

U, ~CN (z,Pl;), V.~ CN (z, PL),

Pc = [PC,I Pc,n]? (3155)
where P is given by
L,
P.1= , (3.156)
Z(N.—g)xg

g =Nt fand P.,c CNex(Ne=N) ig o matrix whose columns span N (H,), P, is de-

2}.

At high SNR, the receiver can decode the d information and the g cooperative jamming

fined as in Section 3.5.2, and P = =, P, where o = max {Z?Zl Ipsill* 9+ Zézgﬂ |[Pe.i

streams, where d + g = N.

The received signals at the legitimate receiver and the eavesdropper are given by

Vci]
Y’r = HtPtUt + HCPC,I ZNX(chN) + Z?” (3157)
Vegar
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U,

= [HtPt HCPQI] +Z, (3.158)
A\

Ye = Gc(Utll + Vc) + Ze7 (3159)

where G, = G_P,.

The matrix [H,P, HP 1| € CV*N in (3.158) can be rewritten as

Pt ZNxg
H,P, HP, | = |H, H, - (3.160)

zZy,xd Pel
By applying Lemma 6 on (3.160), the matrix [HtPt HCPCﬂ is full rank a.s. Thus,

I(X;;Y,) > dlog P + o(log P). (3.161)

Using similar steps as from (3.79) to (3.84), we can show that

det(I, + 2PG/G.,)

1(X,;Y,) = log ol £ PGAG) (3.162)

Thus, the achievable secrecy rate in (3.71) is lower bounded as
R, > dlog P + o(log P) — (3.163)
_ NN Z N log P + o(log P) — Net Ne = N (3.164)

2 2 ’
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and, using (3.5), the s.d.o.f. is lower bounded as

b oo NAN-N.

3.165
S — 2 ( )

3.5.5 Caseb5: N, <N, N<N.<N+N_,,and N+ N_,— N, is odd

As in case 3, the s.d.o.f. for this case is not an integer, and as in case 4, we
have N, > N, which allows the cooperative jammer to send some signals invisible to the
receiver. Consequently, the achievable scheme for this case combines the techniques used
in Sections 3.5.3 and 3.5.4.

The transmitted signals are given by (3.72) with d =

i

N+N—Ne+1 j _ NetNe—N+1
2 v 2

P, and P, are defined as in Section 3.5.4 with g = W, and U,, V. are defined
as in Section 3.5.3. Similar to the proof in Appendix E, the values of @) and a are chosen

as in (3.89) and (3.90), with

1

_ . (3.166)
e (el + 25 b2, 20 — 1+ 25, bl

v

and v are constants that do not depend on the power P.
The legitimate receiver uses the projection and cancellation technique described
in Section 3.5.3 in order to decode the information streams. The received signal at the

with | = NetNe=N+1

eavesdropper is the same as in (3.159), . Similar to the derivation

from (3.92) to (3.100), we have

I(X;Y,) <20 —1. (3.167)
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Let A=H,P, = [a;---a,],and H, = H.P.; = [h,; - - -h,,]. The received signal

at the legitimate receiver is

+7Z,. (3.168)

As in case 3, we have that d+g—2 = N—1, and hence the dimension of span{ay,--- ;a4 h.,, -+, hcg}
is at most N—1, and there exists b € C" such that b is orthogonal to span{ay, - -- ,a4,h,,, -, hcg}.
The receiver chooses such b and multiplies its received signal by the matrix D given in

~ ~ ~ T
(3.103) to obtain Y, = [le (Y;{;)T} , where

Y, =AU+ Vi + 2, (3.169)

Y =AU, +H VS +Z,}", (3.170)

fis far 2, ./NX, and ﬁc, are defined as in Section 3.5.3. In order to decode U; and V;, the
receiver passes 17; , through a hard decision decoder, ﬁl — f1U1 + foV1, and passes the
output of the hard decision decoder through the bijective map f,U; + fo,V; — (Uy, V}),
where f; and fy5 are rationally independent.

Using similar steps to the derivation from (3.112) to (3.151) in Section 3.5.3, we

obtain

1—c¢

I(Xt;Yr) = )

—|2d -1 exp (-pP) —2(d - 1)’ exp(—,u/PEl)} log P + o(log P),
€

(3.171)
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where € > 0 is arbitrarily small, € = 2?3;7 and u, y' are constants which do not depend

on P.

Thus, the achievable secrecy rate in (3.71) is lower bounded as

1- /
R,z 5 € [2d — 1 — exp(—pP) — (d— 1) exp(—' P¢ )} log P + o(log P) — (21 — 1)
€
(3.172)
1—e¢ € 1 2 I e
b N+ N, — N, —exp(—pP") — §(N+NC—N€— 1) exp(—p P°) | log P
€
+o(log P) — (N.+ N, —N), (3.173)

and hence the s.d.o.f is lower bounded as

D, > (l—e)(N+NC—Ne).
- 2+¢

(3.174)

% is achievable for this case,

Since € > 0 can be chosen arbitrarily small, D, =
which completes the achievability of (3.69). Next, we show the achievability of (3.70),

where N, > N, i.e., the eavesdropper has more antennas than the legitimate receiver.

3.5.6 Case 6: N,>Nand N,-N<N.<N,— &

Unlike the previous five cases, since N, > N, no information streams can be sent
invisible to the eavesdropper. In fact, the precoder at the transmitter is not adequate
for achieving the alignment of the information and cooperative jamming streams at the

eavesdropper. We need to design both precoders at the transmitter and the cooperative



64
jammer to take part in achieving the alignment condition. The s.d.o.f. here is integer
valued, and hence we can utilize Gaussian streams.

The transmitted signals are given by (3.72), with d =1 = N + N, — N,, and
U,,V, ~ CN (z,PId). The matrices P, and P, are chosen as follows. Let G =
G, —G, € CN*WV+N) and let Q € CHVFNI* 16 g matrix whose columns are
randomly” chosen to span N(G). Write the matrix Q as Q = {QlT QﬂT, where
Q, € €V and Q, € CY*. Set P, = Q, and P, = Q,. P = %P, where

2 d 2
L b 2}

o = max {30 Iy,

The choice of P, and P, results in G,P, = G_.P,. Thus, the eavesdropper receives

Y.=G.P,(U,+V,)+Z,. (3.175)

Similar to going from (3.79) to (3.84), it follows that we have

I(X;Y,) <N+ N.—N,. (3.176)

The received signal at the receiver in turn is given by
Y, = [HtPt HcPc] +Z,. (3.177)

Note that, without conditioning on G, and G, the matrix Q has all of its entries

independently and randomly drawn according to a continuous distribution. Thus, each

90ut of all possible sets of d = N + N, — N, linearly independent vectors which span N(G),
the columns of Q are the elements of one randomly chosen set.
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of P, and P, is full column rank a.s. Thus, by using Lemma 6, we can show that the

matrix [H,P, H P, ] is full column rank a.s. Using (3.177), we have

I(X;;Y,)> (N +N,— N,)log P+ o(log P). (3.178)

Hence, using (3.176), (3.178), (3.71), and (3.5), the s.d.o.f. is lower bounded as D, >

N+N,—N..

3.5.7 Case 7: N, > N, N, — % <N, <N, and N is even

The s.d.o.f. for this case does not increase by increasing N,. The scheme in
Section 3.5.6 for N, = N, — %, ie, d = %, can be used to achieve the s.d.o.f. for
all N, — & < N, < N,, when N, > N and N is even. However, since dim(N(G)) =
N+ N,—N_ > %, the d = % columns of the matrix Q are randomly chosen as linearly
independent vectors from N (G). Following the same analysis as in Section 3.5.6, we can

show that the s.d.o.f. is lower bounded as D, > %

3.5.8 Case 8 N, >N, N, — % < N.< N, and N is odd

The difference here from Section 3.5.7 is that the s.d.o.f. is not an integer, and
hence, structured signaling for transmission and cooperative jamming is needed, and the
difference from 3.5.3 is that N, > N, and hence both the precoders at the transmitter
and cooperative jammer have to participate in achieving the alignment condition at the
eavesdropper.

The transmitted signals are given by (3.72), with d =1 = N2+1’ U, and V, are

defined as in Section 3.5.3, and the values for @) and a are chosen as in (3.89) and (3.90),
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with

1

’)/ =
\/max {pe I + 2328 1ol P [1pea |” + 2320, [P

, (3.179)

1}

and v are constants which do not depend P. P, P, are chosen as in Section 3.5.7,
with d = % The eavesdropper’s received signal is the same as in (3.175). Similar to

(3.92)-(3.100), we have

I(X;Y,) <N. (3.180)

The receiver employs the decoding scheme in Sections 3.5.3 and 3.5.5. Following

similar steps as in Sections 3.5.3 and 3.5.5, we have

U =N e P+ o(log P). (3.181)

I(X;Y,.) >
(ta 'r’)— 2—|—6

. . 1—e)N
Using (3.180), (3.181), (3.71), and (3.5), the s.d.o.f. is lower bounded as Dy > ( 2+)€ ,

and since € > 0 is arbitrarily small, the s.d.o.f. of % is achievable for this case.

3.5.9 Case 9: N, >N, N, <N.<N+N,,and N +N_.— N, is even

In Sections 3.5.7 and 3.5.8, we observe that the flat s.d.o.f. range extends to
N, = N_, and not N, = N as in Sections 3.5.2 and 3.5.3. Achieving the alignment
of information and cooperative jamming at the eavesdropper requires that N, > N, in
order for the cooperative jammer to begin sending some jamming signals invisible to the

legitimate receiver. For this case, in addition to choosing its precoding matrix jointly
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with the transmitter to satisfy the alignment condition, the cooperative jammer chooses
its precoder to send N, — N, jamming streams invisible to the receiver. The s.d.o.f. here
is integer valued, for which we utilize Gaussian streams.

The transmitted signals are given by (3.72) with d =1 = W, and U, V,
are defined as in Section 3.5.6. Let P, = [Pt,l P;,|, and P, = [P, P_,|, where
P,, e CV9 P, e CV*WemNe) p | e CNexo P, e CNexXWemlNe) apd g = NetN=Ne

The matrices P, and P, are chosen as follows. Let G = [G; — G_] € CNex(N+Ne) and

let G’ € CWNetN)X(N+Ne) g expressed as

G = : (3.182)

Let Q' € CIVFN)X(Ne=Ne) 1y randomly chosen such that its columns span A (G'), and

N+N)»9 10 randomly chosen as linearly independent

let the columns of the matrix Q € C!
vectors in N(G), and not in N (G'). Write the matrix Q as Q = {Qr{ Qg]T, and the
matrix Q' as Q' = [ 'lT ’ZT}T, where Q; € CV*9, Q, € CNeX9, Q] € CN*Ne=Ne) “and
Q) € CNX MmN Set Py = Qp, Pry = Q) Py = Qg and Py = Q).

This choice of Py and P, results in G,P, = G.P. and H.P , = zy,(n,—n.)-

Thus, the received signals at the receiver and eavesdropper are given by

U,
Y, = [HtPt HCPCJ] +Z, (3.183)

g
A\

Y.,=G.P,(U,+V,)+Z,. (3.184)
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Using (3.184), and similar to going from (3.79) to (3.84), we have

N+N,—N,

(3.185)

Because of the assumption of randomly generated channel gains, each of P, and
P, is full column rank a.s. Using Lemma 6, we have the matrix [HtPt HCPCJ] is full

column rank a.s., and hence, using (3.183), we have

N+ N, - N,
HXﬁYﬂZ*gi—i——fbgP+o&gP) (3.186)

Thus, using (3.185), (3.186), (3.71), and (3.5), the s.d.o.f. is lower bounded as D, >

N+N.—N,
e

3.5.10 Case 10: N, >N, N, <N, <N+ N_, and N + N, — N, is odd

The s.d.o.f. for this case is not an integer, and we have N, > N,, and hence,
we utilize here precoding as in Section 3.5.9, and signaling and decoding scheme as in
Section 3.5.8; U,, V. are defined as in Section 3.5.8, and P,, P are chosen as in Section
3.5.9, with d = W and g = W Using the same decoding scheme as
in Section 3.5.8, we obtain that the s.d.o.f. is lower bounded as Dy > W for this
case, which completes the achievability proof of (3.70). Thus, we have completed the

proof for Theorem 1.
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3.6 Extending to the General Case: Theorem 2

The converse and achievability proofs for Theorem 2 involve the same techniques
as those utilized for Theorem 1. However, one needs to carefully handle the antenna
configurations when N, # N,. In the following, we summarize how to extend the main

ideas presented in Sections 3.4 and 3.5 in order to prove Theorem 2.

3.6.1 Converse

The converse proof for Theorem 2 follows similar steps as in Section 3.4. In

particular, we derive the following two upper bounds which hold for two different ranges

of N.,.

3.6.1.1 0<N,<N,

When N, # N,., the range of N, for which the first upper bound holds is the same
as in the case when N, = N, = N in Section 3.4.1. However, unlike in Section 3.4.1,
when N; # N,., this range of N, is further subdivided into two ranges. The first upper
bound on the s.d.o.f. we derive here is again D, < [N, + N, — N,]*, yet, the maximum
s.d.o.f. for the channel is equal to min{N,, N,.}. Hence, for the case N, < N, + N, — N,,
the maximum s.d.o.f., N,, is reached at an N, that is smaller than N,. In particular,

using similar analysis as in Section 3.4.1, we have

R, < Cy(P) = plog P + o(log P), (3.187)
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where, for 0 < N, < [N, — [N; — NT]+]+, p = [N.4+N,—N.]". Since [N.+N,—N.]" < N,

T

for [N, — [N; — Nr]+}+ < N, < N, we have, for 0 < N, < N,

e

D, < min{N,,[N,+ N, — N,]"}. (3.188)

3.6.1.2 N, +[N,— N,J]" < N. <2min{N,,N,} + N, — N,
Following similar steps as in Section 3.4.2, where the two cases we consider here
are N, < N, and N, > N,, the s.d.o.f. for this range of N, is upper bounded as

D <—NC+Nt_N6.

s < 5 (3.189)

It easy to see that, when N, = N, = N, the range of N, for which the second upper
bound in (3.189) holds is reduced to the range max{N, N.} < N, < N + N, in Section
3.4.2. However, when N, # N,, the range of N, is different. In particular, we have that
N, > N,+[N,—N,]" because, when N, > N, (3.189) holds only when N, > N, +N, — N,
so that the number of antennas at the cooperative jammer in the modified channel, c.f.
(3.59), is greater than N,. We also have that N, < 2min{N;, N,.} + N, — N,. This this
because, when N, < N,., we have W = N, at N,= N, + N,, and when N, > N,,

we have NetVe=lNe — N at N, = 2N, + N, — N,.

3.6.1.3 Obtaining the Upper Bound

For each of the following cases, we use the two bounds in (3.188) and (3.189) to

obtain the upper bound for the s.d.o.f.
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i) N, > N, + N,
For this case, we use the trivial bound for the s.d.o.f., D, < N, for all the values of

N,

c*

ii) N, >N, >N, and N, > N, + N,

Using the bound in (3.188), we have

D,<N.+N,—N,, for0< N, <N,,

where at N, = N,, we have D, < N,, which is the maximum achievable s.d.o.f. for

this case.

Combining the bounds in (3.188) and (3.189), as in Section 3.4.3, yields

N,+N,—N,, if 0< N, < Netle=Ne

IN

]\/,«Jrl\;,gf]\fe7 if Nr+1\2757Nt < Nc < NT (3190)

NAM=Ne = if N, < N, < 2min{N,, N,} + N, — N,.

iv) N, > N, and N, > 2N,

Using the bound in (3.188), we have

D,<[N.+N,—N,*, for 0 <N, <N..
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v) N, > N, and N, < 2N,

By combining the bounds in (3.188) and (3.189), we have

[N.+ N, - N, if0<N, <%+ N, - N,

IN

Neo i N 4 N, — N, < N,<N,+N, — N, (3.191)

Netle=Ne " if N, + N, — Ny < N, < 2min{N,, N,} + N, — N,.

One can easily verify that the cases cited above cover all possible combinations of
number of antennas at various terminals. By merging the upper bounds for these cases

in one expression, we obtain (3.7) as the upper bound for the s.d.o.f. of the channel.

3.6.2 Achievability

The s.d.o.f. for the channel when N, is not equal to N, given in (3.7), is achieved
using techniques similar to what we presented in Section 3.5. There are few cases, of
the number of antennas, where the achievability is straightforward. One such case is
when N, > N, + N_, where the transmitter can send N, Gaussian information streams
invisible to the eavesdropper, and the maximum possible s.d.o.f. of the channel, i.e., INV,,
is achieved without the help of the cooperative jammer, i.e., N. = 0. Another case is
when N, > N, +min{N,, N,}, where the receiver’s signal space is sufficient for decoding
the information and jamming streams, at high SNR, for all 0 < N, < N,_, arriving at the

s.d.o.f. of N, (the maximum possible s.d.o.f.) at N, = N,. Thus, there is no constant

period in the s.d.o.f. characterization for this case where the s.d.o.f. keeps increasing by
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increasing N, and Gaussian signaling and cooperative jamming are sufficient to achieve
the s.d.o.f. of the channel.

We consider the five cases of the number of antennas at the different terminals
listed in Section 3.6.1.3. In the following, we summarize the achievable schemes for these
cases. Let d and [ denote the number of information and cooperative jamming streams.

P,,P_ are the precoding matrices at the transmitter and the cooperative jammer.

i) N> N, + N,
The transmitter sends N, Gaussian information streams over N (G;). D, = N, is

achievable at N, = 0.

ii) N, >N, > N, and N, > N, + N,
For 0< N, <N_,,d=N,+ N, — N, and | = N, Gaussian streams are transmitted.
Choose P, to send N, — N, information streams over N'(G,) and align the remaining

information streams over cooperative jamming streams at the eavesdropper. Dy =

N,+ N, - N,.
iii) N, > N, and N, — N, < N, < N, + N,:

1) ForOSNC§W:
The same scheme as in case (ii) is utilized. D, = N, + N, — N,.
2) For W < N, < N, and N, + N, — N, is even:
N,+N,—N, _ N,+N.—N,
srigt==e and | = Srtoge—t,

The same scheme as in case (iii-1), with d =

is utilized. The cooperative jammer uses only W of its N, antennas.

_ N.+N—N,
DS — %-
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3) For Yetle=Ne = N < N, and N, + N, — N, is odd:
structured streams, as defined in Section

 N,+N;—N_+1 N, +N.—N,+1
d= S and | = —eloe——its

3.5.3, are transmitted. The cooperative jammer uses only W of its IV,

antennas. P, is chosen as in case (ii). The legitimate receiver uses the projection

and cancellation technique, as in Section 3.5.3. D, = W

4) For N, < N. < 2min{N;,N,} + N, — N; and N.+ N, — N, is even:

d= W and [ = W Gaussian streams are transmitted. The coop-

erative jammer chooses P_. to send N, — N, cooperative jamming streams over

N(H,). P, is chosen as in case (ii). D, = Netle=Ne,

s

5) For N, < N, <2min{N;,N,.} + N, — N, and N.+ N; — N, is odd:
d= W and [ = W structured streams are transmitted. P;, P,
are chosen as in case (iii-4). The legitimate receiver uses the projection and

cancellation technique. D, = W

iv) N, > N, and N, > 2N,
For 0 < N.< N,,d=1=[N.+ N, — N.]" Gaussian streams are transmitted. Both
P,, P, are chosen to align the information streams over the cooperative jamming

streams at the eavesdropper as in Section 3.5.6. D, = [N, + N, — N,|*

v) N, > N, and N, < 2N,:

1) For 0< N, < % + N, — N:

The same scheme as in case (iv) is utilized. Dy = [N, + N, — N,

"
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2) For & + N, — N, < N, < N, + N, — N, and N, is even:
d=1= % Gaussian streams are transmitted. P,, P, are chosen as in case (iv).

D —

S

oz

3) For &= + N, — N, < N, < N, + N, — N, and N, is odd:

d=1=1% TQH structured streams are transmitted. P,, P are as in case (iv). The

legitimate receiver uses the projection and cancellation technique. D, = %

4) For N, + N, — N, < N, < 2min{N;, N,.} + N, — N, and N, + N, — N, is even:
d=1= W Gaussian streams are transmitted. Both P,, P are chosen to
align the information and the cooperative jamming streams at the eavesdropper.

P, is also chosen to send N, — N, cooperative jamming streams over N (H,)

as in Section 3.5.9. N, > N, + N, — N, achieves the above two conditions.
D, = NetNi=.
5) For N, + N, — N; < N, < 2min{N,, N,} + N, — N; and N, + N, — N, is odd:
structured streams are transmitted. P,, P, are chosen

— — Nc+Nt7Ne+1
d=1= 5

as in case (v-4). The receiver uses the projection and cancellation technique.

Ds — Nc""]\zft_Ne .

Using the achievable schemes described above for the different cases of the number
of antennas, and their analysis as in Section 3.5, we have (3.7) as the achievable s.d.o.f.,

which completes the proof for Theorem 2.
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3.7 Discussion

At this point, it is useful to discuss the results and the implications of this work.
Theorem 1, c.f. (3.6), shows the behavior of the s.d.o.f., for an (N x N x N,) multi-
antenna Gaussian wiretap channel with an N_-antenna cooperative jammer, associated
with increasing NV, form 0 to N+ N,. The s.d.o.f. first increases linearly by increasing N,
from 0 to N, — [w], that is to say adding one antenna at the cooperative jammer
provided the system to have one additional degrees of freedom. The s.d.o.f. remains

constant in the N, range of N, — L%NNJJ

to max{N, N,}, and starts to increase again
for N, from max{N, N.} to N + N, until the s.d.o.f. arrives at its maximum value, N,
at N, = N + N,. This behavior transpires both when the eavesdropper antennas are
fewer or more than that of the legitimate receiver.

The reason for the flat s.d.o.f. range is as follows: At high SNR, achieving the
secrecy constraint requires i) the entropy of the cooperative jamming signal, XZ, to be
greater than or equal to that of the information signal visible to the eavesdropper, and
ii) X” to completely cover the information signal, X}, at the eavesdropper. For N, < N,
part of X' can be sent invisible to the eavesdropper, and the information signal visible
to the eavesdropper can be covered by jamming for all N.. For 0 < N, < %, the
spatial resources at the receiver are sufficient, at high SNR, for decoding information
and jamming signals which satisfy the above constraints. Thus, increasing the possible
entropy of X? by increasing N, from 0 to L%J allows for increasing the entropy of
Ne

X?, and hence, the achievable secrecy rate and the s.d.o.f. increase. At N, = {7—‘,

the possible entropy of XZ and, correspondingly, the maximum possible entropy of X?,
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result in information and jamming signals which completely occupy the receiver’s signal
space. Thus, increasing the possible uncertainty of X? by increasing N, from [%W to N
is useless, since, in this range, X" is totally observed by the receiver which has its signal
space already full at N, = {%—‘

Increasing N, over N increases the possible entropy of X' and simultaneously
increases the part of XZ that can be transmitted invisible to the receiver, leaving more
space for X?’ at the receiver. This allows for increasing the secrecy rate, and hence,
the s.d.o.f. starts to increase again. For N, > N, the s.d.o.f. is equal to zero for all
0 < N, <N,— N, where X? cannot cover the information at the eavesdropper for this
case. The s.d.o.f. starts to increase again, after the flat range, at N, > N,, since sending
jamming signals invisible to the receiver while satisfying the covering condition at the
eavesdropper requires that N, > N,.

The difference in the slope for the increase in the s.d.o.f. in the ranges before and
after the flat range, for both N, < N and N, > N, can be explained as follows. For
0<N, <N, — %, each additional antenna at the cooperative jammer allows for
utilizing two more spatial dimensions at the receiver; one spatial dimension is used for
the jamming signal and the other is used for the information signal. By contrast, for
max{N,N.} < N. < N + N,, each additional antenna at the cooperative jammer sets
one spatial dimension at the receiver free from jamming, and this spatial dimension is
shared between the extra cooperative jamming and information streams.

It is important to note that the result that suggests that increasing the cooperative
jammer antennas is not useful in the range N, — w < N, <max{N, N} applies

only to the prelog of the secrecy capacity, i.e., is specific to the high SNR behavior. This



78
should not be taken to mean that additional antennas do not improve secrecy rate, but

only the secrecy rate scaling with power in the high SNR.

—G—Nt =8
+Nt =12
=N, =16

| N I I E— |
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

Fig. 3.5. D, versus N, when N, = N, = 8 and N, increases from N, to N, + N,.

Theorem 2 generalizes the results above to the case where the number of transmit
antennas at the transmitter, IV, is not equal to the number of receive antennas at the
legitimate receiver, N,. Although the maximum possible s.d.o.f. of the channel for this
case is limited to min{N,, N,.} = Ny, increasing N, over N,, or increasing N, over N,
do change the behavior of the s.d.o.f. associated with increasing N, until the maximum
possible s.d.o.f. is reached. Let us start at N, = N, = N;. For N, > N,, increasing

N; over N; = N, increases the number of the information streams that can be sent

r

invisible to the eavesdropper, and hence the s.d.o.f. without the help of the cooperative
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jammer, i.e., N, = 0, increases. This results in increasing the range of N, for which the
s.d.o.f. remains constant by increasing N, since the receiver’s signal space gets full at
a smaller N, and remains full until N, is larger than N; = N,.. In addition, increasing
N, over N,, when N, > N, results in decreasing the value of N, at which the maximum
s.d.o.f. of the channel, Ny, is achievable, arriving at N; > N, + N,, where the s.d.o.f.
of N, is achievable without the help of the cooperative jammer. Fig. 3.5 illustrates this
behavior. When N, > N,, increasing N, over N; decreases the value of N, at which the
s.d.o.f. is positive, and decreases the value of N, at which the s.d.o.f. of N; is achievable,
arriving at N, > N,, where the channel renders itself to the previous case. This behavior
is demonstrated in Fig. 3.6. For both the cases N, > N, and N, < N,, increasing N,
over N; = N, results in increasing the available space at the receiver’s signal space, and
hence the constant period decreases, arriving at N, > N, + N, when N, > N,_, or at
N, > 2N; when N, > N,, where the constant period vanishes. Fig. 3.7 illustrates the

behavior of the s.d.o.f. curve associated with increasing N, over IV,.

3.8 Conclusion

In this chapter, we have studied the multi-antenna wiretap channel with a N,-
antenna cooperative jammer, N,-antenna transmitter, N.-antenna receiver, and N,-
antenna eavesdropper. We have completely characterized the s.d.o.f. for this channel
for all possible values of the number of antennas at the cooperative jammer, N,. We
have shown that when the s.d.o.f. of the channel is integer valued, it can be achieved by
linear precoding at the transmitter and cooperative jammer, Gaussian signaling both for

transmission and jamming, and linear processing at the legitimate receiver. By contrast,
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Fig. 3.6. D, versus N, when N, =8, N, = 20 and N, increases from N, to N,.

[y
o

o B N W A O O N 0 ©

0 2 4 6 8 10 12 14 16 18
N

Fig. 3.7. D, versus N, when N, = N, = 8 and N, increases from N, to N; + N,.

80
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when the s.d.o.f. is not an integer, we have shown that a scheme which employs struc-
tured signaling both at the transmitter and the cooperative jammer, along with joint
signal space and signal scale alignment achieves the s.d.o.f. of the channel. We have
seen that, when NV, > N, the transmitter uses its precoder to send a part of its informa-
tion signal invisible to the eavesdropper, and to align the remaining part over jamming
at the eavesdropper, while the cooperative jammer uses its precoder to send a part of
its jamming signal invisible to the receiver, whenever possible. When N, > N,, more
intricate precoding at the transmitter and cooperative jammer is required, where both
the transmitter and cooperative jammer choose their precoders to achieve the alignment
of information and jamming at the eavesdropper, and simultaneously, the cooperative
jammer designs its precoder, whenever possible, to send a part of the jamming signal
invisible to the receiver.

The converse was established by allowing for full cooperation between the trans-
mitter and cooperative jammer for a certain range of N, and by incorporating both the
secrecy and reliability constraints, for the other values of N.. We note that while this
work settles the degrees of freedom of this channel, its secrecy capacity is still open.
Additionally, while the model considered here assumes channels to be known, universal

secrecy as in [44] should be considered in the future.
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Chapter 4

The Wiretap Channel II with a Noisy Main Channel

4.1 Introduction

Back to 1984, Ozarow and Wyner in reference [96] introduced the wiretap channel
IT model, which generalizes the special instance of a wiretap channel with a noiseless
main channel and a binary erasure wiretapper channel, to a wiretapper which is able
to select the positions of erasures. Authors in [96] derived an outer bound for the rate-
equivocation region of the channel and proved its tightness by using random partitioning
and combinatorial arguments, concluding that the secrecy capacity for the channel does
not deteriorate despite this additional capability of the wiretapper.

Besides deriving the capacity-equivocation region for the wiretap channel IT model,
reference [96] proposed a randomized coset coding scheme, where a group code and its
cosets were used as the sub-codebooks of the wiretap code, and showed that it achieves
the capacity-equivocation region. This result has spurred a considerable amount of re-
search on practical coding design for secure communication, see for example [1, 15,66,
114,118]. In [66], the wiretap channel with a noiseless main channel and binary-input
symmetric-output memoryless wiretapper channel, is considered as type-II wiretap chan-
nel. Reference [1] studied a variation of the wiretap channel II model studied in [96],

where the wiretapper not only noiselessly overhears a subset of the transmitted bits, but
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also modifies (or corrupts) the bits, so that the legitimate receiver receives a corrupted
version of the transmitted codeword.

In this chapter, we consider a wiretap channel with a finite input alphabet, a dis-
crete memoryless main channel, and a wiretapper which noiselessly observes p symbols
of its choosing of the length-n transmitted codeword, where p < n and o = £. We first
derive an outer bound for the rate-equivocation region of the channel as a function of
a. Next, we propose an achievable scheme which extends the random partitioning argu-
ment in [96] constructed for the one codebook Cy that contains all possible codewords
and has all of its components independently and identically distributed, to a random
coding argument, which is exploited to guarantee reliable communication over the dis-
crete memoryless main channel. In particular, we define a class of good codebooks for
which we show, using random partitioning and combinatorial arguments, the existence
of a partition which achieves the required level of equivocation. We then show that
under the requirement of the claimed achievable rate, the probability of the class of the
good codebooks goes to one as the block-length n increases. Note that the wiretapper’s
capability of choosing the positions of the symbols it observes results in a wiretapper
channel with memory, and hence the results of the classical wiretap channel in [121] do
not specialize to the performance of the model at hand.

The remainder of the chapter is organized as follows. Section 4.2 describes the
channel model. Section 4.3 presents the main result in this section. Sections 4.4 and 4.5
provide outer and inner bounds for the rate-equivocation region of the channel. Section
4.6 concludes the chapter. Section 4.7 provides a discussion about the secrecy capacity

of the model presented in this chapter.
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4.2 Channel Model

We consider a wiretap channel II with a discrete memoryless main channel as
illustrated in Fig. 4.1. The legitimate transmitter wishes to reliably transmit a message
W to the legitimate receiver, and to keep it secret from the wiretapper. The message W
is uniformly drawn from W = {1,2,--- ,2”R}. The encoder at the transmitter f,, : W
X" maps the message W € W to the transmitted codeword X" € X™. The mapping f,,
is allowed to be stochastic. The legitimate channel from the transmitter to the receiver
is a discrete memoryless channel with a finite input alphabet X, finite output alphabet
Y, and probability distribution py|x(ylz) for all z € X and y € Y. The decoder at
legitimate receiver, g, : Y — W, which observes Y™ € Y™ and outputs an estimate W

of the transmitted message, is parametrized by P,, where

2nR

P =PV £ W) = TL%ZP(W#Msz). (4.1)

w=1

The wiretapper can noiselessly observe a subset, of its own choice, of the n trans-

mitted symbols, X". In particular, the wiretapper chooses S € S, with

5:{5:5g{1,2,.-.,n}, |S|:M§n,oz:%}, (4.2)

and observes Z¢§ = [Zg1 Zgy -+ Zg,] € 2", where

X;, ifieS
Zs; = (4.3)

7, otherwise,
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and Z = XY U{?}. Given the wiretapper’s choice of the subset S, the equivocation at the
wiretapper is measured by H(W|Z3). In order to assure the required level of secrecy at

the wiretapper, the encoding scheme has to be designed to maximize the equivocation

A= geg R H(WIZy), (4.4)

so that the equivocation at the wiretapper is at least A, no matter what subset S the

wiretapper picks.

W X" __[DMC ] Y" 0

— Transmitter - Dy |x » Recelver
SC{l,-,n}
X" |S| =p=an gv ‘
-, x. ies —* Wiretapper @
54 = { ? 0.W.

Fig. 4.1. Wiretap channel II with a discrete memoryless main channel.

We study the tradeoff between the rate of reliable transmission (R = W

such that lim,_,. P, = 0), the fraction of the transmitted symbols tapped by the

wiretapper (o = £,0

IN

a < 1), and the normalized equivocation at the wiretapper

(6 = Hgry HW) = nR).

Definition 5. The triple (R, «, ) is said to be achievable if for every e > 0, there exists

a sequence of encoder-decoder pairs, {f,,gn}n>1, and ng > 1 such that % > o — €,

WZ(S—E, and P, <, for alln > ng.
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Definition 6. For a fized o, where 0 < o < 1, the secrecy rate R, is achievable if the
triple (Rg, o, 1) is achievable, i.e., the secrecy rate R, for some fized «, is achievable if

P, — 0, andﬁ%lasn—ﬂw.

4.3 Main Results

The following theorems provide outer and inner bounds for the set of achievable
triples (R, ), R. Let C,, denote the capacity of the main channel py x, i.e., Cp, =

max [(X;Y). For the channel py|x, let

pPx

C,=1(X;Y) when py(z) = —; for all z € X. (4.5)

1
X

Theorem 3. The set R C ﬁ, where

1, fo<a<l-Z4t

R=|(Rad):0<a,6<1, 0<R<C,, <

1-a)%, fl1-Lf <a<l.

Cm
(4.6)
Theorem 4. The set R O R, where
1, f0<a< ICOE‘;f'

R=|(R,d):0<a,0<1, 0<R<C, <

— u?

Cy—alog|X]| + .» C,—R
[f ’ Zflog|.){\ <a<l

(4.7)
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For a fixed rate R, the inner and outer bounds for the pair («,d) are shown in

Fig. 4.2. As the achievable secrecy rate, R, for the model in question is of a particular
interest, the following corollary, which directly follows from Theorems 3 and 4 by setting

0 =1, gives lower and upper bounds for R,.

Corollary 2. For a fived a, where 0 < o < 1, the achievable secrecy rate Ry satisfies

(€, —alog|X]t <R, <(1-a)C,, (4.8)

Outer bound

Inner bound

Fig. 4.2. Inner and outer bounds for («,d), for a fixed R.

Remark 5. The lower bound for Ry in (4.8), computed for a binary main channel whose

capacity is achieved by a uniform input distribution, is equal to the secrecy capacity of a
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wiretap channel with the same binary main channel and an erasure wiretapper channel

with erasure probability 1 — .

4.4 Outer Bound

In order to prove Theorem 3, we show that any achievable triple, (R, a,d) € R,
satisfies (R, a,§) € R, where R is given in (4.6). That R < C,, follows from the regular
converse to the channel coding theorem [21]. That o < 1 follows since o < B +e <1+e€

for every € > 0. That § < 1 follows since, for any € > 0, § < H(AW) +e= mins}ﬁ%lzg) +e <

1+ €. Thus, it remains to show the last inequality in (4.6).
Consider an arbitrary encoder-decoder pair, (f,,,9,), and a fixed selection S at
the wiretapper. Let W, X", Y",Z¢, W correspond to the pair (f,,g,) and the selection

S. Thus,

A =H(W|Zy) < HW|Zg) — HW[Y) +nn(P,) (4.9)
=I(W;Y) - I(W;Zyg) + nn(P,) (4.10)
<I(W;YZG) — I(W; Zg) 4 nn(F,) (4.11)
= I(W;Y|ZY) + nn(Pe), (4.12)

where (4.9) follows from Fano’s inequality, limp o n(P,) = 0. Let S¢ = {1,2,--- ,n}\S,
Xg = {X;}ics, and Xge = {X;};cge, and let Yg and Y g be defined similarly. Due to

the Markov Chain W — X"Z¢ — Y™, (4.12) is bounded as

A <I(X;Y|Zg) +nn(P,) (4.13)
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= H(Xg, Xge|Zg) — H(Xg, Xge|YgYseZig) + nn(F) (4.14)
= H(Xge|Xg) = H(Xse[YsY g Xg) + nn(F,) (4.15)
= H(Xge|Xg) = H(Xse[YgeXg) + nn(F,) (4.16)
=1(Xge; Yge|Xg) + mn(F,) (4.17)
< I(Xge; Yge) + nn(P.) (4.18)
< XS: I(X3;Y;) + nn(Fe) (4.19)
< (n—p) maxI(X;Y) +nn(F,) (4.20)
= (n = p)Cp, + nn(F), (4.21)

where (4.16) follows from the Markov chain Xge — XgYge — Yg, (4.18) follows from
the Markov chain Xg — Xgec — Yge, and (4.19) follows from the memoryless channel
assumption.

Thus, we have, for any selection of S, A < (n — u)C,, + nn(P,). But, A is also
upper bounded as A = ming H(W|Z}) < H(W) = nR, and hence, we have, for every

encoder-decoder pair,

A <min{nR, (n—u)C,, + nn(P.)}. (4.22)

Since (R, «,d) € R, then for every € > 0, there exists an encoder-decoder pair with

> a—ck, H(AW) > § —¢, and P, < e. Thus, for every € > 0, by applying (4.22) to this

3=
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encoder-decoder pair, we obtain

(4.23)

Taking € — 0, the last inequality in (4.6) is proved, which completes the proof for

Theorem 3.

4.5 Inner Bound

The enabler for the achievability result in [96] is the assumption of a noiseless
main channel over which a codebook Cj, that contains all possible codewords, can be
reliably communicated. The enabling property, satisfied by Cy, is that for every possi-
ble observation at the wiretapper, z" (which results from a transmitted codeword, x",
and a selection S), the number of codewords in C, that can generate z" is the same.
Relying on this property, the existence of a good partition of C, (of equal size subsets)
that distributes the codewords among the subsets of the partition in a harmony that
asymptotically (with the codeword length, n) achieves the secrecy constraint for every
possible selection of S, is evident by [96]. When the main channel is a discrete mem-
oryless channel, our achievability scheme relies on defining a class of good codebooks
which possess a similar property to that of C;. We restrict the input distribution to be
uniform, and « to be such that a < %{LX‘, in order to show, using a random coding

argument, that the probability of the class of good codes approaches 1 as n — co. Thus,
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the existence of a codebook, that achieves the reliability constraint, within the class of
good codes follows. In the following, the achievable scheme is described in detail.

Codebook Generation: Let py be a uniform distribution over X, i.e., px(z) =
1/|X| for all z € X, and for the main channel py x, let C,, = I(X;Y). Generate 2"
length-n codewords randomly and independently, each with i.i.d. components according
to py. Let C denote the random variable which represents the generated codebook. For
the generated codebook C = C, let { A, }i}njl be a partition of C' into 2™ disjoint subsets,

Cu=F) codewords.

A,s, each containing 2"
Encoder at the transmitter: In order to send the message W, the encoder randomly
selects a codeword, X", from Ay, and transmits X". For this encoder, let u = an.
Decoder at the legitimate receiver: Since the rate of the codebook C' is equal
to (1/n)log2"“s = I(X;Y), it can be shown [21], using a typical set decoder at the
legitimate receiver, that for every e > 0, there exists a sufficiently large n; such that

Eq(P,

.) < 5 for all n. > ny.

FEquivocation Analysis: For an arbitrary codebook C, an encoder defined as above,

an arbitrary selection S, and Z} which corresponds to S (as defined in (4.3)), we have

A = H(W|Z2) = H(W,Z7) — H(ZY) (4.24)

= H(W,X,Z%) — H(X|W,Z}) — H(Z.

") (4.25)

= H(X|Z?) + H(W|X,Z?%) — HX|W,Z?). (4.26)
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By the construction of the encoding scheme, for every selection of the subset S, we have

H(W|X,Z}) =0. (4.27)

Definition 7. The codeword X" is said to be consistent with the wiretapper’s observation

z" if 2" can be obtained from x" by switching (n — u) components of x" to '?’.

For an arbitrary codebook C, j = 1,2,---,2"% and S C {1,2,---,n} with
|S| = u, let x(j) = [21(j) -+ x,(j)] denote the jth codeword in C, and z(j, S) denote
the length-n vector with z;(j) in the positions i € S, and '?’ in the remaining positions,

and define Q-(j,5) and m-(j,S) as

Qc(7,9) = {x(z) € C: for x(j) € C, x(i) is consistent with z(j,S5), i =1,--- ,2”0“,2' ;éj} ,

(4.28)

and mC(]vs): ’QC(]7S)| (429)
Now, let us define a set of good codebooks, C*, as

c*:{o;w:1,2,--- ,2"% and VS C {1,2,--- ,n}, with |S| =, |ma(4,S) — m| gt},

(4.30)

where m = 2MCu—alog|X) 4 B\/ﬁ2%(0“_o‘log|)(|) +|X|7%", and f is a constant which

2nCu

does not depend on n. We assume that , and all such quantities, are integers. If

not, a straight forward modification of the sequel is necessary.
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Now, we consider a good codebook, C' € C*. Since the message W is uniformly
distributed, and the encoder randomly selects a codeword from Ay, we have X" is
uniformly distributed over C. Thus, given the wiretapper’s observation, Zg = z", X"
is uniformly distributed over the codewords in C' consistent with z". Using (4.30), we

have, for all S, that

H(X|ZY}) > log(m —t). (4.31)

Next, we show the existence of a partition {Aw}i}njl of the good codebook C, which
satisfies that, for all S, H(X|W,Z}) is upper bounded by a constant which does not

depend on n.

Definition 8. A partition {Aw}injl of the codebook C' is said to be good, if there exists

an integer lg > 1 such that for allw =1,--- 2"% j=1,... 2"% and S C {1,2,--- ,n}

with |S| = p, we have
| {x € A, : x is consistent with z(j,5)} | < . (4.32)
If a partition {A,} of C' € C* is good, we have, for all S,

H(X|W,Zyg) < logly. (4.33)

We now choose the partition {A4,} of C' € C* uniformly at random from the set

of all partitions of C' into 2™ equal size subsets. Define the functions v ({4, }) and
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$(Ay,2(J,5)) as

0, if the partition {A,,} is good
¥ ({AL}) = (4.34)

1, otherwise.

0, if [{x € A,, : x is consistent with z}| < [,

¢(vaz) = (4.35)

1, otherwise.

Note that, we have 1 ({A,}) < ngl 2.5 9(Ay,z(4,9)), and hence, by linearity and

monotonicity of expectation, we have

2nR

E (W ({Au}) <Y Y E(¢(Ay, 20, 5))) - (4.36)

w=1 j58

We now upper bound E (¢(A,,,z(j,5))). For fixed w, j, and S, let L, denote a
random variable which represents the number of codewords x € A,,, that are consistent
with z(j, S). Let ng = |C] = 2%, me = |Qc (4, 9)], and n, = |A,| = 2"~ Using

a similar analysis as in [96], we have

P(L, =1) < (mcnr)l 2 (4.37)

Since we consider a good codebook C' € C*, we have mg < m+t = 2"(Cualoe |X‘)(1+%).

For a < i, we have lim L =0, ie., L €o(n). Thus, using (4.37), we have
log | X] n—00 m m

(Cu—alog |¥|—R) (2(1 + %))l'

P(L,.=1)<2" T

(4.38)
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Thus, whenever R > C,, — alog|X|, we have

E (¢(Ays 2(j. 9))) = P(( Ay, 2(3, 5)) = 1) (4.39)
o n —alo; — 2(1 + %) l
< 22 (Cy—arlog|X| R)l((“) (4.40)
1=lp
< 2n(0u7alog|X\7R)lo+2(1+%)10ge, (4.41)

and hence, using (4.36), we have

E A < 2nR2nCu n 2n(Cu—alog |X\—R)l0+2(1+%) loge 4.49
(WA < ) x (142)
< 2n(R+Cu+H(a)+o(n))+2(1+%) log e4+n(Cy, —alog |X|—R)lg (4.43)
where (4.43) follows from Stirling’s approximation. Thus, for
2(1+L)loge
+C, + H(a)+o(n) + = (4.44)

l
0~ R—C, + alog|X| ’

we have E (¢({A,})) < 1, and hence there must exist a good partition {A4,} of the
codebook C' € C*. Since L € o(n), we have, for sufficiently large n,, o(n) < €, and

% < €y, for all n > ny. Thus, whenever %g‘ipﬁ <a< logﬁ’ by setting

R+C, + H(a) + ¢ + 20rcallose - i
0 R—C,+ alog|X| ti=5 (4.45)

the existence of a good partition {A,,} is guaranteed. This is the partition chosen by

the encoder at the transmitter.
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Using (4.26), (4.27), (4.31), (4.33), and (4.45), we have, for C' € C*, a3t < a <

Cy

Tog | ] and sufficiently large n, that

A . H(W|Z)
BOV) S TE) (4.46)
1
> —(1 —t)—logB 4.4
2 —5(log(m —t) —log B) (4.47)
= l(fg — o(n) (4.48)
> Qtog‘)gm . (4.49)

where, for sufficiently large ns, o(n) < e3 for all n > ns.

We now show that with high probability, C' € C*, i.e., lim,,_,. P (C € C*) = 1.
Let X(5), 5 =1,--- ,2nCu represent the jth codeword of the random code C, and let
Z'.(X(j)) represent the codeword X(j) with '?" for i ¢ S. For j = 1,--- ,2"% and all

S, define the event £(j,5) as

£(4,9)
= { ‘card{i : X(1) is consistent with Zg(X(j)), where i =1,2,--- [ 2" £ i} - m‘ < t},

(4.50)

and let £°(4,5) denote the complement of (4.50). Using the definition of C* in (4.30),

we have

=1—"P(&°(4,5) for some j, or some S) (4.52)
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2" Cu

>1-> Y P(£°(,9)) (4.53)
j=1 §

— 1 9Cu (a”n)lp (£°(1,8M), (4.54)

where S™ is some set such that S* C {1,2,---,n} with |S™| = p, (4.53) follows from the
union bound, and (4.54) follows because of the symmetry in the codebook, C, construc-
tion; P{€°(4,5)} is the same for all j and all S.

Let Ex(1y(1, "), and zg-(x(1)) denote the event £(1,.5™), and the random vector

Zn

o (X(1)) when X(1) = x(1), respectively. Using (4.50), we have,

P (Ex1y(1,5%))
= IP( ’card {z : X(4) is consistent with zg«(x(1)),7=2,3,--- ,2"0“} — m‘ < t).

(4.55)

Fori¢=2,3,--- ,2”0“, define the random variable V; as

1, if X(¢) is consistent with zg«(x(1))
V= (4.56)

)

0, otherwise.

nCly .. oL
Note that the random variables {Vi}?zz are i.i.d. In addition, we have, for each value

of x(1), and for i = 2,--- ,2"C

E(V) =P(V; =1) = |x]™*". (4.57)



98

Let V = Zfigu V;. We can rewrite P{E)(1, S*)} as
P (Exn(1,57) =PV —m| < 1), 459

Since E(V) = (2"% — 1)|X|7%" = m — |X|7", by setting t’ = t — | X|~*", we have

P (Exy(1,8%) =P (|V —E(V)| <t). (4.59)

By applying Hoeffding bound in Lemma 3 to (4.59), we obtain

12
P (5x(1)(1, 5%) >1—2exp ((2—|—_7't)IE(V)> , (4.60)

where 7 = ﬁ;/). Using (4.60), we have

P (£(1,5%) = P(X(1) = x(1))P (E1y(1,57)) (4.61)
x(1)

(4.62)

By substituting P (£9(1,5%)) < 2exp (i) in (4.54), and choosing t' as t' =

. /n2s(Cu-alog| X))

12
P(C*) > 1 — 2" (a"n> 2 exp <(2+_Tt)IE(V)> (4.63)

5 1 - gn(CurtH(@)+o(n)— cfmy o). (4.64)



For sufficiently large n,, we have o(n) < ¢, and 7 < €5 for all n > n,, where 7 = By €
o(n). By setting 3 > \/ 1+Cy +H1(Og):€4)(2+65), where v > 0, we have, for n > ny,
P(C)>1-2""" (4.65)

Using (4.49) and (4.65), we have, for ﬁg%;ﬁ <a< %{LX‘, and sufficiently large n,

A C, — alog |X]| —m
Ep|l — | > | ——=— — 1-277 4.
¢ (H(W)) = ( R 63) ( ) (4.66)
C,—alog|X| €
S _ 4.
- R 3’ (467)

™ (Cy—alog IXI))
R

where, for sufficiently large ns, 3(e3 + < e for all n > ng. Let ng =

Cy
max ;. For n > ng and & log|X\ < o < gty USing (4.67) and that E¢(P,) < §, we have
A C, — alog |X|
PP < > -
( c=CHW) R ‘
21—]P’(Pe>e)—IP’<H(AW) <C _Ogogm ) (4.68)
1
S 1 4.69
= (4.69)

where (4.68) follows from the union bound and (4.69) follows from Markov inequality
and (4.67). Thus, for a fixed R, 0 < R < C,,, a fixed «, “|X| < a <1, and for every

€ > 0, there exists a sufficiently large ng, and an encoder-decoder pair with pu = an,

_ +
H(AW) > [Cu O‘gng” — ¢, and P, < ¢, for all n > ng. This completes the proof for

Theorem 4.
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4.6 Conclusion

In this chapter, we have derived outer and inner bounds for the rate-equivocation
region of a wiretap channel with a discrete memoryless main channel, and a wiretapper
which has a noiseless access to p symbols of its own choice of the n transmitted symbols.
The characterization of the derived inner and outer bounds has provided a trade-off
between the rate of reliable transmission, R, the level of equivocation at the wiretapper,
d, and the ratio of the tapped symbols by the wiretapper, o = £. The achievability
has been established by random coding and random partitioning arguments, where, for
a uniform input distribution and a certain range of «, the existence of a good codebook
which achieves the reliability constraint, and for which there exists a good partition
that achieves the required level of equivocation no matter what subset of y symbols
the wiretapper chooses, is guaranteed. The inner and outer bounds proposed in this
chapter provide insights for understanding the fundamental limits of the model, and

count as a step towards characterizing its capacity-equivocation region, as well as towards

understanding the impact of more powerful adversary than passive observers.

4.7 Discussion

The secrecy capacity of the wiretap II with a noisy main channel model presnted
in this chapter and introduced in [85], was later identified in [33]. For 0 < a < 1, the
secrecy capacity C,(«) is given by

Cy(e) = max [[(U;Y) — al(U; X)]T, (4.70)

pPux
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where the maximization is taken over all the distributions p;;x which satisfy the Markov
chain U — X =Y, and the cardinality of the auxiliary random variable U can be restricted
to [U] < |X|.

The achievability of (4.70) is established by utilizing a regular wiretap code, where
a stronger version of Wyner’s soft covering lemma [120, Theorem 3], which provides a
doubly exponential decay rate for the probability of not achieving the secrecy constraint
for a fixed choice of the subset S, is used, along with the union bound, in order to
guarantee secrecy for the exponentially many possibilities of the subset S. Note that,
by setting U = X and py uniform over X, the secrecy capacity of the channel in (4.70)
reduces to the achievable rate in (4.8) which establishes the optimality of our achievable
scheme for this special instance. In the next section, we shall see a generalization of the
wiretap channel IT with a noisy main channel to a model with the wiretapper receiving

noisy observations instead of the erasures.
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Chapter 5

A Generalized Wiretap Channel Model
and its Strong Secrecy Capacity

5.1 Introduction

In the previous chapter, we introduced a discrete memoryless (noisy) main channel
to the wiretap channel IT model, and derived outer and inner bounds for the capacity-
equivocation region of the model, where the proposed achievability scheme is optimal
for the special case of the maximizing input distribution being uniform. The secrecy
capacity for this model is identified in [33], and shown to be equal to that of the case
when the wiretapper channel is replaced with a discrete memoryless erasure channel.

In this chapter, we go one step further and introduce a generalized wiretap channel
model with a discrete memoryless main channel and a wiretapper which observes a subset
of the transmitted codeword symbols of its choosing perfectly, as well as observing the
remaining symbols through a second discrete memroyless channel. This model includes
as special cases both the classical wiretap channel in [23] by setting the subset size to
zero, and the wiretap channel II with a noisy main channel in Chapter 4 by setting the
wiretapper’s discrete memroyless channel to an erasure channel with erasure probability
one, and is termed as the generalized wiretap channel for that reason. We characterize the

strong secrecy capacity for the proposed wiretap channel model, quantifying precisely the
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cost in secrecy capacity due to the additional capability at the wiretapper, with respect
to the previous wiretap models.

We first present the achievability. The achievability is established by using a
framework similar to the output statistics of random binning framework in [126]. In
particular, we solve a dual secret key agreement problem in the source model sense [2,76],
and infer the design for the encoder and decoder of the original channel model from the
solution of the dual problem. The difference between our achievability proof and the
framework presented in [126] is that we measure the statistical dependence between
the transmitted message and the wiretapper’s observation in terms of the Kullback-
Leibler (K-L) divergence instead of total variation distance, which requires establishing
a convergence result, with a rate strictly faster than %, for the probability that the
two induced distributions from the original and the dual models are close in the total
variation distance sense. In addition, in the source model, we guarantee the secrecy of
the confidential key for the exponentially many possibilities of the subset chosen at the
wiretapper by deriving a one-shot result which provides a doubly-exponential convergence
rate for the probability that the key is uniform and independent from the wiretapper’s
observation.

The converse is derived by identifying a channel model whose secrecy capacity is
identical to that of the proposed channel model, and is easier to establish the converse
of. This is done by means of upper bounding its secrecy capacity with that of a discrete

memoryless channel' whose secrecy capacity is tractable.

'A similar approach was considered to derive [33, Proposition 1].
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The remainder of the chapter is organized as follows. Section 5.2 describes the
generalized wiretap channel model. Section 5.3 provides the main result of this chapter,
i.e., the strong secrecy capacity for the generalized wiretap channel. Sections 5.4 and 5.5
provide the achievability and converse proofs. Section 5.6 provides a discussion about the

main result and the adopted achievability approach. Section 5.7 concludes the chapter.

5.2 Channel Model

We consider the channel model illustrated in Figure 5.1. The main channel
{X YV, Dy X} is a discrete memoryless channel which consists of a finite input alpha-
bet X, a finite output alphabet ), and a transition probability py|x- The transmitter
wishes to transmit a message W, uniformly distributed over W = [1 : Q”RS], to the
legitimate receiver reliably, and to keep the message secret from the wiretapper. To do
so, the transmitter maps the message W to the transmitted codeword X" € X" using a
stochastic encoder. The legitimate receiver observes Y" € Y™ and maps its observation
to the estimate W of the message W. The wiretapper chooses a subset S € S where the

set S is defined as

Sé{S:SQ[l:n], \S\:ugn,azﬁ}. (5.1)
n
Then, the wiretapper observes the sequence Z§ £ [Zg 1, Zgo, -+ , Zg,) € 2", with
X;,, 1€8

V;,  otherwise,
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where V" £ [V}, V,, -+, V,] € V" is the output of the discrete memroyless channel Pv|x

when X" is the input, and the alphabet Z is given by Z = {X U V}.

W X" Y — X"—=W
— Transmitter - ]%I;/I')(; » Recelver ——
S - {17 T 7’1}
X" | ISl=p=an | Z
>, _[X.ies » Wiretapper @
S8, i ¢ s,
Vi~ pyix

Fig. 5.1. The generalized wiretap channel model.

An (n,2"%) code C,, for the channel model in Figure 5.1 consists of
n

(i) the message set W = [1 : 2"f%],

(ii) the stochastic encoder P)(&')W at the transmitter, and

(iii) the decoder at the legitimate receiver.

We consider the strong secrecy constraint at the wiretapper [22,75]. Rate R, is an achiev-
able strong secrecy rate if there exists a sequence of (n,2"f%) channel codes, {Crln>1,

such that

lim P (W £ W) =0  Reliability, (5.3)
and  lim max I (W; Zg) =0 Strong Secrecy, (5.4)

n—o0o SeS
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where S is defined as in (5.1). P(Cn) (W # W) and 1) (W; Zg) are the error probabil-
ity and the mutual information between the message W and the wiretapper’s observation
Zg, with respect to the joint distribution that corresponds to the code C,,.

The strong secrecy capacity, C,, is the supremum of all achievable strong secrecy

rates.

5.3 Main Result

The main result of this chapter is stated in the following theorem.

Theorem 5. For 0 < a < 1, the strong secrecy capacity of the generalized wiretap

channel in Figure 5.1 is given by

Cy() = max [I(U;Y) = I(U; V) = o (U; X|V)]", (5.5)

where the maximization is over all the distributions pyyx which satisfy the Markov chain

U—-X—=YV, and the cardinality of U can be restricted as [U| < |X|.

Proof: The achievability and converse proofs for Theorem 5 are provided in Sections 5.4

and 5.5, respectively. l

Remark 6. An equivalent characterization for the strong secrecy capacity of the gener-

alized wiretap channel is given by

Cyla) = max [I(U;Y) = al(U; X) = (1= a)I(U; V)], (5.6)
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since I(U; X|V') in (5.5) can be written as

I(U; X|V) = HU|V) — HU|X) (5.7)
= H(U) - I(U; V) — H(U|X) (5.8)
= I(U; X) — I(U; V), (5.9)

where (5.7) follows from the Markov chain U — X — V.

Corollary 3. By sctting the tapped subset by the wiretapper, S, to the null set, or
equivalently o = 0, the secrecy capacity in (5.5) is equal to the secrecy capacity of the
discrete memoryless wiretap channel in [23, Corollary 2], i.e.,

Cy(0) = max [I(U;Y)—I(U;V)]" . (5.10)

Remark 7. Comparing (5.5) and (5.10), we observe that the secrecy cost, with respect
to the classical wiretap channel, of the additional capability of the wiretapper to choose

a subset of size an of the codewords to access perfectly, is equal to al(U; X|V).

Corollary 4. By setting the wiretapper’s discrete memroyless channel through which it
observes the (1 — a)n symbols it does not choose, Pv|x, to be an erasure channel with
erasure probability one, the secrecy capacity in (5.5) is equal to the secrecy capacity of

the wiretap channel II with a noisy main channel in [33, Theorem 2], i.e.,

Cy(a) = max [I(U;Y) —al(U; X)]". (5.11)
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Remark 8. Comparing (5.6) and (5.11), the secrecy cost, with respect to the wiretap
channel II with a noisy main channel, of the additional capability of the wiretapper of

observing (1—«) fraction of the codeword through the discrete memroyless channel PV|X s

is equal to (1 — a)I(U; V).

5.4 Achievability

We establish the achievability for Theorem 5 using an indirect approach as in
[24,99,126]. We first assume the availability of a certain common randomness at all
terminals of the original channel model. We then define a dual secret key agreement
problem in the source model which introduces a set of random variables similar to the set
of variables introduced by the original problem with the assumed common randomness.
The alphabets of the random variables in the original and dual problems are identical.
In addition, a subset of the marginal and conditional distributions for these random
variables in the original and dual problems are considered to be identical. Yet, the
joint distribution of the random variables in the dual problem can differ from that of
the original problem due to the different dynamics in the two problems. The main
trick is to search for conditions such that the joint distributions of the random variables
in the two problems are almost identical in the total variation distance sense. This
enables converting the solution, i.e., finding an encoder and decoder which satisfy certain
reliability and secrecy conditions, for the dual problem, which is more tractable, to a
solution of the original problem. We finally eliminate the assumed common randomness

from the original channel model by conditioning on a certain instance of it. Duality here
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is an operational duality [35] in which the solution for the dual problem is converted to
a solution for the original problem.

We first prove the achievability for the case U = X. We fix the input distribution
px and define two protocols; each of these protocols introduces a set of random variables
and random vectors and induces a joint distribution over them. The first protocol,
protocol A, describes a dual secret key agreement problem in which a source encoder and
decoder observe random sequences i.i.d. according to the input and output distributions
of the original channel model. The source encoder and decoder intend to communicate
a confidential key via transmitting a public message over an error-free channel, in the
presence of a compound wiretapping source which has perfect access to the public message
and observes another random sequence whose distribution belongs to a finite class of
distributions, with no prior distribution over the class. The second protocol, protocol
B, describes the original channel model in Figure 5.1, with the addition of assuming a
common randomness that is available at all terminals. In the following, we describe the
two protocols in detail.

Protocol A (Secret key agreement in source model): The protocol is illustrated
in Figure 5.2. The random vectors X", Y" are ii.d. according to pyxy = pxPy|x;
where py|x is the transition probability of the main channel in Figure 5.1. The source
encoder observes the sequence X" and randomly assigns (bins) it into the two bin indices
W =B, ,(X") and F = B, ,,(X"), where B, ,, and B, ,, are uniformly distributed over [1 :
Q"RS] and [1 : Q"RS}, respectively. That is, each x" € X" is randomly and independently
assigned to the indices w € [1 : 2] and f € [1 : 2”R5]. The bin index F represents

the public message which is transmitted over a noiseless channel to the decoder and
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perfectly accessed by the wiretapper. The bin index W represents the confidential key
to be generated at the encoder and reconstructed at the decoder. The source decoder
observes F and the i.i.d. sequence Y", and outputs the estimate X" of X", which in
turn generates the estimate W of W. For any S € S, where S is defined as in (5.1),
the wiretapper source node observes I and the sequence Z{ in (5.2). The subset S is
selected by the wiretapper and its selection is unknown to the legitimate parties. Thus,
the wiretapper can be represented as a compound source Zg = {Z s Pz Ses } whose
distribution is only known to belong to the finite class {ng }ses with no prior distribution
over the class, with [S| = (1) < 2". For S € S, the induced joint distribution for this

protocol is

pWFXYZSX(w7 f7 X,y z, )A() = pXYZS (X7 Yy, Z)PWF|X(w7 f‘X)PX|YF()A(|Y7 f) (512)
= pxyzs (%, ¥,2)1{B; ,(X) = W}1{B,,(X) = F}PXWF(?A(\}’, f) (5.13)

= pWF(w7 f)PX|WF(X|wa f) pYZS|X(Y> Z’X)pX|YF(§<‘Y7 f)- (5.14)

A l G

-\ X" 2 i
4 /| Source | F | Source | X"'— W
Encoder Decoder

n
F 5

= Wiretapper fe—2>-

Fig. 5.2. Protocol A: Secret key agreement in the source model.
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Protocol B (Main problem assisted with common randomness): This protocol is
defined as the channel model in Figure 5.1, with an addition of a common randomness
F that is uniformly distributed over [1 : 2"RS], independent from all other variables, and
known at all terminals. In fact, the assumed common randomness represents the random
nature in generating the codebook, which is known at all nodes. At the end of the proof,
we eliminate the assumed common randomness from the channel model in this protocol
by conditioning on a certain instance of it. The encoder and decoder in this protocol
are defined as in (5.14), i.e., Pxjwp = PX‘WF and Py yp = ]3X|YF‘ The induced joint

distribution for this protocol is given by

~ U U ~ ~
PWFXYZSX(wa fv X,Y,z, X) - prFPX|WF(X’w7 f) pYZS|X(Y7 Z‘X)PX|YF(X‘Y7 f)

(5.15)

The induced joint distributions in (5.14) and (5.15) are random due to the random
binning of X". Note that we have ignored the random variables W from the induced
joint distributions at this stage. We will introduce them later to the joint distributions
as deterministic functions of the random vectors X", after fixing the binning functions.

The remaining steps of the proof are outlined as follows:

(i) We derive a condition on the rates Ry, and R, such that the two induced joint
distributions (5.14) and (5.15) are close in the total variation distance sense, when

averaged over the random binning.
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(ii) We then use Slepian-Wolf source coding theorem [20,108] to derive a condition
on the rate Rs such that the decoding of X in protocol A is reliable, i.e., the

communication of the key W is reliable.

(iii) Next, for protocol A, we derive another condition on the rates R, and Rs such
that the probability, with respect to the random binning, that for all S € S, the
key W and the public message F' are uniformly distributed, independent, and both
independent from the wiretapper’s observation Zg, goes to one as n goes to infinity,

i.e., protocol A is secure.

(iv) We use the closeness of the two induced distributions for the two protocols to show
that, under the same rate conditions for protocol B, the aforementioned reliability

and secrecy properties in (ii) and (iii) hold for protocol B as well.

(v) The reliability and secrecy properties in (ii) and (iii), after being converted to the
channel model in protocol B, are averaged over the random binning of the dual
source model? in protocol A. We show the existence of a fixed binning realization

such that both properties still hold for protocol B.

(vi) Finally, we eliminate the common randomness F' from the channel model in pro-
tocol B by showing that the reliability and secrecy constraints still hold when we

condition on a certain instance of F', i.e., F' = f*.

Note that, for the secrecy constraint, we have required the independence of the

assumed common random F' from both W and Zg so that when we condition over an

*Note that the probability with respect to the random binning in (iii) is equivalent to an
average over the random binning of an indicator function.
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instance of F, the independence of W and ZY is not affected. That is, the secrecy
(independence) property in (iii) for protocol B, after fixing the binning function and
removing the common randomness, results in an achievable strong secrecy rate for the
original channel model.

Before continuing with the proof, we state the following lemmas.

5.4.1 Useful Lemmas

Lemma 7 is a one-shot result, which provides an exponential decay rate for the
average, over the random binning, of the total variation distance between the two induced
distributions from the two protocols. We utilize this lemma to show a convergence in
probability result that allows converting the secrecy property from protocol A to protocol
B. A result similar to Lemma 7 was derived in [126, Appendix A] which does not provide

the required convergence rate, hence the need for Lemma 7.

Lemma 7. Let the source X = {X,px} be randomly binned into W = B;(X) and
F = By(X), where By and By are uniform over [1 : W] and [1 : F], respectively. Let

B 2 (B,(2), By(w)}yex and for v > 0, define

D, = {x € X :log > 7} : (5.16)

px ()

Then, we have
1 ==
Ey (V (PWF,pVUVpg» <P(X ¢D,)+5VIWF2, (5.17)

where P is the induced distribution over W and F'.



114

Proof: The proof is provided in Appendix F. W

Lemma 8 below is again a one-shot result which provides a doubly-exponential
decay rate for the probability of failure of achieving the secrecy property for protocol A,
for a fixed choice of the subset S. This lemma is needed, along with the union bound, to

guarantee secrecy against the exponentially many possibilities of the tapped subset S.

Lemma 8. Let X = {X px} and {Zg} = {Z,pZS,S € S} be two correlated sources
with |X|,|Z|, and |S| < oo, where {Zg}ges is a compound source whose distribution is
known to belong to the finite class {pz,}ses- Let X be randomly binned into the bin

indices W and F as in Lemma 7. For v >0 and any S € S, define

D> & {(x,z) €X x Z:log (5.18)

1
—— >
PX|ZS(37|Z) }

If there exists § € (0, %) such that for all S € S, przs ((X, Zg) € Dﬁj) >1— 62, then,

we have, for every €, € [0, 1], that

2 Y
U U . —e;(1-9)2
Po (i D (Porz iy fnz,) = €) < 18112 exp (3WF S (519)

where € = €, 4 (6 + 0%) log(WE) + H,(6%), H, is the binary entropy function, and P is

the induced distribution over W, F, and Zg.

Proof: The proof of Lemma 8 is given in Appendix G. B
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5.4.2 Proof

First, we apply Lemma 7 to protocol A. In Lemma 7, set X = X", W = 2"

F = ZnRS, B =B, £ {B,(x),B,(x)} and v = n(l — &) H(X), where 5 > 0

xeXTL?
and X" is defined as in protocol A, i.e., is an i.i.d. sequence. Without loss of generality,
we assume that for all € X, we have px(z) > 0. Let p,;, = min,cy px(x), where

the minimum exists since the input alphabet X is finite®. Thus, the random variables

log WlXi),i € [1 : n], are i.i.d. and each is bounded by the interval [0, b,,,], where

bmax = ]‘Og 1 *

Pmin

We also have that m = % v By (log m) = H(X). Using Hoeffding’s

inequality in (2.6), we have, for any €, > 0, that

P(X¢D,) =P, <10g PX%X) < ’y) (5.20)

—P,, <1zn:log L < (1—62)H(X)> (5.21)

—262H?(X)
< exp (;2?1 = exp(—pn), (5.22)
max
2772
where 3, = %(X) > 0.

max

By substituting the choices for W, F,~ and (5.22) in (5.17), we have, as long as

R,+ R, < (1 — ey)H(X), that

Eg, (V(Py . pyypy)) < 2exp(—pn), (5.23)

3If the input alphabet X is infinite, min,cy px(z) might not exist. As a result, there might
not be a finite upper bound on the random variables log Wlx) In such a case, Hoeffding
inequality can not be applied.
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where 8, = 172 ((1 —6)H(X)—- R, — RS) and 8 = min{f;, f>} > 0. By applying (2.5)

to (5.14) and (5.15), and using (5.23), we have
5 5 U U
Eg, (V (PWFXYZSX7 PWFXYZSX)) =Eg, (V (PWF?prF)) < 2exp(—pn). (5.24)

Consider Slepian-Wolf decoder for protocol A. As long as R, > H(X|Y), we

have [30, Theorem 10.1]

lim Eg, (IP’P(X ” X)) = 0. (5.25)

n—oo

Next, we observe

Es, (V (IBWFXYZS)”(’ Py rxyzs 1{X = X}))

=Es, Y. [P, f.xy,2,%) = Pw, f.x,y,2)1{x =x}|  (526)
- w?f7x7y7z7)2:
<P(w9f7x$y’z75\c)

=Eg, Z P(w, f,x,y,2,X) (5.27)

w7fvxvyvzv}2: )A(#X

= Eg, (IP)P(X v X)) . (5.28)

Equation (5.27) follows because P(w, f,x,y,z,X) > P(w, f,x,y,z)1{X = x} holds if
and only if 1{x = x} = 0, where P(w, f,X,y,z,%) factorizes as P(w,f,x,y,z,fc) =

P(w, f,x,y,2z)P(x|y, f) and P(X|y, f) < 1. Thus, using (5.25) and (5.28), we have that

hm ]EB,L <V (pWFXYZSX’ pWFXYZS:H'{X = X})) = 0, (529)

n—o0
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as long as R, > H(X|Y).
Now, we apply Lemma 8 to protocol A. In Lemma 8, set X = X", W = 2"
F =2 B=B,, Zg=1Z", forall S € S, and y = n(1—&)(1—a) H(X|V), where & > 0
and X", Z{, S are defined as in protocol A. In order to calculate przs ((X, Zg) ¢ Df),
we only need to consider the pairs (x,z) such that px|z.(x|z) > 0, since all the pairs
(x,2z) with px|z,(x|z) = 0 belong to ij, by the definition of Df in (5.18). Since the

sequence X is i.i.d. and the channel py |y is memoryless, we have, for all (x,z) with

px|zs(X[Z) > 0, that

PX|2s(X]2) = PX (X ge|X oV ge (X35 Xge|Xg, Vge) (5.30)
= PXge|Vge (Xge|Vge) = H px v (@;|vs). (5.31)
i€S°

Once again, using Hoeffding’s inequality, we have, for all S € S,

1
przs ((X, Zg) ¢ Df) = przs (px|zs(X]ZS) >0, logm < 7) (5.32)
= P ( I X pvccvy = _€2)H(X|V)> (5.33)
< exp (—B(l - oz)n) =5 (5.34)

where 5 > 0, and (5.33) follows from (5.31). From (5.34), lim 6° = 0, and hence, for

n—o0

sufficiently large n, we have §° € (O, i) Thus, the conditions in Lemma 8 are satisfied.
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Note that lim n(d + %) = 0, and lim H,(6%) = H,( lim 6%) = 0 since H, is a
n— o0 n—oo n—oo

continuous function. Thus,

lim ¢ = ¢; + (R, 4+ R,) lim n(d + 6%) + lim Hy(6%) = ¢,. (5.35)
n—oo

n—oo n—oo

By substituting the choices for W, F,~, and |S]|2"| < exp (n[In2 + In (|X| + |[V])]) in
(5.19), and using (5.35), we have that, for all 61,6/1 >0 and € = ¢ + 6'1, there exist

n* € N and ¢(e;), xk > 0 such that, for all n > n*,
B u, LU ~ Kn
Pg, <Ig€a§< D (PWFZSHPWPFPZS> > e) < exp (—¥(er)e™), (5.36)

as long as R, 4+ R, < (1 — &) (1 — a)H(X|V).
Take > 0 and let D,, = maxg D(]NDWFZSHp%pngS) and K, = {D,, > r}. Using
(5.36), we have that > > Pg (K,) < oo. Thus, using the first Borel-Cantelli lemma

yields

Py (K, infinitely often (i.0.)) = 0. (5.37)

This implies that, for all r >0, Pz ({D,, <} i.0.) =1, i.e., the sequence D,, converges
to zero almost surely. Thus, the sequence D,, converges to zero in probability as well.

We conclude that, for R, + R, < (1 — &)(1 — a)H(X|V), we have

lim Py <r§13§< D (PWFZSHngprZS) > 0) = 0. (5.38)

n—o0

That is, protocol A is secure.
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Next, we deduce that protocol B is also reliable and secure when R, > H(X|Y)
and R,+ R, < (1—&)(1—a)H(X|V). First, we show that the reliability in (5.29) holds
for protocol B as well. We have
\% (PWFXYZSX’ PWFXYZSH{X = X}>

<V <PWFXYZSX7 PWFXYZSX) +V (PWFXYZSX’ PWFXYZSH{X = X}> (5.39)
<V (ISWFXstXv Py pxyz  1{X = X}) +V (lf’WFXYZSﬂ{X = X}, Py pxyz  1{X = X})
+V (PWFXYZSX? PWFXYZSX> (5.40)
D 3 & 5 U U
=V (PWFXYZSX’ Pypxyz, {X = X}) +2V (PWFijpF) , (5.41)
where (5.39) and (5.40) follow from the triangle inequality, and (5.41) follows since (5.14),

(5.15) and (2.5) imply that

v (PWFXYZSX’ PWFXYZSX) =V <PWFXYZ51{X = X}, Py rxyz, {X = X})

(5.42)

=V (Pwp. iy ) - (5.43)
Substituting (5.23) and (5.29) in (5.41) yields

lim B (V (Py pxyzoxo Pvrxyz, 1{X = X}) ) = 0. (5.44)

n—o0
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Second, we show that the secrecy property in (5.38) holds for protocol B. Using

the union bound, we have

U U
PBn (Igggﬂ) <PWFZ5”prFpZS) > 0>
<Pg, <I§13§D (PWFZSHpg/pngS) >0, and V(pWF’ngpg) > 0)
- U U
+Pg, <1gla§<D (PWFZS||prFpZS> >0, and V(Pyp,pypp) = 0) (5.45)
- U U - U U
<Pg, (V(PWFaprF) > 0) +Pg, (IgggD (Pwpzsllprszs) > 0> . (5.46)

Equation (5.46) follows since V(PWF,pI(/]Vpg) = 0 if and only if Py p(w, f) = prF for

U, U D D D
all w and f, and hence PWFZS = prFPZS|WF = PWFPZS|WF = PWFZs? where

Py wr(zlw, f) = Z Pzsx (2|%) Px (X0, f) = Pgwr(zlw, f). (5.47)
xXEX™

Using the exponential decay in (5.23) and Markov inequality, we have, for any

r > 0, that
ZPBn ( PWFaprF > T) ZEB ( PWFapg/pg)) (548)
< igexp(—ﬁn) < 00, (5.49)

where 5 > 0. Thus, using the Borel-Cantelli lemma, as in the derivation for (5.38), we

have

lim Py, (V(PWF, plpY) > o) —0. (5.50)

n—oo
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By substituting (5.38) and (5.50) in (5.46), we get

lim Py (1;13;{]1)) (PWFZS||pVUVngZS> > 0> =0. (5.51)

n—oo

Now, we show the existence of a binning realization, and hence an encoder and de-
coder, such that the reliability and secrecy properties, in (5.44) and (5.51), hold for proto-
col B. By applying the selection lemma, Lemma 5, to the random sequence {8, },>; and
the functions V (PWFXYZSX’ Py rxvyzg X = X}) , 1 {maXSeS D(Py pzgl \pgvpgpzs) > O},
while using (5.44) and (5.51), there exists a sequence of binning realizations b’ =

(b7, ,b5 ), with a corresponding joint distribution p* for protocol B, such that

1,n’ 2n

JL)I{}OV (pWFXYZSX’pWFXYzS]l{X = X}> =0, (5.52)
lim 1 { maxD(pl, ., ||poplpz.) >0 =0 (5.53)
n—oo | S8 WFZg\WWEFPZs ’ :

where W = b} (X") and F' = by (X").

Next, we introduce the random variable W to the two joint distributions in (5.52),

where W is a deterministic function of the random sequence X", i.e., p*W|X(w|§c) =

1 {w = b;n(fc)} Using (2.5) and (5.52), we have

lim ¥ <p>|I:VFXYZSXW’p*WFXYZS]1{W = W})

n—o0

A~

= T V (B peyzox L {W = 05 ,,K) } by ey X = X3 {7 =7 (%) })

n—oo
(5.54)
= limV (pWFXYZSX’pWFXYZSﬂ{X = X}) =0, (5.55)
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where (5.54) follows since p}}/‘WFXYZSX 1{W = b n(X)}, and that W = W

—_— *A N —_—

if and only if X = X and W = by n(X) We then have

Jim B (B (W £ WIF)) = Tim 3opi 3 pyine (s lf) (5.56)
f w,b: AW
=lim > pyypp(w . f) (5.57)

w,W, f: wHFEw

= lim Z [p%WF(w,'lfj,f) _pg/pgl{w = w}]

n—oo

w,W, f:
Py pLi{w=w}
<p*(w,b,f)
(5.58)
. * U U T
= lim vV (prF,prFll{W = W}) (5.59)

n—oo

(5.60)

Equation (5.58) follows because .z, . > pgvpg]l{W = W}ifand only if 1{W =W} =0
where pj .o factorizes as pgvpgp*mw » and p*W|W » < 1, while equation (5.60) follows

from (2.5) and (5.55).

We also have that

U
U U U
< Pp(mng (p;VZS\FHpr*sz) >0, and maxD (p*WFngprFsz> — 0)

U U U
—i—]P’F(mgx]D (pylﬁ/VZS\FHpr*ZgF) >0, and mé@x]D) (p:VFZngWprZs> > 0)

(5.61)
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< IP’F(mSaxﬂ) (szS\FHpWPsz) >0, and VS, py gy (W, f,2) = py,pppzy(2), Yo, f, Z>
* U U
P (D0 g ) iz, > 0) (5:62)

* U U
= 1 Dojy g 4y ) > 0. (5.63)

where (5.62) follows since maXS]D)(p‘*/VFngngpngS) = 0, if and only if, for all S €
S, p;VFZS(w,f, z) = pg/pgpzs(z) for all w, f, and z. (5.63) follows because the first
probability term on the right hand side of (5.62) is equal to zero. Thus, using (5.53), we
get

. * U x
lim Pp <I§16a§<D(pWZS|FHprZSF) > O) =0. (5.64)

n—oo

Let us express the random variable F' as an explicit function of n, ie., F =
F, = b;n(X") In order to eliminate F), from the channel model in protocol B, we
apply the selection lemma, Lemma 5, to the random sequence {F,},>; and the func-
tions PP (W # W\Fn), 1 {maxSES}D) (py“,VZS'Fanng;S'Fn) > 0}, while using (5.60)

and (5.64), which implies that there exists at least one realization {f'} such that

Tim P, (W £ WI|E, = f;) =0, and (5.65)
lim max I. (W;Zg|F, = [*) =0, (5.66)

n—oo SeS p

where [« is the mutual information with respect to the distribution p*. Equation (5.66)

follows because lim Il{maXSES D( ) > 0} = 0 implies that

Py [
n—o00 WZS‘Fn:f:L w ZS‘Fn:f;:
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there exists n’ large enough such that, for all n > n’, we have

* U  x *
mgXID) (pWZs|Fn:f;HprZs|Fn=f;> = mgxlp* (W;Zg|F, = f) =0. (5.67)

Finally, let p* be the induced distribution for protocol A corresponding to b;‘L. We

* (X)) as the decoder for the original

~% ~%
use Py iy, g, =y 85 the encoder and (pXIY,Fn:f:L’ 1

model. By combining the rate conditions R, + R, < (1 — &)(1 — a)H(X|V), R, >
H(X|Y), and taking & — 0, the rate Ry = max, [[(X;Y) - I(X;V) — aH(X|V)] is
achievable.

So far, we have considered the case U = X. Next, we prefix a discrete memoryless
channel px|; to the original channel model in Figure 5.1. The main channel for the
generalized model is py|; and the wiretapper channel is described by px |y and (5.2).
The proof for this case follows similar steps to the proof above. In particular, for protocol
A, we consider the i.i.d. input sequence U" = [U;,U,, - ,U,]. When we apply Lemma
8 to protocol A, we set v = n(1—&)[aH (U|X)+(1—a)H(U|V)], and for pyz4(ulz) > 0,

we have, for any S € S, that

Pujzs (U]2) = PUgUgex Ve (Uss Uge|Xg, Vge) (5.68)
= pUS|XSVSC (U.S‘XS, VSC) pUgc‘UsXsVSc (uSC |uS7 XS7 VSC) (569)
= Pugxs (Us]Xs) PU v e (Uge|Vige) (5.70)

= [Trvix(ule) TT por (uilon), (5.71)

€S €8¢
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where (5.70) and (5.71) follow since the sequences U", X", and V" are i.i.d. and the
channels px |y and py|x are discrete memoryless channels. Using (5.71), the choice for
v, and Hoeffding’s inequality, the conditions of Lemma 8 are satisfied, and we deduce

the rate condition

R+ R, < (1 —&)[aH(U|X)+ (1 —a)H(U|V)) (5.72)
required for secrecy of protocol A. Note that H(U|X) = H(U|X,V) because of the
Markov chain U — X — V. By combining (5.72) with the rate condition R, > H(U|Y) re-
quired for the Slepian-Wolf decoder, we obtain the achievability of (5.5). The cardinality

bound on U, |U| < |X|, follows using [30, Appendix C]. This completes the achievability

proof of Theorem 5.

5.5 Converse

w ) X* |DMC | Y" : |14
—| Transmitter "| Dy|x Receiver f—»

\

DMC

> vr
X" Dv|x L,

_| Wiretapper

S

|S|=p<n
= [ Xpie€S|la==~
Zsi ?j 0.W. "

Fig. 5.3. A wiretap channel model whose secrecy capacity is equal to that of Figure
5.1.
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Consider the channel model illustrated in Figure 5.3, where the wiretapper ob-

serves the outputs of two independent channels, with X" being the input to both the

channels. The first channel to the wiretapper is the discrete memroyless channel PV|x

which outputs V". The second channel is the wiretapper channel in the wiretap II chan-

nel model, i.e., the wiretapper chooses S C [1 : n| and observes Zg = [ZSJ, e ,Zsyn],
where Zsﬂ» =X, fori e S, and Zs,z' =7, i.e., erasures, otherwise.

We show that, for 0 < a < 1, the strong secrecy capacity for this channel model,

C’EQ(a), is equal to the strong secrecy capacity of the original channel model, C(«), in

(5.5). Since the main channels in the two models are the same, it suffices to show that

I(W;Z%) = I(W; ZZV”) for all S € S, where Z7, is defined as in (5.2). This follows

S

because, for all S € S, we have

H(W|ZsV) = HW,X|Zg,V) — HX|W,Zg, V) (5.73)
= H(X|Zg,V)+ H(W|X,Zg,V) — HX|W,Zg, V) (5.74)
= H(X|Zg,V) — HX|W,Zg, V) (5.75)
= H(Xg,Xgc|Xg, Vg, Vge) — H(Xg, Xge|[W,Xg, Vg, Vge) (5.76)
= H(Xg4|Xg, Vg, Vge) — H(Xge|[W,Xg, Vg, Vge) (5.77)
= H(Xge|Xg, Vge) — H(Xge|W, Xg, Vge) (5.78)
= H(X|Zg) — H(X|W,Zg) (5.79)

= H(X,W|Zg) - H(X|W,Zg) = H(W|Zg), (5.80)
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where (5.75) and (5.80) follow because H (W |X) = 0, and (5.78) follows since the channel
py|x is memoryless which results in the Markov chains Xge — XgVge — Vg and Xge —
WXsVge — Vg.

Next, consider the channel model illustrated in Figure 5.4, which is the same as
the channel model in Figure 5.3, except we replace the second channel to the wiretapper
with a discrete memoryless erasure channel (DM-EC) with erasure probability 1 — a.
The output of the second channel to the wiretapper is Z". For this model, we have the
Markov chain V" — X" — Z" since the two channels to the wiretapper are independent.

Since the two channels to the wiretapper are discrete memoryless, we have

pVZ|X(V7 z|x) = pV|X(V‘X> PZ|X(Z|X)

n
= HPV|X(UJCU¢) pzx (2ilz;)
i=1

= HPVZ|X(% zilz;). (5.81)
i=1

That is, the combined channel to the wiretapper is a discrete memoryless channel, making
the channel model in Figure 5.4 a discrete memoryless wiretap channel. The strong
secrecy capacity for this model CSEQQ(a) is given by

CF¥(a) =  max [I(U:Y) = I(U:VZ)) (5.82)

In order to compute CEQQ(Q) in (5.82), we define the random variable ® ~

Bern(a) whose n ii.d. samples represent the erasure process in the DM-EC, where
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W : X" [pmc| Y — W
— Transmitter > Dy|x » Receiver —
DMC
X’Il > n
Dv|x v

.| Wiretapper

_| DM-EC z
(1-a)

Fig. 5.4. A discrete memoryless equivalent wiretap channel model.

® =0 when Z = X and ® = 1 when Z =?. Thus, ® is determined by Z, and hence, the
Markov chains U — X — YV Z and V — X — Z imply the Markov chains U — X - YV Z®

and V—X—Z®. Also, @ is independent from X, since the erasure process is independent

from the input to the channel. Thus, we have

Pojov(lw,v) = > poxjuv (@, zlu,v)
zeX

= Z pxjov (2w, v) poxuv(Plz, u, v)
reX

¢) Y pxjov(@lu, v) = py(e) (5.83)

reX

pajv(¢[v) = ZP@X\V ¢, x|v)

TEX

- Z px|v(7|v) po|xv(¢|T,v)

zeX

¢) Z pxv(zlv) = pa(¢). (5.84)

reX

where (5.83) and (5.84) follow since pg|xyy = Pojxv = Po|x = Pe due to the Markov

chains U — XV — ® and V — X — @, and the independence of ® and X. Since pgyy =
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Pp|v = Py, then ® and U are conditionally independent given V. Thus, we have

I(U; Z|V) = I(U; Z,®|V) = I(U; Z|®, V) (5.85)
=P(® = 0)[(U; Z|® =0,V) +P(® = )I(U; Z|® = 1,V) (5.86)
= al(U; X|V) + (1 — ) I(U;?|V) (5.87)
= al(U; X|V). (5.88)

Substituting (5.88) in (5.82), we have

C;¥(a) = max [I(U;Y) - I(U;V) = al(U: X V)" (5.89)

Next, we use similar arguments to [33, Section V-C| to show that C’EQ(a) <
C;EQ2 (a) for any 0 < a < 1 and sufficiently large n. The idea is that when the number
of erasures of the DM-EC in the latter channel model (Figure 5.4) is greater than or
equal to (1 — a)n, the wiretapper’s channel in the former (Figure 5.3) is better than its
channel in the latter, since the wiretapper in the former is more capable and encounters
a smaller number of erasures. Thus, CEQ(a) < CEQQ(a) for this case. The result is
established by using Sanov’s theorem in method of types [21, Theorem 11.4.1] to show
that the probability that the DM-EC causes erasures less than (1 — a)n goes to 0 as
n — oo.

In particular, we first show that, for 0 < A < o < 1, we have C;EQ(oz) < C’;EQQ()\).
To do so, we show that every achievable strong secrecy rate for the channel model in

Figure 5.3 is also achievable for the channel model in Figure 5.4. Fix A such that
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0 <A< a<l, andlet R, be an achievable strong secrecy rate for the former channel

model. Thus, there exists a sequence of (n, 2"%) channel codes {CSQ} - such that
n>

) (1A _
nh_}mOO[P’ <W # W) 0, (5.90)
- € (w7 _
and nhm r;leaécl <W i Zg, V) =0, (5.91)

EQ EQ .- . . .
where PCn ) and I®» ) are the probability and the mutual information with respect to
the joint distribution that corresponds to the code CEQ.
We show that the rate R, is also an achievable strong secrecy rate for the channel

model in Figure 5.4 by showing that the sequence of (n,2"%) codes {CEQ} satisfies

n>1

the constraints lim P©n™) (W # W) = 0 and lim maxgeg 1) (W;Z,V) = 0 for
n—o0

n—oo
this channel model.
The main channel in the two models is the same, and hence, the sequence of
(n,2™%) codes {CEQ} achieves the reliability constraint for both channel models.

n>1

Thus, it remains to show that { CE? achieves lim maxgeg ICn ) (W;Z,V)=0.
N m ses

Since lim maxgeg [(W;Zg, V) = 0, then for any ¢, > 0, there exists ny € N
n—oo

such that for all n > ng, we have

(C9) (117, 5 _(CEQ) (C®9) (117, 5 )
max I (W,ZS,V> =197 (W3 V) + max <W, ZS\V> <2 (592

Let us define Z £ X U {?}. For every z" € 2", define

Nz )2 {kel:n]: 2 =7} (5.93)



131

o(z") & 11{\/\/'(2")| < [(1—a)n] } (5.94)

That is, M(z") represents the number of erasures in the sequence z", while ©(z") indi-
cates whether the sequence z" has erasures less than or equal to [(1 — a)n].

For simplicity of notation, we drop the superscripts CEQ in (5.92); it is understood
implicitly that the mutual information is calculated with respect to the code CEQ. Since
©(Z") is a deterministic function of Z", the Markov chains W —X" —V"Z" and WV" —
X"™ —Z" imply the Markov chains W — X" — V"Z"O(Z") and WV" — X" — Z"O(Z").

Also, ©(Z") is independent from X". Thus, we have

po(zywv (0w, v) = Z po(zyx|wv (0, x|w, V)
xXeXxXn

= Z px|WV(X’an) pe(z>|xwv(9’x>w>v)
XEX™

= P@(Z)(e) Z PX|WV(X|U7,V) = P@(Z)(e) (5.95)
XEX™

pe(z>|v(9"’) = Z p@(Z)X\V(97X|V)
XEX™

= Z pX|V(X’V) P@(Z)|xv(‘9\X,V)
xeX"n

= pe(z)(0) Z pxv(X[v) = pe(z)(0). (5.96)
xXexX"

From (5.95) and (5.96), W and ©(Z) are conditionally independent given V, and

hence,

I(W;Z[V) = I(W;Z,0(Z)[V) (5.97)
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— I(W;0(Z)|V) + I(W;Z|V,0(Z)) (5.98)
= I(W;Z|V,0(Z)) (5.99)
= P(O(Z) = 0)I(W;Z[V,0(Z) = 0) + P(O(Z) = 1)[(W; Z|V,0(Z) = 1).

(5.100)

We upper bound each term in the right hand side of (5.100). The first term is

upper bounded by

IW;Z|\V,0(Z)=0)=I(W;Z|V{IN(Z)| > [(1 —a)n]}) (5.101)
<I(W;Z|V,{|IN(Z)| = [(1 — a)n]}) (5.102)
< max I(W;Zg|V). (5.103)

We also have that

I(W;Z[V,0(Z) = 1) < H(Z) < nlog(|X] + 1). (5.104)

Next we upper bound P(O(Z) = 1). Take v such that A < v < «, and hence, we
have [(1—a)n] < (1—v)n < (1 —=A)n. Let &, Py, --- , P, be a sequence of i.i.d. binary
random variables which represents the erasure process of the DM-EC in the model in
Figure 54 (¢, = 1if Z; = X;, and ®; = 0 if Z; =7), where ®; is distributed according
to Qp = Bern(\). Let Qg be the n-letter distribution of the sequence {®;}" ;. For
each § = %, with [ € [[vn] : n], i.e., v < € < 1, define the distribution Pq(f) = Bern(¢),

and let P be the set of all of these distributions. Let T'(P) denote the type class of the
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distribution P, i.e., all possible n-length sequences with the type (empirical distribution)
P [21, Section 11.1]. Define the set 7 = {T(Pg)) 1= <(1- 1/)} Using Sanov’s

theorem [21, Theorem 11.4.1], we have

P(O(2) = 1) = Poy (W(Z)| < [(1 - a)n]) (5.105)
< Poy (IN(@) < (1 - v)n) (5.106)
:P%Q{ke [1:n]: @, =1} < (1—1/)n> (5.107)
= Pgu (T) =Py (P) < (n+1)° 27"PU5ll0w), (5.108)
where
P = argmin D(PY||Qg) = ag".gérilli/n (g 1og§ +(1- g)ii) = Bern(v).  (5.109)
POep =

Note that D(Pg||Qg) > 0 since v # .
Using (5.104) and (5.108), the second term in the right hand side of (5.100) is

upper bounded by

log(|1X] + Dn(n + 1)2 27"PFellQe) __, (5.110)

n—oo

Thus, for €y > 0, there exists n; € N such that, for all n > nq,

P(O(Z) = )I(W;Z|V,0(Z) = 1) < %0 (5.111)
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Using (5.92), (5.100), (5.103), and (5.111), we have, for sufficiently large n, that

I(CSQ) (W;Z,V) = I(CEQ) (W;V) + I(CEQ) (W3 Z|V) (5.112)
€5 - €5 (7.7 €0

< n n — < . .
I (W,V)—i—lg}éﬂg([ (W,ZSW>+ 5 = (5.113)

Thus, for 0 < A < a <1, we have CEQ(a) < C;EQ2()\). The right hand side of (5.89) is a
continuous function of a, for 0 < a < 1 [33, Lemma 6]. Thus, by taking A — «, we have
C’;EQ(a) < CEQQ(Q). Note that for o = 0,1, we have CEQ(a) = CSEQQ(a). Thus, the
secrecy capacity of the original model in Figure 5.1 is upper bounded by (5.89). This

completes the proof for Theorem 5.

5.6 Discussion

In the converse proof for Theorem 5, we have shown that the strong secrecy ca-
pacity C,(«) for the generalized wiretap channel model is equal to the strong secrecy
capacity when the wiretapper, in addition to observing g transmitted symbols of its
choice noiselessly, observes the whole sequence V". This is not surprising since observ-
ing noisy versions of the transmitted symbols through the discrete memroyless channel
py|x in the same positions where noiseless versions are available does not increase the
wiretapper’s information about the message. The expression for the strong secrecy ca-
pacity in (5.5) is thus intuitive where I(U, V') represents the secrecy cost due to observing
the whole sequence V", and aI(U; X|V') represents the secrecy cost due to observing a
fraction « of the transmitted symbols noiselessly, given the wiretapper’s knowledge of

the V' outputs in these positions. Furthermore, the alternative characterization for the
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strong secrecy capacity in (5.6) is again intuitively pleasing, where the overall secrecy
cost is represented by a weighted sum of the secrecy costs due to the noiseless and the
noisy observations at the wiretapper, i.e., al(U; X) and (1 — a)I(U; V).

It is worth noting that a problem similar to the model considered in this chapter
appears in the context of Quantum Cryptography when a transmitter and a receiver wish
to agree on a secret key over a quantum channel in the presence of an external adversary
[10,100]. The adversary can apply any arbitrary sequence of operations, allowed by
the laws of quantum physics, on the quantum states exchanged between the transmitter
and receiver. The security of the key follows from the impossibility of applying such
operations on a quantum mechanical system without changing its overall state. The
legitimate terminals, by communicating over an additional classical error-free channel,
can estimate the number of errors in the system, caused by the adversary, and abort the
key agreement protocol if the number of errors exceeds a certain threshold. To sum up,
like the models considered in this chapter, the adversary in the problem described above
is limited only in the fraction of time of being active. We refer the reader to [116,119],
and references therein, for a comprehensive treatment of the problems and utilized tools
in quantum information theory.

Finally, we note that extending the proposed achievability approach in this chap-
ter to the case of a non-uniform message at the transmitter, i.e., semantic secrecy,
does not appear straightforward. In particular, in order to handle the case of a non-
uniform message, we would need to characterize the distribution of the source X" given
the wiretapper’s observation Z’, when conditioned over each key realization w, i.e.,

pxn‘zg,w(x\z,w), for all x € X",z € 2", and w € [1 : 2"f], which is not easy.
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5.7 Conclusion

In this chapter, we have introduced a wiretap channel model that generalizes the
classical wiretap channel models, and derived its strong secrecy capacity. The model
generalizes the classical wiretap channel [23,121] to one with a wiretapper which chooses
a fixed-length subset of the transmitted codeword symbols to perfectly access, and gener-
alizes the wiretap channel IT with a discrete memoryless main channel in [85] to one with
a wiretapper which observes the output of a noisy channel instead of the erasures. The
wiretapper in this model is still passive, yet it is more capable than a classical wiretapper
since it can tap a subset of the symbols of its choosing noiselessly, while still receiving the
remaining symbols through a channel. Our secrecy capacity result quantifies the secrecy
cost of this additional capability of the wiretapper, with respect to the previous wiretap
channel models. Exploring the multi-terminal extensions of this generalized model is
the natural next step, similar to multi-terminal extensions for Wyner’s original model,

e.g., [29,41,42,60,64,112] , which is the focus of the following two chapters.
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Chapter 6

Generalizing Multiple Access Wiretap and Wiretap 11
Channel Models

6.1 Introduction

In Chapter 4, we have introduced a discrete memoryless main channel to the wire-
tap channel II model, and derived inner and outer bounds for its capacity-equivocation
region. In Chapter 5, we have introduced and derived the strong secrecy capacity of
the generalized wiretap channel in which the main channel is noisy and the wiretapper,
besides noiselessly observing a subset of its choice of the transmitted symbols, observes
the remainder through a noisy channel. Investigating the multi-terminal extensions of
this generalized wiretap model is the natural next step, much like what happened with
Wyner’s wiretap channel.

In this chapter, we extend our generalized wiretap channel model to the multiple
access scenario [113]. In particular, we first consider the special case of the multiple access
wiretap channel II with a discrete memoryless main channel, and propose three different
attack models for the wiretapper. In each of these models, the wiretapper chooses a
fixed-length subset of the channel uses and observes erasures outside this subset. In
the first wiretapping model, the wiretapper, in each position of the subset, decides to
observe either the first or the second user’s symbol. In the second model, the wiretapper

observes a noiseless superposition of the two transmitted symbols in the positions of the
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subset, while in the third model, the wiretapper observes the transmitted symbols of
both users.

The first attack model is a setting in which the wiretapper is able to tap one
of the two transmissions but not both. For instance, if two transmitters are distant
from each other, the wiretapper may need get close to one in order to obtain noise-free
observations, and thus is able to tap one at a time. The second attack model mimics a
medium that superposes both transmissions (e.g., wireless), where the attacker is close
enough to both transmitters. In the third attack model, the wiretapper is able to tap
both codewords individually, which can be interpreted as the wiretapper being able to
obtain noiseless (partial) side information about both transmitted codewords.

For each of these models, we derive an achievable strong secrecy rate region. Even
though the third attack model, in which the wiretapper sees the transmitted symbols of
both users, is stronger than the first, the ability of the wiretapper in the first model to
choose which user’s symbol to tap into results in identical achievable strong secrecy rate
regions for the two models. That is, each transmitter designs their encoding according to
the worst case scenario in which the wiretapper chooses to see its symbols in all positions
of the subset. The achievable secrecy rate region for the second attack model is shown to
be larger than the achievable secrecy rate region for the other two models, demonstrating
the intrinsic cooperation introduced by superposition.

After obtaining these insights, we generalize these models by replacing the wire-
tapper’s erasures with noisy channel outputs as we have done in Chapter 5 for the
single user channel. In particular, we generalize the multiple access wiretap channel II

with a discrete memoryless main channel, under the third wiretapping scenario, i.e., the
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strongest attack model, to the case when the wiretapper observes the remainder of the
codewords of both users separately through a discrete memoryless channel. This model
also generalizes the multiple access wiretap channel in [112] to the case when the wire-
tapper is provided with a subset of noiseless observations of its choice for the transmitted
symbols of both users. An achievable strong secrecy rate region, which quantifies the
secrecy cost of the additional capability of the wiretapper in this model with respect to
the multiple access wiretap channel in [112,125], is derived.

Achievability of the strong secrecy rate regions for all the proposed models is es-
tablished by muti-terminal extensions of methods proposed in Chapter 5. In particular,
for each of the proposed models, a corresponding dual multi-terminal secret key agree-
ment problem in the source model is introduced. In this dual model, two independent
sources wish to agree on two indepedent keys with a common decoder in the presence
of a compound wiretapping source. We solve the problem in the dual source model,
and convert the solution to the original channel model by means of deriving the joint
distributions of the two problems to become almost identical, in the total variation dis-
tance sense. The technical challenge in this chapter lies in generalizing the tool utilized
for establishing secrecy of the key in the dual source model from the single source case,
Lemma 8, to the case of two independent sources. This is done by adapting the lemma in
order to establish all the corner (extreme) points of the rate region for the two keys, gen-
erated at the independent sources, such that the convergence rate for the probability of
the two keys being independent from the wiretapper’s observation is doubly-exponential.

Time sharing between the resulting corner points produces the desired rate region. As



140

in Chapter 5, this doubly-exponential convergence rate is needed in order to exhaust the
exponentially many possible strategies for the wiretapper.

The remainder of the chapter is organized as follows. Section 6.2 describes the
channel models considered in this chapter. Section 6.3 presents the main results. The
proofs of the results are presented in Sections 6.4 and 6.5. Section 6.6 concludes the

chapter.

6.2 Channel Models

Wi Xy

X0, Xy — Wi, Wo

pMC | YY" IMie
W2 X_g I pY‘XlXQ

—» Tx 2
X", X SCl:n],|S|=p @
; t i,
X7+ X3 9"~ X" X;,i€ 8
X1, 1I Zy
Ko

X0, Ny Xu@y,is 1€ 8
X17; or Xz,i, Z ¢ S

ue {1,2}#

Fig. 6.1. The two-user multiple access wiretap channel II with a noisy main channel.

We describe the channel models we consider in this chapter. In Section 6.2.1, we
present the multiple access wiretap channel IT with a noisy main channel under the three
aforementioned attack models for the wiretapper. Section 6.2.2 describes a generalized
multiple access wiretap channel model which generalizes the strongest attack model in

Section 6.2.1.
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6.2.1 The Multiple Access Wiretap Channel Il with a Noisy Main Channel

Consider the channel model in Fig. 6.1. The main channel {X, X5, Y, py|x, x, }
is a discrete memoryless channel consisting of two finite input alphabets X; and A,
a finite output alphabet ), and a transition probability distribution Py|x,X,- Bach
transmitter wishes to reliably communicate an independent message to a common re-
ceiver and to keep it secret from the wiretapper. To do so, transmitter j maps its
message, W;, uniformly distributed over [1 : 2"%] into the transmitted codeword
X;l = [Xj1, X9, Xj,] € XJ@ using a stochastic encoder, j = 1,2. The receiver ob-
serves the sequence Y" = [Y],Y5,---,Y,] € V" and outputs the estimates Wj,j =1,2,

of the transmitted messages. As shown in Fig. 6.1, we consider the following three

models for the wiretapper channel.

6.2.1.1 Model 1

This model is described in Fig. 6.1, when the switch is on position 1. The
wiretapper chooses the subset S, € S, and the sequence u = [uy, ug, - -+ ,u,] € {1,2}",
where S, £ {S, C [1:n]: [S,| = u < n}. That is, S, represents the set of positions
noiselessly tapped by the wiretapper and u represents its sequence of decisions to observe
either the first or the second user codeword symbols. We define the fraction of the tapped

symbols by the wiretapper as

a=" o0<ac<l. (6.1)
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Let S,(k) and u(k) denote the kth elements of the subset S, and the sequence u, where

k=1,2,---,u. Let § be the set of all possible strategies for the wiretapper, where § is

defined as
S £ {(S,(k),u(k)):S5,€8,, ue{l,2}", k=1,2,--- ,u}. (6.2)
For S € S, the wiretapper observes Z¢§ = [Zg1,Zg9, ", Zg,] € 2", where

Xj,ia (Zaj) €S

7 (6,4) €5,

and the alphabet Z = {X; U X,} U {?}.

6.2.1.2 Model 2

The model is described in Fig. 6.1, when the switch is on position 2. The

wiretapper chooses the subset S € S, where we redfine the set S as

S2{SCl:n]: |S|=p<n}. (6.4)

The wiretapper then observes Z¢ = [Zg1, Zg9,"+ , Zs,] € Z", where

Zs = (6.5)
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and Z = {X, + X,y U{?}. That is, the wiretapper observes noiseless superposition of the
two users codeword symbols in the positions of the subset S, and erasures otherwise. The
ratio « is defined as in (6.1). Note that in the definition of the set Z, we consider natural

addition over the alphabets X; and X,, i.e., X} + Xy 2 {z] + 29 : 2 € A}, 15 € Xy ).

6.2.1.3 Model 3

The model is described in Fig. 6.1, when the switch is on position 3. The
wiretapper chooses the subset S € S, with S defined as in (6.4), and observes Z =

[ZS,h ZS,27 T aZs,n] S Zn, where

Zg; = (6.6)

and Z £ {X; x X,} U{?}. That is, the wiretapper observes the transmitted codeword
symbols of both users in the positions of the subset S, and erasures otherwise.

Next, we present a generalized multiple access wiretap channel model which ex-
tends the strongest attack model in Section 6.2.1.3 to the case when the wiretapper sees

noisy observations, instead of erasures, outside the subset it chooses.

6.2.2 The Generalized Multiple Access Wiretap Channel

Consider the channel model in Fig. 6.2. The main channel in this model is
identical to the main channel in Section 6.2.1. The wiretapper however chooses the

subset S € S, with S defined as in (6.4), and observes Z = [Zg1, Zg9, " , Zs,] € Z",
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where
{ X1 Xo,t, €8
Zs; = (6.7)
Vi, i g5
V" = [V, V,,---, V] € V" is the n-letter output of the discrete memoryless multiple

access channel py|x, x,, V is a finite alphabet, and Z 21X x XU

Wi Tx 1 X7
X > o ~ ~
| DMC | Y" X1, X5 =~ Wi, W,
" Py |x1 X Rx

Ws X3

— Tx 2
] ®®

‘S‘ =, = %
{X1, Xs,}, i€ S Wiretapper
Zsi=\Vv, i¢S Zy

Vi~ Pvix, X,

Fig. 6.2. The generalized two-user multiple access wiretap channel.

For the channel models described in Sections 6.2.1 and 6.2.2, an (n, 2”R1, 2"R2)

channel code C, £ {C,,,,Cy,} consists of two message sets W, = [1 : MU W, = [1:

P(Cl,n) P(CQ,n)

xe iy Pxeiiw,: and a decoder at the receiver. (R, Ry) is

2. two stochastic encoders
an achievable strong secrecy rate pair if there exists a sequence of (n, 2" 2”R2) codes,

{C,}n>1, such that

. Cn 2
gﬁ*) (W, #W;) | =0, (6.8)
j=1,2
and lim max () (W, Wy Zg) =0, (6.9)

n—oo Se8s
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where P and 1) are the probability and the mutual information with respect to
the joint distribution that corresponds to the code C,,. Strong secrecy capacity region

for the channel is the supremum of all achievable strong secrecy rate pairs (R, R5).

6.3 Main Results

We first present achievable strong secrecy rate regions for the two-user multiple
access wiretap channel II with a discrete memoryless main channel, under the attack

models for the wiretapper described in Sections 6.2.1.1 and 6.2.1.2.

Theorem 6. For 0 < o < 1, an achievable strong secrecy rate region for the multiple
access wiretap channel II in Fig. 6.1 under the wiretapper model 1, R(l)(a), is given by

the convex hull of all rate pairs (R, Ry) satisfying

Ry < I(Uy;Y|U,) — ol (Uy; Xy), (6.10)
Ry < I(Uy; Y|Uy) — al(Uy; Xs), (6.11)
Ry + Ry < I(Uy, Uy Y) — al(Uy, Uy; X1, Xs), (6.12)

for some distribution py;, x, Py, x, which satisfies the Markov chains U; — X; — Y and

Uy— X, —Y.

Remark 9. The achievable strong secrecy rate region for the wiretapper model 1 in
Theorem 6 is identical to the achievable region for the more capable wiretapper in model
3, see Corollary 5. When the wiretapper has the ability of choosing to observe either

symbol in every tapped position, each user ought to design their transmission according
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to the worst case scenario in which the wiretapper decides to observe only its symbols
in all the positions it taps. This results in an achievable rate region for the wiretapper

model 1 as when the wiretapper observes both users symbols in each position it taps.

Theorem 7. For 0 < o < 1, an achievable strong secrecy rate region for the multiple
access wiretap channel II in Fig. 6.1 under the wiretapper model 2, R(Q)(oz), is given by

the convex hull of all rate pairs (R, Ry) satisfying

Ry < I(Uy; Y|Uy) — ol (Uy; Xq + Xo), (6.13)
Ry < I(Uy; Y|Uy) — ad(Uy; Xy + Xs), (6.14)
Ry + Ry < I(Uy, Uy Y) — al(Uy, Uy; Xq + Xs), (6.15)

for some distribution py;, x, Py, x, which satisfies the Markov chains U; — X; — Y and

Uy— X, —Y.

Remark 10. The achievable strong secrecy rate region for the wiretapper models 1 and
3 is included in the achievable region for the wiretapper model 2, i.e., R(l)(a) cR® ().
This follows due to the Markov chains U; — Xy — (X + X5); Uy — Xy — (X7 + X5), and

(U,Uy) — (X, X5) — (X; + X,). By data processing inequality, we have

[(U17U27‘X17X2) ZI(U17U2,X1+X2) (617)

Next, we present achievable strong secrecy rate regions for the generalized multiple

access wiretap channel in Fig. 6.2.
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Theorem 8. For 0 < o < 1, an achievable strong secrecy rate region for the generalized
multiple access wiretap channel in Fig. 6.2, R(«), is given by the convex hull of all rate

pairs (R, Ry) satisfying

Ry < I(Uy; Y|Uy) — I(Uy; V) — ol (Uy; X4|V), (6.18)
Ry < I(Up; Y|Uy) — I(Uy; V') — al (Uy; Xo| V), (6.19)
Ry 4+ Ry < I(Uy,UpY) = I(Uy,Up; V) — ad (U, Uy; Xy, X5|V), (6.20)

for some distribution py;, y, py, x, Which satisfies the Markov chains U; — X; — (Y, V') and

Uy — Xy — (Y, V).

Corollary 5. For 0 < a < 1, an achievable strong secrecy rate region for the multiple
access wiretap channel II in Section 6.2.1.3, i.e., in Fig. 6.1 under the wiretapper model

3, R®)(«), is given by the convex hull of all rate pairs (R;, R,) satisfying

Ry < I(Uy; Y|Up) — al(Uy; Xy), (6.21)
Ry < I(Uy; Y|Uy) — ad (Uy; Xy), (6.22)
Ry + Ry < I(Uy,UgY) — al(Uy, Uy; Xy, Xs), (6.23)

for some distribution py, x, py, x, which satisfies the Markov chains U; — X; — Y and

Uy— Xy — Y.
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Corollary 5 follows directly from Theorem 8 by setting V' = const., i.e., the channel
Pv|x, x, 1s an erasure channel with erasure probability one. The proofs for Theorems 6,

7, and 8, are provided in Sections 6.4 and 6.5.

Remark 11. By setting the size of the subset S to zero, i.e., a = 0, in Theorem 8,
we obtain the achievable strong secrecy rate region in [125, Theorem 1] for the two user
multiple access wiretap channel. The same region was derived under a weak secrecy

criterion in [107,113].

6.4 Proof of Theorem 6

The achievability proof for Theorem 6 follows the same key steps in Section 5.4,
with the need of extending the technique to address the multi-terminal setting as will be
explained shortly. In particular, we first assume the availability of common randomness
at all terminals of the original channel model. We then define a dual multi-terminal
secret key agreement problem in the source model, which introduces a set of random
variables similar to those introduced by the original problem with the assumed common
randomness. We then solve for rate conditions which result in the induced joint distri-
butions from the two models to be almost identical in the total variation distance sense.
We also provide rate conditions which satisfy certain reliability and secrecy (indepen-
dence) conditions in the source model. Next, we use the closeness of the induced joint
distributions to show that, under the same rate conditions, the desired reliability and
secrecy properties in the original channel model are satisfied. Finally, we eliminate the
common randomness from the channel model by conditioning on a certain instance of

that randomness.



149

The outline of achievability is hence threefold: (i) Reliability of the keys in the
dual source model, (ii) Security of the keys in the dual source model, and (iii) Close-
ness of the induced joint distributions. Reliability of the keys follows from Slepian-Wolf
source coding theorem for multiple sources [30, Theorem 10.3]. Closeness of joint dis-
tributions, and converting the reliability and security conditions from the dual model
to the original problem, are ensured by deriving an exponential convergence rate for the
average total variation distance between the two distributions. This is done using a
rather straightforward generalization of Lemma 7 in Chapter 5.

The main challenge in the proof lies in ensuring security for the keys in the dual
source model, which requires doubly-exponential convergence rate for the probability of
the two keys being uniform and independent from the wiretapper’s observation, in the
Kullback-Leibler divergence sense. This is established by adapting the lemma derived
for the single source case, Lemma 8 in Chapter 5, so that we derive the corner points
of the rate region, for the two keys, that satisfies the doubly-exponential convergence.
Time sharing between these corner points hence results in the desired rate region.

Let us first fix the distribution py, x, P, x, = Pu,Pu,Px,|U,PX,|U,- Let Py v, be
the distribution resulting from concatenating the discrete memoryless channels py|x, x,
and px, x, 0,0, = Px,|U,PX,|U,> Where py | x, x, 18 the main channel transition probability

distribution for the model in Section 6.2.1. That is,

Py v U, (yluy, ug) = Z pxl\Ul(xl\ul) Px,|u, (zo]usy) PY|X1X2(y\$1’SU2)- (6.24)
CCl,IQEXl XXQ

As in Section 5.4, we describe the following two protocols.
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Protocol A: This protocol describes a multi-terminal secret key agreement problem

in the source model as shown in Fig. 6.3. Let U}

, Uy, Y" be i.i.d. sequences according
to pu, Pu, Py U, Us- Source encoder j observes U;, j = 1,2. The sequence Uj; is randomly
and independently binned into the two indices W, = ng)(Xj), F; = Béj)(Xj); ng), Béj)
are independent and uniform over [1 : onf I, [1: onf ], respectively. F},j = 1,2, repre-
sent the public messages transmitted noiselessly to the common decoder and perfectly
accessed by the wiretapper and W;, j = 1, 2, represent the independent confidential keys
generated at the two encoders. The decoder observes the i.i.d. sequence Y and the
public messages F}, F5, and outputs the estimates ﬂl, ﬂQ, Wl, Wg.

Let S and Zg, for all S € S, be defined as in (6.2) and (6.3). The wiretapper
chooses the strategy S € S§ whose realization is unknown to the legitimate terminals.
The wiretapper can thus be represented by the source Zg = {Z,pyg 9 €S } whose

distribution is only known to belong to the finite class {pz, }secs; the cardinality of the

set S of all possible wiretapper’s strategies for the attack model 1 is upper bounded as
S| = <Z> x 2t = (;n) x 20T < 9" x 9o — g(+ein, (6.25)

Protocol A hence introduces the random variables W9, Fl1.9), U, Y, Zg,

IAJ[LQ], W[I:Q}. The induced distribution over these variables is given by

PW[I:Q]F[1:2]U[1:2]YZSfJ[1;2] - pU[1:2]YZSPW[1:2]F[1:2]|U[1;2] PIAJ'[1:2]|YF[1:2] (6.26)

_ : Dy — . B ) — 7. i —
=Py vzs Lo,y v ] {Blﬂ (U;) = W;, BY(U;) = F;,vj = 1, 2} (6.27)

- PW[1;2]F[1:2] PU[l:z]\W[l;z]F[w] PYZs|Up 9 PIAJ[M] Y Fi1.o)° (6.28)



151

. 1
W (0 Y
PTNCY [TSource |0 ~[ Source LUy — Wy, W,
Encoder 1 | Decoder
: | ,
7N n
Wy <—‘\[{§/’ Somen | Fo Wiretapper {Z5}ses
Encoder 2 T Ry, By

Fig. 6.3. Protocol A: Multi-terminal secret key agreement problem in the source model.

Protocol B: This protocol is described as the original channel model in Section
6.2.1.1, with assuming the availability of common randomness F}, Fy, at all terminals.
F,, F,, are independent, uniform over [1 : 2”R1], 1: 2”R2], and independent from all

other variables. We utilize here the encoders and decoder in (6.28):

ﬁ[1:2]|YF[1:2]' (6'29)

PO o Wi Fug = PO Wi Frgp 204 Pﬁuzzl\YFm] -

The induced joint distribution for protocol B is thus given by

_ U U 5 5
PW[m]Fu:z]Uu:z]YZsﬁ[m] B pW[l:Q]pF[LQ] PU[1:2]‘W[1:2]F[1:2]pYZS|U[1:2] PU[1:2]|YF[1:2]' (6.30)
Remark 12. As in Section 5.4, we have ignored the W variables from the joint distri-
butions in (6.28), (6.30), as we will introduce them later as deterministic functions of

the U random vectors, after fixing the binning functions.

Remark 13. Notice that PU[1:2]|W[ factorizes as if)U1|W1 2 pU2|W2 r,- That is, the

1:2)Fl1:2

common randomness F; available at the jth transmitter, 7, j = 1,2, # 7, is not utilized

to generate U;. The common randomness Fj,i = 1,2, represents the realization of
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transmitter i’s codebook, which is known at all terminals. However, the transmitted

codeword at one transmitter does not depend on the codebook of the other transmitter.

Before continuing with the proof, we state the following lemmas.

6.4.1 Useful Lemmas

By comparing the joint distributions for protocols A and B in (6.28) and (6.30),
we find that they only differ in the distribution for W/.o), F]1.. In particular, W;.) and
Fl1.9) are independent and uniform in protocol B, while their distribution in protocol
A is determined by the random binning of U;, U,. The following lemma generalizes
Lemma 7 in Chapter 5, in order to provide conditions on the binning rates such that
the random binning of U;, U,, results in a distribution for the bins that is close, in
the total variation distance, to independent uniform distributions. Once again, the
exponential convergence rate provided by the lemma is needed for converting the secrecy
(independence) condition, established for the source model in protocol A, to the original

channel model in protocol B.

Lemma 9. Let X; £ {X},py,} and X, £ {X,,px,} be two independent sources. The

source X;,j = 1,2, is randomly binned into the two indices W; = ng )(Xj) and F; =

Béj )(Xj), where B&j ) and ng ) are independent and uniformly distributed over [1 : Wj]

and [1: Fj]. Let B 2 {ng)(a:

J -),Béj)(xj) rz; € X, )= 1,2}, and for v; > 0,7 = 1,2,

J

define

1
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Then, we have

U U 1 =
s (V (PW[1:2]F[1?2]’pW[l:Q]pF[lﬂ])) = Z (PPXJ (Xj ¢ Dw‘) T 2V W;F;27 ), (6.32)

j=1
where P is the induced distribution over Wi;.o and Fjy.g).

Proof: Lemma 9 is a generalization of Lemma 7. In particular, using the triangle in-

equality,
U U U U
v <PW[112]F[1:2] 7pW[lﬂ]p}?[l:Z]) =V <PW1F1PW2F2’pW[l:z]pF[Lz]) (6.33)
v U v U U U
S V (PW1F1 PW2F27pW1pF1 PW2F2> + V (lepF1PW2F2’pW[l:Q]pF[l:Q]) (634)

u U
- Z v (PWijaijpF]) ) (635)
7=1,2

where (6.33) follows since X; and X, are independent, and hence {W7, F; } and {W,, F,}

are independent as well. Using Lemma 7, we have, for j = 1,2,

U U | a—
Es (V(Pu,ry oy, o, ) ) <Py, (X5 €Dy, ) + 5/ WiF27, (6.36)

which completes the proof for Lemma 9. W

Lemma 10 below generalizes Lemma 8 in Chapter 5. In particular, the lemma
provides conditions on the binning rates required for a doubly-exponential convergence
rate for the probability of W[;.5) and F|;.9) being independent from one another, uniform,

and independent from Zg.
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Lemma 10. Let X; £ {X},px, } and X, £ {X,, py, } be two sources, both are correlated
with the source {Zg} £ {Z,pz,},S € S. The alphabets X}, X, Z, and S, are finite.
For j = 1,2, the source X; is randomly binned into the two indices W; and F; as in

Lemma 9. For v;,7;; > 0,4,5 = 1,2,i # j, and for any S € S, define

pHE {(x[lﬂ,z) € X X Xy x Z: (2;,2) €D, (a1, 2) € Dij} : (6.37)
where D:jj = {(asj,z) €EX; x 2 longjZSl(ij > 7]}, (6.38)
and Dij = {(x[m},z) € X X Xy x Z:log pxi|XjZS(1:i|33j’ 2) > %‘j} . (6.39)

If there exists a § € (0, %) such that for 7 = 1,2, and for all S € S, we have
P, 2s ((X[m], Zg) € Df) >1- 482 (6.40)

then, we have, for every € € [0, 1], that

U U ~
>
P <I§l€a§( D(PW[M]F[I:?]ZSHpW[Lz]pF[Lz]pZS) - 26)

N 2 o Vi _ 2 _ Vij
< |S||Z| min exp M + exp M '
irj=1,2,i] 3W;F; 3WiF;

(6.41)
where P is the induced distribution over W) and Fjy.g),
¢ = max {e—l— (6 + 6% log(W, F,) +Hb(52)} (6.42)
=12 it )

and H, is the binary entropy function.
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Proof: The proof is provided in Appendix H. W

6.4.2 Proof

We first apply Lemma 9 to the source model in protocol A. In Lemma 9, set
X; =U,, Wj = 2"% and Fj = 2”37, for j =1,2; U, Wj,l:"j are defined as in protocol

A. Let D, be defined as in (6.31) with X; = U; for j = 1,2. For ¢; > 0,7 = 1,2,

choose 7; = n(1 — ¢;) H(U;). Without loss of generality, assume that for all u;,j = 1,2,

pU]-(U-j) > 0. Using Hoeffding’s inequality,
1
j = — <. | < —A. )
Ppy, (UJ ¢ D%) P <log pu (0)) ’yj> < exp(—f;n), (6.43)

where ; > 0. By substituting the choices for Wj, Fj,'yj, and (6.43) in (6.32), as long as

Ry + R, < (1—e)H(U,) (6.44)

Ry + Ry < (1 — ex) H(Uy), (6.45)
there exists a 5 > 0 such that

Es (V (PW[LZ] Fi1.2)U1.9)YZsUpp.g) PW[I:Q] Fi1.9)U[1.9)YZ5U[1.9) ) )

- U U
=Eg (V (PW[1:2]F[1:2]’pW[lzg]pF[1;2])> < 4dexp(—pfn). (6.46)
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Next, we establish a reliability condition for the source model in protocol A. We

utilize a Slepian-Wolf decoder [108], which implies that [30, Theorem 10.3]

Tim s (Pp(Upngy # Upg)) =0, (6.47)
as long as
Ry > H(U,|Uy,Y), (6.48)
Ry > H(Uy|U,,Y), (6.49)
Ry + Ry > H(U,, U,|Y). (6.50)

Using (6.47) and [126, Lemma 1], which is a variation on the Slepian-Wolf source coding

theorem, we have, for all S € S,

7}L)H010EB (V <PW[1:2] F[l:g]U[l:Q]YZSﬂ[LQ] ) PW[1:2] F[1:2]U[1:2]YZS :H'{U[l:Q] = U[1:2} }))

= lim B (PP(fJM £ U[m])) = 0. (6.51)

n—0o0

Next, we use Lemma 10 to establish the secrecy condition for the source model
in protocol A. In Lemma 10, for j = 1,2, set X; = U, Wj = oty Fj = Q"Rj, Zg=12Zg,
for all S € §, where U;,S,Zg are defined as in protocol A. In addition, let D;.g , Djj , and
Dfij be defined as in (6.37)-(6.39), with X; = U; and Zg = Zg.

For S € S, define §j 2 {k: (k,j) € S}. That is, §j is the set of positions in

which the wiretapper observes the jth transmitter’s symbols. For j = 1,2, let \§j| = W,
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and hence pq + p9 = p. Thus, we have

H(U,|Zs) = H(U, X, 5,,Xy5,) = HU, 5, U, 51X, 5, Xy 5,) (6.52)

=H(U, 5 X, 5,X,5,)+HU, g[X;5,X,5,:Up3,) (6.53)

=H(U, 51X, 5,) + H(U, 5) = i HU[Xy) + (0 — ) H(Uy) — (6.54)

H(Uy|Zg) = poH(Us| Xy) + (n — o) H(Us) (6.55)

H(U,|Uy,Zg) = H(U;|Uy, X1,§17X2,§2) = H(U1,§17U1,§‘;‘U27X1,§17X2,§2) (6.56)

= H(UL?l Uy, Xl,élaXz?g) + H(UL?j U, X1,§1’X27§2a U1,§1) (6.57)

=H(U, 5 [X,5)+HU 5) = mHU[X1) + (n —py)H(Uy)  (6.58)

H(U,|U,,Zg) = po H(Us|X3) + (n — pp) H(Uy), (6.59)

where (6.54) follows since {U1,§1’X1,§1} are independent from X, 5 , and Ul,gi is inde-

pendent from {XLg1 , X27§2, U1,§1 }, since Uy is an i.i.d. sequence and Px,|u, is a discrete

memoryless channel. Similarly, (6.58) follows since {U17§1’X17§1} are independent from
{UQ,XQEZ}, and Ul,?i is independent from {UQ,XLgl,XZgQ, U1,§1}'

In addition, for the tuples (x[; 9, z) with px |z, (x;]z) > 0 and px,x 7z (x;[%;,2) >

0, where i, = 1,2, # j, we have, for all S € S, that

pUJ|ZS (u-j ‘Z) - p(ujvgj, uj7§; ’ijgj ’ legz) - p(ujvgj ‘Xj7§j ’ legz) p<u]7§; ’uj»gj ’ vagj ’ legz)

= p(u;5,0%;5,) p(u;5) = 1T pujelzie) 1T plwsn), (6.60)
k€§]~ kE?;:
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pUi|szS(Ui|uj,Z) = P(Uigi\xisi) p(ui,gj) = H p(u; k@i p) H p(u;)- (6.61)
keS; keS;

Fori,j =1,2,i# j, and ¢; > 0, let

v = (1= &) min H(U;|Zs) = (1 - &)[pH (U;]X;) + (n — w)H(U;)], (6.62)

Yij = (1 —¢€;) glem H(U,;|U;,Zg) = (1 — &) [nH(U;|X;) + (n — p)H(U,)], (6.63)

where (6.62) and (6.63) follow from (6.54), (6.55), (6.58), (6.59), and the fact that

H(U;|X;) + (n — py;)H(U;

;) is minimized by p; = p, which occurs when S = {(k, j) :

k € Sy}, i.e., when the wiretapper observes the symbols of the jth transmitter in all the
positions it chooses.

Using Hoeffding inequality and the definition of Df ~in (6.38), we have, for all
J

SeSs,
S 1
, = E— .
PpUjZS <(UJ’ Zs) ¢ D“/j) PpUst <10g pUj\zS(Uj\ZS) - 73) (6.64)
1 -
=Py 5, > log | " + > log ST < (1—&)[pH(U;|X;) + (n — ) H(U
k€S, Ui rege  P\Vik
J
(6.65)
1
<P, log + Y log—— < (1= &) HU;|X;) + (n— p;)H
pU]ZS Z ],k| ) Z p(Uj,k) ( ])[ 7 ( ]| ]) ( ]) (

kes; ke?j

< exp(—f;n), (6.67)
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where Bj > 0 for 7 = 1,2, and (6.66) follows because, for all S € S,

pH(U;|X;) + (n— p)H(U;) < piHU;|X;) + (n— py ) H(U;). (6.68)

Note that, for any finite v;, in order to compute the probability on the left hand
side of (6.64), we only need to consider the tuples (u;,z) with py, |z, (u;]z) > 0.
Similarly, for 4,7 = 1,2,7 # j and all S € S, using Hoeffding’s inequality, (6.61),

(6.63), and the definition for Df__ in (6.39), we have
ij

S\ _ 1 _
I[DpU[1:2]ZS (([JH:Q]7 Zs) ¢ D'Vij) - PpU[l:Q]ZS (10g bu,u,zs (Ui|Uj7 Zg) : %j) = e
(6.69)
Taking 6% = 2exp(—f3n), where 3 = min{ﬁl, 32}, yields
P ((U Zs) ¢DS) < 8 (6.70)
PUy 9)Zg [1:2]) #S i) =9 .

for j = 1,2 and all S € S. Note that lim 6% = 0, and hence, for n sufficiently large,

n—o0

5% € (0, 7). Thus, the conditions for Lemma 10 are satisfied. As in (5.35), we have

lim € = e+ lim (6 + 0%)log(W,F}) + lim Hy(5%) = e. (6.71)

n—oo n—oo n—0o0
By substituting the choices for I/T/j, Fj,’yj,’yij, where 4,7 = 1,2, ¢ # j, and

ISI|2"| < exp(n[(1+ a)In2+ In(]X;] + |Xs] + 1)]), (6.72)
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in (6.41), and using (6.71), we have, for every €,e’ > 0, € = € + ¢, there exist n* € N and

Ke, k> 0 such that for all n > n*,

5 U U - fin
Fs (Iggg D <PW{1:21F[1:2]ZS”pW[m]pF[m]pZS) = 26) < exp (71{66 ) ’ (6.73)
as long as
Ry + Ry < (1-&) [aH(U,|Xy) + (1 — a)H(U,)], (6.74)
Ry + Ry < (1 - &) [aH(Us| X5) + (1 — a)H(U5)). (6.75)

By applying the first Borel-Cantelli Lemma to (6.73), we get

. M U U
nh—>HoloPB (g‘lgg‘( D (PW[L?]F[LZ]ZSHpW[l;z]pF[m]pZS) - 0) =0 (6'76)

In addition, using Markov’s inequality and (6.46), we have, for any r > 0, that
oo 4 o0
5 U U
Z]P’B (V <PW[1:2]F[1;2]’pW[m]pF[m]) > 7“) < - Zexp(—ﬁn) < 0. (6.77)
n=1 n=1
Using the first Borel-Cantelli lemma, it follows from (6.77) that

. ~ U U
lim P (V (P 1y Pryy o Py ) > 0) = 0. (6.78)

n—oo
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Now, we show that the reliability and secrecy conditions in (6.51) and (6.76) hold

as well for the channel model in protocol B. First, as in (5.39)-(5.41), we have

V (PW[ltz] F[l:Z]U[l:Z]YZSIj[I:Q] ’ PW[1:2] F[1:2]U[1:2]YZS ]]'{U[LZ] = U[LQ]})

<V <PW[1:2]F[LZ]U[M]YZSIAJ[M] ) PW[lcz]F[m}U[m]YZsH{UUI?} = U[112]}>

U U
+2V (PW[1:2JF[1:2] ’pW[LQ]pF[I:QJ . (6.79)
Thus, using (6.46), (6.51), and (6.79), we have

hm EB (V (PW[LQ]F[I:Q]U[IIQ]YZSU'[LQ]’PW[l:Z]F[1:2]U[1:2]YZS:H'{U[1:2] = U[lz}})) = 0

n—0o0

(6.80)

Second, for the secrecy condition, using the union bound, we have

v U
Fs (Iggg D (PWM]FMZSHqu:z]pFu:2JpZS) ~ 0)

I U U U U
< PB <maX D (PW[L?]F[L?]ZSHpW[l;Q]pF[LQ]pZS) > 0> T ]P)B (V (PW[1:2]F[1=2]’pW[1;2]pF[1;2]> > 0) ’

Ses
(6.81)
Thus, using (6.76), (6.78), and (6.81), we have
. U U
nh—EI;oPB (rggg D (PW[1:2]F[1:2]ZSHpW[1:2]pF[1:2]pZS) - 0> =0. (6.82)

By applying the selection lemma to (6.80) and (6.82), there is at least one binning

realization b* = {b; ", b, 2 j = 1,2}, with a corresponding joint distribution p* for
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protocol B such that

. * * = _ o
nh_{roloV (pW[l:Q]F[I:Q]U[I:Z]YZSG[LQ],pW[1:2]F[1:2]U[1:2]YZS]]_{U[IQ} - U[1‘2]}> =0, (6.83)
. * U U o
and nl;ngoﬂ {1391?? D (pW[Lz]F[l:z]ZsHpW[m]pFu;z]pZS) = O} =0, (6.84)

where W, = b;9(U;) and F; = 039 (U;), j = 1,2.

Next, we introduce the W variables to the joint distributions in (6.83). For
7 = 1,2, Wj is a deterministic function of the random sequence I]'j. In particular,
p;}/j‘ﬂj (w;]0;) = 1 {wj = b’lk(j)(ﬁ)}. Using (6.83) and a similar analysis as in (5.54)-

(5.60) in Chapter 5, we have

Jim B, (Pp* (W[1:21 7 Wi | F] [1121»

. k *
= lim ¥ (pW[m]F[1:2]U[1:2]stf][1;2]’pW[1:2]F[1:2]U[1 2] YZSIL{U[l 2] — U[ ﬁ) =0.

n—oo

(6.85)

Using the union bound, we also have

* U *
PFU:?] <I§12§( D (pW[Lz]ZS\F[LQ] HpW[l:Q]pZS\F[l:Q]) > O>

o U U
=P (%ISXD(pwl 2Zs| Fisag Hqu z]pzsml y) >0, and V5, pwl o FuoZs pW[lzz]pF[LQ]sz)

* U U
+1 {meax]]) <pW[1;2]F[1:2]Zs||pW[1:2]pF[1:2]pZS) > O} (6.86)

- * U U
=1 {Iélggﬂ) (pW[LzJFua]ZS"qu:mpF[w]pZS) > 0} ’ (6.87)
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where (6.87) follows since the first term on the right hand side of (6.86) is equal to zero.

Thus, using (6.84) and (6.87), we have

. * U * _
nh_{EoPF[l:?] <%13§ D (pW[LQ]Zs\F[LQ] HpW[w]sz\F[w}) > 0> =0 (6.88)

Once again, applying the selection lemma to (6.85) and (6.88), implies that there

is at least one realization fﬁg] such that

Tim P (Wipo) # Wi Flig = ) =0, (6.89)
Jim oI (Wi Zs|Fioy = £) = 0. (6.90)

Let p* be the induced joint distribution for protocol A which corresponds to the binning
realization b*. We identify {5 (u;|w;, 7), p(x;u;),5 = 1,2}, {B" (g |y, £y 1077 (0))}, 5 =
1,2}, as the encoders and the decoder for the original channel model.

By combining the rate conditions in (6.44), (6.45), (6.48)-(6.50), (6.74), and
(6.75), and taking €;,é, — 0, we obtain the achievable strong secrecy rate region in
(6.10)-(6.12). The convex hull follows by time sharing independent codes and the fact
that maximizing the secrecy constraint over S in the whole block-length is upper bounded

by its maximization over the individual segments of the time sharing.

6.5 Proofs of Theorems 7 and 8

The proof for Theorem 7 follows similar steps as in the proof for Theorem 6. The

difference is that S and Zg, for all S € S, in protocol A are defined as in (6.4), (6.5).
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We thus have, for i¢,j = 1,2, i # j, and all S € §, that

H(U;|Zg) = H(U; 5,U; g¢|X;y g + Xy g) (6.91)
= H(U; 5|X1 5 +Xy5) + H(U;s|Uj 5, X1 g + X 5) (6.92)
= H(U;s|X1 5+ Xy5) + H(Uj5¢) (6.93)
= pH(Uj| X1 + Xo) + (n — n)H(Uj) (6.94)
H(U,|U;,Zg) = H(U; 5,U; 5¢|U;, Xy 5 + Xy 5) (6.95)
= H(U,; 5|U;, Xy g+ Xg ) + HU; 5¢|U; 5,U;, X g + Xy 5) (6.96)
=H(U,;5|U;g,X; 5+ Xyg)+ H(U, g¢) (6.97)
= pH(Ui|U;, Xy + X)) + (n = p)H(U;). (6.98)

Thus, in applying Lemma 10 to the source model in protocol A, fori,j = 1,2, i #

J, and €; > 0, we choose

v = (1—-§) glel}sl H(U,|Zg) = (1 — &) [pH (U;| X7 + X3) + (n — p)H(U;)] (6.99)

Y = (1—§) glelg H(U,|U;,Zg) = (1 = &) [pH(U;|U;, Xq + Xo) + (n — p)H(U;)).

Using Hoeffding inequality, the conditions of the lemma are satisfied, and the rate con-

ditions required for the secrecy property in (6.76) are

Ry + Ry < aH(Uy| X, + X)) + (1 — a)H(Uy) (6.101)
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Ry + Ry < aH(Uy| X1 + X,) + (1 — a)H(Uy) (6.102)

Ry + Ry + Ry + Ry < aH(Upy )| X1 + X5) + (1 — ) H(Uppg))- (6.103)

These conditions, combined with the rate conditions for the Slepian-Wolf decoder, which

are

R, > H(U,|U,,Y), Ry > H(U,|U,,Y), (6.104)

Ry + Ry > H(Up.9|Y), (6.105)

and using time sharing, establish the achievability for the strong secrecy rate region in

Theorem 7.

Remark 14. By setting j = 1,7 = 2, instead of the minimum in the right hand side
of (6.41), Lemma 2 results in the maximum binning rate R; + }NZI of the source Uy,
and the corresponding maximum conditional binning rate Ry + R, for the source U,
given Ry + Ry, such that the probability in the left hand side of (6.41) is vanishing. In
other words, Lemma 10 provides the corner points of the binning rate region such that
the probability, over the random binning of the sources, that the bins are independent,

uniform, and independent from the wiretapper’s observation, is vanishing.

Similarly, the proof for Theorem 8 follows similar steps as in the proof for Theorem
6. In protocol A, S and Zg for all S € S are defined as in (6.7) in Section 6.2.2. The
sequences Uy, U, are i.i.d. and the channel PV|Up.a is a discrete memoryless channel,

since it results from concatenating the two discrete memoryless channels py Xi12) and
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PX (1)U Thus, we have, for i,j =1,2, i # j,and all S € S,

H(U;|Zs) = H(U; 5, Uj 5¢[ X1 5, Xg 5, Vie) (6.106)
= H(U; g|X; 9,X9,5, Vge) + H(U; 5¢|U; 5, X1 g, Xo 5, Vge) (6.107)
= H(U, 5|X,5) + H(U, 5c[Vge) (6.108)
= pH(U;|X;5) + (n — ) H{U;|V) (6.109)
H(U;|U;,Zg) = H(U, 5,U; 5¢|U;, X4 6, X5 5, Vige) (6.110)

= H(U,; 5|U;, X 6, X596, Vge) + H(U; 5¢|U; ,U; 5, Uj ge, Xy g, X5 5, Vige)

(6.111)
= H(U; 5|X;5) + H(U; 5¢[Uj 5, Vge) (6.112)
= pH(U;|X5) + (n — ) H(U;|U;, V), (6.113)

where (6.108) follows due to the Markov chains U; ¢—X; —(X; g, Vge) and (U, g, X g, X5 g)—
Vge—Uj ge. Equation (6.112) follows from the Markov chains U; ¢—X; s—(U;,X; g, Vge)
and (U; 5,U; g,X; g,X9 ) — (U, g¢, Vge) = U, ge. These Markov chains follow since the

sequences Uy, U, are i.i.d. and the channels DX, |0y PXo|Uy PV U,y A€ discrete memo-

ryless.
Thus, for 4,5 = 1,2, i # j, and €; > 0, by choosing
v =1 %)gneig H(U;|Zs) = (1 — &)[uH (U X;) + (n — p)H(U;| V)] (6.114)

Vi =1 —¢) min H(U,|U;,Zg) = (1 — ¢;)[pH U] X;) + (n — p)H(U;|U;, V)], (6.115)
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and using Hoeffding inequality, the conditions of Lemma 10 are satisfied. The rate

conditions needed for the secrecy property in (6.76) are

Ry + R, <aHU|X;) + (1 —a)H(U,|V) (6.116)
Ry + Ry < aH(Uy|X5) + (1 — a)H(Uy|V) (6.117)
Ry+ Ry+ Ry + Ry < aH (U9 X(19) + (1 = ) H(Up|V). (6.118)

Combining (6.116)-(6.118) with the rate conditions required for the Slepian-Wolf decoder
in (6.104) and (6.105), and using time sharing, establish the achievability for the strong

secrecy rate region in Theorem 8.

6.6 Conclusion

In this chapter, we have studied the extension of the wiretap channel II with a
noisy main channel in Chapter 4 and the generalized wiretap channel model in Chapter
5 to the multiple access setting. For the multiple access wiretap channel II with a noisy
main channel, we have proposed three attack models for the wiretapper and derived an
achievable strong secrecy rate region for each. We have generalized the strongest attack
model, in which the wiretapper observes the transmitted symbols of both users in the
positions of the subset it chooses, to the case when the wiretapper observes the outputs
of a noisy multiple access channel instead of erasures outside this subset, proposing a
generalized multiple access wiretap model. We have derived an achievable strong secrecy
rate region for this generalized model. This model generalizes the multiple access wiretap

channel in [112,113] as well to the case when the wiretapper is provided with noiseless
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observations for a subset, of its choice, of the transmitted codeword symbols of both uses.
The tools we have utilized for achievability extend the set of tools we have developed for

the single-user scenario in Chapter 5 to a multi-user setting.
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Chapter 7

Generalized Multi-receiver Wiretap Channel Models

7.1 Introduction

Among the multi-terminal extensions for Wyner’s wiretap channel, various multi-
receiver models have been investigated. The broadcast wiretap channel with an external
wiretapper has been studied in [9,26,34]. References [9,26] have characterized the secrecy
capacity for several special classes of the model such the physically degraded and semi-
deterministic broadcast channels with more noisy wiretappers. The two user broadcast
and interference channels with confidential messages have been introduced and studied
in [67]. The three-receiver broadcast channel with common and confidential message sets
has been studied in [19].

In this chapter, we study the extension of our generalized wiretap channel model,
introduced in Chapter 5, into three different muli-receiver settings. We first consider
the two-user broadcast wiretap channel model with a common message and an external
wiretapper. In this model, the wiretapper, besides choosing a subset of the transmit-
ted codeword symbols to noiselessly tap into, observes the remainder through a discrete
memeoryless channel. Next, we introduce generalized models for the two-user broadcast
channel with confidential messages, and the two-user interference channel with confiden-
tial messages. In the generalized broadcast channel with confidential messages model,

each receiver, besides its noisy observations, is provided with noiseless observations for



170

a subset, of its choice, of the transmitted codeword. In the same spirit, for the general-
ized interference channel with confidential messages model, both receivers are provided
with subsets of their choice of noiseless observations for the transmitted symbols of both
codewords.

We derive an achievable strong secrecy rate region for each of the three proposed
models. Similar to the multiple-access generalization in Chapter 6, achievability is es-
tablished by solving dual multi-terminal secret key agreement problems in the source
model, and converting the solution to the original channel models. The achievability
proofs in this chapter however require extending Lemmas 7, 8, 9, and 10, derived for the
cases of a single source and two independent sources, into the case of more than two and
correlated sources.

For the generalized broadcast wiretap channel, the derived achievable strong se-
crecy rate region extends Marton’s inner bound for the broadcast channel with a common
message [30, Theorem 8.4] to the proposed setting. Additionally, the derived rate re-
gion quantifies the secrecy cost due to the additional capabilities at the wiretapper. We
characterize the strong secrecy capacity regions for two special classes of the generalized
broadcast wiretap channel model. We first consider the class with deterministic channels
to the legitimate receivers. Second, we consider the class with degraded receivers and a
certain range for the noiselessly tapped ratio by the wiretapper which results in the wire-
tapper being more noisy than both receivers. These results establish the optimality of
the proposed achievability scheme for the two aforementioned classes of the generalized

broadcast wiretap channel.
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For the generalized broadcast and interference channels with confidential mes-
sages, we observe that the derived achievable rate regions highlight the role of the size
of the subset at each receiver which induces a trade-off between the secrecy rates for the
two receivers. We further focus on the case of the generalized broadcast channel with
confidential messages when one receiver’s noisy observations are degraded with respect
to the other receiver’s noisy observations, and only the degraded receiver is provided
with the subset of noiseless observations. In the achievable rate region for this case, the
receiver with the degraded noisy observations achieves a positive secrecy rate after a
certain threshold on its noiseless observations. That is, the weaker receiver is aided to
the point of achieving a positive rate by the symbols he chooses to tap.
The remainder of the chapter is organized as follows. Section 7.2 describes the
channel models considered in this chapter. The main results are provided in Section 7.3.
The proofs for these results are provided in Sections 7.4 and 7.5. Section 7.6 concludes

the chapter.

7.2 Channel Models

We present the following three generalized multi-receiver wiretap channel models.

We begin with the generalized model for the two-user broadcast wiretap channel.

7.2.1 Generalized Broadcast Wiretap Channel

Consider the channel model in Figure 7.1. The legitimate channel is a discrete
memoryless channel which consists of a finite input alphabet X', two finite output alpha-

bets Vi, Vs, and a transition probability distribution py,y,x. The transmitter sends a
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common message Wy to both receivers, and a private message W; to receiver j, where
j = 1,2, while keeping these three messages secret from the external wiretapper. The
messages Wy, Wy, and W, are independent and uniformly distributed over [1 : 2”R0],

[1: 2”R1], and [1 : Q"RQ], respectively. The wiretapper chooses the subset S € S, where

S&{SC[l:n]:|S|=u<n}, (7.1)
and observes the sequence Z§ = [Zg 1, Zg9, ", Zg,] € 2", with
X;, i€eS
Zg; = (7.2)
V; otherwise,

79

V" = [‘/Ylvv27"' 7V

] € V" is the n-letter output of the discrete memoryless channel

py|x when X" is the input. The alphabet Z is given by 2 = X UV. Let a = &,

0 < a <1, denotes the ratio of the tapped symbols by the wiretapper.

Y’n

1 . S
» Receiver 1 Woi, W3

Wy —» X"

W, —| Transmitter > Dy1Ys| X

WQ —>

Y”= Receiver 2[>Wy, W,
. 2

SCllin], [S]=
Z JEX he : Zs Wiretapper
FT ¢S o) ()

Vi ~pvix

Q
I
S=

) 4

Fig. 7.1. The generalized two-user broadcast wiretap channel model.
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The transmitter uses a stochastic encoder to encode Wig.g) = {Wy, Wy, Wy} into
the codeword X" = [X, X5, -+, X,,] € X". Receiver j, j = 1,2, observes the sequence

Y? = [Y;1,Y0,,Y,

; i1, Y in) € y;.‘ and outputs the estimates WOJ and Wj of its desired

messages. An (n, 2" 27 9nf2y channel code C,, consists of three message sets [1:
onfio] (1 : 2" and [1 : 2%2], a stochastic encoder P)(S,IL')W[M], and two decoders. A

rate tuple (Rg, Ry, Ry) is achievable, with strong secrecy, if there exists a sequence of

(n, 2" onfi onfly channel codes {C,,}n>1 such that

lim P (Wo, W;) # (Wo,W,) | =0, (Reliability), (7.3)
n—00 12

3 (Cn) 7 ALD -
71113010 139123{[ (Wo, Wy, Wo; Z5) =0, (Strong Secrecy). (7.4)

The strong secrecy capacity region for the model is the closure of all achievable (R, Ry, Ry).
Next, we propose generalized models for the two-user broadcast and interference

channels with confidential messages.

7.2.2 Generalized Broadcast Channel with Confidential Messages

Consider the channel model described in Figure 7.2. The channel {X, Y1, Vs, Py, v, x }
is discrete memoryless with a finite input alphabet X', two finite output alphabets ), and
YV, and a transition probability distribution py,y,|x. The transmitter sends a message
W; to receiver j, j = 1,2, while keeping W; secret from the other receiver, i.e., receiver
i, where ¢ = 1,2, and i # j. The messages W, and W, are independent and uniformly
distributed over [1 : 2] and [1 : 2"%2], respectively. The transmitter encodes the

messages W, and W into the codeword X" € X" using a stochastic encoder. Receiver
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7, j = 1,2, besides observing Y;L € y]ﬂ, chooses the subset S; € §;, where
S 2{s. cl1:n:]8; = =1 75
28 Cn) e IS5 = pyjray =L ) (7.5)

J

and observes Zgj =1[Zs,1:Z5,2: " Zs,n] € 2", with Z 2 (X, x X} U{?}, and

Receiver j, upon observing Y;I, ng, outputs the estimate Wj of its desired message.
J

SiClln], $i]=m| a1 =5
7 X, 1 € S1 "
Sy,i =
1,2 ?, ’L¢ S]_ v Sl
n
) Yl . 2
—» Receiver 1~ W1 @
W, — _ X7
Transmitter > Dy1Ys| X
Wy —»
! v Receiver 2~ Ws @
2 3

Sy C[1:n], |S2| = pa

{Xq;,iGSQ
25, =
Pnigs | ap=1

n
So

Fig. 7.2. The generalized two-user broadcast channel with confidential messages.

An (n, 2"R1,2”R2) channel code C,, consists of two message sets, one stochastic

encoder P)((C|TI;I)/1W2’ and two decoders. The strong secrecy rate pair (R, Ry) is achievable
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if there exists a sequence of channel codes {C,},>; such that

Tim P ((Wl,m) ” (Wl,WQ)) —0, (Reliability), (7.7)

Tl;l];)rIOlO s%lgi (W Yy, ZSQ) =0, (Strong Secrecy against Receiver 2),
(7.8)

nh—%lo ég?eagl I (Wy Y, Zsl) =0, (Strong Secrecy against Receiver 1).
(7.9)

The strong secrecy capacity region is the closure of all the achievable strong secrecy rate

pairs (Rq, Ry).

7.2.3 Generalized Interference Channel with Confidential Messages

Consider the channel model in Figure 7.3. The channel py,y, x, x, is a discrete
memoryless channel with two finite input alphabets X} and A, and two finite output
alphabets ), and },. Transmitter j,j = 1,2, wishes to send a message W; reliably
to receiver j, while keeping W; secret from the other user’s receiver. W; and W, are
independent and uniformly distributed over [1 : 2] and [1 : 2"%2], respectively. Trans-
mitter j maps W; into the codeword X;L £1X;1, X0, Xj,] € Xj" using a stochastic

encoder. As in Section 7.2.2, receiver j, j = 1,2, (i) chooses the subset S; € S; where §;

is defined as in (7.5), (ii) observes Y7 € V' and Zgﬁj =[Zs, 1, ,2S;,n] € 2", where
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ZE{X x X} U{?}, and

(X1, X0, 1€
= (7.10)

/ .
‘7", otherwise.

Z 2 X U{?}, and (iii) outputs the estimate Wj of its desired message.

S1 C[l:n], |Si]=m o1 :%
?, 3 — e = {Xl,XQ}, 7;651 n
T niES S
Y’n y ~
. L Receiver 1 Wi @
W1 —» Transmitter 1 -
X7 Y
Py1vs| X1 X,
n
Wy —{ Transmitter 2 X3 ) - ] -
v Receiver 21 W,
Sz C [1:n], |S2| = pe2 2 r 0
?7X3 —> Je — {Xl,XQ}, i€ Sy S2
g s ay =12

Fig. 7.3. The generalized two-user interference channel with confidential messages.

An (n, 2" 9772 channel code C,, £ {C1.n,Cy,} consists of two message sets, two
stochastic encoders P)((C] 7{&%, j = 1,2, and two decoders. (R, R,) is an achievable strong

secrecy rate pair if there exists a sequence of channel codes {C, },,>; such that (7.7)-(7.9)

hold. The strong secrecy capacity region is the closure of all achievable strong secrecy

rate pairs (R, Ry).
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7.3 Main Results

In this section, we present the main results of this chapter. Section 7.3.1 provides
an achievable strong secrecy rate region for the generalized two-user broadcast wiretap
channel model. Sections 7.3.1.1 and 7.3.1.2 identify the strong secrecy capacity regions

for two special classes of the model.

7.3.1 Broadcast Wiretap Channel

The following theorem is an achievable strong secrecy rate region for the general-

ized two-user broadcast wiretap channel model:

Theorem 9. For 0 < a <1, an achievable strong secrecy rate region for the generalized
broadcast wiretap channel model in Section 7.2.1 is given by the convexr hull of all the

rate tuples (Ry, Ry, Ry) which satisfy

R0+Rj < [I(U07Uj;1/})_I(UO7Uj;V)_aI(U07Uj;X’V)]+? J=12, (711)

Ry+ Ry + Ry < {min{I(Ul);Yl)vl(UmYQ)} + I(Uy; Y1|Up) + 1(Us; Y |Up) — 1(Uy; Up|Up)
+

~ I(Uy, Uy, Uy V) = aI(Uy, Uy, Uy X|V)| (7.12)

2Ry + Ry + Ry < [I(Um U3 Y1) + 1(Ug, Uy; Yo) — I(Uy; Us|Up) — 1(Up; V)
+
— I(Uy, Uy, Ug; V) = alI (Uy; X|V) + I(Uy, Uy, Uy X|V)| (7.13)
for some probability distribution py, i, v, xv,v,vs over the random variables of the model,

which factorizes as py,u,u, PX|UU,U, PyiYavix- That is, (U, Uy, Uy) — X =Y Y5V forms

a Markov chain.
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Proof. The proof is provided in Section 7.4. O

Next, we provide the following remarks about Theorem 9.

Remark 15. By setting o = 0 in Theorem 9, we obtain the achievable strong secrecy
rate region for the two-user broadcast wiretap channel in [126, Theorem 3]. That is, the
terms in (7.11)-(7.13) multiplied by o determine the secrecy cost, with respect to the
broadcast wiretap channel, of the additional capability of the wiretapper to choose an

noiseless codeword symbols.

Remark 16. By setting « = 0 and V' = constant in (7.11)-(7.13), we obtain Marton’s

inner bound for the two-user broadcast channel with a common message [30, Theorem

8.4].

Next, we characterize the strong secrecy capacity regions for two classes of the
generalized broadcast wiretap channel. We consider the case of no common message,
i.e., Wy = 0. In particular, we show that the achievable strong secrecy rate region in
Theorem 9 is tight for these two special classes of the generalized broadcast wiretap

channel model.

7.3.1.1 Broadcast Wiretap Channel with Deterministic Receivers

We first consider the class of the generalized broadcast wiretap channel in Figure
7.1 when both Y] and Y, are deterministic functions of the input X, i.e., there exit

deterministic functions f; and fy such that Y, = f;(X) and Y5 = fo(X).

Theorem 10. For 0 < o < 1, the strong secrecy capacity region of the generalized

broadcast wiretap channel with deterministic receivers is the set of all rate pairs (R, Ry)
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satisfying

R+ Ry < (1-)H(Y,, YV). (7.15)

Proof: The achievability of the rate region in Theorem 10 follows from the achievable
strong secrecy rate region in Theorem 9 by setting Uy = constant, U; = Y;, and Uy = Y5,
in (7.11)-(7.13).

The converse is established as follows. We first use similar steps as in Section
5.5 to show that the secrecy capacity of the generalized broadcast wiretap channel is
upper bounded by the secrecy capacity when the wiretapper observes the outputs of two
discrete memoryless channel, where the first discrete memoryless channel is an erasure
channel with erasure probability (1 — a)) and the second discrete memoryless channel is
py|x- Next, for the resulting discrete memoryless setting, we evaluate the upper bound
for the discrete memoryless deterministic broadcast wiretap channel in [9, Theorem 4],

which results in the region in (7.11)-(7.13). W

7.3.1.2 Broadcast Wiretap Channel with Degraded Receivers and More

Noisy Wiretapper

We next consider the class of the generalized broadcast wiretap channel when (i)
Y, is a degraded version of Y7, i.e., X — Y, — Y, forms a Markov chain, and (ii) the
wiretapper, in the corresponding discrete memoryless setting, is more noisy than both

receivers. That is, the wiretapper which observes the outputs two discrete memoryless
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channel, where the first channel is an erasure channel with erasure probability (1 — «)
and the second channel is py|x, is more noisy than both receivers. The condition of a
more noisy wiretapper can hence be described as follows: For all random variables U

such U — X — (Y3, V) forms a Markov chain, we

ol(U; X|V) < I(U;Yy) — I(U; V). (7.16)

Theorem 11. For 0 < o < 1 such that (7.16) holds, the strong secrecy capacity of the
generalized broadcast wiretap channel with degraded receivers is the set of all rate pairs
(Ry, Ry) satisfying

Ry < I(X;%|U,Q) — (X VIU, Q) — aH(X|V, U, Q), (7.17)

Ry < I(U;Y»|Q) — I(U; V|Q) — al(U; X[V, Q), (7.18)

so that Q@ — U — X — Y Y5V forms a Markov chain, where QQ represents a time sharing

random variable.

Proof: For achievability, we set Uy = Uy = U and U; = X in (3.6)-(5.5). The converse
is established as in the previous theorem, while utilizing the upper bound in [9, Theorem

4. m

7.3.2 Generalized Broadcast Channel with Confidential Messages

Next, we provide an achievable strong secrecy rate region for generalized broadcast

channel with confidential messages model described in Section 7.2.2.



181
Theorem 12. For 0 < aq,a9 < 1, an achievable strong secrecy rate region for the
generalized broadcast channel with confidential messages in Section 7.2.2 is given by the

convex hull of all rate pairs (R, Ry) satisfying:

Ry < [I(Uy; V) + aq I(Uy; X|Y7) = I(Uy;Ug) — I(Uy; Ya|Us) — 0‘2I(U1;X|U27Y2)]+,

(7.19)

Ry < [I(Uy; Ya) + agl(Uy; X|Ys) — I(Uy; Uy) — I(Uy; Y4 |UY) — alf(U2§X’U17Y1)]+7

(7.20)

for some probability distribution py,u,xy,y, wghich factorizes as py,u,Px|U,U,PY,Ys|X -

That is, (Uy,Uy) — X — (Y1,Ys) forms a Markov chain.
Proof: The proof is provided in Section 7.5. W

Remark 17. In Theorem 12, by setting oy = ay = 0 in (7.19) and (7.20), we obtain
the achievable secrecy rate region for the broadcast channel with confidential messages

in [67, Theorem 4].

7.3.2.1 Generalized Broadcast Channel with Confidential Messages and a

Degraded Receiver

We now highlight the special instance of the generalized broadcast channel with
confidential messages in Section 7.2.2 when one receiver is degraded with respect to the
other, and only the degraded receiver is provided with a subset of noiseless observations
of the transmitted codeword symbols. For the generalized broadcast channel with confi-

dential messages model, when a; = 0, ay = «, and the channel py,y,| x is degraded, i.e.,
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X =Y, — Y, forms a Markov chain, we have the following achievable strong secrecy rate

region for the model.

Corollary 6. For 0 < a <1, an achievable strong secrecy rate region for the degraded
broadcast channel with confidential messages, with the degraded receiver is provided by
an noiseless transmitted codeword symbols of its choice, is the convexr hull of all rate

pairs (R, Ry) satisfying:

Ry < [I(Up; Y1 |Ys) — I(Uy; Uy|Ys) — o (Uy; X |Uy, Ya)] ™ (7.21)

Ry < [al(Uy; X|Yy) — I(Uy; Un|Yy) — I(Us; V1| Ya)] T (7.22)

for some probability distribution py,y, xy,y, which factorizes as py,u,px|v,v,Py, | XPYa|Y; -

That is, (U;,Uy) — X =Y, — Yy forms a Markov chain.

Proof: Corollary 6 follows from Theorem 12 by setting oy = 0, ap = @, and py,y,|x =

Py, | xPy,|y; - u

Remark 18. For the broadcast channel with confidential messages in [67, Theorem /],
receiver 2 has zero secrecy rate, Ry = 0, when its observation is a degraded version from
receiver 1’s observation, i.e., Yo is degraded with respect to Y,. By contrast, for the
generalized broadcast channel with confidential messages in Section 7.2.2, when oy = 0,
oy = «, and Yy is degraded with respect to Yy, Corollary 6 implies that receiver 2 has
a positive strong secrecy rate after a certain threshold on «. For example, by setting

U, = constant and Uy = X, and for H(X|Y;) # 0, we have that Ry > 0 if the following
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condition is satisfied:

H(X|Y;) — H(X]Y})
H(X|Y,)

<a<l (7.23)

In general, for the generalized broadcast wiretap channel model with oy = 0, ag = «, and
Y, is degraded with respect to Yy, the strong secrecy rate for receiver 2 is positive, i.e.,
Ry > 0, if there exist Uy and Uy such that (Uy,Uy) — X =Y, =Y, forms a Markov chain,

and

ol (Uy; X1[Ys) > I(Ug; Y1[Y3) + I(Uy; Ug| V7). (7.24)

7.3.3 Generalized Interference Channel with Confidential Messages

Finally, we provide an achievable strong secrecy rate region for generalized inter-

ference channel with confidential messages model described in Section 7.2.3.

Theorem 13. For 0 < ay,a9 < 1, an achievable strong secrecy rate region for gener-
alized interference channel with confidential messages in Section 7.2.3 is given by the

convex hull of all rate pairs (R, Ry) satisfying:

Ry < [I(Uy; Y1) + a I(Uy; Xq, Xo|Y7) — 1(Uy; Y3 |Us) — 042I(U1§X17X2\U2,Y2)]+,

(7.25)

Ry < [I(Uy; Ya) + agl(Uy; X1, X,|Ys) — I(Us; Y1|UY) — ay I(Uy; Xy, XUy, Y1) T,

(7.26)
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for some probability distribution py,u, x, x,v,v, Which factorizes as py, pu,Px, U, Px,|UsPY; Y| X1 Xs -

That is, (Uy,Uy) — (X1, X5) — (Y1,Y3) forms a Markov chain.
Proof. The Proof is provided in Section 7.5. O

Remark 19. In Theorem 13, setting a; = ay = 0 in (7.25) and (7.26) yields the
achievable secrecy rate region for the interference channel with confidential messages

in [67, Theorem 2].

Remark 20. By comparing (7.25) and (7.26) to the region in [67, Theorem 2], we
observe that the term a;I1(Uj; Xy, Xo|Y;), for j = 1,2, represents the secrecy rate gain
for user j due to its noiseless observations, and the term o, I(Uj; Xy, Xo|U;, Y;) represents

the secrecy penalty at user j due to the noiseless observations of user i, where i,57 = 1,2

and i # j.

7.4 Proof of Theorem 9

The proof for Theorem 9 follows the same key steps in Sections 5.4 and 6.4,
with the need of extending the technique and the utilized tools to address the setting of
multiple correlated sources. In the original channel model, along with using stochastic
encoding for secrecy, we utilize a combination of superposition and Marton coding as
in [30, Chapter 8]. We hence define the correlated auxiliary random variables U, Uy,
and U,, according to the distribution PUjpy PX U,y The message W is represented by
the codeword U, and the messages W; and W, are superposed over W, through the
codewords U; and U,, respectively. Decoder j, j = 1,2,, thus decodes W, from its

estimate for the codeword U, denoted as [AIO,J-, and decodes W; from its estimates for
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both the codewords U, and Uj, ie., fJoJ‘ and ij. In the dual secret key agreement
problem in the source model, we define the sources’ noisy observations according to the
combined superposition and Marton coding. That is, we consider three correlated sources,
where one source observes the sequence Uy, and each of other two sources observes the
sequence UyU;, where j =1,2..

We now describe the achievability proof in detail. Let us fix the probability
distribution PUgy X = PUjg) PX|Uj.a) and let DYy Uiz be the distribution resulting from
concatenating the discrete memoryless channels PX Uy and DYy X where DYy |X is

the transition probability distribution for the legitimate channel in Figure 7.1. That is,

PYy.9)|Ujo.o) (2/[1:2]|U[0:2]) = Z py[1:2]|x(y[1:2]|95) PX|U[0:2](95\U[0:2])- (7.27)
reX

As in Sections 5.4 and 6.4, we describe the following two protocols:

Protocol A: The protocol is described in Figure 7.4. Let Uy, U7, Uj, Y{, and
Y, be iid. sequences according to the distribution PUjg.) PYi.2) U0 Source Uy is
randomly and independently binned into the two indices Wy = B,,(Uy), Fy = Byy(Uy),
and source UyUj, j = 1,2, is randomly and independently binned into the two indices
W, = B;(UyU;) and F; = B,;(UyU;). By, and By, where t = 0, 1,2, are independent
and uniformly distributed over [1: 2] and [1 : 2”Rt], respectively. Decoder j observes
the public messages F{y and F; and the sequence Y ;, and outputs the estimates IAJOJ- and
ﬂj of the codewords Uy and Uj;, and the estimates WOJ» and Wj of its desired messages.
The wiretapper chooses the subset S € S and observes Zg as in (7.2). The distribution

of Zg is only known to belong to the finite class {pz}ses, With |S| < 2%". The induced
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joint distribution of protocol A is thus given by

PW[o;z]F[o:z]U[o:z]Y[m]Zsﬂo,1ﬁo,2ﬁ[1:2] - pU[012JY[112]ZSPfJ(),1fJ1|Y1F0F1 Pﬁo,2ﬁ2|Y2FoF2

x 1{B;(UyU;) = W;,B5;(UgU;) = F},j = 1,2} 1{By,(Up) = Wy, By(Uy) = Fy}

(7.28)

= PW[o:z]F[o:z] PU[o:z]\W[oa]F[o:z]pY[l:z]ZS|U[0:2] Pﬂo,lﬂl|ch‘OC’1PfJO72fJ2|Y2F0F2‘ (7.29)

[ YTL
W, «—ULUY 'F |

— | Encoder 1

Decoder 1} Wo,l, Wl

| J

[
WO I — Ug FO

—|Encoder 0

|

i

l - . .
Wy «—UjUj} F Decoder 2 Wy o, Wo
—| Encoder 2

|

Fy, Fy, Fy —s| Wiretapper |le— {Z%}ses

Fig. 7.4. Multi-terminal secret key agreement problem in the source model.

Protocol B: This protocol is the original channel model in Figure 7.1 with added
common randomness Fj, t = 0,1, 2, available to all terminals and uniformly distributed

over [1 : 2”Rt]. We utilize here the encoder and decoders in (7.29). The induced joint

distribution is given by

PW[O:Q] Fo:2)U[0:2) Y [1:2/Z5U0,1 U0 2U1.9)
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_ U o L
- pW[0:2]pF[0;2] PU[O:2]|W[0:2]F[0:2]pY[1:2]ZS‘U[OQ] PU0,1U1|Y10001 PU0,2U2\Y2F0F2' (7’30)

Notice that, although F; is available at receiver j, where 4,7 = 1,2, and i # j, it
is not used to decode W, and W;. We next state the following two lemmas which extend

Lemmas 9 and 10 in the previous chapter to the case of multiple correlated sources.

Lemma 11. Let X,y be T' correlated sources according to the distribution PXy- Each
source X, € X,, where t € [1:T)], is randomly binned into the two indices W, = B,(X,)
and F, = By (X,). By, and By, are independent and uniformly distributed over [1 : W]
and [1 : F}], respectively. Define

B £ {Byy(xy), Boy(;) 1 t € [1: T), 2 € Xy} (7.31)

JE{J:JC[1:T],J#0}. (7.32)

For J € J and ’y(‘]) > 0, define
D = {2y € Xpgy 2y € Dy, VI € T},
D &{x; € Xy —logpy,(z;) > als (7.33)

where, for J € J, X; denotes the Cartesian product [[,. ; X;. Let W, = [Lcs W, and

F; = [Lcs F,. Then, we have

U ()
E (V (PW1TF[1T]’pW[1T]pF1T])> <PPX (X[lT] ¢D % WJFJ2 ’yJ

(7.34)
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where P is the induced distribution over Wiy.p) and Fy.q).
Proof: The proof is provided in Appendix I. H

Lemma 12. Let X[y.;) be T correlated sources, which are correlated with the source
{Zs} = {Z,pZS}, where S € S, according to the distribution PX{1rZs- All the alphabets
of{Xt}thl, Z, and S, are finite. Fach source X, is randomly binned into the two indices
W, and F; as in Lemma 11. Let P be the set of all possible permutations of [1 : T]. For

allp € P andt € [1:T], let 4P > 0, and define

S S
R {(x[m, 2) € Xy X 2+ (3y,,,%) € Dip,VEE[L: T]} (7.35)
where p = [py -+ prl, T, = {zy,- 2y}, 2, =0, and
D% 2 (x, ,z):log ! > 4P (7.36)
p — ") : . .
R P pot|Xp1:t,IZS (:L'pt|mp1:t71’ Z) !

If there exists § € (0, 3) such that for all S € S and p € P,

((X[m, Zg) € Dﬁ) >1 -4 (7.37)

PX(1.1%s
then, for e € 0,1], we have

U U -
Py <1§13§< D(PW[LT}F[LT]ZSHPW[LT]PF[LT]PZS) > Te)

T 2 p
) —e“(1—0)2"
< 15112 iy 3 xp( - ) (7.39)
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where € = max,{e+ (8 + 6%) log(W,E,) + Hy(6*)}, H, is the binary entropy function, and

P is the induced distribution.

Proof: The proof is provided in Appendix J. W

We now apply Lemma 11 to the source model in Figure7.4. Set X; = Uy, X, =
UoUy, X3 = UgUy, W, = 2%, and F, = 2" ¢ = 0,1,2, where Upg), Wi, and
Flg.9), are as in protocol A. For € >0 and J C [1:3], J # 0, let A = (1= H(X,).

For J = {1}, using Hoeffding inequality, we have

P (X1 ¢ 737({1})) =Ppy, (- logp(Up) < 7({1})) (7.39)

=P ( (—logp(Up ) < n(l — e’>H<Uo>> < exp(—1"n),  (7.40)
k=1

where 5({1}) > 0. Similarly, for J C [1: 3], J # 0, there exists ﬁ(‘]) > 0 such that
P (X, ¢ D) <exp(-5"n). (7.41)
Using (7.33), there exists > 0 such that

P(Xug ¢D) < > P(X;¢D) < exp(~fn). (7.42)
JC[1:3],J0

Substituting the choices for W,, F, 'y(‘]), and (7.42) in (7.34), there exists 8 > 0 such

that, for any S € S,

7 U U
EgV (PW[0:2]F[0:2]’pW[0;2]pF[0:2]> < exp(=fn), (7.43)
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as long as

Ry + Ry < (1 —€)H(Uy) (7.44)
Ry+ Ry+R;+R; < (1—€)HUU;), j=1,2, (7.45)
R+ Ry + Ry + Ry + Ry + Ry < (1 — €)H(Ujp.y)), (7.46)

Now, for reliability of protocol A, we use Slepian-Wolf decoders at both users.

Using [126, Lemma 1], for any S € S,

Py Flos1 U0 Yol Z ﬂ{ﬁo,lZﬂo,zzUmﬁ':U'J:l,?},
lim EB v [0:2]47[0:2] Y [0:2] X [1:2]45S J J :O’

n—oo ~

PW[o:z]F[o:2]U[o:2]Y[1:2]Zsfjo,lﬁogﬁ[m]

(7.47)

as long as, for j = 1,2,
Ry + R; > H(U,,U,|Y;) (7.48)
R; > H(U;|UyY;). (7.49)

Next, in Lemma 12, set X; = Uy, X, = UyUy, X3 = UyU,, W, = 2",
F, = Q"Rt, t=0,1,2, and Zg = Zg,VS € S. Ujpg), Zg,and S are defined as in protocol
A. Let us first consider p = p = [1 : 3]. Since PV|Uy,y 18 @ discrete memroyless channel,

which results from concatenating the two discrete memoryless channels py| y and py| Ulgsa)®



and Ujy.g are 1.i.d. sequences, then for all S € S, we have

H(X1|Zg) = H(Uy|XgVge) = H(Ug 5| Xg) + H(Ug g¢|Vge)
= pH(Up|X) + (n — p)H(Up|V)
H(X,|Xy,Zg) = H(UgU,|UpX V)
= pH(U|Up, X) + (n — p)H(U,|UpV)

H (X3 X191, Zs) = pH (Us|Up X) + (n — ) H(Us|Up,, V).

191

(7.50)

(7.51)

(7.52)

(7.53)

(7.54)

By Hoeffding inequality and the definition of Dg in (7.35) and (7.36), with € > 0,

and

VW= (1= [uH(Up|X) + (n — ) H(Uy| V)]
’Yg = (1= [pH(Ui|UyX) + (n — p)H(U,|Uy V)]

W = (1 = uHUs|UpUs X) + (n — p) H(Us|UpUy V)],
there exists 85 > 0 such that
P ((X[Lg], ZS) ¢ Dg) < exp (—ﬁr—,n) .
Similarly, for any p which is a permutation of [1 : 3], letting

P = (-9 min H(X,|X,,, . Z).

(7.55)

(7.56)
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with X,

o = (), there exists Bp > 0 such that

P ((Xpus): Zs) ¢ Dy ) < exp(—B,pn). (7.57)
Taking 6% = exp(—Bn) and 8 = miny, 3;,, we have, for all p
P ((X[m}, 7s) ¢ Dﬁ) <% (7.58)

Note that li_)rn 62 = 0, and hence, for n large enough, 62 € (0, %) Thus, the conditions
n—oo
of Lemma 12 are satisfied.

Substituting the choices for Wt, Ft, th, for t =1,2,3, and all p, and

IS[|1Z"| < exp (n[In2+1In(|X|+ |V])]), (7.59)

in (7.38), we have, for all €,¢; > 0 and € = € + €, there exists n* € N and k., & > 0 such

that for all n > n”,

5 v ) i
Ps (?gg D <PW[0:2]F[0:2]ZSHpW[o;z]pF[oza]pZS> - 36) < exp (_R€eﬁn> ’ (7.60)

as long as
Ry + Ry < (1 — &) [aH(Ug|X) + (1 — a)H(Uy|V)] (7.61)

Ry+Ry+R;+R; < (1-¢) [aH Uy, U;|X) + (1 — a)H({Uy, U;|V)], j=1,2, (7.62)
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Ry+Ry+ Ry + Ry + Ry + Ry < (1 — &) [H (Uy, Uy, Uy| X) + (1 — a)H(Uy, Uy, Uy V)] .

(7.63)

Remark 21. Note that for each p € P, Lemma 12 results in the maximum binning rate
R, + ffpl for the source X, , and then the mazimum conditional binning rate for the
source X,,, given R, —|—Rp1, and so on and so forth, so that the probability in the left hand
side of (7.38) is vanishing. That is, for each p, Lemma 12 results in one corner point in
the binning rate region for the sources X1.p such that Wy, and Fiy.1) are independent,

uniformly distributed, and all are independent from the wiretapper’s observation.

By the Borel-Cantelli lemma, it follows from (7.43) and (7.60) that

. . uou _

A P (V (PW[WIF 0:2) PWio. P F[o:z]) > 0) =9 (7.64)
. ~ uou

TLIL)H;OPB (%gg D (PW[O:Q]F[0:2JZSHpW[o;z]pF[oa]pZS) - O> =0. (7.65)

Using similar steps as in Section 5.4, we first use (7.43) and (7.64) to show that

(7.47) and (7.65) hold as well for protocol B. That is,

. uouU _
i P (Iggg D (PW[0:2JF 0215 1PWioP PP ZS) ” 0) -0 (766)

. PW[O:Q]F[O:Q]U[O:Q]Y[1:2]ZS]l {UU,l =Up2=UoU; =U;,j =1, 2} )
limEg |V

n—oo

=0.

PW[O:Q]F[O:Q]U[O:Q]Y[1:2]ZSﬁ0,1ﬁ0,2ﬂ[1:2]

(7.67)
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Next, we apply the selection lemma, Lemma 5, to (7.66) and (7.67) to show

the existence of a binning realization b*, with a corresponding joint distribution p* for
protocol B, such that

* d -1 = C . = A —
pW[o:z}F[o;z]U[o;Q]Y[m]Zs]l {UOJ =Upe=UpU; =U;,j =1, 2} ’

lim V =0,
n—oo %
pW[O:Q]F[0:2]U[0:2]Y[1:2]ZSﬂO,lﬁO,Qﬁ[l:Q]
(7.68)
lim 1< maxD (p* Y. Y pg ) >0p=0 (7.69)
n—oo SeS Wio.21Flo:2)Zs "' Wio.01* Flo.2)" 45 ’

where WO = bTO(UO)7 FO = b;O(UO)7 W] = bi](UOU])’ and F} = b;J(UoU]), j = 1,2
We finally introduce the W variables to (7.68), and use the union bound with (7.69), to
show that

lim EF[O:Z] Pp* (Wo,j7 Wj) # (W07 W]) ‘F[O:Q] =0

n—oo
j=1,2

. * U * _
lim PF[OQ] (%}g‘%{ D (pW[ozz]Zs\F[oa]HpW[o:z]sz|F[o:2]> > 0> =0,

n—oo

which are used to show the existence of c>[k0:2] such that both the reliability and secrecy
constraints in (7.3), (7.4) hold.

Let p* be the distribution in protocol A that corresponds to the binning realization

b*. We identify ﬁ*(u[O:Q] ’w[O:Q}a f*[O:Z}) and (]5* (ﬁO,ja ﬁj |Yja CS: C;)v b;o(ﬁo,j)a bL (ﬁO,ja ﬁj)?j =
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1,2) as the encoder and decoders for the original model. Finally, applying Fourier-
Motzkin elimination to the rate conditions in (7.44)-(7.46), (7.48)-(7.49), and (7.61)-
(7.63), results in the rate region in (3.6)-(5.5). The convex hull follows by time sharing

independent codes.

7.5 Proofs of Theorems 12 and 13

We first prove Theorem 12. In this proof, we utilize Lemmas 11 and 12 in Section
7.4. The key steps of the proof are similar to the proof in Section 7.4. The difference
however lies in the need for careful definition and treatment of the reliability and secrecy
(independence) conditions in the dual secret key agreement problem, in order to address
the multiple security conditions in the original channel model, i.e., (7.8) and (7.9).

We first define the correlated auxiliary random variables U; and U,. Let us fix the
distribution PUpoy X = PUpoy PX|Up .y Let PV Upn oy be the distribution resulting from
concatenating the two discrete memoryless channels p XU and DYy X where DYy |X
is the transition probability distribution in Figure 7.2. Next, we define the following two
protocols and describe the joint distribution induced by each of them.

Protocol A: This protocol describes the dual secret key agreement problem in
Figure 7.5, where U}, Uy, Y7, and Y] are i.i.d. sequences according to the distribution
PU oy PV Uy Notice that the noisy observations at the source encoders, U; and U,
correspond to the correlated auxiliary variables utilized in Marton’s coding to separately
encode the messages W, and W, [30, Chapter 8]. The source U; is randomly and
independently binned into the indices W, = By;(U;), F; = By;(U;), where B;; and
are independent and uniformly distributed over [1 : 2"%] and [1 : Q"Rj], j =12

By;
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! — | Encoder 1 ! »| Decoder 1= Wl
F YD
In ] 1 l l 2

— Encoder 2 > Decoder 2 F— W,
{Zg}SeS

Fig. 7.5. Dual source model for the channel model in Fig. 7.2.

Decoder j (i) observes Fy, Fj, and the sequence Y, (ii) chooses S; € S; and observes
Zg, asin (7.5) and (7.6), and (iii) outputs the estimates ﬂj and Wj. The message F; is
public to decoder 4, while the key W; should be kept secret from decoder i, i,j = 1,2,
and ¢ # j. The realization of S}, j = 1,2, is unknown to the other decoder. The induced

joint distribution for protocol A is

PW[1;2]F[1:2]U[1;2]Y1Z31 Y2Zs,Upr.g

= pU[l:Q]leleQZSQ Pﬂ1|lele1PfJ2|Y2Z52F2 1 {B].](U]) = Wj? BQ](U]) = F]?.] = 17 27 }

(7.70)

= PW[1;2]F[1;2] PU[1:2]|W[1;2]F[1;2] lezleQZSQ|U[1;2] Pﬁ1|Y1ZSIF1PIj2|YQZSF2. (771)

Protocol B: This protocol describes the channel model in Figure 7.2 with assumed

common randomness F;, j = 1,2, uniformly distributed over [1 : Q"Rj], independent

from all other variables, and available to all terminals. We utilize pU[m]\Wm Fiy and

Pﬂ1\Y1Zsl P PGQ\YQZS2F2 in (7.71) as the encoder and decoders for this protocol. The
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induced joint distribution for protocol B is

PW[l:Q] F1:2)U1:21 Y125, Y225, Ujy.9)

U U 5
= pW[ljz]pF[l:Q] PU[1:2]‘W[1:2]F[1:2] pY1Z31Y2Z32|U[1:2] Pﬁ1|Y1ZSl Fy Pﬁ2|Y2Z52F2' (772)
In the channel model in protocol B, although the common randomness F; is
available at receiver j, i, j = 1,2, i # j, it is not utilized for decoding W;. The encoders
in the source model are chosen accordingly, c.f. (7.71). In the dual source model, since

U, and U,, are correlated, we utilize Lemmas 11 and 12 in the previous section. We

divide the remainder of the proof into the following steps:

7.5.1 Closeness of joint induced distributions

In Lemma 11, set X; = Uy, X, = Uy, Wy = 2" By = 271 377, = 1, and
F, = 2"R2, where U|;,y are defined as in protocol A. For € > 0, by setting v =
n(l1—€VHU;),j = 1,2, 15 =n(l — e')H(U[m]), and using Hoeffding’s inequality, we

J

have
PpU[1:2] (U[LZ} ¢ D) < eXp(—Bin)j (7.73)

where 61 > 0. By substituting the choices for I/T/j, Fj, Y5, § = 1,2, and 7, o, in (7.34),

there exists #; > 0 such that

D U U
EB <V (PW1F[1:2]7pW1pF[1:2])) S exp(—ﬁln), (774)
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as long as,
Ry+ Ry <(1—¢)H(Uy), Ry < (1—€¢)H(U,) (7.75)

Ri+ R+ Ry <(1—€YH(U,,Uy). (7.76)

Similarly, by setting X; = Uy, Xy = Uy, Wy = 1, B, = 2" 11, = 272 and

F, = 2"% in Lemma 11, there exists By > 0 such that

By (V (Pwary oy, ) ) < exp(=Bam), (7.77)

as long as,
Ry < (1—-€)H(U,), Ry+ Ry < (1—€¢)H(U,) (7.78)
Ry +Ry+ Ry < (1—€YH(U,,Uy). (7.79)

Using (7.71), (7.72), (7.74) and (7.77), we have, for j = 1,2, 5, € S},
Eg (V <PW1F[1:2]UijZsj ﬂj’PWjF[l:z]UijZSj ﬂj)) = eXp(_Bjn)' (7.80)

Also, by the Borel-Cantelli lemma and Markov inequality, it follows from (7.74)

and (7.77) that, for j = 1,2,

. 7 u U
lim Prs (V (Piv, o 2hy, P, ) > 0) = 0. (7.81)

n—oo
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7.5.2 Reliable decoding at source decoder j

In protocol A, for reliable communication of the source Uj, decoder j employs

Slepian-Wolf source decoder. Since U

; 1s an i.i.d. sequence and PY;|Uy 18 2 discrete

memoryless channel, then, for any S; € §;, j = 1,2,

H(U,|Y;,Zs;) = H(Uj g, Uj,s; Y5, Yj,s;> Xs,) (7.82)
= H(Uj;5,|Xsg;, Yis,) + H(Uj e[ Y 50) (7.83)
= u;H(U;|X) + (n — p;)H(U,|Y;), (7.84)

where (7.84) follows since U; — X —Y; forms a Markov chain. Using [126, Lemma 1], for

Jj=1,2,and any S; € §j,

hm EB <V <PWJ'F[1:2]U]-YJ-ZSJ.[AJ]~’ PWjF[1:2]UijZSj ]]_{U] = U]}>> = 0, (785)

n—o0

as long as,

R; > o; H(U|X) + (1 — o) H(U,|Y;). (7.86)

7.5.3 Secrecy against source decoder j

Set Xl - Ul? X2 - U2, Wl - 2nR1, Fl - 271[%17 WQ — 1, FZ - 2né2, 8 - 827

and Zg = YyZg, in Lemma 12, where U[.5), Y3, Sy, Zg, are as in protocol A. For
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¢’ > 0,7 = 1,2, by choosing

Yo =1 =€) [uH (U Uy, X) + (n — p1g) H(U Uy, Y3)] (7.87)
Yo = (1 =€) H(Ua|Uy, X) + (n — p1g) H(Us|U, Y)), (7.88)
v = (1= N H(U;|1X) + (n — po) H(U;|Y5)], (7.89)

using Hoeffding’s inequality, there exists B > 0 such that for all Sy € S,, j = 1,2,
S 3 2
]P)pU[1:2]Y2Zs2 <(U[132]’Y2Z52) ¢ Dj2) <exp(—fn) =0". (7.90)

Note that nh_)rgo 62 = 0, and hence, for n sufficiently large, 62 € (0, i) Thus, the conditions
of Lemma 12 are satisfied.

Substituting the choices for Wy, W,, F, F), V2,712, and |Sy|| 27| < (2(]X| +
1)|V,])™ in (7.38), we have, for all €,¢; > 0, € = € + €;, there exists n* € N and k., & > 0

such that for all n > n*,

D U U ~ Rn
P <§n€a§< D (P, vazs, P, Pl , Yoz, ) = 2e> <exp (k™). (1.91)
as long as,
Ry + Ry < (1= ")apH(Uy|Uy, X) + (1 — an) H(U} Uy, Yy)] (7.92)

Ry < (1= €")[apH(Us|X) + (1 — ap) H(Uy|Yy)]. (7.93)
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By the Borel-Cantelli lemma, it follows from (7.91) that

: 5 U U
lim Py <max D (PWIFD:Q]YQZ%||PW1PF[1:2]pY2Z52) > O> =0 (7.94)

n—00 S2E€S,

Similaﬂy, Setting Xl = U17 X2 = Uz, Wl = 1, Fl = 2HR17 WZ = 27LR2’ F2 = 2nR2,
§ =38, and Zg = Y Zg, in Lemma 12 and using the choices for vy, 72, 712, 72,1 in

(7.87)-(7.89), but with replacing uy and Y5 by p; and Y7, gives

1im Pg <§§1€3§<1 D (PWQF[M]lesl HP%/QP%M]PleSl) > 0> =0, (7.95)

as long as,
Ry + Ry < ay H(Uy|Uy, X) + (1 — o)) H(U,|U, YY) (7.96)
Ry < aqH(U|X) + (1 = ay)H (U, 7). (7.97)

Remark 22. Note that we have considered two problems, where in each problem, one
source encoder s communicating its key reliably to the corresponding decoder and securely
from the other user’s decoder, c.f. (7.85), (7.94), and (7.95). In each of these two
problems, both the public messages Fy and Fy are required to be independent from W; and
Y, and Zs,, cf. (7.94) and (7.95). The reason is that, after converting these conditions
to the channel model in protocol B, we need to eliminate the common randomness Fl;.o
from the model by conditioning on a certain instance of it while preserving the uniformity

of the message W;, j = 1,2, and its independence from the other receiver’s observations.
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7.5.4 Converting reliability and secrecy properties to protocol B

First, for the reliability conditions, using the triangle inequality, it follows from
(7.74), (7.77), and (7.85), that, for j = 1,2,

lim EB <V <PWjF[1:2]UijZSjﬁj’ PWjF[1:2]UijZSj l{U] = U]}>> =0. (798)

n—0o0

For the secrecy conditions, by the union bound, (7.81), (7.94),

) U U
lim Py <max D (PW1F[1;2]Y2ZSQ||pW1pF[1:2]pYzzsz) > 0>

n—00 S2€S,

. ~ Uu U
<
< Jim P (m B (P vz, Iy P, P, ) > 0)

o+ 1im P (V (P, pir Pl ) > 0) = 0. (7.99)

n—o0

Similarly, using the union bound, (7.81) and (7.95), we have,

. U U
lim P (max D (Pury vz, 0,2, PY 126, ) > o) = 0. (7.100)

n—o0 S1€81

Note that the reliability and secrecy conditions for the original channel model
in protocol B, (7.98)-(7.100), are averaged over the random binning of the dual source
model in protocol A, where this binning determines the encoders and decoders for the
dual source model and hence the encoders and decoders for the original channel model
as well, cf., (7.72). By applying the selection lemma to (7.98)-(7.100), there is a binning

realization b*, with a corresponding joint distribution p* for the original channel model
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in protocol B such that

lim V (ijF[Lz]UjY]-Zsjﬁj’ijF[l:z]UijZsj ]l{Uj = U]}> =0, j=12, (7‘101)

n—oo

lim 1 max D (p* 1% o p ) >0 =0 (7.102)
n—oo | Sy€S, W1 F1.)Y2Zs, W P Fy 0 P Y 2Zs, ’ ’
lim 14 max D (p* 1 oY p ) >05=0 (7.103)
n—yoo 5,68, WaF1.9)Y1Zg, W Fy 0 F Y1Zs, ’ ’

where W; = by{j(Uj) and F; = b;j(Uj), j=12.

7.5.5 Eliminating the common randomness

By introducing the W variables to the distributions in (7.101) as deterministic
functions of the U variables, and using (7.103), (7.105), and the union bound, we have
lim By (B (W) # Wil Fug) ) =0, =12 (7.104)

lim P max D

* U x o
n—00 Fiig) <52652 (pW1Y2Z52|F[1:2]||pW1pY2ZSQ\F[1:2]) = O> B 0’ (7'105)

lim P max D

* U % i
noo F11:2] <S1651 (pVVzYlZsllF[m]HszpY1Zsl\F[1:2]) = O> =0 (7.106)

Applying the selection lemma to (7.104)-(7.106) results in the existence of f[*1;2]
such that the reliability and secrecy constraints in (7.7)-(7.9) are satisfied. We hence
identify the encoder and decoders for the original model as p(x[u;.0))p" (U9 [wpi.2), f[*1:2})
and (p*(4;ly;, 2, f;), b”lkj(ﬁj),j =1,2); p* is the induced distribution in protocol A that
corresponds to the binning b*.

Finally, combining the rate conditions in (7.75), (7.76), (7.78), (7.79),(7.86),

(7.92), (7.93), (7.96),and (7.97), while taking ¢, — oo, results in the rate region
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in (7.19)-(7.20). The convex hull follows by time sharing independent codes. This com-
pletes the proof for Theorem 12.

The proof for Theorem 13 follows similar steps as in the proof for Theorem 12. The
difference is that the auxiliary variables U; and U, are independent, where at the begin-

ning in the proof, we fix the distribution PUL2 X1 which factorizes as py, py,Px, |, PX,|Us-

7.6 Conclusion

In this chapter, we have extended our generalized wiretap channel model in Chap-
ter 5 to the three multi-receiver settings. First, we have considered a broadcast wiretap
channel with a wiretapper which noiselessly taps into a subset of its choice of the trans-
mitted symbols and observes the remainder through a noisy channel. We have derived an
achievable strong secrecy rate region for the model, which extends Marton’s inner bound
and characterizes the secrecy penalty due to the noiseless observations at the wiretap-
per. We also have characterized the secrecy capacity for two classes of the generalized
broadcast wiretap channel.

Second, we have studied a generalized model for the two-user interference channel
with confidential messages, where the receivers, besides their noisy observations, are
provided with fixed-length subsets of their choice of noiseless observations for transmitted
codeword symbols of the both users. Third, we have proposed a generalized broadcast
channel with confidential messages model, with each receiver is provided with a subset
of its choice of noiseless observations for the transmitted codeword. We have derived
achievable strong secrecy rate regions for the two models. For both models, the size of

the subset at each receiver gives rise to a trade-off between the rates of the two receivers,
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which is demonstrated in the derived rate regions. We have also highlighted the special
case of the generalized broadcast channel with confidential messages, with one receiver’s
noisy observations are degraded with respect to the other receiver, and only this degraded
receiver is provided with a subset of noiseless observations. The achievable rate region
for this case shows that the receiver, with the degraded noisy observations, achieves a

positive secrecy rate after a certain threshold on the ratio of his noiseless observations.
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Chapter 8

The Caching Broadcast Channel with a Wire and Cache
Tapping Adversary of Type II

8.1 Introduction

Caching is proposed to efficiently reduce network traffic congestion by storing par-
tial contents at the cache memories of end users earlier during off-peak times, providing
local caching gain [4,17,25]. More recently, reference [72] has shown that a careful design
of cache contents at the end users in a multi-receiver setting allows the transmitter to
send delivery transmissions that are simultaneously useful for many users, providing a
global caching gain. This gain depends on the aggregate cache memory of the network
and demonstrates the ability of coding over delivery transmission and/or cache contents
to offset lack of cooperation between the receivers.

In numerous works to date, coded caching has been studied under various mod-
eling assumptions and for various network configurations, including online, decentral-
ized, hierarchical caching [7, 54, 74, 97], non-uniform demands [93], more users than
files [101, 117], heterogeneous cache sizes [13, 48|, improved bounds [6, 65, 129], inter-
ference networks [36,73,80], combination networks [52,131], device-to-device communi-
cation [47,50], and broadcast channels [5,12,32,133].

Coded caching with confidentiality requirements has recently been studied in ref-

erences [8,53,98,103,130-132]. These references assume secure cache placement, i.e., the
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adversary cannot tap into the cache contents or into the communication which performs
the cache placement. At the other extreme, if cache placement were to be public, i.e.,
the adversary were to have perfect access to the cache contents, it follows in a straight-
forward fashion from [2,106] that the presence of cache memories cannot increase the
secrecy capacity. Given the results of these two extreme settings, this chapter considers
an intermediate scenario in which the adversary may have partial access to cache place-
ment. The wiretap channel II provides a model for an adversary which has partial access
to the legitimate communication, in the form of a threshold on the time fraction during
which the adversary is capable of tapping into the communication.

In this chapter, we consider an adversary model of type II as in Sections 4-7, but in
a cache-aided communication setting. In particular, the adversary noiselessly observes
a partial subset of its choosing of the transmitted symbols over the cache placement
and/or delivery phases. Thus we term this model the caching broadcast channel with a
wire and cache tapping adversary of type II (CBC-WCT II). The legitimate parties do
not know whether the cache placement, delivery, or both transmissions are tapped, the
relative fractions of tapped symbols in each, or their positions. Only the knowledge of
the overall size of the tapped set by the adversary is available to the legitimate terminals.

The challenge in caching stems from the fact that the transmitter, which has
access to a library of files, has no knowledge about the future demands of end users when
designing their cache contents. This remains to be the case when security against an
external adversary is concerned. Additionally, for the adversary model in consideration,
the adversary might tap into cache placement, delivery, or both, and where the tapping

occurs is unknown to the legitimate parties. We show that even under these unfavorable
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conditions, strong secrecy guarantees can be provided that are invariant to the positions
of the tapped symbols varying between cache placement, delivery, or both.

In coded caching literature up to date, the physical communication which pop-
ulates the cache memories at end users does not need to be considered in the problem
formulation, due to the assumption of secure cache placement. By contrast, in order to
model cache placement that is tapped by an adversary, we consider a length-n commu-
nication block over a two-user broadcast wiretap II channel, as in Chapter 7. The sizes
of cache memories at the receivers are fixed in this model. We note that introducing
variable memory sizes for which a rate-memory tradeoff can be characterized, as in the
usual setup for caching, requires considering additional communication blocks for cache
placement. Being of future interest, we comment on this extension to multiple commu-
nication blocks for cache placement in the Discussion section, Section 8.7. We as well
provide reasoning for our choice of the broadcast setting for cache placement.

In summary, the contributions of this work are summarized as follows:

1. We introduce the notion of cache-tapping into the information theoretic models
of coded caching, in which an adversary of type II is able to tap into a fixed-size
subset of symbols of its choosing either from cache placement, delivery, or both

transmissions.

2. We characterize the strong secrecy capacity of the model, i.e., the maximum achiev-
able file rate which keeps the overall library strongly secure, for the instance of a

transmitter’s library with two files:
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e We devise an achievability scheme which integrates wiretap coding [96], secu-
rity embedding codes [63,70], one-time pad keys [106], coded cache placement

and uncoded delivery [72].

e We utilize a genie-aided upper bound, in which a genie provides the trans-
mitter with user demands before cache placement, rendering the model to a
two-user broadcast wiretap II channel, in order to establish the converse for

this case.

3. We derive lower and upper bounds on the strong secrecy file rate when the trans-

mitter’s library has more than two files:

e We utilize a coding scheme that is similar to the scheme we used for two files.
However, the cache placement and delivery schemes we employ to achieve the
rates differ from those utilized for two files. In particular, we utilize here

uncoded cache placement and a partially coded delivery.

e We derive the upper bound in three steps. First, we consider a transformed
channel with an adversary which can tap an equal fraction of symbols to our
model, but is only allowed to tap into the delivery phase. Since this adversary
has a more restricted strategy space than the original one, the corresponding
secrecy capacity is at least as large as our original model. Next, we utilize
Sanov’s theorem in method of types [21, Theorem 11.4.1] to further upper
bound the secrecy capacity for the restricted adversary model by the secrecy
capacity when the adversary encounters a discrete memoryless binary erasure

channel. Finally, the secrecy capacity of the discrete memoryless model is
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upper bounded by the secrecy capacity of a single receiver setting in which

the receiver requests two files from the library.

The remainder of the chapter is organized as follows. Section 8.2 describes the
communication system proposed in this chapter. Section 8.3 presents the main results.
The proofs for these results are provided in Sections 8.4, 8.5, and 8.6. Section 8.7
provides a discussion about the communication model in question and the presented

results. Section 8.8 concludes the chapter.

8.2 System Model

Receiver 1

Transmitter

Wi Cache [
W, ) Encoder
: Delivery
Wp Encoder

1
d

Fig. 8.1. The caching broadcast channel with a wire and cache tapping adversary of
type II (CBC-WCT II). The adversary chooses tapping sets S; and Sy in placement and
delivery.
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Consider the communication system depicted in Fig. 8.1, in which the adver-
sary has the ability to tap into both the cache placement and delivery transmissions.
The transmitter observes D > 2 independent messages (files), W, Wy, --- , Wp, each of
which is uniformly distributed over [1 : 2"%:]. Each receiver has a cache memory of size
5 bits. The communication occurs over two phases: placement and delivery. The broad-
cast channel is noiseless during both phases. The communication model is described as
follows:

Cache placement phase: During this phase, the transmitter broadcasts a length-n
binary signal, X" € {0,1}", to both receivers. The codeword X is a function of the
library files, i.e., X" 2 f, (W[L D]). The transmitter does not know the receiver demands
during cache placement [72]. Each receiver has a cache memory of size § bits in which
they store a function of X7, M, ; £ f, ;(X7), where f, ; : {0,1}" — [1: 23] and j = 1,2.

Delivery phase: At the beginning of the delivery phase, the two receivers announce
their demands d £ (dy,ds) € [1 : D]J? to the transmitter. The transmitter, in order to
satisty the receiver demands, encodes W;.p) and d into the binary codeword Xy €
{0,1}". In particular, for each d, the transmitter uses the encoder fq : [1 : 2"%]P s
{0,1}" and sends X[} £ f4 (W[LD]).

Decoding: Receiver j utilizes the decoder gq, : [1 : 23] x {0,1}" — [1 : 2"F],
in order to output the estimate de £ gaj (fe;(X2),X7%) of its desired message W,
where 7 =1, 2.

Adversary model: The adversary chooses two subsets S, S5, C [1 : n]. The size
of the sum of cardinalities of S; and S, is fixed. That is, for |S;| = uy, |S3] = pe,

U, o < n, we have p; + py = . The subsets S; and S, indicate the positions tapped
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by the adversary during the cache placement and delivery phases, respectively. Over
the two phases, the adversary observes the length-2n sequence Zé” = [Zgl, ZEQ] ez,
an 2 [ZSj,17ZSj,27 T 7ZSj,n] € Zn? J=12,

S

Xein 1 €5, Xaq,is 1 €5y
Zsl,i == 5 a.nd ZS27,L' == (81)

?,i¢ 8, ?, i ¢S,

The alphabet is Z = {0, 1,7}, where “?” denotes an erasure.

The legitimate terminals know neither the realizations of S; and Sy, nor the values
of 11 and py. Only g is known. Let us define oy = £ and ay = £2 as the fractions of
the tapped symbols in the cache placement and delivery phases, and let a = a; + ay be

the overall tapped ratio. Notice that oy, oy € [0,1] and « € (0, 2].

Remark 23. We consider that « is strictly greater than zero, i.e., the adversary is
present. For a = 0, i.e., no adversary, the problem considered in this chapter has been

extensively studied in the literature, see for example [18, 49,72, 115].

A channel code C,,, for this model consists of

D message sets; W, 2 [1:2"%] 1 =1,2,... D,

e Cache encoder; f,.: [1: 24P — {0,1}",

Cache decoders; f.; : {0,1}" = [1: 2%], ji=1,2,

Delivery encoders; {fq:d € [1: D]*}, fq:[L: oIl 10,1},

Decoders; {gq;:j=1,2, de[l: DJ*}, gaj:[L: 23] x {0,1}" — [1: 2",
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The file rate R, is said to be achievable with strong secrecy if there exists a

sequence of channel codes {Cy,},,>1 satisfying

lim max P W, #W,) | =0, 8.2
nﬁmde[lz}D{]Q \ ( d; # d]) (82)
7j=1,2
and nh—{go S1»§I218ﬁ:n]: g (W[LD}; ZSl’ ZS?) =0 (8'3)
[S1|+|S2|<p

That is, R, is the symmetric secure file rate, under any demand vector and adversarial

strategy. The strong secrecy capacity C is the the supremum of all achievable R,.

Remark 24. While we consider the file rate R, which guarantees reliability for the worst-
case demand vector, the average rate for which there exists a prior distribution on the

demands has been studied in coded caching literature as well; see for ezample [51,65,93].

Remark 25. The condition in (8.3) guarantees strong secrecy against all possible strate-
gies for the adversary, i.e., choices of the subsets S| and Sy which satisfy the condition

|S1] + 92| < p.

8.3 Main Results

For clarity of exposition, we first study the model described in Section 8.2 when
the transmitter has two files in its library, i.e., D = 2. We then extend the ideas and
the analysis to the case of a library with more than two files, i.e., D > 2. For D > 2,
we utilize a channel coding scheme that is similar to the scheme we construct for D = 2,
but the cache placement and delivery schemes that achieve the best rates are different

from those used for D = 2.
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The following theorem presents the strong secrecy capacity for D = 2.

Theorem 14. For 0 < a < 2 and D = 2, the strong secrecy capacity for the caching
broadcast channel with a wire and cache tapping adversary of type II (CBC-WCT II),

described in Section 8.2, is given by

Cila)=1-—. (8.4)

Proof: The proof is provided in Section 8.4. W

Theorem 15 below presents an achievable strong secrecy file rate for D > 2.

Theorem 15. For 0 < a <2 and D > 2, the achievable strong secrecy file rate for the

CBC-WCT II is

Proof: The proof is provided in Section 8.5. W

The following theorem upper bounds the secure file rate when D > 2.

Theorem 16. For 0 < a <2 and D > 2, the achievable strong secrecy file rate for the

CBC-WCT II is upper bounded as

I+ i ts(l—a), O<a<l
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Proof: The proof is provided in Section 8.6. W

0.75Q ‘ ‘ ‘ ‘ ‘ ‘ ‘
—+Lower bound, « = 0.4, D >
-<-Upper bound, a =04, D > 3
0.7 i
=
<]
< 0.654 -
—
<
S
5 06F 1
[
<]
n
0.55 i
i X v >
05 | | | | | | | | | | |

3 4 5 6 7 8 9 10 11 12 13 14 15 16
Number of library files D

Fig. 8.2. Bounds on the achievable strong secrecy file rate R,, when v = 0.4 and D > 3.

The following corollary is immediate from Theorems 14, 15, and 16.

Corollary 7. For 1 < a < 2, that is when the adversary can tap longer than one phase

of communication, the strong secrecy capacity for the CBC-WCT II is

Cyla)=1- (8.7)

@
5"
Remark 26. When o € [1,2], i.e., n < u < 2n, two possible strategies for the adversary
are {S; =[1:n],Sy C[1:n]} or {S; C[l:n],Sy=[1:n]}. That is, the adversary can

tap into all symbols in one phase and a subset of symbols in the other phase. Interestingly,
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a positive strong secrecy capacity is achievable against such an adversary. We elaborate

more on the intuition behind this result in the Discussion section.

Unlike for 1 < a < 2, for 0 < a < 1, the lower and upper bounds in (8.5) and
(8.6) have a gap. For illustration purposes, these bounds are plotted for o = 0.4 in Fig.

8.2.

Remark 27. When a = 0, i.e., no adversary, our achievability scheme for D > 2
described in Section 8.5 reduces to the achievability scheme in [72], which is shown to
achieve the optimal rate-memory tradeoff for the case of two users and a library size of
three or larger [18, 115]. The upper bound for D > 2 derived in this work is to address
the intricacies of the adversarial model and is useful only when the adversary is present

(> 0), i.e., (8.6) is loose when o = 0.

8.4 Proof of Theorem 14

In this section, we prove Theorem 14, which identifies the strong secrecy capacity
for the model in Section 8.2 when D = 2. Recall that the demand vector is denoted by

d= (d17d2)7 where d17d2 € {1,2}

8.4.1 Converse

For the model in Theorem 14, when the demand vector d is known to the trans-
mitter during cache placement, the model reduces to a broadcast wiretap channel II, over

a length-2n communication block. The strong sum secrecy rate for that model, 2R, is
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upper bounded by

2R, <2 —a, (8.8)

which follows from 9 in Chapter 7. Notice that (8.8) holds for any d = (d;, d,) such that
dy # ds, which represents the worst-case demands. Since the demand vector is unknown
(6]

for the model in consideration, 1 — § is an upper bound for its strong secrecy capacity.

8.4.2 Restricted Adversary Models as Building Blocks

Before proceeding with the achievability proof, it is relevant to take a step back
and investigate the secrecy capacity when a known fraction of cache placement, a known
fraction of delivery, or both, is tapped. In particular, we consider that the adversary taps
into (i) cache placement only, (ii) delivery only, or (iii) both and the relative fractions
of tapped symbols in each are known. For these three models, we show that the strong
secrecy file rate in (8.4), i.e., 1 — §, is achievable, and hence determines their strong
secrecy capacities. We then use these models as building blocks for when the relative

fractions are unknown, and provide the achievability proof in Sections 8.4.3 and 8.4.4.

8.4.2.1 Setting 1: The adversary taps into cache placement only

Let ay = o (ag = 0), and |S1]| = p (S = @). That is, the adversary taps into cache

placement only. Consider that the transmitter and the receivers know that a; = a. We

show that 1 — § is an achievable strong secrecy file rate for this setting.
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The transmitter divides the message W;, | = 1,2, into three independent mes-

l—a—ey

sages, Wl(l), I/VI(Q), and W, ¢, where I/Vl(l), VVl(Q), are uniform over [1 (22 }, and W

atep

is uniform over [1 A ] Define

M, = {Mc,b MC,Q} ) Mc,l = Wl(l) D Wg(l)a MC,Q = W(2) @ W(2)7 (89)

_ fr® @)
My = {Wdl W ,Wdl’s,Wd%s}. (8.10)

During cache placement, the transmitter maps M, into X! using stochastic en-
coding, i.e., wiretap coding [121]. Since the rate of M, is less than 1 — «r, M, is strongly
secure from the adversary which observes na symbols of X' [33,91]. During the delivery
phase, the transmitter sends Xz as the binary representation of My which is of length
n bits, since the delivery phase is noiseless and secure.

Using X?, noiselessly received during cache placement, receiver j, j = 1, 2, recov-

ers M, ; and stores it in its cache memory. Notice that the size of M, ;, for j = 1,2, is

c,Jo

smaller than 5 bits, i.e., the cache size at each receiver. Using Xg, received noiselessly
during delivery, both receivers perfectly recover My. Using My along with its cache

. . 1 . . . .
contents, i.e., M, ., and for n sufficiently large”, receiver j correctly recovers its desired

C,j’
message de, 7=12.
For secrecy, we show in Appendix K that (8.3), which reduces to

lim max I(Wy, Wy; Zgl) =0, (8.11)

n—oo Sy C[l:n]: |S1|=p

"Large block-length n is needed in order to ensure a valid subpacketization of the file W, into

the sub-files {VVl(l), VVI(Q), W, s}, for I = 1,2. That is, a bijective map between the file and its
sub-files is preserved.
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is satisfied. Since €,, — 0 as n — oo, the achievable strong secrecy file rate is given by

l—-a « o

(8.12)

8.4.2.2 Setting 2: The adversary taps into the delivery only

This setting corresponds to a; = 0 and ay = «, and the transmitter and receivers possess
this knowledge. Once again, we show that 1 — § is an achievable strong secrecy file rate.

The transmitter performs the same division of W, I = 1,2, as in Setting 1. In
addition, the transmitter generates the keys K, K,, each is uniform over [1 : Q”M%},
independent from one another and from W;, W,. In this case, we define M., My, and

My, as follows.

M, = Moy, Meo}s Moy = {W e Wl K}, My ={W e W K}, (313)

_ @ )
My = {Wdl ! } (8.14)
Mg = {Wy, s ® Ky, Wy, s ® Ky} (8.15)

During cache placement, the transmitter sends XZ as the binary representation of
M., and receiver j, j = 1,2, stores M, ; in its cache memory. During delivery, the trans-
mitter encodes My into Xg using wiretap coding, while using Md as the randomization

message. Receiver j recovers My and Md, using which, along with M, ., it correctly

7j’
decodes de, for sufficiently large n. By contrast, the adversary can only retrieve ]\Zfd

using which it can gain no information about W; and W,. We show in Appendix L that
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(8.3), i.e.,

4 . n JR—
Jim. L I(Wy, Wy Zg ) = 0, (8.16)

o3

is satisfied. The achievable strong secrecy file rate is again 1 — §

8.4.2.3 Setting 3: The legitimate terminals know the values of a; and a5

For this setting, neither ov; = 0 nor oy = 0. However, the transmitter and receivers
know the values of oy and ay. Under these assumptions, the scheme which achieves the
strong secrecy rate of 1 — § depends on whether oy > ay. For a3 > ay, we utilize an
achievability scheme similar to Setting 1; for a; < ag, we utilize an achievability scheme
similar to Setting 2.

Case 1: aq > ag: The transmitter divides W;, [ = 1,2, into the independent

l—ay—ep

messages {Wl(l),ﬂ/'l(Q),Wl7s}; VVZ(U,WZ(Q) are uniform over |1:2" 2 and W, is

a1 =@

uniform over [1 ;2" } The transmitter forms M, and My as in (8.9) and (8.10),

n

and uses wiretap coding to map them into X" and X7,

respectively. As in setting 1,
receiver j correctly decodes de.

For the secrecy constraint, notice that M, and My are independent, and their
rates are 1 —ay — €, and 1 — ay — €,,, respectively. Thus, wiretap coding strongly secures

both M, and My against the adversary. We show in Appendix M that (8.3) is satisfied.

The achievable strong secrecy file rate is

1 - 2 ay —
R,(a) =2 x 20‘1+0‘12a2: O‘; a2:1—%. (8.17)
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Case 2: oy < ag: The transmitter (i) divides Wi, [ = 1,2, into {Wl(l), I/I/l(2)a VVl,s}§

l—ag—ep ag—aq

I/Vl(l),l/Vl(Q) are uniform over [1 (202 ] and W, ¢ is uniform over [1 ;2" }, (ii)

generates the keys K, Ky, uniform over [1 L gnip }, independently from W, W, (iii)
forms M, as in (8.13) and encodes it into X' using wiretap coding, (iv) forms My as in

(8.14) and forms My as

My = {Wdl,s © Ky, Wy, , @ K, W} : (8.18)

where W is independent from all other variables and uniform over [1 : 2"(0‘1“”)}, and
(v) encodes My into X7} using wiretap coding, while using Md as the randomization
message.

As in Setting 2, for n sufficiently large, receiver j, j = 1,2, correctly decodes de,
and the adversary can only retrieve Md using which it can gain no information about

W, Wy. In Appendix N, we show that (8.3) is satisfied. The achievable secrecy rate is

l—ay ay—o «
=1-—. 1
2 2 2 (8.19)

R (o) =2 x

With the aforementioned settings, we showed that the same secrecy rate, i.e.,

1 — g, is achievable irrespective of where the adversary taps as long as «; and ay are

known. The question then arises whether the lack of knowledge about relative fractions

of tapped symbols would decrease the secrecy capacity. The following setting we propose

provides a hint on the answer.
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8.4.2.4 Setting 4: Either oy = 0 or ay = 0, the legitimate terminals do not

know which is zero

The adversary taps into either cache placement or delivery, but not both. The legitimate
terminals do not know which phase is tapped. We show that the strong secrecy rate 1 -5
is again achievable.

The transmitter performs the same division of W;, W, as in Settings 1, 2, and

generates independent keys K, Ky as in Setting 2. Let us define

M= {M, M5 Moy =W ew®, M,=w®ew?, (8.20)
M, = {K1, K>}, (8.21)
My = {W2, w1, (8.22)
Mg={Wy &K Wy, &Ky}. (8.23)

During cache placement, the transmitter encodes M, into X? using wiretap cod-

ing, while using Mc as the randomization message. Receiver j, j = 1,2, stores M, ;, M, ;,
in its cache memory. During delivery, the transmitter uses wiretap coding to encode My
into Xg, while using Md as the randomization message. Using its cache contents, along
with My and Md, receiver j correctly decodes de. By contrast, the adversary can only
retrieve either {Ky, Ky} or {W,, & K|, W,, ;& K}, but not both, using which it can
obtain no information about W; and W,. We show in Appendix O that (8.3) is satisfied.

o

The achievable strong secrecy rate is 1 — §
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The lack of knowledge about which phase is tapped is countered by encrypting
pieces of information, {Wd Lo Wiy, s}, with one-time pad keys K; and K, while ensuring
that the adversary only retrieves either the keys or the encrypted bits but not both; using
which it can gain no information about the messages W; and W;.

In the following subsection, we generalize this idea to tackle the case when the
adversary gets to tap into both phases, with no knowledge about the relative fractions
of tapped symbols in each, i.e., the model in Fig. 8.1. In particular, similar to [63],
in which the uncertainty about the wiretapper’s channel is treated by using a security
embedding code [70], here, in each phase, we construct an embedding code in which na
single-bit layers are embedded into one another. Doing so, we ensure that, no matter
what the values for a;; and a4 are, the adversary can retrieve no more than nay bits from
cache placement, and na, bits from delivery. By designing what the adversary retrieves
to be either a set of key bits and/or information bits encrypted with a distinct set of
key bits, we guarantee no information on the messages is asymptotically leaked to the
adversary. We thus prove that the lack of knowledge about relative fractions of tapped

symbols does not decrease the secrecy capacity.

8.4.3 Achievability for o € (0,1):

We are now ready to present the achievability for the general model considered
in this chapter. Consider first & € (0,1). For simplicity, assume that nS- = & and
n% = k2 are integers. A minor modification to the analysis can be adopted otherwise.

The transmitter divides W, [ = 1,2, into the independent messages Wl(l), WI(Q),

Wi s I/Vl(l), VVZ(Q) are uniform over [1 : 2"177&}, and W, ; is uniform over [1 : 2"%}. The
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transmitter generates the independent keys K, K,, uniform over [1 : 2”%] , and indepen-
dent from W, W,. For simplicity of exposition, we have ignored the small rate reduction
€,, at this stage, as we will introduce this later into the security analysis. The main ideas

of the achievability proof are:

1. The transmitter uses wiretap coding with a randomization message of size n(aq +
ay) = na bits in both the cache placement and delivery phases. As the adversary
does not tap into more than na bits in each phase, a secure transmission rate of
1 — « is achievable in each phase, as long as the randomization messages in the

w® w® wd @

two phases are independent. Using coded placement for W/, W™, Wy, W,y™,

a secure file rate of 1 — o can be achieved.

2. The randomization messages over the two phases can deliver additional secure
information, of rate § per file, via encryption. The overall achievable file rate is
thus R, = 1 — 5. In particular, we utilize the keys K;, K5, as the randomization
message for cache placement. Along with wiretap coding, we employ a security
embedding code [70], by using bits of K;, K5, in a manner that allows the adversary
to be able to retrieve only the last n% bits from each. In the delivery phase, we
encrypt additional pieces of information, Wy, s and Wy, ¢, with the keys K and K,
and utilize this encrypted information as the randomization message. We employ

again a security embedding code, in the reverse order, such that the adversary can

only retrieve the first n%? bits from each of Wy, s ® Ky and Wy, o @ K.

3. With the aforementioned construction, the adversary, for any values of a; and

ay it chooses, can only retrieve a set of key bits and/or a set of information bits
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encrypted with other key bits. In particular, due to the reversed embedding order,
the adversary does not obtain, in the delivery phase, any message bits encrypted
with key bits it has seen during cache placement. In addition, since {K;, Ky} is
independent from {Wd s DKL, Wy, o @ KQ}, and is an independent sequence, the
adversary can not use the revealed key bits in the cache placement to obtain any
information about the bits of Wy (& K; and Wy, ;& K, that need to be securely

transmitted in the delivery phase.

We now explain the achievability scheme in more detail. Let us define M, and

M, as in (8.20) and (8.21). In particular, let

M, ={M,,M,}; Moy =WHowlh  M,=w?ew?®, (8.24)

Me = { ~c,la MC,Q} ; Mc,l = Ky, MC,Q = K. (825)

M, in (8.24) represents the message to be securely transmitted during cache placement,
regardless of the adversary’s choice of «;. MC in (8.25) represents the randomization
message utilized for wiretap coding in the cache placement.

The transmitter further divides MCJ and MCQ into sequences of independent
binary bits, {Mc(,ll),Mc(i% e ,Mgrfg)} and {MC(}Z),MC%% e ,Mc(gg)}, and generates
X! as follows:

Cache Placement Codebook Generation: Let m., m,, = {fnéll), mﬁ?, e ,mgﬁi) },

and m, 5 = {m(” M, ... ,mﬁ’é”} be the realizations of M, Mc’l, and MCQ in (8.24)

c,2) " c,20

and (8.25). We construct the cache placement codebook C, ,,, from which X' is drawn,

as follows. We randomly and independently distribute all the possible 2" length-n binary
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sub-bin 1 ﬁli% =0 codewords 2
0 Ceetesetecediaene [RETRETRE Y
) mei =0 sub—?ub—bm 2 codewords
bin 1 ) =
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Fig. 8.3. Codebook construction for the cache placement phase, C,,,.
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—a12
sequences into 2"!~%) bins, indexed by m, € [1 : 2”17} . Each bin m, contains 2"¢

binary sequences (codewords). Further, we randomly and independently divide each bin

(1)

ol 2na—l

m, into two sub-bins, indexed by m and each contains codewords. The two

Cc

(1)

c,1

(1)

are further divided into smaller bins, indexed by m, 5, and each contains

2) .~ (2 _(n&-1 _(n&-1
£,1)7m((:,2)’ "'vm£12 ),m£722 )7

)

sub-bins m

2no¢—2

(n3)

m, 1’ , until the remaining two codewords, after each sequence of divisions, are indexed

codewords. The process continues, going over m

by mg’gf) The codebook C, ,, is described in Fig. 8.3.

Remark 28. An alternative representation of the binning procedure described above
—_a12
is that, each of the 2" binary codewords in the bin m,, where m, € [1 : 2"17} , 18

[e3

randomly assigned to an index {mff,mf%,mff,mfg, e ,mﬁ’”{”,mﬁ’é”} We chose
howewver to present the former description in order to provide a more detailed explanation

of the embedding structure; in particular, the order of embedding, which is a critical

component in the achievability scheme.

Cache Encoder: Given the messages wy, w,, i.e., {wgl), w§2)7 wlvs}, {wgl), w§2), w278},

the transmitter generates m,., 1, = {1, M.} as in (8.24), (8.25). Using the codebook

. noop - -

Cen, the transmitter sends x| which corresponds to m., m. 1, m, o, i.e.,
M 50 2 05) - (ng)

X, (mc, M1 Megy s Meq” Mo ).

For the delivery phase, as in (8.22) and (8.23), define

My = {W@) W“)}, (8.26)

g = {Md,la Md,Q} D Mgy =Wy @Ky, Mgy =Wy, 6K, (8.27)
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My in (8.26) represents the message to be securely transmitted during the delivery phase
no matter what the adversary’s choice of « is. Md in (8.27) represents the randomization
message utilized for the wiretap coding in the delivery phase.

Similar to cache placement, the transmitter further divides Md,la MdQ into se-
quences of independent binary bits, {M (ﬁ, co M (gnl%) }, {M (gg, o M (ST;%)}, and gen-
erates X7 as follows.

Delivery Codebook Generation: Let mg, mq; = {Thgy)l, e ,m((f%) }, My =
(i ,mgg%)} be the realizations of My, My, My, in (8.26), (8.27). We con-

struct the delivery codebook Cq,,, from which X} is drawn, in a similar fashion as the
codebook C,.,,, but with a reversed indexing of the sub-bins. In particular, we ran-
domly and independently divide all the 2" binary sequences into 2"(!~® bins, indexed

—al2
by mq € [1 : 2"17} , and each contains 2"“ codewords. We further randomly and in-

(n5)

dependently divide each bin mg into two sub-bins, indexed by mg4,*’, and each contains

(n3) - (n5-1)

1 . . . ~
27" codewords. The process continues, going in reverse order over mg .’ ", my 4 ,
b b

a1
m((i"; ), NI mfj’l, until the remaining two codewords, after each sequence of divisions,
are indexed by ’I’h((il)z. The codebook Cq ,, is described in Fig. 8.4.
Delivery Encoder: Given wy, ws, i.e., {w%l), w§2), st}, {wél),wém, wQ’s}, and

d = (dy,d,), the transmitter generates mq, Mmq = {Mq1,Maz2} as in (8.26), (8.27).

The transmitter sends xJ, from Cq,, which corresponds to mgq, mq1, and Mg, ie.,

n -(n3) - (n3) -1 (1)
Xd (md’md,l Mg Mg, Mg -
Decoding: Using X’Z, receiver j, j = 1,2, recovers M, ;, Mc,j7 and stores them in

its cache memory. For j = 1,2, the combined size of M, ; and MCJ does not exceed 3
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bits. Using X, both receivers recover My, My. Using My, My, M,

cj» M, ;, and for n

sufficiently large, receiver j correctly decodes de.
Security Analysis: Let us first slightly modify the construction above as follows.
Recall that {€,},>; is a sequence of positive real numbers such that ¢, — 0 as n — oo.

Define

a, = a+ 2, Q1= Q1 + €y, Qg = Qg+ €. (8.28)

That is, o . + g = a.. We increase the sizes of K; and K, into "3 bits, from n§,

and zero-pad the bit strings of W, , and Wy, ¢ accordingly. Additionally, we decrease

the sizes of VVl(l), VVl(Q), l=1,2, to nl_Qo‘f bits, instead of n% Once again, we assume

no . . . . .
that =5 and % are integers; as minor modifications can be adopted otherwise.

Let us fix the subsets S;,Sy C [1 : n]. For the corresponding (fixed) values of
a; and ag, the cache placement codebook C,., can be viewed as a wiretap code with

2"(1=21.¢) hing. Each bin is indexed by the message
X2 2 e
(1) ~ (1) ~(2) ~(2 ~\n—2m) ("2~
vom (monlalhaln ol FalF) e

Each bin w, contains 2"*"¢ binary codewords which are indexed by the random-

ization message

’ mc,2 » el » %2 ’ ’ mc,l ’ mc,Q

W, = (mgj?ﬂ) ;) m(n%”) m@%ﬁ) ) ~(n0;)>' (8.30)
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Similarly, the delivery codebook Cgq ,, can be seen as a wiretap code with grl—az.)

bins, each of which is indexed by the message

X2 2,€
_(n%) _(n%) . (nS%e-1) . (n%-1 n——+1 +1
Wq = (md’md,12 )’m<(1722 )vm<(1712 )’m<(i,22 )v ’mc(i,l ’ >,m(<172 ’ >>
(8.31)
Each bin wg contains 2"*?< codewords, indexed by the randomization message
noZe noZe nZe noZe
~ ~ ~ ~ ~ (1)~ (1
o = (m< ) 05 a0 L) gi,;) 3

Let {ch Cw,=1,2, - ,2"“*0176)} and {B,, : wq=1,2--,2"17%2} de-
note the partition, i.e., bins, of the codebooks C.,, and Cq,, which correspond to the
messages w, and wq in (8.29) and (8.31), respectively. Let x*" £ (x[',x) denote the con-
catenation of the two length-n binary codewords XZ, Xg. Define the Cartesian product

of the bins B,,  and B, , as

wq '’

By 2 {in — (X", x"): X" €B,,, X1 € de} . (8.33)

Since the partitioning of the codebooks C,,, and Cq,, is random, for every w, and wyq,

c,n

By, wy 18 a random codebook which results from the Cartesian product of the random

bins B, , B,,,. Recall that B,, contains 2" and B,,, contains 2"“2< length-n binary

wq

codewords. Thus, the product B, _,,, contains 2"

wg ¢ length-2n binary codewords.
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Let {Wi), WiZ,- ,Wd(l’ff)} and { KV, K2, ,Kl(”f)} denote the binary

80 7N dy,s?

bit strings of Wy, ; and K, [ = 1,2. In addition, for notational simplicity, define

@2 e

(33) (n25)
Wﬁl):{WﬁL»W(l) wy ) } (8.34)

d2757 1,S d27s

dl,S ? dQ,S ’ ’ dl,S ) dQ,S

W) ) ] (839

K = {KP,K;n, - ,Kf“),xﬁ”ai’s)} , (8.36)

n22e 1 n22e g n G &
K@ _ Kl( 2 )7K2( 2 )Kl( #) gl 2)}, (8.37)
1 _ i i i (@ . . Q2
Wéﬂ%_ Wd(),s@Ki)’chzis@KQ . 2—1,2,"‘,71 9 }7 (838)
@ _ [ @) () @ . . _ Qge a,
W ={w ok WP e K i=n2t 41 0= +2,---,n§}. (8.39)

Let W,, W., Wy, and Wy denote the random variables that correspond to the re-
alizations defined in (8.29)—(8.32). Using (8.24)—(8.27), (8.29)—(8.32), and (8.36)—(8.39),

we have

W, = {MC,K(”} - {Wl(l) ew® w® g W(2>,K(1)}, W, =K?  (8.40)

_ O\ _ (@ ) w v W
Wa = {Ma, W = {W2 WD WL, g =Wl (8.41)

Notice that W, and Wy are independent, and each is uniformly distributed. {W,, Wy}
is thus jointly uniform. In addition, {W,, Wy} is independent from {W,, Wy}. Thus, we

can apply the analysis in [33, (94)-(103)] to show that, for every S}, Sy, w,, and wq, and
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every € > 0, there exists y(€) > 0 such that

_ (e
IP)B“’c’wd <]D> <Pzglzg |Wc=wc,Wd=wd”PZglzg'2> > 6) S eXP( € ) : (842)

P is the in istribution h rsary when x” U.) an
Z’SLIZEQ‘Wc:wc,Wd:wd s the induced distribution at the adversary when x! (w,,0.) and

x(wq,Wq) are the transmitted codewords over cache placement and delivery phases.
Pzgl zr, is the output distribution at the adversary.

The number of the messages {w,,wq} is gU2=ac) Additionally, the number of
possible choices for the subsets S; and Sy is (iﬁ) < 2% Thus, the combined number of
the messages and the subsets is at most exponential in n. Using (8.42) and the union
bound, we have

lim max I (Wc, Was 25 ng) —0. (8.43)

n—00 51,55

For the sake of completeness, we provide the full proofs for (8.42) and (8.43) in Appendix
P.
We also have, for any d = (dy,d,), dy,dy € {1,2},
1w, Wy Zy 27
1 2 1
:I(Wl(),Wl(),WQ(),W() Wy Wo g 2 2 ) (8.44)

1

WO w® ), e )vWS)’Wf)sngZgz) (8.45)

I

D o w® W@ e w® wd wh wb we.ze zn
1(w ewV . w ew w2 wi) wih wzy 7t ) (8.46)

(1) (2).n  n
M,, Mg, W W27 78 ) (8.47)
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1) w®@ .gn on
<7 (MC,Md, W, ,W@K,Zsl,ZSQ) (8.48)
=17 (M wW Wy zn | zn ) (8.49)
[e3) s » &S F S, .

n n n n
—H (zsl,z&) iy (zsl,zsg

M, W, Wd) . (8.50)

Equation (8.45) follows since, for d = (d;,dy), Zgl and ZZQ depend only on Wl(l), 1(2),
W2(1), 2(2), Wy, s, and Wy, , and by using (8.34) and (8.35). Equation (8.46) follows be-
cause there exists a bijection between {Wl(l), 1(2), Wg(l), W2(2)} and {Wl(l) @Wg(l), WI(Q) ®
W2(2),W6512),W(§21)}. Equation (8.47) follows from (8.24) and (8.26). The inequality in
(8.48) follows due to the Markov chain Wf) - {MC,Md,WS),WgI){} - {Zgl, ZEQ},
and the data processing inequality. This Markov chain holds because {MC, My, ng)}
are independent from {Wg), K(2)}, and only the encrypted information ng)( is trans-

mitted. Equation (8.49) follows from (8.41).

The second term on the right hand side of (8.50) can be lower bounded as

n n
H(zsl,zs2

M, WO, Wd> —H (zgl, zy W )MC, Wd) —H (ng) M, Wd)

(8.51)

= H (2,25, WO WM, W)
— i (WO wa W zZg 2z ) -1 (W) (852)

= (2, 25, KO, W) v, w)
- (K| wa Wi zg z ) —H (W) (859)

> H (73, 25 KO, WM, wa) — 1 (W) =, (8.54)
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> H (K(l)’MC, Wd) v H (zgl, z |2, KO, Wd) _H (Wil)) —e (8.55)
.y (zgl, z: |w., Wd) v H (K“)) _H (WS)) — (8.56)
—H (zgl, z; |W.. Wd) —¢ (8.57)

where 6; — 0 as n — oo. Equation (8.52) follows since ng) is independent from
{M_.,Wq}. Equation (8.53) follows because there exists a bijection between {ng), Wg}(}
and {K(l),Wé;;{}. Equation (8.56) follows from (8.40), and since KV is independent
from {M,, Wg4}. Equation (8.57) follows since K" and ng) are independent and iden-
tically distributed.

The inequality in (8.54) follows because, given {Mc, ng), Wd}, and for n suffi-
ciently large, the adversary can decode KW using its observations Zg1 and Zg2. In par-
ticular, {Mc, ng), Wd} determine a partition of the codebook into bins, each of which
contains 2"% binary codewords. For n sufficiently large, and given the values of M.,
ng), Wy, i.e., the bin index, the adversary can determine the codeword index inside the
bin, and hence decode K. We conclude that, H (K(l)’MC, Wd,ng), Zgl, Z7§2> < e;,
where e'n — 0 as n — oo.

Substituting (8.57) in (8.50) gives

I (WI, W zgl,zgg) <71 (Wc, Wy zgl,zgg) +e. (8.58)
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Using (8.43) and (8.58), the secrecy constraint in (8.3) is satisfied. Since ¢, — 0 as

n — 0o, we conclude that, the achievable strong secrecy file rate is

1—a+g_17g
2 2 2’

R,(a) =2 x (8.59)

Remark 29. Although the cache placement and delivery codebooks, C., and Cq,, are
designed and generated disjointly, in the security analysis, we have considered the Carte-
sian products of the individual bins of the two codebooks. We were able to do so since the

put distributions for generating the two codebooks are identical, i.e., uniform binary.

8.4.4 Achievability for « € [1,2]:

For a € [1,2], we adapt the achievability scheme described in Section 8.4.3 as
follows. The messages W, and W, are uniform over [1 : 2"27%}; . is defined in (8.28).
The transmitter generates the independent keys K, Ky, uniform over [1 : 2"27%}, and
independent from W;, W5. In addition, the transmitter, independently from W, Wy,
K, Ko, generates the independent randomization messages W and WK, uniformly over
[1 : 2”(“6—1)]

The messages for cache placement at receivers 1 and 2 are

Mc,l = Ky, Mc,2 = K. (860)
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That is, receiver j, j = 1,2, stores the key K in its cache memory. The message to be

securely transmitted during delivery is

Mg = {Mqy,Mgy}; Mgy =Wy @Ky, Mgy=W,, &K, (8.61)

Let {Wy',- - ,W(g"%%@, (K- ,Kf"%?%)}, and { M}, ,M((fl%%)} denote
the bit strings of Wy, K;, and My, [ = 1,2.

Notice that, for « € [1,2], the adversary can see all symbols in at least one of the
phases. Hence, unlike Section 8.4.3, we cannot utilize randomization messages, W and
WK, to carry any information; only keys are stored in the cache memories of the receivers.
Additionally, the cache placement and delivery codebooks for this case have a different
embedding structure than for o € (0,1) in Section 8.4.3. In particular, the embedding
here is performed on the bits of the messages M, and My, while the embedding in Section
8.4.3 is performed on the bits of the randomization messages M, and My.

Cache Placement Codebook Generation: During cache placement, the transmitter

generates C,.,, as follows. The transmitter randomly and independently divides all the

c,n

2" length-n binary sequences into 2 bins, indexed by K{l), and each contains 2"}

codewords. These two bins are further randomly and independently divided into two

sub-bins, indexed by Kél), and each contains 2”2 codewords. The process continues,
2—ae 2-ae
going over K§2), K§2), e Kl(n 2 ), K2(n 2 ), until the remaining 2™~ codewords,

after each sequence of divisions, are indexed by W.

Cache Encoder: The transmitter sends X' which corresponds to the keys Ky, Ky,

2—o,

~ 2—ae 2-ae)
and the randomization message W, i.e., X! <K£1), Kél), o ,Kl(n 2 ), Kz(n 2 ),WK>.
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Delivery Codebook Generation: In the delivery phase, the transmitter generates

Ca,p as follows. The transmitter randomly and independently divides all the 2" length-n

2—a¢ )
2

binary sequences into two bins, indexed by M, (gnl , and each contains 2"~ codewords.

These two bins are further randomly and independently divided into two sub-bins, in-

2—a )

dexed by M (§n2 2/ and each contains 2”2 codewords. The process continues, going

( 2—a,

n n2=Ce 71)
in reverse order over M d1
b

2

2 71), M(;2 , e, Mcﬂ, M((ig, until the remaining
grae—1) codewords, after each sequence of divisions, are indexed by the randomization
message W.

Delivery Encoder: Given Wy, W, K, Ko, W, and d = (dq,dy), the transmitter
forms Mg, and Mg, as in (8.61) and sends X7} which corresponds to Mg 1, Mg o, and

W, i.e.,
g (aag gy T ).

Decoding: Using X', receiver j, j = 1,2, recovers M, ; = K; and stores it in its
cache memory. Using X}, both receivers recover My = {Mgq 1, Mg }. Using My ;, Kj,
and for n sufficiently large, receiver j correctly decodes de.

Security Analysis: Fix the subsets S, S5. Recall that oy, as < 1. Since o > 1,
ap, a9 > a—1. If @ =1, then oy = o — 1, and vice versa. In addition, notice that
l-—0ay,1 -0y <2 -0

As in Section 8.4.3, for a fixed value of a;, the codebook C,,, is a wiretap code

with 21719 hing, indexed by

1— 1—
W, = (K}”,K(”, e ,Kl(nz),fg(”z)) . (8.62)
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Each bin W, contains 2" binary codewords, indexed by

Cc

1—aq 1—aq
~ ——+1 ——+1 2= 2-ae)
W = (K1<” g >,K2(n : )Kl(" =) g ),WK>. (3.63)

Similarly, for a fixed value of g, the codebook Cq4, is a wiretap code with

gn(l—azc) bins, each is indexed by

~ 2—ce - 2—oe ~ 1-ag ¢ +1 B l—oag ¢ 11
Wd:<M§71 2 )7M§T‘2 2 )’7M(§Z 2 >’Mc§,2 2 ) ' (8.64)

Each bin Wy contains 2"%%< codewords, indexed by

(n52) () M)
Wy = (M(M My, Joee s MY, dz,W) . (8.65)
Let us re-define
. . 1—
KW = {Kf),xgﬂ D=1, ,n;‘l’e} : (8.66)
» , 1-«a 2—-«a
2) () () . 1l,e €
K {K1 e } (8.67)
. . . . 1 — o .
wi = {Wé?@KP,Wg)@K;“: i=1 } (8.68)
, , : , 1—ay, 9 _
wo = {Wé? oKD WP ek i=n 20‘1’ 1, n20‘} . (8.69)
and define
4 4 l-«
O _ @ o, Le
A\%Y% = {Wdl ’de Ll = 1, ,nz}, (870)

4 4 1— _
w = {W“) W = 2he g ”M} (8.71)
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From (8.62)-(8.69), we have

w,=K®Y, W, = {K@), WK} . Wa=WE, TWy= {W&){ W} . (872)

Similar to Section 8.4.3, WC, Wd, are independent and uniformly distributed, and hence
{W.,Wy4} is jointly uniform. Additionally, {W,, W4} is independent from {W., Wy4}.
Thus, (8.43) is satisfied.

We also have, for any d = (dy, d,),

I (Wl, W,y zgl,zgg) —1 (W(1>,W(2>; zgl,zgg) (8.73)
<1(wW Wiz, 7)) (8.74)
— 1 (W, Wy 2, 7)) (8.75)
=1 (25,23, - H (24, 25 W, w,) (8.76)
< H(zy,2%) - H (22, 2o |[KD, wa) + ¢, (8.77)
= I(W,,Wa; 25, Z¢ ) + €, (8.78)

The inequality in (8.74) follows due to the Markov chain w® _ {W(l),WSI)(} -
{Zgl,ZQZ}. Equations (8.75) and (8.78) follow from (8.72). The inequality in (8.77)
follows by using similar steps as in (8.51)-(8.57). Using (8.43) and (8.78), the secrecy
constraint in (8.3) is satisfied. Since ¢,, — 0 as n — oo, the achievable strong secrecy file

rate is

R.(a) = —1- % (8.79)
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This completes the proof for Theorem 14.

8.5 Proof of Theorem 15

In this section, we extend the achievability scheme presented in Section 8.4 and
provide a lower bound on the achievable strong secrecy file rate when D > 2. The
demand vector is again denoted by d = (d,dy), where d;,dy € [1 : D]. As in Section

8.4, we divide the proof into two cases for the ranges a € (0,1) and « € [1,2].

85.1 acll,?2

For a € [1,2], we utilize the same achievability scheme in Section 8.4.4. The
reason behind this is, for this range of «, only the keys K, Ky, are transmitted in the
cache placement, and stored in receivers 1 and 2 cache memories, respectively. That
is, no information messages are stored in the caches, and the user demands are known

1

during the delivery phase. The achievable strong secrecy file rate is 1 — 9

8.5.2 aec(0,1)

The achievability scheme for this case has the same channel coding structure as
in the scheme described in Section 8.4.3. The difference however lies in generating the
messages to be securely communicated over cache placement and delivery phases, i.e.,
M, and My. In particular, we utilize here uncoded placement for designing the cache
contents, and a partially coded delivery transmission that is simultaneously useful for

both receivers.
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The transmitter divides W;, I € [1 : D], into the independent messages {VVl(l), I/VZ(Q), Wi Wit

Wl(l), I/VZ(Q)7 are uniform over [1 : 2"%}; a, is defined in (8.28). W, is uniform

(2D—-1)(1—a¢) Qe
over [1 ;2" 4D ], and W, ; is uniform over {1 : 2"7}. The transmitter, inde-
pendently from Wi;.p), generates the independent keys K, Ky, uniformly distributed
over [1 : 2"%}.

Let M, = {M_.;,M_.5}. Unlike (8.24), we utilize here uncoded placement for

designing M, ; and M,,. We have,

Mc,l = {W1(1)7W2(1)7 JW[()I)} ) (880)
Mc,2 = {Wl(Q)a W2(2)7 ) WéZ)} . (881)
The randomization message for cache placement, M, = {MCJ,MC,Z}, is identical to

(8.25). That is, ]\ch,l = K, and MQQ = K. Receiver j stores M, ; and MCJ in its cache
memory.
Unlike (8.26), we utilize here partially coded delivery. The message to be securely

transmitted during the delivery phase is
My = {Wg) ® W, Wy, WdQ,t} . (8.82)

The randomization message for delivery, Md, is identical to (8.27).

Remark 30. Notice that the sizes of M., My, Mc, and Md, are the same as in Section

8.4.3. In particular, the sizes of Mc and Md are both na, bits. The size of M, is given
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1 .
2xDxn 5D C=n(l—-a.) bits, (8.83)

and the size of My is given by

1 2D — 1)(1 —
% |yl WA=0d _ 0y pits, (8.84)

"T9D AD

Codebooks Generation and Encoders: For the messages M,, My, M., and My
defined above, the cache placement and delivery codebooks, C.,, and Cq 5, and the cache
and delivery encoders, are designed in the same exact manner as in Section 8.4.3, see

Figures 8.3 and 8.4.

M

Decoding: As in Section 8.4.3, using My, My, M., c,j» and for n sufficiently

v
large, receiver j correctly decodes Wd],, j=12.

Security analysis: Let W, W, W4, and Wy, be defined as in (8.29)-(8.32), (8.40),
and (8.41). Once again, W, and Wy are independent and uniform, and hence {W,., W4}
is jointly uniform. In addition, {W,, W4} are independent from {W,, Wy}. Thus, (8.43)
holds for this case.

For any d = (d;, dy), we have

I <W[1:D]; z: z’;2> —1 ({Wl(”, W W, Wz,s}D

Uz, zg2> (8.85)

D
<I <MC7 {Wlu)’ w® w,,, Wl,s}z:l 2l zg2> (8.86)

- i
< I(MC,Wd2 ® W ,Wdht,Wd%t,Wdhs,WdQ,s,zsl,z&) (8.87)
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=1 (Mca Mda Wdl,sa Wdz,s; Zglv Zg'2) (888)
<1 (WC, Wi Z5 | ZZQ) +e (8.89)
where (8.87) follows form the Markov chain Wy, p)— {MC, Wé;) @ W(f), Wa, 6> Wa, 1 Wa, s de,s}_
{Zgl, Z, }; (8.88) follows from (8.82), and (8.89) follows using similar steps as in (8.46)-

(8.57). Using (8.43) and (8.89), the secrecy constraint in (8.3) is satisfied.

With ¢, — 0 as n — oo, the achievable strong secrecy file rate is

l-a @2D-1)(1-a) «

Ry(a) =2 x =+ D +5 (8.90)
1 3(1-a)

SRS 91

2+ 1D (8.91)

This completes the proof for Theorem 15.

Remark 31. For D = 2, the achievable secrecy rate in (8.91) is strictly smaller than
the secrecy rate obtained by coded placement and uncoded delivery in Section 8.4.3, i.e.,

1-9.

Remark 32. An achievability scheme which utilizes coded placement and uncoded deliv-

ery, as in Section 8.4.3, achieves the same secure file rate as (8.91) for D = 3. However,
1)

this scheme achieves a strictly smaller secure file rate for D > 4. In this scheme, W,

l1—a, (D—2)(1—ay)
2 . e . . D=2)1—ac)
and I/Vl( ) are uniform over [1 : 2"2(D1>} - Wiy is uniform over [1 22D } - Wies

K, and K,, are uniform over {1 : 2"%} M, ={M_.1,M_.5} and My are given by

Moy = {WPow® wPew®, .. . w owl, (8.92)
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M= (WP WP WP oW W W) o)
My = { W) WD W W} (3.94)

Without loss of generality, let dy < dy. For any d = (dy,dy), using M, ; in (8.92)
and (8.93), receiver j, can restore chf) S) ch) by xor-ing {chf) S3) Wéfll}, {Wéjll &)

1

ngz R {ch)_l @ ng)}. The achievable strong secrecy file rate using this scheme

is Ry(a) = 1 + %

8.6 Proof of Theorem 16

When « € [1, 2], the upper bound on R, stated in Theorem 16 for D > 2, follows
as in Section 8.4.1. Thus, it remains to prove the upper bound for o € (0,1). The proof
is divided into the three following steps.

Step 1: We first upper bound R, by the secrecy capacity when the adversary is
restricted to tap into the delivery transmission only, denoted as C’fes. That is, C?es is
the maximum achievable file rate when «; = 0 and a5 = «. Restricting the adversary
to only tap into the delivery phase cannot decrease the secrecy capacity, i.e., Ry < C’SRES7
since this setting is included in the feasible strategy space for the adversary. The cache
placement transmission is secure, and each receiver has a secure cache memory of size

bits.
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Step 2: We upper bound C?es by the secrecy capacity, i.e., the maximum achiev-
able file rate, when the delivery channel to the adversary is replaced by a discrete mem-
oryless binary erasure channel, with erasure probability 1 — «, denoted as C’EM. The
proof for this step follows the same lines as in Section 5.5 in Chapter 5.

Step 3: From Step 1, each receiver has a secure cache of size § bits. Since
increasing the cache sizes cannot decrease the achievable file rate, we further upper bound
C’? M Wwith the maximum achievable file rate when each receiver has a cache memory of
size n bits, in which it stores X”'. Receiver j, j = 1,2, utilizes both X" and X} in order
to decode its desired message Wy, i.e., de = 94, (XZ’7 Xg), d = (dy,d,). This setup
is thus equivalent to a single receiver, with a cache of size n bits, which demands two
files Wy, , Wg,, and utilizes the decoder gq = {941,942} Let us denote the maximum
achievable file rate for this single receiver model as C’SSR. We have C’?M < C’SR. In the
following, we upper bound CSSR.

Let Mp denote the fraction of the size-n bits cache memory dedicated to store
(coded or uncoded) information bits, and let My denote the fraction dedicated to store
key bits. That is, Mp + Mg = 1. Let Sp denote the information bits stored in this
memory, i.e., Sp = fp(W.p)) and H(Sp) = nMp. We utilize the following lemma in

order to upper bound C’SSR.

Lemma 13. [132, Lemma 1] For a fized allocation of My and My, and a receiver which
demands the files Wq, and W, , the secrecy rate for the single receiver model is upper

bounded as

1
2R§R < min{l, 1—a+ MK} + EI (Wd17 Wd2; SD) . (895)
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Notice that (8.95) holds for any demand pair d = (dy,d,) such that d; # dy, i.e.,

the worst-case demands. Summing over all such demands, we have

1
QRER Smin{l,l—aJrMK}er g I(WdlaWdQ;SD)- (8.96)
dy,d2€[1:D], dy#dy

The second term on the right hand side of (8.96) can be written as

1
wD(D—1) > I (Wy,, Wa,; Sp)
dy,do€[1:D), dy #ds
1 1
dy€[1:D] dy,dy€[1:D], dy £dy
1
< ") Z I (Wy,;8p) + D( I (Wg,; SplWy,)
dle[llD] dle[lD dgG lD
(8.98)
For any d; € [1 : D], we have
D
> T(WaiSpWa) = > [H (Wa,[Wa,) = H (We, Wy, Sp)] (8.99)
dy€[1:D)] dy=1
D
<D [H(Wa | Wy, Wy, Wy, g, W) = H (W, [Wh, Wa, - W, 1, W, Sp)]
dy=1
(8.100)
= I (W, Wy, -+, Wp; Sp|Wy,) (8.101)

H(Sp) = nMp, (8.102)
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where (8.100) follows because when dy = dy, H (W, |Wy ) = H (Wy, Wy, Wy, -+ Wy, 1, Wy,) =
07 a‘nd When d2 ;é d17 H (de‘Wdl) = H (de‘W17W27 o 7Wd2—1? Wdl) = H(de)

Similarly, we have

> I (Wy;Sp) < H(Sp) = nMp,. (8.103)
dle[liD]

Substituting (8.102) and (8.103) in (8.98) gives

1 2D — 1

- > I(Wy ,Wy;Sp) < ———Mp. 104
nD(D — 1) Wa,» d2’SD)_D(D—1) b (8.104)
dl,dge[liD], dl#dg

Thus, using (8.96) and (8.104), RER is further upper bounded as

2D —1

SR
< R
R = D(D —1)

min{1,1 — o+ Mg} + Mp]| . (8.105)

| =

Finally, by maximizing over all possible allocations for Mp and Mk such that

Mp + My = 1, we obtain

sr _ 1 : 2D —1

<z — — .

c)m < 5 pmax min{1,1 —a+ Mg} + DD = 1)MD} (8.106)
Mp+Myg =1
1 2D -1

=—|1 1 1
2[ D(Dfl)( oz)] (8.107)
Equation (8.107) follows because, for D > 3, the maximum occurs at Mx = « and

Mp =1 — «. This completes the proof for Theorem 16.

Remark 33. An upper bound considering uncoded placement only can be derived as

follows. The same analysis as in (8.95)-(8.107) carries through with I(Wy,; Sp|Wy,) in
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(8.97) is equal to I(W,,;Sp). Hence the right hand side of (8.104) is replaced by %.

The resulting bound R, < % + (lz)a) is tighter than (8.107).

8.7 Discussion

While the fixed-size cache memory setup considered in this chapter can be seen as
a clean basic model for the intricate problem in consideration, it also allows us to obtain
results and insights that are generalizable to more involved cache memory models. In
particular, the extension to variable memory sizes can be done by considering multiple
communication blocks for cache placement. Our results and coding scheme readily apply
to an adversary model whose tapping capability during the delivery is normalized with
respect to tapping during cache placement, i.e., u; + Buy < p; B is the number of
communication blocks for cache placement. This is a reasonable assumption given that
cache placement generally takes place in a longer period than delivery. The problem
turns to be more challenging when the adversary optimizes its tapping uniformly over
the multiple blocks for cache placement as well as the delivery phase. This is left for
future investigation.

It is typical to model the cache placement as a noiseless channel since placement
is assumed to occur when networks are not congested and their rates are assumed to
be large enough. Here however we model the cache placement as a broadcast channel
communication. The broadcast model avails a clean and tractable solution without com-
promising its generalizability. A time division multiple access (TDMA) model for cache

placement is a special case by imposing an additional constraint in which each receiver
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has to decode its desired file using only one half of the transmitted codeword. Addition-
ally, the broadcast model is in line with the network information theory literature and it
does not limit the cache placement to occur over low rate traffic. With the ever-growing
user demands, placement and delivery occurring in less asymmetric network loads is
likely to be expected in the near future.

Corollary 7 demonstrates that, for the model considered in this chapter, when
a € [1,2], the strong secrecy capacity is equal to 1 — § for any library size. For a € [1, 2],
{S1=[1:n],5 C[1:n]} and {S; C [1:n]|,Sy =[1:n]} are two possible strategies for
the adversary. In other words, the adversary can tap into either all transmitted symbols
in cache placement and a subset of symbols in the delivery, or all transmitted symbols
in the delivery and a subset of symbols in cache placement. Such an adversary limits
the communication for cache placement, i.e., the use of cache memories, to exchanging
additional randomness (key bits) that allows for communicating a positive secure rate
over the two phases. In other words, the cache memories are not utilized to store any
data bits, and hence the lack of knowledge of user demands during cache placement is
immaterial.

For a library with two files, if the receivers were to have cache memories of size
n bits in which they store the transmitted signal during cache placement, the strong
secrecy file rate in Theorem 14 is achievable using a simple wiretap code. In particular,
the transmitter encodes W = (Wy, Wy) € [1 : 2"*f] into a length-2n binary codeword
using a wiretap code, and sends the first n bits of this codeword during cache placement
and the last n bits during delivery. Each receiver can thus decode both files, and the

secrecy of W, and W, against the adversary follows by the results in [33,91]. In caching
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problems, the relevant setup however is when the receivers have cache memories of limited
size with respect to the overall transmission during cache placement. This calls for the
limited size cache memory model considered in this chapter, which in turn necessitates

the use of the more elaborate coding scheme in Section 8.4.

8.8 Conclusion

We have introduced the caching broadcast channel with a a wire and cache tap-
ping adversary of type II. In this broadcast model, each receiver is equipped with a
fixed-size cache memory, and the adversary is able to tap into a subset of its choosing
of the transmitted symbols during cache placement, or delivery, or both. The legitimate
terminals have no knowledge about the fractions of the tapped symbols in each phase,
or their positions. Only the size of the overall tapped set is known. We have identified
the strong secrecy capacity of this model, i.e., the maximum achievable file rate while
keeping the overall library secure, when the transmitter’s library has two files. We have
derived lower and upper bounds for the strong secrecy file rate when the transmitter has
more than two files in its library. We have devised an achievability scheme which com-
bines wiretap coding, security embedding codes, one-time pad keys, and coded caching
techniques. The results presented in this chapter highlight the robustness of (stochas-
tic) coding against a smart adversary which performs a chosen attack, jointly optimized
over both cache placement and delivery phases. Future directions include investigating a
tighter upper bound for a library with more than two files, and exploring the extensions
of this work to variable cache memory sizes, more than two users, and a noisy legitimate

channel.
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Chapter 9

Conclusion

9.1 Thesis Summary

In this thesis, we have investigated more capable models for the adversary against
which we showed that information theoretic security guarantees are possible. The thesis
is divided into three major themes. In the first theme, we have considered an adversary
with potentially more resources than the legitimate terminals, in terms of the number
of its antennas. We have shown that a positive secure degrees of freedom, i.e., a secrecy
capacity that scales with the transmit power, is attainable against such an adversary by
employing a helper terminal in the network such that the combined number of trans-
mit antennas exceeds the number of adversary’s antennas. To do so, we have utilized
a variety of beamforming, alignment, and signaling schemes for the different antenna
configurations of the model. Among these schemes, we have devised a projection and
cancellation decoding scheme for structured transmitted signals, which is optimal for
certain antenna configurations.

In the second theme of the thesis, we have addressed adversarial models in which
the adversary performs a chosen codeword (cipher-text) attack. In particular, we have
considered the wiretap II channel model, introduced three decades ago, and generalized
the model outside its original special communication setting. We have introduced a

noisy legitimate channel to the model, and derived inner and outer bounds on its secrecy
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capacity, which match for certain instances. Further, we have introduced a generalized
wiretap channel which subsumes both the classical wiretap and the wiretap II models as
its special cases. The adversary chooses a subset of the transmitted symbols to noise-
lessly observe, while observing the remainder through a noisy channel. We have derived
the strong secrecy capacity of the model. Achievability is established by utilizing con-
centration of measures to prove a super-exponential convergence rate for the security
measure, which dominates the exponentially many possible strategies for the adversary.
We have explored several multi-terminal extensions of our generalized wiretap model,
including the multiple access wiretap channel, the broadcast wiretap channel with com-
mon and private messages, and the interference and broadcast channels with confidential
messages, and highlighted some insightful remarks.

In the third theme, we have studied the impact of an adversary that designs
an attack in a multi-phase communication system. In particular, we have studied the
problem of coded caching in the presence of an adversary which taps into a subset of
symbols of its choice either from cache placement, delivery, or both transmissions. The
legitimate terminals know neither the fractions of tapped symbols in each phase, nor
their positions. Introducing an adversary which taps into cache placement is original
and requires challenging standard assumptions in caching literature. We have derived
the strong secrecy capacity for the instance of two receivers and two library files, and
inner and outer bounds for the case of library size of three or larger. We have shown that
information theoretic security is possible against a powerful adversary which optimizes

its chosen attack over both phases of a cache-aided communication system.
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9.2 Future Directions

The models we have introduced and studied in this thesis can be viewed as ex-
amples of adversaries that are stronger than those encountered previously in the in-
formation theoretic security literature, and against which strong information theoretic
security guarantees are still possible. Adopting a similar line of thought to what we have
presented is important for information theoretic security to move forward and its vision
to get closer to be implemented in real and practical systems.

Several generalizations and practical concerns about the models we investigated
are of interest for future research. Among those, the extension of the generalized wiretap
model to Gaussian legitimate and wiretapper channels seems tractable. Additionally,
generalizing the caching broadcast channel with a type II adversary to the cases of
multiple cache placement blocks, more than two users, and noisy communication channels
are open interesting directions.

We note that the type IT adversary we have extensively studied in this thesis gives
rise to an interesting modeling direction, in which the transmitter learns the existence
of an adversary through feedback signals, caused by the changes in the surrounding
environment, and aborts the communication protocol whenever positive. In this model,
the threshold of the learning process corresponds to the threshold on the time during
which the adversary can co-exist in the communication medium without being detected,

and hence tap into the communication.
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Appendix A

Proof of Lemma 4

Let Uy, U,,--- ,U, be a sequence of non-negative independent random variables,

which satisfy the conditions of the Lemma. For any 6 > 0, we have

P(Z U, > (1+ e)m> —P (692?:1 Ui > 69(1“”’”) (A1)
i=1
E (ee s Ui)
i=1 E (e ) A
= — o (A.3)
0b
" (1 + el }E(Ui))
- 69(1+£)7ﬂ (A4)
KR
i€ v
- ef(l+e)m (A5)
Ebelm
b
oo (A.6)

where (A.2) follows from Markov’s inequality. (A.4) follows because e’ < 1+ e%T_I:L‘ for
x € ]0,b], as €” is a convex function in z, (A.5) follows because 1+ z < e” for all > 0,

and (A.6) follows because » " | m; < m.
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The value of § which maximizes the right hand side of (A.7) is 0* = $ In(1+€) > 0,

for which we have

|3

(146 (In(1+¢) — 1) + 1]) . (A8

P (Zn: U;> (1+ e)m> < exp (f
=1

By considering Taylor’s expansion of z[ln(x) — 1] around = = 1, we have, for all z > 1,

that

1
oln(z) = 1] +1> S(z - 1% — —(z—1)" (A.9)
We also have, for x € [1,2], that
1 2 1 3 1 2
-1 = (-1 > Z(z-1)% :
2(3: 1) 6(3: 1) > 3(:c 1) (A.10)
Thus, for all = € [1,2], we have
1 2
z[ln(z) —1]+1 > g(m - 1)~ (A.11)

By applying (A.11), with z = (1 + €), to the right hand side of (A.8), we have, for

€ € [0,1], that

P (f: U, > 1+ E)T_rL) < exp (—%62) . (A.12)
i=1
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Appendix B

Choice of K, and K,

The covariance matrices K; and K, are chosen so that they are positive definite,
i.e., K;, K. > z, and hence non-singular, in order to guarantee the finiteness of h(zt)
and h(Z,) in (3.26). In addition, positive definite K, and K, result in positive definite
35, and 3z , and hence, h(Zy) and h(Z,) in (3.28) are also finite.

For Iy — GthGfI to be a valid covariance matrix for Z, in (3.30), K, has to

satisfy GthGf = I, which is equivalent to
S ~H
K G < 1. (B.1)

1 1
Recall that ||K/ Gf || is the induced norm for the matrix K7 Gfl .
Similarly, for Iy — H.K HY, Iy - G,K,G/" - GK. G/, and Iy — H, K/H
to be valid covariance matrices for Z,., Z;, and Z;, in (3.40), (3.53), (3.62), K;, K., K|

have to satisfy

1 _H 1 H\2 1 "2
IKZH|[ <1, [[KiG,|"+|[K2G||" <1,

and [[K2HH|| < 1. B.2
C C:
2
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In order to satisfy the conditions (B.1) and (B.2), we choose K, = p’Iy, K, = p*I,

where

1
0<p< (B.3)

max { |G| IIEL |, [ ||\ I GE 12 + |G 2

— ! (B.4)

max { [ /G2 + |GH |12 |
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Appendix C

Derivation of (3.48), (3.49), and (3.66)

In order to upper bound h(Y, ;(i)), for all i = 1,2,--- ,n and k = 1,2,--- | N,
we first upper bound the variance of Y, ; (i), denoted by Var (Y, ;(i)). Let h}, and h
denote the transpose of the kth row vectors of H, and H,, respectively. Let Z,(i) =

[Z, (i) - ZnN(z')]T. Using (3.1), Y, x (i) is expressed as
. 7"T . 7’T . .
Y, () = B X, (1) + B X, (3) + Z, ). (1)

Thus, Var (Y, 4(7)) can be bounded as

Var (Y1) < E (Yx(0)Y;,()) (C2)
= E (b, X,()") + E (], X)) + E (1Z,4(0)") (€3)
< by I1° E (I ) + I P B (11X 6)1F) +1 (C.4)
< 1+ (I, + I 7) P, (C:5)

where (C.4) follows from Cauchy-Schwarz inequality and monotonicity of expectation,
and (C.5) follows from the power constraints at the transmitter and cooperative jammer.
Define h? = max (thkHQ + thkHQ) Since h(Y, x(7)) is upper bounded by the

entropy of a complex Gaussian random variable with the same variance, we have, for all
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i=1,2,--- ,nand k=1,2,--- , N,
A(Y, () < log2me (14 (11hy /> + I ]*) P) (C.6)
< log 2me + log(1 + h*P). (C.7)

Similarly, we have

Ty

_ T T

Yo(i) = by Xy (i) + b, X0 (i) + Z,4(3), (C.8)
where th is the transpose of the k-th row vector of H’CQ. Thus, we have,

h(Y,4(1)) < log2me + log(1 + h*P), (C.9)

where h? = max (||h;k\|2 + |yhgky|2).

Next, we upper bound h(f(tk(z)) The power constraint at the transmitter, for
i=1,2,-.nisE (Xf](z’) Xt(z')> = >N E(|X,()?) < P. Thus, E (| X,4(i)|%) < P
foralli=1,2,--- ,n,and k =1,2,--- | N . Recall that th(z) = X, () +Zt,k(i), where

X, (i) and Zt,k (1) are independent, and the covariance matrix of Z, is K, = p*Iy, where

0 < p < min { 1 } Thus, Var (f(tk(z)> is upper bounded as

1
H
EE G IPHIGE?

Var (Xt,k(i)) = Var (X, ,(i)) + Var <Zt7k(z’)> (C.10)

<E(1X:6)f) + 0" <P+ (C.11)
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Thus, for i =1,2,--- ;,nand k=1,2,--- , N, we have

h()ztvk(i)) <log2me + log(p2 + P). (C.12)
Similarly, using the power constraint at the cooperative jammer, we have, fori =1,--- ,n
andm=1,--- K,

W(Xm (i) < log2me + log(p” + P). (C.13)
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Appendix D

Proof of Lemma 6

Consider two matrices Q € CM*X and W e CE*¥ such that Q is full row-rank
and W has all of its entries independently drawn from a continuous distribution, where
K > N,M. Let L = min{N, M}. We show that QW has a rank L a.s. The matrices Q

and W can be written as

Q= [‘h Q@ QK] ’ (D.1)
where q1,qy, - - ,q are the K length-M column vectors of Q, and wy, wy,--- , Wy are

the N length-K column vectors of W.

Let w,,; denotes the entry in the mth row and ith column of W. Let QW =
[s; sy -+ sy, where s; is a length-M column vector, i = 1,2,--- , N. When M > N,
QW = [s; sy -+ sy], and when M < N, {sq,sy, - ,s.} are the first L columns of

QW. In order to show that the matrix QW has rank L, we show that, in either case,

{sy,89, -+ ,s1} are a.s. linearly independent, i.e.,
L
Z AiS; = Zprx1 (D.3)
i=1

if and only if \; =0 for all ¢ =1,2,--- | L.
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Each s;, for ¢ = 1,2,--- L, can be viewed as a linear combination of the K

columns of Q with coefficients that are the entries of the ith column of W, i.e.,

K

m=1

Using (D.4), we can rewrite (D.3) as

K
Z PmAm = ZMx1 (D5)
m=1
where, for m =1,2,--- | K,
L
i=1

The K columns of Q are linearly dependent since each of them is of length M and
K > M. Thus, equation (D.5) has infinitely many solutions for {gom}i:l.

Each of these solutions for ,,’s constitutes a system of K linear equations {cpm =
Zle AiWmi,m = 1,2,--- | K}. The number of unknowns in this system, i.e. Xs, is
L. Since the number of equations in this system, K, is greater than the number of
unknowns, L, this system has a solution for {/\Z-}Z.L:1 only if the elements {w,,; : m =
1,2,--- K, and i = 1,2,---, L} are dependent. Since the entries of W are all randomly
and independently drawn from some continuous distribution, the probability that these
entries are dependent is zero.

Moreover, consider the set with infinite cardinality, where each element in this

set is a structured W that causes the system of equations in (D.6) to have a solution
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for {)\i}le for one of the infinitely many solutions of {gom}g _, to (D.5). This set with
infinite cardinality has a measure zero in the space cExL , since this set is a subspace of
CH*L with a dimension strictly less than K x L. We conclude that (D.3) a.s. has no
non-zero solution for {)‘z‘}iL:y Thus, QW has rank L a.s.

If QW has rank L a.s. , then so does (QW)T =WTQT. Setting E; = W7 and
E, = Q7, we have E, € CN*E has all of its entries independently drawn from some

continuous distribution, E, € CEXM g full column-rank, K > N, M, and E; E, has rank

L = min{N, M} a.s. Thus, Lemma 6 is proved.
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Appendix E

Derivation of (3.89) and (3.90)

The power constraints at the transmitter and cooperative jammer are [ (Xf Xt> <

P and E (XfXC> < P. Using (3.72), we have

E(X,'X,) =E (U/'P/P,U,) (E.1)
:ii tmptz U U) (E.2)

=3 bl (10:) (E:3)
=1
= ol ’E (J03) )+Zupm|r (B (Ulk) +E(Uh)) (E4)
< (|rpt,1|2+22|pt,i\|2) Q’, (E:5)
=2

where (E.3) follows since U; and Uy, for i # m, are independent, and (E.5) follows since
E (U12) (UERQ)7 (Uflm) < azQQ, fori=2,3,---,d.

Similarly, using (3.72) and (3.87), we have

E(X X) IE(V P PVC>:ZE<M|2) (E.6)
~2(12) 5 (& (Vi) +2(12) ©)
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From (E.5) and (E.8), in order to satisfy the power constraints, we need that

a’Q* < ~4°P,

where,

) 1

max {20 — 1, |Ip1 1 +2 350, [Ipg [P}

Let us choose the integer () as

Q= LpéliJ _ prie — v,
where v is a constant which does not depend on the power P. Thus,

3e
a = 7P2(2+6) ,

(E.9)

(E.10)

(E.11)

(E.12)

satisfies the condition in (E.9). Thus, the power constraints at the transmitter and

cooperative jammer are satisfied.
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Proof of Lemma 7

For w, f € [1: W] x [1: F], we have

267

Pyp(w, f) = ;px 2)1{By(x) = w}I{By(z) = f}. (F.1)
We also have that, for all z € X,
Ep(1{Bi(z) = w} 1{By(x) = f})
— P(By(x) = w)P(By(a) = f) = == (F.2)
Thus, we have Eg(Pyp) = 7= = pjypi. For all w and f, define the random variables
= 3 px(@)1{B,(2) = w}1{By(x) = f} (F.3)
-t
ZD px(2)1{B1(z) = w}1{By(x) = [}. (F.4)
Note that Py r(w, f) = Py(w, f) + Py(w, f). Thus, we have
Bs (V (Rwrourr))
= s (wz; By e(w, f) ~ Eg (By(w, 1)) ) (F.5)



2
= s (ZZ \(w, f) ~ Eg (Pw, f)))) (F.6)
w,f 1i=1
- P (w, f) —Eg (P (w,
< 3 S Ba|Piw, f) ~ Eg (Py(w, 1)
w, f

+ %ZEB\PQ(w,f) ~Eg (Py(w, ). (F.7)
w, f

where (F.7) follows from the triangle inequality. We now upper bound each term on the

right hand side of (F.7). For the first term, we have

5 S Eu|Pilw, 1)~ Es (P, ) | < 3B (Py(w, ) (F9)
w, f w, f
=3 3 px(@) Es(1{Bi(@) = w} 1 {Bo(a) = 1} ) (F.9)
w,f z¢D,
=) px(@) =P(X ¢D,), (F.10)
¢ D,

where (F.8) follows from the triangle inequality.

For the second term in the right hand side of (F.7), we have

% Z EB’Pz(w, f) = Ep (Pa(w, f))
w, f

*ZEBV (Py(w, f) — Eg (Py(w, )))? F 1)
1 2
< 3 3 VB (Pa(w., )~ B (B, £))) (F.12)
w7f

2|

— 23" Varg (Byw. ) < = VL, (F.13)
2 2 27
w?f
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where (F.12) follows from Jensen’s inequality and the concavity of square root. The

inequality in (F.13) follows because, for all w and f, we have

Varg (Py(w, f))

= Varg Z’; px(@)1{By(2) = w}1{By(x) = f) (F.14)
= 3 v (Px@1{B1(x) = w}1{Ba(e) = 1}) (F15)
< ZD P () Es (1{B1 (@) = w}L{By(a) = f}) (F.16)
<2 xezpwpm <Z_, (F.18)

where (F.15) follows since the random variables {pX(:c)IL{Bl(:c) = w}l{By(x) = f}} -
€D,

are independent due to the structure of the random binning, and (F.18) follows because

px(r) <277 for all z € D,. Lemma 7 follows from substituting (F.10) and (F.13) in

(F.7).
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Appendix G

Proof of Lemma 8

G.1 High probability Z-set:

For all S € S, define the set

As2{zez:p, , ((X,2)eD))>1-06}. (G.1)

Px|zg

Recall that P ((X, Zg) € Df) > 1 — §? by assumption. Using Markov in-

PxZg

equality, we have

P, (A5 =Py, (P, ((X.25) ¢ D) > 4) (G-2)
< By, (Boy,. ((X.26) ¢ DF)) (@.3)
=P, ((%.25) ¢ DY) (G.4)
<2 (G.5)

G.2 Typical and non-typical events:

For all w, f € [1: W] x [1: F], z€ Z, and S € S, define the random variables

Pl (w, f12) = 3 pxiz,(al2) 1By (2) = w}i{By(a) = f1{(z.2) € DS} (G.6)

rzeX
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S, f12) = 3 px|25 (#12) 1By (2) = w}{By(x) = 11 {(z,2) ¢ DI}, (G.7)

TeX

Thus, we have, for all w, f, z, and S, that

PWF|ZS w, flz) = ZPX|Z5 (z]2)1{B,(z) = w}L{By(z) = f} (G.8)
TEX
= P2 (w, f|2) + P (w, f]2). (G.9)

Note that, for fixed z € Z and S € S, each of the the random variables Pz.s(w, fl2),
i = 1,2, is identically distributed for all w, f € [1 : W] x [1 : F] due to the sym-
metry in the random binning. We then fix z € Z and S € S, and let Pls(w, flz) =

Zmék’ Um(w7f7Z>S), where
Up(w, £,2,9) = b1z (0]2)1{By (@) = w}L{By(@) = 11 {(,2) € DT}, (G.10)

The random variables {U,(w, f, z, 5) },cx are non-negative and independent, and for all

reX,
Up(w, f,2,8) < pxiz(al2) 1{(@,2) e DT} <27, (G.11)

where py |z, (z]2) <277, for all (z,2) € Df. Also, we have

> Es(Un(w, £,2,9) = > pxiz4(@l2) Es (1{By(2) = w}l{By(z) = 1) 1{(2,2) € D7}

reX reX

(G.12)
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_ WlF > pxjze(al2)n{(z,2) € D} (G.13)
zeX
— WlF Ppy,se ((X, z) € Df) . (G.14)

By applying the variation on Chernoff’s bound in Lemma 2.7 to the random

Po) 2 ((X,z)epf)

variables {U,(w, f,2,5)} ecx, wWith m = TF and b = 277, we have, for

every ¢; € [0,1] and z € Ag, that

1+4+¢€ 1+e€
Py <Pf(w,f|z) > I/T/Fl> <P (;{ U,(w, f,2,5) > T; Pz <(X, 2) € Df))
(G.15)
P X,2) e D)2
< exp ( 1PN <(~ ~Z) ) ) (G.16)
3SWF
2
—e;(1—0)27

< exp ( SF , (G.17)

where (G.15) follows since ]P)p)qzs ((X, z) € Dj) <1, and (G.17) follows because, for all

z € Ag, we have ]PPXlZS ((X, z) € Df) >1-9.

We also have have that,

Epzs (Z Pgs(wvaS))

w?f

reX 'LU,f

=E,,, (przs (21Z5)1 {(z, Zs) ¢ D } > 1{By(2) = w1 {By(w) = f}>

(G.18)

=D pz5(2) D pxizs (o)L {(3372) ¢ Dj} (G.19)

z€Z reX



273

Z Pxzs(T,2) (G.20)
(x,z)%Di"'
=Py, ((X, Zg) ¢ Dj) < (G.21)

where (G.19) follows since every x € X is assigned to only one pair (w, f), and hence,

ST 1B, (x) = w}L{By(x) = f} = L. (G.22)
w, f

G.3 Good binning functions:

Let b £ (by,by) : X +— [1: W] x [1: F] be a realization of the random binning B.
Recall that the random variable Pls (w, f|z) is identically distributed for every w and f.

We then define the class G of binning functions b as

1
= {b:PIS(w,f|z) < %, for allSGSandzeAS}. (G.23)

Using the union bound and (G.17), we have that

Py (G°) = P < (w, f|2) > IV‘VF; for some S € S, or z € AS> (G.24)
sl U U P, fl2) Hel (G.25)

SES zeAg
<S§82§SPB( (w.f12) 2 22 (C.26)
<3 Mslew (W) (@27)
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—2(1—-6)27
< |S||1Z2 S L G.28
<1l rexp< TE (G-28)

Take b such that b € G, and set W = b;(X) and F = by(X). For every S € S,

we have
D (PWFzsllpgvpgpzs) =E,,, (D (Pwp|zsllp%pg)) (G-29)
Py pizs(w, f|Zs)
=By, | Y Pwrzs(w, f1Zs)log s (G.30)
w,f PwPp
2 2
=By, SN " PP (w, f1Z5) log (WFZQS(w,f\Zs))> (G.31)
w,f =1 i=1
2 2 S
Zz P> (w, f|Zs)
- ( > " PP (w, f|Zs) log — L P 5 ~ (G.32)
w,f i=1 WE wa wf’ S’)
2 i pS
WEPS (w, f1Zs)
<E P’ (w, f|Zs)log = (G.33)
e (; w, f ' Zuuf Pis(w7 f1Zs)

:ZE ( PiS (w, f|Zg)log <WFP (w, fzs)>)
, w.f

- 1
Epzs (Z Zf)is(w7 f|ZS) IOg Zw,f PZ-S(U}, fZS)> (G34)

i=1 w,f

where (G.32) follows because

2
ZZPZ-S(MJIZs) = ZPWF|ZS(w7f|ZS) =1, (G.35)
w,f i=1 w,f

and (G.33) follows from the log-sum inequality.
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Now, we upper bound each term in (G.34). For b € G and every S € S, we have

By, (Z P’ (w, f|Zg)log <WFP15(1U7 fZS)))
w, f

=By, (ZPF(w, 112s) 10g (WFP (w, f|25)) 1 {Zs € As}>
w, f

+ By (ZPF (w, f1Zs) log (WFP; (w, f|Z5)) 1{Zs ¢ AS}>

w.f

(G-36)
<log(l+¢) + ;pxzs (z,2) log (VVFPf(w, f|z)) 1{z¢ Ag) (G.37)
< log(1 + ¢;) + log(WF) P, (Zs ¢ As) (G.38)
< e +dlog(WF), (G.39)

where (G.37) follows because, for every b € G and S € S, we have WFPls(w, flZs) <
(1+¢€) for Zg € Ag and every w, f, and (G.39) follows from (G.5).

Using (G.21), we have, for every S € S, that

EPZS (Z PQS(w’f|ZS) IOg (WFPQS(wvaS)>)
w, f

<log(WF)E,,_ (Z P (w, fZS)) < §%log(WF). (G.40)
w, f
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We also have, for every S € S, that

Epzs (iZPiS(w,st)log waPfl(w,st)) =E,, (Hb <IPPX‘ZS ((X, Zg) € pj)))

= s

(G.41)
1 (5, (s, (0770 22))) 02
= Hy (P, ((X.25) € Dj)) (G.43)
< Hy(1-8%) = Hy(5"), (G-44)

where (G.42) follows from Jensen’s inequality and the concavity of Hy, and (G.44) follows

since Hy(x) is monotonically decreasing in = € (1,1). Equation (G.41) follows since

Z?:l Zw,f Pls(w7f|ZS) = 17 and Zu}’f Pls(w7f|ZS) = IIEDpX‘ZS ((X7 ZS) € /Df)
By substituting (G.39), (G.40), and (G.44) in (G.34), we have, for every b € G

and S € S, that

D (Pwpzs oy pypz, ) < e+ (6 +6°) 1og(WF) + H,(5") = & (G.45)
Thus, we have

U u - U U _
Pg (Iggg D (PWFZSHPWPFPZS> > 6) =1-Pp (fggg D (PWFZSHprFpZS> < €>

(G.46)
—1-Pg (ID) (PWFZSHngpngS) < forall Se 5) (G.47)

<1-Py(G) =Ps(G°) (G.48)
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< is/| 2] exp | A= (G.49)
eX - ~ ~ P .
n P SWF
where the inequality in (G.48) follows because (G.45) implies that

Py (]D) (PWFZSHpIL/‘[,pngS) <& forall Se 8) > Pa(G). (G.50)

This completes the proof for Lemma 8. The analysis in this proof is adapted from [3,

Appendix].



Appendix H

Proof of Lemma 10

First, we rewrite the relative entropy in (6.41) as follows:

U U
D (PW[1:2]F[1:2]ZSHpW[lzg]pF[LQ]pZS)

- ¥

wi1.2),[1:2],2 pW[m]

- ¥

w[1:2]af[1:2] %

=E

T Tpzg

PW[LQ] F[1:2] ZS (w[12}7 f[12}7 Z)

PW. Fii.91Z (w1:27f1:27z)10g
[1:2] F[1:2] 48 (1:2]> J[1:2] U pg[w]sz(z)

Pw[ljz]F[m] Zg (w[m] ) f[1:2]7 z)

% log PW[l:Z]F[I:Q] Zs (w[1:2]7 f[1:2]’ Z) PW1F1ZS (U)l’ fl? Z)
PW1F1ZS (wy, fi, Z)p%@pgz p%lpglpzs(z)

U U U U
(D (PW[1:2]F[1:2]|ZSHPW1F1|ZSpW2pF2>) +D (PW1F1ZsHpW1pF1sz) :

Thus, the probability in (6.41) is upper bounded as

P

U U ~
max D (PW[1:2]F[1:2]ZSHpW[l:z]pF[l:Q]pZS> 2 26)

Ses

U u ~
<Pg (nggm (PwlFlstpWIPFIPZS) > 6)

U U ~
+Pg (%leangst (PW[1:2]F[1:2]|ZS‘|PW1F1\ZSpW2pF2> > 6> :

278

(H.1)
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We upper bound each term on the right hand side of (H.4). Using Lemma 8, the

first term is upper bounded as

2
U U _ —e“(1—0)2m
Py <I§Q§D (P 1y 25 Py, P pzs ) > ) < |S|Zexp <3WF . (H5)

Next, we upper bound the second term in (H.4). For all S € S, let us define
A S
Ag 2 {z €Z:By ((X[m], ) e Dl) >1- 5} , (IL.6)
where Df is defined in (6.37). As in (G.2)-(G.5), we have

P,, (AS) =P, (IP’pX[M]‘ZS ((XM, 2) ¢ Df) > 5) <. (H.7)

S

For all wyy.q), fl1:9) € [1: W]x[1:F],z€ Z,and S € S, define

S s
P (w[1:2]7f[1:2]‘z) = Z DPx(1.912s (50[1:2]’2)]1 {(37[1:2]72) € D) }
x[1:216X1 XX2

PQS(W[I:Z]vf[I:QHZ) = Z PX 1.9y 24 (95[1;2]‘2)11 {(33[1;2]72) ¢ Df}

11[1:216.)(‘1 XXQ

x 1{B7 (@) = w;, BY (@) = f;,¥%j = 1,2} . (H9)

Thus, we have Py, . i,.00125 (W) fuo)|2) = P (Wi, fuay|2) + Py (wiray, fiul2)-
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Now, for every x4 € X, define

Us, = D Dxyizs @21 {BP (22) = w5, BY (2) = o} 1{(211.9,2) € DY }.

Z‘leXl

(H.10)

The random variables {UgC are non-negative and independent since the random

2 }JJQGXQ

variables {852) (x4), 5’&2) (xg)} are independent. From the definition of Df in (6.37),

LL’QGXQ

we have for (z(1.9),2) € Df that (2.9, 2) € Dﬁil. Additionally, from the definition of

D,,, in (6.39), we have that p(xy|zy,2) <2772 From (H.10), we have

Us, <O 0,125 (@112)D3x5 3, 26 (2] 21, 2)1 {(37[1:2172) € Df} (H.11)
1
- s
<27 Zle\ZS(xl‘z)]l {(95[1:2];2) €D } (H.12)
z1
<9, (H.13)

Since for all zo € Aj,

Eg (1{B{ (22) = w5, B (@5) = o} ) = Wig, (H.14)

we have,

S EsWUn)= = Y pxyza(rnall {(@e ) €D (1)

W2F2 T[1:2] €X] XXy

S
— ]P)pX[I:Q]IZS ((X[lﬂ]’ z) < Dl) (H 16)
W, F, ‘ ‘
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In addition, notice that

ZP wiy.g)s fl1:9)12 ZPX[12]\ZS($[12]| z)1 {(95[1:2],2) GDf}

wi,f1 Z[1:2]
x > 1BV (@) = w; BY (w)) = f;,9) = 1,2} (H.17)
w1, f1
= 3 bz @l { B2 () = w, B (w0) = £} 1 { (19, 2) € DF )
o X7
(H.18)
=> U, (H.19)
T2

The random variables {U

962}:52 cx, Are non-negative, independent, and U,, €

[0,27721] for all 25 € X,. By applying Lemma 4 to the random variables {U,, },,ecx,, We

have,

Py (Pf(w[1:2}7f[1:2]|z) 2 F1ZS(w17f1|Z)>

w19, f:2)|2) = Z Py, py 1z (w1, f1]2) (H.20)
w1, f1 W2 2wy, fi

1+e€
=P Vs 2 == H.21
(Z : W2F2> (H.21)
1+e€ P
o (L FEr) -

\%

=P (Z Uy, > (1+e¢) ZEB(Ux2)> (H.23)

€ 2721 s
=P <3W2 Foxaizs <(X[1:21’2) < Dl))' (H.24)
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where (H.21) follows from (H.19), (H.23) follows from (H.16), and (H.24) follows from

Lemma 4.
From the definition of Ag in (H.6), we have, for all z € Ag, that pr[ 175 (Xpag»2) €
1:2
Df) >1—6. Thus, for all z € Ag,
s 1+ ) —eX(1 - §)2m=
Pg | Py (w91, fi1.9112) = =——=P, wy, f1l2) | <exp| ————]. (H.25
B( 1( [1:2] f[1.2]‘ ) Wyl W1F1|ZS( 15 f112) P< W, By ( )

Note that, for fixed z € Z and S € S, the random variables {Pls(U)[l:Q], f[1:2]|z)}
are identically distributed for all wy.o), f[1.9) due to the symmetry in the random binning.
Let b £ {bgj),bgj),j = 1,2} be a realization of the random binning B. We define the

class G of binning functions b as

1+4+e€
g £ {b . Pf(’w[lg],f[l:m’,?f) < WPW1F1|ZS(w1’f1’Z)’ for all S < S and z S AS} .
242

(H.26)
Using similar steps as in (G.24)-(G.28), we have

c S 1+e
Pg(G") =Py <P1 (w[1:2}7f[1:2]|z) > WoE PW1F1|ZS(w1,f1|z), for some S € Sor z € AS)

212
(H.27)

—e2(1 —§)2m
<|S||Z|exp | ——=—=—]. (H.28)
3W, F,
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Take b such that b € G, and set W; = bgj)(Xj) and F; = bgj)(Xj) for j =1,2.

Using similar steps as in (G.29)-(G.34), we have, for all S € S

Uu U
Epzs (]D) (PW[1:2]F[1;2]\ZSHPW1F1|ZspW2pF2)>

1
> ‘Pis(w[1:2]7 f[1:2] 1Zs)

Wi1:2]5f1:2)

5
s
<Ep,. Z Z P (w9, fr:2|Zs) log

i=1 w[1:2]af[1:2]

I/T/2F2Pls(w[1:2]a f[1:2] 1Zs)

PW1F1‘Zs(w17 f1|ZS)

S
+ Epzs Z Pl (w[1:2]7 f[1;2]\ZS) log
w[1:2]vf[1:2]
W2F2P2S(w[1:2], f[1:2] 1Zs)

+E
PW1F1\ZS(w17f1|ZS)

Pzg Z Pf(w[1:2]vf[1:2]|ZS) log (H.29)

Wia:2]5f]1:2]

Now, we upper bound each term in the right hand side of (H.29) for b € G. The

second term in the right hand side of (H.29) is upper bounded as follows:

W2F2P15(w[1:2]a f[1:2HZS)
PW1F1‘Zs(w17f1|ZS)

L > P (w9, fuo|Zs) log

W(1:2]5S71:2]

< 10g(W2F2) Epzs Z Pf(w[1:2]a f[1:2]|ZS)Jl {Zs ¢ Ag}
Wia:2]5f]1:2]
WoFy PP (wi.9), f1:911 Zs)

1{Z;c A
Py, gy |z (Wi, f1]Zg) {25 € As}

+ IE‘:PZS Z Pls(w[lﬂ]v f[1:2] ‘ZS) lOg

w[1;2]7f[1;2]
(H.30)
<log(WaFy) D pz ()= ¢ As} D P (wpap fgl?)
2€Z wi1:2,[1:2]
+log(l+€e) E,, > P’ (wi.g), f2)) Zs) (H.31)
w[l:Q]:f[l:Q]
<P, (Zs¢ Ag)log(WyFy) 4 log(1 + €) (H.32)

= Ypzg
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< 0log(WyFy) + ¢, (H.33)

where (H.30) follows because, for i = 1,2,

s
P (wig)s f1:2)1Zs) < Py g g 25 (Wini2)s f1:2)1 Zs) (H.34)
= Py, 1|25 (W1s f112) P, my w7y 26 (W02, fa|wy, fi, 2) (H.35)
S PW1F1‘Zs(w1’f1|Z)7 (H36)

P (w191, f11.211Z . .
and hence P;V(;Z[ll‘;]s (5}127]}1 ‘ii <1 for all w9, fl1:9) and @ = 1,2. Equation (H.31) follows

W Fy PP (wiy.2), fl1:2] 1 Zs)
Py, r 124 (w1,f11Z5)

because, from (H.26), we have for all b € G and z € Ag that <
(I+e).
Next, we upper bound the third term in the right hand side of (H.29). Using

similar steps as in (G.18)-(G.22), we have

]Epzs Z st(w[lﬁ]af[lQ”ZS) < 5. (H.37)

w[1:2]7f[1:2]
Using (H.36) and (H.37), we have

Wzﬁzpf(w[m]v f[1:2]\ZS)

Py, py|zs (w1, f11Zs)

EPZS Z PQS (w[1:2]’ f[1:2] |ZS) 10g

Wl1:2] 7f[1:2]

< log(WyFy) By > Py (wir.g), ) Zs) (H.38)

W(1:2] :f[1:2]

< 6% log(WyFy). (H.39)
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Since we have

2
> D P? (wiigy, fuglZs) =1, (H.40)

i=1 w[1:2]7f[1:2]

Z Pls (w[1:2]7 f[1:2]‘ZS) = ]P)px[lﬂ]‘zs <(X[1:2]7 ZS) € Df) ) (H41)
w[1:2]7f[1:2]
and Z PQS (w[1:2]7 f[l:Z}’ZS) =1- PpX[1:2]|ZS ((X[1:2]7 ZS) € Df) ) (H42)
w[1:2]7f[1:2]

the first term on the right hand side of (H.29) is upper bounded as follows:

2

o 1
Epsg Z Z P (w9, f:211Z) log S PS|

=1 wig foe) > (wia), flg)1Zs)

Wi1:2) 7f[1:2]

S
= EPZS <Hb (I[DPXD:Q]\ZS ((X[1:2]>ZS) € Dl ))) (H43)
< Hy(1 - 6%) = Hy(5%), (H.44)
where (H.44) follows as in (G.43) and (G.44).

Using (H.33), (H.39), and (H.44), for any b € G and for all S € S, the left hand

side of (H.29) is upper bounded as

u U 2 I 2 ~
EPZS (D (PW[1:2]F[1:2HZSHPW1F1|ZspW2pF2)> < e+ (6 +07) log(Wylh) + Hy(67) <&

(H.45)
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Thus, the second probability on the right hand side of (H.4) is upper bounded as

U U ~
IP)B (%lgg]EPZSD (PW[lzg]F[1;2]|Z5||PW1F1\ZSPWZPF2> > €> < ‘SHZ| exp <

—€2(1 — §)27
3W,F, '

(H.46)

Finally, by rewriting (H.3) with switching the roles of (W7, F}) and (W5, F,) and
repeating the whole proof, we obtain the second term in the minimum in (6.41), which

completes the proof for Lemma 10.
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Proof of Lemma 11
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Recall that J = {J : J C[1:T],J # 0}. For notational simplicity, define, for all

JeJ,

Ha,w, f,J} = 1{Byy(z) = wy, Boy(wy) = fi, Vt € J}.

We have,

PW[LT]F[LT] (w[lzT}>f[1:T}) = Z DX (95[1:T])]1{33,1U,f» [1: T}

Z[1.7] €17

Also, for J € J, we have

11
W,E,  W,E,

EB(H{wvwv.ﬂJ}):H

teJ

Let PW[LT]F[LT] (w[lzT]v f[l:T]) =P (w[l:T]a f[l:T]) + Py (w[lzT}>f[1:T])7 where

Py (w[lzT]a f[l;T]) = Z PXp.m (CC[LT}) Hz,w, f,[1:T]} 1 {95[1;T] ¢ D}

T[1:T)

Py (w[lzT]a f[l;T]) = Z PX1.m (CC[LT}) Hz,w, f,[1:T]} 1 {95[1;T] € D}-

T[1:T)

(L.1)

(L2)

(1.3)

(L4)

(L5)
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Using similar steps as in Appendix F, we have

U U
QEB (V (PW[l:T]F[l:T]’pW[I:T]pF[l:T]>) < 2P (X[I:T] §é D)

+ Y Eg|P (wpay fur) — Es (P (wpry, fur)) |- (1.6)

W] 117

We partition X[;.7 as follows:

e At the first iteration, s = 1, for all J € 7, pick the largest possible set N J1 of
sequences z[;.7] that have different coordinates in each position of J, and at least

one other position. That is, N;; is on the form
{x[l:T} : f[l:T] S NJ,I = T je 7é .fjc7 and Vt € J, Ty 7é Ii’t} . (:[7)

Notice that, for J € J, the largest set N 71 18 not unique. Choose the sets

{NJ1}ses such that they do not overlap.

e We repeat the process, such that Ny, NNy o =0 for s # s or J # J', and for

T € Nis, m’[LT} €Ny, x e # xf]c, until we run out of sequences in Xj.7).

Let N be the number of iterations. Thus Ay, = Uivzl Ujeg Njs- We thus have

N
5J,s
Py (wpiarys fry) = Z Z P27w[1:T]7f[1:T], (1.8)
s=1JeJ
where
5J,s .
P21w[1:T]1f[1:T] - Z pX[liT] (x[lT]) ]1{3;’ w’ f’ [1 : T]} 1 {x[lT] = D} ° (19)

.71 EN s



Using the triangle inequality, we have

Z Eg ‘PQ (w[I:T]v f[l:T]) —Ep (P2 (w[lzT]a f[l:T]))‘

W(1:T) 7f[1:T]

5J,s 5J,s
< ’ — ’ .
= Z Z Egp )P27w[1:T]7f[1:T] EBP21w[1:T]1f[1:T]

8, wirys fuer

Notice that H{z,w, f,[1: T} = 1{z,w, f, J}. Define
chvaC

Pé{f,l]’fj £ pxyg (@) Haow, £,7} 1 {zpg € D},
.71 EN s

and hence,

5J,s J,s
) — P ) .
Z P2,w[1;T],f[1;T] 2wy, fg

wje,fe

We also have

_ 1
J,s _ J,s
]EB (PQ’w[l:T]’f[l:T]> - WJCFJC ]EBJ (P27wJ’fJ> ’

nJ,s 1 J,s nJ,s J,s
) _ _ ) < ) P )
]P)B <P27w[1:T]7f[1:T] > WJCFJC P2:wJ»fJ> - ]P)B Z P27w[1:T]7f[1:T] > 2wy, fr

wye,f e

where B £ {By,(z;), Boy(2,), Vo, € Xy, t € J}. Using (1.14), we have

5J,s 1 J,s _
Ps (P27w[1:T]7f[1:T] < WJCFJC P277~UJ7fJ> =L

289

(L.10)

(L.11)

(1.12)

(L15)
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Using the law of total expectation and (1.13), (I.10) is further upper bounded as

Z Eg ’P2 (w[lzT]a f[l:T]) —Ep (Pz (w[lzT}7 f[l:T}))’

Wi1:T) :f[l:T]

= Z Ep (\/(Pz (w[lzT}7 f[1:T}) —Eg (PQ (w[lzT]v f[l:T])))2> (1.16)

W) f11:7)

J, J, 2
<Y Eun (P - Es P )

s, J wy,fy

J,s
<33 Ve B, 117)

s, J wy,fy

where (1.17) follows from Jensen’s inequality and the concavity of square root.

For any s and J € J, we have

Varg, (Pé{iJ’fJ) = Varg, Z PX{my (.%[LT}) H{z,w, f,J} 1 {$[1:T} € D} (1.18)

o7 €N s
= Z Varg, (PX[LT] (x[I:T]) Hz,w, f,J} 1 {93[1:T] S D}) (1.19)
T €N s
2
< ) PXpry (zpom) 1{zpn € D} B, ({z,w, f,J}) (1.20)
xp.7 €N 5
1 2 2
S > Py, (z;) 1 {l’J € Dym} > Px eix, (Tgely) (L.21)
J5T 2 €Ny zje€Ny
_~) 1 9
<27 —= Z Px,ex, @relzs), (I.22)

WiFy o len,,

where (I.19) follows since {1{z,w, f,J} : T €N s} are independent random vari-

ables due to the structure of the set A;, and the random binning. The inequality in

(1.22) follows since for all z; € Dw(”’ we have py (xy) < 2*7(”,
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Lemma 11 follows by substituting (I1.22) in (I.17), and noticing that

Z Z p§(J6|XJ(:L‘JC|xJ)

S :EJCEN‘LS

<Y D pxgex@aele) <00 pxex, (@aely) = 1 (L.23)

S x‘]CENJYS chEXJC
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Appendix J

Proof of Lemma 12

Let us first consider p € P that is the natural ordering of [1 : k]. We first prove
the inequality in (7.38) for p, i.e., by replacing the minimum in (7.38) with p = p.
The proof for (7.38) then follows from a similar proof for all p € P. For p = p, we
prove Lemma 12 by induction. For the base of induction, 7' = 1, (7.38) reduces to the
assertion in Lemma 8, i.e., (5.19). We now show that if the assertion in the lemma holds
for T'=k — 1, then it holds for T' = k.

We rewrite the relative entropy in (7.38) as follows:

P(wps ikl 2)
U U _ [1:K]> J1:k]
D (PW[l:k]F[l:k]ZS||pW[1:k]pF[1:k]sz) - Z P(w[lzk]uf[lzk]vz) log U pU p(Z)
W) S[1:k] 2 Wit Flix
(J.1)

P(w[lsk]7f[1:k}7z) P(w[l:k1}7f[1:k1}7z))

P(w-1)s fuw—1) 2P P, Pivny,  Prys o P?)

= Z P(w[lzk]uf[lzk]vz) log (

Witk] S0k 52 Lik—1

(J.2)

B U U U U
=D (PW[l:k]F[l:k]ZS‘|PW[1:k—1]F[1:k—l]ZSkaka> +D (PW[l:kfl]F[l:kfl]ZS||pW[1:k_1]pF[1:k_1]pZS> '

(1.3)

Thus, the probability in (7.38) can be upper bounded as

voou .
- > ké) <
Fs (Ig{ggm (P MFU:HZSpr[l:k]pDu:k]pZS) = ke) =
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U U ~
Py (Iélélé(]]) (PW[L,C_HF[L,C_I]ZS|’pW[1:k71]pF[1:k71]sz> > (k- 1)€>
U U ~
+Pg <Ig'1€a§<D (PW[I:k]F[l:k]ZS||PW[1:k—1]F[1:k—1]ZSkaka) > 6> : (J.4)

By the induction hypothesis, the first probability in (J.4) is upper bounded as

U U ~
P <%~l€a§D (PW[ltkfl]Flltk*HZSHpW[l:kfl]pF[l:kfl]pZS) > (k= 1)6>
k—1 2 p
—e"(1—6)2"%
< |S||Z exp| ———=—— 1. J.5
SED> ( T 15)

Using similar analysis as in Appendix H, we can show that the second probability

in (J.4) is be upper bounded as

U U ~
Pg <%13§D (PW[l:k]F[l:k]ZS"PW[lzk—l]F[lzk—l]ZSkaka) > €>

—€%(1 — 5)27}:)

grsnaexp( L (1.6)
kLK

We conclude that (7.38) holds for p = p. By rewriting (J.3) with the different
permutations of [1 : k] and repeating the proof, the minimum over p € P in (7.38)

follows, hence Lemma 12.
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Appendix K

Secrecy Constraint for Setting 1: Proof of (8.11)

For every S; C [1 : n] satisfying |S;| = i, we have

Tim 1 (Wl, W,y zgl) = lim I (Wl(l), w® wh w® wy Wy zgl) (K.1)
= 1im 1 (W, W WD w7 ) (K.2)
< lim 1 (W o Wb, w® o w?; 7t ) (K.3)
= lim (Mc; z’;l) =0 (K.4)

n

5, results from

Recall that the adversary’s observation over cache placement, Z
: _ _w (1) _w® (2)
sending M, = {M_, M, 5}, where M,y = W~ @ Wy~ and M.y = W~ & W,~. Thus,
(K.2) follows because Zgl does not depend on {W; ,, W, } and (K.3) follows due to
- D) @ ) 3@ (1) 1) 2 (2) n
theMarkovcham{Wl W Wy Wy }—{ e Wy W e Wy }—ZSI.The
second equality in (K.4) follows from [33, Theorem 2], and the fact that the rate of M,

is less than 1 — «.
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Appendix L

Secrecy Constraint for Setting 2: Proof of (8.16)

For every Sy C [1 : n| satisfying |S;| = p, and any d = (dy,ds), dy,dy € {1,2},

we have

I Wy Z) = T(WE WD W, Wa, 3 25 (L.1)
=1 (WP W2 )+ 1 (Way i W, 28 WD WD) (L.2)

< T (WP WDZL) + 1 (Way oo Wty i Wty © Ky, W,y © KQ‘Wf), W)
(L.3)
= (WP WD 2 )+ T(Way o Way i Way o @ Ky, W, © K (L.4)
(i) (L.5)
-y (Md; Z’S"”,2> . (L.6)

The adversary’s observation over the delivery phase, Zgz, results from sending My =
{Wg), ch)} and the randomization message My = {(Wy, s ® K1, Wy, ,® Ky} Equa-
tion (L.1) thus follows because Zgz depends only on W(f), W(g), Wy, s» and W, . The
inequality in (L.3) follows from the Markov chain {W, , Wy, .} — {chf), W(g), Wy, s @
K1, Wy, s © Ky} — ZZQ. Equation (L.4) follows because {Wf), WCE;)} are independent

from {Wy Wy, o K1, Ky}
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The randomization message of the wiretap code in the delivery phase, Md, is
independent from the message My. Thus, using (L.6) and [33, Theorem 2], we have

li I(W,. . Wo: Z"
A o o (W WaiZ,)

< 1 I(My:Z" ) =0. L.7
< B, oy, [(MaiZs,) (L.7)
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Appendix M

Secrecy Constraint for Setting 3 When a; > o,

Recall that M, and My are defined as in (8.9) and (8.10), respectively. For a fixed
choice of the subsets S;, Sy C [1 : n] such that |S;| + S| = p, and any d = (dy, d),

dy,dy € {1,2}, we have

I(Wy W3 Z 2 ) =1 (Wl(l), W& W WP W Wy 2 zgz) (M.1)
=71 (Wl(” oW w® e w® wP Wi w, Wy, 28 ZZ2) (M.2)
— 1 (M, Mys 7, 2 (M.3)
' (MC; z: Z’;2) + 1 (Md; z: .2 \MC> (M.4)
=1 (M2 ) + 1 (Mo 25|28 ) + 1 (Mg Z | M) + 1 (M 25 | M, Z5,)

(M.5)

where (M.2) follows because, for any d;, dy € {1,2}, there exists a bijective map between
1 2 1 2 1 1 2 2 2 1
{wi w®,wi Wi} and {wl e Wi, wi® e w® w@ w1
From (8.9) and (8.10), M, and My are independent. The adversary’s observation
in cache placement, Zgl, results from sending M, while its observation in the delivery

phase, Zgz, results from sending My. Thus, for a fixed choice of the subsets S; and S,
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{MC, Zg&} are independent from Zgz. We thus have
I (MC; ng\zgl) —0. (M.6)

In addition, {Md, Zg2} are independent from M,. Thus,

I (Md; Zgz|M0) —H (ngyMc) ~H (ng M, Md> (M.7)
—H (zg2|Mc) ~H (ng de) (M.8)
<1 (Md; ng) . (M.9)

Finally, using the Markov chain {Md, Zgz} — M, — Zgl, we have
I (Md; z: M., zg2) —H (zg1|Mc, zgz) ~H (z’;1 M, 7, Md) (M.10)
<H(zy) - H(2Z M) =1 (MZY). (M.11)
Substituting (M.6), (M.9), and (M.11) in (M.5),

I (Wl, W,; zgl,z;) <oI <Mc; zgl) ) (Md; ng) . (M.12)

The rates of M, and Mg are 1 — a; — ¢, and 1 — ay — €,, respectively. By
applying [33, Theorem 2] to (M.12), we have
. n n
lim max [ (Wl,WQ;zSI,ZSQ)

n—00 S1,SC[L:n]:
|S1]+S2|=p
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. HMsZm )+ 1 max 1(MgiZ3)  (M13)
Sth—Ego Slg[lirﬁéfél\:m ( ¢ Sl) nl_{go SoC[1in]: |Sa|=pa S

. (M.14)
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Appendix N

Secrecy Constraint for Setting 3 When «o; < a,

For this case, M, and My are defined in (8.13) and (8.14) and the randomization

message My is defined in (8.15). For notational simplicity, let us define

M

[

w =Wl ewd, Mg, =W ew? (N.1)

MC\K = {Mc,l\Klch,2\K2} . <N2)

For a fixed choice of S, Sy C [1 : n| such that [S;|+]5;| = p, and any d = (dy, dy),

dy,dy € {1,2}, we have

7 7)) — 1 (w® e w® w® e w® wd o 7 7
(W, wyzy,25)) = 1 (W e w) Wi e WP wiP wid wy, Wy, o725

=1 (Mc\Ka Mdv Wd1,57 de,s; Zgl> ZZVQ> (N4)

= 1 (Mo 23 20 ) + 1 (Mas 2 20 M) + T (W W 3 205 Z0g | Mg, Mo )

,|

(N.5)

From (8.13), (8.14), and (8.15), M, is independent from {My, My}. The adver-
sary’s observation in cache placement, Z”l, results from sending M, = {MC\ s K, KQ},
and its observation in the delivery results from sending My = {Wg), 521)} and the

randomization message My = {Wdhs & Ky, Wy, s ® W2}. We now upper bound each
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term on the right hand side of (N.5). For the third term, we have

I<Wd1,s7 de,s; Zgla Zg2 |Md7 MC\K) < I (Wdl,sv Wdz,s; Md‘Mda Mc\K) (NG)

=1 (Wdl,m WdQ,s; Wdl,s D K17 de,s S5 KQ) =0, (N7)

where (N.6) follows due to the Markov chain {Wy, o, Wy, s} —{ Mo i, Mg, Md}—{Z”I, Zg2},
and (N.7) follows because My is independent from W4, 6o Way 5o Ma, Moy i }-
For a fixed choice of the subsets S; and .55, ZEQ is independent from {Mc, ZZH }

Thus, the first term on the right hand side of (N.5) is bounded as

My AL n .n n
I (MC\K, Zsl,ZSQ) <1 (MC,ZSI,ZSQ) (N.8)

=1 (MsZ ) + 1 (M2 |25 ) =1 (M Zy). (N.9)
For the second term on the right hand side of (N.5), we have

I (Md; zr zg2}Mc\K) — 1 (Md; ZEQ|MC\K> iy (Md; Z7 | My k. zgg) . (N.10)
Notice that M, g and ZZQ are conditionally independent given My. Thus,
I (M Z | Moy ) = H (Zy | Mo ) = H (25 |Ma) < T(MaiZ3) . (N11)

In addition, using the independence between {Md, ZgZ} and {MC, Zg& }, we have

I (Ma; 2y [ Mo i, 2 ) = H (25 | Mo, 20 ) = H (23 [ Mo i, Ma, Z0s)) - (N12)
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<H (zgl> _H (zg1 | My g, Ko, Ko, My, ng) (N.13)
— i (z4) ~ 1 (24 |M,) =1 (M2, ). (N.14)

Substituting (N.11) and (N.14) in (N.10) gives
I (Md; z: .z, ]MC\K) <7 (Md; ng) ), (MC; zgl) . (N.15)

Finally, substituting (N.7), (N.9), (N.15) in (N.5), and applying [33, Theorem 2],

we have

1 . n n j—
Jm e (W W2 ) =0 (16)
|S1|+|S2|=p

since the rates of M, and My are 1 — oy — ¢, and 1 — ay — €, respectively.
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Appendix O

Secrecy Constraint for Setting 4

For this setting, M, and My are defined in (8.20) and (8.22), and the randomiza-
tion messages M, and My are defined in (8.21) and (8.23). Notice that, M, is independent
from M,; My is independent from My, and {M,, M.} are independent from {My, My}

Conditioned on a fixed choice of the subsets S; and Sy, which satisfies the condi-
tions for this setting, i.e., either {|S;| = p, |S| = 0} or {|S;]| =0, |Sy| = p}, define the

random variable
JAN
Z = Zg 1s,=0y + Zg, Lyis,|=0}- (0.1)

Notice that the random variable ZTSZ only have a well-defined probability distribution
when conditioned on the event {S;, S5}, since a prior distribution on these subsets is not
defined. For this fixed choice of the subsets, and any d = (d;,d,), dy,dy € {1,2}, we

have

N W @ @ a @ @ gn on
1’(14/'1,W2,zsl,252)fI<W1 oW w® o w ,Wdl,Wd2,Wdhs,WdQ,s,zsl,zSz)

(0.2)
=1 (Mcdedel,s’de,s;Zg) (03)

= ]]‘{|Sg|:0} I (Mcv Md7 Wd1,37 de,s; Zg

{1521 = 0})
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+ :ﬂ'{|51\=0} I (Mc7 Md7 Wdl,s’ de,s; ZZ" {‘81’ = O}> (04)

= 1q5,=0y { (Mcdev Wa, 55 Wa, s ZZI) + 1gis, =0y £ (Mde? Wa, ssWa, s Z7§2>

(0.5)
= 1gs,=0y | (Mc; Z’é) + 15,10y (Md, Wy o Wy i zg2) (0.6)
< Lyigy1=0y £ (MC%ZZI) + Lgsy=0y 1 (Md; ZZQ) : (0.7)

Equation (O.6) follows because (i) Zgl results from { M., M, } which are independent from
{Mq, Wy, s» Wy, s}, and (ii) ZEQ is conditionally independent from M, given { Mg, W, s, Wy, o},
due to the Markov chain M, — {Mg, Wy, s, Wy, s} —{ Mg, Mg} — ZZQ. The inequality in
(0.7) follows using the same steps in (L.1)—(L.6), in Appendix L.
Finally, since Mc is independent from M ; Md is independent from My, and the
rates of M, and Md are both equal to 1 — o — ¢, we have
Jim o omax T (Wl, W Z3 | Zgz) = lim a1 (Wl, W Z5 | Z’SLQ) (0.8)

[S1|+|S2|=p [S;|=0, |S;|=p
1,J€{1,2}, i#j

< i I(M:Z"), I(M;z") 0.9

< e g | TOGZ), 1 (o %)

= max{ lim max I(M;Z7 ), lim max I (Md;Zg )} (0.10)
n—o0 Sy C[l:n]: |S1|=p 17 n—0o0 SyC[lin]: |Sz|=p 2

=0, (0.11)

where (0.9) follows from (0.7), and (0.10) follows because both limits exist and equal

to zero; by using [33, Theorem 2].
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Appendix P

Proofs of (8.42) and (8.43)

Let us fix the subsets S; and S;, and the messages w, and wg. Consider the

Cartesian product of the random bins B,, and B, , i.e., B defined in (8.33). Recall

wq? We,Wq ?

that P

2 ZEQ‘WC:wC,Wd:wd denotes the induced distribution at the adversary’s output

when the transmitted codewords over cache placement and delivery phases are XZ (wg, 10,.)

and X[ (wg,q), i.e., when (x!,x}) belongs to B

wowq- M addition, PZ§1ZE2 denotes

the output distribution at the adversary, induced by the cache placement and delivery
codebooks, C.,, and Cq ,, defined in Figures 8.3 and 8.4.
1742

Let 2",z € Z" where Z = {0,1} U {?}. Define the distribution Qzn zn as
1 2

follows:

Qzy 71 (z,2) = [ Mei=72,=" [ Ux(e1) Ux(2,), (P.1)
i1¢S51,j¢S55 1€851,J€S>
where Uy (#) is a uniform binary distribution when z = 0,1, and Ux(z) = 0 when z =7.

We thus have

n n
I (Wm WaiZg Z52> =D (PWCWnglzsg ‘ ‘PWCWszglzsg> (P.2)

n
PWchzglng (we, wy, 2]

)

= Z PWCWd(wC7 wd) Z Pzg Zg ‘Wch(ZT7Z;L|wC’ wd) ]'Og<
1 2

n ,n
We,Wd Zy,2,

(P.3)

PZgl ZTSEQ (Z?a ZS)PWCWd (wm wd)

)
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= Z PWCWd(wC7wd) Z Pzn VAQ ‘W Wd(z;l7z;|w6’wd)
S17S9 ¢

We,Wq z" z

Pzn VAL ‘W Wa (Z?7 Z;L|wc7 wd) an zn (Z;L, Zg)
x log 51 %0 ° X 515
Qzy zy (27,23) Pyy 2y (27.23)

(P.4)

= 2 Buwa(wewa) [D <P zglzg2\wczwc,wd:wd”nglzg) -b (P Zglzg\\@zglzz)]

(P.5)

< Z Py, wy (we, wa) D <Pzglzg2 ‘WCZWC,WdZWdHQZglsz’Q) ‘ (P.6)

We,Wqd

Define Z' 2 {Zg ;i € S}, 2% 2 {Zg ;2 i € Sy}, Z5 2 {Zg ;1 i ¢ Sy},
S; A . Sy Sa 8¢ SS . N
Z>2 = {Zg, ;i ¢ Sy}, and let 27, 272, 271, 272 be the corresponding realizations. Note

that Z, = {z%',Z5} and Zg = {Z%2,Z52}. For each S}, Sy, w,, and wy, we have

D[P =D|(P :
zy 7%, ‘WC:wC,Wd:wd } |QZ’§12§2 Z51 251252252 |Wo=w,, Wa=wq ‘ ‘stl 251252255

(P.7)
_ S1 ST . Sa S5
- Z PZSlZSiZSQZSE‘Wch (Z yZ 2 7,2 7| We, Wy
z51 ,zsf,zs2,zsg
S Sy . Se S5
PZ51ZSfZ52255}WFWd (Z 20,20, 272w, g
X log - - - (P.8)
stl 751752755 (Zsl ) z°1 ) 252 ) ZSQ)
— Sl SZ S SS Sl S2
- Z PZ51ZSQ‘WW <Z y 2 ‘wmwd) PZSfZSS}WW 751 7,52 (Z v,z We,Wq,2Z 5,2
sy Sf S Sg cVVd cVd
z°1,z°1,z°2 7
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P 75 z52|w wq | P_ge_gec 251 7%
251252 |W. Wy ’ o d ) T gS1 755 | W wa 251 25 ’

We, Wy ZSI ) ZSQ)

x log T
Qzs1zs: (27,2%) stfzsg‘zslzsz (2°1,2% |21, 2%2)

(P.9)

S S
=D|P g P VAR A
751752 }WC:med:’wd ‘ ‘QZSI z% |+ Z5127%2 ‘Wc:qud:wd ’

z51 7ZS2

xD (stfzsﬁ Wo=we,Wa=wq,Z51 =251 752 =752 ‘ ‘stfzs§|zs1 —251 752 :z52>

(P.10)

=D <PZ51z52}WC:wc,Wd:wd"stlzbb) J (P.11)

where (P.11) follows because

P

c c — c c
751752 }Wc=wc,Wd:wd,Z51 =251 ,752 =252 Qz51 753 ’251 =251,752 =252

— H ]]‘{Zl,’i :?7 22’]' :‘?} (P12)

i¢S1,j¢S52

By applying the stronger version of Wyner’s soft covering lemma in [33, Lemma

1] to (P.11), for every € > 0, there exists a y(€) > 0 such that

P D P ngn | >€
ch,wd< < zglzgz}wc:wmwd:wd"QZSIZSQ> )

_ ny(e)
B Pchvwd (D (PZ51252‘WC=wC7Wd=wd ’ ‘QZ51Z52> - 6> S exp (—6 ) ’

(P.13)

is slightly greater than «, i.e., B contains 2"% codewords.

since the rate of B we,wa

We,Wd
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Using (P.6) and (P.11), we have

d (Wm Wai Zgl’ ZZE) = Z PWCWd (we, wq) D (PZSI Z52 ‘WCZmed:wd ’ ‘QZ51Z52> '

We,Wq

(P.14)

Thus,

P max J(W Wy Z" z”)>e
ch’wd Sy,95C1m): e 'Vds S0 88, ) =
[S1]4[S2|=p

S Pch,wd (gll%); Z PWCWd (wc? wd) D <PZSI 7,52 ‘Wc:wawd:’wd ‘ }QZSI ZSQ) > 6)

We,Wq
(P.15)
= ]P)wawd IIUIcl%U)é D <PZ51ZS2 ‘Wc—qud—wdHQZSIZSQ> > € (P-16)
51732
— ]P’ch,wd U D (stl 7,59 ‘WC:qud:wd ‘ ‘stl ZSQ) > € (P17)
We,Wq
51752
< Z Pchvwd <]D) (PZ51ZS2‘WC=wc7Wd:wdHQZSIZS2) - 6) (P.18)
We,Wq
51752

where (P.15) follows from (P.14), and (P.18) follows from the union bound. Since the
combined number of the messages w,, wq, and the subsets S}, 55 is at most exponential
in n, using the super-exponential decay rate in (P.13), the probability term on the right
hand side of (P.15) goes to zero as n goes to infinity. Thus, maxg, g, (WC, Wy; Zgl, Z&)

converges to zero almost surely. This completes the proof of (8.43).
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