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Abstract

We have witnessed rapid emergence of cyber-physical systems (CPS), which in-
tegrate control systems with advanced technologies of sensing, computation and
communication. Many CPS consist of a population of agents which operate in het-
erogeneous spatial and temporal scales, and interact with one another in various
ways. Thus, it is mandatory to develop practical distributed control methodolo-
gies for agents, which provide autonomous decision making given local information,
while guaranteeing satisfactory network-wide performance. This dissertation con-
tributes to the broad field of distributed control of CPS and investigates three
emerging problems: cyber-physical security, cyber-physical economics, and smart
grid.

Cyber-physical security. CPS inherit the vulnerabilities of Information and
Communications Technology (ICT) systems to cyber-attacks. Attackers can by-
pass existing cyber defenses and cause irreparable damage to the physical world.
We study two specific problems: attack-resilient estimation and attack-resilient
machine learning. In the attack-resilient estimation, we consider the scenario that
switched nonlinear stochastic systems are threatened by both of signal attacks and
switching attacks. The attack-resilient estimation problem is formulated as the
simultaneous estimation of states, attack vectors and hidden modes. We propose
a multi-mode algorithm where each mode is associated with an estimator and the
most likely mode is chosen to generate the estimates of system states and attacker
vectors. It is formally proven that the estimation errors of states and attack vectors
of the true mode satisfy Practically Exponentially Stable in probability (PESp) like
properties, when the hidden mode is fixed but remains unknown. Lastly, the devel-
oped theory is validated by numerical simulations on power systems and real-world
experiments on mobile robots and connected vehicles.

In the attack-resilient machine learning, we aim to learn the system function of
a nonlinear stochastic system subject to signal injection attacks. The problem is
formulated as to estimate state and attack vectors as well as the unknown system
function. In the proposed algorithm, Gaussian process regression (GPR) is utilized
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to learn the system function using estimated states and attack vectors. The func-
tion estimates are then used to generate the estimates of state and attack vectors
using input and state estimation technique. We show that the estimation errors of
states and attack vectors satisfy PESp-like property, average case learning errors of
the function approximation are diminishing if the number of state estimates whose
estimation errors are non-zero is bounded. The developed algorithm is applied to
power systems to demonstrate its performance.

Cyber-physical economics. In some CPS, agents act to maximize their own in-
terests. It is interesting to bridge the gap between social welfare and individual
interests. We propose a bi-level lottery, where a social planner at the high level
announces a reward and, sequentially, agents at the low level jointly find a Nash
equilibrium in response to the reward. We introduce user’s heterogeneity parame-
ter and social planner’s perturbation parameter, and formulate an optimal bi-level
lottery design problem where the Nash equilibrium of the lottery game is coin-
cident with the socially optimal payoff or a greater payoff with least reward and
perturbations. Through the analytical results on Nash equilibrium, we derive a
convex approximation of the optimal bi-level lottery design problem, and identify
that the approximation is exact under mild sufficient conditions. We verify the
results via a case study on demand response in smart grid.

Smart grid. We investigate distributed frequency control of multi-machine
power systems with unknown net loads. Proposed distributed frequency controllers
leverage synchronous generators and demand response to handle fast changing and
hard-to-predict net loads. In particular, local (adaptive) internal models recon-
struct net loads, and reconstructed signals are assigned to synchronous generators
and demand response to track or filter. We show that the system states are asymp-
totically convergent to the desired signals. Numerical simulations on the IEEE 68-
bus test system as well as the Minni-WECC system demonstrate the effectiveness
of the controllers and performance under a three-phase fault and load-switching
during light /peak loads.
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Chapter 1
Introduction

We have witnessed rapid emergence of cyber-physical systems (CPS), which in-
tegrate control systems with advanced technologies of sensing, computation and
communication. CPS are uniquely featured by the strong coupling between the
physical world and the cyber space. Such strong coupling enables highly dis-
tributed, complex and collaborative applications such as smart grid, self-driving
cars, intelligent transportation systems, smart and connected communities and so
on. The significance of CPS is emphasized in a report to President Obama [4].
Moreover, the US National Science Foundation (NSF) determines CPS as a key
research area. We have experienced substantial progress in advancement of CPS
technologies. This satisfies the continuously growing demands for specifications,
and induces a driving force for a set of applications. There, however, is a lack of sci-
entific and mathematical methodologies to control and optimize CPS, preventing
efficient and effective management and realization of the projected applications.
Thus, the opportunities for CPS are far-reaching and many challenges remain un-
solved.

Distributed control is essential for many CPS. In particular, many CPS consist
of a population of agents which operate in heterogeneous spatial and temporal
scales, and interact with one another in various ways. Hence, it is mandatory
to develop practical distributed control methodologies for agents, which provide
autonomous decision-making given local information, while guaranteeing satisfac-
tory network-wide performance. Distributed control has several advantages over
the traditional centralized control methodology. First of all, it requires only local
information obtained by communicating with neighboring agents. This feature en-

hances scalability to large-scale networked systems, and reduces the needs of com-



municational bandwidths. Secondly, decision-making and control are performed
locally without any centralized coordination. As a consequence, computational
burden is shared by multiple agents, and the systems are robust to failures of
individual agents. The development of distributed control methodologies faces
significant challenges as well. Firstly, CPS embed inherent complexities. In par-
ticular, CPS are composed of a huge number of agents who may have limited
knowledge about global networks, although the agents’ dynamics are coupled with
others via physical and cyber layers. Even more, the agents may be heteroge-
neous and seek subobjectives which may not be aligned with network-wide goals.
Secondly, CPS operate in dynamic, uncertain and even hostile environments. En-
vironmental complexities could significantly degrade system performance and even
cause mission failures. Distributed control of CPS has been receiving substantial
attention [5-8]. Fundamental issues include consensus [9], distributed optimiza-
tion [10,11] and game-theoretic learning [12,13]. Fundamental theory has been
applied to power systems [14, 15|, mobile robotic networks [16-18], sensor net-
works [19,20], smart buildings [21], etc. This dissertation contributes to this broad
research area. In particular, we focus on three emerging problems: cyber-physical

security, cyber-physical economics and smart grid.

1.1 Cyber-physical security

Cyber-physical systems (CPS) are emerging with the integration of traditional
Information and Communications Technology (ICT) systems with physical com-
ponents. Inherent vulnerabilities of ICT systems subject to cyber-attacks impose
significant security risks on CPS. Therefore, it becomes a top-priority issue to pro-
tect CPS from cyber-attacks. In the security community, there have been abundant
research on security of ICT systems. Based on the audit sources, traditional in-
trusion detection systems (IDS) can be categorized into two classes: host-based
and network-based. Host-based IDS monitor [22,23] in-and-out data packets and
system files of a single host. Network-based IDS [24-26] check network traffic of a
strategic point in the network. Since ICT systems are a part of CPS, traditional
security techniques are necessary. However, they are not sufficient because they do
not take into account physical systems of CPS. For example, traditional IDS for

ICT systems monitor cyber-space misbehaviors only. Attacks launched through



physical channels do not trigger abnormal cyberspace behavior, and thus do not
raise any alarm. Furthermore, traditional IDS usually require information of attack
types and channels, which is difficult to obtain in advance, especially for zero-day
attacks. New methodologies are needed to complement existing solutions for ICT
systems. In CPS, regardless of the attack types and channels, the attacker targets
physical systems and aims to abort the missions of physical systems or produce
damage on them. In this case, the attacks can always be considered as external
disturbances (or uncertainties) on physical systems. Control theory has a long
history to deal with uncertainties such as robust control [27], adaptive control [28],
stochastic control [29], etc. These control-theoretic methodologies provide valuable

insights to ensure CPS security.

1.1.1 Attack-resilient estimation

Literature review. In CPS security, one research direction is to identify fun-
damental limitations of attack detectors. Paper [30] shows that sensor attacks
against state estimation in electric power grids are able to induce arbitrary esti-
mation errors, if injected signals are in the column space of the output matrix.
It is shown in [31] that, for linear descriptor systems, signal injection attacks are
not detectable if and only if attack signals excite zero dynamics. Another research
direction is to design attack detectors against signal attacks and switching attacks.
Papers [31,32] formulate attack detection problems as ¢,/ optimization prob-
lems. The problems, however, are non-convex and NP-hard in general [31]. To
overcome the computational complexity, paper [32] proposes convex relaxations of
the optimization problems. Paper [33] studies robustness of state estimator based
on { optimization with respect to modeling errors (sampling, computation/actu-
ation jitter, and synchronization). The Kalman filter is adopted in [34] to conduct
attack-resilient state estimation in the presence of stochastic noises. A multi-modal
Luenberger observer is designed in [35], where its memory usage increases linearly
with the number of states and outputs. All aforementioned papers are limited to
linear systems.

Contributions. In Chapter 2, we consider the scenario that switched non-
linear stochastic systems are threatened by both of signal attacks and switching

attacks. The attack-resilient estimation problem is formulated as the simultaneous



estimation of states, attack vectors and hidden modes. We propose a multi-mode
algorithm to solve the problem, where the algorithm associates an estimator to
each mode and the estimators share the same structure. Each estimator calculates
the estimates of states and attack vectors, recursively. The differences between ob-
tained outputs and predicted outputs represent mode probabilities, and the mode
estimator selects the most likely one. It is formally proven that the estimation er-
rors of states and attack vectors of the true mode satisfy Practically Exponentially
Stable in probability (PESp) like properties, when the hidden mode is fixed but
remains unknown. Furthermore, we discuss a mode reduction method to reduce
the computational complexity for switched linear stochastic systems, remaining
the minimal number of modes to maintain the same detection capabilities as the
power set. Towards our best knowledge, this is the first time that systematically
studies unknown input, state, and mode estimation of switched nonlinear stochas-
tic systems. In Chapter 3, we conduct numerical simulations on the IEEE 68-bus
test system to demonstrate the effectiveness of the proposed algorithm on time-
varying modes with a regular mode set and a reduced mode set. We also conduct
real world experiments on mobile robots to show the performance of the proposed
estimator. Lastly, we extend the results to distributed settings and conduct ex-
periments on urban connected vehicles, where the vehicles collaboratively detect

attacks.

1.1.2 Attack-resilient machine learning

Literature review. Attack-resilient machine learning is closely related to ma-
chine learning in the presence of training data errors. Different from our goal,
related works (fault tolerant learning [37,38], and adversarial learning [39, 40])
study probably approximately correct (PAC) learning in the presence of (mali-
cious) noises. It has been shown in [37] that the random classification noise model
is PAC-learnable. Robustness of PAC-learning algorithms is studied in [38]. The
paper also shows that there is no tolerant algorithm in the presence of random at-
tribute noises. Adversarial learning [39,40] studies worst-case error and robustness
of learning algorithms when the attacker can choose a fixed random probability of
errors. Since the papers focus on learning algorithms tolerating (malicious) errors

rather than rejecting the effect of attacks, the performance of the machine learning



algorithms degrades in the presence of attacks.

Attack-resilient machine learning is also related to data-driven estimation of
unknown dynamic systems using Gaussian process regression (GPR). GPR has
been combined with extended Kalman filter [41], unscented Kalman filter [41,42],
and Cubature Kalman filter [43] to overcome a lack of knowledge of dynamic
systems. However, no existing techniques can perform attack-resilient estimation
or handle actuator attacks. No theoretic guarantee is provided in this set of papers.

Contributions. In Chapter 4, we consider to learn the system function of a
partially unknown stochastic nonlinear system subject to signal injection attacks.
The problem is formulated as a joint estimation of state, attack vectors, and sys-
tem function estimation problem. We propose an algorithm which overcomes the
limitation on knowledge of the system function by fusing Gaussian process regres-
sion with unknown input and state estimation technique. The system function is
learned by GPR using estimated states and outputs. Then, the function estimates
are incorporated to input and state estimation technique to obtain the estimates
of state and attack vectors. It is formally proven that estimation errors of system
states and attack vectors satisfy PESp-like property, and average case learning
errors of system function approximation are diminishing if the number of state
estimates whose estimation errors are non-zero is bounded. Numerical simulations
on power systems show the effectiveness of the proposed algorithm.

The results of Chapters 2, 3 and 4 are based on the following publications.

(JP-1) H. Kim, P. Guo, M. Zhu, and P. Liu, Attack-resilient Estimation of Switched
Nonlinear Stochastic Cyber-Physical Systems. In Automatica, Submitted

(CP-1) H. Kim, P. Guo, M. Zhu, and P. Liu, Attack-resilient Machine Learning of
Dynamic Systems using Gaussian Process Regression. In the 2019 American

Control Conference, In preparation.

(CP-2) P. Guo, H. Kim, N. Virani, J. Xu, M. Zhu, and P. Liu. RoboADS: Anomaly
Detection against Sensor and Actuator Misbehaviors in Mobile Robots. In
2018 IEEE/IFIP International Conference on Dependable Systems and Net-
works, pages 574-585, 2018.

(CP-3) P. Guo, H. Kim, M. Zhu, and P. Liu. VCIDS: Collaborative Intrusion
Detection of Sensor and Actuator Attacks on Connected Vehicles. In 13th



International Conference on Security and Privacy in Communication Net-

works, pages 377-396, 2017.

(CP-4) H. Kim, P. Guo, M. Zhu, and P. Liu, Attack-resilient Estimation of Switched
Nonlinear Cyber-Physical Systems. In the 2017 American Control Confer-
ence, pages 4328-4333, 2017.

1.2 Cyber-physical economics

In many practical scenarios, control authorities in CPS are non-cooperative and
seek for heterogeneous (or even conflicting) subobjectives. For example, power con-
sumers compete over limited power generations, and Internet users share network
bandwidths. This leads to competitions over limited resources and the degradation
of network-wide performance. It is vital to eliminate the gaps between individual
interests and network-wide goals such that the networked system can operate at
an optimal level.

Literature review. To address the above issue, a common practice is to
adopt methodologies in microeconomics and design mechanisms to align agents’
preferences via side payments/pricing with social welfare. In an auction, bidders
submit bids of the items, and an auctioneer sequentially determines item price and
allocation. Vickrey-Clarke-Groves (VCG) auction [44-46] is the most well-known
mechanism, and it has been shown that VCG is efficient and incentive compati-
ble [47,48]. Contract theory [49] is another type and has purpose of construction
of a contract in the presence of asymmetric information of the agents. Contract
theory has three types of models; i.e., moral hazard [50] (hidden information after
the contract), adverse selection [51] (hidden information before the contract), and
signaling [52] (some credential information provided by the agents). Optimal tax-
ation [53] and trading [54] are other classes of mechanism design. Incentive design
has two dynamic extensions. Algorithmic mechanism design is directed incentive
design where principal incentivizes agents to follow specified algorithms or solve
computation problems [55-57]. Incentive control is indirected where agents’ choses
are affected by rewards/prices determined by principal [58,59].

Contributions. In some CPS, agents act to maximize their own interests. It

is interesting to bridge the gap between social welfare and individual interests. In



Chapter 5, we propose a bi-level lottery, where a social planner at the high level
announces a reward and, sequentially, agents at the low level jointly find a Nash
equilibrium in response to the reward. It has been known that competitions among
the agents results in efficiency losses in current lottery schemes, and social optimum
is coincident with Nash equilibrium only when an infinite reward is given [60]. To
mitigate the issue, we introduce user’s heterogeneity parameter and social planner’s
perturbation parameter, and formulate an optimal bi-level lottery design problem
where the Nash equilibrium of the lottery game is coincident with the socially
optimal payoff or a greater payoff with least reward and perturbations. We formally
analyze the properties of low-level Nash equilibrium, the price of anarchy, and the
behavior of public goods and Nash equilibrium with respect to the reward and
perturbations. Through the analytical results, we derive a convex approximation
of the optimal bi-level lottery design problem, and identify that the approximation
is exact under mild sufficient conditions. We verify the results via a case study on
demand response in smart grid.

The results of Chapter 5 are based on the following publications.

(JP-2) H. Kim and M. Zhu. Optimal Bi-level Lottery Design for Multi-agent Net-

works. In Automatica, Submitted.

(CP-5) H. Kim and M. Zhu. Optimal Incentive Design for Distributed Stabilizing
Control of Nonlinear Dynamic Networks. In IEEE Conference on Decision
and Control, pages 2289-2294, 2015.

1.3 Smart grid

Smart grid is an important application of CPS. Centralized generating facilities
are being distributed integrating small energy resources; e.g., photovoltaic sys-
tems, fuel cells, storage and electric vehicles. This tendency is likely to accelerate.
Worldwide 144 countries now have their own political targets for increasing shares
of renewable energy generations and especially European Union targets 20% of
renewable energy shares by 2020 [61]. Integrating new technologies to power grid
allows a more flexible and efficient management. However, renewable generation
as well as other small energy resources are hard to predict, and an increasing pro-

liferation imposes significant challenges to the operation and management of the



power grid. It becomes imperative to maintain grid stability and reliability despite
the disturbances induced by renewable generation.

Literature review. There are many efforts made to control of the power grid
under a variety of external disturbances. Representative techniques include Riccati
equation [62], and Hy/H,, control [63,64]. This set of papers aims to attenuate
external disturbance; i.e., the impacts of external disturbances are reduced but not
completely eliminated. On the other hand, disturbance rejection instead pursues to
completely eliminate external disturbances and recover perfect stability. There are
limited literature on disturbance rejection. Paper [65] develops distributed internal
model controllers to ensure optimal frequency synchronization despite uncertain
and time-varying loads.

Contributions. In Chapter 6, we study the frequency control of multi-machine
power systems subject to uncertain and dynamic net loads, where the net loads con-
tains power loads and renewable generation. Under the assumption that each net
load consists of a set of sinusoidal functions, we design distributed controllers for
the following two cases: (1) robust adaptive frequency control, where the frequencies
of net loads are unknown; (2) robust frequency control, where the frequencies of net
loads are known, with general dynamic systems. The proposed controllers recon-
struct unknown disturbance signals using internal model, and utilize synchronous
generators and demand response to filter them out. We formally show the sta-
bility of frequency via Lyapunov analysis and conduct numerical simulations on
the IEEE 68-bus power system and Minni-WECC system. To our best knowledge,
it is the first time to study distributed adaptive internal model control to handle
external disturbances with unknown frequencies. As a byproduct of the analysis,
we develop a new distributed constrained small-gain theorem, which is interesting
on its own.

The results of Chapter 6 are based on the following publications.

(JP-3) H. Kim, M. Zhu, and J. Lian. Distributed Robust Adaptive Frequency
Control of Power Systems with Dynamic Loads. In IEEE Transactions on

Automatic Control, provisionally accepted.

(CP-6) H. Kim and M. Zhu. Distributed Robust Frequency Regulation of Smart
Power Grid with Renewable Integration. In American Control Conference,
pages 2347-2352, 2015.



Chapter 2
Cyber-physical security: Attack-
resilient estimation (Theory)

2.1 Introduction

Cyber-Physical Systems (CPS) are systems which integrate control systems with
advanced technologies of sensing, computation and communication. Security is
of vital importance for CPS. Especially, because of the couplings between the
cyber layer and physical layer, CPS bear vulnerabilities to cyberattacks which
may cause irreparable damage to the physical layer [66]. For example, a natural
gas flow control system in Russia was temporarily seized in 2000 and a sewage
control system in Australia was attacked in the same year [67]. According to early
studies on CPS security, the types of possible attacks on CPS can be categorized
into signal attacks and switching attacks. Signal attacks include sensor attacks
which tamper with sensor readings and actuator attacks which tamper with control
commands. While signal attacks modify the magnitudes or timings [68,69] of
signals, switching attacks alter system structures [36,70]. The attacks can be
launched via communication jamming and malware; e.g., Trojan.

As discussed in Chapter 1, control-theoretic approaches to CPS security attract
lots of attention. Papers [30,33-35] handle sensor attacks only, and papers [31,32]
handle both sensor and actuator attacks. Recent paper [36] designs an attack-
resilient estimator for stochastic linear systems when there are sensor attacks,
actuator attacks, and switching attacks. All aforementioned papers are limited to

linear systems.



Our attack-resilient estimator design method is based on simultaneous unknown
Input and State Estimation (ISE). Early research of this area focuses on state es-
timation without estimating unknown inputs [71,72]. Unbiased and minimum
variance unknown input and state estimators are designed for linear systems with-
out direct feedthrough matrix [73] and with full-column rank direct feedthrough
matrix [74,75], and with rank-deficient direct feedthrough matrix [76]. Noticeably,
this set of papers is restricted to linear systems.

Chapter organization. A motivating example of CPS model and attack
model is introduced in Section 2.2. Section 2.3 introduces system model, attack
model and defender’s knowledge. Moreover, the state, attack vector, and mode
estimation problem is formulated in the same section. We propose Nonlinear un-
known Input, State and Mode Estimator (NISME) to solve the estimation problem
in Section 2.4. The stability of the proposed estimator is formally analyzed in Sec-
tion 2.5. Section 2.6 discusses justifications of the assumptions, connections to
existing works, and a way to reduce computational complexity caused by unknown
signal attack locations, for switched stochastic linear systems.

Notations. Given a vector a;, we use d; and ay to denote an estimate of a5 and
induced estimation error a, = ay — ag, respectively. Its error covariance is defined
by P¢ £ Elaal], and cross error covariance with by, is P £ E[a,bf] = (PP)T.

We use the following definition for filter stability of nonlinear systems.

Definition 2.1.1 Stochastic process x(t) is said to be Practically Exponentially
Stable in probability (PESp) if for any v € (0,1), there exist positive constants c,
b, ¢, and § such that, for any ||z(0)|| <6, the following holds for all t > 0:

P(lz@®)] < ae™z(0)[| +¢) = 1~ 1.

PESp is a special case of stochastic input-to-state stability [77] when input is
absent and class KL function is exponential in ¢ and linear in ||z(0)||. In addition,
PESp is also extended from global asymptotic stability in probability (Definition
3.1 in [78]). Notice that the stability notions in [77, 78| are global and PESp is
local.

As for linear systems, one of the sufficient conditions for filter stability is uni-

form observability.

Definition 2.1.2 [79] The pair (Cy, Ag) is uniformly observable if and only if
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there exist positive constants a,b,l, for all k > 0, such that, for all k > 0, al <
Mgk < b1 where My £ Zfi,i @iﬁkCiC'f@Zk is the observability gramian and

Dy, 1o 18 the state transition matriz.

Uniform observability reduces to observability if the linear system is time-invariant.

2.2 Motivating example

A power network is represented by undirected graph (V, &) with the set of buses
V 2 {1,---, N} and the set of transmission lines £ C V x V. The set of neighboring
buses of i € Vis S; = {l € V' \ {i}|(i,1) € £}. Each bus is either a generator bus
1 € G, or aload bus i € L. The dynamic of bus ¢« with attacks is described as the

following switched nonlinear system:

0;(t) = fi(t) +wii(t)
(1) = = (Difi(t) + X PO = (Pa(t) + dug() + Pra(®)) + wast) (2.1)

m; leS;

with the output model

Yik = [Petees > Ui, fir)" + dsip + vin (2.2)

adopted from Chapter 9 in [80] adding a phase angle measurement as [81, 82].
System states 6;(t), f;(t) are phase angle and angular frequency, respectively. Mode
index j;(t) € {0, 1} represents on/off of the power line connection between buses
i and [; i.e., power flow is PJ(t) = —PL(t) = tysin(6;(t) — 0,(t)), and PI(t) =
—P2(t) = 0. The values Pp (t), and Py, (t) = Pr.(t) + D;fi(t) denote power
demand, and electrical power output, respectively. Since power demand Pr ()
can be obtained by many load forecasting methods [83,84], it is assumed to be
known.

Mechanical power Py, (t) is the control input for i € G and is assumed to
be zero at load bus ¢ € L. Power demand can be divided into elastic demand
PE(t) and inelastic demand P (t) as shown in [85]; i.e., Pp,(t) = PE(t)+ PLE(t).
Elastic demand PE (t) can be controlled via power pricing. Since we assume that
the current load is known, we simplify that load bus i € £ uses Pp (t) as load

controller.
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The measurements are sampled at discrete instants due to hardware constraints.
We use subscript k£ € Z>( to denote an instantaneous value at the discrete sampling
time tg; e.g., fi(ty) = fik-

An attacker is assumed to be able to modify the sensor measurements, control
commands, and trigger the power flow line switches. The possible attacks are mod-
eled as vectors ds ;. € R, d,;(t) € R, and hidden mode switch j;(t) which represent
sensor attacks [31,34], actuator attacks [31,32,69], and circuit breaking/switching
attacks [36,70], respectively.

2.3 Problem formulation

System model. Consider the hidden-mode nonlinear stochastic system

a(t) = f(@(t), u(t) + da(t),w'(t), j(t), 1), z(t) e ¢V
(@(t),5(t)) " = Q' (x(t),5(1)), z(t) € DIV
Uk = h(@p, uk + dag, Vg, Ji, ti) + ds (2.3)

where z(t) € R™, y, € R™, u(t) € R?, and j(t) € M! are state, output, input, and
hidden-mode, respectively. We use subscript k € Z>, to denote an instantaneous
value at the discrete sampling time t;. Vectors d,(t) € R®, and dsp € R™ are
actuator attack vector and sensor attack vector, respectively. Sets 7, Di) C R
denote flow set and jump set, respectively, and 2 is a mode transition function.
For each mode, process noise w'(t) € R* and measurement noise v, € R** are
uncorrelated with each other. The system is a continuous-discrete system because,
while the physical dynamic evolves in continuous time, sensor measurements are
obtained at their corresponding sampling instants due to hardware constraints.
We define a uniform sampling period as ¢ = ¢, — t;_;. It is assumed that the
system (2.3) has a unique solution. One of the sufficient condition for the unique
solution is weak one-sided local Lipschitz condition on function f’(-) in the open
time interval of each mode duration [86] and other conditions can be found in the
references therein. The system model (2.3) includes the power system model (2.1)
with (2.2) as a special case.

Attack model. Signal attacks are comprised of signal magnitude attacks (i.e.,

the attacker injects attack signals), and signal location attacks (i.e., the attacker

12



chooses targeted sensors/actuators). Signal attacks are modeled by d,(t) and d
where zero values indicate that the corresponding actuators and sensors are free
of attacks and non-zero values represent attack magnitudes. Switching attacks
change system modes following €)'.

Knowledge of the defender. The defender is unaware of which actua-
tors/sensors are under attacks and what the current mode is. The defender knows
dynamic system model and output model (2.4) for each mode but not the mode
transition function €. Mode set M is also known to the defender. The attack
vectors d,(t), ds i, mode j(t) and its transitions are inaccessible to the defender.
Noise vectors w'(t), v, are unknown but their auto covariance matrices are known.

Objective. The defender aims to answer the following three questions:

(a) if any sensor, actuator, or switch is attacked;

(b) if so, which ones are attacked, and how much sensor readings and control
commands are tampered with;

(c) what current system states and mode are.

The above problem can be formulated as a joint estimation of states, attack vectors

and modes of hidden-mode switched systems (2.3).

2.4 Estimator design

In order to reflect real world, system (2.3) models the attacks from the attacker’s
point of view and captures attack sources. In order to solve the estimation problem,
we need to model the attacks from the defender’s point of view and captures attack

consequences. In particular, we rewrite system (2.3) as follows:

() = f(x(t), ut), d(t), w'(t), j(1), 1), x(t) € C7Y
(x(1),5()" = Q(x(t), §(1)), x(t) € DIV
= h(xk,uk,v;,jk,tk) + H]kdk (24)

where d(t) = [d] (t),d] (t)]" € R**™, d, , = h(@k, ug + da g, V., Jis te) — h(Th, Uk, U,

Jiste) g, f@(t),ult), d(t),w'(1),§(),t) = f'(@(t), u(t) + S/ Od(t), w'(1), j(t),1),
SIO = K10 0°m] € {0,1}*C+™ and Hx = [0, K] € {0, 1} The

13



defender models the signal location attacks as mode j(t) of diagonal matrix

SJ

K& .
HJ

B |: K:é OSXm

' c 071 (s+m)x(s+m)
Qmxs K}{ ] { }

where K7(i,i) = 1 if mode j assumes that the i'* location is under attack; other-
wise, K7(i,i) = 0. Thus, j(t) € M = M4 x M! stands for the both signal location
attacks M4 and switching attacks M.

Remark 2.4.1 we will consider arbitrary K7 € RET™>64m) 4n the remaining of

this section and Sections 2.5, for the sake of generality. [ |

To solve the problem, we propose Nonlinear unknown Input, State and Mode Es-
timator (NISME). The NISME consists of a bank of Nonlinear unknown Input

and State estimators (NISE) and a mode estimator as shown in Figure 2.1. Each

-------------------------------------------------------------------------
. .
. -

~—| NISE forj=1 px i
: k "'k

ue) | 3 R
35 )—-§—> NISEforj=2 [T ¢ o
k A H ~
5 o 7 Jk i J (t)
Mode

-—> NISE forj =M [ ,i. estimator

- »
ay
S EEEEEE NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEES

Figure 2.1: Scheme of NISME.

NISE is associated with a particular mode and recursively estimates the states and
attack vectors under the fixed mode. The mode estimator calculates the posteriori
probabilities of the modes by observing output discrepancies from predicted out-
puts, and chooses the most likely one. Lastly, the NISME outputs the estimates
of the states and the attack vectors of the selected mode.

We first introduce some preliminaries for the NISE in Section 2.4.1. The NISME

is presented in Section 2.4.2.
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2.4.1 Preliminaries

In this section, we introduce an output decomposition used in the NISE. Since
each NISE is associated with a particular mode, we omit the mode index j(t) for
notational simplicity.

We first discretize and linearize system (2.4) as follows with constant sampling

period e:

Try1 = Tk + Ef(l’k, Uk, dk?7 w;q;? tk) + €pk
~ xp, + €(Apxy + Brug + Grdy, + pr + wy)

where epj, = jf:“ flz(r),u(r),d(T),w' (1), 7)dT — € f (T, U, dg, W}, i) refers to dis-

cretization error, and wy, = Jywy, v = By,

k — R 5 k— 8 |4 5
O Ny de0str” O gt di0sts”
k — . 5 k — . 5
Od Vot die0,ti” Ow' |k e die 0.ty
k — R k — .
Ox 1&ne—1,ur0ts’ ou $k\k_17Uk70,tk’
oh
A k
E, 2 20| .
OV 12k 1,uk,0,tk

We define the autocovariance matrices for noise vectors as E[wywl] = Q; > 0, and
Elvpvf] = Ry, > 0.
Now we introduce two coordinate transformations. The first one is based on

the singular value decomposition

Y0
0 0

VlT

H:[Ul UQ} VT
2

where Y is a full rank diagonal matrix. The first coordinate transformation T} is
defined by

Tk
T

uf

T —

. (2.6)

B [ I —UTRU, (UL R U,) ™
0 I
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Likewise, the singular value decomposition

Y 0

T,C,Gr1 Vo = { Usk 0 0

]

Vil
Vilk

with full-rank diagonal matrix ¥, induces the second coordinate transformation

I —Uf’:kékﬁzk((jg:kékﬁzk)_l

Tk = [T1T,k7T2T,k]T = [ 0 I

where Ry, = Ty R, T . From coordinate transformations (2.6) and (2.7), the output

Y in (2.5) can be decomposed as follows:

Yk = T eyr =~ Crpx, + Dy gu + Hidy g + v
Yo,k = TI,kT2yk ~ Oy & + Do puy + Vo,

~ Oy p(xp-1 + €(Ap—12k—1 + Br_1ug—1 + Gr_1dg—1 + wi_1)) + Do puy + voy
Ysx = ToxToyp =~ Cs g + D3 jup + vy (2.8)

where H j, = X, and ngka_lVg,k_lf/Lk = Y. Note that dy r, and dy j, are different
from d{, and d,x, and introduced for the purpose of analysis. Attack vector
dy, is decomposed into a sum of dy; = Vildy, day £ ‘7&“1/2?,66[;6 and dz) =
I_/ZTk +1kadk where they are orthogonal to each other. In this case, it holds that
Grdi, = Gidi g + Gopda g + G pds with Gy, £ GiVig, Gag S GkVQ,kVLk+1 and
G 2 GVoiVajit.

Output y; 4 is the portion of y, which is attacked at k; i.e., y1, includes d;
in (2.8). Outputs ys ) and ys are the portions of y; and are free of attacks at
k, where output ys reflects dyj indirectly because CyGr_1dr—1 = Y. Thus,
decomposed outputs yi i, Y2k, and ys; are used to estimate dj , day—1, and zy,
respectively.

Because daj—1 is not measured by yi_i1, output yor = Co1Gop_1daf—1 + ...
in (2.8) is instead used to estimate dsj_1; i.e., matrices Cyy, and Go 1 must be
known to estimate attack vector dy ;1. However, in (2.5), matrix Gy 1 is obtained
by linearizing f(-) using cizk_l, and matrix C} is obtained by linearizing h(+) using
Zp|k—1, where these linearizations cannot be done without knowing CZM_I. Thus,

we impose the following assumption on system (2.3) and its justification is given

16



in Section 2.6.

Assumption 2.4.1 Dynamic system model (2.4) can be expressed as
a(t) = fa(t),u(t), di(t),w'(t),t) + Ga(t)da(t)
Yie = Torye = ha(@r, ur, v g, te) + Hidy

Yok = T1 Dot = Copy + haug, vh g, tr,)
Ysk = Do Dot = hs(@p, we, vl 1, L) (2.9)

where dim(ds ) = 0.

With Assumption 2.4.1, the dynamic system (2.5) becomes

Tp1 = T + €f (g, ug, di g, Wy, ty) + €Gaopda g + €py

~ T+ 6<Akl’k + Bruy + Gl,kdl,k + Gg7kd27k + pr + wk) (210)

where matrices Ay, By, G1x, and Ji can be obtained before having an estimate
for dy ;. Output equation (2.9) is linearized into (2.8) where noises vy, = Fy 301 4,

Vo = Ea sy, v3r = E3 vy, are uncorrelated with each other and

A ath A ah{%,k
Cip = ) : Csp = ) :
0x #rjp—1,uk,0,tk 0x #gpp—1,uk,0,tk
A 8h17k A ah?,k
Dl,k = . , D2,k - )
Ou &xjp—1,ur,0,tk ou lug,0.tx
A ah?),k A ahl,k
Dy = —7|. ; Evr=—1. ;
OUu N Zxjk—1,u,0t 8’01 T p—1,uk,0,l
A ahQ,k A ahS,k
By = / ) Esr = R .
8’1}2 ug,0,tk 8/(]3 zk‘k—l’uk701tk

2.4.2 Algorithm statement

Consider the NISE (Algorithm 1) as well as Figure 2.2 whose derivation is presented
in Appendix 2.8.1 in details. All the estimates of states and attack vectors are
best linear unbiased estimates (BLUE); i.e., the estimator gains are chosen such
that the estimates are unbiased and the norms of the error covariance matrices
are minimized. Since attack vector ds ,_1 does not influence output y_; directly,

output y%vk is used to estimate attack vector dyj_; (line 2) by using previous
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Figure 2.2: The recursive estimation scheme of the NISE.

estimate of attack vector dy ;_;. Error covariance matrix P,fi’f of attack vector
estimate cgk,_l is derived in line 3. Applying the previous state and attack vector
estimates to dynamic system (2.4), the current state is predicted (line 4). Error
covariance matrix P,ﬁ’kjfl of the predicted state fci‘ w1 is found in line 5 and the

matrices in line 5 are defined by Qi_l =S E[w{;_l(wi_l)T],

—J ey J J J J Jo\J J J o,
wy,_ = e(l — €G2,k71M2,kC2,k)(wk71 - Gl,kflMl U1,k71) - EGQ,kflMZkUZ,k

Al &I eGg,k—lMg,kCg,k>(I +ed] | — €G{,k—1M{C{,k—1)' (2.11)

We correct the predicted state using the measurement bias (line 7) between the
measured output and the predicted output. Error covariance matrix Pf‘}ﬁjfl of state
prediction 3% _1 1s updated in line 8. Attack vector d, is estimated from output
y{k (line 10). Error covariance matrix P,fi’lj of attack vector estimate ci{k, and
cross error covariance matrix Py I with ii“{ are found in lines 11-12. Lastly,
the NISE generates the priori probability A} (line 15) of the mode to find the
most likely mode, where n/ £ Rank(}_j,flk_l). For this purpose, the discrepancy
between the measured output ygk and the predicted output is used to validate
the mode (line 13) because they should match if j is the true mode. Since the
system is nonlinear, the discrepancy V,’; may not be Gaussian. We approximate V,Z
as a Gaussian random vector because it is a typical practice to approximate an
unknown noise as a Gaussian distribution as [87]. Moreover, V]z is Gaussian when

the system is linear and noises wj, and vj, are Gaussian. Covariance matrix Py,

of the discrepancy I/]Z is found in line 14.
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Algorithm 1 NISE

Input: j, i‘i—l\k—pcz{,k—l’ P P prid g u(t) for t€ [ty tyl;
1. > Attack vector dé,kq estimation
2: Mgk = (602 szk )71 (or Mgk =0 if Rank‘(ik) =0);
3: d2k 1 = M%k(ym = OBy + ef(@qpors -1, d 1,0, tk1)) —
h2(uk7 Oa]atk>>7
i, o : . S .
4 P> 2] = Mik‘cé,k.(IJFEAIJ VP (M3 ,.C5 (I +eAy e +€2M§kcg kQ (M3,
Cz, ) + M3 R, (Mgk) + €2C) kle 1 dm(cj kle DF 4 EMg,kCQ,k(I +
xdy, dix, ] .
A )P (CF G i) 4 €C3 G PRt (M3,,C5, (1 + eAf )T
5. > State prediction
6: 2(t) = f(27(t),u(t), d] . 1,0 7, t) —|—G]2"k_1cg’k_1 with initial condition 3?:{;71“%1
for t € (tx— 17tk] to have 7 xk‘k_l at t = ty;
T Pk\k = AP AT+ Q1
8: > State estimation
9 Lj, Pif\ig 1 (C3,)7(CF kpkﬁlg H(C3)T + Ry )7
10: xk|k xk\k 1 +Lk(y3k h3(xk\k—'17'uk707ja tk))a 4
11 P{ = (I~ LC}) B (I~ LC})T + LR (L)
12: > Attack vector de estimation
13: M{ = (H{)™" (or M{ =0 if Rank(X) = 0);
14: Czi,k = Mf<y{,k - h‘l(fi‘?@\ka Uk, 07j7 tk))v
15: Pt = M{C{kP,f](MfC’{k)T + M{ Ry (M)
16: P9 = PEI(M{C] )T
17: > The priori probability of the mode
18: Vk _y?)k h3<f:?€|k—17yk70 Jstr);
19: Pk\k 1= O3 Pl (C5)T +R3k§

. j 1 (v ) ] k|k— 1)‘11';]; i
20: k (27r nJ/2|PJ |1/2 eXp( 2 )a

7 z,j  pd2,Jj pdij prdi,j J
Return: a:klk, d1k7 dyp 1, By, P2, P BN
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Algorithm 2 NISME

Input: &), = Elzo], Py’ = Py, gy = i dio = (%) (ylo — I (89, 10, 0, j, 0))
for Vj € M; Choose 0 < § < ﬁ, 0<a; <1,0<as <1 (significance levels);
1: for k=1:N do
2:  Read sensor output yi, and control input u(t) for ¢ € [tg_1,tx];
3: for j € M do
4: Run the NISE with input (j,xk k- 1,d1k 15
P P prid e a(t) for t € [tg_y, 1)) to generate output (ka, al1 s
ng,kfh Pliw> Pgi’f? P’:lm’ Plfdhj? ng)a
end for
> Mode estimator
for j € M do

_4 NIy
J kMk—1 .

(. = Mmax )
k {ZIMI NZ/% 17 }7

end for

10: for j € M do
11 1, = Z\MJ\ —s

12:  end for

13:  Set j, = argmaxui;

14:  Obtain X‘ 5 |( 1) and X2

lk

5. if (d{kk) (Pgl’]k)_lj{,k < X|A3-,c (1) and <2k )F (Pdwk) d2k 1 <
Xvk (ap) then

2 Jk—1
16: Set j”“e as signal attack-free mode of J;
18  end 1f

19: Return:

3( ) = Jlirue for t € (tk—l,tkL i’(t) = l’klk,t € (tk 1,tk]

di(t) = {'jk, for t € [ty tir1), dalt) = dby_y for t € (ty_y,ta.

20: end for

Now consider the NISME (Algorithm 2) which is derived in Section 2.8.2. The
NISME runs the NISE for each mode j € M in parallel to generate the state
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and attack vector estimates along with the priori probability for each mode (line
4). After then, the algorithm identifies the most likely mode (lines 6-11). By the
Bayes’ theorem, the posteriori probability ,ui is updated by a linear combination
of the priori probabilities (line 7). It is not desirable that some mode probabilities
vanish over time because the true modes might be time-varying. A lower bound §
is adopted in line 7 to prevent the vanishment of the mode probabilities. After the
lower bound is applied, the mode probability is normalized in line 10. The mode
with the largest posteriori probability ,u{; is chosen as a current mode (line 12),
and the attack vectors of the current mode are tested by Chi-square hypothesis
tests (p.354 in [88]) with significance levels ay, s to determine whether they are
statistically significant or not (line 14). Specifically, we have the following null-

hypothesis and alternative hypothesis
Ho . de =0 and dg’k,1 = 0, 7‘[1 . dl,k 75 0 or dg}kfl 7é 0

with samples d{kk and cijgkk_l Chi-square value is presented as X?lf(oz) where df
and « are the degree of freedom and significance level, respectively. If it is not
statistically significant, the algorithm chooses the signal attack-free mode as a
current mode. The corresponding state and attack vector estimates are returned
(line 18). Due to limited measurements over the continuous-time dynamic system
model, we use the approximation that the attack vector estimates are constants
during a sampling period, in lines 2,4,10 of the NISE, and lines 18 of the NISME.

We, however, will consider approximation errors in the analysis.

2.5 Analysis

We consider the linearization errors ¢, 11k, VY2, and 13 defined by

f(@p, w, dy g, wy, te) — f(&kpk, e, di 1, 0, 1.)

= Ay + Girdi g + wi + O (Tape, Th, g, W, v)

ha(@r, g, Uy, te) — Py (ke W, 0, tk) = CrpZie + V1 + V1 (Trgps T, Uk, V)
ho(ug, Vg, tx) — ha(uk, 0,tk) = va g + Yok (uk, vy,)

h(@k, Uk, Uy, te) — Pg(Zxpp—1, k, 0, 1) = Cs 5 Tpp—1 + Vs p + U3k (Zrjr—1, Tr, Uk, Uy,)
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where ¢y, is a function of lek and c;ll,k, is a function of xy, 2y and vy,. We omit
the arguments of the linearization errors in the rest of the paper for notational
simplicity. The following set of assumptions is needed to ensure the stability of
the NISE algorithm, and justified in Section 2.6.1.

Assumption 2.5.1 Attack vector d(t) is continuous, and its slopes are uniformly
bounded; i.e., there exists d > 0 such that Supy, 4,50 |[(d(t1) —d(t2))/(t1 —t2)|| < d.

Assumption 2.5.2 There exist a’, 3, ¢', r3 > 0 such that the following holds for
k>0:

[All < @, ICspll < €3 ¢ < Qk, 131 < Ry
If rk(Xg) # 0, there exist ¢, g1, mq > 0 such that the following holds for k > 0:
1CLkll < &, |Gkl < g1, 11561 <

If rk(3y) # 0, there exist &, 9ys G2, Mo, M2, T3 > 0 such that the following holds
for k> 0:

|Cokll < ¢, g, < |Gakll < g2, my < ||i;;1|| < mg, 1ol < Ryy.
Assumption 2.5.3 For any €y, €y, , €4,, €y > 0, there exists 0 > 0 such that

okl < eollan — Zuwll®, Nl < epllze — Zagpll®

2]l < €pollzn — Zrell®, sl < €gyllon — Ziell®

hold for all ||z}, — Tyl <0 and k > 0.
Assumption 2.5.4 There exist p, p > 0 such that pI < P? < pl for k > 0.

Let us denote the discretization error for the state prediction as
- A lk41 . R R A
Pk = /t f(&(r),u(r),dik, 0, 7)dT — €f (Zhik, ur, d1k, 0, tr).
k

Assumption 2.5.5 There exist €,,, > 0 such that ||px|| < €%, and ||p| < €%,
for all e <6, and k > 0, where py, is defined in (2.5).
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Under the above assumptions, the following theorem ensures PESp-like properties

for the estimation errors.

Theorem 2.5.1 Consider the NISE algorithm, provided that Assumptions 2.4.1,
2.5.1, 2.5.2, 2.5.8, 2.5,/ and 2.5.5 hold. For any v € (0,1), there exists a set of
positive constants o, gy, Qdy, bz, bay, bay, Coy Cays Cays 0, @', T1, To, T3, and € such
that, if Qr < q'I, Ry <711, Roy < 7ol, Rsy <73l, and € <€, then the following
properties hold:

P([|zpll < e[| Zojol| + ) > 1~ 7,

P(Ml(ﬂ” < Oédle_bdltHfomH +cq) > 1 -7,
P(||da(t)]| < ugye™ 2 |Zopol| + cay) =1 —

for all |Zop|| <0, k>0 andt > 0.
Theorem 2.5.1 is formally proven in Appendix 2.8.3.

Remark 2.5.1 The set of constants in Theorem 2.5.1 can be obtained in the proof.

For ease of presentation, we omit the procedure to find these constants. [

2.6 Discussion

2.6.1 Assumption justification

The proposed NISE algorithm is an extension of ISE for linear systems in [89-91] to
nonlinear systems. It is also an extension of the EKF in [92-95] to include unknown
inputs. Thus, the assumptions in Theorem 2.5.1 are similar to the assumptions
therein.

In Assumption 2.4.1, dim(dsx) = 0 (or equivalently, rk(CorGar-1) = p —
dim(dy ;1)) is a required condition for the stability of ISE for linear systems (The-
orem 5 in [89]). Assumption 2.4.1 also requires that the system function is partially
linear. Its justification is given below. Since dim(dsy) = 0, unknown input dj_; is
decomposed into two orthogonal vectors d; ;1 and dy ;—1. From (2.8), one can see
that d; ,—; is included in y; 1 and thus yx_1, but dy,—1 is not. Then one needs
to estimate dy ;1 from ys . In particular, y, includes the term CoGj_1di—1

which can be decomposed as Cy ;Gi_1dr—1 = CoxG1r—1d1 k-1 + Co2xGo—1d2 1.
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However, in system (2.5), we obtain matrix Gyj_1 by linearizing f” using d\Q,k_l
and transforming Gy_; by (2.6) and (2.7). We get matrix Cyy by linearizing h
using Zy,—1 and transforming Cj by (2.6) and (2.7), where state prediction Zj,_1
needs unknown input estimate @27k_1 in line 7. These linearizations cannot be
done without ciz,k_l. Thus, Assumption 2.4.1 requires that nonlinear function f
is independent of dy(t) and the function including dy(t) is linear. Furthermore,
Assumption 2.4.1 is satisfied either Hj in system (2.3) has full-column rank, or

system (2.3) is in the following form:

&(t) = fa(t), u(t),w'(t),t) + G(t)d(t)
Y = Ckl‘k + h’(uk,vg, tk) + dek

A sufficient condition for Assumption 2.5.1 is Assumption 1 in [90] where d(t)
is assumed to be differentiable for all ¢ and its gradients are uniformly bounded.

Assumptions 2.5.2, 2.5.3 and 2.5.4 reduce to Assumption 3.1 in [93] when sys-
tem (2.3) becomes a discrete time system; i.e., pr = pr = 0, and unknown input
d(t) is absent. A sufficient condition for Assumptions 2.5.2 is that functions f’
and h satisfy bi-Lipschitz continuity (p.10 in [96]), and covariance matrices of
noise vectors w;, and vy, are uniformly lower bounded by positive definite matrices.
Assumptions 2.5.3 can be verified if functions f’ and h satisfy Holder continuity
(p.136 in [97]) with exponent 2. Uniform observability of the pair (Csy, A) is a
sufficient condition for Assumption 2.5.4, as shown in Lemma 2.6.1. Recall that
Cs and Ay are defined in (2.8) and (2.11).

Lemma 2.6.1 Consider the NISE algorithm. Under Assumptions 2.4.1, 2.5.2,
and 2.5.3, if the pair (Csy, Ay) is uniformly observable and P§ > 0, there exist
p,p > 0 such that pI < PP < pl for all k > 0. Moreover, if there exist ¢, 1,
T9 > 0 such that Qr < ¢'I, Ry <11, and Ry, < Tol, then there exist ph p® >0
such that 0 < PP < phI, 0 < P2 < p®I for all k > 0.

Lemma 2.6.1 is proven in Appendix 2.8.3. Lemma 2.6.1 does not require As-
sumptions 2.5.1 and 2.5.5 because the update law of error covariance matrices
depends only on known system matrices and covariance matrices of the noises.

Assumption 2.5.5 is fulfilled if f’ is Lipschitz and bounded, and w(t), d(t), w'(t)
are Lipschitz in the small (Definition 2.14 in [98]).
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2.6.2 Connections to existing results

Connections to the EKF. If system (2.3) is a discrete time system and unknown
input d(t) is absent, then the NISE algorithm reduces to the EKF [93,94,99,100].

Connections to the ISE for linear systems. If system (2.3) is a discrete
time linear system and unknown input dy(t) is absent, then the NISE algorithm
reduces to the filter in [89]. As the EKF, we design the NISE algorithm such
that the estimates are optimal as if system (2.3) is linear. To be specific, let
dim(ds ) = 0 and initial estimate Zo|o be unbiased. Then, state estimate 2y, and
unknown input estimates dAl’k, CZM are the minimum variance unbiased estimates
among all the linear estimates, if functions f” and h are linear. The proof is similar
to that of Lemma 3 in [89].

2.6.3 Mode reduction

When there are s 4+ m signal attack locations, mode set M includes all the combi-
nations of the attack locations; i.e., [M“| = 2™ As the number of signal attack
location increases, computational complexity increases exponentially. We, in this
section, discuss how to alleviate computational complexity by reducing the number
of modes induced by M4, and how to estimate the true mode from the estimation
results of a reduced mode set for hidden-mode switched linear systems. Finding a
reduced mode set presented in this section, and finding a true mode presented in
Section 2.6.4 are both on-line procedures. The former is conducted before running
the NISE, and the latter will replace the hypothesis test (line 13-17) in the NISME.
The complete algorithm for the NISME with reduced mode set is presented in Sec-
tion 2.6.4, where we consider the special case with [M!| = 1. In Section 2.6.5, we
extend the results to any M.

Let us consider the special case where the dynamic for each mode j is linear
and switching, and |M!| = 1:

i(t) = A@t)z(t) + Bt)(u(t) + S2Dd(t)) + w(t),  x(t) € ¢/V

(@(t), ()" = Qx(t), (1), x(t) € IO
Yr = Cray, + Dyug + H*d), + vy (2.12)

where S and H’* are defined in (2.4). We remind K’ = [(S7)7, (H7)T]", and
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define K] £ {i =1,--- ,n+m|K7(i,i) = 1}.

Mode reduction is based on the following two ideas. Firstly, we maintain
the modes such that uniform observability over finite time-horizon [c;, ¢] (Def-
inition 2.6.1) holds. Secondly, we remove modes whose assumptions on attack

locations are strictly restrictive than those of others.

Definition 2.6.1 The pair (Cg, Ax) is uniformly observable over [cy, ¢3] if and only
if there exist positive constants a,b, and | < co — ¢; such that al < My < bl
fork=ci,c0+1,--- ,c0— L.

The first idea is motivated by the sufficient condition for Lemma 2.6.1; uniform
observability. To check uniform observability, the defender is required to have
information on pairs (Cik, Al) for k= 0,1,---. This information is hard to gather
at initial time. We instead adopt an approximation, Definition 2.6.1, which only
requires the system matrices for a few next steps. Uniform observability over [¢;, ¢s]
reduces to uniform observability as ¢, — oo with fixed ¢;.

To justify the second idea, consider a pair of modes j,j’ € M4 such that
K!' ¢ KJ, and (C§7k,ﬁf;), (Cg:k,f_lg) are uniformly observable over [cy,cs]. The
relation K{l c KJ indicates that mode j’ imposes a more restrictive assumption on
attack locations than mode j. In this sense, mode j’ is said to be redundant and
it could be ruled out to reduce computational complexity.

Intuitively speaking, the above ideas allow the minimal number of modes to
provide the same attack capability as the power set. The reduced mode set is
defined by M, . = {j € M |3j' € M . st KJ c KJ'} where MeP ) =
{j € MA|(C§7,€,A£) is uniformly observable over [cy,c3]}. It can be found by
Algorithm 3 where M4 £ {j € M#||K]| = i}. Without the mode reduction, the
worst upper bound of [M4| is 2™ but M([icl,@] could be as low as 1 (see case

study 2). It is worthy to emphasize that the defender needs to know (C’gk,/_lfg)

over [cy, ¢o] in order to verify uniform observability in the interval.
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Algorithm 3 Mode reduction (finding M, ).

Input: M4, A, Cy, for k = ci,¢1 +1,--+, ¢y (or corresponding A(t), C(t)), G7,
HJ for Vj € M4;
1 ME =0
2: fori=s+m:1do
3: for j € M# do
4: if (C’g’k, A]) is uniformly observable over [c;,c], and P €
M¢ st Ki C K then
5 M, o) = MY, ) U {5}
6 end if
7. end for
8:

end for
Return: M¢

[e1,c2]”

Remark 2.6.1 Mode reduction Algorithm 3 is not applicable to nonlinear systems
because uniform observability is determined by where linearization is performed.

This information cannot be obtained in advance. [ |

2.6.4 True mode estimation

We discuss how to estimate the true mode from the outputs of the NISME under
the reduced mode set. It might be noticed that the reduced mode set might not
include true modes, since some of the modes are removed. Given mode estimate
3(t) from the reduced mode set Mﬁn,cﬂ’ the idea is to conduct two-tailed z-test [88]
for each attack location i € Kji(t) to determine whether the attack size is statistically
significant. To be specific, we test the null hypothesis that i elements of d; 4, or

dy j,—1 are zero:

Hoidlyk(l’—s) :Oifi>8, Hoidlk_l(i):OifiSS

AN

and dAjl’“k(z—s) or dy, (i) are regarded as samples. If the null hypothesis is rejected,

then we accept alternative hypothesis

Hl:dlyk(i—s) %Oifi>$, %13d27k,1<i)#01fi§8
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i.e., there exists an attack on " location. Algorithm 4 presents the pseudo code
for true mode estimation. z-value is presented as z(«) where « is the significance
level. Hypothesis tests are conducted in lines 6 and 13 for actuator attacks, and

sensor attacks, respectively.

2.6.5 NISME with reduced mode set

Algorithm 5 shows the NISME with reduced mode sets. The core of the algorithm
is identical to that of the NISME, and some differences are explained as follows. We
apply the mode reduction technique and true mode estimation technique to each
i € M!. The algorithm calculates reduced mode set every 7T steps for every i € M/’
(line 4). This requires the defender to have knowledge on system matices for next
T —1 steps. Based on the fact that the reduced mode set might not include the true
mode, we test attack vectors element-wise to identify the true mode (line 19). As
T decreases in Algorithm 5, lesser knowledge on system matrices is required, but
computational complexity induced by Algorithm 3 increases. When system (2.12)

is time-invariant, 7 = oo.
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Algorithm 4 Mode estimation with mode reduction

A A AN d > d 5 . .
Imput: gy, dify, di_y, Po7") Pe2®, o, ag (significance levels);

1: Obtain z-values z(oy) and z(ag) from z-test table;

9. KM — ls+m)x(s+m)

3l =1 =1,

4: for i € K{’“ do

5 if i1 < sﬁthen
5, (1)

Y

6: if - > z(az) then
A2,
P2k (1g,l2)
Strue ;. . Ajtrue 9
7 Kk (l,l) = 1, d;]fk—l(h) = déljk—l(ZQ)’
8: else
A}ture
9: d2]fk71(l2) =0;
10: end if
11: lo =1+ 1;
12:  else .
] d’k (1
13 it 12~ () then
Pgl’]k(ll,ll
Strue ;. . Ajtruc o}
14: K% (i,1) = 1, dy, (L) = diy(h);
15: else
Aj-tml,e
16: di () =0;
17: end if
18: h=10+1;
19: end if
20: end for
21: Obtain ji™ for corresponding K™,
~ Antur ~sture
Return: ji™e, d*, , dyy_,.
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Algorithm 5 NISME with reduced mode set

\M| d (Ej)il(y{,O_le,Oh<i’é\07anOaj7 0))
for Vj € M Choose0<5<<ﬁ,0<a1<1,0<a2<1,andT;

1: forq=0: N do

20 o =14q¢T,ca=(q+ 1T, M[ICJMCQ] = ()

3. foric M do

Input: &), = E[xo], Py’ = Py, i =

4: Run Algorithm 3 with (M4, AL, C! for k = c1,¢; + 1, 9, GI, H? for
Vj € M%) to obtain Mij o

5 ME, o) = ME, ;U [01 ea))

6: end for

7. for k=c¢ :cy do

8: Read sensor output yj, and control input u(t) for ¢ € [tx_1, t];

9: for j € M[q ca] do

10: Run the NISE with input (j, &7 k10 & e

P,f’_jl,P,fl’f,dell’],yk, u(t) for t € [tg_1,tx]) to generate output (%W dlk,
Jé,k—l? Pkd sz,J Pdm mdm N])

11: end for

12: > Mode estimator

13: for j € MC1 ) do
N
14: i}, = max{ D ’“Mk ! 0}
Z le1s cz] Nipi

15: end for
16: for j € M[q 62} do
17: :uk = |MDluk | ;

> gy
18: end for
19: Set J5, = argmax; ui;
20: Run Algorithm 4 with (j, dlk, %’jk_l, Pdl’]’“ Pd“’“, aq, @) to obtain

ture ]ture
(Jk jire dm s dy1);

21: Return:

3(t) = jire for t € (ty 1, ty), 2(t) = xk|k,t € (tp_1,ti],
ure Sture

di (1) :dl’jk for t € [ty tes1), do(t) = dfy_y for t € (t1, 1.
22:  end for
23: end for
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2.7 Conclusion

We formulate the attack-resilient estimation of a class of switched nonlinear stochas-
tic systems as the problem of joint estimation of the states, attack vectors and
modes. The proposed estimator, the NISME, consists of multiple NISE and a
mode estimator. Each NISE is able to generate state and attack estimates for a
particular mode and the mode estimator chooses the most likely one. Lastly, the
NISME uses the estimates of the selected mode as outputs. We formally analyze
the stability of estimation errors in probability for the proposed estimator asso-
ciated with the true mode under the time-invariant hidden mode. We propose a

way to alleviate computational complexity by reducing the number of modes.

2.8 Appendix: Estimator derivation and analysis

Section 2.8.1 derives the NISE algorithm. The proofs of Theorem 2.5.1 and
Lemma 2.6.1 are presented in Section 2.8.3. Gauss Markov Theorem will be used
in the derivation of the NISE algorithm.

Theorem 2.8.1 (Gauss Markov Theorem [103]) Estimate & = (H*H) 'H*y is
the unbiased linear estimate with smallest variance (among all linear and unbiased
estimates) for the model y = Hx + v where v is a zero-mean random variable with

unit variance and H has full column rank.

2.8.1 Derivation of the NISE algorithm

Covariance matrices used in the NISE algorithm are positive (semi) definite as

shown in the following lemma.

Lemma 2.8.1 If By > 0, then, for allk > 1, P/f\k;—1 > 0, and the following matri-
ces induced by the NISE algorithm are positive definite: Pk|k_1 £ C’37kP,f‘k_1C§:k +
RS,k; Rl,k é CL]{P,;BC%:,C + Rl,k (Zf Tk(Ek) 7é O), and

Ry,
£ Oyl +€Ap 1 — €Gr g1 My Crp )P (I + €Ay g — EGl,k—lMl,kOLk—l)TCg:k
+ €C G o1 My g Ry MG 1 O3 + €CokQp-1C5 4+ Ro
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(if rk(Zk) # 0).

PROOF. We first prove that P ; > 0, and Piy_1 20 for all £ > 1 by induction.
It holds that Py > 0. Since Fy > 0 and ()9 > 0, it holds that Pﬁo > 0 in line
8 of the NISE algorithm. Assume P? ; > 0, and P;ﬁkq > 0 for some k > 1. It
follows from Rsj > 0 that Lj is well-defined. This implies that P7 > 0 in line 11,
and Py, = 0 in line 8 of the NISE algorithm. By induction, we conclude that
Pr >0, and P,flkfl >0 forall k>1.

Pick any & > 1. Since Ry (if 7k(X;) # 0), Roy (if rk(Xx) # 0), and Rsy
are positive definite, it holds that ]5k|k_1, fil’k, and ]?27,c are positive definite. This
completes the proof. [ |

Attack vector d;;_; estimation. Given %_;_;, attack vector dj;_; can

be estimated by y; -1 in (2.9):

621,1@—1 = Mk (y1,—1 — P (Zr—1jk—1, Uk—1,0,tk—1))
= My 1 (Crp—1Tp-1jk—1 + Hypdrj—1 + V1 -1 + V1p-1) (2.13)

where hy is linearized. Assuming E[Zj_1jx—1] = 0, ¥1,—1 = 0, and normalizing the
covariance matrix of the right hand side of (2.13), we can choose gain matrix M j
by the Gauss Markov theorem (Theorem 2.8.1):

_ T -1 17T -1 _ 77-1
Ml,k: - (Hl,le,k—lHLk) Hl,k:Rl,k—l - Hl,k;

where Rl,k,l is nonsingular by Lemma 2.8.1 if rk(Xy) # 0. Estimation error cilgk,l

is obtained by
Jl,k—l = =M1 (Crp—1Tp—1k—1 + Vi k-1 + V1p-1) (2.14)

where the property M, ,H;, = I is used.
Attack vector dyj_; estimation. Attack vector dy;_; can be estimated by

Yo i, in (2.9) as follows:

CZM—I = My (Yo — ho(ug, 0,t) — Cop(Tk—1jk—1
+ ef(Zr—1k-1, Uk—1, dig1,0,t1)))
= My (Co (L + €Ap—1)Tr—1jp—1 + Coppr—1 + €Co G 1dy 1 + €CoxGog1dy sy
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+ €Cy pwi—1 + €Co g Pp—1 + Vo, + Vo i)

where functions hy and f are linearized. Again, assuming that ¢r_1 = pr_1 =
oy = 0, E[Zp_14-1] = 0, and E[(Zl,k,l] = 0, we choose gain matrix My by the

Gauss Markov theorem (Theorem 2.8.1) as follows:
Mg’k = (EQG%jkflC;kR;’}CCZkGQ’kfl)71€G£k710§kﬁ2ﬁ}€ = (6027kG2’k,1)71 = (62]6)71

where ¥, and RM are nonsingular by Lemma 2.8.1. Estimation error of dgj_; is

given by

dy 1 = — Mo (Cop(I + €Ap_1)Tp—1jk—1 + €Cy 1 Grp_1dr 51 + €Copwp_
+ €Co Pp—1 + Vo + Voi + Coppr—1) (2.15)

where the property eMs ,Cs Gax—1 = I is used.
State prediction. Generate state prediction 2,1 by simulating system (2.9)

for t € (tx_1,1tx] as follows:
Z(t) = f(&(t), ut),dij1,0,t) + Gop_1do i1 (2.16)

where initial condition is Z(tx_1) = x_1j4—1 and state prediction is Zyp_1 = Z(tx).

Or equivalently,
Tpjp—1 = Tp—1jp—1 + €f (Tro1jh—1, Up—1, 621,k—1, 0,tp_1) + 6G2,k-1622,k—1 + Pr—-1-
Let pp_1 = pe_1 — pe—1. Using (2.10), the state estimation error becomes

Fppor = (I + €Ay )T 1pp1 + €Grp1di 1 + €Gop1dog 1 + ewp_ 1 + ey
+ Pr-1- (2.17)
Substitution (2.14) and (2.15) into (2.17) leads to

Py = A1 Py (A1) + Qren (2.18)

where we assume ¢p_1 = V1 -1 = VYo = Pp—1 = pr—1 = 0.
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State estimation. Update state prediction Zj,_; as
Trje = Tk + Li(Ys e — ha(@kjp—1, Uk, 0, %)), (2.19)

By substituting ysx in (2.9) into (2.19) and linearizing hs as (2.8), the state esti-

mation error becomes
T = (I — LiCs ) i1 — Livs e — Lis . (2.20)
Its error covariance matrix is
PP = (I — LiCs) Pl (I — LkCsx)" + Ly Rs Ly, (2.21)

by assuming 13 = 0. Minimizing error covariance tr(P,f) with decision variable

Ly, is an unconstrained optimization problem. We can find the minimizer by taking
. . x . . Atr(P?) -

derivative of tr(F}) and setting it equal to zero =5+ = 2((Cs 1 Lyjy_y (Cs0)" +

Ry ) LE — C’37kP,;”|k_1) = 0. The solution is L; = P,j"'k_lc’gk(Cg,kPék_l(C’g,k)T +

Ry )" which is well defined as P, ; > 0 by Lemma 2.8.1, and Rz, > 0. Substi-

tution of (2.18) into (2.21) yields the error covariance update law:

P = (I — LyCs3)Ap 1 PE AL (I — LipCap)" + (I — LiCs)Qr1(I — LpCs )"
+ LyR3 i Li . (2.22)

Substituting (2.14), (2.15), and (2.17) into (2.20) yields the following update law

for the state estimation error:

T = (I — LkCS,k>(Ak71jk71|k71 + W1+ Gk + pro1) — Li(vsp +¥3x) (2.23)

where A;_; and wy_; are defined in (2.11), and

Gr1 = €(I — €Gap 1 My pCos)(p—1 — Grp1 My pth1 1) — €Go g1 Mo ptbo g

A

Pi—1 = —€Ga k1 M5 1Co g pr—1 + Pr—1.

The priori probability of the mode. The priori probability of the mode is

derived and explained in the following section.
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2.8.2 Derivation of the mode estimator

It is natural that the predicted output must be matched with the measured output
if the mode j is the true mode. For Vj € M, we quantify the discrepancy between

the predicted output and the measured output as follows

J_ ] N :
v, = y3,k - h’3(xk‘k717uk7 07.]7tk)

We approximate the output error vj as a multivariate Gaussian random variable.

Then, the likelihood function is given by

exp(= ()" (Ple_y)'v/2)
(2m)™ 2 By |12

NI 2 P(y|j = true) = N(v1;0, Plg|k—1) =

where p,g‘k_l = g,kplg|k—1(0§, )T + R} & 1s the error covariance matrix of Vi and
= Rank(plf‘k 1)- The likelihood function is well-defined since Pk‘k ;>0 as

shown in Lemma 2.8.1. By the Bayes’ theorem, the posterior probabilities are [Lk,

Plyrlj=true)P(j=truelyx_1,~w0)  _ _ Nim_,
ZlMl Pykli= true)P(i truelyg—1,,Y0) ZlMl Nipi |
such update might allow that some p, converge to zero. To prevent this, we modify

P(j = truelys, - ,y0) = . However,

ﬂj Nk‘uk 1
—#— where maxq —mr—t—t—
S i, = {Z\M\ Nipi_ }

and 0 > 0 is a pre-selected small constant preventing the vanishment of the mode

the posterior probability update to ,uk

probabilities. The last step is to generate the state, attack vector, and mode

estimates of the mode having the maximum posteriori probability.

2.8.3 Stability analysis of the NISE algorithm

Without loss of generality, consider constants ¢; = g1 = my = 0, if rk(3;) = 0
in Assumption 2.5.2. Likewise, if rk(Z)) = 0, consider constants ¢, = g, = G2 =
my = My = 1y = 0 in this section.

Proof of Theorem 2.5.1. We choose the Lyapunov function candidate
Vie(Zgir) £ i’if'k(P,f)_l:ik‘k where 0 < pI < PP < pl. Substituting (2.23) into

Vie(Zkk), we have

Vi(Trp) = j;f_l‘k_ljl (I = LiCs )" (PE) NI — LiCi ) Ap—1Z -1k
+ 0L (PE)H2(I — LiCyp) A1 @ —1js—1 + Uk + 2¢0)
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+f (B9 (201 — LiC ) Ap1T—1jp-1 + Ur) (2.24)

where ¥ = (I — LyC3 1) (dr—1+ pr—1) — Liths  and 0 = (I — LyCs ) We—1 — Lyvs .
Assumption 2.5.2 implies that ||Ax|| < @ £ (1 + gaama)(1 + €a’ + €gic11my), and
ql < Qy, < gl whereg = max{gomsry, €2¢'} and ¢ 2 (14 GoComa) 2§ +gumar )2+
Gamars.
Claims 1-3 derive bounds for the first to third terms in (2.24), respectively.
Claim 1: There exists constant o/ = (1 + gﬁ)’l € (0,1) such that A7 (I —
Li.Cs )T (PE) NI — LyCsy) Apq < o/ (PE )71
PROQOF. It follows from Assumptions 2.5.2 and 2.5.4 that

T

Qu-1 > ql, =2 <1 (2.25)
Since Aj_; A}, is symmetric, it holds that
A1 AT L < A (Ap 1 AL )T = @*1. (2.26)
Thus, by (2.25) and (2.26), we have
A 45 gr 4 3 z AT

Substitution of (2.27) to (2.22) yields

T A T A Q
P> (I — LyCsp) Ay 1 PE AL (T — LipCap)T (1 + &75) + LiRs LY.

This implies PF — (I — LyCs4) Ay 1 PF_ AL (I — LyC3,)" > 0. Since PE |, > 0,
and then

x 4
— )P+ (1+ a2p) PE AL (I — LyCs )T

x (PF — (I — LyCs ) Ap_1 PE AL (I — LpCs)")(I — LyCs 1) A1 PE,

i)P,c 1> 0.

> 1+ ==
a+ ’p

@ |
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By the matrix inversion lemma [101], it follows that

<<1+Zp>1<P;§1> — AT (I = LiCap)"(PE) (I = LiCap) Ay 1) ™" > 0.

QI

It establishes the statement with o = (1 + %ﬁ)_l. |

Claim 2: There exists constant ¢; > 0 such that
E[o} (PF)~1(2(I — LkCB,k)Akfljkfl\kfl + U + 2Up)] < €.
PROOF. Noises wg_1,v;1 j—1, V2, and vz are uncorrelated and thus we have

E[of (PF) 1 (2(I — LiCsp) Ap1@p—1jp—1 + s + 2]
=E[5] (PF)'oi) < €p(1 +163)*((1 + Gamato)*(qrk(Qr—1) + gimirirk(Ry s-1))
-+ gzmzrgrk(RM)) -+ Bl Tgrk(ngk) £ €1

where we apply |[vik|® = tr(vf i) = tr(viev],) < Firk(Ryy) and the similar
relations for ||wg_1||%, [Jvak|?, and |lvsk]?. |

Claim 3: There exist constants d,,, A, €2 > 0 such that, for V||Zy_qp—1| <9
and € < 6, the following holds:

VE(PE) T (2(T - LkCS,k)Ak—lfi'kfl\kfl + ) < )\||fk71\k71||3 + €2.

PROOF. By Assumptions 2.5.2, 2.5.3 and 2.5.5, it holds that

[kl = |(1 = LiCs) (Pr—1 + pr—1) — Litbsil
< (L4 eg)(e((L + gacama)(€g + €4, Gr1n) + Gormaey,) | T ||
+ e,(gamata + 2)) + ley, |Tx—1jp—1|

£ N||Ep—1ppa|)® + €

for all ||Zx_1—1|| < 9, and € < J,. Hence,

VL(PE) M 2(I — LiCyp) A1 Fp—1jp—1 + ¥r)
< OVl + (PR 20+ Tes)allFe el + Vel + )
< 2Np(1 + 163)a||Zr—1pp—1 || + N?p0||Zr_1jp—1]® + €hp(2(1 + IE3)ad + 2X' 6% + €)
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S MZpapa P’ + e

where ||Zx_15-1]| < 0 is applied in the last inequality. |

By Claims 1-3, recursion (2.24) becomes
E[Vi(Zrp)] < @BlZ_ g1 () Eroappet] + Ao [P + (61 + €2)

for V||Zx_1jp—1|| < 6 and € < 6,. Notice that X tends to zero as €y, €y, , €y, €y,
tend to zero. Thus, there exists a sufficiently small tuple (ey, €y, €y,) such that
A6 < o/p~t. Then,

E[Vk(i'ldk)] S a]E[Vk—l(‘%kfl\kfl)] +c (228)

for ||Zx_1jk—1]| < 6 where 0 < o < 1 and ¢ £ ¢, + 5. Remind that ¢; tends to zero
as ¢, 1, 7o and 73 tend to zero, and constant e, tends to zero as € tends to zero.
For any constant ¢ > 0, there exists a sufficiently small tuple (¢, 71, 72, T3, €) such
that ¢ < ¢ holds for all € < €. The following claim shows the PESp-like property
for state estimation error Zy.

Claim 4: For any v € (0,1), there exist o, by, ¢;, ¢ > 0 and tuple (¢, 71, 79,
73, €) such that if Qp < ¢'I, Ry < 711, Roy < 7ol, R3) < 731, and € < €, then
the following properties hold, for all ||Zgo/| < ¢ and & > 0:

P(||Zxell < OéxebekaomH +cp)>1—17.

PROOF. Consider any 7 € (0,1) and 7; < . Then, there exists sufficiently small

constant § < & and tuple (¢, 71, 72, 73, €) such that pd® 4 < < Y1pd? holds. Since

l-a —

Vo(Zop) < ]5||f0|0||2, we have, for all ||Zgp|| <6,
Vo(@o) + —— < pllFooll? + —— < 7ps®. (2.29)
l—a — l—a ™ =

We choose any ||Zop|| < 4. Define the first exit time p = inf{t;, > 0|||Zx|| > 6},
and Ak = min{y, k} for any k > 0. We have

125213(:“ < k) < E[Vu(julu)j[uﬁk]] < E[VuAk(juAklﬂAk)]
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puAk—1

< a"MVy(Fop) +e Y. o (2.30)
=0
where indicator function Ij,<y satisfies I,<; = 1 if p < K, otherwise Ij,<x = 0.
The first inequality holds because pd® < p||Z . ll*> < Vu(Zy),). The third inequality
can be obtained by recursively applying (2.28). It follows from (2.29) and (2.30)
that

~ Nk—1
aﬂ/\k%(l,olo) + ng:() ot

Vo(Zop) +

P(p<k)<m <. (2.31)

1-a
Letting & — oo, we also have P(||Zg|| < ) > 1 — 1. Again consider any k with
pw Ak, and 75 = v — 1. Markov’s inequality (p.455 [102]) derives

Vo (Zop) + ﬁ) ) EVunk (T pnkfunk)]
Y2 = Tar Vo (Zop) + 15
AV (Fop) + e o
a“/\k%(j‘om) + ﬁ

P<VuAk (@mklw\k) >

< 7 < 2.

Oé“N“Vo(~’730|o)+ﬁ)

Equivalently, P(Vuai(Zunkjunk) < ~

> 1 — 75. This implies that, by
Minkowski inequality,

P(|Zunripnkll < BalllZojoll, p A K) + 2) 21 =72 (2.32)
where S, (||Zopll, 1 A k) = %Ba(wk)ﬁﬂjmo” and ¢, = m) By (2.31)

and (2.32), we can obtain

P(l|Zkiell < Ba(llZopoll, k) + ¢2)
= P([|Zxxll < BallZopll, k) + colp > k) P(p > k)
+ P([|Zxx]l < Ba(llZopll, k) + calp < k)P (1 < k)
> P([|Zunrpnkll < Bull|Zojoll, 10 A k) + culp > k) P(p > k)
= P(||Zunrunkll < Be([|Zojoll, 1 A k) + c2)
= P([|Zunrjunell < Ba(lZopll, p A E) + cxlp < k) P(p < k)
>1l—m-—m=1-7 (2.33)
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|
We are now in a position to prove PESp-like property for d(t) and dy(t). The
NISE algorithm treats attack vectors as constants d (t) = ch,k and czg(t) = CZM for
t € [ty, thy1). Let us define constant approximation errors d .(t) £ d; (t)—czm—czm
and dy o (t) 2 dy(t) — doy — doy, for t = [t tpsr).
Claim 5: The constant approximation errors are bounded: ||d;.(t)] < ed,
o (8)] < ed
PROOF. Notice that dy .(t) and da(t) satisfy ||dy.(tx)|| = ||d2.c(tx)]] = O for Vk
because new estimates are obtained at the sampling instants. Since attack vector

d(t) is continuous, the error bound of d; .(t) is given by

Il < (b —ta) sup || A=A

| <ed
t€ty,trt1) t—1

where Assumption 2.5.1 and ¢; — ¢, < € are applied. The proof for dy.(t) is
analogous to that for d .(t). |

Without loss of generality, consider v, 71, and Zg)p used in Claim 4. Consider
mean square error of dy () for t € [tg, tpy1), with (2.14) and ||dy .(¢)|| < ed by Claim
e

E[[|di (1 A )[*] = E[||d1onn + die(n A L))
< 3 (B[S} | Zunmtpnn||® + Cred|Zunnpunell + 101mel? + 10100

+ 2611 E ik | 191 el + €dlltrunnll]) + €

where Cauchy-Schwarz inequality is applied. Since ||Z akjunk|| < 6, it follows that

E[lldi (1 A O)[P] < 3@ + 264,610 + €, (8% + €d))E[|[Zunsjuns ]
+ m%(éledé + Flrk(RLW\k)) —f- EQJ2

where o1 anll? < F1rk(Rupnk), and |91 uanll < €p [|Zuakiunkl]® are applied. Ap-
plying e < ¢ and E[[|Z,axjunel?] < O‘;;Ak‘/o(io‘o) +5 SR i obtained in (2.30), it

follows that

E[l|di(pe A)IP) < Bi([[Zooll, 1o A R) + e
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()z“/\k
p

where S1(||Zop||% 1 A k) £ mi( + 2ey,010 + €2, (62 + cd))

ﬁﬁgﬁ+2@maﬁ+fi($+1dngﬁga+ﬁﬁ@aak+fﬂ%(Rmmm)+e%P.Byh&wmw%

inequality, for ¢t € [ty, tx11), we have

]3”,1‘0‘0”2 and C1 é

BilllZopoll? e A k) + e
V3

P(||di(u At)|* = ) <3

for any 3 € (0,1). Analogous to (2.33), we have

51(Hf0mH2ak)‘F01)

3

Br(1Zopll?, e A k) 4 e
73

BullZojoll?, 1w A K) 4+ ¢4

)
V3

BrllZopll?, A E) +

V3

P(ld(®)]* <

> P([ldi(nAt)]* < > E)P (> k)

= P(di(uAt)]* <

— P(lldi(p A D)]* <

| < k)P(p < k)
>l—ym—-—m=27

for ¢t € [tg,try1) and for some v € (0,1). By applying Minkowski inequality
to M%‘z—f’k)ﬂl, we show PESp-like property for d; (t). The proof of PESp-like
property for ds(t) is similar to that for d;(¢). We omit its details. [

Proof of Lemma 2.6.1. To prove the statement, we first formally establish
the equivalence of the NISE algorithm and the EKF by expressing the attack
vector estimates as functions of state estimates. Due to such connection, we apply
existing results on the analysis of the EKF [93] to the NISE algorithm to prove the
rest of the part. By expressing Jl,k_l and cizk_l as functions of Zy_y,—1, we find
the update law of state estimation (2.23) and its error covariance (2.22). They are

identical to those of the EKF problem for the following continuous-discrete system:

l’(t) = f(l‘(t),u(t),w/(t),t)

Yak = h(Tk, up, vy, tr) (2.34)

where its linearized system is given by

Ti1 = Tp + €f (g, Up, Why 1) + Pr
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ys i =~ Cs 2 + Ds puy + s,

as shown in Claim 6; i.e., the two problems are equivalent to each other.

Claim 6: Under Assumption 2.4.1, state estimation error update law and
its error covariance update law of the continuous-discrete EKF problem (2.34) is
identical to (2.23) and (2.22) of system (2.3). Moreover, the optimal estimate gain
matrices L;, are identical.

PROOF. Consider (2.34). State prediction @1 can be obtained by setting

Zf‘k|k_1 = [E(tk) where
j(t) = ]?('%(t)v u(t)’ 0, t)

for t € (tx_1,tx] with initial condition Z(tx_1) = Zx_1jk—1. Or equivalently, Zy,_1 =
Tpoqp-1+ ef(ik,”k,l, Ug—1,0,tk_1) + pr_1. Its error dynamic is given by, from the

linearization of f,

Frper = ([ + €Ap_1)Tp_1jh—1 + Wp—1 + Pp_1.
State estimate is

Zrk = Zrpor + Li(ys e — h(Tppo1, up, 0, 15))
with its error dynamic

T = (I — LiCs ) Tpje—1 — Livs e — Lis
= Ap 18— 1jk—1 + W1 + Gr—1 + Pr1
— Lk(OB,k(Ajkfukfl + W1 + Pr_1 + Pr_1) + U3 + V3 k).

which is identical to (2.23). We can find error covariance update (2.22) by the same
argument for the NISE algorithm, ignoring unknown terms py_1, ¢x_1 and V3 k.-
Moreover, it should be emphasized that finding the optimal gain matrices L, for
the EKF is the same unconstrained optimization problem of the NISE algorithm.
|

We are now in a position to verify that all the assumptions on the EKF in [93]

42



are satisfied. As shown in Claim 6, the NISE algorithm satisfies that process
noise w'(t) and measurement noise v}, are uncorrelated in the equivalent EKF
problem (2.34). Assumption 2.5.2 implies that ||Ax| < @, ¢/ < Q) and uniform
observability of the pair (Csy, A). The above conditions with Assumptions 2.5.2,
and 2.5.3 suffice the conditions of Theorem 4.5 in [93]. Because of the equivalence
of the EKF and the NISE algorithm, Theorem 4.5 of [93] implies that pI < PP =
E[z2}] < pI of the NISE algorithm for some positive constants p and p.

Now we proceed to prove the boundedness of P and P{,. Let us consider
the following instrumental claim.

Claim 7: If 0 < pI < P <pl and |F|| < F, then 0 < FTPFF < pF?I.
PROOF. Consider any v and choose v" = Fv. Then,

VT(PE —pI' <0, o(PF—pl)v' > 0.
Hence,
v (FTPYF — pFTF)v < 0,0" (FTPYF — pF"F)v > 0.
Since FTF is symmetric, we have

VTFTPEF0 < pAnax(FTF) 0|2,
v FT PPy > Q)\min(FTF)HUHQ-

Notice that Apax(FTF) = ||F||> < F? and A\pin(FTF) > 0. Thus 0 < FTPEF <
pE2I. |

Substitute P,f‘fll into P,fil and apply Claim 7 with 0 < Ry ;1 < 711,00 < Ry, <
7ol, 0 < Qr_1 < ¢'I, and pl < P < pl. Then, we have 0 < ngl < p® ] for some
p?% > 0. Likewise, by Claim 7, there exists non-negative constant p?* such that
0< P,fl < p™]. The above arguments hold for all & > 0. [ |
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Chapter 3
Cyber-physical security: Attack-
resilient estimation (Applications)

We in this chapter present applications of the NISME designed in Chapter 2 on
power systems, mobile robots, and vehicle networks. In particular, we extend the
intrusion detection systems into distributed settings in Section 3.3 in which a fleet

of vehicles collaborates each other to accomplish attack detection.

3.1 Power systems

In Section 2.5, a set of properties is shown for the true mode under the time-
invariant hidden mode. However, we do not have formal guarantees for the cases
of time-varying modes. Moreover, the effectiveness of a set of reduced modes
discussed in Section 2.6.3 remains unclear. In this section, we will use the IEEE 68-
bus test system to empirically illustrate them. The NISME is applied to the IEEE
68-bus test system shown in Figure 3.1. In the network, there are 16 generator
buses (|G| = 16), and 52 load buses (|£| = 52). Each local bus is described by (2.1)
(as [104]), and (2.2) with e = 0.01s. It is assumed that noises w(t) and vy are zero
mean Gaussian with covariance matrices Q;(t) = 0.01%I, and R;; = 0.01*/. The
parameters are adopted from page 598 in [105]: D; = 1, and ¢;; = 1.5 for Vi € V.
Angular momentums are m; = 10s for i € G and a larger value m; = 100s for load
buses ¢ € L. Backstepping inspired stabilizing distributed controllers [106] are
applied to the power system. We choose § = 3.3% as a lower bound of probabilities.
The attacker could launch 3 sensor attacks, 3 actuator attacks, and 2 switching

attacks described in Figure 3.1.
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.......................................................................................................

Attack target
D Sensor \ Actuator * Line switch ;!.ZE.J\i-S.-"E
O. |

Figure 3.1: Locations of the attacks (Figure from [1]).

We consider the attack scenario where the system is under the time-varying
attacks: sensor attacks 0.01cos(0.12¢) for ¢ = [0,10), actuator attacks 0.1 —
0.6sin(0.3t) for ¢t = [10, 20), and switching attacks for ¢t = [20, 30). For ¢ > 30, the
system would be attack-free.

The goals of case study 1 and 2 are to verify the performance of the NISME for
time-varying modes with a regular mode set, and a reduced mode set, respectively.

Case study 1: Consider the following four modes.

Mode 0: Attack-free.
Mode 1: Sensors (electrical power outputs) 26,53 and 54 are attacked.
Mode 2: Actuators 14, 15, and 16 are attacked.
Mode 3: Line switches {56,57}, and {59,60} are attacked.
If the sizes of the estimated attack vectors are not statistically significant, mode

0 will be chosen, as described in Algorithm 2.

Remark 3.1.1 The power system under the mode 1,2 and 3 satisfies Assump-
tions 2.4.1, 2.5.1, 2.5.2, 2.5.83 and uniform observability condition for all three
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modes. This is because the system is time invariant and the linearization error is

O\ Zrwll?) for ||Zxmll < 1. [

Significance levels a; = ap = 0.75 are applied with corresponding chi-square
values x2(0.75) = 4.11. The mode probabilities and estimation results are shown
in Figure 3.2 where the estimates are coincident with the true modes. Mode
estimation is inaccurate near 10 sec. This is because the sizes of attack vectors
are small (the second and third subfigure in Figure 3.3) during this time and
thus the attack vector estimates are not considered statistically significant. Mode
probabilities of mode 1 and 2 are oscillating for ¢ > 30, because both modes 1 and
2 with zero attack vectors would represent attack-free mode (mode 0).

The outputs of the NISME and the real attack signals are presented in Fig-
ure 3.3. The first subfigure indicates that the state estimation errors satisfy
PESp-like property. Although the frequency fluctuates due to the actuator attack
t € [10,20), its estimates are accurate. The additive sinusoidal sensor attack for
t € [0,10) is well estimated as shown in the second subfigure. The third subfigure
shows the estimates and real vectors of actuator attack; the sinusoidal actuator at-
tacks for t € [10,20) on the control inputs. Around 10 sec, attack vector estimates
are set to zero because cffl:li is not considered statistically significant.

Case study 2: There are 6 potential signal attack locations with 2 possible
switching attacks, and thus we have |[M!| = 22, |M#| = 25, and |M| = 26 x 22 = 256.
We, however, could reduce the number of modes by lines 3-6 in Algorithm 5 with
T = oo into four; i.e., Mﬁoo] = {1, J2,J3,Ja}, where each mode associates with
one j € MI. All the four modes assume that sensors (electrical power outputs)
26, 53,54 and actuators 14,15, and 16 are attacked. Their assumptions on line
switching attacks are described as below:

Mode j;: There is no line switching attack.

Mode jy: Line switches {56,57}, and {59, 60} are attacked.
Mode j3: Line switch {56,57} is attacked.

Mode j4: Line switch {59,60} is attacked.

Note that the systems under the new modes satisfy Assumptions 2.4.1, 2.5.2,
and 2.5.3 and uniform observability condition as well as the rest of the assumptions
in Theorem 2.5.1. True mode estimation is essential because none of the above
modes is true.

We conduct the simulation for Algorithm 5, using confidence levels a; = ap =
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Figure 3.2: Mode estimates and probabilities of each mode.

0.8 with corresponding z-values z(ay) = z(az) = 1.28. As case 1, the true modes
are among modes 0 to 3, defined in case 1. This is unknown to the defender
and the defender remains to consider 256 possible modes in Algorithm 4. For the
presentation purpose, we project the modes other than modes 0 to 3 into mode 4;
i.e., if mode 4 is chosen, mode estimation is incorrect.

The estimation results are shown in Figure 3.4, and 3.5, which are consistent
with the results of the case 1 shown in Figure 3.2, and 3.3. The first subfigure in
Figure 3.4 provides a true mode estimation described in Section 2.6.3. As case 1,
mode estimates are erroneous near 10 sec because the sizes of attack vectors are
small and thus the attack vectors are not regarded statistically significant. After
30 sec, mode probabilities oscillate between two modes in case study 1, but not in
case study 2. In case study 1, two modes 1 and 2 are true with zero signal attacks,
but mode 3 cannot be a true mode. In case study 2, only mode j; is true with zero
signal attacks, but modes 75, j3 or j4 cannot be a true mode.

The modes in the reduced mode set have less restrictive assumptions on attack
locations than those of the original mode set, but shows similar estimation results.
This simulation, thus, validates the performance of the NISME for the minimal

number of modes discussed in Section 2.6.3.
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Figure 3.3: Real signals and estimated signals (top to bottom); (a) state estimation
of angular frequency at bus 16; (b) sensor attack estimation of bus 53; (c) actuator
attack estimation on the control input of bus 14.

3.2 Mobile robots

Figure 3.6 shows an image of the robot system. It consists of Khepera III [107]
deferential drive robot mounted with KoreBot II [108] extension chip. Khepera
is actuated by setting the speeds of the two wheels on its chassis. KoreBot runs
OpenEmbedded Linux, which enables in-robot programming and control. The
robot is equipped with three sensors: a wheel encoder, a laser range finder (Li-
DAR), and an indoor positioning system (IPS). The wheel encoder calculates the
traveled distance of each wheel in a short period of time. Given its previous state,
the traveled distance is further processed into its current position and orientation.
LiDAR scans laser beams in 240 degrees of angle, and receives reflection to obtain
distances from surrounding objects. IPS is powered by Vicon motion capturing
system (see Figure 3.6). Multiple cameras on the roof track the positions of the
reflective markers on the robot, and calculates its position.

In the real world, wheel encoder, ranger finder and positioning system (e.g.
GPS, GLONASS) are common sensor settings for many ground vehicles [109, 110]
in applications such as localization, obstacle avoidance, navigation, etc. Typically.
positioning system serves as the primary navigation source, and wheel encoder

serves as secondary source when position system is not available (e.g. in tunnels).
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Figure 3.4: Mode estimates and probabilities of each mode with reduced mode set.

LiDAR detects nearby obstacles and redirects the robot to avoid them. We believe
that our testbed reflects features of real world robots.

For comparison purpose, we use an identical path generated from RRT* for all
scenarios in the experiments. In each experiment, Khepera travels from a starting
point at (0m, —1.2m) to a target point (Om, 1m) inside a 3m x 4m confined space
shown in Figure 3.6, with constant 7000 speed units'. Three 0.8m x 0.2m x
0.2m cube-shaped obstacles reside on the ground between the starting and target
location. RRT* algorithm generates a path that avoids the obstacles, and Khepera
follows the path using PID (P = 0.8, = 0,D = 0.001) control. We identify
sensor measurement noise covariance matrix I and the process noise covariance
matrix ) by referring to the data sheets of the sensors along with some empirical
experiments. (refer to [111] for more systematic approaches.) NISME generates

detection results under confidence level of 0.05 for actuator attacks, and 0.005 for

!Speed ratio 144010 units per m/s, 7000 units is approximately 0.05m/s.
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Figure 3.5: Performance of the NISE for the reduced mode set. Detailed descrip-
tions on the other subfigures are identical to those of Figure 3.3.

Figure 3.6: Khepera robot testbed and indoor positioning system.

sensor attacks. We choose 2 positives out of 2 windows as the decision criteria for
sensor attacks, and choose 3 positives out of 6 windows as the decision criteria for
actuator attacks.

Mission. Khepera has a planned path from the starting position to the target
position as shown in Figure 3.7, while avoiding static obstacles. Khepera imple-
ments PID control to achieve the goal.

Attack setup. We conduct multiple attack scenarios during the mission. The
complete list of the attacks are described in Table 3.1. We intend to demonstrate

that NISME works well regardless of the attack channels or the target components
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Table 3.1: Attack scenarios launched against Khepera mobile robot.

Attack Scenario Attack Scenario Description

Logic bomb in actuator utility lib that alters
Wheel controller logic bomb & Y
the control commands to be executed

Physically jamming a particular wheel
so that it will stuck
Logic bomb in IPS data processing lib

Wheel jamming

IPS logic bomb ) o
that alters the authentic positioning data

PS f IPS signal that overpowers authentic source and
spoofin
P & sends out fake positioning data

Wheel encoder logic bomb Logic bomb in wheel en(?oder da?ta processing lib
that alters its readings

LiDAR sensor blocking . Physically jblockin.g laser c?ject?on anfi
reception channels in particular directions with masks

Denial of service by cutting off

LiDAR DOS
LiDAR sensor wire connection with the robot
Wheel controller Altering both wheel control commands
and IPS logic bombs and IPS readings through logic bombs
LiDAR DOS Blocking LiDAR readings and
and wheel encoder logic bomb altering wheel encoder readings
IPS spoofing and LiDAR DOS Altering TIPS readings and blocking LiDAR readings

IPS and wheel encoder logic bombs Altering both TIPS and wheel encoder readings

through logic bombs

in the robot platform. The attack scenarios target on different sensing or actuation
workflows of the robot, and launch actuator and sensor attacks through different
channels including cyber and physical channels. We inject several logic bombs
into the data processing libraries of the IPS and the wheel encoder. The logic
bombs can be triggered at certain time after the mission start, and continuously
alter the authentic sensor readings afterwards. For instance, we can trigger the
logic bomb to stealthily shift the positioning data received from IPS by a certain
distance along the X axis. A logic bomb is also injected into the wheel controller
library to add extra control commands to the two wheels. Wheel jamming attack
is launched by physically jamming a wheel, so that the wheel stops moving. IPS
spoofing attack is launched by overriding authentic IPS signals from the Vicon
system and sending fake positioning data. IPS spoofing is analogous to real world

GPS spoofing attacks. For LiDAR, we launch sensor attack by blocking the signal

o1



o
Travelled Path Z
5
a
s Planned Path
RS
~N - - ~< ~N
7 O
Z
Starting Position 8 Target Position
(SP) o (TP)

219818 O

Figure 3.7: Khepera mission.

ejection and reception channel in certain directions. Besides, we launch the at-
tack that sabotages the signal transmission by physically cutting off its wires. To
evaluate the detectabiliy of NISME when multiple sensing workflows or actuation
workflows are under attack, we launch several attack scenarios where several of
the aforementioned attacks are combined. Table 3.3 shows quantitative informa-
tion about the details of attack scenarios. In addition to attack scenarios, we also
conduct 9 scenarios when the mission is finished without intrusion.

NISME aims at detecting as well as identifying attacks in robots. To evaluate
the effectiveness of NISME, we define true positive as a time instant that 1) raise
an alarm if the robot is under attack, and 2) identify the correct attack target
case; i.e., which sensor or actuation workflow(s) are attacked. Otherwise, positive
detection result is considered as false positive. False negative is defined as a time
instant when NISME does not raise alarm when any workflow is under attack. If
all workflows are free of attacks and NISME does not raise any alarm, the time
instant is referred to as true negative. The detection result column in Table 3.3
shows identification of attack types and attack target case for different scenarios.
Note that some scenarios (e.g. #7) are not provided with quantitative description
on the attack vector because some experiments are difficult to describe. From the
11 attack scenarios, we observe that both types of attacks launched from different
channels can be successfully detected and identified. Scenario #1, #2 and #8
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involves actuator attacks launched from different channels, and #8 is also mixed
with sensor attacks. Scenario #3 and #4, #6 and #7 are two pairs of attacks

launched to the same sensors. Scenario #8, #9 and #10 are mixed sensor attacks

where two sensors are compromised.
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Figure 3.8: No attack scenario. The eight plots in each subfigure are: (1) estimated
sensor attack vector on IPS; (2) estimated sensor attack vector on wheel encoder;
(3) estimated sensor attack vector on LiDAR; (4) estimated actuator attack vector
for the wheels; (5) sensor attack Chi-square hypothesis test statistic and threshold
under confidence level o = 0.005; (6) sensor attack target case selection; (7) ac-
tuator attack Chi-square hypothesis test statistic and threshold under confidence
level o = 0.05; (8) actuator attack target case selection.
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Figure 3.9: Attack scenario #1: wheel controller logic bomb.

Detection Results. For the ease of presenting classification results, Table 3.2
defines the attack target cases for actuator and sensor attacks. Note that sensor
attack target case Sy, S; and Sg represent cases when multiple sensor readings
are corrupted and only one sensor returns uncorrupted value. In each iteration we
also calculate the deviation between reference sensor readings and estimated sensor
readings using state estimates so that we can see the estimation for all sensors.

Figures 3.8-3.12 present graphical details of the detection results for several

attack scenarios. Each figure includes eight plots that elaborate the outputs of
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Figure 3.11: Attack scenario #8: Wheel controller and IPS logic bomb.

NISME in each experiment: 1) estimated sensor attack vector on IPS; 2) estimated
sensor attack vector on wheel encoder; 3) estimated sensor attack vector on LiDAR;
4) estimated actuator attack vector for the wheels; 5) sensor attack Chi-square
hypothesis test statistic and threshold under confidence level v = 0.005; 6) sensor
attack target case selection; 7) actuator attack Chi-square hypothesis test statistic
and threshold under confidence level a = 0.05; 8) actuator attack target case
selection. Figure 3.8 shows the detection output when there is neither actuator
attack nor sensor attack. Estimation results in plot 1-4 show nearly zero estimated
attack vectors with noises. The Chi-square test statistics shown in plot 5 and 7
indicate both actuator and sensor attack remain under predetermined threshold,
except some occasional spikes caused by noises. After the sliding window filtering,
plot 6 and 8 indicates an attack silence. Figure 3.11 shows a scenarios when
wheel controller control commands and IPS sensor readings are tampered by logic
bombs at different time instants. Around 4s, sensor attack vector estimates on
the X axis of IPS readings surges (plot 1). Accordingly, sensor attack test statistic
surges above the threshold (plot 5), and sensor attack target case selection (plot 6)
indicates that the robot is under IPS sensor attack. Around 10s, actuator attack

vector estimates on left and right wheel significantly deviate from 0. Accordingly,
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Figure 3.13: Mission execution under attack scenario #11. Khepera travels from
the start location (left side) to a target location (right side). The green background
indicates the time window when there is no attack. The red background indicates
the time window after an attack is launched/revoked and before RIDS correctly
identifies the change. The yellow background indicates the time window under
attack and RIDS correctly identifies the attack.

we notice an oscillating surge over the threshold for actuator attack (plot 7), and
actuator attack target case selection (plot 8) indicates that the robot is under
actuator attack. During the experiment, both sensor attack estimates for wheel
encoder and LiDAR remain silent. Figure 3.12 shows a scenario where attacks
against multiple sensors are launched /revoked at four different time instants. We
observe that the detection results are highly consistent with the scenario design.
We examine the false positive and false negative time instants occurred in the
experiments. Majority of false classifications are introduced by the sliding window
for the purpose of denoising. False positives and false negatives are inevitable at
the edge when attacks become active or revoked, and the choice of window size and
decision criteria determine the number of false classifications. For sensor attack

false positives, we observe only a small portion is caused by attack target case

IFalse positive rate and false negative rate (%).

95



Table 3.2: Sensor and actuator attack target case definition.

Sensor Attack

Target Case # Robot Attack Status

So under no sensor attack

S1 under IPS sensor attack

So under wheel encoder sensor attack

Ss3 under LiDAR sensor attack

S4 under wheel encoder and LiDAR sensor attack

S5 under IPS and LiDAR sensor attack

Se under IPS and wheel encoder sensor attack
ériﬁioéi:zai Robot Attack Status

Ay under no actuator attack

Ay under actuator attack

selection errors, while majority is caused by bogus test statistics increases. The
average false positive rate and false negative rate are 0.86% and 0.97%, respectively.
Therefore, the NISME is considered effective in detecting and identifying both
actuator attacks and sensor attacks targeted in our testbed.

Detection Delay. Detection delay indicates the time between when specific
attack is launched/revoked, and when NISME captures the change. Theoretically,
in each control iteration, attack vectors can be revealed in the very next iteration
after launch time from NISE. However, we add a sliding window in the decision
maker to eliminate noise impact. Hence, detection delays will depend on the
decision making algorithm and parameter choice. In our experiment, we choose
sliding window as the detection making algorithm. Specifically, we choose 2/2 and
3/6 as the decision criteria and sliding window size. The detection delay for each
attack scenario is shown in Table 3.3. We observe that the detection delays are
quite small. Specifically, average detection delay for sensor attacks is 0.35s, and
the counterpart for actuator attacks is 0.61s. The average delays are consistent
with our parameter selection for actuator and sensor attacks. Through our analysis
on the detection statistics, we notice that NISME raises alarm mostly in the next
iteration after attack occurs. Most delays are incurred by the sliding window
decision making.

Once the magnitude of an attack exceed predetermined threshold, the maximal
detection delay is a constant multiple of control iterations. The frequency of con-

trol iteration is determined by hardware configurations (e.g. CPU frequency) and
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Table 3.3: Attack scenarios and detection results from NISME.

Attack Dete-
. Launch Attack . FPR
# | Attack Scenario . Type L. ction
Time Description /FNR?
(Channel) Delay
] Wheel controller 16.0 Actuator -6000 units on vy, 0.49 A:0/0.83
logic bomb ’ (cyber) +6000 units on vg ' S:1/-
Actuat A:0/3.1
2 Wheel jamming 5.3 ¢ ué o 0 unit on vy, 0.76 /
(physical) S: 0/-
S A: 0/-
3 | 1IPS logic bomb 19.0 Cusor shift +0.07m on X 0.30 /
(cyber) S: 1.6/0.24
Sens A:224/-
4 IPS spoofing 26.0 ensor shift —0.1m on X 0.24 /
(physical) S: 1.55/1.39
5 Wheel encoder 16.0 Sensor increment 100 steps 0.43 A:14/-
logic bomb ’ (cyber) on left wheel encoder ' S: 0/0.45
received distance
S A:0/-
6 LiDAR DOS 0.0 . reading is Om 0.23 /
(physical) . L S:0/0
in each direction
) received distance
LiDAR sensor Sensor . A:0.22/-
7 ) 7.0 . reading to the left 0.55
blocking (physical) i S: 0/0.80
wall is erroneous
Sensor )
8 Wheel controller & | W: 10.0 & Actuat F6000 units on vr, vy || W: 0.59 A:0/1.8
ator
IPS logic bomb | I 3.8 o shift +0.07mon X || L 0.50 | S:0/0.24
(cyber)
i t 100 st
LiDAR DOS & Sensor Hneremen Sheps
W: 16.0 on left wheel W: 0.43 A:0/-
9 wheel encoder (cyber . i .
loic bomb L: 25.0 &physical) Om in each direction L: 0.29 | S:0.48/0.72
ogle bom physica from LiDAR
Om in each direction
L: 10.0 f LiDAR L: 0.36
10 IPS spoofing & L 17.0 Sensor h'fso-:-l(l) 017 X I 0.99 A: 0.25/-
17 shi .07m on : 0.
LiDAR DOS (physical) . . S: 0.25/0.58
L: 25.0 LiDAR readings are L: 0.30
restored to normal
IPS & i t 100 st
W:10.0 |  Sensor Herement FUSEPS 1 w033 | A: 0/
11 wheel encoder on left wheel
I: 28.0 (cyber) 1. 0.31 | S:0.25/0.33

logic bomb

shift +0.1m on X

control algorithm design, which is chosen to meet the specifications of robots and

operational needs. Fast moving robots should have higher frequency of control cy-

cles to ensure timely sensor data processing and actuation. For instance, to operate

in a harsh field environment under a relatively high speed, Boston Dynamics Big-



Dog [112] is designed with a frequency of 200HZ to facilitate robot balancing and
steering. In our testbed, the frequency of the control iteration is 100HZ. We ob-
serve that the detection is much earlier than the collision. Security administrative
has plenty of time for attack response. Moreover, since certain safety policies are
usually enforced into a mission (e.g. safety minimum distance from obstacles for
ground vehicles, safety minimum altitude for UAVs), we believe that our NISME
can quickly detect attacks before they cause significant damage to the robot or the
environment.

Attack Vector Quantification. Actuator attack and sensor attack vector es-
timation provides quantitative information of the attacks, which can assist security
administrative for further diagnosis and attack response. For instance, after sensor
attack detection in scenario #9, IPS sensor attack estimate on X axis is +0.069m
with standard deviation of £0.002m. Average error between estimated vector and
the ground truth (40.07m) is 1.91%. After actuator attack detection, average
actuator attack estimates on the left wheel and right wheel are —5975.4 + 1188
units and +5892.4 + 1091 units, respectively. Average error between estimated
vector and the ground truth (36000 units) are 0.41% and 1.79%, respectively. We
observe that the estimation results are fairly accurate for both actuator and sensor

attack vector estimation.

3.3 Connected vehicles

We consider a multi vehicle system, where each vehicle equips GPS, wheel encoders,
and IMU (Inertial Measurement Unit) for navigation, and LiDAR (Light Detection
And Ranging sensor) to observe the states of neighboring vehicles (see Figure 3.14).
A vehicular ad hoc network in Figure 3.15 is established to connect nearby vehicles
in a decentralized and self-organizing manner.

We consider adversaries that can launch active attacks on the vehicles in a
connected vehicle network in order to deviate the vehicle from its normal operation.
The adversaries can observe real-time vehicle states and has knowledge about
vehicle sensing, actuation, and computing systems. They are capable of launching
sensor attacks or actuator attacks through different channels, including physical
damage (e.g. jamming wheels), signal interference (e.g. GPS spoofing), or cyber

breach (e.g. root-kit) on one or multiple vehicles.

o8



= Sparkfun ;
SEN-1073H il Hokuylo
urg-041x

LiDAR

Vicon | ?

\ 1
i 1 o
cameras
|
£ _ Allidsll - s\

Nvidia
TK1
:# embedded

Figure 3.14: Scaled autonomous vehicle testbed and indoor positioning system.
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Figure 3.15: Vehicle collaborative intrusion detection system overview.

The VCIDS (Vehicle Collaborative Intrusion Detection System) consists of the
intra-vehicle IDS (Intrusion Detection System) and inter-vehicle IDS as shown
in Figure 3.15. In particular, the intra-vehicle IDS module is dedicated for the
purpose of detecting local sensor and actuator attacks, as well as generate state
estimates using local data. The intra-vehicle IDS applies the NISME on the local
data collected from the monitor. The inter-vehicle IDS is dedicated to confirm the
attacks detected from the intra-vehicle IDS, and identify a boarder range of attacks
by the NISME. The key audit data source is the observation sensor readings from
nearby vehicles. Once the new state estimates is generated, a vehicle can estimate
the state of nearby vehicles within the range of its observation sensors. After that,
each vehicle receives the state estimates of itself from nearby vehicles. Note that

the number of observed vehicles can be different from the number of received state
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estimates. Then, the received state estimates are treated as sensor readings from
external sources and fed into the multi-mode estimation algorithm along with the
clean sensor readings identified from the intra-vehicle IDS. Finally, the detection
results for the received observations are broadcasted, and receive the corresponding
results for decision making.

We evaluate the VCIDS on the scaled autonomous vehicle testbed against var-
ious attacks and demonstrate its security capabilities. We intend to answer two
research questions for the detection system: 1) what benefits does the VCIDS offer
in terms of security capabilities? 2) To what extent does the VCIDS influence
the detection performance, i.e., effectiveness and efficiency? We present the detec-
tion results generated from the VCIDS nodes and compare the detection results
between deploying intra-vehicle IDS only and deploying both IDSs.

The three vehicles in the testbed travel in the indoor environment. For the
ease of presentation, we label the three vehicles with fixed numbering. In each
experiment, vehicle 1 and vehicle 2 circle around the environment in a predefined
two-lane road with an identical constant speed of 6¢m/s as shown in Figure 3.16.
Vehicle 3 stays on the roadside without moving, but all onboard sensors are work-
ing. During the mission, the three vehicles communicate with each other through

V2V communication and collaboratively detect attacks.

\S::enano il \\Sceuario 2 \\Scenarjo 3 Scenario 4
Toaw
B
Left (@
Wheel
Encoder

Figure 3.16: Scaled autonomous vehicle execution in the indoor environment. At-
tack scenarios. Scenario 1: Encoder logic bomb and left wheel jamming. Scenario
2: LiDAR driver logic bomb. Scenario 3: System hijacking. Scenario 4: Rogue
nodes.

Attack Setup. To demonstrate the effectiveness of our detection system, we
consider the following four attack scenarios where attacks are launched on different
targets. The attack scenarios are conducted independently with each other.
Wheel encoder logic bomb & wheel jamming. The attack is launched by re-

placing the wheel encoder sensor data processing library with a customized library
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in vehicle 1. Instead of returning states obtained from motion of the wheel shafts,
the customized library returns the sensor readings with a constant sensor attack
vector that shifts the vehicle by —10cm on the X axis. A plastic stick is placed
in the left rear wheel of vehicle 1. The stick adds friction in the wheel and slows
down the movement of the wheel. The actuator attack adds a inconstant attack
vector on the wheel.

LiDAR driver logic bomb. Analogous to the wheel encoder sensor logic bomb
attack, we replace the driver program of the LIDAR observation sensor driver with
a customized sensor driver of vehicle 1. The customized driver alters the relative
distances and angle measurements of nearby vehicles.

System hijacking. For advanced attackers, it has been demonstrated to be pos-
sible that attackers can hijack into the vehicle system. Hence, it is possible that
attackers could corrupt all sensor readings simultaneously. In order to avoid de-
tection, an advanced attacker would try to achieve their attack goal while avoiding
the detection. To do this, the attacker could modify all sensor readings in a con-
sistent manner. For instance, an attacker could shift all sensor readings on Y axis
by +10cm. During the intra-vehicle detection phase, the multi-mode estimation
algorithm does not have a clean sensor as the reference sensor. Moreover, since
the sensor readings are corrupted consistently, the hypothesis tests would not gen-
erate positive results due to the lack of significant deviation. Here we consider an
advanced attacker who carefully crafts all sensor data in vehicle 1 and makes them
consistent with each other.

Rogue nodes. Attackers can setup rogue nodes that broadcast fake messages to
nearby vehicles that are intended to cause wrong decision making for vehicles. In
this scenario, we assume that a rogue node is set up by the roadside which intend
to broadcast fake observations. The rogue node broadcasts large amount of fake
observations of vehicle 1 that contain shifted observations.

Detection Results. In order to demonstrate the security capability of the
collaborative detection system over a standalone intra-vehicle IDS, We compare the
detection results generated from the intra-vehicle IDS and the complete VCIDS.
Table 3.4 shows the detection results generated from the four attack scenarios we
launched in the testbed. We observe that the intra-vehicle IDS can only detect the
first attack scenario when a subset of navigation sensors are under attack. On the

contrary, the VCIDS detects all attack scenarios. When the navigation sensor is

61



under attack (Scenario 2), state estimation for nearby vehicles are corrupted. When
vehicle 2 and vehicle 3 receives the corrupted observation from vehicle 1, their
inter-vehicle IDSs raise sensor attack alarm and send the results back to vehicle 1.
When all sensor readings in vehicle 1 are corrupted consistently (Scenario 3), the
intra-vehicle IDS of vehicle 1 does not raise alarm. However, the observations from
vehicle 2 and vehicle 3 used in the inter-vehicle IDS of vehicle 1 can discover such
attacks. Under rogue nodes attack (scenario 4) when fake nodes are broadcasting

erroneous observations, the inter-vehicle IDS can detect the attack.

Table 3.4: Attack scenarios and corresponding detection results from intra-vehicle
IDS and final results of the VCIDS.

. Attack Type Detected by Detected by
Attack S .
ack Scenarto (Channel) Intra-vehicle IDS VCIDS
Wheel encoder logic sensor+actuator
. . . Yes Yes
bomb+wheel jamming | (cyber+physical)
LiDAR driver sensor
. No Yes
logic bomb (cyber)
Syst
YSLe Sehsot No Yes
hijacking (cyber)
Rogue sensor
& No Yes
nodes (cyber)
T TR T 506 - e -
= Elintra—vehicle IDS &S || Intra-vehicle IDS s 1 [ intra—vehicle IDS|
E |[CJvcibs 2 || JvCIDS 2 [ Jvcips
z04 _ £4 =
z 2 z
g Z £0.5
'§ 0.2 g 2 o
0 =0 =0 ' '
#1 #2 #3 #4 #5 #6 #1 #2 #3 #4 #5 #6 #1 #2 #3 #4 #5 #6
experiment number experiment number experiment number

Figure 3.17: Detection performance comparison between results from intra-vehicle

IDS and VCIDS.

To investigate the detection performance in terms of the detection delay and
detection accuracy, we conduct some experiments launched with attack cases that
can be detected by the standalone IDS. In the detection results, a false positive
is defined as a time instant that raises alarm for an uncorrupted sensor, and a
false negative is defined as a time instant that alarms is not raised when a sensor

is corrupted. Figure 3.17 shows the comparison for detection delay, false positive
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rate and false negative rate. We notice that detection delays increase since the
VCIDS requires more steps after the intra-vehicle detection. We also notice a
slight increase on the false positive rate and a decrease on the false negative rate.

Both rates remain under 4%.
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Chapter 4
Cyber-physical security: Attack-
resilient machine learning

4.1 Introduction

Machine learning is increasingly used in cyber-physical systems (CPS) for a broad
area of applications such as image recognition in self-driving vehicles [113], con-
trol of energy systems [114], and healthcare systems [115]. These data-driven
techniques are well suited for complex systems whose models are challenging to
obtain using first-principles. However, machine learning systems are threatened
by cyber-attacks. It has been shown in [116,117] that structural properties of ma-
chine learning can be used to generate adversarial samples in image recognition.
Paper [118] shows that, regardless of their structures, machine learning systems
including traffic sign learning systems fail under black-box attacks, which inject
small perturbation to legitimate samples. Protecting machine learning systems
from cyber-attacks is imperative.

There is a wealth of literature on cyber-attack detection of CPS. The fun-
damental limitations of attack detection in linear systems are identified in [31].
Paper [119] derives reachable regions of internal states driven by sensor attacks
where the attacks can bypass a Chi-square test based on Kalman filter. A number
of attack detectors against signal attacks have been proposed. In particular, at-
tack detection problems for deterministic linear systems are formulated as £o/¢x
optimization problems [31,32], which are NP-hard in general. To address the

computational challenges, paper [32] proposes convex relaxations of the optimiza-
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tion problems. Paper [33] studies attack-resilient state estimation in the presence
of modeling errors, and identifies a bound of state estimation errors induced by
modeling errors. Paper [91] designs an attack-resilient estimator for stochastic
linear systems in the presence of sensor attacks, actuator attacks, and switching
attacks. The papers mentioned above focus on linear systems, and Chapter 2 ex-
tends the results in paper [91] to accommodate a class of nonlinear systems. All
the aforementioned papers presume knowledge on dynamic system models. This
key assumption is relaxed in the current chapter using data-driven techniques.
Chapter organization. Section 4.2 formulates the attack-resilient machine
learning problem for a class of nonlinear systems. Notations, notions, and Gaus-
sian process are introduced in Section 4.3 as preliminaries. In Section 4.4, we
design the attack-resilient Gaussian process regression to address the problem.
Section 4.5 analyzes average case learning errors of the proposed regression algo-
rithm. In Section 4.6, numerical simulations on the IEEE 68 bus test system show

the performance of the proposed algorithm.

4.2 Problem formulation

Consider the nonlinear stochastic system

T = f(Tp—1, up—1 + dap—1) + W1

Yk = Oy + ds g + vk (4.1)

where 7, € R", yp, € R™, uy € R?, dyr € R® and d,, € R™ are state, output,
input, actuator attack vector, and sensor attack vector, respectively. We assume
that noise vectors wp € R™ and v, € R™ are independent and identically dis-
tributed zero-mean Gaussian, with their covariance matrices ) = E[w,w{] and
R = E[vgvf]. We assume that R is a diagonal matrix.

Attack model. Signal injection attacks are comprised of signal magnitude
attacks; i.e., the attacker injects attack signals, and signal location attacks; i.e.,
the attacker chooses targeted sensors and actuators. Signal injection attacks are
modeled by actuator attack d,j and sensor attack dj where zero value of either
attack vector indicates that the corresponding actuator or sensor is free of attack,

and a non-zero value indicates the magnitude of the attack.
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Knowledge of the defender. System function f in (4.1) is unknown to the
defender while output matrix C% is known. The defender is accessible to input uy
and output y, but is unaware of the attack vectors d,; and d;x, as well as which
actuators/sensors are under attacks. Noise vectors wy, v, and autocovariance @)
are unknown but R is known.

Objective. The defender aims to recursively estimate internal state x;, attack
vectors dg,j, dsi and system function f in the presence of sensor attacks and

actuator attacks.

4.3 Preliminaries

This section summarizes the notations and notions used throughout the chapter.

It also discusses classic GPR following the presentation in [2].

4.3.1 Notations and notions

Hat notation over a variable denotes an estimate of the variable. In particular,
Zye—1 is a predicted state (an estimate without the current output); #; is a state
estimate (an estimate with the current output); dy is an estimate of attack vector
of dy; and f is an approximation of function f. Also, d £ ax — dj denotes the
estimation error and P¢ £ E[aa)] denotes the error covariance of ay. Let dim(v)
denote the dimension of vector v. Gaussian distribution is denoted by N (u, ),

where 1 is mean and ¥ is variance.

Definition 4.3.1 (Definition 6.1 in [2]) Let H be a Hilbert space of real functions
f defined on X. Then, H is called a reproducing kernel Hilbert space (RKHS)
endowed with an inner product (-, )y if there exists a unique function g such that

for everyx € X, g(x,2') as a function of &’ belongs to H, and g has the reproducing
property (f(-), g(-,x))n = f(x). u

In the above definition, function g is called kernel, and || f||% = \/(f, f)# is a norm
induced by the inner product. An example of RKHS is the space of bandlimited
continuous functions H = {f € C(R)|supp(F) C [—a,a]} where C(R) is the set
of continuous functions, F' is the Fourier transform of f, and a is the band limit.
Corresponding kernel is g(z, 2") = 2sinc(a(z —2')) and inner product is defined by

(f,9) = [ f(x)g(z)dz.
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Figure 4.1: Illustrative example of GPR borrowed from [2]. Left: Random func-
tions drawn by GP prior and actual outputs f(x) (dots). Right: Random functions
drawn by GP posterior from 5 noise-free observations indicated by +. Shaded area
is point-wise 95% confidence region.

4.3.2 Gaussian process regression

GPR is a regression algorithm by GP implementation and has several advantages
over parametric regression techniques such as linear and nonlinear regressions.
First of all, it is non-parametric regression, and does not require prior knowledge
of target functions such as structural properties. Second, GP prediction interpo-
lates missing observations, providing empirical confidence intervals. Moreover, it
is easy for users to provide interpretations of data correlations by choosing a kernel
function.

Illustrative example. Consider simple noise-free equation z = f(x), where
function f : R — R is a continuous regression function. We would like to approx-
imate f and obtain test output f(x.), given test input x.. GPR approximation
consists of two steps; prior prediction and posterior prediction. In the prior predic-
tion step, no information is available and the regression function is assumed to be
GP. In other words, any finite collection of outputs of f are multi-variate Gaussian.
In the left subfigure in Figure 4.1, the shaded area is point-wise 95% confidence
region. Two solid lines are random functions drawn by GP prior, and we could
draw infinitely many functions. Once we observe several pairs of inputs and out-
puts of f, GP prior is updated to GP posterior by incorporating the observations.

In particular, the regression function must pass by the observed pairs because the
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observations are noise-free. Moreover, if a test input is close enough to one of
the observed inputs, the output of the test input is expected to be close enough
to the corresponding observed output, having small output uncertainty. Posterior
uncertainties are smaller than prior uncertainties. Under this information update,
we could redraw observed points +, and point-wise 95% confidence region in the
right subfigure in Figure 4.1. The solid lines in the subfigure are random functions
drawn by GP posterior. Information update can be seen as a procedure to reject
functions (drawn from prior) which do not agree with the observations.

Gaussian process regression. Consider the regression model
z=f(x)+w (4.2)

with input x € R" and scalar output z € R where w € R is zero-mean Gaussian
noise with variance o2. We will extend the result to the case with vector output
z € R later.

We are going to approximate function f in (4.2), given a set of input-output
observations. A pair x;,z; of input-output observation is called training data. A

set D = (X, Z) of training data is given where
X: [Xlu"' y Xyt 7XN]7 Z: [Zla"' Sy 7ZN]

and N is the number of the training data pairs, and index i represents i'* training
data. GPR aims to approximate function f in (4.2) by utilizing the training
data set D under the assumption that f is a zero-mean GP. Furthermore, given

test input x,, we desire to estimate test output z, = f(x,) using the function

approximation.
Definition 4.3.2 Stochastic process f is Gaussian if [f(xz),- -, f(zx)]T is a mul-
tivariate Gaussian random variable, for any finite set of points X = [xy, - , Tn]

(p.540 in [120]).

Remark 4.3.1 Multivariate Gaussian assumption on function f is used to in-
terpolate missing observations, providing empirical confidence intervals. Although
function f is assumed to be zero-mean in the prior GP prediction, a posterior dis-
tribution will not be zero-mean and the zero-mean prior assumption will be over-

whelmed by a set of large training data. [ |
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Under the GP assumption, [f(x;),---, f(xy)]? is multivariate Gaussian and we
denote its covariance matrix by (kernel matrix) G(X, X), where (i, 4") element of G
is denoted by kernel g(z;, x;). Kernel represents a similarity between the outputs.
Please refer to Table 4.1 in [2] for commonly used kernel functions, including linear,
Gaussian, exponential, etc.

Since [f(x1),- -+, f(xn)]" and [wy,- - ,wy] are both zero-mean Gaussian, a

collection of outputs Z follows zero-mean Gaussian distribution
p(Z) = N(0,G(X, X) + 0°1).

Given test input x,, the training outputs Z and the test output z, are jointly

HER )

According to p.200 in [2], the Gaussian predictive distribution over test output z.

Gaussian:

GX,X)+02T G(X,x)
G(x4, X) 9(X., %) + 02

has mean
ux., D) = 9. (G(X,X) +0*1)7'Z (4.3)
and variance
S(x., D) = g(x:,%.) — g, (G(X, X) +0°1) "1 g. + 07 (4.4)

where g, = G(X, x,). We call them as GPR mean and GPR variance, respectively.
GPR mean (4.3) can be seen as a weight average of training outputs z; with
corresponding weight vector g7 (G(X, X) 4+ ¢%I)~. Since GPR variance Y(x,, D)
is the posterior variance, it is smaller than the prior variance; i.e., 3(x,, D) <
(X4, %) + 02

If output z € R™ in (4.2) is multi-dimensional, then GPR is conducted for
each output element of z. Let u(x., D(i)) and X(x., D(i)) denote the GP for the
i element of z where D(i) = (X, Z(i)) and Z(i) = [z,(i),- - ,zn(i)]T. Then, we

define the Gaussian process function GPR as below

[i(x., D), Y(x,, D)] = GPR(x,, D) (4.5)
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where mean function fi(x,, D) = [u(x., D(1)), -+, u(x., D(n))]* and variance
function X(x,, D) = diag(X(x,, D(1)),--- ,%(x,,D(n))) denote the approxima-
tion of function f and its covariance, respectively.

This chapter utilizes Gaussian kernel, where it is more flexible than other ker-
nels because the RKHS induced by a Gaussian kernel consists of analytic functions
whose n'" derivative may be non-zero. As shown in (4.3), a different kernel deter-
mines different weight shapes. In Gaussian kernel, (,") element of G is described

by
Gij = g(xi,x;) = ope 2 m0) Woamx), (4.6)

Diagonal matrix W represents the length scale of each input, and o7 is a variance.
Informally speaking, the length scale Wi” is a required distance in input space to

decouple the output correlation of two inputs. A set of parameters
0 = [W,op, 0] (4.7)

is called hyper-parameters and they show the user’s interpretation of the regression
function. They may be chosen by maximizing the log-likelihood of the training

output so that the choice of hyper-parameters is optimal in some sense:
6)max = argmaXG(log(p<Z|Xa 9)))
as in [2] and [121] where
e 27\—1 1 2 1
log(p(Z|X, 0)) = —§Z (G(X,X)+0°I)'Z — §log |IG(X,X) + oI — iNlog 27,

In the above equation, the first term is used for data fitting by measurement Z.
The second term denotes the complexity penalty. The last term is a normalization
constant. Numerical optimization could be performed to find 6,,,, such as con-
jugate gradient descent but there may exist multiple local maxima. To solve the

optimization problem, each partial derivative with respect to i"* hyper-parameter

can be found by ZEEEZXO) _ 1y (G-1(X, X)Z(é‘l(X,X)Z)T%) where

G(X,X) = G(X,X) + oI, 9G(X.X) = EG(X, X)

aO'h Op
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0G; 1 )
Wy §(Xz(l) x;(1))° G

0G(X,X)

= 20l.
do 4

Jacobian matrix. Jacobian matrix of GPR is defined by a partial derivative

of the mean function with respect to the test input:

dii(x.,D) 9T (G(X,X)+0D)7'Z  dg"

2\ —1
Ox. Ox. Ox. (G(X,X)+0°I)"Z.

The Jacobian matrix of GPR will be used to linearize the GPR mean function,

and is an approximation of the Jacobian matrix %&:‘) of the regression function.

4.4 Attack-resilient Gaussian process regression

We, in this section, derive a data-driven attack-resilient estimation algorithm to
address the problem described in Section 4.2. In Section 4.4.1, we discuss prelimi-
nary steps. Then, a description of training data set is given in Section 4.4.2. Sec-
tion 4.4.3 presents the solution, the Attack-resilient Gaussian Process Regression
(ArGPR) algorithm. The proposed algorithm is derived in detail in Section 4.4.4.

4.4.1 Output decomposition, mode, and system transformation

This section discusses two inherent difficulties and tricks to deal with them. First of
all, the defender is unaware of the sensor attack locations; i.e., it is unknown which
set of sensors is free of attacks. Thus, the defender needs to consider all possible
combinations of sensor attack locations. We formulate each possible combination
as a hypothetical mode. Let [J denote the set of hypothetical modes, and each
mode 7 € J assumes that a particular subset of sensors may be corrupted by sensor
attacks, and the others are free of sensor attacks. We denote y{k the outputs of
the corrupted sensors and yék the outputs of the clean sensors. Given mode j,

output y, in (4.1) is decomposed into

J o g J J
Y1 = O ok + dy g + 1,

Yo = Cg,kxk + U%k (4.8)
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Let s < m be the number of sensors, then the number of modes is the permuta-
tion of the number of sensors | J| = 27, where each mode is associated with the
corresponding output model (4.8).

Second, state estimation errors and function approximation errors are depen-
dent. To break the interdependency, we let actuator attack vector estimate com-
pensate the actuator attack and the errors of the function approximation. Then,
function approximation errors no longer induce errors in state estimation. In par-

ticular, we rewrite system (4.1) as follows:
r = f(Tr1,ur1) +dyyq + Wi (4.9)

where dy ;| = f(@p—1, up—1+dap—1)—f(Tr—1,ur—1). Given function approximation
fu() = i(-,Dy) in (4.5) and state estimate #_;, system model (4.8) and (4.9)

becomes

o = fiul[Th_y, weq)") + dojp1 + wi—s
y{,k = Cf,kxk + d{,k + U{,k

y%,k = Cg,kxk’ + Ug,k (4.10)

Our estimation algorithm will utilize linearization to track covariance matrices.

Linearization of system (4.10) around the estimates becomes

Ty = Ap_12k-1 + Br_1ugp—1 + doj—1 + w1
i g J J
Y1 = O gk + dy  + 01,

J o J
Yo, = Co Tk + vy,

where

Ak
By_1

_ af([i’g—la weal")
025y, ug )"

4.4.2 Training data set

To regress function f, it is required to know input-output observations according

to Section 4.3.2. Let us define xz £ f(zk, ug) + wg. The desired training data set
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available at time k is given by:

Dy, = (X, X)) (4.11)
where
1'0 “e e ':Ck:—Q
Xk:[xl XN(k)}é[ ],
uo s Ug—9
X+ = [ X{ o X } L [ ol o oal, ]

where N (k) is the number of input-output pairs in the training data set. However,
unlike Section 4.3.2, x;, and z; in (4.11) are unavailable. Instead, we will use
their estimates to perform function regression. The available training data set Dy
is given by: Since we will find estimates Z; and CZM of the current state x;, and
attack vector dsy at each k, we are able to construct a collection of input-output
(estimation) data, where the previous state estimate [#1 ,,ul ,]T be input and

the next state estimate minus attack vector estimate I — Cigyk be output.

Dy 2 (X, X)) (4.12)
where
. R R T
Xk:[Xl XN(k)}é[uo Uk;—2]’
XZ =[x/, - ,)A(;(k)} 2 (2 —do, - , 251 — dp_o]. Although training data set D,

contains estimation errors, we will derive an algorithm as if Dy, has no estimation
errors (certainty equivalence principle [122]). The errors in the training data set

will be considered in the analysis section.

4.4.3 Algorithm statement

ArGPR algorithm utilizes Gaussian process regression to approximate unknown
dynamic systems, which is then used to estimate the current internal state by
unknown input and state estimation technique in Chapter 2. In particular, ArGPR
algorithm (Algorithm 6) consists of a bank of ArE algorithm 7 (lines 2-4) for
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Algorithm 6 Attack-resilient Gaussian Process Regression (ArGPR)

1: Input: 21, P74, Dk, € and ,ui_l for j € J;
2: for j € J do
N &
3: [xk?d2k 17d1k7P Pk 17Pk ) ]] ATE(xk 1, Pk 17Dk)
4: end for

> Mode selection
pip = max{Nju_,,€};
T 7
6: il = it/ S0\ il
T g = argmax; (i );
> Training data set update
8: Pk—&-l DU ([#fy,uf )7, ko 15
9: fu([z", uT]" )Zu([ Toutlt Dk)

10: Ret LA d P P PE D d fi([27, u"]"
: Return: x 2.k—1s A1 > k—1> Tk s Pk+1, 1 fk(x , U )

o

each hypothetical mode as well as a mode estimator (lines 5-7) and a system
function estimator (training set updater, line 8). The ArE algorithm can be seen an
extension of the extended Kalman filter with two extensions; first, it incorporates
attack vector estimation in Chapter 2; second, the unknown system function is
replaced by GPR function approximation. The ArE algorithm recursively produces
state estimate @i, attack vector estimates ci%vk_l, czl,k, and prior probability N; ,g of
the associated mode j. The following section presents the algorithm derivation in
details.

4.4.4 Derivation of the ArE algorithm

A

System learning. Given Dy, we are able to find approximation fk() = iu(-, D) of
system function f and covariance Qj, = %(-, Dy) via GPR([zT,u”]", D) in (4.5).
The approximations will be used as if they are the ground truth.

Actuator attack d,;_; estimation. Assuming that there is no actuator

attack, we can predict the current state (line 2) as

*@;c\k—l = fk([@g—p U;}F—l]T>-

From this estimation, actuator attack dy;_; can be estimated by y%vk in (4.8) as
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Algorithm 7 Attack-resilient Estimation (ArE)

1: Input: 2y, PE ,, Dy;
> Actuator attack dj, , estimation
2: [jgc\kthk*l] = GPR([#{_y,ui_]", Dy);

[AT | BT ] = OR(ET_, )7 D)

3: ‘ ‘ T Wl T

4: g;]k: = C%,k‘%;c\k—l;

o: R%k = Cg,kAk 1Pk 1A;€—‘1(C§,k)T‘+ R%j‘ Cg,k@kfl(cg,k)TS

6: My = ((C5,)" (R3)71C3,) " (CE ) (R )~

7 d%,k—l = Mj (ka @;jk)

8: Pliiél = MkCQ',kAk*IPI?fl(Mlzcg,kAkfl)T +MéR§(M,§)T +

Mgoik@k—l(MlZCg,k)T;
> State prediction
9: i'?c]kfl :fk([f{f'la@g 7 )+d2k T S
10: Q1 = (I = M{C3, k)Qk 1<]_M1€C§,k)T+MIgR%(MIg)T§
1: Al = (I — Mfcgk)Ak 1
12: P\k = A PR (AL )T+ Q)
> State estimation o ' ' ' o
13: Lj, = . (Pk:|k: 1(C2k:)T — MjR)) (Cgk |k (C3)T + Ry — O3 MR}
“RYMIT(CLT)
W &y =3y, + Ly (Z/%k O3 hje—1);
15: By = (I=LC3 ) P (1= LyC3 )" + LLR3(LY) " + (1 = LLC3 ) M R (L) +
Ly Ry (M) (I = L;.C3,)"
> Sensor attack d}, estimation
16: Cijuc = y{,k - O{,k%;
17: P = = O, PY(C])" + Rl
> The pmom p'roba,b'l,lzty of mode
18: 1 = Yo — kaa A _
19: Pk:\k: 1= P|k 1(C§,k)_T+R%§
20, NJ exp( (Vk) (Pl )" 'vi/2)

7
(2 )dm(y2 k)/2| e

. dj dj .
21: Return l‘k” ko‘ 19 dl k" P}C , Pk‘317 Pk?17 ni

follows (line 7):

77 — AfI(nT Y
d2,k—1 = Mk(%,k - C2,k95k|k—1)
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~ MI(CY 5 J J J
~ Mi(Ch Ar—1Tn-1 + Cy pda g1 + O _qwi—1 + vy )

where function fi([27_,,ul ,]7) is linearized. Assuming that E[Z;_i] = 0, we

choose gain matrix M} by the Gauss Markov theorem (Theorem 2.8.1) as follows
(line 6):

Mzg = ((CIZ;)T(Ré,kylcg,k)fl(Cg,k)T(R%,k)il

where R%k £ Cg,kAk_lP,f_lAZ_l(C’ik)T + Cg,ka_l(C’ik)T + R;k Estimation error

of dy 1 is given by
ng,k—l = _Mlz(Cg,k:Ak—lfk—l + Cg,k;wk:—l + U%k) (4-13)

where the property M,gCik = [ is used. Error covariance matrix is found by
dj . . . . . . . A . . . . .
P2y = M{C3 A1 PY (MICS A1) 4+ MJCY 1 Qua(MCS )" + MR)  (M{)T
(line 8).
State prediction. Generate state prediction :i"fﬁ 41 by simulating system (4.1)

as follows (line 9):

ié\k—l = (@, up ")+ dhy s (4.14)
The state estimation error becomes

Flipoy = Aprror + d) g + wioy (4.15)
where function f is linearized. Substitution (4.13) into (4.15) leads to (line 12)

Py = A Pry (AL )T + Q. (4.16)
where Qf_, £ (I - Mlgcik)Qk—l(I - Mlgcgk)T + MZ;R%k(Mi)T7 and A}, £ (I -
M]C3 ) Aj-1.

State estimation. Update state prediction 5%1%1 as (line 14)

Ty, = T+ Li(oe — Oo By (4.17)
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By substituting y%k in (4.8) into (4.17), the state estimation error becomes
57{3 ~ (I - Licg,k)%\kq - Li”%,k- (4.18)
Its error covariance matrix is (line 15)

Pk (-1 Cé 1) | k|k 1(1 - Li:cg,kf + LiRg,k(Li)T + (I — Licgk)MlgR%k(Li)T
+ LLR) (M) (I — L1.CY )" (4.19)

Minimizing error covariance tr(P#’) with decision variable L7 is an unconstrained
optimization problem. We can find the minimizer by taking derivative of tr(P,fj)

and setting it equal to zero

dtr(Py) _

S = 2((CPE (€T — R )T (4"
k

— O M{ R, + RS )LL) + Ry (MY)T — C3 By pife o 1)-

The solution is Li = (B k|k 1(05 W _MlzRg,k)(R%k+C§k |k 1(Cg,k)T_Cg,lezR%,k_
R, (M) (C3,)7) (lne 13). | |
Sensor attack d} , estimation. Given 27, and the assumption that E[Z;] = 0,

sensor attack d{jk can be estimated by y{yk in (4.8) (line 16):
J{,k = y{,k - C{,ki'k = C{,k@i + d{,k + U{k (4.20)
Estimation error J{k is obtained by
&y, = — (O3, +viy) (4.21)

with error covariance matrix Pk C (C O+ lelvk (line 17).

The probability of mode. It is natural that the predicted output must be
matched with the measured output if the mode j is the true mode. For Vj € 7,
we quantify the difference between the predicted output and the measured output

as follows (line 18)

J_ ] J 2
Vi =Y — CZ,k:xk:\k:—l‘

7



The output error I/]Z is a multivariate Gaussian random variable. The likelihood

function is given by (line 20)

exp(— ()" (Plj_,)'vi/2)
(27T)dlm(y2 k)/Q‘PJIki |2

Ni 2 p(yxlj = true) = N'(];0, Pl,_,) =

where Plﬁ\kq = C’g’kP,gkfl(C’g’k)T + RQ,C is the error covariance matrix of v (line
19).
Mode selection (ArGPR). By the Bayes’ theorem, the posterior probability

is

p(yx|J = true)p(j = true|yp—1,- -, %)

j A .
N’k:p(j :true|yk7"' 790) = .
S p(yxld = true)p(j = truely 1, , o)
k/dcfl
= kML
Z‘ | Ig/ﬁcfl

However, such update might allow that some ,ui converge to zero. To prevent

this, we modify the posterior probability update to (lines 5-6) p = —#—, where

lek

fih = max{ Nyl _, e} and 0 < e < % is a pre-selected small constant preventing

\JI
the vanishment of the mode probability. The most likely mode is chosen as the

current mode Jj; = argmax; (1) (line 7).
Training data set update (ArGPR). Lastly, we construct a new training
data pair and add it to the training data set (line 8)

Diy1 = Dy U ([, up_,]", d2k 1)

Then, the algorithm returns estimates of system function and output function from

the updated training data set as follows

filla" u"TT) = @(f", w"1", Dy). (4.22)

4.5 Analysis

We study stability of estimation errors and function approximation errors, given

that |J| = 1 and J is known. Since |J| = 1, we drop index j in this section.
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Section 4.5.1 studies stability of state estimation errors, where the analysis is in-
dependent of function approximation errors because the function approximation
errors do not influence state estimation errors. Section 4.5.2 presents an analysis
of function approximation errors. In particular, average case learning of GPR is

discussed.

4.5.1 Estimation error analysis

We consider linearization error ¢y, defined by

A A

Fellzi_ w0 = fe(@1 wi_1)") = Ak1 @i + dpo1 (B, Th1, Up—1)-

The following set of assumptions is needed to ensure the stability of the ArE

algorithm.

Assumption 4.5.1 Matriz Cyy, has full column rank.

Assumption 4.5.2 There exist a, ¢, ¢z, q, 15 > 0 such that the following holds
for k > 0:

1Akl < a, ||Ciell <1, e < ||Copll < G2y g < Qr, rol < Ry

Assumption 4.5.3 For any €5 > 0, there exists d > 0 such that
10k (Zk, s wr) | < egllan — 2|

holds for all ||xx — Zx|| < and k > 0.

In Assumption 4.5.2, ||Ay|| < @ holds if f; is Lipschitz. Assumption 4.5.3 holds if
fi is Holder continuous (p.136 in [97]) with exponent 2.

Theorem 4.5.1 (Stability in the presence of modeling uncertainties) Consider the
ArGPR algorithm, provided that Assumptions 4.5.1, 4.5.2, and 4.5.3. For any
v € (0,1), there exists a set of positive constants o, g, Qay, bz, bay, bay, Cxy Cay,
Cay, 0, @, T1, To, and € such that, if Qi < §I, Ryy < 71, Roy < 7o, and e < €,
then the following properties hold:

P(||7k]| < awe™ 1 Zo]| + ) = 11,
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P(|ldy k]| < cugye™ @ F||Zo|| + ca,) > 1=,
P(Idall < ase ¥ |30l + ) > 1

for all ||Zo|| < 0 and k > 0.

PROOF. The proof is similar to that of Theorem 2.5.1 in Chapter 2. We omit its
details. [ |

Theorem 4.5.1 shows that estimation errors are stable in probability. Since
doj—1 = dyy g + fk(xk,l,uk,l), stability of JM implies that dy ) estimate both
actuator attacks and function approximation errors; i.e., CZM compensates those
uncertainties. If the function approximation errors are sufficiently small, JM rep-
resents actuator attacks. The following section studies how the function approxi-

mation error behaves.

4.5.2 Average case learning of GPR

We, in this section, analyze how average case learning of GPR behaves. In partic-

ular, the error

Flanor,up-1) — ful(EE_ 1, up )"

is the point of interest. The above error becomes fk(xk_l, Up—1) if 21 = Tp_1.
Training data set. Let us define the errors in the training data set as follows:

. e 5 . ~ ot T

X = X; — X, X = X — Xy, X =x — %], and XZ = X} — X, . Using the above

notations, training data set Dy in (4.12) becomes

Dy 2 Xy, Xy)
= (X, £(Xp) + Wi — £(X5,) + £(Xp) — X))
= (X, Z — £(X) + £(X) — X))
= (X0, Zy, + Zy) (4.23)

where f(Xy) = [f(%1), -, f(Rnw)] and Zg = f(X;) + wy. In the analysis, we
use X, and Z; as the input and output to learn function f as the classic GPR
in Section 4.3.2. Correspondingly, we consider Z; = [y, - - JZN(R) = —f(f(k) +
f(Xy) — XZ be the output errors.
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Analysis in Reproducing Kernel Hilbert Space. Most widely used ker-

nels, including Gaussian kernel (4.6), satisfy the following assumption.

Assumption 4.5.4 Kernel g is continuous symmetric and positive definite. Ker-

nel is time-invariant.

Hyper-parameter 6 in (4.7) is chosen time-invariant to satisfy Assumption 4.5.4.
Under Assumption 4.5.4, there exists a unique Reproducing Kernel Hilbert Space
H (RKHS) by the Moore-Aronszajn theorem (Theorem 6.1 in [2]).

Now consider the minimization of functional

A A

1. | Nw ,
Bl = I + 5 S G = fis) (4.24)
=1

where o is the variance of w in (4.2). The second term works for data fitting
and the first term smooths the solution, called regularizer. According to Section
6.2.2 in [2], the minimizer of functional (4.24) is the GPR mean function (4.3). In

particular, the minimizer of the above functional is in the form of

2

(k)
f(x) = ) aig(x., %) (4.25)

i

Il
—

by the representer theorem [123]. Utilizing (4.25), functional (4.24) becomes
1 T £ A 1 Fa3 + A A 2
Jk[a} = 50& G(Xk,Xk)Oé + @HXk - G(Xk, Xk)OéH

where @ = [ay, -+, av(y]”. By taking its derivative with respect to vector o and
setting it equal to zero, we can obtain the solution o = (G(Xy, Xz) + 021)_1XZ.
The complete solution f(x,) = ¢7 (x.)(G(Xp, X;.) + 02])*15(: is identical to the
GPR mean function in (4.5). Motived by this property, let us define

]Fk|Jk(fEk—1a Up_1, Bp-1) 2 f(Th_1, Up1) — fkuk (T—1)

where fk|Jk = argmin; Jk[f] Note that fk|Jk — f, and fk\Jk = fi, provided that
Dy, is known and #,_; = z,_; holds. We will analyze average case GPR learning

fkm«:[ 7] under the following assumptions.
Assumption 4.5.5 The regression function f is in RKHS H.
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Since g € H, any linear combination of ¢ is in RKHS H. Thus, function f is in
RKHS H if and only if there exist a set of x; € R""*, and f3; € R such that

= iﬁig(xi, X). (4.26)

Comparing (4.26) with (4.25), Assumption 4.5.5 implies that the chosen kernel can

perform sufficiently well to approximate the regression function.

Assumption 4.5.6 Input X, and output Z. in training data are sampled from
probability distributions with corresponding probability measure u(x, z). State esti-

mation errors Xp, XZ are independent of Xy and Zk, respectively.

Under Assumption 4.5.4, according to Mercer’s theorem (Theorem 4.2 in [2]),
there is a set of orthonormal eigenfunctions {¢;} and nonnegative eigenvalues
{\j} corresponding to the kernel such that g(x,x’) = 352, \j¢;(x)¢;(x') where
22721 A; < 0o. Under Assumption 4.5.5, there exists a set of constants ¢; € R
such that f(x.) = 372, ¢j¢;(x.). There are infinitely many set of orthonomal
eigenfunctions. Of them, we choose one such that Assumption 4.5.7 holds; e.g.,
b;(x) = VT ix (Fourier transform).

Assumption 4.5.7 Eigenfunctions satisfy ¢;(x+ ) = ¢;(x)p;(Z).

Theorem 4.5.2 Under Assumptions 4.5.4, 4.5.5, 4.5.6 and 4.5.7, it holds that

f’“‘E[Jk1<””'*)_Z[A +02/N k ; o0=2)
+a [0, ))W*)}

PROOF. Consider functional E[.J;] and let fk = fkﬂE[ 7] in this proof for notational
simplicity. Probability measure u(x,z) is accosiated with random distributions of
X, and Z.

Since X — f(%;) = 2; — f(%;) + f(x:) — X — f(%X;), we have



[t m) + [ 205 - F))(F0x0) — F (%), )
=[xt - f(&) + Fxi) - Fi))du(ki, 7).

Since [du(%;,2i) = [ [p(2:l%)p(%:), [(2i — f(*):))*dp(zi%;) = o? and [2; —

f(Xi)du(z;|x;) = 0, the above equation becomes

El(% — f(%))*] = / (f(x:) = F&)2dp(x:) + (3 + [ r*dpx)

/ 2f(x:) — f5:))dp(%s) (4.27)

where (%)2, and [ o2du(%;) are independent of f. Substituting (4.27) without

those independent terms into E[J[f]], we have the functional to minimize:

A

B = 17 + 222 / — f(&)du(%)
/ 2f(x) — F(%:))du(%s)). (4.28)

Since f and f are in RKHS, it can be expressed using eigenfunctions

F(x) = ilcm( x) = ilcm 2)6;(%),
73) = ffléquj(fc). (4.29)

Note that (f, f% = >

j=1 )‘j
other [ ¢;(X)¢;(X)dpu(X) = 0;; where ¢;; is Kronecker delta. By substituting (4.29)

into (4.28), we have

2. Also, the eigenfunctions are orthogonal to each

1x e 1 W
B =5 37+ 5,0 2 (f (o (0i(%) — )6;(R))du®)
=25 [ 326,645 — £5)0, (R)du0)
12 1 W V.
32t g 2 (L (0% — &) — 28T 3 (e0(%) — ) [ &:)du(x)
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where ¢ = [cq, - ,cN(k)]T. It is a convex optimization problem with respect to
decision variables ¢. By taking derivative with respect to ¢; and setting it equal to

zero, we have

¢j

] NG
" 72 —ei05(%i) + & + X [ 65(R)du(%)) = 0.
The solution is
N(k
)y (k)

4= N T NN Z i3 (%) /d’ﬂ Jdu(x

=1

Plugging the solution into f(x) = 3.2, &;(x), we have the desired result. |
Interpretation of Theorem 4.5.2. According to Theorem 4.5.2; identifica-

tion error is described by

fkﬂE[Jk}(xkfla Uk—1, S?kq) = f(qu) - fk\E[Jk]()A(kfl)

= [ (1) = Sureig 061) + fureig 06-1) = fureig (Re-1)
;(Cj - m%)%(xk_l)

+ZW( Zcﬁg )05 (Xk—1)

]:
00 N(k)

~ X T ANE / 9i(R)dux )Nimzf‘m“"“‘”

i=1
0 )y N(k)

2P w=rivyy Nk 2 (ci9i(%) = %, £ ] oi®duts)
X (¢j(Xk-1) = 93 (Re-1))-

The first term indicates the function identification error provided that X; = 0 and

XZ = 0. This error decreases as N (k) — oo, where limy_,o, N (k) = limy_,oo k +
N(0) = 0.

The second term is the error induced by Xj. Note that ¢;(0) = 1 under
Assumption 4.5.7. Thus, this error is zero if X, = 0. If there is the finite number
of indices ¢ such that x; # 0, then limyx)—o0 ¢; — Cjﬁ foi(f) ¢j(x;) = 0; i.e., the

finite number of errors are overwhelmed by a number of correct training data.
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Table 4.1: Variables and parameters of IEEE 68-bus test system.

System variables

f  angular frequency 6  phase angle
Py mechanical power P;;  power flow
P-  controllable load Pr net load

P, electrical power output

System parameters
D damping constant m  angular momentum
ti;  tie-line stiffness

Similarly, the third term represents the error induced by X+, and vanishes if

T = 0 if there is the finite number of indices

x; = 0. Also, limy k) ﬁ Zi]i(lk) X;

such that x;~ # 0.
The last term indicates the error induced by the current input. This term is

zero as long as Xj_1 = Xp_1.

4.6 Simulation

We, in this section, present the simulations on the IEEE 68-bus test system (Fig-
ure 4.2) to demonstrate the performance of the ArGPR algorithm. The estimation
results of the ArGPR algorithm are compared with those of the GP-EKF algorithm
in [43,124].

System model. We consider a power network represented by an undirected
graph (V,€) where V £ {1,--- 68} and £ C V x V are the set of buses and the
set of transmission lines, respectively. Let us denote S; = {l € V' \ {i}|(i,1) € £}
the set of neighboring buses of ¢ € V. Each bus is either a generator bus i € G or
a load bus 7 € £ and ¥V = GU L. The dynamic system of a generator bus i € G

with attacks is described as the following nonlinear system [80]:

A0 =~ (DAK) + 3 AP (1) — AP (1) + das(t) + APz, (1) + (1)

JES;
Yisk =[A0; g, Afie, APrsec, )" +[0,d2, 1 ]" + v (4.30)

where AP;;(t) = t;;sin(A6;(t) — Ab;(t)) and APyjec, , = AP, (t) + D;Afi(t). Ta-
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ble 4.1 summarizes the system variables and parameters and A denotes the distance
from nominal value. Vectors d,;(t) € R and d,;x € R? denote actuator attack

and sensor attack, respectively. The dynamic system for i € L is

1

Afi(t) = _7(DiAfz‘(t) + Y AP(t) + APe,(t) + da(t) + APLﬁ)) + wa(t)
i jes;
Yik = A0, Afigy APrjee, )" + [0, dsT,i,k]T + Vik- (4.31)

We will use functions F; and H; to express system (4.30) compactly; i.e., (4.30)

becomes

i (t) = Fi(xi(t), [APu (t), {A0;(1) }es,]) + wi(t)
Vi = Hi(xip) + vig

where ;(t) 2 [A0;(t), Afi(t)]”.

We assume that power demand APy, (t) is known because it can be predicted by
load forecasting methods [83,84]. Mechanical power APy, (t) and controllable load
AP, (t) are considered known inputs of each bus, and we implement backstepping
based stabilizing distributed controllers [106] for frequency control.

Simulation settings. Noises w;(t) and v;; are zero-mean Gaussian with co-
variance Q;(t) = 0.01%I, and R;; = 0.01%]. Sampling period is ¢ = 0.1s. The
system parameters are adopted from page 598 in [105], where D; = 1, t;; = 1.5,
and m; = 10 for Vi € V.

We consider a scenario where the systems (4.30) and (4.31) for Vi are subject
to both actuator attacks d,;(t) = 30sin(“) + 55 for ¢ > 1 and sensor attacks
dsir = [2+0.3cos(0.1i - t),0]" for t > 7.

Distributed implementation. The power system includes 204 sensors. The
centralized implementation of the ArGPR algorithm requires 22°* modes, which is
not practical. To address this problem, we implement the ArGPR algorithm in a
distributed way.

Each bus is associated with a local defender. At time k, each local defender
¢ measures y;, and receives Aéjk,l from j € S;. For the ArGPR algorithm,

mechanical power APy, (t) (controllable load AP, (), resp.) as well as the es-
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Figure 4.2: IEEE 68-bus test system (Figure from [1]).

timate of neighboring states éj,k are treated as inputs for i € G (i € L); i.e,
Uig = [APy, g {001} jes )" (uig = [APc, 4, {A0;1}ies]"). Each local defender
is assumed to know the true hypothetical mode. We use only 1 randomly cho-
sen training pair for the initial estimation. The GP-EKF algorithm in [43,124] is
implemented with the same settings for comparison.

Simulation results. Figure 4.3 summarizes the simulation results. In the two
subfigures on the left hand side of Figure 4.3, the bold line represents the ArGPR
algorithm, the dashed line represents the GP-EKF algorithm, and the solid thin line
represents the ground truth. The first subfigure shows that state estimation errors
of the ArGPR algorithm diminish, while those of the GP-EKF algorithm remain
large. The second subfigure shows that frequency estimates of bus 16 converge to
the ground truth. On the other hand, the GP-EKF algorithm fails to estimate
states attack-resiliently. The right hand side of Figure 4.3 presents attack vector
estimates di; = doip and do;p = [0, —das(te)/mi]" = [0, =3sin(%) — 17,
and function approximation errors flﬁ,k of bus 16. Attack vector estimates follow

sinusoidal signals. Function approximation errors tend to decrease over time.
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Figure 4.3: State estimation errors Y ;cy ||x; — ;]| in log-scale, where z; =
[AG;, Af;]T; frequency estimates of bus 16; attack vector estimates dy 16,1; the first

element of attack vector estimates 6227167]{; and function approximation errors flﬁyk
of bus 16.

4.7 Discussion

This section discusses comparisons with the most recent literature, and future
works.

Comparison. The current chapter deals with partially known dynamic sys-
tems, where the system function is unknown but output function is known. This is
the sharp difference from Chapter 2, which assumes perfect knowledge on systems.
With the difference that follows, the current chapter incorporates a regression
technique to solve the new problem, and analyze function approximation errors.

If attack vectors d, ; and d,j are absent, the ArGPR algorithm reduces to the
GP-EKF algorithm [43,124] with known output equation. When system model is
known, the ArGPR algorithm becomes a modification of the nonlinear unknown
input and state estimation algorithm (Algorithm 1 in Chapter 2), where outputs
are decomposed into three parts instead of two.

Mode convergence. Theorems 4.5.1 and 4.5.2 prove stability of estimation
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errors and average case learning errors of function approximations under the as-
sumption |J| = 1. To relax the assumption |J| = 1, convergence analysis of
mode estimator (lines 5-7 in Algorithm 6) must be preceded because failing mode
estimation degrades the performance of estimations and approximations.
Relaxing Assumption 4.5.1. The assumption implies that all components
of actuator attack dy;_; is measured by clean output y%k Assumption 4.5.1 is a
sufficient condition of that used in the unknown input and output estimation for
fully-known linear systems (Theorem 5 in [89]). Assumption 4.5.1 can be relaxed

to a weaker one by replacing ds 1 with Gj_ods j—1 in (4.10).

4.8 Conclusion

In this chapter, we study attack-resilient estimation of unknown nonlinear cyber-
physical systems against both sensor attacks and actuator attacks. To solve the
problem, we propose a new estimation algorithm by incorporating our recently
developed unknown input and state estimation technique into the Gaussian process
regression algorithm. We empirically demonstrate that the proposed algorithm
estimates internal state attack-resiliently, outperforming the GP-EKF algorithm.
Unlike existing attack detectors, the proposed algorithm does not require system

models.

4.9 Appendix: GPR from linear regression

The objective of this appendix is to provide intuitions of GPR by deriving GPR
from linear regression problem. This appendix is written based on [2].

Consider linear regression problem with Gaussian noise
z=f(x)+w, f(x)=x'a (4.32)

where z € R, and x € R"”. Vector a € R" is a weight of the linear function
f. Noise w follows independently identically distributed Gaussian distribution
w ~ N(0,0?).

The objective of the linear regression is to find the posterior distribution of

the weight vector p(a|D) by Baysian inference, given a set of input-output pair
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observations D = (X, Z), called training data set, where
X =[xq, ,xpn], Z=[2z1, " ,2N]

The posterior distribution p(a|D) can be found by Bayes’s rule

p(ZX, a)p(a)

where
p(ZIX,a) = N(XTa,o%1), p(Z|X) = /p Z|X, a)p(a)da
if prior distribution p(a) is given. In GPR, we assume
a~ N(0,%) (4.33)

where ¥ is the covariance matrix. This assumption suffices that f(x) is GP. Under
the assumption, we have
1 XXT XX"
paD) ~ N5 (C o +37) 71Xz, (5

o o

+ ¥ H),

For a given testing input x,, output f, = f(x) follows

plflx. D / p(f.la..a)p(a|D)da

XXT 0. &
+ 2 HXZ, xI(
O'

+ 2 H1x,).

Feature space. The approach used for (4.34) is limited to a class of linear
functions. In (4.34), we had applied weights to the input vector x directly. A
simple extension is to apply weights to a set of basis functions ¢(x) (feature vector)

instead of directly to x; i.e., function f is expressed as

where ¢ : R" — R™. For example, ¢(x) = [1,x,x2,logx|T. A natural question is

how to choose basis function ¢. We will revisit this question later.
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Under the assumption that a follows zero mean Gaussian prior (4.33), we can
follow a similar procedure to obtain posterior distribution of a:

1 O(X)d(X)”

p(alD) ~ N (—( +37) T e(X)Z, (

o2 o2
where ®(X) is a collection of ¢(x;) for i =1,--- | N. For a given testing input x.,
output f, = f(x) follows

p(fulxs, D)

= N (ot (P

2

+37) T R(X)Z, 6(x.) " (

g

With new variables g(z,2') = ¢(2)"30(2") and G(X,X') = &(X)TE®(X’), the

above posterior distribution becomes

p(felxi, D) = N(6(x.)" S(X)(G(X, X) + 0°1))'Z,
— ¢(x.)" DO(X)(G(X, X) + 0°1)) " 0(X) " Eg(x.))
= N(g(G(X,X) +0"1)) "' Z, () — 9.(G(X,X) + 0°1)) g,) (4.34)

where ¢, = G(z,,X)¢(x,)TEP(X). Please note that (4.34) is identical to GPR
regression obtained in (4.3) and (4.4). Function g(x,z') = ¢(z)"Zé(a’) is called
a kernel. Since Y is positive definite, we can express the kernel as a dot product
g(w,2') = P(x)TP(2') where ¢(z) = E'/2¢(z).

The posterior distribution is found by inner products in input space, and we
can replace the basis function ¢ by changing kernel g. This is called the kernel
trick. In the kernel trick, choosing basis function ¢ is equivalent to choosing
corresponding kernel g. Thus, one can simply choose a positive definite kernel for
GPR without explicitly investigate a set of basis functions. Moreover, a kernel

potentially exhibits an infinite dimensional basis functions.
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Chapter 5
Incentive design

5.1 Introduction

Advanced information and communication technologies have been stimulating rapid
emergence of multi-agent networks where a large number of spatially distributed
agents interact with each other to accomplish complex missions. Substantial effort
has been spent on analysis, design and control of multi-agent networks [5-9]. In
many practical scenarios, agents are non-cooperative and seek for heterogeneous
(or even conflicting) subobjectives. This leads to competitions over limited re-
sources and the degradation of network-wide performance. To mitigate the issue,
a common practice is incentive or mechanism design which modifies agents’ prefer-
ences via side payments/pricing so that individual interests are aligned with social
welfare.

As one kind of incentive design, fixed prize lotteries have been applied to sev-
eral field experiments and proven to be effective to stimulate agents’ or players’
investments. INSINC project in Singapore [125] is an ongoing real-world imple-
mentation of a lottery scheme for commuters, who use public transportation, to
travel off peak hours. The lottery scheme successfully reduces around 7.5% of
peak time demand. A similar project named INSTANT [126] is conducted in In-
dia and results in more than 20% of commuter shifts. Research [127] uses the
boarding passes of local public transportation as lottery tickets, showing that the
lottery increases the provision of public goods and reduces free riders. In [128-130],
experiments are conducted to show that lottery based incentives can effectively in-

crease survey response rates. Moreover, lottery based incentives have been used
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in demand response in the smart grid [131,132], mobile crowd sensing for traffic
congestion and air pollution [133] and Internet congestion [134].

Substantial effort has been exerted to develop fundamental theory of lotteries.
Seminal paper [60] studies that fixed prize lotteries alleviate the free-rider problem,
and nudge higher levels of public good provisions as well as aggregate payoff than
voluntary contributions. A larger reward results in a greater public good and
aggregate payoff. The results have been extended by many researchers. In [135],
a multi-prize lottery is studied with considering risk preferences; i.e., risk neutral
versus risk averse. A sequential lottery is investigated in [136] in which it can sale
more tickets than one-level lottery. Paper [137] conducts public good analysis on
player size, and extends the results to a rival public good case; i.e., each player
gets benefits from a portion of public goods.

Chapter organization. In Section 5.2, we introduce a classic bi-level lottery
scheme with its limitation. To alleviate the fundamental limitation of efficiency
losses, we introduce a new perturbed bi-level lottery model and formulate the
optimal bi-level lottery design problem in Section 5.3. In Section 5.4, we formally
analyze properties of low-level Nash equilibrium. Based on the properties, we relax
the optimal bi-level lottery design problem as a convex optimization problem in

Section 5.5. Lastly, we conduct a case study on demand response in Section 5.6.

5.2 Preliminaries

We introduce a classic bi-level lottery scheme proposed in [60] and outline its pro-
cedure in Section 5.2.1 to 5.2.3. Section 5.2.4 discusses its limitation and motivates

our problem.

5.2.1 Payoff model

Consider a social planner who holds a lottery and a set of players V = {1,2,--- , N}.
In particular, the social planner chooses a reward R from an action set R = (0, 00).
Each player i invests s; to the lottery from an action set S; = [0, w;] and is associ-
ated with a payoff function u; : S — R where w; denotes the amount of investable
wealth of player 7, and S £ S; X - -- x Sy denotes the joint action set. The action

profile s = {s;};cy € S can be expressed as {s;,s_;} where s_; denotes the action
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profile other than player 7; i.e., s_; = {s;}jen\(i}- Given reward R, payoff function
u; is described by:

) (5.1)
0, otherwise

u;(s, R) = {

where 5 = .oy 8. If 5 = 0, then u;(s, R) = 0. The first term % R represents
the portion of profit from the lottery, which is proportional to investment over the
total investment. The last term —s; denotes the cost of player i. Marginal benefit

function h; : R>g — R>¢ satisfies the following:

Assumption 5.2.1 The function h; is twicely differentiable, strictly increasing,

strictly concave, h;(0) =0, Yicy mgéo) > 1, and limg_, o0 ahééc) =0.

Payoff function (5.1) indicates that the lottery holds only when total investment
5 exceeds or equals to reward R; otherwise, the social planner cancels the lottery

and returns the investments to the players.

5.2.2 Low-level decision making - Nash equilibrium

Given R and s_;, player i chooses s; to maximize its own payoff as follows:

max u;i(s, R).

The collection of local optimization problems induces a non-cooperative game
among the players and the game is parameterized by R. Nash equilibrium [138]

defines the solution of the game.

Definition 5.2.1 Given R, the action profile s*(R) is a (pure) Nash equilibrium
if wi(sh, s*;(R), R) < ui(s*(R), R) forVs, € §;,Vi e V.

Note that Nash equilibrium s*(R) highlights its dependency on reward R.

5.2.3 High-level decision making - Social optimum

The lottery is a bi-level decision making (or a hierarchical optimization) problem
where the social planner at the high level selects reward first and, sequentially,

the players at the low level jointly determine a Nash equilibrium given the reward.
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The social planner aims to choose reward R to maximize the aggregate payoff of

the players at the induced Nash equilibrium:

max > ui(s*(R), R) = max > hi(G(R)) - G(R) (5.2)
2% %

where G(R) £ 5*(R) — R is referred to as the public good and represents a marginal
benefit of the social planner. The hierarchical nature of the problem requires the
social planner to predict the low-level Nash equilibrium when making decisions at
the high level.

5.2.4 Limitation

Under Assumption 5.2.1, there exists a unique socially optimal public good (Propo-
sition 2.1 in [60])

G* = argmaxgep o) 2 hi(G) — G,
i€V

where G* > 0 is the solution of

o0h;(G*)
oG

>

1Y

—1 (5.3)

due to strict concaveness of h;. The socially optimal public good maximizes the

aggregate payoff, and we define the aggregate payoff
> hi(GF) -G
i€V

as the socially optimal payoff. However, the socially optimal public good (as well
as socially optimal payoff) is achieved only when R — oo (Theorem 2 in [60]).
An infinite reward is apparently impractical. The chapter aims to address the

limitation.
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5.3 Problem formulation

This section introduces a practical scheme to achieve the socially optimal payoft.
In particular, a perturbed lottery model is introduced in Section 5.3.1 and lower-
level decision-making is presented in Section 5.3.2. A new problem for the social
planner is introduced in Section 5.3.3. We highlight the differences from those

introduced in Section 5.2.

5.3.1 Perturbed payoff model

Consider the following perturbed payoff model for player i:

%R—F h,(g— R) — /81‘52‘, for s Z R

) (5.4)
0, otherwise

Ui(87 R7 C) = {
where 3; and c¢; are heterogeneity parameter and perturbation parameter, respec-
tively, with ¢ = {¢;}iey and ¢ = X ;cp ¢;. Heterogeneity parameter 0 < f; < 1
is determined by player ¢ before playing the game. It represents valuation on

investments, or willingness of voluntary investments.

Assumption 5.3.1 The parameters B; for ¥Yi € V satisfy N —1 < 3 < N, and

In (5.4), (R,c) is chosen by the social planner from a set R x C where C = C; x

- x Cy, and C; = [0,00). Perturbation parameter ¢ introduces an offset to the

odd of winning but the aggregate portion remains one; i.e., > ;) = = 1. We
show later in (P2) of Theorem 5.4.1 that s # c.

5.3.2 Low-level decision making - Nash equilibrium

Given R, ¢, and s_;, player i chooses s; to maximize its own payoff as follows:

max U;(s, R, ¢),

SiESi

where §; = [0,00). Nash equilibrium s*(R,¢) is dependent on R and c. If the

reward term MR is negative, player i is assumed to pay a fine —%

5*(R,c)
to the social planner.
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5.3.3 High-level decision making - Social optimum

As problem (5.2), a natural problem for the social planner is to maximize the
aggregate of perturbed payoffs as follows:
1—08)s; — : .

8 S (GUR ) + (1= 351 (1,0)) = G, (55)
For the case with 8; = 1 for Vi, there could be multiple optimal solutions for prob-
lem (5.5). So the social planner may want to choose the one induced by minimal
reward and perturbation. For the case with ; # 1 for some 7, problem (5.5) is not
well-defined. In particular, we will show in (P3) of Theorem 5.4.1 that s}(R,c)
approaches infinity as R goes to infinity. For this case, the social planner may
want to choose a pair of small R and ¢ such that the induced aggregate payoft is

not smaller than the socially optimal payoff of problem (5.2). With the above two

cases, problem (5.5) is reformulated as the following bi-level optimization problem:

min R+ ac

(R,c)eRxC

sit. g(s"(R,c),R,c) < O, ¢ < min{GY, R}
> hi(G(R,c)) — o+>.(1 H(Roe)>> hi(G)—G* (5.6)
eV €V i€y

where constant a > 0 represents a weight on ¢, and the dependency of public
good G(R,c) £ 5*(R,c) — R on R and c is emphasized. The constraint ¢ <
min{GY, R} is imposed due to a technical reason, and the value GV is the solution
of Y icy %g% = f+1— N. We include a new inequality constraint g(s*, R, c) <
0 where g : S Xx R x C — R™ is a vector of convex functions g,(s*, R, c) for
¢ =1,2,---,m. The new constraint might express physical constraints as shown

in Section 5.6, or planner’s interests.

Assumption 5.3.2 Function g,(s*, R,c) is convex with respect to its arguments
s*, R, and c for{ =1,2,--- ,'m

To clarify the relation between problem (5.2) and problem (5.6), let us distin-
guish two cases.
Case 1. §; =1 for Vi.

When the first two constraints are absent, problem (5.6) returns the pair of minimal
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R and ¢ which can induce G* as well as the socially optimal payoff of problem (5.2).
Case 2. 3; # 1 for some 1.
Since (1 — f;)sf (R, c) > 0, the optimal solution of problem (5.6) may not induce
G*. Yet, it is still able to induce an aggregate payoff which is not smaller than the
socially optimal payoff of problem (5.2).
Notice that the feasible set of problem (5.6) is always non-empty when the new
constraint g(s*(R,c), R,c) < 0 is not considered in the unperturbed lottery. The

proof of the following lemma is presented in Appendix 5.8.

Lemma 5.3.1 Under Assumptions 5.2.1, and 5.3.1, the feasible set of problem (5.6)
is non-empty if constraint g(s*(R,c), R,c) <0 is absent.

5.4 Analysis of low-level Nash equilibrium

In this section, we study the properties of Nash equilibrium given a pair of R and

¢ which satisfies Assumption 5.4.1.

Assumption 5.4.1 Social planner’s action pair (R,c) € R x C satisfies ¢ <
min{GY, R}.

Theorem 5.4.1 summarizes the derived properties, and these properties are es-
sential to solve bi-level optimization problem (5.6). Further, the properties reduce
to those of unperturbed lottery in Section 5.2 when ¢; = 0 and 3; = 1. In particu-
lar, (P1) shows the existence and uniqueness of Nash equilibrium. (P2) indicates
that public good G(R, ¢) is lower bounded by a function of ¢ and upper bounded by
a function of 8, and it is increasing in (R, c) when all the players are active. (P3)
shows that all the players are active if reward R is greater than a certain threshold,
and there exists a lower bound of sf(R, ¢), which is a strictly increasing function in
R. Moreover, in some cases, s}(R, ¢) is strictly increasing in (R, ¢). (P4) quantifies
the price of anarchy [139] which is the ratio between the socially optimal payoff
and the aggregate payoff induced by the corresponding Nash equilibrium. The
lower and upper bounds of the price of anarchy reveal possible efficiency losses due
to selfishness of players, and they can be quantified without explicitly calculating
Nash equilibrium.

The following notations are used in Theorem 5.4.1. The value Rp(c) is the

Ry (c) 0h;(GY)
oG

unique solution of R ov = = max;ep{ ;i — }. Define player i who in-
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vests non-zero wealth s7(R,c) > 0 as an active player and define V,(R,c) £ {i €

V|si(R,c) > 0} as the set of all the active players. Lastly,

Va(R, ¢)| = )(G(R,¢) — )

G2 (!

R+ GU—c +1)
G(r.o) 2 g (W= l)éG =9 41

where H(G) éU ey ahj((;G) and V,(R,c) is the number of players who satisfy
R+C§U76 + ahg(g ) — 1 > 0. Note that H : R>o — Y is invertible on codomain

Y £ (0, H(0)] because H is a strictly decreasing and continuous.

Theorem 5.4.1 Under Assumptions 5.2.1, 5.3.1, and 5.4.1, the following prop-
erties hold at Nash equilibrium.

(P1) Given any ¢; > 0, and 0 < B; < 1 for Vi € V, there is a unique Nash
equilibrium s*(R, c);

(P2) It holds that ¢ < G(R,¢) < GV. If Va(R,¢)| = N, then ““& > 0 and

%ﬁ_’c) > 0 where equality holds if and only if ¢ = GY;

(P3) If R > Rp(c), then si(R,c) > ¢; + R(R+§U_é + ahia(gU) — @) > 0 where
the lower bound is strictly increasing in R without bound. If |V4(R,c)| = N,
there is some i € V such that dsjd(g’c) > 0. Moreover, if |V,(R,c)| = N,

h; = h;, and ; = B; for Vi, j € V, then ds;(g,c) > %, and %{f’@ > 0 for Vi;

d

. . A maxsesy ., Ui(s)
(P4) If5; =1 for¥Yi € ¥V and R > 0, price of anarchy PoA(R, c) = . Ui(s*(i’zc),R,c)

is characterized by

Ziev hi(G*) - G* Ziev hi<G*) - G”

Sy (C(R.0)) — Ge) = oA S S Gk ) — Gl o)

If c=0, it holds that PoA > 1 for any R < oo and limp_,.o POA(R,0) = 1.

PROOF. In the proof, we will drop the dependency of G, G, G, s*, Ui, V., Ry
and PoA on R and c.
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We first introduce the first order condition which must be satisfied at a Nash

equilibrium:

oU;(s*,R,c) RE* —c—(sf— ) N Ohi(s* — R)

-5 <0 (5.7)

for Vi € V. If player i is active; i.e., s7 > 0, then equality holds. To prove the first
order condition by contradiction, assume that W = ¢ > 0. Then, by the
Taylor series expansion, there exists a sufficiently small constant > 0 such that

Ui(si +€d,s",, R, c) > Us(s} R, c) + €.

_17

This leads to a contradiction to the definition of Nash equilibrium. The remaining
part can be proven in a similar way.

(P1) Choose any 6 Since h; is strictly increasing and strictly concave, there
is &, > 0 such that 2 ( < 1 for all £ > &;. Consider any R, ¢ and s_;. If s; is
sufficiently large, then Ui( ) < 0. So there is B;(R,c¢) > 0 such that s}(R,c) <

B;(R,c). Hence, s*(R,c) is identical to the maximizer of the game: maxs, U;(s)

s.t. s; € [0,B;(R,c)]. In this problem, the payoff functions are concave and the
decision variables lie in compact sets. Hence, s*(R, ¢) exists. The remaining part
can be proven by similar arguments of Lemma 3 in [60].

(P2) The aggregate of the first order conditions (5.7) becomes

QU (s*)  R(N —1) Ohy(G)

= —-B<0. .
Assume G < ¢, then (5.8) yields
Ohi(G) ohi(GY)
> 50 <B+l1-N=> ——r Tl

% %

This implies GV < G < ¢ due to strict concaveness of h;, which contradicts As-
sumption 5.4.1, and thus ¢ < G. Now consider the aggregate of the first order

conditions (5.7) of active players:

Ui(s*) _ R(Val = 1)  Eievwa (57 — ) Oh; B

1€V, 1€V, 1€V,

100



Note that sf = 0 for i € V\ V,. By the fact that h; is a strictly increasing function,
it becomes

oh(C) __R(V. -

Z 251 'LEV\Va : R

o 0G T R+G— vt (R+G — )
(Vo] = (G ZieV\V G
— i 1 - —“7
R+G—c E%ﬁ+ ’VHYR+G—w

> (Val =1)(G —0) +Zahi(GU) n 2ien\V, Ci

- R+G-c¢ oG (R+G —¢)? (5.9)

i€V
Because % > 0 and ¢; > 0, (5.9) implies G < GY by strict concaveness
of h;. Thus, ¢ < G < GY.

Now we consider the case with |V,| = N. Since all the players are active the
aggregate first order condition (5.8) holds with equality where Y.y 6%8 ) can
be regarded as an implicit function of (s*, R,¢). We apply the implicit function

theorem (Theorem 1.3.1 in [140]) to (5.8)

O(Tier 25E0) da ATy 2587
oG dR OR

and obtain

i G- 1)
AR (R+G — )2 Yy 2@ _ R(N - 1)

> 0. (5.10)

It holds that % =0 if and only if G =c.
We will show that G = ¢ if and only if ¢ = GV. If ¢ = GY, then G = ¢ because
¢ < G < GY. We now prove that if G = ¢ then ¢ = GY. Assume G = ¢, then
aggregate first order condition (5.8) yields
) N1
0si + Z

eV

Ohy(c)
oG

> B=0.

ey

The unique solution is ¢ = GY.

We proceed to prove % > 0. By applying the implicit function theorem
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o (5.8), we have

I(Xiev a%is )dG  0(Xicy 8U5$*))
oG dCZ‘ 801'

and obtain

d N -1
G =— — R( 82h_(>G) > 0. (5.11)
dc; (R+G —0)? Y icy 2 — R(N — 1)

(P3) By G < GY and concaveness of h;, first order condition (5.7) yields

oU;(s*) s —c—(sf—c¢) n Oh;(s* — R)

95 oo ag
R sf—c¢;  Ohy(GY)
> — L — B;. 12
~ s —c R(g*—é)?Jr oG bi (5.12)
Assume s} < ¢;, then with R > Ry,

9s, ~ R.+GU—¢ ' oG

This contradicts the first order condition, and thus s} > ¢;. With G > ¢, (5.12)

becomes

9s; ~R+GU—-¢ R oG — B

If s7 < ¢+ R(R+GU + 8’”(GU) — ﬁi) then 8%7&9*) > 0, a contradiction to the

Ohs GU) BZ) and the lower

first order condition. Therefore st >+ R( 7 +GU -+

bound is strictly positive, because R > Ry.

We now proceed to prove that the bound L;(R, c) £ ¢; + R( Ohs(GT) _

R+GU e
&) is a strictly increasing function of R without bound. By taking derivative of

the bound, we have

oL, R 0n(GY) _A+R GU—¢
OR R+GU-—c¢ oG ’ (R+GU —¢)?

which is strictly greater than 0 since GY > ¢ and R > R;. Moreover, function L;

. . . . . hi U
keeps increasing without bound as R increases because limpg_, o %%’ =1+ % —
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5i>0-

Now we will consider the case with |V,| = N. We will show that there is at

least one ¢ such tha . Since all the players are active, the first order

condition (5.7) holds Wlth equality T_) = (0 where aUai ) can be regarded as an

implicit function of (s*, R, ¢). By the implicit function theorem, relation

82U (s*) . 02U (s*) ds} 92Uy (s*)
057 05105 N dR 0s10R
PPUn(s*) ... 9°Un(s") dsy O?Un (s*)
851\]681 88?\/ dR 8SN6R
holds where
82Ui(s*) s —c— (<9>!< - Ci) 82}11(5* - R)
—— = —2R . <0
Bs? G—oF | o
aSiaSj N (5* — 6)3 0G?
0s;0R (5% —¢)? OG> '

If we choose k = argmin,.,, s}, it holds that > Uk( ) < 0 because sy > cg. There-
S5

fore, the relation

_ Z (s*)dsj _ 0°Uk(s")
8sk85] dR 0s,0R

V%

>0

implies that there is at least one j such that —= > 0.

We now proceed to prove the remaining part. Assume that h; = h;, and 3; = j3;
for Vi,j € V. Since all the players are active and thus first order condition (5.7)
yields

(R+G — )2 ,0hi(G)
E o

si=c+R+G—c+ — 5). (5.13)

Using the chain rule,

ds;y  0Os;  0s;dG

7 ?

iR~ OR T 9G dR
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*

Where 05 and Zi can be found from (5.13), and 9% is in (5.10). One can show

aR s G

R = % Smce > 0, we have
dG ds* ;
A | i )
dR + Z%:, dR dR —

ds¥
Therefore, 7 > %

The chain rule yields

ds;y 0sf 0s;dG ds; 0s; 0s;dG
— - — __J _|_ -4

dCi N 801- oG dCl' ’ dCi 801- oG dCi ’

where g‘z’ ZG can be found by (5.13) and 48 is in (5 11). One can show that
dsy _ 0s;

Oc;

s’

7 < 0 and j—g = Yjev ZS] < 0. This contradlcts to (5.11). Therefore, )

dc;
(P4) It holds that

(Va =G —0) L A¥ievw, &
R+G—- +i§,aﬁ’“ Val* mrc_ar
(N-1)(G-3) _ -
< ) _ _
g S gTg_z tA+1-N (5.14)

where the lower bound can be found from (5.9) and the upper bound can be
obtained from (5.8):

+B+1—N.

(N—l)(G—E)
oG R+G—c R+G-c

Ifi € V,, then i € V, because it holds that sf >+ (G“;*E)Q (R+g—a+ ahgéc) - 1) >
ci + R(R+GU + ah’é(gU) — 1) by equation (5.12). Remind that 3 = N, and
equation (5.14) implies that G < G < G because H is a strictly decreasing function.
It holds that G < G* because G* = H~!(1) and H! is also strictly decreasing.
Since Y ey hi(G) — G is strictly increasing in G € [0, G*] and has a maximum at
G = G*, we have

Do hi(G) =G <Y U(s") <D hi(G) - G (5.15)
%

Y ey
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Dividing

rilggxize]; Ui(s) rilggg}hl(s R)—(s—R) ;}hz(G )—G
by (5.15) yields the desired result.

Now we proceed to prove that PoA > 1 with any R < oo if ¢ = 0, but
limp_ 0o POA(R, 0) = 1. It can be shown that G = (16 1 1) « g=1(1) =
G* where G # 0. Therefore, 1 < % < PoA with any R < oo. More-
over, as R — oo, it holds that limR_m:é = limp oo G = H1(1) = G*. Therefore,
we can conclude that limp_,., PoA = 1. |

(P2) shows that there payoff (5.4) does not have discontinuity because §(R, ¢) >
5(R,c) — R > ¢. Remind that PoA(R,c) = 1 if and only if G(R,c) = G*. So (P4)
indicates that it is impossible to achieve optimality G(R,c¢) = G* with a finite
reward when perturbations are not allowed; i.e., there is no finite maximizer of
problem (5.2). Price of anarchy is identical to Price of stability [141] which repre-
sents the ratio between the socially optimal payoff and the aggregate payoff induced
by the best Nash equilibrium because there exists a unique Nash equilibrium by
(P1). (P3) shows that problem (5.5) is not well-defined neither because s (R, c)
increases unbounded as R increases.

Some properties of Theorem 5.4.1 reduce to those in [60] where perturbations
are absent. In particular, (P1) reduces to Proposition 2 of [60] where an unper-
turbed lottery has a unique Nash equilibrium. (P4) is consistent with Theorem 2
in [60]; i.e., given any e > 0, there exists R such that PoA(R,0) < 1 +e. The
lower and upper bounds of price of anarchy are newly derived in this chapter and
they can be calculated without finding the Nash equilibrium. Additionally, (P2),
and (P3) are new and reveal the properties regarding public goods and investment,

respectively.

5.5 Convex approximation of high-level social opti-

mum

Problem (5.6) is a bi-level optimization problem. In general, this class of prob-

lems is computationally challenging. In particular, papers [142-144] show that
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bi-level linear programs are NP-hard. Given the computational hardness, certain
relaxations of problem (5.6) are needed in order to find computationally efficient
solvers. We will leverage Theorem 5.4.1 to show that the following problem is
a convex over-approximation for problem (5.6). We will also show that, under

certain mild conditions, the approximation gap is zero.

min R+ aGY

(R,c)eRXC
st.c=GY, R>GY
Oh,(GY Ohn(GY
oler+ BN R ), ey + B p g g <0
ahZ(GU) * * U U
p¢! —ﬁi)(CiﬂLRT +R(1—0)) =D h(G) =G = (>_h(GY) - GY)
ey eV 2%

(5.16)

The problem (5.16) is convex. The objective function is affine, constraints ¢ = GY

and R > GY are also affine. Constraint

Ohy(GY)
oG

O (GY)

glci + R 5C

+R(1—B), - ,en+R +R(1-Bx),R,c)<0

(5.17)

is convex because a composition of convex function with affine functions preserves
ahi(GU) +
oG

R(1 — f3;) is an affine function. The last constraint is also an affine function in
(R, c). Feasible set R x C is convex because R = (0,00), C; = [0, GY] are convex

sets and Cartesian products preserve convexity.

convexity where g is a convex function by Assumption 5.3.2 and ¢; + R

Set notations Fs¢), and F(516 denote the feasible sets of problems (5.6),
and (5.16) respectively. Likewise, we define P(s.6)> and pfs 1) as the optimal values
of problems (5.6), and (5.16) respectively. The following theorem shows that prob-
lem (5.16) is a convex over-approximation of problem (5.6) and the approximation

is exact under certain mild conditions.
Theorem 5.5.1 Under Assumptions 5.2.1, 5.53.1, and 5.3.2, the followings hold:
o If Bi =1 for Vi, then F5.16) = F5.6) and pzk5.16) = pfm);

o If B; # 1 for some i, then F516) C F(s.6) and p’("5_16) > pZ‘5.6). Moreover, if
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g(s*(R,c),R,c) <0 implies ¢ = GY, then F(516) = Fs.6) and Pis.16) = Pls.6)-

PROOF. In the proof, we will drop the dependency of GG, s*, and U; on R and c.
The proofs are divided into three claim statements.

CLAIM 1. Fs.16) 15 a subset of Fs).
PROOF. Assume that F516) is non-empty and we pick any (R,c) € Fs.16)-
We will show that such the pair (R, c) satisfies all the constraints in (5.6); i.e.,
(R, C) € .F(5.6).

The constraint ¢ = GV implies that GY = ¢ < G < GY by (P2). Therefore, it
holds that G = GY.

Using 5* — R = GY = ¢, the first order condition yields

oU;(s*) 5" —c—(sf —c¢;) Ohy(5" — R)
9 ooz T oG b
st — C; Ghl(GU)
=1-- - B3 <0. 1
1 Ia + G B <0 (5.18)
This equation implies that
(U
s; > ¢+ Rah;?(g) +R(1-05)>0 (5.19)

because R > GY > 0. Since the players are active, equality holds in the first order
condition (5.18) as well as (5.19):

ohi(GY)
“— e+ RN R(L - B). 5.20
st =it RS Rt - ) (5.20)
Therefore, constraint (5.17) implies
g(s*,R,c) <0. (5.21)

By substituting relation (5.20) to the last constraint in (5.16)

(U
Z(l — Bi)(c; + Rah;)(g) + R(1—5;))
i€y
=31 B)s; 2 S hi(GT) — G7 = Y hi(GY) + GV
eV i€y =Y

we have the last constraint in (5.6).
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Lastly, the constraint ¢ < min{GY, R} holds obviously. Therefore, (R,c) €
Fis.6)- The statement holds because we pick arbitrary (R, c) € Fs.16). [ |
CLAIM 1 shows that F516) € Fs.6) for any set of 3. The objective function
of (5.16) is minp ) R + aGY = ming R + ac. Therefore, solution Pl5.16) 18 an

overestimate of P(s.6)- We now proceed to prove that Fz6) C F(s.16) if ; =1 and

*

thus P(5.6) = P(5.16)-

CLAIM 2. Fs5¢) is a subset of Fsa6) if Bi =1 for Vi e V.
PROOF. Assume that F5) is non-empty and we pick any (R,c) € Fi56. We
will show that the pair satisfies all the constraints in (5.16).

If 8; = 1 for Vi, constraint

Z hz(G(R> C)) o G<Ra C) + Z(l - 6;)3: = Z hl(G(Rv C)) - G(R> C)

i€V i€V i€V
>3 h(GF) -G
ieV
holds only when G = G* because G* is a unique maximizer of the aggregate payoff
of unperturbed lottery. Therefore, the relation G = G* holds.
We now prove ¢ = G* by contradiction. Assume that there exist pair (R, c)
such that G = G* but ¢ # G*. By (5.14),

(Val = 1)(G —0) RZiEV\V G
1 T ANTa
R+G—¢c +(R+G—E)2—Z

i€V

ohi(G)
oG

Since Y,cy % = 1, it must hold that |V,| = 1. First order condition (5.7) for
1 € V, must hold with equality. However, we have

- _ —1
Ds; ReTr-o " ac <0

which contradicts to the first order condition. Therefore, ¢ = G*. Note that if
¢ = G*, then G = G* by (P2).

First order condition with ¢ = G*

implies s > 0, which holds for Vi € V; i.e., |V,| = N.
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Using the first order condition (5.19), we can derive

Ohi(G")

*=c¢+R
s; c; + BlE

(5.22)

where equality holds because all the players are active. By plugging (5.22) into
constraint (5.21), we obtain (5.17).

With 8; = 1 and GY = G*, the both sides of the constraint in (5.16)

ohi(GY) ; ; U U

Z(l — Bi)(ci +RT +R(1-5)) = Zhi(G ) -G — (th(G )—G7)
=Y eV eV
become zero. Therefore, it holds always. Constraint R > G* is satisfied since
R > ¢ = G*. Therefore, (R,c) € F516). The statement holds because we pick
arbitrary (R, c) € Fs.¢)- [

If B; = 1 for Vi, F56) = F(5.16) by CLAIM 1 and CLAIM 2, and the objective
functions are equivalent to each other because ¢ = G* for the both feasible sets.
Thus it holds that Pis.6) = P{5.16)- Lastly, we proceed to prove that Fs¢) C F(s.16)
if 5; # 1 and g(s*(R, ), R,c) < 0 implies ¢ = GY. This will implies p(; 5) = D{5.1¢)
because of the equivalence of the objective functions.

CLAIM 3. Fs¢) is a subset of Fs.16) if B # 1 for some i, and g(s*(R,c), R,c) <
0 implies ¢ = GY.
PROOF. Assume that F5) is non-empty and we pick any (R,c) € Fi56. We
will show that the pair satisfies all the constraints in (5.16).

First order condition becomes

oU;(s*)

< 2
D, + 0 (5.23)

R oG —

= (1-6)-

which holds only if sf > 0 for Vi; i.e., |V,| = N. Therefore, equality holds in (5.23)
which yields

Ohy(G*)
oG

si=c¢+ R + R(1 — ;).

By substituting the above relation with ¢ = GY to the constraints, we obtain all

the constraints in (5.16). |
By Cram 1 and CLAIM 3, F56) = F(s.16), if 5; # 1 for some 7, and g(s*(R, ¢),
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R,c) <0 implies ¢ = GY. It also holds that Pls.6) = P{5.16) Pecause ¢ = GY for the
both feasible sets. |

In Theorem 5.5.1, non-convex optimization problem (5.6) is approximated
by (or equivalent to) a convex optimization problem (5.16). In particular, with
¢ = GY, we could obtain a constant public good G(R,c) = GY by (P2) in Theo-
rem 5.4.1, which sequentially results in the replacement of potentially non-concave
function sf(R,c) with a linear function (5.20). We show that this condition is a
sufficient and necessary condition for the social optimum when g; = 1 for Vi, or
g(s*(R,¢), R, c) < 0 implies ¢ = GY. On the other hand, it is a sufficient condition
when 3; # 1 for some i because a sufficiently large reward R with ¢ # GY can

induce the optimal aggregate payoff or a greater one as shown in (P3).

5.6 Simulation

In this section, we will apply our perturbed lottery to demand response in the
smart grid. Demand response involves a load serving entity (LSE) and a set of
end-users. The LSE is the social planner and wants to incentivize the end-users
to shift their peak-time demand to off-peak time. The end-users participate the
lottery by shifting a portion of their shiftable demands.

Consider a power transmission network described by (G,€) where G and &
denote the set of buses and the set of transmission lines, respectively. In particular,
VY C G, and P C G denote the set of load buses with non-zero demand (end-users),
and the set of generator buses, respectively. Each line [ € £ has power flow capacity
fl € Ryo and fmo = [fiex, ... 7f|l§fx]T-

With the perturbed lottery, each end-user has payoff function (5.4) where de-
cision variable s; denotes shifted demand in monetary value. Heterogeneity pa-
rameter [; denotes the dis-utility incurred by shifting a unit demand. Function h;
represents any impetus from the marginal benefit; e.g., utility discount, additional
rewards, public good made by the LSE. The LSE solves problem (5.6), in which
convex constraints represent three physical constraints; i.e., the end-users cannot
shift more than the demand, and the total adjusted demand after shifting cannot

exceed the total power generation, and the line capacities are enforced:

L—s*(R,c) >0, Y .(L; — si(R,c)) <. P,
=% jepP
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Figure 5.1: IEEE 30-bus test system [3].

— e < [P — H(L— s*(R,c)) < fmo (5.24)

where L € R% and P € ]R‘;DO| denote power demand and power generation, respec-
tively. Matrix H € [—1,1]¥/*I9] is the injection shift factor matrix where (a,b)
entry of H represents the active power change on line a with respect to change
in power injection at bus b. Matrices H; € [—1,1]€*V and H, € [-1, 1]I€/xIPI
are the collections of columns ¢ € V and ¢ € P of H, respectively. Since L, P,
fmex are constants at the given time, constraints (5.24) are convex and thus satisfy
Assumption 5.3.2.

We conduct case studies using IEEE 30-bus test system shown in Figure 5.1
where |P| = 6, |V| = 20, and |€| = 41. The system parameters are obtained from
MATPOWER [145]. Money /power exchange rate $0.1/kW h is applied and 1 hour
time frame is considered; e.g., the generator at bus 1 generates 23.54 MW x 1h x
$0.1/kWh = $2354. We intentionally increase the power demand of each load bus

by 30% without changing power generations, so that demand shifts are inevitable.

We choose h;(s — R) = (100 + i)log(s — R + 1) for bus ¢ € V; e.g., bus
30 € V has hgo(s — R) = 130log(s — R+ 1). One can see that function h; satisfies
Assumption 5.2.1. The logarithmic model of provision of public good h; is based
on Cobb-Douglas utility function [146]. Recent papers [147-149] use such function
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Figure 5.2: (; = 1) Optimal solution ¢ with R* = $3358 and the corresponding
Nash equilibrium s;.

to express the benefit from a public good. We choose a = 1.

The socially optimal public good G* = $2317 of unperturbed lottery is calcu-
lated by (5.3). The socially optimal payoff is obtained by > ;¢ hi(G*)—G* = $7142.

Case study 1 (8; = 1). We solve problem (5.6) by CVX [150], and generate
optimal value $5675 with solution (R*, ¢*) presented in Figure 5.2. The figure also
presents the induced Nash equilibrium of the optimal lottery game. The aggregate
payoff induces the socially optimal public good §*(R*, ¢*) — R* = $5675 — $3358 =
$2317 = G*, and the socially optimal payoff >,y hi(G*) — G* = $15644. Con-
vex program (5.16) generates a large reward R* = $3358 > $2317 = G* to
satisfy the physical constraints. Note that ¢ = G* with R > G* is a suffi-
cient and necessary condition for the optimality, according to Theorem 5.5.1.
By Theorem 5.5.1, the solution is identical to that of problem (5.6) and satis-
fies all the physical constraints described in (5.24). The left hand side of Fig-
ure 5.3 visualizes that the first constraint is satisfied where the shifted demand
never exceeds the power demand. The second constraint is also satisfied because
Yiep Py = Yiev(Li — sj(R*,c*)) = $18921. The right hand side of Figure 5.3
shows that power flow at each transmission line never exceeds its capacity.

Case study 2 (3; # 1). We choose 3; = 0.99 for the first 10 end-users and j3; =
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Figure 5.3: (f; = 1) Power demand and adjusted demand after shifting, and
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Figure 5.4: (3; # 1) Optimal solution ¢} with R* = $3100.4 and the corresponding
Nash equilibrium.

1 for the remaining end-users. Value GY = $2574.6 is found by >y, ahg(gU) =0.9.

The optimal value of problem (5.6) is found by $5675 and its solution is presented

in Figure 5.4. The Nash equilibrium is also presented in the same figure, and
it induces the public good 5*(R*,c*) — R* = $5675 — $3100.4 = $2574.6 = GY,
as designed. The aggregate payoff 3,0y, hi(GY) — GY + 3,00 (1 — Bi)si(R*, ¢*) =
$15631 + $3058.5 is greater than that of the socially optimal payoff $15644 as
desired. Since g(s*(R,c), R,c) < 0 does not imply ¢ = GY, the solution might
be sub-optimal, but all the physical constraints (5.24) are satisfied. As Case 1,
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Figure 5.6: Difference of Nash equilibriums of Case 1 and Case 2; sf(Case2) —
st (Casel).

Figure 5.5 shows that the shifted demand does not exceed the power demand, and
the amount of power flow in line is below its limit. Lastly, the total adjusted
demand after shifting is >>;cp P; = Yiep(Li — s7(R*,c*)) = $18921.  The Nash
equilibriums of Case 1 and 2 are different although the aggregate shifted demand
is identical. It is mainly because they have heterogeneous payoff functions in each
case. In particular, ; < 1 implies a willingness to shift more demand; i.e., the
first 10 end-users in Case 2 are more likely to shift demand than the others. Thus,
even with a smaller reward than that in Case 1, the LSE is able to induce the
same amount of shifted demand. The difference of Nash equilibriums is visualized
in Figure 5.6 where the first 10 users shift more demands in Case 2 than in Case
1.
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5.7 Conclusion

In this chapter, we study an optimal bi-level lottery design problem where a social
planner aims to achieve the social optimum through least reward and perturba-
tions. We approximate the problem via a convex relaxation and identify mild
sufficient conditions under which the approximation is exact. The results are ver-

ified via a case study on demand response in the smart grid.

5.8 Appendix

Proof of Lemma 5.3.1. We prove the statement by construction. We will
show that a pair (R, c) such that ¢; = G—;, R = max{R; + 1,GY, R}, satisfies
Siey hi(G) — G+ ey (1—Bi)st > Yiey hi(G*) — G* where R will be defined later.
By (P2),c=G = GY. If 3; = 1 for Vi, then GY = G* and thus the pair satisfies
the constraint with R = 0.

Assume (; # 1 for some 7. It holds that sf > ¢; + R(R+§U—a + ahg(gU) — ﬁi> by

(P3) where the lower bound is a strictly increasing function in R without bound.

Therefore, there always exists sufficiently large R such that

Y (1=B)si > > h(G*) =G = hi(GY) =G

i€V i€V ey

which satisfies the constraint. [ |
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Chapter 6
Frequency control

6.1 Introduction

The traditional power grid is modernized into the smart grid. The wide deploy-
ment of advanced information and communications technologies facilitates real-
time pricing and demand response. In addition, centralized generating facilities
are giving way to small distributed energy resources; e.g., photovoltaic systems,
fuel cells, storage and electric vehicles. Moreover, renewable energy; e.g., wind,
solar and wave energy, has been increasingly adopted due to its cleanness and
profitability.

While the integration allows flexible and efficient management of the grid, it
leaves uncertainties on the smart grid as well. In particular, uncertain renewable
generation as well as uncontrollable (unknown) loads can be seen as external dis-
turbances to the smart grid. As discussed in Chapter 1, existing papers focus
on control methodologies for disturbance attenuation where the impact of distur-
bances reduces but does not completely disappear. In disturbance attenuation,
the impact increases as the disturbance increases. Since the smart grid integrates
numerous uncertain components, it is imperative to study disturbance rejection
where the impact of disturbance is completely removed, regardless of the size of
disturbance. We, in this chapter, study frequency control in the presence of un-
certain disturbances, and design disturbance rejecting distributed controllers.

Chapter organization. We consider frequency control problems in the pres-
ence of uncertain net loads. Power system model with synchronous generator and

loads is introduced in Section 6.2.1. In the same section, robust frequency con-
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trol problem and robust adaptive frequency control problem are illustrated. We
propose distributed controllers to address the problems in Sections 6.3 and 6.4.
Stability of the designed controllers are analyzed and their proofs are presented
in Section 6.5. Lastly, numerical simulations demonstrate the performance in Sec-
tion 6.6.

Notations. Denote [|z||j, ] £ sup, <<, [|#(t)]|. Let |S| be the cardinality
of a set S. Matrix [, denotes the n x n identity matrix. Let diag(A;,---,A,)
denote a block matrix having A; to A, as main diagonal blocks. For v € R",
sgn(v) € {—1,0,1}" is a sign function, where sgn(v;) = —1 if v; < 0, sgn(v;) =0

if v; =0, and sgn(v;) = 1 if v; > 0. Norm || - | denotes Frobenius norm.

6.2 Problem formulation

In this section, we present a model of power systems, and frequency control prob-

lems.

6.2.1 System model

Table 6.1 summarizes the notations used in the model. We use A to represent
deviations from nominal values; e.g., Aw(t) = w(t) — w*, where w* is the nominal
value of w(t).

Power network model The power network is described by the undirected
graph (V,€) where ¥V £ {1,---, N} denotes the set of buses and £ C V x V
denotes the set of transmission lines between the buses. The set N; denotes the
set of neighboring buses of i € V; ie., N; 2 {j € V\ {i}|(4,7) € £}. Each bus is
either a generator bus ¢ € G, or a load bus ¢ € £ where G and £ denote the sets
of corresponding buses, respectively. Each bus ¢ is associated with a local control
authority.

Load model An electrical load can be divided to a controllable load and an
uncontrollable load [85,151,152]. Controllable load AP, (t) is governed by the

demand response [85]:
where b; + ¢;APg,(t) is marginal benefit with ¢; < 0 and real-time electricity price
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Table 6.1: System variables and parameters.

System variables

w  angular frequency 0  phase angle
Py mechanical power P,; power flow

P, steam valve position F,.s reference power
P-  controllable load P net load

System parameters

D damping constant m  angular momentum
Teup charging time const.  ¢;;  tie-line stiffness

Te  governor time const. R feedback loop gain
K,, turbine gain K. governor gain

AN;(t) is used as the input for ¢ € L.
For i € L, net load APy, (t) represents the difference between the uncontrollable

load and renewable generation. For ¢ € G, net load APy, (t) represents renewable
generation. Notice that uncontrollable loads and renewable generation are hard to
predict. We regard net loads APy, (t) as external disturbances to the power sys-
tem. According to the spectral decompositions of wind generation [153, 154] and
load pattern [155], we approximate each net load as the sum of a finite number of
distinct sinusoidal functions as in [65]. In addition, any periodic function can be
represented by a Fourier series. If a function is continuous, absolutely integrable
and its derivative is absolutely integrable, then its Fourier series converges uni-
formly to the function (Theorem on p.86 in [156]). As output regulation [157,158],

the following marginally stable exosystem is used to generate APy, (t):
Xi(t) = Pi(pi)xi(t), APL(t) = Vix,(t) (6.2)

where x;(t) = [xi1(t), X1 (), -+ Xiw, (1), Xie, ()] € R,

0 1
q’z’(pi) £ diag((Di,la T >‘I>i,éi), (I)i,l £ .
—(pi)* O

Each state x;;(t) is a sinusoidal function with frequency p;;. The output APy, (t)

is then a linear combination of sinusoidal functions with frequencies p; = {p;i1,-- -,
pl}fi}'
Assumption 6.2.1 The pair (V;, ®;(p;)) is observable.

Dynamic model of the generator buses Consider the synchronous power
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generator from [80]:

Ab;(t) = Aw;(t)

Awsi(t) = ——((Da, + Dy )Aw(t) + Y APy(t) + APy (1) — APy, (1)
M JEN;

APMi (t) = —Tl(APMi (t) - KmiAPUi (t))

CH;
. 1 K..
AP, (t) = —E(APW (1) + 5 Awi(t) = APy, ) (6.3)

for i € G, where D¢, is mechanical damping constant, and Dj, is load damping
constant corresponding to net load (renewable generation). Power flow AP;;(t) is
described by AP;(t) = t;;(A6;(t) — Af;(t)). The first equation in (6.3) indicates
the evolution of phase angle Af;(t). The second equation is referred to as swing
dynamics, indicating frequency fluctuations due to power imbalances. The third
and fourth equations represent turbine governor dynamics with reference input
AP,y (t).

Dynamic model of the load buses A load bus i € £ can be modeled by the
following phase angle dynamics and swing dynamics [104], where m; is the effective

moment of a postulated load model:

AGy(t) = Awi(t)

Auin(t) = —T;<DLiAwi(t) + 3 ARy(0) + AP + AP, ®) (64
i JEN;
where Dy, is load damping constant corresponding to net load which is the differ-
ence between the uncontrollable load and renewable generation.
Outputs and inputs Control authority 7 can access Ay;(t) = [Aw;(t), APy, (t), AP, (t), APy,

for i € G, and Ay;(t) = [Aw;(t), APg,(t), APy, (t)]T for i € L, where APy (t) =
Yjen; AP;;(t). Local inputs are u;(t) = AP, (t) for i € G, and u,(t) = A)i(t) for
1€ L.

6.2.2 Frequency control problems

In this chapter, we investigate the frequency control; i.e., controlling Aw;(t) to

zero, and discuss two cases where the frequencies p; of net loads are known or
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unknown. We drop A in the rest of the chapter for notational simplicity. Also, we
use D; = D¢, + Dy, fori € G and D; = Dy, fori € L.
Case 1: Robust frequency control. To stabilize the frequencies, each

generator bus ¢ € G aims to approach the following manifolds:

w; =0, Py (1) = Pry(t) + P (1),

* TCHi S 1 *

Py (t) = Te, Py (1) + Py (t) (6.5)

which can be easily derived from system (6.3). Similarly, each load bus i € L is

expected to stay on the following manifolds:

w; =0, Pe,(t) = =Pr,(t) — Py (1),
X (t) = b + i Pg () — B (1) (6.6)

which can be derived from systems (6.1) and (6.4). Superscript * denotes the man-
ifold; e.g., A\j(t) denotes the manifold of A\;(t). We desire to design a distributed
controller which steers the system states and inputs to their manifolds (6.5) and (6.6).
In this case, control authority i knows p;, ¥; and ®;(p;) but is unaware of initial
state x;(0) and state x;(t) of exosystem (6.2). That is, control authority ¢ knows
the number of sinusoidal signals, and their frequencies, but not their phase shifts

and magnitudes.

Assumption 6.2.2 All the frequencies p;1,--- , pig, in (6.2) of net load Py, (t) are

known to local control authority 1.

Case 2: Robust adaptive frequency control. There are a couple of dis-
tinctions from Case 1. First, control authority ¢ is unaware of frequencies p; and

Assumption 6.2.2 is weakened into the following one:

Assumption 6.2.3 Control authority i knows the value ¢; and an upper bound

Pmax = MaX; P; -
Secondly, we use the following simplified synchronous generator model [80]:
0:(t) = wi(t)
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i(t) = ——— (D (t) + 3 Py(t) + Pr(t) — Par (1) (6.7)
m; JEN;

and simplified demand response model; i.e., local control authority i controls Pg,(t)
directly. Remark 6.4.1 in Section 6.4.3 discusses why the simplified models are

needed for Case 2. For this case, the corresponding manifolds are

i =0, Py (t)=Pr(t)+ Py,(t), i€§G
w; =0, P (t) = —Pp,(t) — Py,(t), i € L. (6.8)

6.3 Controller synthesis for robust frequency control

In this section, we present a solution of the robust frequency control described in
Section 6.2.2.

6.3.1 Local internal models

Net loads Py, (t) cannot be measured and thus manifolds (6.5) and (6.6) cannot
be used for feedback control. We adopt the methodology of internal models to
tackle this challenge [158,159]. Recall that Pp,(t) is the output of exosystem (6.2).

Hence, for i € G, the second equation in (6.5) can be written as:

Py (t) = Pn(t) = Pry(t) = Wixi(t). (6.9)

Under Assumption 6.2.1, for any controllable pair (M;, N;) with M; € R2%*24
being Hurwitz and N; € R?%, there exists a non-singular matrix Tj(p;) € R2%*2%

as the unique solution of the following Sylvester equation [160]:
Ti(pi)®i(pi) — MiTi(pi) = N; ;. (6.10)
With 9;(t) £ T;(pi)xi(t), (6.9) becomes

Py, (t) = Pr(t) = Waxi(t) = T (p) 0 ().
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Now consider a local internal model candidate:
0i(t) = Mini(t) + Ni(Par, (t) — Py, (1)) (6.11)

where 7;(t) € R?%. Internal model (6.11) behaves as an estimator and its states
n;(t) are expected to asymptotically track unmeasurable exosystem states ;(t).
The manifolds of n;(¢) are nf(t) = 9;(t) in this case. It is expected to stabilize
the dynamics of error 7;(t) — ¥;(t). According to the certainty equivalence prin-
ciple [122], internal model states 7;(t) are used to replace ¥J;(¢) in manifolds (6.5)
and then in feedback control.

For load bus i € L, we derive a similar internal model candidate by replacing
Py, (t) with —Pg,(t):

ni(t) = Mim;(t) — Ni(Pe,(t) 4+ Py (1)). (6.12)

For notional simplicity, we will use the augmented states x;(t) = [z;1(¢), z;2(t),
2ia(t), a4 ()] = [wi(t), Pag,(8), Po,(t), nf (t)]" and manifolds @7 (P, (t), 1) = [27,(t),
o (t), 27 5(1), (274 ()] = [wi(t), Py, (Pr.(8), 1), Py (Pr,(t), ), 0F (1)]" for i cg
and use the augmented states x;(t) = [2;1(t), zi2(t), 21, ()] = [wi(t), Pe,(t),
n; ()] and manifolds x7 (P, (), £) = [a7, (), 275 (t), (27,(0) 1" = [w] (), P&, (PL.(1),
t), 97 (t)]" for i € L, where the dependency of ¥ on PL (t) is emphasized.

6.3.2 Controller design

We first conduct a coordinate transformation to convert the frequency control
problem into a global stabilization problem of the error dynamics with respect to
manifolds (6.5) and (6.6). We make use of its unique lower triangular structure
and apply a backstepping technique [161] to stabilize the error dynamics from the
outer state to the inner state progressively.

Since internal model states 7;(t) are expected to track ¥;(t) asymptotically for
Vi € V, the estimation errors ||, T, ! (p;)ni(t) — W, T; (p;)9;(t)]| are expected to di-
minish. By the certainty equivalent principle, we use the known term W, 7, (p;)n; (t)

to replace unknown Py, (t) = W, T, (p;)9;(t) when constructing the error dynamics.
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Let us defined the tracking errors as follows:
Zi(t) = @i(t) — @7 (W (pa)ni(t), 1) (6.13)

for Vi € V. Error dynamics for ¢ € G become

Bua(t) = —=(Diiat) = W (p0)a(t) — Tia(0)
Fialt) = — () = Ko ial0)
Fialt) =~ Ea0) + 20a(0) = P 1)
32 (T ) al0) = BT () 8500)
Tia(t) = Oi(pi)Tia(t) + Ny 3(t) (6.14)

where P, (t) £ Pref (1) — Pl (W (pi)aia(t),t). All the eigenvalues of ®;(p;)
are on the imaginary axis. Coordinate transformation #;4(t) = Z;4(t) — 27 ,(t)

leads to

where 7 ,(t) = m;N;z;1(t). Since matrix M; is Hurwitz, the subsystem #;4(t) is
input-to-state stable (ISS) regarding #;(¢) as an external input.

Consider subsystem Z;;_1(t) in (6.14) for [ = 2,3 and regard Z;;(¢) as an
external input. Tracking error Z;;(¢) is designed to stabilize Z;;_(¢); i.e., the
manifold 27, () of #;(¢) cancels all the measurable terms in the dynamics of Z;; 1 (t)

and stabilizes it via —k;;_1%;;_1(t). Apply the same idea to ¢ € £, then we have

Bi(t) = 34(t) — 25(¢) (6.15)
and inputs
Ke' T i * *
Progi(t) = Prup (T (p)aaa(0),0) + (5 + 52 To (€5 + ki) (€ + ki)

Tcw,
K,

7

X (Di — mWT (pi) Ny) )i (t) — To, (e + kin)(ef + kig)(wia(t) — x75(t))
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1 Tem,

+ TGi(? ~ (ef + Kin + Ki2))(@i2(t) — 279(t)) + (zis(t) — 27 5(t))

— kisTg,2i3(t)

Ai(t) = XU (pa)wsa(t), €) + male; + ki) (ci + ki )@ (t)

+ (CZ' + 6: + ki,l + k‘@g)fi’@g (t) (616)

where e = U, T (p)N; — 2 25,(t) = 0, 375(t) = —my(ef + kin)wia(t), and

m;’

- Tow | . Tow |
5(t) = —mige s (e + ki) (€] +hi2)min(t) — (g — o6 + ki + Fi2)) (i2(t)

C
T7o(t)). Througﬁ transformations (6.13), (6.15) and input (6.16), the augmented
system, including (6.1), (6.3), (6.4), (6.11) and (6.12), becomes

JEN;
where
[ —k’i71 1/77’LZ 0 %ﬁ(ﬂz)
4 0 —hip Ko /Ton, AQA) | g
0 0 —kis A;(3,4)
| Ai(4,1) O21 Ozg1 M;
[k Umg W7 () /m
Ai - O _ki,Q /L(Q, 4) ,i c E
i Ai(4,1) 0,1 M;

Ai(2,4) = — (€] + ki)W T (po),

A;(4,1) = (m;M; + D;I5,)N;,
1

Ai(3,4) = ——(Ton, (e + ki )(ef + ki2) + Yt W (i),
mi JEN;
Lij _ .
B'L] - [0?X2£i7 OC{X?&" _Kj ) (\IJ]CZ_; 1(p]))T7 ngiXin]T’ for t 6 g
Bij = 0(26i+1)><17 fori e L. (618)

By the backstepping technique, the k; submatrix in (6.18) is an upper-triangular
Hurwitz matrix and M; is Hurwitz. This property is crucial for the stability of
system (6.17).

The network-wide system becomes #(t) = AZ(t) where Z(t) = [#7(t),--- , 2% ()]7.
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Since #}(t) in (6.15) does not change the origin, the exponential stability of Z;(¢) im-
plies that the original system states z;(t), and inputs w;(¢) in (6.1), (6.3), (6.4), (6.11)
and (6.12) exponentially track their manifolds (6.5), (6.6) and 9;(¢).

6.3.3 Frequency stability guarantee

The following theorem summarizes the exponential stability of system states x;(t)
under distributed internal model controller (6.11), (6.12) and (6.16) with respect
to their manifolds (6.5), (6.6) and ;(¢).

Theorem 6.3.1 Consider distributed control law (6.11), (6.12) and (6.16). Un-
der Assumptions 6.2.1 and 6.2.2, system states x(t) are exponentially stable with
respect to their manifolds (6.5), (6.6) and ¥;(t) if matriz A is Hurwitz. In addition,
there always exists a set of matrices M;, N; and gains k; 1, k; 2, ki 3 such that matriz

A s Hurwitz.

In the proof, we provide Algorithm 8 to identify a set of gains and matrices in

a distributed way such that A is Hurwitz.

6.4 Controller synthesis for robust adaptive frequency

control

In this section, we study the case where the frequencies p; in exosystem (6.2) are
unknown. Internal models (6.11) and (6.12) will be used, but T *(p;) in (6.10) is
uncertain to control authority ¢ due to the unknown frequencies p;. To address the
challenge, we propose a new distributed adaptive internal model controller.

Let us define the augmented state z;(t) = [2;1(t), @i2(t), 2]5(t)]" = [wi(t),
Py ()T ()T (or (t) = [wa(8), aia(t), Ty (0] = [wi(t), Pey(£), T ()T for i €
L) and corresponding manifolds x}(t).

6.4.1 Controller design

Like Section 6.3.2, a coordinate transformation is conducted to convert the global

control problem into a global stabilization problem of the error dynamics. Also,
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a backstepping approach is applied to ensure the stability of the error dynamics.

Consider the transformation
2 (t) £ zi(t) — xf (Ni(t)z2(t), 1) — 27 (2) (6.19)

where 27, (t) = 0,275(t) = m;N;z;1(t). The first two terms in (6.19) define the
tracking error and the third term is introduced by a backstepping technique to
stabilize the error dynamics as (6.15). Consider inputs

D;

Pur,(t) = Py (Ai(t)wiz(t), 1) — my(ki — —)zia (1)

(2

i

Under coordinate transformation (6.19), the frequency control problem is trans-
formed to a stabilization problem for the same reason as (6.15). The difference is
that we use estimated vector A;(t) instead of true vector A¥(p;) = U, T, ' (p;). The
origin of the error dynamics does not change by &7 ().

Through coordinate transformation (6.19) and input (6.20), systems (6.4), (6.7)

and internal model (6.11) become
3?:1(25) = Ai(Aj (pi))2:(1) + Bz(Az<t>)xz3(t) (6.21)

for Vi € V where A;(t) £ A;(t) — A(p;) is the estimation error and
\ —ki + Af(p)Ni oA (i)
Ai(A7 (pi)) = : :

Bi(Ai(t) = [ i

0252' X 2@1'

6.4.2 Projected parameter estimator

The quantity A;(¢) is an estimate of Af(p;) and its update law is given by:

(Pruax + Dl + || Mi| »
Vi

AT (1) = Ji(t) = (1)1 + ) (sgn(Na(t) — | [1126x1) /2
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2 £ DG+ || M;
agninte) + | Lot DR R 11, (622

where J;(t) = —%(t)xlg(t) and v; > 0 is an arbitrary constant. The first term
Ji(t) in (6.22) is designed to cancel cross term /A\Z(t)%ft)xls(t) by /AXZ(t)/A\ZT(t) in
the Lyapunov analysis. The additional terms in (6.22) speed up the convergence
rate by restricting the parameter estimates within ||A;(t)]| < v26:((0%, + 1)6; +

| M;||7)/||N;||. The bound is shown in Claim B in the proof of Theorem 6.4.1.

6.4.3 Frequency stability guarantee

The following theorem summarizes the asymptotic convergence of system states
x;(t) to their manifolds (6.8) and ¥;(t). Consider matrix

Ai(1,1) = =k + (Pax + D+ Mol + (Pax + DG + | Mil| )/ (4mZ | Ni]?).
(6.23)

i =

Theorem 6.4.1 Consider distributed control law (6.11), (6.12) and (6.20) and
adaptive law (6.22). Under Assumptions 6.2.1 and 6.2.3, system states x(t) are
asymptotically convergent to their manifolds (6.8) and ¥;(t), if matriz A; is negative
definite for Yo € V. In addition, there always exists a set of matrices M;, N; and

gain k; such that matriz A; is negative definite.

In the proof, we provide Algorithm 9 to identify a set of control gain and

matrices in a distributed way such that A; is negative definite.

Remark 6.4.1 Simplified synchronous generator model (6.7) (as well as the sim-
plified controllable load model) prevent potential problems where the adaptive law

relies on unmeasurable values 9;(t) and T, *(p;) to eliminate cross terms. |

6.5 Analysis

This section presents the proofs of Theorem 6.3.1 and 6.4.1.
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Algorithm 8 Distributed selection of control gains

1: for 7 €V do
2:  Choose a controllable pair (M;, C;) such that M; is Hurwitz and

Ao (M50 < 3.5 NI/ (NGl +2)%

My+MT TR
3:  Choose 0 < o3 < A Amax||((mjwi+i3j;i)gf|/|i+2)2)2 :
4: N; = o;Cy;
5. Find the solution T *(p;) of Sylvester equation (6.10);
6: end for
7: for i € V do
8  Choose k; 1, ki 2, k; 3 sequentially such that
o iy > W (o) 2/ (4m2) + 1/ (4m2) + 15,

10: i > g+ (ef + ki IO (o244 15

1 kig > TCHZ-(G; + kin)2(er + kio)? W T (o) |12/ (AK2,) + Sjen 5 (ING] +
22(| %I ()12 + 19,157 H1%) /(AKE) + 1.5.
12: end for

6.5.1 Proof of Theorem 6.3.1

Assume that A is Hurwitz. Then, linear time invariance system 2(t) = A#(t)
is exponentially stable. Since coordinate transformation Z7(¢) in (6.15) does not
change the origin, this further implies that z(¢) in (6.3) is exponentially stable
with respect to their manifolds (6.5), (6.6) and ¥;(t). One can prove the necessity
part by reversing the steps above.

Now we proceed to prove the existence of control gains and matrices by con-
struction. Consider system (6.17) where matrices and control gains are chosen
by Algorithm 8. We will show that A is Hurwitz by verifying that the system is
exponentially stable. Consider Lyapunov function candidate V;(t) = 3||2;(¢)||? for
Vi € V. Since 27 (t)A;25(t) € R, 27 (t)Ai2i(t) = (27 (¢)A;25(t))T. Hence, the Lie
derivative of Lyapunov function candidate along the trajectories of system (6.17)

becomes

‘/z(t) A -Tz + Z xz Bmx]4 t)
JEN;
A + AT
= & ()~ 5 () + D Ti(t)Bijjalt).
JEN;
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. ~ ~ N ” 2.
Since (1) Bijija(t) < §[12:()[12 + 1520 1 (1) ]2 with 6 =
(p;)ll/2, we have

(NG +2)% 19T

Vi(t) < 27 () Ads(t) + > &1 (1) Bijd;(t)
JEN;
where
~ AZ‘I—AZT 02><2 O2><1 O2><2€i
A = s + | Oix2 Fi(2,2) 0142
02Z2X2 02fl><1 02£1X2€z
and Pi(2,2) = X jen K2 (NG + 202,75 (p,)|[2/4 for i € G and A; = 44D g

i € L, and || Byl < (|N\+2)
Claim A: It holds that &
PROOF. Since &7 (1 VA, P)Tip(t) <

{ (1) Aidi(t) < —0.5]|2;(t)||?

Rayleigh quotient [162], we have

where A} = diag(A%(1, 1), A}(2,2), AL(3,3), Aj(4,4)) fori € G and A;

Al(2,2), AL(4,4)) for i € L, and

U, T p)? 1
A;(lal):_kl,k‘i‘n y (2’))” +—5+1

A ()2
6“% ()] 4 LALn)l ( )12 Zp( )||? for any & >

0 and 27, (¢ )Mixz’A() = AT ()4 < Amax(MW J#:a(t)[* by the

(6.24)

= diag(A;(1, 1),

4m; 4m;
K2 (e 4 kin) 21T ()]
A2,2) = —k AT TR VA [ 2 BV
’L( Y ) 27k + 4T5H7( + 4 +
Ai(3,3) = —kS w1+ Tepg (e + kin)?(ef + ko)1 T5 () |12/ (4K2,)
+ Z \N\ + 22(1 %2 (o) 1P + 119575 ()11
]EN
M; + M} m;M; + D; Lo, ) Nj||?
A(4.4) = O S0 + N BB g 0 4 20

Algorithm 8 ensures A(l,1) <
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diagonal matrix. Hence, by (6.24) and the Rayleigh quotient,

&7 (1) Aidi(t) < Amax (AD 1 2:(0)[* < =0.5]124(8)]|*.

By Claim A,

< v 5 0L

Consider Uj(t) = $[|2;(t)||? and Us(t) = —U;()+Xjen: (ml(i)g;' By the comparison
lemma (Lemma 3.4 [163]), it holds that V;(¢) < U;(t) for t > 0 when V;(0) < U;(0).

The general solution U;(t) of the linear differential equation satisfies

Ui(r) = )+ Y [t |”/f;|(+)g) dr

JEN;

H‘rJH 0,4]
< e_tU / e~ dr
) 2 Wi+ o

1512,
<e'U;(0 (1—e™)
)2 N o

|IJ|| 0,4]
< e_tU
) 2 N2

Given V;(0) = U;(0), it follows from V;(t) < U;(t) that

sl
Vi(t) < e V(0
)2 Nt 2

By taking norm, Cauchy-schwarz inequality and square-root to the above inequal-

ity, we have

Ai t S —0.5t + ||x]|| Ot
50 < MO+ 3 e
0.5t A Ni|+1
< max((AG] + D8O g mllelon). 629

Inequality (6.25) implies that #;(¢) is input-to-state stable (ISS) [164] with respect
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to each z;(t) with a contractive linear gain. By distributed constrained small-gain
theorem 6.8.1, Z(t) is exponentially stable. The exponential stability of Z(¢) implies
that matrix A is Hurwitz. |

6.5.2 Proof of Theorem 6.4.1

Consider Lyapunov function candidate

V() =Szl + 5 ZIIA Ol

zEV

The Lie derivative of Lyapunov function candidate along the trajectories of sys-
tem (6.21) becomes

V() = 2T () AN (p)(t) + 3 Ro(AF () = 7(1)) (6.26)

where A(A*(p)) = diag(Ai(Af(pi)), -+ Aw|(Aj(ps))). Claim B identifies an upper
bound of uncertain term A} (p;).

Claim B: A5 (p)l] < (P + 1)l + [/ IING]|
PROOF. By post-multiplying 7, !(p;) and taking Frobenius norm on both sides
of Sylvester equation (6.10), we have

IN:A; ()|l < | Ti(pi) @i(pa)T; " (pi) |l e =+ || M| - (6.27)

By the definition of Frobenius norm, it holds that

20; 2¢;

IN:A (i) F\IZZ (A7)

p=11=1

24;
JZ oAz ())) = N1 (o) (6.25)

By (6.28) and || - ||r < || - ||¢ (Lemma 10 in [165]), (6.27) becomes

INill#lIA; (o)l 7 < T3 (00)s(pa) T3 (i) ller + [ M
= [@s(pi)ller + 1Millp < (Pruax + 1) + | Ml .
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Note that || - ||[r = || - [|2 for a vector. |
Claim C shows that A;(t)(AT(t) — Ji(t)) is non-positive.
Claim C: A;(t)(AT(t) — J;(t)) < 0. .
PROOF. If |f\“( | < ||<P?nax+ﬁ>“”M“F|| for all I, then A;(£)(AT(t) — J;(t)) = 0.
A = || Pmax+ﬁ3§|+”M”F\| Let S;(t) denote a
set of indices [ such that A;(¢) > | pma"H)Z HIMille || Likewise, Si(t) & {I|A; (1) <

[l V]
| pmax+i]$ﬁr||M ilr |}. Then, we have

ROBI@) = 50) < (X ~Aa@E@1+3%) + X Au@ 0] + )

lesf () 1€S;,(t)
<=y Y Ru®l+ > JAum) <0
lesf () leS;,(t)

where A;y(t) = |Ay(t)] for 1 € Siy(t) and Ay(t) = —|Ay(t)| for | € S;(t) are
applied. [ |
By Claim B, we have

167, (A (p)a(®)]| < 1T (O IA2 (0252 (0) ]
(P + Db+ [ Mol Sl (D2 Noas()?
< N )

and then
() AN ()2 (t) < 27 (8) A2 (1) (6.29)

Symmetric matrix A = diag(A;, - -- ’AIVI) is negative definite where A; is defined
n (6.23). Thus, Claim C and (6.29) lead (6.26) to

V(t) < 2T (1) AR (t) < Amax (A)[|2(1)]|*. (6.30)
Take the integral from 0 to ¢ on both sides of (6.30), then
A ( / 12(7)||2dr < — / 7)dr < V(0) < 0o

where V (t) > 0 is applied. Since [; ||2(7)||2d7 is non-decreasing and upper bounded
by —V(0)/Amax(A), the limit lim, o [1 ||2(7)||?d7 exists. Moreover, ||Z(t)||? is
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uniformly continuous as shown in Claim D.

Claim D: ||2(¢)]|? is uniformly continuous.
PROOF. Recall V(t) is non-positive. There exists a constant U > 0 such that
|2(t)|| < U for t € [0,00). Consider

112+ I = 12 =D 1> _(I2a(t + s)I* = N2aa(®)]*)]

i€V =1

3
< DIzt + 9)II* = 2@l |- (6.31)
i€V I=1
The term &;,(t + s) is given by &,(t + s) = @,,(t) + [I7°&;,(7)dr. By uniform

boundedness of all Z;;(t), for [ = 1,2 and any s > 0, we have
Zig(t) —aigs < Zig(t+5) < Tiy(t) + aigs

where a;; is a positive constant and a;5 = a[l,--- ,1]7 is a vector with a positive

constant a. Therefore,

I2:a(t + )1 = 12O < [12a5,2:0()s]| + lai 5%
< ||12a:5|U + [lag ai05°]|
where the right hand side is strictly increasing in s and lim,_,q [|2a;5||U+||af a5 |
= 0. By applying the above bound to (6.31), we can prove the uniform continuity
of ||z(¥)||% ie., for any € > 0, there always exists § > 0 such that for all ¢ and
0<s<0, |zt +s)|* = @) < e u

It has been shown that ||#(¢)||? is uniformly continuous, and lim;_,, fy ||#(7)|?dr
exists and is finite. By the Barbalat’s lemma (Lemma 8.2 in [163]), ||2(¢)||* asymp-
totically converges to zero.

Now we proceed to prove the existence of matrices and control gain such that
matrix A; is negative definite by construction. Consider a set of matrices and con-
trol gain by Algorithm 9. Since &7(£)A; (I, p)2;,(t) < $||&:.(¢ )HQ—i-”A L) )2 ()]
for any § > 0 and &7,() Mdsa(t) = 3%(0) 515, ,(1) < Amax<M*M 22|12,

we have
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Algorithm 9 Distributed selection of control gains
1: for 7 €V do
2:  Choose a controllable pair (M;, C;) such that M; is Hurwitz and

M
AmaX(Mr;MZ ) < —1,

M;+MT 1
2(=Amax(—=)-1)2 |

[|(miMi+D;lap,)Cill

3 Choose 0 < o3 <
4: N; = o;C;;
5
6

Choose k; such that k; > (p2,.. + 1)l + ((p?“axjn%ﬁ""%ulm)z + 1+ || M| p-

. end for

where A = diag(A%(1,1), A%(2,2)) and Ai(1,1) = —k; + (,oiherX + 100+ || Mi]|p+ 1+

2 1)+ M; 2 M2+M;T miM;+1D;)N; 2 1

ensures A/(l,1) < 0, and thus diagonal matrix A} is negative definite. This implies

that A; is also negative definite. [ |

6.6 Simulation

In this section, we present simulations to show the performance of the proposed
distributed controllers. Although the proposed controllers are designed under the
assumption that voltages remain constants, we have taken into account voltage

dynamics through the following power flow model (simplified from (6.101) in [105]):

Py(t) = [Vi(O)lIVy(8)| By sin(0:(t) — 0,()
Quy (1) = VD[V (D) (— By cos(6,(2) — 0,(1))). (6.32)

Variables P;;(t) and );;(t) are active power flow and reactive power flow, respec-
tively. Coefficient B;; is an element in Y-matrix.

There are five simulations including 1. No fault case, 2. Three-phase fault,
3. Load-switching (light load), 4. Load-switching (peak load) and 5. Minni-
WECC system [166-168]. The first four simulations are applied to the single line
diagram of the IEEE 68-bus test system topology shown in [169, 170], and the
last simulation is applied to the Minni-WECC system. All of the parameters
are adopted from [85,105]. We assume that each generator/load bus i € G, L
has (unknown) local net load P, (t) = 0.05sin(0.1¢) + 0.05sin(0.2¢) with ¥; =
[1,0,1,0]. Frequency upper bound is given by ppax = 0.9.
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Sum of errors ||&(t)]|1 %10 Frequency of bus 68 wes(t) Tracking Error of Py, (1)
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0.6 al 0.01 P, P, O
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: ‘ 0.05 T
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0 50 time(s) 0 50 time(s) 0 50 time(s)

Figure 6.1: Casel: Simulation results of no fault case.

System and controller parameters. The generator parameters are adopted
from page 598 in [105]: R; = 0.05, Tey, = 0.3, Tg, = 0.2, K,,,, = 1 and K., =1
for Vi € G, and m; = 10, D, = 1 and B;; = 1.5 for Vi € V. Demand response
parameters b; = (40$/MWh)/(150s) and ¢; = (—0.88/MW?2h)/(150s) for i € L
are borrowed from [85].

For the robust frequency control, we choose k; = [1,26,99]7 and matrices

59 —2.1 —0.1 1.5 0.11
_| 24 63 -02 29| | -01
’ 08 09 —66 25| " | 012

16 03 08 -7 0.12

which satisfy that matrix A is Hurwitz in Theorem 6.3.1. For the robust adaptive
frequency control problem, we choose k; = 45.5 and the above matrices, which
guarantee that A; is negative definite in Theorem 6.4.1.

1. No fault. The first simulation is designed to show error tracking perfor-
mance of the proposed controllers. The initial condition of the current simulation
is intentionally chosen larger than that of the other simulations. Figure 6.1 summa-
rizes the results for the robust frequency control. In each subfigure, the horizontal
axis represents time in log-scale or linear-scale, and the vertical axis represents cor-
responding values in per unit. The first subfigure shows that the total state errors
|2(¢)||; are exponentially stable; i.e., the designed distributed controller achieves

the objective and eventually steers network-wide frequency deviations to 0. This
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Figure 6.2: Case2: Simulation results of no fault case.

implies that the trajectories of controllable load P, () of bus i € £ and mechanical
power Py (t) for i € G track desired signals; e.g., mechanical power Py, (t) for
68 € G tracks net loads as shown in the third and fourth subfigures. Moreover, all
the frequency errors Aw;(t) are stable; e.g., frequency of bus 68 is shown in the
second subfigure.

Figure 6.2 summarizes the results for the robust adaptive frequency control. The
first subfigure shows that network-wide state errors converge to zero, implying that
the angular frequencies are controlled to 60 Hz; e.g., the second subfigure, and Pg,(t)
and Py, (t) balance the local power demand and generation (as well as incoming
and outgoing power).

The transient performance of the both cases in Figure 6.1 and 6.2 look similar
to each other, while their theoretic guarantees in the theorems are different. The
theoretic guarantees are valid for the worst case. That is, no matter what system
parameters are, the robust controller always ensures exponential stability and the
robust adaptive controller always ensures asymptotic stability. However, there
could be some instances where the robust adaptive controller performs as good as
or even better than the robust controller. The simulation in the paper is actually
one of these cases and two controllers both achieve exponential stability. These
cases do not violate the theorems.

2. Three-phase fault. In this simulation, bus 1 € L is assumed to have
a three-phase fault with normal-clearing time (5 cycles). To simulate the three-

phase fault, we set the corresponding voltage of bus 1 to a very low value; i.e.,

136



Sum of errors ||@(t)]: x10*Frequency of bus 68 wss(t) pu x 1073 Tracking Error of Py, (t)

pu

pu 4 .
0.4 1 al ] ol P, P,
ol ]
0.2 1 ol or
oF ]
ol
0 , : , 7 M ,
1072 10° time(s) 1072 10° time(s) 102 10° time(s)
- Mechanical power of bu‘s 68 pu Voltage ‘of buls 114(1) pu x10* Power ﬂow ‘E.’l 2(1)
‘ Py 0 5P, 1.5 2
0.2 = %
1 0 w'_
0 ’.\’\/\"' 05 ‘ — 2f —
-0.2 ‘ ] 0 | S - | .
0 50 time(s) 102 100 5 time(s) 102 100 5  time(s)
Figure 6.3: Casel: Three-phase fault at t = 5.
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Figure 6.4: Case2: Three-phase fault at t = 5.

Vi(t) = 0.1 p.u. for t € [5,5+ 2]. We present the results in Figures 6.3 and 6.4.

The fault induces a sudden increase in errors at ¢ = 5 but the system restores
stability without large deviations. This is because all local controllers are designed
to collaborate together to stabilize the system by reducing their local errors.

3. Load-switching (light load). In this simulation, bus 1 suddenly discon-
nects a part of the load (0.5 p.u.) as well as net loads Pp, (t) for ¢ > 5. At the same
time, bus 1 loses control of the price. Figures 6.5 and 6.6 represent the results.
Load-switching and loss of pricing control induce persistent errors in voltages as
shown in the firth subfigure of Figures 6.5 and 6.6. This then increases total errors
in the first subfigure. Voltages are slowly restored in Case 1, while they remain

constant in Case 2. Although the local controllers are not particularly designed to
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Figure 6.5: Casel: Load-switching at t = 5 during light load.
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Figure 6.6: Case2: Load-switching at ¢ = 5 during light load.

reduce errors of the neighboring buses, controllers in the neighboring buses of bus
1 collaborate to reduce errors of bus 1 through adaptively changing tie-line flow
Py;(t).

4. Load-switching (peak load). We simulate the same load-switching case
as simulation 3; i.e., bus 1 loses net load (0.5 p.u.) and loses pricing control.
On top of this, bus 1 continuously has net loads Pp,(t), and, in the other buses,
the amount of controllable load Pg,(t) and mechanical power Py, (t) are restricted
to [—0.12,0.12] p.u. Figures 6.7 and 6.8 show the results of this simulation.
The operating condition is worse than that of simulation 3, but the distributed
controllers successfully restrict the errors in low level as shown in the first subfigure

of Figures 6.7 and 6.8. Overall oscillations come from persistent net loads in bus
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Figure 6.8: Case2: Load-switching at ¢ = 5 during peak load.

1, which are not rejected and act as a source of unknown disturbances.

5. Minni-WECC system. The Minni-WECC model [166-168] is a reduced-
order model of western electricity coordinating council (WECC) by applying gen-
erator equivalences and merging transmission paths. We conduct a no fault simula-
tion on the Minni-WECC model, and the results are shown in Figures 6.9 and 6.10.

The results are similar to that of simulation 1. The proposed distributed con-
trollers do not distinguish the topologies of the systems. Thus, the performance of

the controllers remain similar even when the network changes.
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Figure 6.9: Casel: Simulation on the Minni-WECC model.
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Figure 6.10: Case2: Simulation on the Minni-WECC model.

6.7 Conclusion

We have investigated the frequency control of multi-machine power systems sub-

ject to uncertain and dynamic net loads. The proposed distributed internal model

controllers coordinate synchronous generators and demand response to ensure fre-

quency stability. Simulations on the IEEE 68-bus test system demonstrate the

performance of the controllers.
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6.8 Appendix: Distributed constrained small-gain the-

orem

Distributed constrained small-gain theorem is introduced in this appendix. The
theorem is an extension of constrained small-gain theorem in [171] to a network
set-up.

Consider an undirected graph (V, €) and set N = {j € V\ {i}|(i,7) € £}. The

dynamic system associated with node ¢ is given by

i(t) = fi(x(t), di(t), 1) (6.33)
where z;(t) and d;(t) denote system state and uncertainty respectively.

Assumption 6.8.1 The system (6.33) is input-to-state stable with respect to neigh-
boring states. Equivalently, there exist class KL function 3; and class K functions
Yia and vy;; such that for Vt >ty and Vi € V,

i () || < max{B;(||zi(to)|l,t — tO)a%d(”di”[to,t})ag%%i{{%j(nxjn[to,t])}}' (6.34)

Assumption 6.8.2 Gain functions v;; are contraction mappings for (i,7) € &;

i.e., vi;(s) <s forall s > 0.

Theorem 6.8.1 (Distributed constrained small-gain theorem) Under As-
sumptions 6.8.1 and 6.8.2, the system (6.33) is 1SS with respect to d. Equiva-
lently, there exists class KL function [ and class IC function v;q such that for all
z:(to) € X; and 1| t0,00) < Ay, the solution of (6.33) exists and for Yt > t,,

()] < max{B([[x(to)ll,t — to), via(lld()lIfr0.)- (6.35)

Moreover, the function B(x,t) = |V|Xicy Bi(|[V| Xrey Bi(z,0), W) is a class
KL function candidate of B(-) in (6.35) where L > 1 is a constant.

PROOF. For the notational simplicity in the sequent proof, we assume that V is
complete; i.e., N; = V\ {i}. If (i,7) ¢ &, then 7;;(s) = s. We divide the remaining

of the proof into three claims.
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Claim E: The following hold for i € S, = {1,--- ,(}:

il jt0,7) < max{i([|z:(to)]], 0),

(i O iin © 0 Vi © Vinallldi[lt0,17),
11, ik €Sp
jergz?i}{{i} (jﬂ;mr'r'l'?;ﬁ}){EPji Viiz © Virig © © Yinj © 5](”%( o)ll,0),
i1, ik €Sy
Y M, Tt Bl
i1, ik €Sy

PROOF. By (6.34), one can see that

21 [{20,77 SmaX{ﬂl(Hxl(to)Hﬁ),”Yld(“le[to,T]%f?jf({’Ylj(HfﬂjH[to,T})}},

and

l2lle0,ry < max{Ba(l|z2(20)ll, 0), Y2allldzllto,ry), max {2 (l;llfwom) }}-

Substitute (6.38) into (6.37), and it renders the following:

21 |1t0,77 < max{B1(||lz1(to)ll,0), vra(lldilo.17),
Y12 © 52(||$2(750)||, 0)7 Y12 © '72d(||d2||[t0,T])a

max{y12 0 92 (|25 llpo1)} max {3 (llsleo.m) 3}

Since 712 0 Y91 is a contraction mapping, it follows from (6.39) that

21 [|it0,77 < max{B1(||lz1(to)ll,0), Yra(lldi|lito.17),
Y12 © Ba(||z2(t0)], 0), 712 © Yaa (|| d2|| to,17)

jg{%}{mw{%p Y12 © 725 ([l [to,T])}}-

(6.36)

(6.37)

(6.38)

(6.39)

(6.40)

By symmetry, one can show a similar property to (6.40) for ||zs|y,r1- So (6.36)
holds for the case of ¢ = 2. Now assume that (6.36) holds for some ¢ < n. Similar

to (6.37), we have

e llito. 2y < max{ Besa ([[ze1 (o)1, 0),
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Yeervya(ldesalligo.ry), max {yeerny; (12;ll0.21) - (6.41)
J#(e+1)

Following analogous steps above, one can show that (6.37) holds for ¢ + 1. By

induction, we complete the proof. [ |
Claim F: The solution to (6.33) exists and it is bounded.

PROOF. A direct result of Claim E is that the following holds for all ¢ € V:

[l it0,7) < max{f;([|z:(to) ][, 0),

(Lil’”f.l}ia;)(e%ﬂ Vi ©*** © Vin—ine © Vind (i [ 20,77),
i1, ik €V
max — max iy © Yiyiy © -+ 0 Yiys © Pj([|;(t0)]], 0)}- (6.42)
JF#L (Grins ,})sz’ji
21, 5tk €

Since all the gain functions ;; are contraction mappings, (6.42) renders the fol-

lowing:

13l g0 < max{5i([[z: (ko) 0),

max i © Va1 e 17)s max 353 ()1, 0) (6.43)

Because of the choice of z;(ty) and the bound on d, the relation (6.42) holds for
any T'. It implies that

i (£)]] < max{f;(||x:(to)]], 0), Ad7g%§@fﬁj(||ﬂfj(to)\|, 0)}.

for all t > tg and thus is uniformly bounded. It completes the proof. [ |
Claim G: System (6.33) is ISS; i.e., the following holds for all i € S, =
(1,0}
sle—1 -1
)]l < max {5 lelon t = t0), 9 (1l o).
i o0y (||l : 6.44
max (i7i}7.{r1¢?§)56pijv 100 Y Ul ll o) } (6.44)
i1, ik €S

for some class L function 5}3_1] where ||7||o £ sup{||z(t)|| | t € [to, 00]}.
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PROOF. Let ¢ = 2. Note that for any constant £ > 1,

2L —1 1
ity oY |
’Yld<’|d1’|[t0+2£ 1Tt0+T]) maX’YU(H%H[tﬁ” 1Tt0+T])}

1
< max{ By ([[¢]lco; 57T)s Mallldillgr 222740 117)5
2L

|21 (to + )| < max{B:(||z1(to + T),

ma{ (125 g+ 26201104 1 - (6.45)

2L
For any m € [%—ZlT, T], it holds that

2 — 2 | 22
2L 2T Tor

72d(”d2”[t0+25 2Tt0+7}) maX{’Yzj(H%|\[to+2ﬁ 2Tt0+7'])}}

|z2(to + 72)[| < max{Ba(||lz2(to + T),

1
< max{Ba(llelloc, 7T, Vaallldal gy 2622 s 4y maxt v (125 g+ 262t 1) 1

2L
(6.46)
So (6.46) implies that
1
12l o+ 265110477 < MAX{Ba (12 o0, 7T 202l g4 2822, 10 1)
max{7; (1125 g+ 26221004y 1 (6.47)

Substitute (6.47) into (6.45), and we have

1
lz1(to + T < max{Bi(llelloo, 5T Mallldilljsg+ 26527210 477):

1
Y12 052(||$||oo,z )s N2 072d(||d2||[t0+2 Tt0+T])

Y12 © 721(”951” [to+ 2£2Tt0+T]> Iréasxmax{%],yn o 723}(”%” [to+2572 T to +T]>}' (6.48)

Since 712 0 Y91 (+) is a contraction mapping, there is class KL function (31 such that

21 () || < max{Bi(||z]loo, t — t0), Yia(lldilljr0.)s 112 © Y2a(lld2llft0.1))

max max{v1j, 12 © V25 } ([0, }- (6.49)
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By symmetry, there is class £ function 3, such that

2 (8)] < max{Ga(||[locs t = to), Yaalld2lljro.0)s v21 © Vaa(lldi ),
max max{7a;, 21 © 5} (15l 0.0)}- (6.50)

JES2

Hence, we have shown that (6.44) holds for ¢ = 2. Now assume (6.44) holds for
some ¢ < n. Recall that

lzers (I < max{ Beva (lrea (o)l ¢ = to), vesa (ldesiliro.n), max v (s lleo.)}-
(6.51)

By using similar arguments towards the case of £ = 2, one can show (6.44) holds
for £ + 1. Now we proceed to find a relation between ||z|« and ||d||~. Because
i (to) || < || (to) ]|, note that

lilloo < max{Bi([l(to)ll, 0), via(lldillio.n), max{ij ([|llc) } -

Similar to (6.44), one can show by induction that there are class KC functions p;

and p;q such that

[illoe < max{p;([lz(to) 1), piallldillzo.0)}- (6.52)

The combination of (6.52) and (6.44) achieves the desired result. [
Now proceed with the proof that function

t

= ke (2£)
is a candidate of class KL function § in (6.35). We first find candidates of func-
tions BZ-V_H in (6.44) and p; in (6.52) and then combine them together. Note that
by substituting (6.47) into (6.45), we have equation (6.48). Consider class KL

functions in equation (6.48):

1 1

lz1(to + T < max{Bi(lzlloc, 57T, M2 0 Ballllloc, T}

S T)+ Balllelles 5T}

< ma{f (s 5
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This implies that, in (6.49), 31 (z,t) = S2_, Bi(, 3) is a KL function candidate.
Likewise, in (6.44),

¢
BN (g, 1) = kg_j Bula, (25)“> (6.53)

is a KL function candidate for Vi € S, because we conduct ¢ — 1 times of the

substitutions. In a similar way, one can show that, in (6.52),

¢
pi(z) = Bi(x,0) (6.54)
k=1

is a class K function candidate for Vi € S,. Now we proceed to find a relation
between BZV_” and p; when S, = V. With equation (6.52),

12lleo < 3 llwilloe < [VImax{pi([lx(to) ), piallldilliro.n)} (6.55)
eV

By combining (6.44) and (6.55),

lea®)l] < max{ 57V mes ([l o)), ¢ = t). %™ (o) -

This implies that
_ alvI-1]
Bz, 1) = [VImax 577 (V] max pr(2), 1) (6.56)

is one of the class ICL function candidates. By applying (6.53) and (6.54) to (6.56),

we have the result. [ |

Remark 6.8.1 If functions 5;(-) in (6.34) for Vi € V are B;(x,t) = ai_pi(t)ri(x),
then B(-) in (6.35) is also in the same form: B(z,t) = a POr(x) where a,a; > 0
are constants, p(t), p;(t) are increasing functions without bound and r(x),r;(z) are

class K functions. [

Remark 6.8.1 indicates that if functions (;() are exponential functions, then f(-)

is also an exponential function.
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Chapter 7
Conclusion and future work

7.1 Conclusion

The objective of this dissertation is to design practical distributed controller-
s/mechanisms for CPS. We have investigated three emerging problems: cyber-
physical security, cyber-physical economics, and smart grid. In particular, we have
designed a multi-mode algorithm, where each mode is associated with a state and
attack vector estimator, and the mode estimator chooses the most likely mode to
generate the estimates of system states and attacker vectors. Attack-resilient ma-
chine learning algorithm has been proposed by incorporating attack-resilient state,
attack vector and mode estimator with Gaussian process regression for a class of
partially unknown nonlinear systems. We have proposed a bi-level lottery having
user’s heterogeneity parameter and social planner’s perturbation parameter, and
formulate an optimal bi-level lottery design problem where a Nash equilibrium
of a lottery game is coincident with a socially optimal payoff or a greater payoff
with least reward and perturbations. A convex approximation of the optimal bi-
level lottery design problem is presented, where the approximation is exact under
mild sufficient conditions. We have also proposed distributed controllers in smart
power grid, with the integration of demand response. The proposed distributed
controllers regulate angular frequencies to a desired common constant, rejecting

the impact of unknown net loads.
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7.2 Future work

In this section, we discuss possible future works and extensions, as follows.

1. Distributed attack-resilient estimation. We consider an extension of

the NISME presented in Chapter 2 to distributed attack-resilient estima-
tion, integrating consensus algorithms. The idea is motived by distributed
Kalman filter for sensor networks [20,172], where multiple sensors estimate
states of the system in a distributed way. Distributed Kalman filter con-
sists of a bank of Kalman filters and they share the outputs/covariance ma-
trices via consensus algorithms, so that all local Kalman filters have the
same estimates of states and covariance matrices. Likewise, the NISME can
be distributed with embedding consensus algorithms. Distributed attack-
resilient estimation would provide scalability of the algorithm and requires
small communication bandwidths because it only requires local communica-
tion for consensus. Moreover, it is expected that distributed attack-resilient
estimation is resistant to attacks targeting the estimator, because neighbor-
ing estimators would detect attacks when some of them fail. One limitation
of distributed Kalman filter is that local Kalman filters estimate the network-
wide states. This is computationally expensive and also needs network-wide
information. There is an attempt to partition the network [173], so that local
Kalman filers estimate partial states. Since it is realistic for a local system to
have limited information and communication, our distributed attack-resilient
estimation would base on partitioned distributed Kalman filter introduced
in [173]. There are several challenges to address: (1) attack vectors might
change faster before local authorities consent to their estimates; (2) shared
covariance matrices are subject to local linearization points for nonlinear

systems.

. Distributed attack-resilient control. We have studied attack-resilient
estimation in Chapters 2 and 3. It would be interesting to study attack re-
sponse; i.e., attack-resilient distributed control. We consider attacks target-
ing communication channels between local control authorities and actuators
such as replay attacks and denial-of-service attacks. The attacker hinders

actuators from receiving generated control commands, and eventually ac-
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tuators execute compromised control commands. We propose to adopt the
methodology of model predictive control (MPC) [174]. A local control au-
thority generates a sequence of control signals for several future steps. If
no attack occurs, actuators execute newly generated control commands, and
store future commands in local memories. If the system is under attack, the
stored control commands are executed instead. The above idea has been ap-
plied to centralized control for linear systems [69] and distributed control for
second-order mobile robots [68], where local systems are decoupled. When
attack-resilient control is applied to distributed coupled systems, we face
the challenges that (1) physical relations result in a cooperative game/non-
cooperative game (2) stored control commands may destabilize the systems.
To address the issues, the system operator desires to design a robust MPC
with a mechanism, where the mechanism is supposed to help neighbors when

they are under attacks, maintaining the network-wide performance.

. Attack-resilient machine learning. Stability analysis of attack-resilient
machine learning in Chapter 4 is performed by breaking the coupling between
state estimation errors and function approximation errors. State estimation
errors are independent from function approximation errors as analyzed in
Theorem 4.5.1, while function approximation errors are subject to estimation
errors in Theorem 4.5.2. We address the limitations of the current design
and analysis as follows. Decoupling the errors induces Assumption 4.5.1.
Assumption 4.5.1 is a sufficient condition of that used in the unknown input
and output estimation for fully-known linear systems (Theorem 5 in [89]).
The assumption may be restrictive in some cases, although it may be true
for some CPS such as mobile robots. The assumption would be relaxed if

two stability analysis are combined.

. Attack-resilient estimation. In Chapter 2, we consider a class of systems
subject to additive noises. Since Cyber-physical systems connect many het-
erogeneous systems, it would be practical to extend the existing estimation
algorithm to robust to multiplicative and additive noises. The idea of parti-
cle filter and Unscented Kalman filter could be used, because they are robust
extension of Kalman filter. The both filters use multiple testing points to

compute accurate posterior distributions of the internal states, while Kalman
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filter use only one testing point (mean).

. Attack-resilient estimation for nonlinear systems. Attack-resilient es-
timation is an emerging research area and most of the literature consider
linear systems. To apply existing algorithms to nonlinear systems, it is re-
quired to linearize the target systems. The proposed tool is the feedback
linearizion, where the nonlinear system is transformed to equivalent linear
system with the change of variables. To apply the feedback linearization,
one needs to investigate whether linearization points/transformation are ap-
proximated, and investigate how the feedback linearization errors affect the

performance.
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