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Abstract

The purpose of this thesis was to investigate privacy concerns related to autonomous
vehicles with a focus on people’s level of comfort with autonomous vehicles collecting
different types of information and sharing that information with different entities. A
survey of 154 United States residents was conducted through Amazon's Mechanical Turk
crowdsourcing survey tool to probe opinion regarding these issues and model trends
within the sample. The findings of this study indicate that there is concern over
information privacy in autonomous vehicles and that people would be hesitant about
purchasing a vehicle that used their personal information in certain ways.

Study

participants showed the most comfort sharing non-personally identifying information and
sharing locational information, but the least comfort with sharing personally identifying
information. People were the least willing to share information with marketers and most
willing to share information in emergency situations. Respondents also indicated that
they would like control over their data in terms of being able to remotely erase sensitive
information and they are concerned about security of their information. To attempt to
alleviate concerns and address privacy issues, a series of recommendations for education
efforts and data collection techniques were proposed for automakers and policymakers.
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Chapter 1
Introduction
Research and discussion about autonomous vehicles has been on the rise in recent years
following on-street vehicle testing in cities across the United States. In 2015, Tesla
became the first automaker to release an autonomous driving feature to the public on its
Model S sedan. Since then, there have been countless advances to these systems, and
many other automakers have joined the race to release their own autonomous vehicles.
Today there are over 250 companies involved in the race towards manufacturing and
selling autonomous cars, and many of the top competitors have made announcements
about their plans to release fully autonomous vehicles in 2020 and 2021 (Stewart, 2017;
Walker, 2017).
With companies racing to be first in putting out fully autonomous vehicles, there has
been little time to conduct research on many of the issues affecting them. Companies are
primarily focused on the programming and systematic needs necessary to getting vehicles
on the road, such as hard-coded rules of the road, obstacle avoidance, and object
discrimination, while many other critical questions remain unanswered (“Self-Driving
Cars Explained,” 2017). Among these important topics is data privacy and security.
While many news articles and blog posts have discussed potential uses of personal
information in autonomous vehicles, little is known about whether automakers are
considering the ethical implications of personal privacy and how they are approaching
data collection, use, storage, and security in the designs of their vehicles.
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A variety of privacy issues derived from the collection of locational data and personal
information have been discussed in the media.

Vehicles are expected to collect a

significant amount of locational data, primarily logging all of the destinations where the
vehicle stops along with linked information, such as time of trips and order of connected
trips. In addition, it is expected that vehicles will have access to a variety of personal
information ranging from non-personally identifying information (non-PII) such as driver
age, gender, and race to personally identifying information (PII) such as name, home
address, and credit card number (Navetta, Segalis, & Kleiner, 2017). Some have even
suggested that autonomous vehicles will comb through personal emails and listen to
conversations between passengers or those “overheard” from cellphones (LaFrance,
2016). Combinations of all of these pieces of information are then expected to be used
for many different purposes. Locational data alone can be used to determine information
about drivers, such as their preferred stores or restaurants, places of work, schools, or
doctors. These data can also be used to determine commuting habits, and mass collection
of this information can be used for traffic studies, planning, and routing.
Privacy concerns are not necessarily about the collection of all of these data mentioned
above, but about whom this information will be given to, what will be done with it, and
how it will be protected. The data listed above will be of interest to countless groups of
people. Marketers could use the data to target specific drivers with advertisements based
on their habits, preferences, and locations. The government could use these data for
surveillance purposes, law enforcement, targeted legislation, or tolling. Engineers could
use these data for congestion management; automakers could use the information for new
vehicle developments; insurance agencies could use these data for policy formation; and
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friends and family could use these records for tracking. While all of these possibilities
have been discussed in the popular press, it is likely that there are countless other uses
that have not yet been thought of, and it is unlikely that all possible scenarios will be
thought of prior to the wide-spread release of autonomous vehicles.
Unless legislation is enacted, it will likely be up to automakers to decide what to do with
the information collected in their vehicles. While the media has hypothesized some good
and some worrisome uses of personal information, no formal research has been done into
public perception of these privacy issues as they relate to autonomous vehicles or public
preferences when it comes to sharing certain types of information with certain groups.
Past research on privacy has shown that consumers have varying preferences about
sharing information depending on the type of information and with whom they are
sharing. People are generally more concerned about sharing PII than non-PII and have
shown varying degrees of trust in different entities with more trust in groups they conduct
business with (e.g., telephone companies, credit card companies, and cable companies)
and less trust in entities that simply collect information about users (e.g., search engines,
online video sites, and social media sites) (Madden & Rainie, 2015). Research has also
shown that people feel they have little control over how their personal information is
collected and used.
The objective of this study is to develop baseline measures of public opinion on privacy
and security issues as they relate to autonomous vehicles. The findings of this study will
expand upon existing literature by applying privacy preferences directly to the potential
autonomous vehicle uses mentioned above.

An up-to-date knowledge of peoples’

privacy preferences surrounding autonomous vehicles will be very important for
3

automakers in designing autonomous vehicle systems. Automakers will need to consider
what types of information to allow their vehicles to collect, how to store the information,
and whom to provide the information to. If public opinion is not accounted for, people
may not readily accept autonomous vehicles into society and may decide not to purchase
vehicles for personal use.
The survey conducted for this thesis sought answers to the following questions:
•

How concerned are people about information privacy and security with

autonomous vehicles?
•

What types of information are people most and least comfortable sharing?

•

For what purposes are people most comfortable sharing information?

•

With whom are people most comfortable sharing information?

•

How do people want their information secured?

•

How much control do people want over their information?

Using the results of the survey, this thesis develops models for predicting public opinion
on autonomous vehicle privacy issues based upon demographic information and
formulates recommendations for incorporating public opinion into autonomous vehicle
design. Additional recommendations are made about potential policy implications and
education initiatives to protect peoples’ privacy.
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Chapter 2
Literature Review
Overview of Privacy and Security Issues
Many aspects of driverless cars are being discussed in the media every day, from
potential safety and mobility benefits to network-wide congestion relief. Talked about
less frequently are the privacy concerns and security risks associated with autonomous
vehicles. Many articles have discussed the topic of privacy and proposed a wide variety
of potential uses of personal information. One primary type of information that will be
collected is locational information.

Companies like Google and Uber are already

collecting detailed information about where people are going and are using the
information to predict possible future destinations (Lafrance, 2016). In fact, iPhone users
have already been subjected to this type of data gathering, as well, with their phones
keeping detailed logs of trip ends and recommending destinations to users when they get
in their vehicles.

While locational data could be used for something as simple as

recommending destinations to users, it could also be used by government and law
enforcement to track people of interest (Glancy, 2012), marketers to deduce where people
live, work, shop, and eat, or, if it falls into the wrong hands, it could create a risk of
stalking or potential physical harm (Navetta et al., 2017). In addition to locations,
vehicles are also expected to keep extensive records of operational data such as vehicle
speed, direction, distances and times traveled, fuel economy, tire pressure, fuel level,
odometer reading, battery health, seat belt usage, air bag deployment, and more (Markey,
2015). There is also a likelihood that vehicles will collect personal information ranging
5

from age to health status to credit card numbers to make use of different functionalities.
One study found that a majority of automakers already offer technologies that collect and
wirelessly transmit driving history statistics to data centers, including third-party data
centers and customers are often not explicitly made aware of data collection and, when
they are, they often cannot opt out without disabling valuable features like navigation
aids (Markey, 2015).
With so much potential for privacy intrusion, another major threat associated with
autonomous vehicles is the risk of hacking. In 2013, Miller and Valasek demonstrated
that vehicles could be remotely controlled by hacking into a Jeep Cherokee via its
Internet connection and directing its steering, acceleration, and braking. Other types of
hacking have also been demonstrated, employing different technologies from Internet
connections to plug-in dongles, such as those distributed by insurance companies
(Greenberg, 2017). There are two types of hacking threats to autonomous vehicles:
system data storage breaches, which could include all of the personal information stored
in the vehicle, and vehicle control breaches, which have already been successfully carried
out. Many different hacking threats have been discussed in the media, including: hacking
vehicles systems and demanding money to regain control (ransomware) (Harris, 2014),
hacking vehicles to create safety threats, such as causing users to collide with other
vehicles or buildings, or using vehicles as directed bombs (Harris, 2014) or using
personal information collected by the vehicles for stalking or harassment (Navetta et al.,
2017).
A 2015 study of 16 major automobile manufacturers found that nearly 100 percent of the
cars on the market included wireless technologies that would be vulnerable to hacking or
6

privacy intrusions.

These wireless entry points (WEPs) included tire pressure

monitoring, Bluetooth, keyless entry, remote start, navigation, and anti-theft systems,
which all pose risks of vehicle hacking (Markey, 2015). While current car hacking like
that demonstrated by Miller and Valasek was limited to functions that a vehicle’s
computer controlled, in a driverless car, the computer would control everything. One of
the hackers was quoted saying, “No matter what we did in the past, the human had a
chance to control the car. But if you’re sitting in the backseat, that’s a whole different
story. You’re totally at the mercy of the vehicle. (Greenberg, 2017)” A 2014 study of
1,533 participants from the United States, United Kingdom, and Australia, found that
over 90 percent of respondents were concerned about autonomous vehicle system
security and security breaches caused by hackers.
With the potential for such significant privacy threats in autonomous vehicles, it is
important to take into account public perception of these issues when designing
autonomous vehicles as users must see the benefits outweighing their concerns if they are
to make an autonomous vehicle purchase. The next section will summarize existing
literature related to consumer privacy concerns.

Consumer Privacy Preferences
Since the early 2000s, research has been conducted into what types of information people
are willing to share and how comfortable people are with sharing information in different
contexts. Early research on these topics was primarily conducted for marketing and
advertising purposes while more recent research has focused on internet privacy. Little
research has been done involving recent technologies’ use of personal information, such
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as smart phones and autonomous vehicles, but trends and hypotheses can be drawn from
past research.

This section will summarize research surrounding consumer privacy

preferences in terms of what types of information people are willing to share, how much
control people have over the sharing and storage of their personal information, who
people are willing to share personal information with, and what steps people have been
taking to avoid sharing personal information.
What types of information are people willing to share?
The Federal Trade Commission (FTC) has separate definitions for personal information
and sensitive information with personal information being data that can reasonably be
linked to a person and sensitive information being data such as health records or financial
reports (Markos, Milne, & Peltier, 2017). Research has found that people’s willingness
to share personal information varies depending on what kind of information they are
being asked for. Early marketing research by Phelps et al. grouped personal information
into five categories in which consumers have a varying degree of concern over the
protection of that type of information.

The five categories of information were:

demographic characteristics, such as marital status, occupation, education, and age;
lifestyle characteristics, such as hobbies; shopping and purchasing habits, such as
preferred stores and recent purchases; financial data, such as income and credit card
information; and personal identifiers, such as names, addresses, and social security
numbers (Phelps, Nowak, & Ferrell, 2000). The study by Phelps et al. showed that
consumers were the most protective of financial data and personal identifiers, and were
the least protective of demographic information. One study based on a survey of 807
respondents from the United States and Brazil categorized a variety of information into
8

low, medium, and high-privacy bits of information, the results of which are shown in
Table 1. (Markos et al., 2017).
Table 1. Low-, medium-, and high-privacy personal information. (Markos et al., 2017)

Low-Privacy
Place of birth
Race
Religion
Weight
Height

Medium-Privacy
Mother's maiden name
Handwriting sample
Voice print
Online screen name
License plate number

E-mail address
Birth date
Zip code
Number of
children
Political
affiliation
Sexual
preference
Occupation
Signed Petitions

Medical history
Picture
Social network profile

High-Privacy
Fingerprint
Driver's license
Vehicle registration number
Credit score
Financial account numbers
Security code/access
codes/passwords
DNA profile
Digital signature

Home address

Health insurance ID number

Home phone number

Passport number

GPS location
Cell phone number
Income level
Law enforcement files
Documentation of grievances
Survey answers provided to
companies

More recent surveys have found similar results. A 2015 Pew Research Center (Pew)
survey of 461 adults confirmed that 90 percent of the respondents felt that controlling
what type information is collected about them is important (Madden & Rainie, 2015). A
2013 survey of 2,912 participants collected consumer preferences on sharing specific
types of information with an advertising company and found that 45 percent of the
participants were willing to disclose what type of operating system they were using while
less than 1 percent were willing to disclose their social security number or credit card
9

number (Leon et al., 2013). The remaining survey results on consumer willingness to
share specific types of information are shown in Figure 1.

Figure 1. Consumer willingness to share information. (Leon et al., 2013)

All of these types of data can be broadly classified into two categories: PII and non-PII.
Personally identifying information consists of all information that can be linked directly
to the person such as name, credit card information, and address, while non-personally
identifying information is information that cannot be traced to a specific person, such as
gender, age, or country. In general, the published research has shown that people are
more protective of PII and less protective of non-PII
10

A 2014 study that focused on public concern for a wide variety of autonomous vehiclerelated issues asked 1,533 participants from the United States, United Kingdom, and
Australia, “How concerned are you about the following issues related to self-driving
vehicles?” When asked about data privacy, specifically referring to location and
destination tracking, 30 percent were very concerned, 34 percent were moderately
concerned, and 23 percent were slightly concerned.
Phelps et al. concluded that to best approach the collection of personal information,
companies should consider which types of information consumers are more willing to
provide and resist asking for information for which the relevance is not readily apparent.
In fact, a separate Pew survey of 498 adults found that 57 percent of the respondents had
refused to provide information about themselves that was not relevant to a business
transaction. Overall, research has shown that the more sensitive the information, the less
comfortable people are with sharing it. Several studies have also linked willingness to
share information with the level of control people have over what information they share
and what is done with that information.
Control of Personal Information
While type and sensitivity of information are major contributing factors to consumer
concerns about privacy, uncertainty over what is done with personal information and how
it is used is another common issue of concern. The following is a list of survey findings
related to the control of personal information usage:


A 2000 survey of 556 people found that 87 percent of the respondents were
“very” or “somewhat” concerned about how companies were using their personal
11

information, and the vast majority of respondents desired more control over what
companies do with their information.


A 1999 survey found that 92 percent of consumers were concerned about the
misuse of their personal information online (Federal Trade Commission, 2000).



76 percent of the consumers who were not concerned about misuse of personal
information still feared privacy intrusions on the internet (IBM, 1999).



A 1999 survey of 1,006 people found that 80 percent agreed that consumers have
lost all control over how personal information is collected and used by companies
(IBM, 1999).



A 2015 Pew survey of 461 people found that 93 percent of adults say that being in
control of who can get information about them is important with 75 percent
saying it is “very important” and 19 percent saying it is “somewhat important.
(Madden & Rainie, 2015)”

In general, both early and more recent privacy research indicate that there is a high level
of concern with who has access to personal information and how it is used. One study
also found that the data-retention period significantly impacted willingness to disclose
personal information. In general, participants who were told that data would be retained
for one day were significantly more willing to disclose browsing information while
participants were considerably less likely to disclose information for periods greater than
one week (Leon et al., 2013). Allowing users control or input into subsequent
dissemination or retention of personal information is one approach that was found to
make consumers more willing to share personal information (Phelps et al., 2000).
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Consumer Preferences of Who Can Access Personal Information
As shown in the 2015 Pew survey, much of the concern over information control is
linked to the uncertainty of who has access to personal information. Some research has
investigated who consumers are more and less willing to share information with. While
early privacy research was focused on marketing and advertising, more recent research
has investigated privacy concerns in other areas and has sought to identify which entities
people are the most comfortable sharing information with. One study that focused on
location privacy among university students found that participants were generally more
comfortable sharing their location with close friends and family than with Facebook
friends, people within their university community, or advertisers (Benisch, Kelley, Sadeh,
& Cranor, 2011). In fact, there were significant levels of dis-utility at the prospect of
their locations being shared with Facebook friends, the university community, and
especially advertisers. The Pew Research survey of 498 adults also offered insight into
people’s confidence in different entities to keep their records private and secure. In
general, less than half of the respondents had confidence in any of the entities to keep
their records private and secure. Credit card companies engendered the most confidence
with just fewer than 40 percent of the respondents expressing confidence in these entities,
while almost all other groups related to internet usage merited less than 30 percent
confidence (Madden & Rainie, 2015). The results are shown in Figure 2.
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Figure 2. Confidence in various organizations' security of private information. (Madden & Rainie, 2015)

Another survey question asked respondents who they have tried to avoid through their
practices on the internet, which indicated not necessarily who they trusted the most to
keep information private, but who they least wanted to have access to their information.
The results of this question are shown in Figure 3. Respondents took the greatest
precautions to avoid hackers and advertisers gaining access to their personal information
and the least precautions to avoid government and law enforcement officials.

14

Figure 3. Who internet users try to avoid being observed or seen by. (Madden & Rainie, 2015)

The same survey also found that 59 percent of internet users do not think it is possible to
remain completely anonymous online. With the apparent mistrust and concern over who
has access to consumers’ personal information, the question arises as to what steps people
are taking to protect their personal information or avoid giving it altogether. The next
section summarizes research focused on this question.
The Effects of Privacy Concerns
Privacy concerns have been affecting consumer behavior since companies first started
collecting personal information. With the amount of unease and mistrust of personal
information being collected, consumers have been changing their habits with regard to
15

making purchases, sharing information, and protecting themselves online.

Studies

conducted in 2000 indicated that privacy concerns may have resulted in $2.8 billion in
lost online retail sales in 1999 (Enos, 2001), and it was projected that up to $18 billion
was lost by 2002 (CNET, 2002). Many other studies produced similar results. A 1999
study conducted by IBM found that 78 percent of survey respondents had refused to give
information to a business or company because they thought the information was not
needed or too personal. It also found that 54 percent of consumers had decided not to use
or purchase something from a company because they were not sure how the company
would use their personal information (IBM, 1999). More recent surveys have focused on
steps people are taking to protect their privacy online. A 2013 survey of 1,002 adults
found that 86 percent of internet users had taken steps online to remove or mask their
digital footprints ranging from deleting cookies to encrypting emails. A 2014 survey
investigated what measures respondents had taken to protect personal information online
and found that 59 percent had cleared cookies and browser histories, 57 percent had
refused to provide information about themselves that was not relevant to a transaction, 25
percent had used a temporary email address, 24 percent had given inaccurate or
misleading information about themselves, and 23 percent had decided not to use a
website because they asked for a real name (Madden & Rainie, 2015).
Summary
Surveys conducted between the early 2000s and the present day have focused on
consumer privacy issues regarding what types of information people are comfortable
sharing in what contexts and with whom. In general, people are more comfortable
sharing information that cannot be linked directly to them, such as demographic
16

information, and less comfortable sharing sensitive information, such as personal
identifiers, health information, and financial information. Another contributing factor to
heightened privacy concerns is mistrust of the handling of personal information with
surveys indicating that people feel as though they have no control over how their personal
information is collected and used. Privacy concerns are also somewhat specific to whom
is requesting and using personal information with different preferences for entities from
advertisers to the government. Studies conducted in the last ten years indicate that many
people are taking precautions online to prevent the misuse of their information through
practices, such as deleting browsing histories and using temporary email addresses or
false information.
While there are many studies to back these claims, there is little research surrounding
privacy issues with regard to more recent technologies, such as smart phones and
autonomous vehicles. Autonomous vehicles are expected to collect many different types
of information, from vehicle location data to driving statistics, which could be used by a
variety of entities, such as the government, academic researchers, or auto manufacturers
and consumer preferences surrounding these topics has not been fully studied.
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Chapter 3
Methodology
The review of literature related to information privacy and security revealed a lack of
recent studies on the implications of these issues with regard to the latest technologies,
such as smart phones and autonomous vehicles. It is typical in a corporate design
environment to survey individuals that are representative of the US population to make
informed decisions about the design of a product (Bentley, Daskalova, & White, 2017).
As such, this study used a survey to investigate public opinion about autonomous
vehicles’ use and protection of personal information.
There are a variety of methods that can be used to conduct surveys with the most
common being face-to-face surveys, telephone surveys, and online surveys (Szolnoki &
Hoffmann, 2013). Each method has its own set of pros and cons related to both the
representativeness of the population and measures of success such as response rate.
Additionally, some methods are easier and faster to conduct for both the researchers and
the respondents. Web surveying was chosen for this study due to the lower cost, higher
efficiency, and greater convenience of reaching a wide population.

Use of Online Surveys
One of the primary concerns with conducting web surveys is coverage error. Coverage
error occurs when the surveyed sample does not fully represent the actual population and
primarily arises due to the fact that not everyone has access to the internet. However, in
2015, the Pew Research Center documented 89 percent internet adoption in the U.S. adult
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population (Pew Research Center, 2015). Additionally, since this study sought to collect
opinions on technology’s use of personal information, an internet-using population was
an appropriate target population. Coverage bias can also arise in other ways. For
example, exposure to a survey is influenced by the amount of time people spend on a
website (Khazaal et al., 2014). For this reason, it is necessary to be cautious when
generalizing the results of a web survey to a larger population.
Another bias prevalent in online surveying is self-selection bias. Self-selection bias
occurs due to participants choosing whether or not to participate in a survey. Systematic
bias is generated due to the difference between individuals choosing to complete a survey
and individuals choosing not to. One example of self-selection bias includes people
choosing to participate in the survey due to particular interest in the survey description
(Khazaal et al., 2014). Self-selection bias is difficult to control for because there is scant
information about the non-responding population. However, demographic questions and
other questions (e.g., questions about respondents’ experiences or familiarity with a
subject) about the respondent can be used to assist in characterizing the sample.
Self-selection bias arises as a result of the sampling technique used. Participants for
online surveys can be recruited in a variety of ways with some of the most common being
online crowdsourcing services such as SurveyMonkey or Amazon Mechanical Turk
(MTurk) (Bentley et al., 2017). MTurk was selected for this study because it can recruit
over 100 respondents in under an hour at a very low cost.
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Mechanical Turk
MTurk is a service that allows researchers to become “requestors” of small HumanIntelligence Tasks (HITs) that pay “workers” a few cents for completing the tasks.
Workers must be registered on the platform and typically complete HITs successively
and quickly to maximize their individual profit. The registration requirement leads to the
coverage bias mentioned previously and the rapid response to HITs can lead to other
potential error sources in item nonresponse and data usability. MTurk has been evaluated
in recent years as a substitute for typical market research and these error sources have
been researched significantly. Many studies have shown that MTurk samples are similar
to that of the population at large and are even more demographically diverse than other
internet samples. Additionally, many researchers have used MTurk to replicate the
results of non-online surveys to confirm the quality of the data obtained through the site.
(Bentley et al., 2017)
One 2016 study sought to relate the accuracy of MTurk surveys to traditional market
research specifically on behavioral technology use so that survey results are considered
trustworthy for product design or feature planning. This study found MTurk error rates
within 10 percent of external surveys, and the demographics of MTurk workers similar to
those completing external surveys. It also concluded that MTurk could be used to
accurately sample technology behaviors and preferences across a broader population,
which could be applied more effectively to product design (Bentley et al., 2017).
Nonetheless, some consideration must be given to the thought that the subjects recruited
through MTurk are likely more internet- and technology-savvy than non-MTurk users,
especially when dealing with older segments of the population that would typically not
20

use the internet in the same way as MTurk workers. This coverage bias will be an
important consideration when generalizing survey results correlated to age.
Participant attentiveness is another major concern with online crowdsourcing websites
due to the nature of the fast-paced work for low compensation. This leads to item
nonresponse errors in which certain questions are skipped as well as usability concerns if
directions are followed incorrectly. One way to control for attentiveness in MTurk
surveys is to include manipulation checks. There are a variety of manipulation checks
that can be used, but the most basic form that is frequently implemented in questionnaires
is an instructional manipulation check (IMC). IMCs are trick questions designed to
assess participants’ attention to instructions by placing somewhere within the question an
instruction directing subjects to select a specific answer. One study of attentiveness
compared results from three surveys including IMCs distributed once through MTurk and
once among college students. On all three surveys, MTurkers were more attentive to
instructions (Hauser & Schwarz, 2016). Other studies have produced similar results
implying that MTurk samples are suitable for social science research (Berinsky, Huber, &
Lenz, 2012; Goodman, Cryder, & Cheema, 2013; Paolacci, Chandler, & Ipeirotis, 2010).
Despite these findings, an attention check was used in this study to clean out the survey
responses on which subjects failed to follow instructions and ensure more reliable data.

Survey
The primary objective of the survey was to establish a baseline of public opinion on a
variety of privacy and security issues related to autonomous vehicles. This included
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asking respondents about many of the questions discussed in the literature review as they
relate to autonomous vehicles such as:


How concerned are people about information privacy and security with
autonomous vehicles?



What types of information are people most and least comfortable sharing?



For what purposes are people most comfortable sharing information?



With whom are people most comfortable sharing information?



How do people want their information secured?



How much control do people want over their information?

The questions used in the survey were developed to answer these questions. The final
survey that was distributed can be found in Appendix A.
One secondary objective of the survey was to gauge whether learning about the different
ways autonomous vehicles could use personal information would affect participants level
of concern about privacy and security. Though the survey did not give any definitive
information about how personal information would be used, many of the questions asked
about different types of information being employed for different purposes. A question
about how concerned respondents were about information privacy and security was asked
both at the beginning and end of the survey to evaluate whether learning more about the
topic through the survey would affect people’s level of concern.
The final survey contained three types of questions:


General questions about privacy and security preferences,



Demographic questions, and
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Subject personal vehicle background questions.

The general questions about privacy and security preferences were designed to address
the objectives stated above. Most questions asked whether participants would allow their
vehicle to use information a certain way or whether participants would like to have
control over the vehicle and how it uses their information. For example, one question
asked if participants would allow their vehicle to store personal information for three
different purposes while another asked if participants would like to be able to erase
sensitive information from their vehicle remotely. Many of the questions in this section
asked subjects to respond on a five-point Likert scale. The Likert scale was used to
develop binary and ordinal logistic regression models, which will be discussed later in
this chapter. Other questions were simple yes or no questions or multiple choice.
The next set of questions was a series of demographic questions. These questions are of
particular interest when it comes to product design and planning because different groups
may have different preferences about certain issues. Additionally, these questions could
be used to determine how representative the sample was of the population to check for
potential coverage bias.
The final set of questions was about participants’ use of personal vehicles.

These

included questions about whether participants possessed driver’s licenses, used cars as
their primary means of transportation, and owned a vehicle with advanced technological
features. All of these questions were important for analyzing results and determining
whether the test population would be in the market for an autonomous vehicle. For
example, a person who currently does not use a car as their primary means of
transportation will likely not be in the market for any type of vehicle in the near future,
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and a person who currently owns a car with lane-keeping features and automatic breaking
will have a much different perspective about autonomous vehicles.
The survey was completed by 154 respondents.

Data Analysis
Once the survey was distributed and completed, the data needed to be cleaned and
analyzed. This section will discuss how the data were cleaned and what methods were
used to analyze the data and draw conclusions.
Data Cleaning
Survey results were analyzed for three major indicators of error and one measure of
applicability: incompleteness, failed IMC, duration, and possession of a driver’s license.
Since all of the questions on the survey were required, there was a minimal number of
incomplete surveys. There were six incomplete surveys that had been open for long
periods of time but never finished. These six responses were removed.
Next, the answer sets of the respondents who failed the attention check were eliminated.
About mid-way through the general questions on the survey was an attention check,
which gave participants eight options of types of information they would want to erase
from their vehicle’s memory remotely but asked participants to only select “gender.”
There were 28 respondents who failed to select only “gender,” and these participants’
responses were removed from the data.
Based on the experimenter’s performance during self-testing, the survey could not be
completed thoughtfully in less than three minutes. There were 14 respondents who
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completed the survey in less than three minutes, and these response sets were removed
from the data. After removing responses for incompleteness, failed IMC, and duration,
there were 106 responses left for analysis.
Finally, for the survey results to be applicable to a population of potential autonomous
vehicle “drivers,” responses from unlicensed participants were removed.

Of the

remaining 106 responses, five participants did not possess a driver’s license so their
responses were removed from the data.
Analysis Methods
Once the data were cleaned, a variety of analysis methods were used to summarize the
results.
Descriptive Statistics
First, results from the survey were summarized in frequency graphs. This summarization
allowed for basic observation of responses and trends and was the most straightforward
way of performing a first-level evaluation of the answers to the questions of the survey.
Paired Sample T-Test
As previously mentioned, one of the objectives of the survey was to gauge whether
learning about the different ways autonomous vehicles could use personal information
would affect participants’ level of concern about privacy and security. To see if the
information contained in the survey increased subjects’ level of concern with regard to
personal and information privacy and security, a paired sample, upper-tailed t-test was
conducted on the level of concern as a function of before and after conditions. A second
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series of paired sample, upper-tailed t-tests was conducted to compare willingness share
PII versus willingness to share non-PII.
The paired sample t-test has four assumptions with the first assumption being that the
dependent variable is continuous (“Paired Sample T-Test,” n.d.). Both questions that
were evaluated through the paired sample t-test included responses on a five-point Likert
scale that was coded on a numerical scale.

Likert scales are frequently used to

approximate continuous variables (Pasta, 2009). The second assumption of independence
was met for both questions because the survey respondents were independent of one
another. The third and fourth assumptions are applicable to the specific data set being
analyzed, and these are described in more detail in the data analysis section of this thesis.
The paired sample t-test has two competing hypotheses: the null hypothesis (H0) and the
alternative hypothesis (H1). In these tests, the null hypothesis assumes that there is no
difference in response (H0: µd = 0) and the alternative hypothesis (for the upper-tailed
test) assumes that the difference in response is positive (H1: µd > 0) (“Paired Sample TTest,” n.d.). The difference, µd, was calculated by subtracting respondents’ answers on
one question from their answers on the other question and taking the average.
To conduct a paired sample, upper-tailed t-test, a test statistic is calculated for each
sample. The test statistic, t, is calculated according to the following formula:

𝑡=

𝑥̅𝑑𝑖𝑓𝑓 − 0
𝑠𝑥̅

Where
𝑥̅𝑑𝑖𝑓𝑓 = Sample mean of the differences
𝑠𝑥̅ = Estimated standard error of the mean
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Next, the probability of observing a difference at least as extreme as the t-statistic is
calculated using a standard t-distribution. If the probability (p-value) is less than 0.05,
the difference is greater than zero at least 95 percent of the time and the null hypothesis is
rejected (Frost, 2016).
Kruskal-Wallis Tests
Since this study could have implications for the design and marketing of autonomous
vehicles, it was also important to identify whether different groups had differing
responses to the survey questions. Kruskal-Wallis tests were conducted on the different
questions to test whether responses varied based on the different demographic and group
variables. For example, when asked, “Would you allow your vehicle to store credit card
information for quick payment of fuel?” a Kruskal-Wallis test could be used to determine
if there was there a difference in response between different age groups.
Kruskal-Wallis tests have three assumptions with the first being that the dependent
variables are ordinal or continuous. Since Likert scale data is ordinal, this assumption
was met for all of the relevant questions. The second assumption is that the independent
variable consists of two or more categorical, independent groups.

Demographic

information such as age, education, and income meet this assumption because they can be
divided into independent subgroups.

Finally, the Kruskal-Wallis test requires

independence of observations, meaning that participants cannot be in more than one
group. This assumption was met by study design because participants could not fall into
more than one subgroup (“Kruskal-Wallis H Test in SPSS Statistics,” n.d.).
In this H-test, the null hypothesis assumes that the mean ranks for the different groups are
the same and the alternative hypothesis is that the ranks are different. Unlike the t-test,
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the Kruskal-Wallis test examines the scale rather than an average response. First, data
are ranked from 1 to n, ignoring the subgroups that the data belong to. Next, the Hstatistic is calculated using the following formula:
𝑐

𝑇𝑗2
12
𝐻= [
∑ ] − 3(𝑛 + 1)
𝑛(𝑛 + 1)
𝑛𝑗
𝑗=1

Where
n = sum of sample sizes for all subgroups (total number of responses)
c = number of subgroups
Tj = sum of ranks in the jth subgroup
nj = size of the jth subgroup
Finally, the probability of observing the H-statistic is calculated using a standard Hdistribution. If the probability (p-value) is less than 0.05, there is a statistically different
distribution of responses between the different subgroups and the null hypothesis is
rejected (“Kruskal-Wallis H Test in SPSS Statistics,” n.d.).
Ordinal and Binomial Regression Models
The Kruskal-Wallis tests were used to show significant differences between groups;
however, these tests did not show what the differences were or which groups were more
likely to respond in which ways. To further explore these questions, ordinal and binomial
regression models were created to estimate the probabilities of different groups
responding in each way to a question. Continuing the previous example, the KruskalWallis test may have showed that different age groups responded differently to the
question about credit card information, but it did not show which age group is more likely
to allow this type of information to be stored. The regression model created for this
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question could show that the probability of a getting the response “definitely” increases
by 30 percent if the respondent is between 18 and 29 years of age.
Both binomial and ordinal regression models were tested on each question using different
combinations of responses with different combinations of demographic information.
Models were generated by first choosing the dependent variable to be ordinal or binomial
and then testing different combinations of responses. For example, in a question that
asked respondents to indicate their level of concern as ‘Not at all concerned,’ ‘Slightly
concerned,’ ‘Moderately concerned,’ and ‘Very concerned,’ four models were tested.
The first two models were ordinal, with three levels of dependent variable, and the
second two models were binomial, with two levels of dependent variable. Table 2 shows
how the responses were combined for the dependent variable in the four models.
Table 2. Combination of responses for ordinal and binomial regression models.

Model 1: Ordered
Level 0 Not at all concerned
Level 1 Slightly or Moderately concerned
Level 2 Very concerned
Model 2: Ordered
Not at all concerned or Slightly
Level 0 concerned
Level 1 Moderately concerned
Level 2 Very concerned
Model 3: Binary
Level 0 Not at all concerned
Level 1 Slightly, Moderately, or Very concerned
Model 4: Binary
Not at all concerned or Slightly
Level 0 Concerned
Level 1 Moderately or Very concerned
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For questions on a five point Likert scale, the dependent variable in the ordinal models
combined “definitely not” and “probably not” into Level 0, and “probably” and
“definitely” into Level 2. These two levels and the “maybe” level formed the three point
ordinal scale.
Models were generated using the commands “logit” and “ologit” in Stata software for
binary logistic regression and ordered logistic regression, respectively.

The binary

logistic regression model can be defined as:

𝑃(𝑦 = 1) =

𝑒 𝛽𝑖 𝑥𝑖
= 𝜆(𝛽𝑖 𝑥𝑖 )
1 + 𝑒𝛽𝑖 𝑥𝑖

Where P is the propensity score, or the probability of a Level 1 response as defined by
Table 2, β is a vector of coefficients estimated by maximizing the log-likelihood, and X is
a vector of the demographic characteristics (Greene & Hensher, 2009). The ordered
logistic regression model is defined similarly; however, the given probability is of a
response greater than Level 0 or Level 1 since responses are ordered on a three point
scale. The equation then becomes:

𝑃(𝑦𝑖 > 𝑗) =

𝑒 𝛽𝑗𝑥𝑗
1 + 𝑒 𝛽𝑗𝑥𝑗

, 𝑗 = 0,1, … 𝐽 − 1

Where J is the number of levels of the dependent variable (Greene & Hensher, 2009).
One important assumption that was made in generating the ordered logistic regression
models was the assumption of proportional odds.

This assumption states that the

coefficients describing the relationship between adjacent pairs of categories are the same.
In other words, the coefficient describing the relationship between Level 0 and Levels 1
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and 2 is the same as the coefficient describing the relationship between Level 1 and Level
2 (UCLA: Statistical Consulting Group, n.d.).
Within each model, independent variables (e.g., demographic information) were added
one at a time and examined for fit on a basis of odds ratio as well as P-value. If the odds
ratios were counterintuitive or too high or too low, the independent variable was removed
from the model.

Independent variables with P-values greater than 0.25 were also

removed to ensure variables had a statistically significant fit in the models Models were
generated for all survey questions, and the most notable and significant models are
presented in the results section of the thesis.
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Chapter 4
Survey Results
The results of the survey generated a baseline representation of public opinion
surrounding a variety of privacy and security issues related to autonomous vehicles. This
chapter presents those results providing a summary description of the subject pool and a
detailed discussion of the results of each survey question. Statistical analyses of the
results will follow in Chapter 5.

Respondent Information
Both demographic and driver-related information were collected from survey
respondents. Demographic information is important for identifying trends in the results
and drawing conclusions about the general population.
demographic information of the 101 survey respondents.
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Table 3 summarizes the

Table 3. Demographic breakdown of 101 survey respondents.

Demographic Characteristic
Female
Male
18-29
30-44
Age
Group
45-59
60 or older
Some high school
High school
graduate
Education
Some college
College graduate
Postgraduate
Less than $25,000
$25,000-$49,999
Income $50,000-$74,999
$75,000-$99,999
$100,000 or more
African American
Asian
Ethnicity Hispanic
White
Mixed
Gender

Percent of
Respondents
40%
60%
28%
54%
10%
8%
0%
21%
28%
43%
9%
19%
37%
22%
13%
10%
6%
10%
5%
78%
1%

Overall, survey respondents represented a diverse group in terms of gender, age,
education, and income.

While the percentages of each ethnicity were generally

representative of the United States population according to 2016 census information,
ethnicity was not considered in the data analysis due to the small cell sizes (United States
Census Bureau, 2016).
The following sections will present the results associated with the survey questions
related to behavior and preference as well as models that were generated to predict
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privacy preferences based on the demographic information above. In generating the
models, small subgroups within the subject pool were often combined due to lack of
representation. For example, when age was considered in the models, the ‘45-59’ age
group was combined with the ‘60 or older’ age group due to there being far fewer
subjects in these subgroups than the other age subgroups. Table 4 shows the groupings
that were used in generating logistic regression models and how many subjects fell into
each subgroup.
Table 4. Demographic subgroups used for regression models.

Age

Number of Respondents

18-30

28

30-45

55

45+

18

Education

Number of Respondents

High school
graduate

21

Some college

28

College graduate

52

Income

Number of Respondents

<$25,000

19

$25,000-$49,999

37

$50,000-$74,999

22

$75,000+

23
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For age, the ‘45-59’ and ‘60 or older’ subgroups were combined. For education, the
‘college graduate’ and ‘postgraduate’ subgroups were combined.

For income, the

‘$75,000-$99,999’ and ‘$100,000 or more’ subgroups were combined.
One important bias related to the demographic information of respondents is coverage
bias related to respondent age. While it was shown that the demographics of MTurk
users are representative of the population, it is necessary to consider other characteristics
of the users. It is hypothesized that the 18 percent of respondents age 45 years or older
does not accurately represent the population of people these ages due to the nature of
MTurk’s purpose and use. Older users of MTurk are likely more trusting of technology
and technologically savvy than the average person in that age group given the fact that
they are registered for an internet-based workforce and likely to complete many tasks
each day for different requestors. This coverage bias will be considered in the following
sections when trends among age groups are identified.
In addition to demographic information, driver information was also collected. This
information was collected for multiple reasons including: to clean the data (unlicensed
respondents were removed from the study), to give a general idea of respondents driving
and car-related backgrounds, and to identify respondents who were already familiar with
smart-car features such as lane-keeping or automatic braking. Respondents were asked
four questions in this section; the results of which are summarized below.
First, respondents were asked if they currently held a driver’s license. As mentioned in
the methodology section, five respondents were removed from the study for not holding a
current of valid license.
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Second, respondents were asked if they use a car as their primary means of
transportation. Ninety-seven respondents answered ‘yes’ while only four respondents
answered ‘no.’ All respondents were kept in the study, but this question was not used to
draw conclusions about drivers who do or do not use a car as their primary means of
transportation due to the small number of respondents who do not.
Third, respondents were asked if they currently owned a vehicle with any advanced
technological features. Sixteen respondents answered ‘yes’ while 85 answered ‘no.’
Again, this question was not used to draw conclusions about drivers who were familiar
with smart-vehicles.
Finally, respondents were asked to rank their top three priorities when purchasing a
vehicle, from a list that had the following choices:
economy, performance, size, and technology.

safety, cost, appearance, fuel

Figure 4 shows the responses to this

question. A majority of respondents (76 percent) listed cost or safety as their number one
priority. Safety, cost, and fuel economy were the most common number two priority.
Only 7 respondents listed technology as one of their top three priorities when purchasing
a vehicle and among the 16 respondents who already own vehicles with advanced
technology features, 13 still listed safety and cost as their top two priorities. These
preferences are likely to have implications on how autonomous vehicles should be
marketed in the future.

36

Number of Respondents

50
45
40
35
30
25
20
15
10
5
0

Vehicle Characteristic
First Priority

Second Priority

Third Priority

Figure 4. Top 3 priorities when purchasing a vehicle (N=101).

The following sections present the results of each of the behavior and preference survey
questions as well as any associated models or statistics.

Level of Concern about Personal and Information Privacy when
Purchasing an Autonomous Vehicle
The primary objective of the survey was to determine whether or not concern over
privacy would be a barrier when it comes to purchasing autonomous vehicles.
Respondents were asked, “How concerned would you be about personal information/
privacy when purchasing an autonomous vehicle?” at both the beginning and end of the
survey. Figure 5 shows the distribution of responses at the start of the survey and the
completion of the survey. The answer choices on this question ranged from ‘Not at all
concerned’ to ‘Very concerned’ but also included a choice for people who were unsure.
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Only one survey respondent indicated that they were unsure of their concern so this result
was removed from the analysis of this question and the remaining 100 responses were
analyzed.

Before

15%

After

30%

27%

0%

10%

Very Concerned

34%

21%

29%

20%

30%

34%

40%
50%
60%
Percentage of Respondents

Moderately Concerned

70%

Slightly Concerned

10%

80%

90%

100%

Not At All Concerned

Figure 5. Level of concern about personal and information privacy when purchasing an autonomous vehicle before
and after the survey (N=100).

At the start of the survey, 21 percent of the respondents were not at all concerned while
79 percent showed some level of concern. Forty-five percent of the respondents were
moderately or very concerned about privacy.

After completing the survey, just 10

percent remained not at all concerned. Of the 100 respondents to this question, 32
respondents indicated a higher level of concern after completing the survey, 60
respondents did not change, and 8 respondents were less concerned.

38

Preferences about Use of Credit Card Information
Respondents were asked, “Would you allow your vehicle to store credit card information
for quick payment of…battery charging? parking? drive-through restaurant orders? fuel?
tolls?” Figure 6 shows the results of this question.

Charging

18%
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13%

38%

24%

DriveThru

21%
36%

Fuel
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17%
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10%
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29%
25%

20%

17%

17%

34%

30%

40%
50%
60%
70%
Percentage of Respondents

Probably Not

Maybe

9%

19%

27%

14%

20%

23%

Probably

8%

20%

3%

26%

11%

24%

12%

80%

90%

100%

Definitely

Figure 6. Storage of credit card information for different purposes (N=101).

Between 23 and 37 percent of the respondents said they would probably or definitely
store credit card information for faster payment with over 30 percent saying they would
store information for charging, fuel, and tolls. Alternatively, between 30 and 45 percent
of participants responded definitely or probably not to storage of credit card information
for charging, parking, fuel, and tolls. Subjects responded most negatively to storing
credit card information for drive-thru purchases with 61 percent responding definitely or
probably not.
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Preferences about Personally and Non-Personally Identifying
Information
Subjects were asked two different questions relating to PII and non-PII. These questions
sought to identify for what purposes people would share personal information and with
whom people would share personal information. The first question asked, “Would you
allow your car to store personal information for…driver statistics? research purposes?
emergency situations?” Respondents were asked to answer for both PII and non-PII.
Figure 7 and Figure 8 show the answers for PII and non-PII, respectively.
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Figure 7. Willingness to share PII for different purposes (N=101).
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Figure 8. Willingness to share non-PII for different purposes (N=101).

In general, respondents were significantly less willing to share PII than non-PII. Nearly
60 percent of the respondents said they would definitely not share PII for research or
driver statistics, while only about 20 percent said they would definitely not share non-PII
for these purposes. Alternatively, less than 15 percent of respondents said they would
probably or definitely share PII for research and driver statistics while nearly 50 percent
said they would probably or definitely share non-PII for these purposes. Overall, people
were more willing to share all types of information in emergency situations. Seventy-two
percent of the respondents said they would maybe, probably, or definitely share PII in
emergency situations, and 84 percent said they would maybe, probably, or definitely
share non-PII in emergencies.
Next, subjects were asked, "Would you allow the following groups to access your
personal information? Government? Marketers? Friends? Auto manufacturers? Insurance
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agencies?” Respondents again answered for both PII and non-PII, and the results are
shown in Figure 9 and Figure 10.

Government

46%

19%

Marketing

20%

13%

76%

Friends

16%

56%

Auto
Manufacturers

16%

53%

Insurance

40%

0%

10%

Definitely Not

20%

17%

30%

40%

Probably Not

Maybe

60%

11% 2%

18%
25%

50%

6% 1% 1%

15%

21%

3%

6% 2%

13%

70%

80%

Probably

6%

90%

100%

Definitely

Figure 9. Willingness to share PII with different groups (N=101).
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Figure 10. Willingness to share non-PII with different groups (N=101).
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As with the first question, people were generally more willing to share non-PII than PII.
Forty to sixty percent of the respondents said they would definitely not share PII with the
government (46 percent), friends (56 percent), auto-manufacturers (53 percent), or
insurance companies (40 percent), and 76 percent said they would definitely not share PII
with marketers. Less than 20 percent of the respondents would probably or definitely
share PII with any group with marketers standing out the most at 7 percent. While 40 to
60 percent would definitely not share PII, less than 30 percent said they would definitely
not share non-PII with the same groups. Again, people still did not want to share non-PII
with marketers with 42 percent saying they would definitely not share. People showed
the most willingness to share non-PII with friends and insurance companies with about
65 percent saying they would maybe, probably, or definitely share non-PII with them.

Preferences about Locational Privacy
The last type of privacy that was examined was locational privacy. Participants were
asked if they would purchase a vehicle that uses their location for different purposes
including automobile design improvements, urban planning studies, traffic studies,
geographic positioning system (GPS) improvements, or driver monitoring. The results
from this question are shown in Figure 11.
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Figure 11. Willingness to provide locational data (N=101).

For every type of locational data use, more than 50 percent of the respondents would
maybe, probably, or definitely purchase the vehicle.

More than 50 percent of the

respondents would probably or definitely purchase a vehicle that uses locational data for
GPS improvements (56 percent) or monitoring the driver (52 percent). Nearly 30 percent
would probably or definitely purchase a vehicle that uses locational data for automobile
design improvements (27 percent), urban planning (24 percent), or traffic studies (33
percent). Alternatively, between 30 and 40 percent would probably not or definitely not
purchase a vehicle that uses locational data for these same three purposes. Less than 20
percent responded that they would probably not or definitely not purchase a vehicle that
uses locational data for GPS improvements (19 percent) or monitoring the driver (15
percent).
Locational privacy was also examined by asking participants if they would like to be able
to remotely locate their car in different scenarios. They were asked, “Would you like to
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be able to remotely locate your car if…it is parked somewhere? it is stolen? somebody
else is driving it?” Results from this question are shown in Figure 12.

It is parked
somewhere

19%

81%

It is stolen 3%
Somebody
else is
driving it

97%

21%

0%

10%

79%

20%

30%

40%

50%

No

60%

70%

80%

90%

100%

Yes

Figure 12. Preference on capability to remotely locate vehicle (N=101).

In general, respondents would like the capability of locating their vehicles remotely.
About 80 percent of the respondents would like to be able to remotely locate their vehicle
if it is parked somewhere or if somebody else is driving it, and 97 percent would like to
be able to locate their car if it is stolen.

Preferences about Information Storage and Security
Following the questions about privacy, participants were asked about information
security in terms of storage preferences. First, participants were asked, “Would you
prefer to have sensitive information stored remotely (in the cloud) so it can be accessed
whenever you ‘log in/sign on’ to any connected vehicle or have the sensitive information
stored directly in the car’s hardware so it can only be accessed in that specific vehicle?”
Results of this question are shown in Figure 13.
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Stored in cloud
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Figure 13. Information storage preferences (N=101).

While 40 percent of the respondents do not want their sensitive information stored
anywhere, the remaining 60 percent were divided on where they would like information
stored. Twenty-three percent said they would prefer to have their information stored in
the cloud, 24 percent said they would prefer to have information stored in the vehicle’s
hardware, and 14 percent did not have a preference where their information was stored.
Participants were then asked about their level of control over information and whether or
not they would like to be able to remotely erase data from their vehicle if somebody else
(for example, a family member or friend) was driving it. Figure 14 summarizes the
results of that question.
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80%

Probably

90%

100%
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Figure 14. Ability to remotely delete data from vehicle (N=101).

Seventy-nine percent of the respondents would probably or definitely like to be able to
remotely erase personal information from their vehicle while only six percent would
probably or definitely not like this capability.
Next, participants were asked about security. More specifically, they were asked whether
they preferred the standard method of accessing vehicle systems, a car key, or whether
they preferred a passcode or a combination of the two. Figure 15 shows the results of this
question.

Sixty-six percent of respondents would prefer the added security of the

passcode in addition to the standard car key. Twenty percent of the respondents were
comfortable with just a car key, and fourteen percent of the respondents opted to use a
passcode instead of a car key.
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Figure 15. Preferred method of accessing vehicle systems (N=101),

The 81 respondents who answered “passcode and car key” or “passcode only” were then
asked to rank their preferred type of passcode. The options were a numerical passcode, a
thumbprint, an alphanumeric password, or a password and a passcode. Figure 16 shows
the number of respondents who ranked each option as the first, second, third, or least
preferred method.

48

40

Number of Respondents

35
30
25
20
15
10
5
0
Passcode

Thumbprint

First Choice

Second Choice

Password
Third Choice

Password and Code
Last Choice

Figure 16. Preferred passcode type (N=81).

Thumbprint was the most common first choice with 28 out of 81 respondents selecting it
as their top choice. Numerical passcode was the second most common choice with 25
respondents selecting it. Passcode and password were the most common second choices
with 28 and 22 respondents selecting those options, respectively. Password and code was
the most common last choice with 32 respondents selecting it as their least preferred
method of accessing vehicle systems.

Preferences on Remote Control of Vehicles
The final two questions of the survey sought opinions on remote access to vehicle control
systems. The first question asked respondents whether they would like to be able to
remotely lock and unlock their vehicles. Figure 17 summarizes the responses to this
question. Seventy-one respondents answered that they would like to be able to remotely
lock and unlock their vehicle while sixteen responded they would not like this capability.
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Figure 17. Preference on capability to remotely lock or unlock vehicle (N=101).

Finally, subjects were asked if they would like to be able to control their vehicles
destination for different purposes including picking up children or elderly, parking at a
remote location, coming home if somebody else has taken it somewhere, and picking you
up somewhere.

Pick up children/elderly
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Figure 18. Preferences about remote control of vehicle destination (N=101),
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Subjects responded most positively towards controlling the vehicle to come home if
somebody else had taken it and to come pick them up if they are out somewhere with 80
percent and 78 percent responding yes, respectively. Subjects were a little less sure about
sending the vehicle to park at a remote location with 62 percent saying they would like to
do that and 38 percent saying they would not. Nearly half of the respondents replied that
they would like to send the car to pick up children or elderly (49 percent) while 51
percent responded that they would not like to send their vehicle to pick up children and
elderly.
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Chapter 5
Discussion and Analysis
This survey asked a variety of questions about information privacy and security issues
related to autonomous vehicles with the primary goals to develop a baseline of public
opinion on these issues and determine whether privacy could be a significant barrier to
the acceptance of autonomous vehicles in society. The following analyses and discussion
will focus on responding to these two goals and discussing the implications of the results.

Privacy as a Concern
One of the primary objectives of this research was to determine whether privacy was a
concern people have about autonomous vehicles and whether it could be a potential
barrier to people purchasing these vehicles. The question, “How concerned would you be
about personal/information privacy when purchasing an autonomous vehicle?” was asked
at the beginning and end of the survey, and a paired sample, upper-tailed t-test was
conducted to compare results before and after the survey. The level of concern was
coded on a scale of zero to three with zero being not at all concerned and three being very
concerned. The null hypothesis (H0) assumed that the difference (µd) in level of concern
after the survey and before the survey was equal to zero and the alternative hypothesis
(H1) assumed that the difference (µd) was greater than zero.
The first two assumptions of continuous dependent variable and independence were both
met, as described in the methodology section of this thesis. The assumption of normality
was met through visual inspection of the data and use of the central limit theorem. The
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data were approximately bell shaped and the sample size (N=100) was greater than 30.
Finally, the assumption that the dependent variable did not contain any outliers was met
because the single answer “Not Sure” was removed from the data for this analysis.
The paired sample t-test compared the mean of initial level of concern (1.3900) with the
mean of final level of concern (1.7300) and resulted in a T-value of -4.21 and a P-value
of less than 0.001. Since the P-value was less than 0.001, the null hypothesis was
rejected and the alternative hypothesis was accepted. This test indicates that there was a
significant increase in level of concern before and after the survey.
The results from this analysis alone indicate that people were already fairly concerned
about privacy prior to taking this survey and that an increased awareness about ways in
which personal information may be used by autonomous vehicles has the potential to
cause even more concern. As the literature review pointed out, close to 20 years ago
privacy concerns were already causing extreme losses in online retail sales. Many of the
questions in this survey contained wording similar to, “Would you buy a car that…” and
for every question there were plenty of “definitely not” and “probably not” responses.
While it is difficult to draw conclusions about whether these opinions will persist over
time, this study indicates that privacy concerns could play an important role in people’s
decisions regarding the purchase of an autonomous vehicle.

Locational Privacy
Preferences about locational privacy were very different from the findings presented in
the literature review from 2014. In the 2014 survey, 64 percent of the respondents were
very or moderately concerned about location and destination tracking (Schoettle & Sivak,
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2014). The results from the current survey suggest a fairly noteworthy change in this
opinion with only 15 to 37 percent of respondents indicating that they would definitely
not or probably not purchase a vehicle that tracked their location. This change in opinion
may be attributable to the increase in the collection of locational data by smartphones,
which today ask for location sharing in many of their applications.
One notable result from the locational tracking question was that respondents were the
least concerned with locational tracking for the purpose of monitoring the driver. It is
hypothesized that the phrasing of the question led respondents to believe that a driver
other than themselves was being tracked, and that participants would like the ability to
track other people (e.g., children who are licensed drivers) in their vehicle. This is
reiterated by the fact that 79 percent of respondents would like to be able to remotely
locate their vehicle if somebody else is driving it. Therefore, this response likely does
not capture sentiment about the surveillance of participants themselves by the
government or police, which was the intent of this question.

Type of Personal Information
Consistent with existing literature, people’s willingness to share personal information
varies significantly based on whether the information is low or high-privacy. Table 5
compares the percentage of “Definitely Not” responses and “Definitely” responses to the
questions of for what purpose and with whom participants would share PII vs. non-PII.
The table does not include emergency situations due to the fact that respondents were
generally likely to share both types of information. The percentage of respondents who
would definitely not share personal information decreased by an average of 29 percent
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for non-PII as opposed to PII and the percentage of respondents who would definitely
share personal information increased an average of 15 percent for non-PII versus PII.
Table 5. Comparison of willingness to share PII versus non-PII.

For What/Who
Research
Driver Statistics
Government
Marketing
Friends
Auto
Manufacturers
Insurance

Would Definitely Not
Share
PII Non-PII Difference
59%
20%
39%
58%
22%
36%
46%
29%
17%
76%
40%
36%
56%
24%
32%
53%
40%

27%
21%
Average

Would Definitely Share
PII Non-PII Difference
1%
17%
16%
4%
18%
14%
3%
16%
13%
1%
10%
9%
2%
28%
26%

26% 2%
19% 6%
29%

15%
20%
Average

13%
14%
15%

In addition to the comparisons made in Table 5, two sample t-tests were also conducted
on the responses to the these questions to compare whether there was a significant
difference in people’s willingness to share PII versus non-PII. As with the two sample ttest conducted on level of concern, the four assumptions for this test were met for the
same reasons previously stated. Responses on the 5-point Likert scale were coded from 2 (Definitely Not) to 2 (Definitely) and the mean value of the responses for PII and nonPII were compared in the test. Table 6 shows the results of the two sample t-tests with
the mean response for PII and non-PII in columns two and three, respectively. All of the
p-values were less than 0.001 indicating that there was a significant difference in the
mean response for PII and non-PII and the alternative hypothesis that people were less
willing to share PII was accepted in each test.
observations made in Table 5.
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These tests further confirmed the

Table 6. Two sample t-test results comparing willingness to share PII versus non-PII for different purposes or with
different entities.

For What/Who
Research
Driver Statistics
Government
Marketing
Friends
Auto Manufacturers
Insurance

µPII
-1.307
-1.180
-0.910
-1.653
-1.140
-1.180
-0.710

µNPII
0.100
0.030
-0.170
-0.630
0.140
-0.200
0.030

T-Value P-Value
-8.380
<0.001
-6.670
<0.001
-3.950
<0.001
-6.500
<0.001
-6.670
<0.001
-5.610
<0.001
-3.920
<0.001

Use of Personal Information
The literature review showed that people were very concerned about how companies
were using their personal information and respondents desired more control over who can
access information about them and what these entities do with this information. In
general, the results of this survey confirmed that people’s level of comfort sharing
information varied based on who was collecting the data and what the data were being
used for.
Similar to the literature review, people were the least willing to share information with
marketers, which is likely due to the growing presence of advertising in smartphone
applications and on the web.

Despite the increasing lack of confidence in the

government, there was no indication that people are significantly less willing to share
information with the government than other entities. However, the literature review
showed that people were considerably more trusting of the government with their
personal information while the current survey results indicate the gap between trust in the
government and other entities is shrinking.

56

When it comes to the purpose of collecting personal information, people were naturally
more inclined to share personal information in emergency situations than for research or
driver statistics. However, 29 and 17 percent of respondents still responded that they
would definitely or probably not share PII and non-PII in emergency situations,
respectively. These numbers are surprising considering present day involvement of law
enforcement in emergency situations would likely already require collection of both PII
and non-PII at the scene. Only three uses of personal information were investigated so
conclusions cannot be drawn about whether the use itself makes a difference in
willingness to share information. Response about emergency situations was significantly
different than research and driver statistics, but responses about the latter two were nearly
identical. It is predicted that people care more about who is collecting the information
than what they are using it for because people have varying levels of trust in different
entities, but the use of the information after it has already been collected may not make a
big difference.

Responses by Demographic Group
In examining whether different groups had different preferences and what those different
preferences were, the Kruskal-Wallis test was performed and logistic regression models
were generated and tested on each question. This section will first present the results of
the Kruskal-Wallis tests and the most significant models and then discuss the overall
trends found among the different groups.
First, the Kruskal-Wallis test was used to determine if there were statistically significant
differences between the subgroups of demographic groups. This test was performed on
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all questions for age, gender, education, and income and returned p-values indicating the
probability that the subgroups within each demographic grouping responded differently
from one another. Table 7 shows the p-values returned for all questions with highlighted
p-values less than 0.05 (dark blue), between 0.05 and 0.1 (medium blue), and between 0.1
and 0.2 (light blue). Values less than 0.05 were considered statistically significant and
the other values were noted so they could be used when generating logistic regression
models in the next step.
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Table 7. Kruskal-Wallis test p-values.

Question
Level of Concern 1
Level of Concern 2
Credit Card for Toll
Credit Card for Fuel
Credit Card for Drive-Thru
Credit Card for Parking
Credit Card for Charging
PII for Driver Statistics
PII for Research
PII for Emergencies
Non-PII for Driver Statistics
Non-PII for Research
Non-PII for Emergencies
PII for Insurance Companies
PII for Auto Manufacturers
PII for Friends
PII for Marketers
PII for Government
Non-PII for Insurance Companies
Non-PII for Auto Manufacturers
Non-PII for Friends
Non-PII for Marketers
Non-PII for Government
Remotely Erase
Location for Monitoring Driver
Location for GPS Improvements
Location for Traffic Studies
Location for Urban Planning
Location for Automobile Design
Control Destination for Picking up
Children/Elderly
Control Destination for Parking
Remotely
Control Destination to Come Home
Control Destination to Pick Up
Somewhere

59

Age
Gender Education Income
0.7562 0.2066
0.712 0.9806
0.9777 0.2344
0.4737 0.9249
0.8368 0.7945
0.6842
0.411
0.5815 0.9583
0.4193 0.4079
0.8732 0.9473
0.6047 0.2317
0.8854 0.6643
0.6424 0.5243
0.7 0.6744
0.5826 0.7141
0.9703 0.9612
0.3192 0.0805
0.9085 0.9892
0.1996 0.0816
0.5931 0.6393
0.62
0.157
0.2108
0.989
0.1389
0.171
0.2483 0.4008
0.0713 0.2803
0.4175 0.1364
0.4925 0.3469
0.7366 0.6269
0.6021 0.6142
0.5299 0.8622
0.271 0.4089
0.7733 0.5072
0.0732 0.0854
0.9422 0.6418
0.0806 0.4837
0.5934 0.7865
0.4677 0.5769
0.0745 0.6171
0.14
0.196
0.0489 0.9952
0.0616 0.1512
0.5144
0.494
0.2341 0.2015
0.9414 0.5738
0.371 0.5071
0.269 0.5117
0.3606 0.4794
0.839 0.3557
0.6003 0.3422
0.0838 0.4617
0.5834 0.4935
0.3338

0.964

0.4171

0.9287

0.2654
0.2826
0.3697

0.7919
0.7258
0.5095

0.0375
0.0127
0.0265

0.4867
0.1653
0.3762

0.9279

0.2323

0.6966

0.2891

0.4647

0.7389

0.6198

0.4352

0.8878

0.2802

0.9955

0.7782

0.7787

0.6518

0.3428

0.896

Next, logistic regression models were formulated on each question. A binomial logistic
regression model was generated on level of concern using two levels of the dependent
variable.

‘Not at all concerned’ and ‘Slightly concerned’ were combined and

‘Moderately concerned’ and ‘Very concerned’ were combined. Gender was found to be a
good predictor of level of concern questions both before and after the survey and
education was found to be a good predictor of the level of concern after the survey. The
results of the models are presented in Table 8 and Table 9, where “loc1” and “loc2”
represent the level of concern before and after the survey, respectively, male is an
indicator variable for male respondents, and education is coded as presented in the
methodology section.
Table 8. Binomial regression model results for level of concern prior to the survey.

Logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-67.803292

loc1 Odds Ratio Std. Err.
z
male
0.5559846 0.230495 -1.4
_cons
1.166667 0.374743 0.48

=
=
=
=

100
2.02
0.1551
0.0147

P>z
[95% Conf.Interval]
0.157 0.246706 1.25298
0.631 0.621633 2.18957

Table 9. Binomial regression model results for level of concern after the survey.

Logistic regression

Log likelihood =

Number of obs
LR chi2(2)
Prob > chi2
Pseudo R2

-66.198672

loc2 Odds Ratio Std. Err.
z
male
0.484363 0.207983 -1.7
education
0.7037687 0.18676 -1.3
_cons
4.528245 3.245875 2.11
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=
=
=
=

100
4.79
0.0912
0.0349

P > |z|
[95% Conf.Interval]
0.091 0.20877 1.12376
0.186 0.418356 1.1839
0.035 1.111177 18.4534

These models indicate that males are about 50 percent less likely to be moderately or
very concerned as opposed to not at all concerned or slightly concerned. Additionally,
after taking the survey, those with higher education were about 30 percent less likely to
be concerned.
The next set of salient models came from the questions about PII and non-PII. Ordinal
logistic regression models were generated on the individual parts of these questions, and
several models provided good fits for the data. Models were created to predict response
to the questions about driver statistics, research, and emergency situation purposes as
well as personally identifying information for government and friends and non-personally
identifying information for insurance agencies. Complete output from these models can
be found in Appendix B, and a summary of the models is presented below.
Income, age, and education were found to be good predictors of response to many of the
questions posed above. In general, respondents of higher income and education and older
age were found to be more likely to share both personally identifying and non-personally
identifying information. For a one unit increase in the income category, the average odds
of a “definitely” or “probably” response as opposed to “maybe,” “probably not,” and
“definitely not,” were 1.33 times more likely with regard to sharing personally
identifying information for driver statistics and research purposes and non-personally
identifying information for driver statistics. Likewise, for a one unit increase in the age
category, the odds of a “definitely” or “probably” were an average of 1.53 times more
likely with regard to sharing personally identifying information for emergency situations
and with the government and sharing non-personally identifying information in
emergency situations, for driver statistics, and with insurance agencies. Finally,
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education was found to be a good predictor of willingness to share personally identifying
information in emergency situations and non-personally identifying information for
driver statistics with a one unit increase in the education category indicating the average
odds of a “definitely” or “probably” 1.40 times that of a “maybe,” “probably not,” or
“definitely not.”
Next, models were generated for the question about sharing locational data for all five
uses of locational information. Education was found to be a good predictor of response in
four of the five models (except for urban planning). The complete models can be found
in Appendix C. The odds ratio for education was similar in all four models with an
average value of 1.51 indicating that for a one unit increase in the education category, the
odds of an answer of “definitely” or “probably” as opposed to “maybe,” “probably not,”
and “definitely not,” are roughly one and a half times greater. Income was found to be a
good predictor of willingness to share location for urban planning with willingness to
share increasing with income. Age was found to be a good predictor of willingness to
share location for automobile design improvements with increase in age predicting more
willingness to share.
The last significant model that was generated was related to the question about remotely
controlling the destination of a vehicle to pick up children and elderly. This model,
shown in Table 10, indicates that males are 1.88 times more likely to respond “yes” to
sending the vehicle to pick up children and elderly and that for a one unit increase in
income, the odds of a “yes” response are 1.77 times greater.
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Table 10. Binomial regression model results of willingness to send vehicle to pick up children or elderly.

Logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-68.997297

loc1 Odds Ratio Std. Err.
male
1.767857 0.7293
_cons
0.666667 0.21517

z
1.38
-1.26

=
=
=
=

101
1.93
0.1645
0.0138

P>z
[95% Conf. Interval]
0.167 0.7875859 3.96823
0.209 0.3541479 1.25497

A summary of the findings for each group is presented below.
Gender
Gender was not found to be significant in the Kruskal-Wallis tests and was only found to
be a good predictor of response for level of concern and for sending a vehicle to pick up
children and elderly. On these two questions, males were much less concerned about
both privacy and sending the vehicle to pick up family. It is expected that men will have
differing opinions than women on certain issues especially on topics that may be
particularly sensitive to women such as child safety.
Age
As discussed in the methodology section, there is likely a coverage bias present related to
the trends found for age. Most of the models found that an increase in age increased the
odds of a less concerned response. This is counterintuitive because older cohorts tend to
be less comfortable adopting new technologies (Smith, 2014). It is likely that the older
respondents to this survey are more comfortable with technology than the typical person
their age due to the fact that they are registered workers on MTurk and frequently
perform internet-based work.
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Income
Income fit into many of the models, indicating increased odds of a less concerned
response with an increase in income. To ensure that this was not a reflection of the
coverage bias in age, the age groups and income groups were cross tabulated. Table 11
shows that the highest income groups are not primarily made up of the oldest age group
so the models that use income as an independent variable should not be reflecting the
same bias that is present with age.
Table 11. Cross tabulation results of income and age distribution among survey respondents.

Age
18-29
29-45
45+

Less than $25,000
5
7
7

Income
$25,000-$49,999 $50,000-$74,999
15
4
19
17
3
1

$75,000+
4
12
7

While little recent literature was found to support or explain this trend, a review of
surveys conducted between 1936 and 1984 found that people of higher socio-economic
status are less concerned and threatened by new technologies and that higher-income
respondents were less concerned over privacy issues.

This same study found that

Republicans and conservatives as well as business and government elites were less
concerned about privacy issues (Friedewald & Pohoryles, 2016). All of these groups
were likely related at the time of these surveys since higher income citizens were more
likely to be Republicans and members of business or government elites (Vo, 2012).
These findings support the likeliness of income being a true predictor of lower levels of
privacy concerns. One potential explanation for this trend could be that wealthier people
likely own a greater quantity of technological devices than lower income people and have
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likely owned them for a longer period of time. This increased exposure to technology
could lead to a greater level of comfort with and trust in the devices. Additionally, it has
been found that high-income individuals have a higher degree of trust in the government
and other systems that reliably improve their wealth than low-income individuals (Below,
2017). This could be another possible explanation of why higher income individuals are
more likely to share information.
Education
The Kruskal-Wallis tests indicated significant differences among education subgroups.
Education was found to be a good fit in a couple of the models that were created. In
those models, higher education indicated an increased odds ratio of being less concerned.
It is hypothesized that these effects may be a result of individuals with more education
placing a greater value in research and development. Thus, those with a higher education
level would be more willing to share data if it will help research efforts or the
development of improvements to society and would see these things as a more positive
outcome than less educated individuals.
Effects of Sample Size
One important thing to note in analyzing the results of this research in terms of the
different demographic groups is that the small sample size limits the stability of the
regression models. Table 4 in the results section of the thesis listed the cell sizes used in
generating the regression models. In general, most of the demographic groups had 15 to
30 respondents. In generating logistic regression models, the minimum recommended
cell size is 10 respondents (Hosmer, Jr., Lemeshow, & Sturdivant, 2013) but 20 to 30 is
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recommended when possible (LeBlanc & Fitzgerald, 2000). Unfortunately, the sample
size of this survey did not always allow for cell sizes of ten. To illustrate this, Table 12
shows a breakdown of responses by age to the question about willingness to share nonPII for research purposes.
Table 12 Cross tabulation of willingness to share non-PII for research purposes broken down by respondent age
group.

Definitely & Probably Not
Maybe
Probably & Definitely
Total

18-29
8
8
12
28

Age Group
30-44
22
11
22
55

45+
3
3
12
18

The totals in the bottom row of this table match those in Table 4, with 28 respondents age
18-29, 55 respondents age 30-44, and 18 respondents age 45 and older. An ordered
logistic regression model for this question would have analyzed responses on the three
levels in the left column of this table with cell sizes ranging from 3 to 22. Four of the cell
sizes were smaller than the minimum recommended ten respondents. As demonstrated
by this illustration, many of the models generated in this thesis may not accurately
describe trends within certain demographic groups due to small cell sizes.
Recommendations for addressing this limitation are made in the conclusion section of the
thesis.
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Chapter 6
Implications and Suggestions
The findings of this study could have important implications for the development and
marketing of autonomous vehicles as well as for policy formation surrounding privacy
rights. This study showed that people are likely to be sensitive about which types of
information are collected about them and whom this information is shared with. To
alieviate concerns about these issues, some serious thought should be given into how
personal information is stored and how people are given control over their information.
Some considerations for automakers or policymakers include:


Storing PII and non-PII separately: Separation of personally and non-personally
identifying information will be important to users so that when personal
information is distributed to third-parties, PII and non-PII do not have to be
distributed together. PII could also have more protections placed on it both from
a programmed, data-security standpoint and from a user standpoint with
additional password protections.



Asking permissions and/or regulating the distribution of driver data: To help get
the public more comfortable with data collection, drivers should feel protected
from privacy invasion and having their information shared without their consent.
This could open the door for discussions on privacy policy and whether there
should be laws in place to protect user privacy and require that vehicles ask for
specific permissions prior to storing or distributing data. Additionally, rather than
having large, all-encompassing user-agreements at the beginning of vehicle use,
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individual permission could be requested for different types of data collection and
different instances of sharing.


Having transparency about data collection practices and partnerships: Since users
have been shown to have different opinions about different types of data
collection and different entities gaining access to their data, the public should be
made aware about what types of data are being collected about them and who the
vehicle is allowing access to these data. Additionally, studies have shown that
providing good information may have a positive influence on acceptance of
controversial practices (Charnley & Engelbert, 2005). Transparency about what
data are used for and whom the vehicle will be sharing it with could lead to
increased trust because it takes away the unease that may be associated with not
knowing who has access to personal information and what they are collecting it
for.



Educating the public about the positive impacts of data collection on research and
other improvements: Similar to providing information about partnerships and
data collection practices, education about how data are protected by companies
and how these data help companies make decisions could make the public more
comfortable sharing their information. In many cases, data collection will be
aiding efforts to improve people’s day-to-day lives and their autonomous vehicle
experiences and knowing these positive impacts could make people more willing
to share.



Educating the public about how to protect themselves in the digital world: People
should not feel at risk about having certain groups gain access to their sensitive
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information.

Providing the public with education about cyber security and

avoiding cyber threats will not only help the public protect themselves but also
allow them to have greater trust in companies when they do choose to provide
information.
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Chapter 7
Conclusions
As automakers work to further develop autonomous vehicles and prepare for public
release in coming years, they will have to make decisions about the collection, use, and
protection of users’ personal information. The primary purpose of this thesis was to
investigate what types of information people would be comfortable with their vehicles
collecting and storing, with whom they would be comfortable sharing this information,
and for what purposes they would be comfortable having their information used for. The
thesis also sought to determine if privacy concerns would be a barrier to people’s
decisions to purchase an autonomous vehicle and what type of control people would like
to have over the vehicle and its functions related to privacy. A survey of 154 United
States residents was conducted through MTurk to investigate opinion regarding these
questions and model trends within the population.
The findings of this study indicate that there is concern over information privacy in
autonomous vehicles.

On many of the survey questions, more than half of the

respondents said that they would not purchase a vehicle that used their personal
information in a certain way. People showed the most comfort sharing non-PII and
locational information but the least comfort with sharing PII. People were the least
willing to share information with marketers and the most willing to share information in
emergency situations. Generally, people did not want to share PII regardless of who was
collecting it or what it was being used for.

However, people did show varying

willingness to share non-PII depending on who was collecting it or what it was being
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used for. Income and education were the most consistent predictors of response to
privacy questions with higher income or more educated respondents being more likely to
respond in favor of sharing personal information. Automakers should consider all of
these privacy preferences when designing vehicle systems and partnering with external
entities that may want access to people’s personal information.
In terms of information security, more than a third of the respondents indicated that they
would not like their vehicle to have personal information stored in the vehicle’s hardware
or on the cloud, and about half of the respondents were divided between storing
information in the hardware or the cloud. Respondents indicated that they would like
control over their data in terms of being able to remotely erase data, and many were
concerned about security indicating they would like passcode and thumbprint protection.
In 2017, there were over 1,000 recorded data breaches with over 171 million records
exposed across the banking, business, education, government, and medical fields
(Identity Theft Resource Center, 2017). It is clear that cybersecurity is already an issue
for companies, and it will likely become equally important in the auto industry when
autonomous vehicles join the web of connected devices and open the door for hackers.
Automakers will need to determine how people’s information is stored and linked, as
well as how it will be protected and whether people will be able to control their
information after it has been collected.
Though this was only a preliminary investigation of public opinion regarding
autonomous vehicle privacy and security issues, these baseline data should allow
automakers and policymakers to begin developing strategies to mitigate concerns and
improve data security. The results of this study led to the following recommendations:
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PII and non-PII should be stored separately,



Automakers should ask drivers for permission prior to distributing driver data
and/or policy should regulate distribution of driver data to protect drivers’
privacy,



Automakers should maintain transparency about their data collection practices
and partnerships,



Education should be made available to the public about how to protect themselves
in the digital world, and



Education should be made available to the public about the positive impacts of
data collection on research and other improvements

It is recommended that further research be done to develop a broader view of public
opinion on this topic. Other types of data collection can be used, such as focus groups,
mailings, or telephone interviews, to avoid the coverage bias that may be present due to
the nature of MTurk users. The small sample size used in this research (N=101) seriously
limits the applicability of the results to describing the actual population. In general, there
were between 15 and 30 respondents in each demographic group; however, when the
demographic groups were broken down by response to individual questions, there were
few respondents in each group which doesn’t provide for reliability in models. It is
recommended that future research use much larger sample sizes to allow the development
of more detailed and accurate models about different demographic measures. Additional
information about the different demographic groups will be useful for directing the
education efforts mentioned above and marketing autonomous vehicles to an uncertain
population.
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Appendix A
Autonomous Vehicle Survey
Smart cars can perform a wide variety of services for their operators. To gain greater insight into motorists’ thoughts and
concerns about these new technologies, we're interested in your opinion regarding ownership of fully connected/fully
autonomous vehicles and the services these vehicles can provide.
You will be asked 14 questions regarding ownership of fully connected/fully autonomous vehicles followed by a series of
demographic questions.

Q1 How concerned would you be about personal/information privacy when purchasing an autonomous vehicle?

o Very Concerned
o Moderately Concerned
o Slightly Concerned
o Not At All Concerned
o Not Sure
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Page Break
Q2 Would you allow your vehicle to store credit card information for quick payment of...
Definitely Not

Probably not

Maybe

Probably

Definitely

Tolls

o

o

o

o

o

Fuel

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

Drive-through
restaurant
orders

Parking

Battery
charging (for
all electric
vehicles)
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The following two questions will ask about your privacy preferences for two types of information, personally identifying
information (PII) and non-personally identifying information (non-PII)

Q3 Would you allow your car to store personal information for...
Please select answers for both PII and Non-PII
PII (e.g. Name, SSN, Address)
Definitely
Not
National
driver
statistics
Research
purposes
Emergency
situations

Probably
Not

Maybe

Non-PII (e.g. Age, Race, Gender)
Probably

Definitely

Definitely
Not

Probably
Not

Maybe

Probably

Definitely

o

o

o

o

o

o

o

o

o

o

o
o

o
o

o
o

o
o

o
o

o
o

o
o

o
o

o
o

o
o
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Q4 Would you allow the following groups to access your personal information for...
Please select answers for both PII and Non-PII
PII (e.g. Name, SSN, Address)
Definitely
Not
Insurance
Companies
Vehicle
Manufacturers
Friends
Marketing
Companies
Government

o
o
o
o
o

Probably
Not

o
o
o
o
o

Maybe

o
o
o
o
o

Non-PII (e.g. Age, Race, Gender)
Probably

o
o
o
o
o

Definitely

o
o
o
o
o
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Definitely
Not

o
o
o
o
o

Probably
Not

o
o
o
o
o

Maybe

o
o
o
o
o

Probably

o
o
o
o
o

Definitely

o
o
o
o
o

Q5 Would you prefer to have sensitive information stored remotely (in the cloud) so it can be accessed whenever you “log
in/sign on” to any connected vehicle or have the sensitive information stored directly in the car’s hardware so it can only be
accessed in that specific vehicle?

o I would prefer to have sensitive information stored in the cloud.
o I would prefer to have sensitive information stored in the car's hardware.
o I would be comfortable with either option.
o I do not want to provide any sensitive information to be stored in the cloud or my car.
Q6 Would you like to be able to erase sensitive information from your vehicles’s memory via phone or computer if somebody
else (for example, a family member or a friend) is driving it?

o Definitely not
o Probably not
o Maybe
o Probably yes
o Definitely yes
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Q35 As previously mentioned, there are two types of sensitive information, personally identifying information (PII) and nonpersonally identifying information (non-PII). Assuming your vehicle collects both types of information, please select "gender"
for this question to indicate that you are reading the instructions. What pieces of information would you like remotely erase
from your vehicle's memory?

▢
▢
▢
▢
▢
▢
▢
▢

Name
Address
Social Security Number
Phone Number
Credit Card Number
Race
Gender
Age
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Q7 Would you prefer to access the various vehicle functions (e.g. door locks, ignition, information systems) with a key or a
passcode?

o Passcode (only)
o Car Key (only)
o Passcode and Car Key
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Q8 If you responded "Passcode" to the previous question, please rank the following options from your most (1) to least (4)
preferred method accessing the vehicle functions.

Rank

Numerical Passcode

Thumbprint

Password

Both password and numerical verification

84

Q9 Would you buy a car that uses your location for...
Definitely Not
Monitoring its location
if someone else is
driving the car

Probably Not

Maybe

Probably

Definitely

o

o

o

o

o

o
o

o
o

o
o

o
o

o
o

Urban
planning/development
studies

o

o

o

o

o

Automobile design
improvements

o

o

o

o

o

GPS mapping
improvements
Traffic studies
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Q10 Would you like to remotely locate your car if...
Check all that apply.

▢
▢
▢

Somebody else is driving it
It is stolen
It is parked somewhere

Q11 Would you like to be able to remotely lock/unlock your car?

o Yes
o No
o I don't know
Q12 Would you like to be able to remotely control where your car goes to...

▢
▢
▢
▢

Pick you up somewhere?
Park at a remote (i.e. less expensive) location?
Come home if somebody else has taken it somewhere?
Pick up children/elderly?

Page Break
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Q13 Now that you have completed this survey, how concerned would you be about personal/information privacy when
purchasing an autonomous vehicle?

o Very Concerned
o Moderately Concerned
o Slightly Concerned
o Not At All Concerned
o Not Sure
Please continue onto the next page where you will be asked a series of demographic questions.

Page Break

End of Block: Default Question Block
Start of Block: Block 1
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Q14 What is your age?

o <18
o 18-29
o 30-44
o 45-59
o 60+
Q15 Which gender do you identify as?

o Male
o Female
o Other ________________________________________________
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Q16 What is the highest level of education you have completed?

o Some high school
o High school graduate
o Some college
o College graduate
o Postgraduate
Q17 What is your average household income?

o Less than $25,000
o $25,000-$49,999
o $50,000-$74,999
o $75,000-$99,999
o $100,000 or more
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Q18 What is your ethnicity?

o African American
o Asian
o Hispanic
o Pacific Islander
o White
o Other ________________________________________________
Q19 Do you currently hold a valid driver's license?

o Yes
o No
Q20 Do you use a car as your primary means of transportation?

o Yes
o No
90

Q23 Do you currently own a vehicle with any advanced technological features? (i.e., self-parking or automatic braking; NOT
including GPS, Bluetooth connectivity, etc.)

o Yes
o No
Q24 What do you prioritize when purchasing a vehicle?
Rank your top 3.
______ Safety
______ Cost
______ Appearance
______ Fuel Economy
______ Performance
______ Size
______ Technology

Page Break
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Appendix B
Logistic Regression Models for Personally and Non-Personally
Identifying Information
Table 13. Ordinal regression model for willingness to share personally identifying information for driver statistics.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-74.156408

pii_driverstat Odds Ratio Std. Err.
income
1.402735 0.31409

z
1.51

=
=
=
=

101
2.32
0.1275
0.0154

P > |z|
[95% Conf. Interval]
0.131 0.9044366 2.17557

Table 14. Ordinal regression model for willingness to share personally identifying information for research purposes.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-64.978915

pii_research Odds Ratio Std. Err.
income
1.349766 0.3126

z
1.3

=
=
=
=

101
1.7
0.1923
0.0129

P > |z|
[95% Conf. Interval]
0.195 0.8572802 2.12517

Table 15. Ordinal regression model for willingness to share non-personally identifying information in emergency
situations.

Number of obs
LR chi2(2)
Prob > chi2
Pseudo R2

Ordered logistic regression

Log likelihood =

-107.11793

npii_emergency Odds Ratio Std. Err.
age
1.717769 0.49861
education 1.489834 0.35976
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z
1.86
1.65

=
=
=
=

101
5.8
0.0551
0.0263

P > |z|
[95% Conf. Interval]
0.062 0.9724994 3.03417
0.099 0.9280962 2.39157

Table 16. Ordinal regression model for willingness to share non-personally identifying information for driver statistics.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(3)
Prob > chi2
Pseudo R2

-105.54085

npii_driverstat Odds Ratio
age
1.559218
income
1.240972
education 1.319716

Std. Err.
0.45015
0.22942
0.32796

z
1.54
1.17
1.12

P > |z|
0.124
0.243
0.264

=
=
=
=

101
5.79
0.1224
0.0267

[95% Conf.
0.8854497
0.8637793
0.8108725

Interval]
2.74568
1.78288
2.14787

Table 17. Ordinal regression model for willingness to share personally identifying information with the government.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-88.876703

pii_government Odds Ratio Std. Err.
income
1.432941 0.2872

z
1.79

=
=
=
=

101
3.28
0.0702
0.0181

P > |z|
[95% Conf. Interval]
0.073 0.9674416 2.12242

Table 18. Ordinal regression model for willingness to share non-personally identifying information with insurance
agencies.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-108.28331

npii_insurance Odds Ratio Std. Err.
age
1.416666 0.38946
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z
1.27

=
=
=
=

101
1.62
0.2031
0.0074

P > |z|
[95% Conf. Interval]
0.205 0.8265329 2.42815

Appendix C
Logistic Regression Models for Locational Privacy
Table 19. Ordinal regression model for willingness to share locational data for traffic studies.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-109.55948

trafficstudies Odds Ratio Std. Err.
education
1.417518 0.33162

z
1.49

=
=
=
=

101
2.25
0.1335
0.0102

P > |z|
[95% Conf. Interval]
0.136 0.8961846 2.24213

Table 20. Ordinal regression model for willingness to share locational data for urban planning.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-106.44294

urbanplanning Odds Ratio Std. Err.
income
1.471546 0.2708

z
2.1

=
=
=
=

101
4.5
0.338
0.0207

P > |z|
[95% Conf. Interval]
0.036 1.025968 2.11064

Table 21. Ordinal regression model for willingness to share locational data for automobile design improvements.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-105.95223

automobiledesign Odds Ratio Std. Err.
education 1.856087 0.4492
age
1.477188 0.41846
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z
2.56
1.38

=
=
=
=

101
7.9
0.0192
0.036

P > |z|
[95% Conf. Interval]
0.011 1.155029 2.98266
0.168
0.84783 2.57373

Table 22. Ordinal regression model for willingness to share locational data for GPS improvements.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-99.149984

gps Odds Ratio Std. Err.
education
1.384862 0.33575

z
1.34

=
=
=
=

101
1.81
0.1791
0.009

P > |z|
[95% Conf. Interval]
0.179 0.861066 2.22729

Table 23. Ordinal regression model for willingness to share locational data for driver monitoring.

Ordered logistic regression

Log likelihood =

Number of obs
LR chi2(1)
Prob > chi2
Pseudo R2

-99.223469

monitoring Odds Ratio Std. Err.
education
1.393493 0.34105
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z
1.36

=
=
=
=

101
1.84
0.1745
0.0092

P > |z|
[95% Conf. Interval]
0.175 0.8625366 2.25129

