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ABSTRACT
The Internet has become central to global communications and media. The laws and norms that
govern the Internet have significant impact on the ability of the medium to support a just and
democratic society. However, if such laws and norms are not in the public interest, but rather
serve the interests of those already in positions of privilege and power, this is likely to
significantly undermine the ability of the Internet to support democratic society and could
transform the medium into a tool of oppression. This dissertation focuses on how various forms
of activism attempt to shape laws and norms specifically relating to privacy and transparency,
network neutrality, and copyrights in an online environment. Early chapters provide an overview
of the importance of these issues for a democratic online environment, and also argue that these
issues are closely interconnected. The dissertation then explores how a broad range of actions
which could be classified as “activism” attempt to shape, or have shaped, these issues. Through
this exploration, the dissertation argues that activism is essential for maintaining an Internet
capable of supporting democratic interests, but at the same time there are also powerful forces
shaping these issues in ways not compatible with public and democratic interests. It remains to
be seen how the issues of privacy and transparency, network neutrality, and copyrights will
continue to develop and whether activists will ultimately persevere in developing and
maintaining a democratic information technology environment.
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Introduction
The purpose of this introductory chapter is to provide a preview of the content and
structure of this dissertation. This introduction presents literature that argues that information
technology has the potential to be an undemocratic forced used by those in positions of power
and privilege in order to further their own agendas. Literature that argues that information
technology can provide a platform for democratic participation and enable activists to effectively
advocate on issues important for a more democratic information environment and a more
democratic society is also reviewed in this introduction. Furthermore, this introductory chapter
also introduces the topics of privacy and transparency, copyrights, and network neutrality, which
are central topics to this dissertation, and argues that these issues are interrelated and central to
building a more democratic information technology environment. Research questions are also
presented in this introduction along with a chapter by chapter preview for the rest of this
dissertation.
Discussing the revelations made by whistle blower Edward Snowden concerning wide
spread NSA surveillance of electronic communications, Glenn Greenwald (2014, p. 12 1)
articulates the perspective that, depending on the decisions we as a society make today, the
Internet could either serve as means of promoting a vibrant democratic society or a dystopia:
That's what makes Snowden's revelations so stunning and so vitally important.
By daring to expose the NSA's astonishing surveillance capabilities and its even
more astounding ambitions, he has made it clear, with these disclosures, that we
1
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stand at a historical crossroads. Will the digital age usher in the individual
liberation and political freedoms that the Internet is uniquely capable of
unleashing? Or will it bring about a system of omnipresent monitoring and
control, beyond the dreams of even the greatest tyrants of the past? Right now,
either path is possible. Our actions will determine where we end up. (Greenwald,
Introduction, 2014).
Greenwald's above quote relates specifically to the issue of online privacy, which, while
important, is only one of several related issues that will determine whether the Internet will
ultimately lead to a just and equitable society, or if it will serve the interests of political economic
actors at the expense of its potential to aid in the creation of a more democratic society. At the
end of his book Digital Disconnect, McChesney laments:
Left on their current course and driven by the needs of capital, digital
technologies can be deployed in ways that are extraordinarily inimical to freedom,
democracy, and anything remotely connected to the good life. Therefore battles
over the Internet are of central importance for all those seeking to build a better
society. When the dust clears on this critical juncture, if our societies have not
been fundamentally transformed for the better, if democracy has not triumphed
over capital, the digital revolution may prove to have been a revolution in name
only, an ironic, tragic reminder of the growing gap between the potential and the
reality of human society (2013, p. 231-232).
Bettig (2013), who identifies himself as Marxist pessimist, argues that the forces of
capitalism (namely commodification, concentration, and commercialization) have already
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transformed the Internet into a media incapable of fundamentally challenging capitalism and
promoting a democratic society. Bettig makes two observations that are especially relevant to
the research in this dissertation.

First, he notes that copyright law is necessary for the

commodification of information on the Internet, and content industries have made a major push
for stricter protection of copyrights on the Internet. Second, Bettig notes that invasions of
privacy through surveillance of users for the purpose of targeted advertising is central to the
commercialization of the Internet. Although Bettig does not directly say so, the manner in which
data about Internet users is collected and traded could also be seen as commodification of
personal information.
The Internet is no longer a young medium, but it is nonetheless still taking shape and
undergoing change. The political economic perspective presented by McChesney and Bettig
describes how capitalist forces are adversely affecting the Internet, and when reading this
perspective, it is easy to become discouraged and fatalistic despite the fact that this perspective
envisions the possibility of an alternative future. This dissertation evaluates the ability of
grassroots efforts to resist the capitalist forces shaping the Internet and to promote a more
democratic Internet and society. For the purpose of manageability, the scope of this exploration
is limited to resistance in relation to: 1) privacy and transparency, 2) copyrights, and 3) network
neutrality. The significance of these issues to a democratic Internet and a discussion of how
these issues are interrelated will be discussed shortly. This dissertation takes a broad perspective
of what constitutes "activism". On the one hand, traditional advocacy organization, political
entities (such as "Pirate Parties" which have emerged around the world), and whistle blowers are
considered. These types of activists are deliberately and explicitly working to affect political
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outcomes.

On the other hand, this dissertation also considers people who are engaged in

politically significant behavior as activists even when they do not think of themselves as such.
For example, the choice to develop software using an open source license or release an artistic
expression using a creative commons license can be considered a politically significant act in
relation to the issue of copyrights, even if the developer or artist may not think of their choice as
political. Furthermore, some types of software development have direct political implications
that go beyond simply utilizing open source licenses. This includes development of encryption
tools, anonymization tools such as TOR, and software that enables the easy unauthorized sharing
and distribution of copyrighted content). In addition, certain types of politically relevant illegal
behavior is also explored. In some instances, whistle blowing is clearly illegal, as is evident
from the refugee status of Edward Snowden and Julian Assanage. Additionally, various forms of
“hacktivism” have become relevant in relation to “Internet freedom” issues. Although those who
engage in copyright infringement may not think of their activities as activism, this dissertation
nonetheless considers the political significance of both copyright infringement and of websites
and software that enable copyright infringement.
A story from someone I know provides an example of how information technology can
be deployed in ways that work counter to democratic interests (specifically, this story illustrates
how common surveillance technology can undermine privacy interests). This person works for a
local supermarket, and for the purpose of this document this person will remain anonymous and
the supermarket he works for will remain unnamed. In early 2014, while working at one of this
company's stores, my aquaintance was told multiple times and by a few people that he was being
watched through the video surveillance system, and that he was likely to be replaced if
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management saw that he was not busy (or caught me using his phone) during down time.
Because of what he was told, he came to believe that he was personally being singled out for
surveillance and that management was looking for an excuse to get rid of him (he speculated that
this was possibly motivated by a desire to replace him with someone being paid a lower hourly
rate). He also interpreted what he was told as meaning that on nights when he finished all his
real work before closing, he would have to put on a show for the cameras cleaning surfaces that
were not even dirty. At a later time, members of management assured him that they were not
trying to replace him, and denied knowledge of him being singled out for extra video
surveillance (despite what other workers had communicated to him). The fact he had been put
under the impression that he was being singled out for surveillance, whether or not it was
actually the case, is itself disturbing. Furthermore, at this place of work, according to my
acquaintance, it is hard to forget that at any time the actions of workers (and customers for that
matter) could be watched, as the entire store is under video surveillance. Brittney Meier (2007)
argues that ubiquitous (panoptic) video surveillance has a disastrous effect on workplace morale
as well as the behavior and well-being of workers both when on and off clock. The point of this
story is that information systems and information technology are being deployed all around us
that have radical implications for the type of society in which we live.
The presence of ubiquitous surveillance technology, whether privately owned cameras in
stores, public cameras on the streets, or the location services in cell phone poses serious privacy
concerns. Information collected through various surveillance methods can be used in various
ways for various purposes. Who has access to and ownership of this information, and how it is
used is an important issue for the well-being of society at large. This example is included to
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demonstrate how information technology is being deployed in ways that may ultimately make
life worse for a majority of people and threaten the viability of a democratic society.
The sophistication of modern information technology is stunning, and continues to
develop at a mind boggling rate. This technology has transformed the way we live our daily
lives as well as the large scale economic and political organization of contemporary society. It
often appears that the development of technology is random, and nobody knows where it is
going, almost as if it had a life of its own. However, McChesney (2013) argues forcefully that
powerful corporate interests are playing a major role in shaping the development of these
technologies. He documents the way a few giant corporations have managed to gain substantial
control over the physical infrastructure of the Internet and over the laws and policies that govern
the use and development of the Internet. Furthermore, the way the Internet and information
technology have developed in capitalist society does not largely serve the needs of democracy,
the public, or the human race; but rather it has evolved to maximize profit for a select few while
in many ways arguably making life for the majority of society worse.
The manner in which rapidly developing information technologies are deployed is of the
utmost importance in determining the type of society in which we are going to live. Even with
the technology available in the second decade of the 21st century, if we as humans were to deploy
our resources efficiently and prioritize meeting human needs and the needs of the planet rather
than maximizing private wealth, I believe the human race could create a far more prosperous and
peaceful world. Reaching such a state, however, would be difficult considering how capitalist
society has evolved over the centuries. At the same time, we are already seeing information
technology being developed, deployed, regulated, and used in ways harmful to society. It is
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frightening to think what life may be like in a few years as technology continues to be developed
and refined if it is still controlled by elite interests for the purpose of extracting maximum
profits.
Another concept discussed by McChesney in Digital Disconnect is his notion of “critical
junctures.” (p. 66-68). He argues that at certain points in history there are brief windows of time
when a wide range of policy options are available, and decisions made during these critical
junctures have consequences that will profoundly influence the direction society takes for
decades (or longer) to come. McChesney argues that, at least in terms of communications,
critical junctures occur when at least two out of the following three conditions are met (arguably
all three are relevant in the second decade of this century):
* There is a revolutionary new communication technology that undermines the
existing system;
* The content of the media system, especially the journalism, is increasingly
discredited or seen as illegitimate; and/or
* There is a major political crisis—severe social disequilibrium—in which the
existing order is no longer working, dominant institutions are increasingly
challenged, and there are major movements for social reform (McChesney, 2013,
p.67).
McChesney's argument in Digital Disconnect can be summarized as follows. The way
information technology continues to develop will have a profound effect on the way people live
their daily lives and on the shape society takes. Using advanced technology, humans have the
potential to achieve amazing phenomena, but this depends on the way technologies are deployed.
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Major corporate powers are profoundly shaping the development and deployment of information
technology as well as laws and policies that regulate the development and deployment of these
technologies. As a result, the potential for information technology to enhance life and promote
democratic participation is being undermined. Information technology is largely serving to
concentrate wealth and power in the hands of a few, is undermining the viability of journalism,
decreasing government and corporate transparency, and undermining the privacy interests of
ordinary people. The way information technology is undermining the viability of journalism
(thus decreasing government and corporate transparency), according to McChesney is by
severely cutting in to the readership and advertising revenue of newspapers (who have
traditionally been the organizations with the most resources to engage in the forms of
investigative journalism necessary for a vibrant democracy) without creating viable new systems
for funding the journalism necessary for maintaining a vibrant democracy. McChesney argues
that major policy reforms are necessary in order to alter the course of development of the Internet
away from further entrenchment of power and wealth in the hands of a few at the expense of
public and democratic interests and toward a future where information technologies function to
enhance the lives of the majority of people and promote a democratic society. Because we are
presumably in a critical juncture that will close at some point, it is important that appropriate
policy reform takes place quickly. McChesney offers several concrete policy reform proposals
including limiting the scope and duration of copyright protection, allocating public resources
toward viable online journalism, limiting the intrusiveness of online advertisements, enacting
laws protecting privacy and promoting transparency, and breaking up monopolies and
oligopolies.

However, McChesney argues that the very corporate powers responsible for
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undermining the democratic potential of information technologies have a disproportionate
amount of influence in deciding the policies that will govern the way information technology
develops and is used. McChesney (2013, p. 92) puts it this way: “The best way to describe the
role of the public in communications policy deliberations is this: If you're not at the negotiating
table, you're what is being served.” For this reason, although public interest policy advocacy is
important, this dissertation will also explore forms of democratic resistance that go beyond
advocacy.
Throughout the Zeitgeist film series produced by Peter Joseph (which can be streamed or
downloaded legally for free at http://zeitgeistmovie.com/), especially in the second and third
movies of the trilogy, Joseph argues that capitalism is fundamentally incapable of meeting
human needs and producing a just and equitable society. Joseph argues that in order for the
human race to prosper and preserve the natural world, we need to implement what he calls a
“Natural law, resource-based economy.”

In such an economy, instead of resources and

technologies being controlled by private interests for the purpose of profit, an inventory of
available resources would be taken, and both resources and technology would be deployed for
the purpose of meeting the needs of all humans while simultaneously protecting the planet.
Joseph argues that in such a society, because of the efficiency offered by such a system and the
efficient deployment of technology the need for human labor would be dramatically decreased,
and people would be able prosper and develop themselves because their needs would be met and
they would not have to spend a large amount of time preforming menial labor for the purpose of
making someone else rich. What is significant for my dissertation is that Joseph argues that
under such an economic system, technological development would increase efficiency and
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improve human welfare; while under the capitalist system technology often increases
unemployment while damaging the environment and harming overall human welfare. Although
Peter Joseph does not directly use McChesney's term “critical juncture”, Joseph does argue that
we live in time in which our current decisions will be important in determining whether we live
in a nightmarish “high tech” capitalist society, or an equitably and sustainable natural law,
resource-based economy. Joseph's perspective supports the idea that the way technology is used
and deployed, coupled with social and economic factors that govern how it is used will
profoundly shape our society for better or worse. It also supports my above speculation that
properly deployed technology (under the correct political economic and social conditions) could
produce a socioeconomic system that serves human needs. In these ways, Joseph's perspective
provides a context for the research in this dissertation; it is my hope that grassroots activism, in
its various forms, can ultimately positively contribute toward the outcomes Joseph argues are
possible if technology is deployed in ways that meet the needs of society while respecting the
limits of the planet as opposed to being deployed for maintaining the current socioeconomic
system which is unsustainable and creates massive inequality.
In his dissertation Monopoly Moneys, Rushkoff (2012) takes what he refers to as a
“media ecology” approach to corporatism, currency, and information technology.

In this

dissertation, Rushkoff is, like McChesney, very critical of the status quo, but at the same time
offers more hope for resistance and social change than does McChesney. Rushkoff explains that
media ecology is a perspective attributed to communications scholars such as Neil Postman and
Marshal McLuhan that sees the interaction of various media with society as “ecosystems.”
Rushkoff uses a rather broad and inclusive definition of what constitutes a medium that can be
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studied through the media ecology perspective, stating “A 'medium,' in this context, consists of
the entwinement between a technology and the culture that both consumes and nourishes it.”
(Rushkoff, 2012, p. 11). He considers the corporation and corporatism, money and currency, and
the Internet and digital information technology as media that can be analyzed using the media
ecology approach. The media ecology approach assumes that different media, when situated in
and interacting with human society, have inherent biases and effects on the shape of society that
can be analyzed. Furthermore, Rushkoff notes that despite the use of the term “ecosystem” to
describe interaction between technologies/media and society, the social results/ecosystems they
produce are created through human agency.
Using this perspective, Rushkoff demonstrates that the corporation and the media
ecosystem of corporatism, along with the media ecosystem of centralized currency, are human
creations that arose from historical circumstances and agendas.

Rushkoff argues that

corporatism promotes a specific set of behaviors and social outcomes that have erroneously been
attributed to “human nature.”

He argues that it is corporatism and monopoly centralized

currency themselves that promote zero sum games, greedy behavior, and unequal distribution of
wealth. It is not human nature that is greedy, but rather the media environment of corporatism
and centralized currency that are biased toward greedy behavior, and these ecosystems, Rushkoff
argues, replaced a more cooperative and decentralized economic system that came before
modern capitalism.

According to Rushkoff, the media environments of corporatism and

centralized currency create “finite games” with fixed outcomes and winners and losers (think the
prisoners dilemma in game theory) rather than what Rushkoff calls “infinite games”
characterized by various parties cooperating to prevent the emergence of winners and losers.
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Another concept that relates to “finite games” and “infinite games” is what Rushkoff calls
“Playability”, which refers to the level of a certain type of interactivity offered by a medium. In
his framework there are four possible levels of playability that can be described using the
analogy of the way one can approach a video game. The lower levels of playability correspond
to “finite games” while the highest level of playability correspond to “infinite games”. Within
this framework, a person can approach a video game as a player, a cheater, an author, or a
programmer. When a person first approaches a video game and plays by the rules, as it was
“meant to” be played, the person can be defined as a mere player. At the next level, the cheater
discovers that the game has “cheat codes” and is able to transcend the rules. At the third level of
playability, the person discovers that he or she can create modifications and new content for the
game and becomes an author. At the highest level of playability, the person realizes that he or
she can write a completely new game with new rules and becomes a programmer. According to
Rushkoff, the media environments of corporatism and centralized currency possess a low degree
of playability and create finite games. Under the influence of corporatism and centralized
currency, there are “winners and losers”.

Rushkoff notes, however, that experiments in

behavioral economics demonstrate that unlike corporations, human beings prefer to cooperate
rather than “win.” Furthermore, centralized currency is biased toward hoarding because it bears
interest, while in the middle ages local grain shares favored spending as they lost value over
time. Despite the fact that currently the media environments of corporatism and centralized
currency have shaped the development of the Internet more than the media environment of the
Internet has shaped corporatism and centralized currency, Rushkoff argues that the Internet and
the digital media environment offers a high level of playability (that of “the programmer”) and
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offers the possibility of creating new economic and social systems with new rules that allow for
“infinite games.” He gives the example of people using information technology to enable
cooperative economic behavior (for example “ride sharing” in which people save time and
resources by giving each other rides when it makes sense). According to Rushkoff, it is simply
necessary for people to realize and utilize the playability offered by the digital media
environment in order to transcend the biases of corporatism and centralized currency.
The relevance of Rushkoff's research to this dissertation is that it offers a different set of
solutions than the policy reforms suggested by McChesney. I agree with McChesney that current
policies favor incumbent corporate powers, but under the current political economic system the
rule making process favors the prerogatives of corporate powers and economic concentration.
Rushkoff's perspective does not negate the need for policy reform, but places more responsibility
for social change on ordinary people, arguing that people need to recognize and take advantage
of the ability of the digital media environment to rewrite the underlying rules of the economy to
meet human needs.

Applying Rushkoff's perspective more directly to the topic of this

dissertation, engaging in certain forms of activism relating to privacy and transparency,
copyrights, or network neutrality could arguably be seen as taking advantage of the playability
offered by the Internet in order to rewrite social rules in ways that better serve the public interest.
In The Wealth of Networks, Yochai Benkler (2006) presents a more optimistic vision for
the future of the Internet and its potential impact on society. He argues that the Internet is
enabling what he calls “the networked information economy”, which he argues may replace what
he calls “the industrial information economy.” The key difference between the networked
information economy and the industrial information economy is that the means of production
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and distribution of information has been decentralized, potentially giving ordinary people the
ability to participate in the creation of culture and also enable greater political participation.
Furthermore, the Internet is allowing the public, independent of corporate or government control,
to cooperatively participate in the creation of large and sophisticated information goods, such as
open source software and Wikipedia.
Although Benkler's tone is generally positive, he argues that realizing the democratizing
potential of the Internet is contingent on appropriate regulations by the state that allow cultural
and political participation and value creation by ordinary people rather than laws and institutions
that favor centralized control by corporations and governments of the Internet. Property and
commons are both institutions that allow for different types of freedom.

Property favors

individual control and markets, while commons grant universal access to (and often
responsibility for creating and maintaining) resources. Benkler argues that in many cases it
makes sense for information and technological development to be treated as a commons. Private
ownership of information and technology through copyrights and patents allows markets for
information goods to develop, but favors corporate control of culture and the advancement of
technology while simultaneously limiting public participation cultural creation and politics.
According to Benkler's argument, proprietary ownership of information leads to economic
inefficiency for two reasons. First, by definition, whenever a good (in this case information) is
sold above marginal cost (in the case of information marginal cost is zero) the market is
inefficient. Second, Benkler notes that information serves as input into its own production as the
creation of new information typically requires the use of information already in existence, and if
creators of information have to pay above marginal cost for existing information, some new
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information will not be created, as is the case under capitalism.

Benkler also argues that

proprietary ownership of information goods through copyrights and patents (which protect
inventions, including technology needed to meaningfully participate in the digital media
environment) is unjust as it denies access to information to the poorest members of society and to
the poorest countries in the world.
One component of Benker's work that is especially relevant to this dissertation is his
notion of “Institutional Ecology.” According to Benkler, laws and social institutions interact
with human motivations to shape the types of social behaviors that will emerge and the overall
shape of the digital media environment.

Benkler argues that appropriate laws and social

institutions are necessary for the survival of a networked information economy that allows for a
more participatory culture along with improvements in social justice and political freedom.
While he suggests that networked information technology plays a significant role in enabling a
networked information economy, he is not a technological determinist, and notes that Hollywood
and the music industry, along with various telecommunications service providers, have much to
lose if a networked information economy is allowed to flourish. For this reason, Benkler argues
that the institutional ecology, and the laws that affect it, are heavily contested, and will ultimately
shape the digital media environment of the 21st century. Institutional ecology closely relates to
McChesney's concept of critical junctures.

Benkler argues that institutional ecology (the

interaction of laws, social norms, and human behavior) typically remains stable for long periods
of time, but occasionally is dramatically renegotiated due to technological or social changes
before stabilizing again, and the results of these periods of renegotiation have long lasting
effects. He makes the case that the struggle over institutional ecology can be analyzed at three
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levels, each of which is defined by its own set of issues. At each of these three levels, the
struggle is between enclosure and openness, with enclosure referring to private control and
ownership, and openness referring to public access. The first level is the physical level, followed
by the logical level and the content level. The Wealth of Networks was published in 2006, and
some of the issues identified by Benkler have evolved since then; however, these three layers still
provide relevant distinctions useful for analyzing the institutional ecology of the Internet.
Benkler defines the physical level as consisting of the physical infrastructure for
connecting people to the Internet as well as the physical devices that constitute and connect to
the network. At the physical layer, one trend identified by Benkler as leaning toward enclosure
is that broadband Internet service providers were treated as Information Service Providers 2 rather
than Telecommunications Service Providers (thus exempting them from common carriage
requirements) in 2006 when his book was published. The issue of classification of broadband
Internet service has proved to be a central component of the debate about network neutrality.
Also promoting enclosure at the physical layer, according to Benkler, are the provisions of the
Digital Millennium Copyright Act (DMCA) requiring service providers to take down infringing
copyrighted content in order to avoid liability. Benkler also identifies the control wireless
service providers exert over mobile handsets as a trend at the physical level toward enclosure.
Trends favoring openness at the physical level include attempts by municipalities providing
wireless Internet service, the possibility of self organizing ad-hoc wireless networks providing a
last mile Internet infrastructure (although this has still not materialized to a significant extent),

2

The FCC's 2015 Open Internet Order reclassified broadband service providers as Telecommunications Service
Providers, but the order declares the FCC's intention to forbear on unbundling requirements. This will be
discussed in more depth in the chapter on Network Neutrality.
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and the relative openness of the PC platform (although this is threatened by the increasingly
prevalence of more restrictive mobile devices, a point also argued by McChesney in Digital
Disconnect, p. 120, as a threat to an open Internet).
Benkler defines the logical level as the protocols and software that allow the Internet to
operate. According to Benkler, private assignment of domain names is an example of a trend
toward enclosure at the logical level, as are the anti-circumvention of technological protection
measures provisions of the DMCA.

Proprietary/closed source operating systems and web

browsers, along with software patents are also trends toward enclosure. The openness and
standardization of core Internet protocols such as TCP/IP is a significant trend toward openness
on the logical level, as is the prevalence of open source software. Benkler also identifies
widespread hacking of anti-copying encryption as a trend toward openness; this is one type of
resistance that will be discussed in this dissertation.
The content level is defined as the content that is exchanged within the digital media
environment and the laws, institutions, and social practices that govern the transfer and use of
this content. The long-term trend, both nationally and internationally, toward the expansion of
the scope and duration of copyright protection is the primary force toward enclosure at the
content level that Benkler identifies.

He also identifies laws prohibiting the “dilution” of

trademarks along with the characterization of certain linking practices as “trespass to chattels”
and the copyrightability of databases in the European Union as trends toward enclosure. Yet
another trend toward enclosure at the content level that Benkler identifies is the way clickthrough End User License Agreements impose even stricter restrictions on users than does
copyright law alone. According to Benkler there are also a wide range of trends that are
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challenging enclosure and promoting openness at the content level. Among these trends are
alternative “copyleft” licenses, such as Creative Commons licenses, that allow and encourage
more sharing, academics freely sharing their research independent of journals and musicians
freely sharing their music online, a growing social opposition to copyrights, and what Benkler
argues is the beginning of a global “access to knowledge movement” (Benkler, 2006, p. 395) that
is actively resisting enclosure of content and advocating openness.
Another perspective offered by Benkler that is important for this dissertation is his
assertion that the Internet has led to the emergence of a “networked public sphere” which allows
for a greater degree of democratic engagement than the form of “public sphere” offered by the
mass media information environment of the 20th century (Benkler, 2006, p. 212-272). During the
1990’s, according to Benkler, many took a utopian (and ultimately overly-simplistic) view of the
implications of the Internet for democratic participation. This perspective was articulated in the
Supreme Court case Reno v. ACLU (a case in which the Supreme Court struck down the
Communications Decency Act, a law which would have ultimately given the justice department
the ability to prosecute “obscene” messages transmitted to minors over the Internet). In the
court’s opinion, they asserted that the Internet enables an environment in which anyone can be a
pamphleteer, and makes it much easier for anyone to transmit a message to the public than it was
when mass media had the ability to act as gatekeepers to democratic discourse.
Benkler goes on, however, to note that the optimistic discourse surrounding the Internet
in the 1990s was rather simplistic, and by the 2000s, critiques of the democratizing potential of
the Internet had emerged. He discusses two major critiques of the optimistic notions of the
1990s. First, there is an argument that despite the Internet making it easier for people to speak,
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attention on the Internet is directed disproportionately at a small number of large web sites. The
result, according to this argument, is that despite people being able to speak on the Internet, only
a small minority of voices are actually heard. The other critique is almost the opposite of the
first critique, and states that the Internet is likely to fragment public discourse, and ultimately
leads to polarized views in society without people in different camps engaging with each other
on issues. In evaluating these critiques, Benkler argues that the appropriate frame of reference
for evaluating the ability of the Internet to promote a more democratic public sphere is not
whether the medium lives up to the utopian discourse of the 1990s, but rather whether the
Internet does better than traditional media in promoting a democratic public sphere. Benkler
analyses the critiques of the concept of a vibrant networked public sphere by looking empirically
at linking patterns between websites. If the argument that the medium has become centralized to
the point where only a few voices are heard, Benkler argues, the number of in-links (links to a
web page from another web page) websites receive would follow a power-law distribution (in
other words only a small number of websites would receive a large number of in-links and the
vast majority of web sites would receive few or no in-links. If the fragmentation critique were
true, web sites would link to each other in clusters of like minded perceptions and not to web
sites presenting opposing views. Benkler observes, however, that neither scenario seems to be
the case. He notes that although there is a relatively small number of websites that receive a
disproportionate number of in-links, the distribution of in-links does not follow a power-law
distribution, and there are a large number of websites that have a moderate number of in-links.
Furthermore, there does seem to be a substantial degree of linking between clusters of websites
(particularly political blogs) that take opposing views. In the context of political blocks, Benkler
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notes that it is common practice to link to blog postings that take an opposing perspective in
order to critique them. Additionally, linking is substantially dense throughout the network that
with just a few clicks a user can reach a different corner of the network. For these reasons,
Benkler is of the opinion that the Internet provides a substantially more desirable public sphere
for democratic discourse than did traditional media.
To further his argument that the Internet provides a desirable networked public sphere,
Benkler gives specific examples where participants in the networked public sphere have
outperformed traditional media, both in covering stories that the mainstream media missed and
instances where (such as when a loose coalition exposed security flaws in Diebold’s electronic
voting machines) and in providing a platform for advocacy (he specifically discusses a case
where advocates successfully prevented Sinclair Broadcasting from airing a documentary a week
before the 2004 presidential election meant to influence the election in favor of Bush).
Furthermore, he notes that although countries such as China and Iran have been somewhat
successful in censoring dissident voices online, it is substantially more difficult for governments
to control discourse in an online environment than in traditional media, and even in China and
Iran, dissenting voices manage to propagate in an online environment and there are tools
available for evading censorship.
One significant feature of Benkler's work is the emphasis he places on the actions of
ordinary people rather than exclusively focusing on legislators and corporate entities. I noted
earlier that McChesney's solutions to capitalist domination of the Internet primarily related to
law and policy reforms. I also argued that in the current political-economic environment, it may
be quite difficult for such policy reform to take place, and speculated that direct action by
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ordinary people will be very important. In the Wealth of Networks, Benkler demonstrated how
ordinary people are using information technology to build a new, more just political economic
system from the ground up. Many of the laws and policies discussed by Benkler were actually
biased toward enclosure.

Because of Benkler's focus on the actions of ordinary people in

shaping the digital media environment, his work is relevant to this dissertation.
The writings of McChesney, Rushkoff, and Benkler all share a common theme.

The

role the Internet and information technology will play in society is contested, and the degree to
which these technologies either promote or obstruct democratic society will depend on the
actions and choices of a variety of parties. While political economic forces and the interests of
corporate (and government) powers are powerful in shaping the Internet into a medium which at
best has limited utility in the promotion of democratic society and at worse (as McChesney
argues) serves to further concentrate political economic power and actively undermine
democracy, McChesney, Rushkoff, and Benkler all argue ways this political-economic
domination can be challenged and the democratizing potential of the Internet can be realized.
McChesney primarily focuses on policy options for the promotion of a democratic Internet,
Rushkoff argues that the playability the Internet offers has the potential to empower people to
build a more democratic and just society, and Benkler argues that a combination of institutional
and legal reforms coupled with people engaging in the sorts of collaborative production he
documents has the potential to produce a more democratic and participatory society.
As noted earlier, “Marxist pessimists” such as McChesney and Bettig argue that
capitalism has already undermined the potential of the Internet to promote a democratic society.
Part of the argument of these Marxist pessimists is laws, institutions, and practices relating to
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privacy, copyrights, and telecommunications policy (among other issues) have been implemented
or are in the process of being implemented and are leading to commodification, concentration,
and commercialization of the Internet that mirrors the historical development of other media
under the influence of capitalism. The impression one is left with after reading the views of
these Marxist pessimists is that there is little hope for using the Internet to build a more
democratic society under the capitalist economic system, and political economic forces will
undermine any attempts to resist undemocratic trends and policies (such as lack of government
and corporate transparency, invasions of the privacy of citizens, strong enforcement of
copyrights and other limitations to access to culture and information, and deviations from the
principles of network neutrality).

Rushkoff and Benkler present a somewhat different

perspective. In their views, although capitalism does threaten to undermine the democratic
potential of the Internet, there is also the possibility that the public, utilizing capabilities offered
by the Internet, can resist this capitalist domination of the Internet and possibly even use the
Internet to challenge at least certain aspects of the capitalist system.
This dissertation contributes to this discussion by evaluating the ability of grassroots
efforts to promote a democratic Internet, positively affecting the digital environment in the areas
of 1) privacy and transparency, 2) copyrights, and 3) network neutrality. Furthermore, to the
extent that grassroots efforts are able to promote public and democratic interests in relation to
these issues, this dissertation analyzes whether this resistance can ultimately allow the Internet to
develop into a truly revolutionary medium that at a minimum is not dominated by the logic of
capital, and at best can support the development of a post-capitalist society as part of broader
revolutionary action. Formally stated, my research questions are as follows:
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Research Question 1: Relating to the issues of 1) privacy and transparency, 2) copyrights, and 3)
network neutrality, what types of grassroots resistance exist to counter the undemocratic political
economic forces that are shaping the Internet?
Research Question 2: To what extent can this grassroots resistance positively affect the Internet
and information technology environment in regard to these issues?
Research Question 3: To the extent that grassroots resistance can plausibly positively affect the
Internet in regard to these issues, to what extent can this permit the Internet to develop into a
medium free from domination by the logic of capital and able to support democratic society?
The first few chapters of this dissertation explore how the issues of 1) privacy and
transparency, 2) copyrights, and 3) network neutrality relate to (and are arguably central to) the
ability of the Internet to serve the public interest in a democratic society. While exploring these
issues, the ways in which they are interrelated is also discussed (they overlap to an extent that the
discussion of any of these issues has implications for the others). The opening chapters also
explore how political-economic forces are shaping these issues. Later in this dissertation, the
focus shifts to exploring how grassroots resistance to undemocratic political economic forces is
attempting to promote an Internet that serves public interests in relation to these issues,
evaluating the efficacy of this resistance in shaping these issues, and assessing whether
successful resistance relating to these issues could challenge the influence of logic of capital on
the Internet.
The first research question receives substantially more attention in this dissertation than
the second and third research question, as this question can be addressed in a concrete manner by
detailed exploration of specific grassroots efforts to democratize the Internet. Research questions
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two and three are more theoretical, and it is not possible to answer these questions in a concrete
and definitive manner. Despite the fact that these are identified as “research questions”, research
questions two and three serve as entry points to a discussion of the significance of the various
types of grassroots resistance that are explored.

Research question two is addressed by

evaluating instances in which grassroots efforts have either succeeded or failed in achieving their
goals, and also by observing how grassroots efforts seem to be affecting specific struggles that
are occurring at the time of this writing. Research question three is even more abstract and
theoretical than research question two. To address this question, this dissertation analyzes the
ideological perspectives held by those engaged in grassroots activism and also analyzes how
outcomes relating to the issues being debated are likely to reinforce or undermine political
economic processes such as commodificaion, concentration, and commercialization (processes
identified by Bettig, 2012).

Based on casual observation, various parties engaged in grassroots

resistance seem to be guided by a range of ideological perspectives, ranging from “democratic
socialist” to anarcho-socialist to anarcho-capitalist or libertarian (some of whom are likely to
support certain types of markets in principle, but oppose “corporatism” and government
regulation that favors corporate interests and undermines competition).
The decision to focus this evaluation of grassroots resistance on the issues of 1) privacy
and transparency, 2) copyrights, and 3) network neutrality needs to be explained and justified.
For the purpose of manageability, this set of issues is far narrower and more interrelated than the
broad array of issues explored by McChesney (2013) in his discussion of how capitalism is
transforming the Internet into an undemocratic or antidemocratic medium. The issues addressed
in this dissertation relate to preserving civil liberties while protecting the public's ability to freely

25

access information and to use the Internet to participate in culture and the political process.
Furthermore, a diverse group of parties involved in grassroots efforts to promote a democratic
Internet have chosen to focus their efforts on precisely these issues. Pirate parties provide an
example of a political movement that has made precisely the issues discussed in this dissertation
central to their agenda and platform.
Since 2006, “Pirate Parties” (political parties self-identifying under the label of “The
Pirate Party”) have emerged in numerous countries around the world (Chies, 2012, p. 6 & p. 28).
As of October, 2014, Pirate Parties International (http://www.pp-international.net/about, accessed
10/28/2014) lists active member Pirate Parties in forty-three countries. Based on the platforms
and issues listed on the websites of various Pirate Parties, the core issues addressed by these
parties correspond directly to the contested Internet related issues addressed in this dissertation,
although the platforms of these parties, according to their own web pages, seem to be expanding
into larger social and economic justice issues. The extent to which the platforms of various
Pirate Parties overlap with the issues discussed in this dissertation can be illuminated by quoting
the platforms listed on the web pages of a couple pirate parties.
In a document called “Our Name and Values”, the United States Pirate Party offers this
preamble to the platform of the party:
For these values, we have been derided as “pirates”. For our hope that every
person may be free to access all of human knowledge, we have been called
“pirates”. For our belief that one need not ask permission to participate in
governance, industry, culture, and other aspects of society, we have been called
“pirates”. For our insistence that citizens should not be surveilled and distrusted
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as if they are criminals, we have been called “pirates”. For our rejection of
authority and profit-seeking when it does not serve the common good of all
people, we have been called “pirates”.

We reclaim this label of “pirate” and abjure its derogatory, incendiary implication.
We are Pirates. We stand for the liberty, equality, and solidarity of all human
beings, and against all threats they may face.

(“Our Name and Values”,

https://uspirates.org/values-and-name/, accessed on 10/28/2014).
California's Pirate Party platform consists of five points, the first two are directly related
to Internet issues:
1. Defend the Internet – It is our belief that the Internet has become an invaluable
public good, and as such, the California Pirate Party will resist all attempts to
censor, survey, wiretap, or regulate the Internet. We believe that the First
Amendment protects an individual's right not to have their mail read over the
Internet, and will push for legislation making illegal infringements on data
privacy and anonymous communication.
2. Reform Copyright Laws – It is our position that current copyright Laws are
imbalanced, and must be changed to respect the free flow of information made
possible in the emerging digital society. Copyright should be limited to
commercial use of a product, ending the campaign of repression aimed at users of
digital file-sharing. Data is not stolen when it is copied. Data is not stolen when it
is

copied.

[sic]

(California

Pirate

Party

Platform,

27

http://www.calpirateparty.org/platform.html, accessed 10/28/2014)
The three remaining components of the California Pirate Party platform are not directly
related to “Internet issues”, but rather focus on broader social concerns and include “Reform of
Election and Lobbying Laws”, “Direct Democracy and Participation”, and “Social and Economic
Justice” (California Pirate Party Platform, http://www.calpirateparty.org/platform.html, accessed
10/28/2014). It is worth pointing out that in the name of defending an open Internet, the Pirate
Party platform implicitly includes defending the principle of network neutrality. In fact, the
United States Pirate Party issued a statement emphasizing the importance of network neutrality
(“United States Pirate Party Calls for Network Neutrality in Response to Court Ruling”,
1/14/2014,

https://uspirates.org/united-states-pirate-party-calls-for-network-neutrality-in-

response-to-court-ruling/, accessed on 10/28/2014)3.
The Internet-related portions of the Pirate Party movement platform represent a coherent
set of interrelated issues central to the struggle for an open and democratic Internet that are also
directly related to the issues discussed in this dissertation. The Pirate Party movement is only
one example of resistance. The Pirate Party movement strives to promote a democratic Internet
through direct involvement in the political process, but there are other types of grassroots
resistance to undemocratic forces that are shaping the Internet, and other resistance tactics are
being deployed. Even a casual exploration of the topic reveals that in addition to the Pirate Party
movement, there are other “parties” (people or groups) who are also engaged in the struggle over
the issues discussed in this dissertation. Furthermore, ad-hoc alliances have formed between

3

This document is a response to the D.C. Circuit Court of Appeals ruling in Verizon v. FCC, which overturned the
FCC's 2010 Open Internet Order. This case, along with the rules it overturned, will be discussed in some depth
later in this dissertation.
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groups and movements that focus on these issues individually. In other words, people or groups
engaged in activism relating to any one of these issues (privacy and transparency, copyrights, or
network neutrality) at times form informal alliances with people or groups engaged in activism
relating to another one of these issues. For example, the “hacktivist collective” Anonymous
conducted “operations” involving Distributed Denial of Service (DDoS) attacks against payment
processors (such as PayPal and Visa) in retaliation for cutting off processing of donations to the
transparency and whistleblower website Wikileaks, and also conducted DDoS attacks against the
copyright enforcement organizations the Recording Industry Association of America (RIAA) and
the Motion Picture Association of America (MPAA) (Ragan, 2010).

Also, ThePirateBay

(http://www.thepiratebay.se), a politically motivated website that enables copyright infringement,
has voiced support for Wikileaks in its blog4, and also links to VPN (Virtual Private Network)
software5 that allows users to access the Internet anonymously (thus arguably supporting
privacy). Such alliances are explored in more depth later in this dissertation, and demonstrate
that these issues are interrelated and important to people who care about preserving an open and
democratic Internet. Various advocacy groups such as “Demand Progress” have also focused
their efforts heavily on the three issues identified for exploration in my dissertation.
Other scholars have also articulated connections between the three issues that are the
focus of this dissertation. In Christian Fuchs' paper “Implications of Deep Packet Inspection
4

For example, a PirateBay blog post on 12/6/2010 encouraged people to withdraw their funds from PayPal in
retaliation for PayPal's refusal to process donations to Wikileaks (https://thepiratebay.la/blog/185?taketwo).
The paralell between this blog post and the actions of Anonymous in retaliation for PayPal's actions against
Wikileaks should not be overlooked.

5

On the download pages for individual torrent there is a link labeled “ANONYMOUS DOWNLOAD” that, when
clicked, prompts the user to download the VPN client “Privitize VPN”.
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(DPI) Internet Surveillance” (2012a) he evaluates a number of European companies that export
tools for online surveillance, namely through deep packet inspection. Fuchs (2012a, p. 19-21)
explains that through the use of deep packet inspection, Internet Service Providers are able to
know everything that users of their networks are doing. This allows ISPs to enforce copyright
law by monitoring their networks for infringing traffic (p. 25-27), gather information that allows
for targeted advertising (p. 21-24), and is an essential component of prioritizing some traffic over
other traffic, thus endangering network neutrality (p. 18-19). Furthermore, Fuchs (2012a, p. 5)
notes that the companies developing software for deep packet inspection and other types of
surveillance have provided their technologies to repressive governments that have used their
technology to suppress dissent.

He also documents how Comcast has used deep packet

inspection to disrupt peer-to-peer file sharing, namely Bittorrent, traffic (p. 18).

This

demonstrates a clear link between copyright enforcement, privacy, and network neutrality.
Another way that the issue of network neutrality relates to privacy and enforcement of
copyright law is that it has implications for the ability of Internet users to use encryption. Sascha
Meinrath & Sean Vitka (2014) begin their article “Crypto War II” by describing how the United
States federal government attempted to undermine the use of strong encryption technology in the
1990s, but ultimately was unable to either prevent the use of such technology or force back doors
to be installed in devices to circumvent encryption utilized by Internet users. They go on to
describe how it is clear that surveillance agencies such as the NSA consider use of strong
encryption systems such as virtual private networks as suspicious behavior, and copyright
owners fear this technology enables copyright infringement. Meinrath & Vika (2014) go on to
explain that encryption obscures what type of Internet traffic is being sent and received. If
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network neutrality were not protected (as will be discussed later in this dissertation, there was a
period in 2014 when there were no enforceable rules on the books protecting network neutrality),
Internet service providers would have incentives to prioritize certain types of traffic over others.
Meinath & Vika (2014) argue that in the absence of rules protecting network neutrality,
government agencies and copyright owners would likely exert pressure on Internet service
providers to degrade or even block encrypted traffic, having extremely detrimental effects on the
ability of Internet users to protect their online privacy.
At this point, methodological issues need to be discussed. The first few chapters, rather
than focusing on grassroots resistance, provide a background on the issues of 1) privacy and
transparency, 2) copyrights, and 3) network neutrality. More specifically, these opening chapters
establish why these issues are important in relation to an Internet that serves the needs of a
democratic society, how political-economic forces are shaping these issues, and what the current
state of affairs is in relation to these issues. Primarily, these chapters consist of an in depth
literature review, and apply both a critical legal and policy studies perspective and a political
economic perspective.

Fortunately, critical legal and policy studies mixes quite well with

political economic research. McChesney (2013) spends a fair amount of time discussing law and
policy in Digital Disconnect, as does Bettig (1996) in his book Copyrighting Culture.
After these opening chapters, the focus turns to the primary topic of the dissertation,
which is evaluating whether grassroots activism in relation to these issues can effectively counter
the undemocratic political-economic forces that are shaping these issues.

While a broad

political-economic perspective informs this portion of the dissertation, this evaluation of
grassroots activism will primarily consist of a series of case studies, and heavily rely on the
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methodology of James Allen-Robertson (2013). In his book Digital Culture Industry, James
Allen-Robertson (2013) constructs a history of online digital distribution of content, beginning
with early peer-to-peer networks, going on to what he argued were ideologically charged
distribution systems such as Gnutella and ThePirateBay (a major node for the distribution of
content through the Bittorrent protocol), and ultimately developing into industry-endorsed
content distribution platforms. While the topic of Allen-Robertson's research overlaps with my
research, his methodology is even more relevant. Although Allen-Robertson's work is primarily
historical while my research will both look at historical developments and current trends (and
how historical developments led to current trends), his methodology of using and making sense
of online documents, along with his discussion of the usefulness of and limitations of these
documents is highly relevant. The second chapter of Digital Culture Industry is entitled “Writing
a Digital History with Digital Documents.” This chapter deals entirely with methodology, and he
discusses not only the challenges and validity issues of using online documents as his primary
data source, but also discusses how these documents, even when they originate from informal,
nonacademic sources, can provide more specialized insight that cannot be found elsewhere. A
key problem he notes is that online documents tend to disappear over time, and that the contents
of the web are largely biased toward recent documents. Allen-Robertson also notes that while
news stories found online did provide valuable information for his research, the postings and
discussions by informal yet specialized interested communities were often more valuable. In
particular he notes that the stories and comments posted on Slashdot and TorrentFreak were
highly valuable for his research (one useful aspect of TorrentFreak and Slashdot is that both these
websites have a reliable archive of all the stories that they have reported going back many years).
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He notes that because of specialized focus of these communities they are often able to provide a
more accurate and detailed account of stories and issues than traditional news outlets, and
because of the comments on stories that are posted by a large number of individuals any mistakes
or omissions in the stories are very likely to be noticed. In fact, he found that the comments
posted about the stories on these specialized news sites were often as valuable if not more so
than the stories themselves. Because of the subject matter of this dissertation, both Slashdot and
TorrentFreak are important sources for this research as well6. Another specific aspect of AllenRobertson's research that is worth noting is that he used these online digital documents to
construct narratives.

Likewise, in discussing various resistance efforts and alliances, this

dissertation also uses digital documents to construct narratives of grassroots activism.
To analyze resistance to the undemocratic influence of political economic forces on the
selected issues, in addition to relying on the types of “digital documents” (primarily content on
web pages) utilized by Allen-Robertson (2013) this dissertation also utilizes documents and
publications created by those participating in resistance to undemocratic forces that include
information about tactics used in resistance and about the specific agendas and beliefs of those
engaged in this resistance. One such document is the book No Safe Harbor: Essays About
Pirate Politics (United States Pirate Party, 2012), a collection of essays meant to clarify the
platform of the United States Pirate Party and to provide perspectives on the issues important to
this political party (again, the Pirate Party platform corresponds closely with the issues discussed
in this dissertation). Another such document is Hacking Politics: How Geeks, Progressives, the
Tea Party, Gamers, Anarchists, and Suits Teamed Up to Defeat SOPA and Save the Internet
6

At times, however, this dissertation cites news stories linked to by Slashdot rather than the Slashdot summery
itself.
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(Moon, Ruffini, and Segal, 2013), an edited volume compiled by a few of the central organizers
of the successful effort to prevent the Stop Online Piracy Act from passing chronicling the
legislative history of this law and the alliance that formed to defeat this legislation (notably,
essays in this book also discuss the issues of network neutrality and privacy).
Another quick note relating to style is in order at this point.

While most of this

dissertation will be written in the third person, at times I will switch back to a first person
perspective.

This is in no way an arbitrary decision.

The third person perspective will

predominantly be used when discussion factual material, while a first person perspective will
primarily be used when I want to make it clear that I am presenting my own opinion or
subjective interpretation of facts. I feel this is not only appropriate, but necessary because while
this dissertation will draw heavily on factual material, it will also significantly reflect my own
interpretation of the material. To present my own interpretations as objective fact, however,
would be intellectually dishonest.
Yet another stylistic consideration needs to be discussed. This dissertation was written
over the period of several years, and in the course of this time, there have been many
developments in relation to the issues discussed herein. Additionally, this dissertation was not
written in an entirely linear fashion, and in the process of writing, I have at times modified parts
of the manuscript that were already written. This paragraph, for example, is being written in
2017, while much of this chapter was written in 2013. In order to maintain clarity and sufficient
linearity, I have at times included footnotes or otherwise acknowledge how things have changed
during the writing of this dissertation.
Now that the context, goals, style, and methodological approach of this dissertation have
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been explores, it is appropriate to look ahead at the structure the rest of this dissertation will take.
As mentioned in the discussion about methodology, the first three chapters provide an overview
of the issues of privacy and transparency (Chapter 1), copyrights (Chapter 2), and network
neutrality (Chapter 3), and explain why these issues are important in the context of the struggle
for a more democratic Internet. After these introductory chapters, Chapter 4 provides a literature
review about online activism. The topic of online activism is broader than the topic of this
dissertation, and includes activism relating to “offline” issues (while the focus of this dissertation
is online activism relating specifically to online issues). Because of the breadth of existing
research relating to online activism, Chapter 4 is not meant to provide a comprehensive
discussion on the topic, but rather to demonstrate that the issue of online activism can be and has
been studied from a wide variety of perspectives.
Chapter 5 is by far the longest chapter in this dissertation, and focuses on addressing the
first research question by exploring how a broad and diverse set of activities and movements can
be seen as activism playing a role in shaping the issues discussed in chapters 1-3. Chapter 5
begins by identifying major players involved in various types of grassroots activism. These
players are classified among several large categories, including whistleblowers and their enablers
(with whistleblowers including the likes of Edward Snowden and their enablers including the
likes of journalists and operators of platforms such as Wikileaks); nonprofit organizations along
with the larger public that engages with these organizations; so called “hacktivists” such as the
collective known as Anonymous; people who engage in copyright infringement along with those
who enable such infringement (including operators of platforms such as The Pirate Bay); the
Pirate Party political movement that emerged in Sweden in response to issues relating to

35

copyrights and eventually expanded the scope of its platform; and various programmers and
software developers (both the significance of open source software as a challenge to traditional
copyrights and the role programmers have played in developing tools for protecting privacy and
anonymity and for sharing copyrighted content will be discussed). This chapter also explores
interactions and alliances between these players and explores the effect they are having on the
issues discussed in this dissertation.
After this broad survey of activism, Chapter 5 goes on to explore in more depth how open
source software can be understood as a form of activism, and makes the case free and open
source software can be considered as very significant in defining the shape of the Internet and
information technology. Additionally, various ideological perspectives on the importance of
open source software are discussed. Several specific examples of open source projects that
directly relate to the issues discussed throughout this dissertation are discussed.
After this discussion on open source software, Chapter 6 concludes with two more in
depth case studies of relevant activism. The first of these two larger case studies is the campaign
to to prevent the Stop Online Piracy Act and Protect Intellectual Property Act (SOPA/PIPA,
legislation meant to give copyright owners new sweeping powers to censor websites associated
with copyright infringement). The other case study discusses the roll of activism in the passage
of the FCC's 2015 Open Internet Order which reclassified broadband Internet Service Providers
as Telecommunications Service Providers and imposed strong network neutrality rules.
Finally, a concluding chapter (Chapter 6) addresses the second and third research
questions. While a number of a number of activist campaigns are explored in Chapter 5, Chapter
6 takes a broader perspective in analyzing the significance of this grassroots resistance in shaping
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the issues of privacy and transparency, copyrights, and network neutrality (thus addressing
research question 2). This chapter also addresses the question as to whether, to the extent that
grassroots activism is having a positive impact in relation to these issues, this has the potential to
allow the Internet to develop along a more democratic trajectory than older media that ultimately
came to become dominated by the forces of capitalism (thus addressing research question 3).
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Chapter 1: Privacy and Transparency, The Internet, and Democracy
In this chapter I will unpack the issues of privacy and transparency with a focus on
how these concepts relate to the Internet and information technology. First, I will present an
argument that these concepts can be seen as two sides of the same coin. After this, I will go on to
discuss the importance of privacy and transparency to a democratic society, how these concepts
are relevant in the context of the Internet and information technology, and how political and
economic forces are challenging democratic values in relation to privacy and transparency in the
context of the Internet and digital information technology. Ultimately, the purpose of this
chapter is to provide a background for the exploration later in this dissertation of the types of
grassroots resistance that are taking place to undemocratic developments in relation to these
concepts along with the concepts of copyrights, access to information, and network neutrality.
Defining Privacy and Transparency and Establishing a Normative Framework
Before diving into the literature related to privacy and transparency, these concepts
can be briefly discussed as they are used in every day language. For the purpose of this research,
a reasonable definition of privacy is the ability of a person or party to control access to
information about themselves. Transparency, on the other hand, can be defined as the ability of
the public to access information about parties and institutions in positions of power or of concern
to the public, such as governments, corporations, and public institutions. By these definitions,
for an entity (person, group, institution, etc.) to be transparent it must give up privacy; and for an
entity to have its privacy protected, it cannot be said to be transparent. For this reason, if both
privacy and transparency are seen as important values, it is necessary to define who is entitled to
privacy, what institutions need to be transparent, and in what cases privacy should be sacrificed
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for transparency or vice versa.
Christian Fuchs (2012b) discusses this relationship between privacy and transparency
both in terms of the norms in a capitalist society (the “liberal conception of privacy”), and what
he calls a “socialist conception of privacy”, which he argues would protect democratic interests.
Fuchs argues:
Privacy under capitalism can best be characterized as an antagonistic value that is,
on the one hand, upheld as a universal value for protecting private property, but is,
on the other hand, permanently undermined by corporate and state surveillance
into human lives for the purpose of capital accumulation. Capitalism protects
privacy for the rich and companies, but, at the same time, legitimates violations of
consumers' and citizens' privacy. (Fuchs, 2012b, p. 141)
Thus, according to Fuchs, the privacy of the privileged class and of those in positions of power
is protected, while ordinary citizens are made transparent. In this article, Fuchs grounds this
discussion in the context of the social networking site Facebook. He argues that Facebook
exemplifies the liberal conception of privacy because the users (or “prosumers”, those who both
produce and consume the content of the platform) provide personal information that is, in a nontransparent way, sold as a commodity to advertisers. Thus, the rich and powerful (in this case
Facebook and advertisers) use the personal information of ordinary people in a non-transparent
manner for the purpose of non-transparent wealth accumulation. In the case of Facebook the
“users” or “prosumers” are exploited in multiple ways. They provide labor by producing the
content that makes the site appealing, they also provide labor by viewing advertising (consistent
with the concept of the audience commodity); furthermore, they are exploited in that their

39

personal information is sold as a commodity in order to allow for more precisely targeted
advertisements. Fuchs argues that within a socialist conception of privacy “economic privacy
needs to be contextualized in a way that protects consumers and workers from capitalist control,
and makes corporate interests and corporate power visible” (Fuchs, 2012b, p. 142). In Fuchs'
view, the degree of privacy or transparency a person or party is entitled to should depend on their
socioeconomic position.
Glenn Greenwald (2014), who along with Laura Poitras and Ewen MacAskill was
responsible for the initial publication of leaks about NSA surveillance by whistle blower Edward
Snowden, further elaborates the connection between transparency and privacy and addresses the
question of when each value should be applied. An important component of Greenwald's
argument revolves around the concept of the Panopticon, a hypothetical building design which,
as Greenwald explains (Greenwald, 2014, p. 132 7 8), was originally proposed by eighteenth
century philosopher Jeremy Bentham as a means of controlling human behavior. According to
Greenwald,
The Panopticon's primary architectural innovation was a large central tower from
which every room—or cell, or classroom, or ward—could be monitored at any
7 This page number, as other page numbers cited from this book, corresponds to the page in an electronic version of
the book in .pdf format. The page numbers in this electronic version do not correspond to the page numbers in the
physical book.

8 It is worth noting that other social theorists have drawn on the metaphor of the Panopticon, perhaps most
significantly Michel Foucault (1975), who argued that society and many of its institutions increasingly resembles a
panopticon, and the knowledge that one could at any time be under surveillance is used to control the population.
It is also interesting that Foucalt made this assertion at a time when information technology was substantially less
developed than it is now.
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time by guards. The inhabitants, however, were not able to see into the tower and
so could never know whether they were or were not being watched” (Greenwald,
2014, p. 132).
Thus, as Greenwald later elaborates (2014, p. 155-156), the panopticon renders the general
population transparent while protecting the privacy of those in positions of power. Similar to the
sentiment expressed by Christian Fuchs (2012b), Greenwald argues that it is deeply problematic
when ordinary citizens are made transparent while the powerful, who actively invade the privacy
of ordinary citizens, are allowed to act in private:
Democracy requires accountability and consent of the governed, which is only
possible if citizens know what is being done in their name. The presumption is
that, with rare exception, they will know everything their political officials are
doing, which is why they are called public servants, working in the public sector,
in public service, for public agencies.

Conversely, the presumption is that

government, with rare exception, will not know anything that law-abiding citizens
are doing. That is why we are called private individuals, functioning in our
private capacity. Transparency is for those who carry out public duties and
exercise public power. Privacy is for everyone else. (Greenwald, 2014, p. 156)
Although Fuchs (2012b) focuses primarily on corporate surveillance of consumers and workers
and Greenwald (2014) focuses primarily on government surveillance of private citizens, both
authors argue that it is problematic when those in positions of power are granted privacy rights
while those who lack significant power are made transparent; and both authors argue that in a
democratic society the exact opposite should be the case. For the purpose of this dissertation, the
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idea that the powerful should be transparent while privacy is important for those lacking political
or economic power is a reasonable normative ideal.
Philosophically, the concepts of privacy and transparency are vast, and an entire
dissertation could be written on either of these ideas and while barely scratching the surface of
the complexity of either. Because the primary focus of this research is the role of grassroots
activism in shaping these issues, the normative position presented above is a reasonable starting
point. That being said, a couple of objections or counterpoints to the argument that privacy
should be protected for those not in positions of political or economic power while those in
positions of power should be transparent deserve acknowledgment.
In a report prepared for the UK Cabinet Office, Kieron O'Hara (2011) argues that
although it is commendable that the British government is making efforts to be more transparent
by releasing statistics and data sets to the public, some of these data sets have the potential of
violating the privacy of ordinary citizens referenced in these data sets, and that care must be
taken to protect the privacy and anonymity of ordinary citizens when making such data publicly
available. It is important to observe how O'Hara conceptualized privacy in her report. The issue
in her report is not the collection of information about the public by government agencies, but
rather the disclosure of potentially sensitive data the government had already collected about
citizens. This is not to say O'Hara endorses anything resembling the NSA spying on citizens and
people around the world reviled by whistleblower Edward Snowden. Governments collect
information about members of the public through instruments such as censuses as well as when
government agencies interact with citizens, such as through the provision of public welfare, and
strong arguments can be made that this type of data collection is legitimate and in the interest of
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the public. Indeed, the UK government would not have, and thus would not be able to make
public, much of the data it is releasing if it were not for routine data collection about the
population.
More relevant to the debate about government surveillance, Daniel Solove explores
potential tensions between legitimate government interests in public safety and national security
on the one hand, and the privacy rights of citizens on the other. Solove (2011, p. 33-37)
dedicates an entire chapter analyzing the claim that some privacy rights must be sacrificed in
order to improve public safety and national security, and offers a framework for evaluating this
potential tradeoff. Solove takes issue with the notion that the public must choose between
privacy and transparency, and refers to this perspective as the “all-or-nothing fallacy” (p. 34). To
make his argument, he uses the example of phone wiretapping. Solove notes that during the
Bush administration Attorney General Alberto Gonzales defended the NSA's warrantless
domestic wiretapping program as important for fighting terrorism asserted that abandoning it
would leave the United States vulnerable. According to Solove, the implication of Gonzales'
argument is that the choice is between allowing for unlimited warrantless wiretapping by the
NSA or no oversight or no telephone surveillance at all. This ignores the possibility of allowing
for limited wiretapping when warranted with proper oversight to prevent abuses, thus leaving
privacy protections and civil liberties largely in tact, which Solove argues would likely be only
marginally less effective in preventing terrorism than warrantless surveillance without judicial
oversight. To avoid the all-or-nothing fallacy, Solove suggests the following framework as
appropriate for balancing security and civil liberties:
When security is balanced against privacy, the entire security measure shouldn't
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be weighed against the privacy harms it creates.

Since protecting privacy

involves imposing oversight and regulation on the initiative, the security side of
the scale should gauge only the extent to which such oversight and regulation
reduce the effectiveness of the security measure... The choice is not between a
security measure and nothing, but between a security measure with oversight and
regulation and a security measure at the sole discretion of executive officials...
Unfortunately, the balance is rarely assessed properly.

When the balance is

measured under the all-or-nothing fallacy, the scale dips dramatically toward the
security side (Solove, 2011, p. 36-37).
In other words, Solove is asserting that in most cases surveillance limited by regulation and
oversight can provide nearly as much security as mass surveillance without regulation or
oversight; but because regulation and oversight of surveillance goes a long way in protecting
privacy rights of citizens, an analysis of the tradeoff between privacy and security should
evaluate whether the small marginal improvements in security gained by eliminating regulation
and oversight are worth the substantial loss of privacy when surveillance is not limited by
regulation and oversight.
The Role of Transparency in a Democratic Society
Now that the issue of when and to whom the values of privacy and transparency
should be applied has been discussed, it is worthwhile to explore in more depth the importance
of privacy and transparency to democratic society. Irma Sandoval-Ballesteros (2014) argues that
there are “three visions or conceptions of how transparency should be understood and practiced
in the world today” (p. 415). The first of these conceptions is of “Bureaucratic Transparency”, in
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which the primary purpose of transparency is to prevent low-level corruption and promote
efficient performance of state bureaucracy. She argues, however, that while efforts to promote
bureaucratic transparency are important, they are not sufficient to expose and weed out deeply
entrenched systematic political corruption.

The second (and most cynical) conception of

transparency presented by Sandoval-Ballesteros is a public relations conception. Under the
public relations conception of transparency, the goal is not to expose wrongdoing or promote
efficiency, but rather to provide superficial disclosures to promote an illusion of legitimacy while
allowing those in positions of power to operate with impunity. Finally, Sandoval-Ballesteros
explores the “Democratic Expansive” concept of transparency, which she argues should be
aspired toward in order to promote a democratic society. Under this conception, transparency
should be understood as a right of citizens, and should truly function to prevent corruption at all
levels. Rather than depending solely on Freedom of Information legislation, she argues that
“Civil society, social movements, investigative journalists, and normal citizens aided by social
media” (p. 426) all play an important role in promoting transparency under this conception.
Yahezkel Dror (1999) argues that in the context of democratic governance
transparency can be understood as both “a norm and an instrument (p. 63).” It is a norm because
in democratic societies it is assumed that citizens should be able to know what their government
is doing while governments are expected to report to the people (p. 63). The instrumental
purpose of transparency, according to Dror, is to improve governance by “making for more
efficiency and effectiveness, by forcing governance to be more careful so as to stand public
scrutiny” (Dror, 1999, p. 63).

Throughout the rest of the essay, Dror argues that more

transparency is not always better for improving the quality of governance. While he argues that
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secrecy should not be used to hide corrupt practices from the public, he argues that in some
contexts excessive transparency may, for example, cause policy makers to be overly cautious in
order to avoid public criticism and may prevent advisers from giving frank advice out of fear that
it will later be publicized and used against them without proper context (Dror, 1999, p. 63-64).
As a whole, Dror is an advocate of government transparency, but he believes it should be
implemented with considerations for both its normative and instrumental purposes.

This

involves government providing context and explanation when releasing information to the
public, and requires a diverse and pluralistic media system to explain released information to the
public and prevent it from being used as propaganda.
Dror's exploration of transparency provides a valid rationale in the context of
governance. In specific, the idea that transparency has both normative and instrumental value,
and that steps can be taken to assure that it does indeed serve the desired function of promoting
high quality government is significant. In contemporary capitalist society, however, private
corporate interests are also significant players in shaping society and have a substantial impact
on public welfare. Even if there is, as Dror argues, a normative assumption that in a democratic
society government should be transparent, there is not a strong norm of corporate transparency in
capitalist society.

As Fuchs (2012, b) notes above, the norm in capitalist society is that

corporations in positions of political-economic power are assumed to have privacy rights. It can
be argued, however, that in a democratic society corporate transparency could serve an
instrumental purpose for society even though corporate executives are not subject to being voted
out of office by the general public.
Gurin & Novech (2013) provide an overview of some of the functions that can be
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served by increasing corporate transparency. They argue that increasing the transparency of
goods and services offered by corporate players can improve the ability of both individual
consumers and corporate customers to make more informed choices. Furthermore, they argue
that corporate transparency is important for preventing corruption and for promoting more
responsible corporate behavior. By exposing wrongdoing, consumers are empowered to avoid
bad actors and government is empowered to impose regulation where necessary. Furthermore,
they argue that the Internet and the institution of “Big Data” can be utilized to make information
about corporations more available, easier to access, and easier to analyze. They present a system
for the aggregation of available information about corporate players from a variety of sources,
including government data sets, the corporations themselves, and private citizens. They argue,
however, that for the data to produce positive outcomes, journalists must utilize the data, and
government needs to be willing to regulate where necessary.
Irma Sandoval-Ballesteros (2014) explores the lack of transparency of private sector
firms providing services traditionally provided by the public sector. She notes that beginning
around 1968, and accelerating in the 1980s, services traditionally provided by governments have
been offloaded to the private sector. She argues that a major driving motivation for this shift was
offering an alternative route of economic development than that offered by a socialist agenda.
Furthermore, this shift was justified as promoting greater economic efficiency.

She notes,

however, that while transparency norms for governments have generally strengthened over the
past decades, there has not been a corresponding norm for private sector transparency. The net
result of this shift is that actors that provide important services to the public are overall less
transparent and accountable.
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A recent report by the Federal Trade Commission (FTC Chairwoman Ramirez et. al.,
2014) on the data broker industry connects the issues of transparency and privacy. The report is
based on a questionnaire sent to nine prominent “data brokers” who collect, process, and sell
personal information about citizens and consumers for a variety of purposes including marketing,
fraud prevention, and people searches.

The report outlines how the data brokers collect

information from a variety of sources such as public records, online and offline retail outlets,
social media websites, and other data brokers; but not directly from citizens and consumers. The
report argues that at times this information can benefit consumers by enabling them to receive
discounts on products and relevant advertisements. On the other hand, the information at times
is of a sensitive nature (and sometime is inaccurate) and can affect the ability of a customer to
complete a transaction, possibly cause a customer of insurance to be categorized as “high risk”
(for example if the data indicates that the individual lives in a household with a smoker), and
exposes individuals to the risk of their personal information being stolen. A major theme of this
report is the lack of transparency in the ways the data is collected and used. Furthermore, people
are not always able to find out what information certain data brokers possess about them, and are
often unable to opt out of having their data shared with other parties; and that is providing that
people even are aware of which data brokers may have information about them. The report
suggests that legislation may be necessary to promote transparency in the industry, alerting
customers when data about them is being collected and may be shared with third parties,
providing a simple interface for individuals to find out which data brokers have information
about them and what type of information the data brokers have, and provide options for people to
correct mistaken information or opt out of having their information shared. One implication of
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this report is that transparency serves the function of giving citizens some knowledge of and
control over the influence third parties may have on their lives.
In the preceding paragraphs, various conceptualizations of the role of transparency in
a democratic society have been discussed. To summarize, in a democratic society, transparency
can be seen as both normative (in that public knowledge of how people and institutions in
positions of power can be seen as an end in itself), and instrumental (because ideally
transparency should serve to both expose and prevent corruption and wrongdoing by those in
positions of power). Government policies promoting the disclosure of information about the
operations of the government, however, are not in and of themselves sufficient for achieving both
the normative and instrumental functions of transparency, and at times strategic disclosure of
information by those in power can even be used to mislead or manipulate the public. Robust
media and civil society are also necessary for the purposes of not only disseminating
information, but also for aiding the public in understanding and acting upon this information.
Furthermore, because corporate powers play many significant rolls in society (including
providing services traditionally provided by government), it is also important that a level of
transparency exist within the private sector, and combination of law and a vibrant media system
and civil society is necessary to achieve transparency in the private sector. Furthermore, both
government and privacy corporations have means of gathering information about private citizens
(thus rendering citizens transparent at the expense of privacy), and it is important that, to the
extent that such data collection is legitimate at all, that a level of transparency exists in regard to
data collection.
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The Importance of Privacy in a Democratic Society
As is the case with transparency, and perhaps more so, much has been written about
privacy, it is conceived of in a variety of ways, and there are numerous perspectives on its
importance for democratic society. For example, Terence Craig & Mary Ludloff (2011) argue
that Europeans and Americans generally understand privacy as a right differently from each
other. They argue that in the United States privacy is generally understood in the context of
freedom from intrusion on individual space:
In general, the American view of privacy is focused on the home and on the
person. Our home and person is protected against intrusions (such as unlawful
search and seizure, forced drug and blood test, and pat downs), especially from
the government. Outside of it, one might argue, we have very few expectations of
privacy (Craig & Ludloff, 2011, p. 18).
In Europe, on the other hand, they argue that the right to privacy is primarily understood as
protecting the reputation of individuals from being publicly tarnished:
In the European view, individuals have the right to respect and personal dignity
even in the public sphere. In other words, one should have control over one's own
information and when and how it is disclosed publicly; in public, one should be
treated with respect (Craig & Ludloff, 2011, p. 20).
In the European view, the media and other agents can endanger one's public
dignity and should be restrained from doing so. Unlike the American system
where one's freedoms are valued above all things and must be protected at all
costs even at the risk of a loss of privacy, the European system puts checks on
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those freedoms in order to preserve one's expectation of privacy, even in public
(Craig & Ludloff, 2011, p. 21).
Vincent Mosco (2014) argues that there are three broad ways of understanding the
right to privacy (p. 137-140). The first way to understand privacy is as a commodity that can be
traded for goods or services. According to this perspective, although people are thought to have
a general right to privacy, people can choose to give others access to their personal information
in exchange for something else of value. Mosco argues that this is the implicit understanding of
privacy embodied by many online services including social media and search engines. He also
notes that this understanding of privacy can have undesirable results. One of his examples is
people receiving unwanted advertisements after telling friends on Facebook about a serious
disease or searching for information about a disease with a search engine (p. 138). He also
provides an example of people receiving a visit by anti-terrorism law enforcement after doing an
online search for backpacks and pressure cookers while planning for a camping trip (p. 138).
The second way to understand privacy, according to Mosco, is that it is a basic right of
citizenship, providing people with some personal space that can not be violated. Based on this
understanding, when online services gather and use personal information about users of their
services it should be understood as a violation of the rights of the user rather than a fair exchange
(p. 138-139). Finally, Mosco suggests that the strongest understanding of privacy is that it
provides individuals with the space necessary to develop themselves, and when private parties or
government violate the privacy of individuals they compromise the ability of the subject of
surveillance to fully develop as an autonomous human (p. 139-140).
Brittany Meier (2007) discusses the importance of privacy in the context of the
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private sector workplace. Her argument about the importance of privacy revolves around the
harmful effects heavy surveillance has on both the workplace and on individual employees. She
notes that employers frequently employ numerous methods to the surveillance of their workers,
including monitoring Internet usage, reading employees emails, monitoring workplace telephone
usage, and utilizing video surveillance of workers. She argues that utilization of workplace
surveillance leads to a breakdown of trust between employer and employees, thus harming
overall workplace morale and leading to problems attracting and retaining desirable employees.
Furthermore, she notes that surveillance has the effect of causing stress and depression among
workers, leading to poorer overall performance.

While she concedes that some level of

surveillance may be necessary in some situations where there are serious safety and security
concerns, she argues that in a majority of situations, positive reinforcement of desirable
workplace conduct will produce better results and is morally superior.
Glenn Greenwald (2014, p. 129-156) dedicates the fourth chapter of his book No
Place to Hide to discussing the importance of privacy in terms of the harms caused by invasions
to privacy and surveillance. Because his book centers around the disclosures of whistle blower
Edward Snowden, his discussion primarily focuses on NSA surveillance. Although the NSA is a
government agency, Greenwald notes in Chapter 3 (p. 71-128) that in practice, the NSA depends
heavily on the private sector in carrying out its surveillance of both American citizens and people
around the world.

Broadly, he focuses on two types of harm caused by pervasive NSA

surveillance. First, he argues that people are only fully free to explore novel behaviors when
they are not the subjects of surveillance. This is consistent with the view that privacy is
important for allowing personal development. Second, he notes that people are less likely to
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express potentially controversial political opinions or engage in political dissent if they fear that
they are being watched by those in positions of power. Thus, pervasive surveillance has the
effect of suppressing the realization of a democratic society. Greenwald goes as far as to
compare the state of surveillance in contemporary society with the society portrayed in George
Orwell's 1984, noting that in contemporary society people are aware that they could be under
surveillance at virtually any time, and that this has the effect of severely limiting the range of
available behaviors (p. 132). Greenwald also argues that the motivation for contemporary
governments to engage in surveillance has much to do with the fact that there is growing
dissatisfaction with the growing economic inequality and economic hardship in contemporary
society, and that the threat exists that popular citizen movements could challenge the interests of
those in privileged positions (p. 133-134). In addition to what Greenwald identifies as the two
primary harms of government surveillance, he also notes that by compromising encryption
protocols, pervasive surveillance makes the Internet as a whole less secure and more vulnerable
to all sorts of attacks (p. 153).
Julie Cohen (2013) makes a more nuanced argument about the importance for a just
and democratic society.

Rather than focusing primarily on government surveillance, her

emphasis is on the impact of the pervasive systems of surveillance utilized by multiple parties in
the context of contemporary informational capitalism. Cohen's view is consistent with the
perspective that privacy is important for self development, but in her mind the primary harm of
surveillance is not the direct chilling of exploration behavior. She argues that in the context of
information capitalism, surveillance serves the interests of the powerful both in the public and
private sectors, providing information useful to governments and to corporations which can use
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the information to generate revenue (sometimes through targeted advertising). However, she
argues that individual citizens tend to embrace this surveillance as it allows for the information
environment to be automatically tailored to their personal interests.
In the modulated society, surveillance is not heavy-handed; it is ordinary, and its
ordinariness lends it extraordinary power.

The surveillant assemblages of

informational capitalism do not have as their purpose or effect the “normalized
soul training” of the Orwellian nightmare. They beckon with seductive appeal.
Individual citizen-consumers willingly and actively participate in processes of
modulation, seeking the benefits that increased personalization can bring. For
favored consumers, these benefits may include price discounts, enhanced products
and services, more convenient access to resources, and heightened social status.
Within surveillant assemblages, patterns of information flow are accompanied by
discourses about why the patterns are natural and beneficial, and those discourses
foster widespread internalization of the new norms of information flow (Cohen,
2013, p. 1916-1917).
Cohen argues that the effect of ubiquitous surveillance in informational capitalism is
the production of “modulated citizens” and thus a “modulated democracy” (as opposed to a
liberal democracy). She argues that the purpose of surveillance and automated customization “is
to produce tractable, predictable citizen-consumers whose preferred modes of self-determination
play out along predictable and profit-generating trajectories (Cohen, 2013, p. 1917).” Under this
condition, Cohen argues, it is not possible for people to develop the diverse set of perspectives
necessary for a functional liberal democracy.

Furthermore, she argues that this type of
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modulation reduces the serendipity necessary for true innovation. Thus, she argues that in
addition to undermining the self development of citizens, ubiquitous surveillance in the context
of informational capitalism also undermines democratic self governance and the innovation
necessary for long term economic vitality.
Daniel Solove (2011, p. 47-52) argues that it is a mistake to understand the right to
privacy as merely an individual right, and that it should also be understood as a collective right.
If privacy were only an individual right, Solove explains, when balanced against a societal need
for safety and security, privacy would rightfully lose. However, privacy also serves a social
function of providing individuals space from each other, thus making society more livable for all
members. In other words, if one person's privacy can be arbitrarily invaded because of a societal
interest in safety and security, the privacy of everybody else could also be invaded, and the result
would be a less livable society for everyone.
As demonstrated by the above perspectives, privacy can be understood as playing a
variety of roles in a democratic society. It is worth reiterating that privacy and transparency are
interrelated, and protection of privacy comes at the expense of transparency and vice versa.
Additionally, it is worth reiterating that normatively, this dissertation takes the position that
privacy rights should be protected for private citizens, while it is desirable that the actions of
people and organizations in positions of power be made transparent. Privacy is important in a
democratic society both as an individual right, and for the proper functioning of a democracy. At
the individual level, it is important for giving people the ability to develop themselves fully
without fear of judgment, and when individuals are deprived of privacy their well being suffers.
At the societal level, violations of the privacy rights of citizens give those in positions of power
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greater ability to quash dissent and maintain dominance over the population.
As various perspectives of the role of privacy in contemporary society have been
discussed, it is appropriate that law regarding privacy in the United States be discussed briefly. A
comprehensive analysis of law and litigation surrounding privacy in the United States is not
possible here, as a through introduction to the topic would at a minimum require a separate
chapter. However, a good starting point to an analysis of privacy law in the United States, at
least in relation to the topic of surveillance, is the Fourth amendment of the United States
Constitution which guarantees that “The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures, shale not be violated, and no
Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be seized.” This amendment on
its face prohibits surveillance of people “in their persons, houses, papers, and effects” as
unconstitutional and unlawful if such surveillance constitutes a search. The question of when
surveillance constitutes a “search”, particularly in relation to technologies which have emerged
since the time of the passage of the Bill of Rights, has been an issue repeatedly addressed by the
court system in the United States, including the U.S. Supreme Court. A few significant cases
deserve discussion.
In the 1928 case Olmstead v. United States (277 U.S. 438 48 S. Ct. 564), the Supreme
Court decided that the wiretapping of the telephone lines of a home suspected to be occupied by
bootleggers did not constitute the search of a home because the telephone lines, according to the
reasoning of the court, could not be considered an extension of the home, thus this surveillance
did not constitute an unlawful search. The court noted, however, that Congress could pass
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legislation to protect telephone lines from unwarranted surveillance. In the Communications Act
of 1934, Congress included language protecting the privacy of telephone lines, and the Supreme
Court in short order interpreted this statute as requiring a warrant for law enforcement to engage
in a wiretap, thus preventing the Supreme Court from reevaluating the Olmstead holding for
several decades (LaFleur, 2002, p. 933-934). In the 1967 case Katz v. United States (389 U.S.
347, 88 S. Ct. 507), the Supreme Court again faced the question of surveillance of telephone
lines, ultimately overturning the holding of Olmstead v. United States. This case involved the
surveillance of a telephone conversation consisting of Charles Katz placing illegal bets from the
inside of a telephone booth. Rather than relying on wiretapping the conversation, police had
placed a microphone on the outside of the telephone booth, recording sound waves reaching the
outside of the phone booth. The Supreme Court held that this form of surveillance constituted an
unconstitutional search of Katz, as according to the reasoning of the court Katz had a reasonable
expectation of privacy within the phone booth. In this case, a two-part test, subsequently
referred to as “the Katz test”, in determining whether a form of technologically mediated
surveillance constitutes a search under the meaning of the Fourth Amendment. According to this
test, surveillance is held to be a search if two conditions are met: the subject of the surveillance
subjectively expects the surveyed activity to be private, and this expectation of privacy would be
considered reasonable by society as a whole.
The question of whether an expectation of privacy would be considered reasonable by
society as a whole has, however, at times proven difficult to determine in light of technological
progress. The Supreme Court faced yet another fact pattern in the 2001 case Kyllo v. United
States (533 U.S. 27, 121 S. Ct. 2038). In this case, the Supreme Court addressed whether the use
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of a heat-detecting device on Danny Kyllo's home in 1992, conduced without a warrant under
suspicion that Kyllo was growing marijuana, and used as evidence to obtain a search warrant (the
execution of which ultimately confirmed the presence of a marijuana grow operation),
constituted a search within the meaning of the Fourth Amendment. Justice Scalia wrote the
majority opinion, which held that this form of surveillance did indeed constitute a search. In the
opinion, the court noted the difficulties of applying the Katz test due to the ambiguity of the
second factor (whether society would be willing to accept as reasonable the expectation of
privacy by the subject of the search). The new standard introduced in Kyllo as to whether
surveillance of the inside of the home (even in cases where such surveillance is carried out by
observing the outside of the home with technology, without penetrating the walls) depends on
whether the technology used in the surveillance is currently widely used by the general public.
When authorities use a technology not in use by the general public for surveillance of a private
residence, according to this holding, it constitutes a search and therefore a warrant is required.
An obvious implication of this case is that as technology advances and is adopted by the public,
it is likely that protections from surveillance will erode. This is consistent with the perspective
presented later in this chapter that technology has a tendency to undermine privacy interests
while rendering both ordinary citizens and those in privileged positions more transparent.
The State of Transparency in Contemporary Society
Now that the importance of privacy and transparency for a democratic society have
been explored, it is worthwhile to discuss the state of privacy and transparency in contemporary
society. This will set the stage for the discussion of grassroots efforts to promote a more
democratic Internet in relation to the issues of privacy and transparency later in this dissertation.
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An obvious difficulty in writing about the current state of transparency is that we don't know
what we don't know. Until corporate or government secrets are made public, the public is
unaware of the lack of transparency. Furthermore, legitimate arguments can be made that the
Internet is allowing for an unprecedented degree of government and corporate transparency; but
it can also be argued that government and corporate secrecy poses a serious threat to democracy.
At least in terms of government transparency (despite the fact, as noted earlier in this chapter,
that functions traditionally performed by governments have been outsourced to private entities)
there is some reason for optimism.

Despite the generally pessimistic tone of Sandoval-

Ballesteros' (2014) article cited earlier in this chapter, Sandoval-Ballesteros notes that over the
two decades prior to the writing of her article, governments around the world have adopted
freedom of information laws and anti-corruption laws, and as of 2014, over ninety nations had
Freedom of Information laws. On another positive note, it is obvious that the Internet has
provided access to much more information (although the quality of some of the information is
questionable) than ever before. Global Internet penetration has grown from just over 14 million
users globally in 1993, just over 0.3% of the worlds population to over a billion users in 2005,
and just over 3 billion users in April of 2015 (slightly over 40% of the world population) (N.A.,
4/4/2015). Furthermore, in 2014, Nigeria, a relatively poor country, had the fasted rate of growth
in Internet penetration, at 16% (N.A.(1), 4/4/2015). This increase in access to information,
including government release data, community relevant information, and advocacy organizations
for many worthy causes is in itself promising. It should be remembered, however, that the
Internet also endangers traditional privacy rights, is in many cases to a lesser or greater extent
censored, propagates massive amounts of advertising, and that it is still unclear how the laws,
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norms, and institutions that affect the nature of and the democratizing potential of the Internet
will ultimately develop. Indeed, the way advocacy and activism are shaping these issues is a
primary focus of this dissertation.
It is also worth noting that nation states and governments have, to their credit, made
efforts to promote and balance values of privacy and transparency through various policy
agendas. The UK Cabinet Office report by O'Hara (2011) cited earlier in this chapter focused
primarily on ways to protect privacy while the U.K. government implements plans to become
more transparent:

“The government has set itself the target of making the UK the most

transparent and accountable government in the world” (O'Hara 2011). Another white paper
released by the UK Cabinet Office a year later (UK Cabinet Office, 2012) explains the details of
the UK government's plan to meet its transparency goals. In the introduction, the overarching
purpose and goal of the UK transparency program is explained: “We believe that opening up
will empower citizens, foster innovation and reform public services. The regular publication of
government spending is holding our feet to the fire all year round, not just at election time (p.
5).” The remainder of the report provides details on the implementation of the transparency
agenda, steps to be taken both to improve the legitimacy of the program and to make it effective
and

useful,

and

elaborates

the

ultimate

vision

for

a

transparent

society.

The first chapter of the report (p. 11-13) explains that the new transparency agenda
goes beyond the UK Freedom of Information Act (which, as the report makes clear, will continue
to act as a “fail safe” when the broader transparency program is insufficient), and, like freedom
of information legislation in the United States and elsewhere in the world, allows for citizens to
request information from the federal government and government agencies. Rather than merely
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waiting for citizens to request data, each government agency is required to develop a
transparency strategy and to proactively publish data sets and reports for public access.
The second chapter of the report (p. 15-28) explains that beyond simply publishing
massive amounts of data, steps will be taken to make the information more accessible and useful
to the public. One significant aspect of making information about public bodies more accessible
is the creation of a central portal, www.data.gov.uk, through which various governmental
agencies will publish their data sets and reports. The chapter also details the use of the Open
Government License (an open license allowing free reuse of information, akin to Creative
Commons licenses which will be discussed later in this dissertation), linking the issues of
transparency and Intellectual Property (specifically copyrights). Beyond the use of the Open
Government License, the report details that efforts will be made to publish the data in formats
that are both useful (e.g. machine readable and linked to other data sets) and available in nonproprietary file formats.
The third chapter (p. 31-34) states the goal of the UK government of improving trust
between the public and the government. The transparency initiative in itself is meant to improve
this trust, but the chapter states that at times there must be a degree of “confidentiality” in the
policy making process to ensure the creation of good public policy; on the other hand, the
chapter maintains that as much transparency as possible should be maintained and that the
interest of confidentiality should not be abused in such a way as to create secrecy that
undermines democracy. The chapter also rehashes the issues explored in the O'Hara (2011)
report cited above, arguing that endangering individual privacy by disclosing sensitive personal
information could undermine trust in the transparency program itself. One important issue
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identified in maintaining confidentiality of data about citizens is the realization that although a
person's information in a data-set may be anonymous, it is often possible for the anonymity of
individuals to be compromised through correlating anonymous elements from various data-sets
to identify individuals; thus maintaining privacy and anonymity must be considered at every
point of the disclosure process within the transparency program.
The fourth chapter (p. 37-42) focuses on the stated importance of being “smart” with
disclosures, providing to the public the information most useful to the public, while promoting of
“smart” sharing of data between government agencies and with researchers when it is not
deemed appropriate for the data to be released to the public at large. Again, privacy in terms of
public disclosure of non-anonymous/non-anonymized sensitive personal information is a major
theme. A system is outlined in which individuals are able to easily access data that has been
collected about them (for example, medical data), but their personal data is not accessible by the
public at large. Another aspect of “smart” use and disclosure of data is the use of available data
to make inferences about important issues such as social mobility, which involves correlating
data-sets collected by different government agencies.
While much of this report seems to indicate that the UK government is working
toward implementing what Sandoval-Ballesteros (2014) refers to as the bureaucratic concept of
transparency, the final chapter of the report (p. 45), entitled “The Future – a truly transparent
society” hints that the ultimate goal of the transparency program is the establishment of
Sandoval-Ballesteros' concept of a democratic expansive transparency agenda. The final chapter
discusses the success the UK government has had thus far in encouraging private sector
transparency, and expresses hope that transparency will become more of a norm in the private
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sector. Furthermore, throughout the report, it is made clear that although a major component of
the transparency program is the release of data by the public sector, the ultimate goal of the
program is increased citizen engagement with the data released. It appears that the UK's efforts
to become more transparent have paid off.

In its second annual ranking of government

transparency, the World Wide Web Foundation (Web Foundation, 2015) ranked the UK
government as the most transparent government in the world, ahead of the United States and
Sweden. The ranking focuses on government release of useful data, and it should be noted that
the report by the Web Foundation is focusing on the level of government transparency, and does
not attempt to rank the overall transparency of various societies. Furthermore, the report notes
need for improvement in all countries in terms of making government data more accessible.
Parallel to the efforts in the UK, but implemented slightly more recently, the United
States has also made efforts to become more transparent by making more government data
publicly available. Furthermore, at least rhetorically, in recent years there have been efforts to
improve transparency by making it easier for citizens to receive information about the
government through the Freedom of Information Act.
Before discussing the United State government's efforts to publish government data in
a similar manner to the UK government, it is worthwhile discussing the United States Freedom
of Information Act (henceforth FOIA) and its performance in recent years. FOIA became law in
1966, and has, as of April 2015, been updated six times; the legislation “allows any person—
individual or corporate, citizen or not—to request and obtain, without explanation or
justification, existing, identifiable, and unpublished agency records on any topic” (Ginsberg,
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2014, p. Summary9). A significant limitation to the legislation is that it applies only to records
“held by executive branch departments and agencies” (Ginsberg, 2014, p. 1) and does not pertain
to the legislative or judicial branches of the federal government (National Archives, N.D.).
When FOIA was enacted, only Sweden and Finland has similar legislation, and FOIA granted a
greater degree of access to information than the legislation in either of those countries (Ginsberg,
p. 3). The legislation also contains nine statutory exemptions, codified in 5 U.S.C. §552(b), that
can be grounds for denying a FOIA request (Ginsberg, p. 3); however, for some of these
exemptions, agencies are allowed to use discretion about whether to grant access to the requested
information, even if it is covered by one of the exemptions (The Freedom of Information
Clearinghouse, 2005, p. 8). The nine exemptions are as follows:
1. Information properly classified for national defense or foreign policy purposes
as secret under criteria established by an executive order;
2. Information relating solely to agency internal personnel rules and practices;
3. Data specifically exempted from disclosure by a statute other than FOIA if that
statute
a. requires that the data be withheld from the public in such a manner as to
leave no discretion on the issue;
b. establishes particular criteria for withholding information or refers to
particular types of matters to be withheld; or
c. specifically cites to this exemption (if the statute is enacted after October 28,
2009, the date of enactment of the OPEN FOIA Act of 2009;17

9

The summary is on the second page of the .pdf document, while p. 1 is on the fifth page of the .pdf document.

64

4. Trade secrets and commercial or financial information obtained from a person
that is privileged or confidential;
5. Inter- or intra-agency memoranda or letters that would not be available by law
except to an agency in litigation;
6. Personnel, medical, or similar files, the disclosure of which would constitute an
unwarranted invasion of personal privacy;
7. Certain kinds of records compiled for law enforcement purposes;
8. Certain information relating to the regulation of financial institutions; and
9. Geological and geophysical information and data. (Ginsberg, 2014, p. 4)
Since the enactment of FOIA, subsequent administrations have “instructed agencies
to implement FOIA differently” (Ginsberg, 2014, p. 1). On behalf of the President George W,
Bush, a memo by Attorney General John Ashcroft to “heads of all federal departments and
agencies” (Ashcroft, 2001), dated 10/12/2001, stated the following:
...Our citizens have a strong interest as well in a government that is
fully functional and efficient. Congress and the courts have long recognized that
certain legal privileges ensure candid and complete agency deliberations without
fear that they will be made public... No leader can operate effectively without
confidential advice and counsel. Exemption 5 of the FOIA, 5 U.S.C. § 552(b)(5),
incorporates these privileges and the sound policies underlying them.
I encourage your agency to carefully consider the protection of all
such values and interests when making disclosure determinations under the FOIA.
Any discretionary decision by your agency to disclose information protected

65

under the FOIA should be made only after full and deliberate consideration of the
institutional, commercial, and personal privacy interests that could be implicated
by disclosure of the information.
In making these decisions, you should consult with the Department of
Justice's Office of Information and Privacy when significant FOIA issues arise, as
well as with our Civil Division on FOIA litigation matters. When you carefully
consider FOIA requests and decide to withhold records, in whole or in part, you
can be assured that the Department of Justice will defend your decisions unless
they lack a sound legal basis or present an unwarranted risk of adverse impact on
the ability of other agencies to protect other important records... (Ashcroft, 2001).
This memo is illustrative of the Bush administration's embracing of secrecy, indicating that
administrative agencies should make liberal use of FOIA exemptions and that the Department of
Justice would, as a matter of policy, generally support the withholding of information to the
public. The implication was that when faced with a FOIA request, the default possition of
administrative agencies should be to withhold rather than release whatever they could legally
justify withholding. In 2009, in a similar memo, on behalf of President Barack Obama, Attorney
General Eric Holder (Holder, 2009) outlined new instructions on how agencies should handle
FOIA requests. In this memo, Holder explicitly rescinded Ashcroft's 2001 memo, the memo also
states the following:
...As President Obama instructed... “The Freedom of Information Act
should be administered with a clear presumption: In the face of doubt, openness
prevails.” This presumption has two important implications.

66

First, an agency should not withhold information simply because it
may do so legally... An agency should not withhold records merely because it
can, as a technical matter, that the records fall within the scope of a FOIA
exemption.
Second, whenever an agency determines that it cannot make full
disclosure of a requested record, it must consider whether it can make partial
disclosure... Even if some parts of a record must be withheld, other parts either
may not be covered by a statutory exemption, or may be covered only in a
technical sense unrelated to the actual impact of disclosure.
...The Act provides exemptions to protect, for example, national
security, personal privacy, privileged records, and law enforcement interests. But
as the President stated..., “The Government should not keep information
confidential merely because public officials might be embarrassed by disclosure,
[or] because errors and failures might be revealed...
...The department of Justice will defend a denial of a FOIA request
only if (1) the agency reasonably foresees that disclosure would harm an interest
protected by one of the statutory exemptions, or (2) disclosure is prohibited by
law... (Holder, 2009)
This memo demonstrates that, at least in terms of Rhetoric, the Obama administration valued
transparency of administrative agencies more-so than his predecessor, and expected that the
default response of agencies to FOIA requests should be to release rather than withhold
information from the public.
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Despite the clear difference in the instructions the Bush administration and the
Obama administration gave to agencies regarding FOIA requests, the question of whether federal
agencies were transparent under the Obama administration compared to under the Bush
administration is not so clear cut, and should be analyzed in light of the promise he made as a
presidential candidate that his would be “the most transparent administration in history” (Harper,
2009). Two reports by non-profit organizations, one published by Citizens for Responsibility
and Ethics in Washington & OPENTHEGOVERNMENT.ORG (henceforth the CREW report)
(N.A.(2), 2011) and the other published by the Center for Effective Government (Moulton &
Baker, 2013) are useful in giving a sense as to the level of government transparency (or lack
thereof) through the application of FOIA under the Obama administration. Despite the fact that
the report by the Center for Effective Government has more recent data, both reports are useful
as they emphasize different points. The CREW report assessed the implementation of FOIA by
analyzing how “the 15 highest FOIA volume agencies and departments” (N.A.(2), p. 2) handled
FOIA requests (N.A.(2), p. 2). The Center for Effective Government report was based on an
analysis of 25 agencies (Moulton & Baker, 2013, p. 24), although the authors do not state how
these agencies were selected, but note that their sample includes “most cabinet-level
departments” (p. 24). The CREW report only analyzed FOIA data through fiscal year 2010,
while the most recent data analyzed by Moulton & Baker was from fiscal year 2012.
One finding of the CREW report not mentioned in the report by Center for Effective
Government is that, at the time of the report, there were problems with the data about FOIA
processing provided by the federal government. Specifically, the report noted that there were
inconsistencies between the reports by individual agencies and the information listed on
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FOIA.gov in relation to how quickly agencies responded to FOIA requests and the length of
backlogs at the end of the year (N.A.(2), 2011, p. 5-6). Both reports note that under the total
number of FOIA requests has received by the federal government has been increasing since the
beginning of the Obama administration (N.A.(2), 2011, p. 9) (Moulton & Baker, 2013, p. 6). The
Center for Effective Government puts this trend of increasing FOIA requests in context, noting
that the total number of FOIA requests peaked late in the Clinton administration, declined over
the course of the Bush administration, and as of fiscal year 2012 there were still fewer annual
FOIA requests received than at the end of Clinton's administration (Moulton & Baker, 2013, p.
2).
Both reports indicated that, overall (but not in every agency) there had been progress
during the Obama administration decreasing the backlog of unprocessed FOIA requests (N.A.(2),
2011, p. 3) (Moulton & Baker, 2013, p. 12). Both reports noted that the use of FOIA exemptions
to withhold information was increasing during the Obama administration. The CREW report
noted that across all agencies analyzed in the report the total use of exemptions had risen by
33%, with exemption 5 (which exempts inter-agency and intra-agency memos) accounted for
more than half the total uses of exemptions (N.A.(2), 2011, p. 10). The Center for Effective
Government report noted that there was also an increase in use of exemptions between 2011 and
2012, and that in 2012 the “personal privacy, law enforcement personal privacy, and law
enforcement techniques for prosecution” (Moulton & Baker, 2013, p. 3) exemptions (personal
privacy is covered by exemption 6, while law enforcement privacy and techniques for
prosecution are covered by exemption 7) were each used about 100,000 times and accounted for
70% of total exemptions (Moulton & Baker, 2013, p. 3).

Problematically, the Center for
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Effective Government report speculates that, while it is unclear why use of privacy exemptions
(both personal and law enforcement) is not clear, there is a possibility that agencies are stretching
the definition of what information is private in order to withhold more. (Moulton & Baker, 2013,
p. 16). Another trend, which is noted by the Center for Effective Government report but not the
CREW report, is the dramatic increase of partial releases of information, where portions of the
requested data are redacted (p. 13). Moulton & Baker provide a graph that illustrates the
frequency of full denials, partial grans, and full grants of FOIA requests (Table 1). As can be
seen by these two reports, while the Obama administration has made some progress decreasing
FOIA backlogs, it is hard to make the argument that, in terms of FOIA performance, the federal
government under the Obama administration is more transparent than under the Bush
administration. Indeed, based on the data presented, the opposite seems to be the case.
Because of the backlog inherited by the Obama administration along with the
possibility that agencies were stretching the definition of the privacy exemption in order to
withhold more information (something Obama himself may not have had the ability to
significantly control), it may not be fair to hold the Obama administration completely responsible
for the lack of transparency of federal agencies. However, on March 17, 2015, during what has
been deemed “sunshine week” (a week long effort to promote government transparency), the
White House erased a long standing rule that subjected the Office of Administration to FOIA
requests, citing a 2009 court decision by the D.C. Circuit Court of Appeals which held that the
Office of Administration is not a federal agency subject to FOIA because it “performs only
operational and administrative tasks in support of the President and his staff” (Citizens for
Responsibility and Ethics in Washington v. Office of Administration, 566 F.3d 219 (D.C. Cir.
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2009)) (Hicks, 2015).

Although it is unclear what information this allowed the Obama

administration to withhold, the very fact that this rule change occurred during his presidency (not
to mention the irony that it occurred during “sunshine week” does raise questions as to how
committed Obama really was to transparency, especially considering this directly protected the
President's office from having to disclose it's own activities under FOIA.
While the above assessment of the application of FOIA under the Obama
administration is fairly pessimistic, the Obama administration has implemented an open
government data policy that closely mirrors the U.K. open data policy discussed earlier in this
chapter. On May 9, 2013, President Obama issued an executive order making, by default,
information generated by federal agencies publicly available on Data.gov in open and machine
readable format (Obama, 2013). Mirroring the stated purpose of the U.K. open data initiative,
the executive order states that:
Openness in government strengthens our democracy, promotes the delivery of
efficient services to the public, and contributes to economic growth. As one vital
benefit of open government, making information resources easy to find,
accessible, and usable can fuel entrepreneurship, innovation, and scientific
discovery that improves Americans' lives and contributes significantly to job
creation. (Obama, 2013).
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Illustration 1: FOIA denials, partial grants, and full grans from 1998-2012. Source: (Moulton &
Baker, 2012, p. 13)

The executive order goes on to note that when the government made the Global Positioning
System and weather data freely available to the public decades ago, it resulted in substantial
innovation in services available to the public, innovation, and economic growth. Further, it notes
that in more recent years publication of data on “health and medicine, education, energy, public
safety, global development, and finance” has had similar benefits. Mirroring stated limitations of
release of government data under the U.K. initiative, the executive order states that:
Agencies shall implement the requirements of the Open Data Policy and shall
adhere to the deadlines for specific actions specified therein. When implementing
the Open Data Policy, agencies shall incorporate a full analysis of privacy,
confidentiality, and security risks into each stage of the information lifecycle to
identify information that should not be released. These review processes should
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be overseen by the senior agency official for privacy. It is vital that agencies not
release information if doing so would violate any law or policy, or jeopardize
privacy, confidentiality, or national security. (Obama, 2013).
On May 9, 2014, one year after Obama issued his executive order to make
government data open and available in machine readable format the default, the White House
issued a concrete plan to implement the initiative, providing a long list of examples of categories
of information to be released, examples of data sets, the formats in which the data will be
released, and the licenses under which the data will be released (The White House, 2014). The
action plan states that data sets will be prioritized for public release based on feedback from civil
society and other stake holders (The White House, 2014, p. 3-4). In some cases, data sets listed
to be made public are to be released as an API (Application Programing Interface), which, rather
than directly providing the information, allows application developers to use the API to instruct a
machine to retrieve the data.
Although the topic of copyrights will be the subject of a later chapter in this
dissertation, it is worthwhile noting that according to 17 U.S. Code § 105, copyright protection is
not afforded to works published by the United States Government, and these works are, by
default, considered to be in the public domain.

However, the Creative Commons website

description of the CC0 license (http://creativecommons.org/about/cc0 , retrieved on 4/19/2015)
notes that in some jurisdictions (including outside the United States) there is no easy way to
relinquish all rights to a copyrighted work, specifically moral rights; therefore the CC0 license
allows for authors to explicitly dedicate a work to the public domain globally, and reserve no
rights.
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Most of the data sets listed for release in the action plan are stated to be released
either as in the public domain, or released under the CC0 license described above. However, the
action plan notes that in the case of some “Science and Research” data, private entities own
copyrights to data, and copyright clearances will have to be negotiated (The White House, 2014,
p. 18), demonstrating an example of how copyrights have the potential to threaten transparency
(a topic that will be discussed in more depth later in this dissertation).
McChesney (2013) paints a pessimistic picture about the state of transparency, both in
terms of government secrecy and because of the breakdown of traditional journalism. In relation
to government secrecy, McChesney (2013, p. 160) notes that between 1995 and 2011 the number
of documents classified increased from 5.6 million to 92 million, while between 1996 and 2011,
the number of pages declassified and made available to the public fell from 196 million to 27
million.

McChesney dedicates chapter 6 of Digital Disconnect (p. 172-215) to analyzing the

state of journalism in the era of the Internet, and argues that while proper, high quality journalism
requires significant resources, newspapers, who have traditionally and still do carry out the bulk
of journalistic research, have had their revenue streams significantly reduced by the loss of
advertising revenue to the Internet and loss of readership. Because of the lack of journalistic
resources, what news is reported by traditional news media (newspaper and television) is largely
provided by the public relations industry. McChesney argues that the quality of news media
began to decline even before the advent of the Internet due to consolidation of ownership and
attempts by corporate ownership to improve profit margins by cutting spending on journalistic
research, but the Internet has dramatically accelerated these trends. McChesney argues that the
demise of quality independent journalism has dire implications for the viability of a liberal
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democratic society because without sufficient resources, news media cannot provide the public
with the information necessary to participate meaningfully in the political process, and also
cannot serve as a watchdog on those in positions of power. In other words, journalism is
necessary for maintaining a transparent society.
McChesney notes that [Internet] “celebrants” frequently argue that the Internet will
allow for a new type of journalism to arise that will be superior to the old media journalism that
is being made non-viable by the Internet. Some of these celebrants argue that the free market
will ultimately lead to new business models for online journalism, while others argue that the
Internet is enabling citizen journalism that will lead to a revitalization of the public sphere.
McChesney concedes that the Internet does allow citizens to share information in ways that were
not possible before, in some cases empowers citizens to better organize, and at least in theory has
the potential for providing a superior journalistic system.

However, he argues “that the

celebrants have either greatly undervalued the importance of having independent competing
institutions and resources to do journalism—especially living wages for reporters—or have
overestimated the capacity of the market to produce such a system, or both” (McChesney, 2013,
p. 174).
Based on these assessments on the state of transparency, it seems difficult to decide
whether to see the glass as half empty or half full; it depends on which trends, data, and
arguments one decides emphasize. It seems clear that the state of transparency is not entirely
dystopian (i.e. a substantial degree of transparency does exist), but at the same time those in
positions of power are still capable of limiting public access to information to their own
advantage and at the expense of an empowered citizenry in a democratic society. In this spirit, a
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major theme of this dissertation will be assessing the degree to which grassroots efforts promote
a more democratic society.
The State of Privacy in Contemporary Society
While it is argued above that there is both reason for optimism in regard to the state of
transparency and room for improvement, the state of privacy at this point of development of the
Internet seems more problematic.

While the overall increase of access to and flow of

information has in some ways made those in positions of power more transparent, these same
trends have also made ordinary people not in positions of power more transparent to each other
and to those in positions of power.

In other words, privacy has eroded for most of us.

Arguments for different perspectives can be made about whether it is problematic that common
people can now more easily find more information about other common people and voluntarily
share personal information with others. Arguably, there are significant social benefits from the
voluntary sharing of personal information, and in some cases transparency of member of the
public to each other could be viewed as positive.

What seems more problematic is the

asymmetry in ability between those in privileged positions (corporate or government) and the
rest of us to maintain privacy (i.e. self-transparency) while gathering and utilizing information
about others. For the purpose of this dissertation, the discussion about the state of privacy
focuses primarily invasions of privacy by private sector entities and on government surveillance,
rather than on the increasing ability of citizens to find information about other citizens.
In their exploration of the issue of privacy, Craig & Ludloff (2011) focus primarily on
private sector collection and use of data, although they also acknowledge government and law
enforcement collection and use of personal information. To provide context to their exploration
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of the issue, they identify four relevant “players” (or stakeholders):
* Data Collectors. Whenever you use a personal digital device, such as a PC or
cell phone... you generate data. You also generate data by intersecting [sic] with
technology (that you don't own but still collects data about you), like RFID tags,
loyalty and credit care readers, and CCTV cameras... All of this data is collected
by someone (or multiple someones) for some purpose, with or without your
consent. Most often, that information is then sold or rented to third parties or as
data sets that can be combined (aggregated) with other data sets.
* Data Markets (the Aggregators). Data markets... are platforms that users...
(individuals, marketing organizations or others, companies, and government
agencies) may search for specific data sets that meet their needs and then
download them (either free or for a fee, depending on the data set).
* Data Users. These are the people or organizations that buy or get free access
to data, usually through applications (social media monitoring, retail analytics,
customer relationship management, demand monitoring, inventory management,
etc.). For example, if you've ever looked someone... up on Spokeo... you are
working with a number of data sets that have been combined by Spokeo to
provide that profile.
* Data Monitors/Protectors. These are a host of agencies and organizations that
monitor privacy issues from various points of view and others that are involved in
self-regulatory policies and enforcement for various industries or functions.
(Craig & Ludloff, 2011, p. 51-52).
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They note that the interests of all these players have in personal information is different, but
personal information has value to all these players (p. 52). Interestingly, individual citizens
about whom data is collected are not listed as a stakeholder or player in this framework.
Craig & Ludloff identify the online advertising industry as a major driving force in
the collection of personal information (p. 52-54). They also note that copyright owners routinely
collect data about their customers through the use of Digital Rights Management and Trusted
Computing (p. 54-59) (this will be discussed in more depth in a later chapter). They take the
perspective that the use of personal information for the purpose of advertising is in itself not
especially harmful because advertisers are not making a moral evaluation of users and simply
want to sell products, but they also argue that the data collected primarily because of the online
advertising economy is also used for purposes other than advertising (p. 62). Specifically, they
note that for the purpose of law enforcement government agencies can obtain personal
information without a warrant if it has already been collected by a third party (p. 67). The
central point of Craig & Ludloff's argument is that extensive information about virtually all
Internet users (largely without their knowledge or explicit consent) is collected by multiple
private parties, primarily (but not exclusively) because of its economic value for enabling
targeted advertisement. Once the data is collected, it is sold and shared by data aggregates and
data users. At this point, the subject of the data has lost control over the dissemination of their
personal data and it is difficult or impossible for this person to stop the dissemination of this
data.
McChesney (2013) also emphasizes the centrality of the online advertising industry to
the erosion of privacy online, although, unlike Craig & Ludloff, he considers advertising in and
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of itself as far from benign. Also, he details the intimate and symbiotic relationship between
government surveillance and the telecommunications and Internet corporate giants. He provides
a brief history of how the Internet transitioned from a medium overtly hostile to advertising
during the early 1990s (p. 146-147) into a medium where profit is primarily generated though
advertising, emphasizing that the implementation of tracking and surveillance technologies for
the purpose of effectively targeting advertisements has been of critical importance to making
online advertising effective and profitable (p. 147-150). He notes that in the United States alone
annual online advertising expenditures were around $40 billion in 2012, and, at the time of
writing (2013), were projected to grow to $80 billion by 2016 (p. 148).

Furthermore,

McChesney makes clear that the information gathered about users by websites and Internet
corporate giants is extensive, noting that “Gathering as much information as possible on Internet
users and knowing where to reach them online is the key to securing ad dollars” (p. 149). The
data about users being collected by numerous companies includes web browsing habits, location
of the user at various times (through remote access to GPS information gathered by cell phones),
age, gender, and other personal information (p. 147-150). McChesney goes as far as to state that
“This may be the great Achilles's heel of the Internet under capitalism: the money comes from
surreptitiously violating any known understanding of privacy” (p. 150). As detailed in an earlier
chapter of Digital Disconnect, McChesney sees advertising (both online and offline) as far from
harmless (p. 40-46). According to his argument, advertising is not typically a function of a
competitive market, but rather a function of oligopolistic markets in which a few firms are
offering similar products for similar prices.

The purpose of advertising is not to inform

customers about what makes a product unique, but rather to convince customers to buy one
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product rather than others when no meaningful difference between quality and price exists, thus
allowing firms to avoid price competition that would reduce profit margins. Furthermore,
advertisements manipulate people at an emotional level, creating a sense of need where no real
need exists. Often, they do this by making potential customers dissatisfied with the current state
of affairs and even with themselves, and the personal data advertisers collect about their potential
customers/victims allows them to even more effectively manipulate their audiences. Thus, when
McChesney's description of how online surveillance and advertising operate is taken together
with his perspective on the larger function of advertising in society, a picture emerges in which,
when using the Internet, we are spied on by multiple parties for the purpose of effectively
manipulating our emotions for the purpose of generating profit.
The 2014 FTC report on data brokers cited earlier in this chapter (Ramirez et. al.,
2014) provides a more detailed description of the market for personal information, specifically
focusing on what Craig & Ludloff refer to as “data aggregators”. The operations of these data
brokers was discussed briefly earlier in this chapter while discussing the importance of
transparency and privacy for democratic society, but deserves a closer look for the current
purpose of exploring the state of privacy in contemporary society. The report was based on a
study of nine data brokers whose activities fall outside the scope of the Fair Credit Reporting Act
(FCRA) (p. 7), with data for the report gathered through questionnaires sent to these nine data
brokers, “follow-up questions and meetings”, and “publicly available sources” (p. ESii). The
data brokers studied in this report offer three categories of products: “marketing products, risk
mitigation products, and people search products (p. ESii).” Five of the data brokers studied offer
marketing products (p. ESii), four risk mitigation products (p. ESiii), and three people search
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products (p. Esiii). The report notes the vast scope and scale of data collected by these data
brokers:
Data brokers collect and store a vast amount of data on almost every U.S.
household and commercial transaction.

Of the nine data brokers, one data

broker's database has information on 1.4 billion consumer transactions and over
700 billion aggregated data elements; another data broker's database covers one
trillion dollars in consumer transactions; and yet another data broker adds three
billion new records each month to its database. Most importantly, data brokers
hold a bast array of information on individual consumers. For example, one of
the nine data brokers has 3000 data segments for nearly every U.S. consumer. (p.
ESiv)
New technologies have both increased the amount of data generated by people (the
FTC report, tellingly, frequently refers to people as “consumers”) and allowed for new business
models that take advantage of increased information about people; thus allowing data brokers to
both collect and profit by selling increasingly detailed personal information (p. 5). The report
notes that as people go about their lives (both online and offline), they generate data in multiple
ways that ultimately makes its way into the databases of data brokers. The report lists six
examples of ways that the actions of people makes its way into the databases of data brokers
(typically without the knowledge of the individual): when people “post information publicly
online”, it is collected by data brokers and sold to or shared with other data brokers; when people
“shop online” “their info is collected by” the “online stores” and it is shared with or sold to data
brokers; when people “register on websites” “their info is collected by” “websites” and shared
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with or sold to data brokers; when people “shop at stores” “their info is collected by” “stores”
and is shared with or sold to data brokers; when people “fill out warranty cards” “their info is
collected by” “companies” and is shared with or sold to data brokers; when people “buy houses”
“their info is collected by” “local governments” and is shared with or sold to data brokers (p. 2)
(it should be noted that these are just some examples of the ways data brokers collect
information, not a comprehensive list). Although the data brokers studied for this report collect
data from numerous sources, these sources “fall into three categories: (1) government sources;
(2) other publicly available sources; and (3) commercial sources (p. 11).” Notably, none of the
nine data brokers collect their data directly from individuals (again, the report uses the word
“consumers”) (p. 11). As mentioned in passing earlier, data brokers also share information with
each other (p. 14). As a result, even if someone were to know that that a data broker had
personal information about him or her, this person would be unable to easily find the original
source of the data (p. 14).
Of particular interest, data brokers not only build their databases around known data
about people, but also create data elements by making inferences about people, sometimes
placing people into categories that could be inaccurate or considered unflattering. An example of
such a category is “Thrifty Elders”, which “includes singles in their late 60s and early 70s”, and
is “one of the lowest income clusters” (p. 20). Other categories could potentially harm the
person described (for examples, data brokers may “Identify a group of consumers that sought
chargebacks on their credit cards in the last year, analyze the characteristics those consumers
share, and use the characteristic data to predict 'Consumers that are Likely to Seek a
Chargeback'”) (p. 19-20). Additional potentially sensitive categories data brokers may place

82

people in based on inferences include “'Expectant Parent,” “Diabetes Interest,' and 'Cholesterol
Focus.' (p. 47)” (the report also notes that categories such as “Diabetes Interest” could lead an
insurance company to classify and individual as “high risk”, and this is just one example of
potential harm inferred information can cause to individuals).
For the nine data brokers described in the report, marketing products generated the
most revenue ($196,206,100 annually), followed by risk mitigation products ($177,842,153
annually), and people search products ($52,694,542 annually) (p. 23), reinforcing the perspective
that advertising is a primary driver of loss of privacy. The FTC report categorizes marketing
products into three categories:

“(1) direct marketing, which encompasses postal mail,

telemarketing, and email marketing; (2) online marketing, which includes marketing to
consumers on the Internet, on mobile devices, and through cable and satellite television; and (3)
marketing analytics. All of these products enable the data brokers' clients to create tailored
marketing messages to consumers (p. 23).” Direct marketing product fall into two categories:
“data append”, and “marketing lists (p. 23).” Data append products help clients learn more about
potential customers. The client provides the data broker with some data about a potential
customer, such as “a customer's name and address” (p. 24), and the data broker provides more
extensive information about the person, such as contact information, demographic information,
or interests (p. 24-25). Marketing lists provide a list of potential customers to clients based on
criteria provided by the client (such as interests and demographic criteria) (p. 25). Some online
advertising products allow websites that require registration to learn more about their users in
order to more effectively provide targeted advertisements (“Registration Targeting”) (p. 26).
Other online advertising products help match websites that require registration and potential
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advertisers, with the data broker acting as an intermediary when neither the website nor the
advertiser want to share information directly with each other (“Collaborative Targeting) (p. 2627). A third category of online advertising products, which the report calls “Onboarding”
products (p. 27) utilize information gathered offline about people to allow clients to more
effectively target online advertisements to a relevant audience (p. 27-30). “Marketing Analytics”
products (p. 31) provide detailed descriptions of potential customers to clients, such as
predictions of how people are likely to behave, what type of sales pitch they are most likely to
respond to, and online social status and influence (such as presence on social media and blog
followers; how likely they are to be able to influence others with their opinions of products and
services). This information helps advertisers to make decisions about who to advertise to and
what type of sales pitch to use (p. 31). Marketing analytics products also use algorithms based
on large amounts of data to analyze how effective specific marketing campaigns by their clients
had been (p. 31). “Risk Mitigation” (p. 32) products help clients verify the identity of people
with which they are doing business and help to detect and prevent fraud (p. 32-34). “People
Search” (p. 34) products help clients, both individual and corporate, and either for free or for a
fee, locate people and find more information about them; the companies in the report that
provide people search products typically specify that they cannot be used for purposes that fall
under the FCRA (p. 34-35).
The report also notes that, although some of the data brokers give customers various
level of ability to find records about themselves, and in some cases allow customers to correct
false data about themselves or opt out of having their data shared, it is not clear how customers
would even find out which data brokers have information about them (p. 49). This report
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demonstrates that there is a huge industry built around the collection and sharing of personal
information about people, largely without the knowledge of the data subjects (individual people).
Furthermore, this report highlights the primacy of advertising in driving surveillance. It should
also be noted that the report only focuses on nine data brokers, which is just a small subset of the
industry.
Christian Fuchs (2012a) connects the issue of privacy to the issues of copyrights and
network neutrality. In Fuchs' paper “Implications of Deep Packet Inspection (DPI) Internet
Surveillance” (2012a) he evaluates a number of European companies that export tools for online
surveillance, namely through deep packet inspection. Fuchs (2012a, p. 19-21) explains that
through the use of deep packet inspection, Internet Service Providers are able to know everything
that users of their networks are doing. This allows ISPs to enforce copyright law by monitoring
their networks for infringing traffic (p. 25-27), gather information that allows for targeted
advertising (p. 21-24), and is an essential component of prioritizing some traffic over other
traffic, thus endangering network neutrality (p. 18-19). Furthermore, Fuchs (2012a, p. 5) notes
that the companies developing software for deep packet inspection and other types of
surveillance have provided their technologies to repressive governments that have used their
technology to suppress descent. He also documents how Comcast has used deep packet
inspection to disrupt peer-to-peer file sharing, namely Bittorrent, traffic (p. 18).
McChesney also discusses the issue of government surveillance, which is often
carried out with the cooperation of Internet and telecommunications firms. He argues that “The
evidence suggests that the national security state is as much a part of really existing American
capitalism as the large corporation, Wall Street, or advertising” (p. 159).

Although most
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intelligence budgets are secret, notes McChesney, the best estimate would be that in the decade
prior to the writing of Digital Disconnect, annual intelligence spending grew to about $100
billion, about a 250% increase (p. 160). The United States' intelligence apparatus, as of 2013,
consisted of “some 1,300 government agencies and 2,000 private companies” (p. 160). The
Internet has become central to military and intelligence agencies, argues McChesney, in part
because it allows for machines, which are far more efficient than humans, to carry out
surveillance; and in 2012, the military stated its intention to treat cyberspace as the most
important military battleground (p. 161). Furthermore, the National Security Agency (NSA) is
collecting massive amounts of information about electronic communications, much of which is
about American citizens (p.161). McChesney asserts that “...the relationship of the government,
especially the national security state... to the ISP cartel and the digital giants... is complementary
and collegial, even intimate” (p. 161). He notes that the participation of private firms has
allowed intelligence officials to engage in forms of surveillance that fall outside of the
framework requiring subpoenas and judicial oversight authorized by congress (p. 161-162).
McChesney also cites five reasons why private firms voluntarily cooperate in domestic
surveillance:
* There is a great deal of money to be made providing data services for the
government. ..
* The military generates many of the new technologies that Internet giants can
exploit commercially.
* The giants have a great deal at stake in government subsidies, regulations,
taxation, and antitrust oversight.

They have no interest in antagonizing the
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government by not playing ball with the military and intelligence agencies.
* Outside the United States, the U.S. government is an aggressive advocate for
the Internet giants, and they therefore want to reciprocate and have the
government in their debt.
*

Much of the military's cyber warfare planning addresses protecting U.S.

intellectual property, patents, and copyrights. The government is like a private
police force for the Internet giants, corporate media, and all businesses that rely
on patents and copyright. (McChesney, 2013, p. 162)
McChesney goes on to provide more details about how private firms enable
government surveillance, providing several examples. One example is the warrantless domestic
wiretapping program instigated by the NSA in 2001, in which all the major telecommunications
corporations with the exception of Quest, despite the fact that they understood the program was
clearly illegal under the Foreign Intelligence Surveillance Act (FISA) (p. 163). After the public
became aware of this program (because of a whistleblower), congress granted the participating
telecommunications corporations retroactive immunity from prosecution for their illegal
cooperation with the NSA in 2008 (p. 163), and subsequently “the Obama administration
tightened regulation to make it more difficult for whistleblowers to avoid prosecution (p. 163).”
McChesney also cites a 2010 Washington Post report that stated that every month the NSA
intercepted and stored 1.7 billion distinct electronic communications (p. 163). Additionally, he
cites the example of private firms taking matters into their own hands in the wake of Wikileaks
publishing leaked United States diplomatic cables in 2010, and apparently without any legal
obligation to act, Amazon kicked the Wikileaks website off its servers, Apple removed the
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Wikileaks app from its app store, and payment processors such as Bank of America, Visa,
MasterCard, and PayPal stopped processing donations to Wikileaks (p. 164).
Furthermore, according to a 2012 ACLU report (cited by McChesney), “...most police
departments in the country tracked suspects and others by using their cell phones without
warrants, hence illegally. The ISP cartel not only cooperated, but was sometimes paid, the price
ranging from a few hundred dollars for providing a suspect's physical location up to $2,200 'for a
full-scale wiretap' (p. 164).”

McChesney goes on to note that, at least as of 2012, the

Department of Homeland Security was actively searching Twitter and Facebook for a long list of
keywords; LexisNexis had developed a product to help government agencies analyze how people
were using social networking websites, and that both AT&T and Verizon have a sizable team of
full time staff responsible solely for responding to requests by law enforcement agencies (p. 164165). Although the extent of government surveillance and cooperation by the private sector, as
reported by McChesney, is vast, Digital Disconnect was published before whistleblower Edward
Snowden reviled further details about the extent of domestic and foreign surveillance carried out
by the NSA (with cooperation by the private sector, of course).
Although the topic of whistleblowers will be discussed in significant depth as a type
of grassroots activism in a later chapter, the discussion of the current state of privacy would not
be complete without discussion of the revelations of Edward Snowden. In No Place to Hide:
Edward Snowden, the NSA and the Surveillance State Glenn Greenwald (2014) (who was one of
the three journalist that Edward Snowden first worked with in publicizing his leaks, as will be
discussed in more depth in a later chapter) provides an in depth description of NSA surveillance
and the NSA's cooperation with the private sector based on documents leaked by Edward
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Snowden (p. 71-128). Additionally, he utilizes other publicly available sources (including
revelations of other whistleblowers) to draw a picture of the extent of NSA surveillance.
Greenwald describes the NSA's surveillance programs, along with partnership with the private
sector in great depth, and due to space constraints it is impossible to discuss NSA surveillance in
the same depth as Greenwald does in this dissertation. It is worth noting that Greenwald and his
partners did not indiscriminately report on and make public all documents provided by Snowden:
Snowden left it up to Laura and me to decide which stories should be reported, in
what sequence, and how they would be presented. But on the first day, Snowden
—as he did on many occasions both before and since—stressed how urgent it was
that we vet all material carefully. “I selected these documents based on what's in
the public interest,” he told us, “but I'm relying on you to use your journalistic
judgment to only publish those documents that the public should see and that can
be revealed without harm to any innocent people.”... “If I wanted the documents
just put on the Internet en masse, I could have done that myself,” he said. “I want
you to make sure these stories are done, one by one, so that people can understand
what they should know.” We all agreed that this framework would govern how
we reported... “Some of the documents I'm giving you are not for publication, but
for your own understanding of how this system works so you can report the right
way,” he said. (Greenwald, 2014, p. 44-45)
Greenwald reports on the NSA's collection of domestic telephone metadata, reporting
on a “top secret order from the FISA court compelling Verizon to turn over to the NSA all
information about its American customers' telephone calls, the 'telephony metadata' (p. 73).” He
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includes the text of the order in the text of his book, which includes the following description of
what constitutes metadata:

“Telephony metadata includes comprehensive communications

routing information, including but not limited to session identifying information (e.g., originating
and terminating telephone number, International Mobile Subscriber Identity (IMSI) number,
International Mobile station Equipment Identity (IMEI) number, etc.), trunk identifier, telephone
calling card numbers, and time and duration of call (p. 73).” Although “metadata” does not
include the contents of phone conversations, “metadata surveillance can be at least as intrusive as
content interception, and often even more so. When the government knows everyone you call
and everyone who calls you, plus the exact length of all those phone conversations; when it can
list every single one of your email correspondents and every location from where your emails
were sent, it can create a remarkably comprehensive picture of your life, your associations, and
your activities, including some of your most intimate and private information (p. 100).”
Greenwald also describes the PRISM program, which involves “collection of data directly from
the servers of the world's biggest Internet companies (p. 73)” (the companies the NSA works
with through the PRISM program are as follows: “Microsoft, Yahoo, Google, Facebook, Paltalk,
AOL, Skype, YouTube, Apple (p. 22).”

Other programs reported by Greenwald include

“PROJECT BULLRUN”, (a program in which the NSA in correspondence with it's British
counterpart, the GCHQ, aims to defeat encryption used to protect online monetary transactions
(p. 73) and “EGOTISTICAL GIRAFFE”, a program aiming to undermine the privacy and
anonymity protections provided by the Tor browser (a piece of software ment to protect the
privacy and anonymity of its users) (p. 73-74) (encryption and specifically the Tor browser will
be discussed in more depth in a later chapter). Greenwald goes on to assert that
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Taken in its entirety, the Snowden archive led to an ultimately simple conclusion:
the US government had built a system that has as its goal the complete
elimination of electronic privacy worldwide. Far from hyperbole, that is the
literal, explicitly stated aim of the surveillance state: to collect, store, monitor,
and analyze all electronic communication by all people around the globe. The
agency is devoted to one overarching mission: to prevent the slightest piece of
electronic communication from evading its systemic grasp. (Greenwald, 2014, p.
74).
Greenwald goes on to support this claim by noting that Keith B. Alexander, who had
headed the NSA for the nine years prior to spring of 2014, had as his personal motto “Collect it
all (p. 74).” He describes how, in 2005, Alexander, working on collecting intelligence in Iraq,
was dissatisfied that only suspected insurgence were being targeted for surveillance, and pushed
for, and received, the ability to monitor all electronic communications within Iraq using the
NSA's computer systems, and later proceeded to work toward applying the same program
domestically, against American citizens (p. 74-75) (this should not imply that the NSA does not
extensively spy on citizens of other countries, which it does(p. 96)). Greenwald demonstrates
the scale of NSA surveillance by citing a 2012 document from the Snowden files that reviled
that, at the time, “the agency was processing more than twenty billion communications events
(both Internet and telephone) from around the world each day (p. 76).” A document from
December 2012 boasts that just one program, called SHELLTRUMPET had “processed its one
trillionth record (p. 78).” In addition to collecting data from telecommunications providers or
through programs such as PRISM, Greenwald notes that the NSA directly taps into fiber-optic
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cables in order to collect the data passing through these cables, taking advantage of the fact that
most global Internet traffic travels through the United States (p. 78). Additionally, data collected
by the NSA is routinely shared with the FBI and CIA (p. 89). Yet another activity in which the
NSA engages is intercepting and modifying routers (Greenwald specifically mentions routers
manufactured by Cisco, but notes that there is not evidence that Cisco in any way cooperates
with, or is even aware of this activity) in order to route traffic to the NSA (p. 112). One of the
most alarming programs that Greenwald documents is X-KEYSCORE, which allows for
extensive surveillance of anyone using the Internet (p. 115-121).
Most remarkable is the ease with which analysts can search for whatever they
want with no oversight. An analyst with access to X-KEYSCORE need not
submit a request to a supervisor or any other authority. Instead, the analyst simply
fills out a basic form to “justify” the surveillance, and the system returns the
information requested. (Greenwald, 2014, p. 117).
To clarify the capabilities of X-KEYSCORE, Greenwald quotes a statement made by Snowden at
his “first video interview... in Hong Kong” (p. 118), “I, sitting at my desk, could wiretap anyone,
from you or your accountant, to a federal judge or even the president, if I had a personal email
(p. 118 [Greenwald quoting Snowden]).”
Greenwald also documents the extent to which NSA surveillance depends on the
private sector, noting that while the NSA has around 30,000 employees, about 60,000 employees
working for private firms are involved directly with the agency, and these private sector
employees “often provide essential services (p. 78-79).”

Greenwald provides one leaked

document that lists just a few of the NSA's “Strategic Partnerships” (p. 79), which include AT&T,
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EDS, H-P, Qwest, Motorola, CISCO, Qualcomm, Oracle, IBM, Intel, Microsoft, and Verizon (p.
79). “Snowden himself”, Greenwald notes, “was actually employed not by the NSA but by the
Dell Corporation and the large defense contractor Booz Allen Hamilton (p. 79).” The NSA
considers many of its corporate partnerships secret, and Greenwald notes that Snowden was only
able to obtain some documents describing corporate partnerships, but not others (p. 83). Beside
the cooperation with the private sector for the purpose of more effective spying, Greenwald notes
that the NSA's activities go far beyond fighting terrorism, and routinely engages in “economic
espionage, spying on foreign businesses in order to promote the interests of American
corporations (p. 101-105). This supports McChesney's claims that American businesses have
much to gain from cooperating with the NSA.
The above assessment of the state of privacy is by necessity incomplete.
Furthermore, because much surveillance (especially surveillance related to “national security”) is
considered classified, and, because the system is far from transparent, we most likely do not
know the full extent of surveillance. The important point to take away is that those in positions
of both political and economic power engage in intensive surveillance of the rest of us for both
political and economic purposes, while these institutions are far from completely transparent.
Recall the arguments made by Fuchs (2012b) and Greenwald (2014) presented at the beginning
of this chapter that privacy rights should protect ordinary citizens and those in positions of power
and privilege should be made transparent. The exact opposite seems to be the case. While this
chapter has argued that there has been some progress in making those in power more transparent
(although there is still much work to be done), it appears that individual citizens are far more
transparent to those in positions of power than those in positions of power are transparent to
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ordinary citizens. It seems reasonable to conclude that, to an extent, the free flow of information
permitted by the Internet is likely to decrease privacy and increase transparency of everyone, and
this is likely to have both positive and negative impacts. However, the asymmetry of privacy
and transparency depending on political and economic status is problematic to say the least. This
chapter has outlined the state of affairs in relation to transparency and privacy in order to set the
state for the discussion later in this dissertation of various types of activism to protect the privacy
of ordinary people while making powerful institutions more transparent.
This chapter has attempted to unpack the meaning on “privacy” and “transparency”,
explore the importance of these concepts in a democratic society, and evaluate the state of
privacy and transparency in contemporary society, particularly in regard to the Internet and
information technology.

In Chapter 2, the conversation will turn to network neutrality.

Specifically, Chapter 2 will explore how various scholars have conceptualized network
neutrality, discuss why it is an important topic for protecting the Internet as an environment
conducive to democratic society, and explore the history of policy relating to network neutrality
with a focus on the United States.
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Chapter 2: Network Neutrality
This chapter introduces the issue of network neutrality, arguing the importance of the
issue for a democratic Internet that serves the public interest. Additionally, this chapter provides
a history of how the issue and policy relating to the issue has evolved, and describes the current
state of affairs in regard to the issue. The role of grassroots activism and public advocacy in
shaping the development of policy governing this issue is largely avoided in this chapter, as it
will be discussed in Chapter 5 when the discussion turns to identifying the various types of
activism relevant to the issues discussed in the first three chapters. However, it is worth noting
that the FCC's February 26, 2015 decision to reclassify broadband Internet access, both wired
and wireless, as a telecommunications service rather than an information service subject to
common carriage requirements under Title II of the Communications Act (Turner & Wood, 2015,
p. 1-2) (the FCC order will be discussed later in this chapter) provides a context for discussing
the degree to which the policy was shaped by public interest activism as opposed to lobbying by
industry forces. In other words, did the FCC make this decision, which, as will be argued in this
chapter, is in the public interest, primarily because businesses and industries other than the
telecommunications industry utilized more lobbying power than the telecommunications
industry? Or did the FCC make the decision because of overwhelming popular demand for
protection of network neutrality? This question will also be addressed in Chapter 5.
As is the case with many Internet related issues, network neutrality is of global
significance. Furthermore, the way traffic is routed in one country can potentially affect the
quality of Internet service elsewhere.

Also, laws, economics, the state of technological

development/deployment, and business practices vary from country to country.

To fully
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comprehend the issue, network neutrality would have to be discussed on a global basis taking
into account differences between countries and regions. However, such an account is beyond the
scope of this chapter or this dissertation. The primary focus will be on the development of the
issue within the United States, but other countries and regions will not be completely ignored in
this analysis. As will be seen throughout this chapter, telecommunications corporations have in
general been strongly opposed to public policy protecting network neutrality, and in the past they
have been fairly successful at resisting such policy. However, in recent years, there has been at
least some success in enacting policy protecting network neutrality despite resistance from the
telecommunications oligopoly.
Before exploring the issue of network neutrality and discussing the historic development
of law and policy regarding the issue, it is necessary to discuss the concept of a "common
carrier". James Speta (2002) explains that the concept of a common carrier evolved from the
English common law doctrine (he cites a case as early as 1444 (p. 254)) governing professionals
of a "common calling", "a class of persons engaged in trades as their full-time professions" (p.
254), which required these professionals "to serve all who sought service, on just and reasonable
terms, and without discrimination” (p.251). The first common carriage legislation in the United
States was the Interstate Commerce Act of 1887 (henceforth ICA), which applied to railroads
and was a result over concerns about the monopoly status of firms in the railroad industry (p.
258-259). Speta also notes that part of the rationale for the legislation was that since the public
had supported the development of the rail system, and "the railroads, in fact, were generally
commissioned by special state charters and were always given the right of eminent domain" (p.
259), the public "was entitled to ensure that their operation continued in the public interest” (p.
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259). The legislation required that railroads "serve at just and reasonable prices, and without
discrimination” (p. 259).

Several subsequent amendments to the ICA also established a

requirement that rail systems interconnect, which "permitted a revolution in the provision of
commodities and other goods across great distances” (p. 260).
In 1910, the Mann-Elkins Act amendment the ICA, and declared telegraph and telephone
service providers as common carriers (Speta, 2002, p. 261), mandating "just and reasonable rates
and nondiscrimination requirements" (p. 262), but "did not require telephone and telegraph
carriers to establish interconnections with each other” (p. 262). The Communications Act of
1934 created the FCC and placed telegraphy and telephony under its jurisdiction, and also gave
the FCC the authority to mandate interconnection between telegraph and telephone service
providers (p. 263-264).
Another piece of legislation that set the stage for the debate on network neutrality was the
Telecommunications Act of 1996. One provision of this act is that telecommunications service
providers, covered under Title II of the Act, in addition to common carriage requirements, were
required to "open their facilities to competitors” (Hedge, 2006, p. 435). Ev Ehrlich (2014, p. 7)
elaborates on this requirement (which is called "unbundling"), explaining that it requires
operators of telecommunications networks to lease out their infrastructure to competitors at
wholesale prices. Hedge (2006, p. 436) notes that the 1996 Act makes a critical distinction
between "telecommunications services", which are covered by Title II of the Act and subject to
common-carrier and unbundling requirements, and "information services", which fall outside the
scope of Title II (rather, they fall under the jurisdiction of the less stringent Title I):
Telecommunications service "means the transmission, between or among points
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specified by the user, of information of the user's choosing, without change in the
form of content of the information as sent and received."

In contrast, an

"information service" provider offers the "capability for generating, acquiring,
storing, transforming, processing, retrieving, utilizing, or making available
information via telecommunications, and includes electronic publishing, but does
not include any use of any such capability for the management, control, or
operation of a telecommunications system or the management of a
telecommunications service." (Henge, 2006, p. 436)
Determining what types of communications services constitute a telecommunications service and
what types of services constitute an information service has proven to be a major point of
contention that has been central to the regulation of Internet service.
Hedge notes that initially "the FCC treated ISP providers [sic] that did not offer service
over their own lines as 'information service providers' under the 1996 definitions. Those offering
service over their own lines were classified as 'telecommunications carriers' under the 1996 Act
definitions” (p. 437). In 1996, the only option for Internet access for most people was dialing
into an ISP over the telephone lines (Stanley, 2010, p. 13). Jay Stanley (2010) argues that the
common carrier rules governing the telephone network is what allowed for robust competition
between ISPs in the 1990s, and allowed for the Internet as we know it to emerge (p. 13-14). As
broadband Internet access became available and was adopted by an increasing number of users,
questions emerged as to how these newer types of connections would be regulated. The two
primary technologies used to deliver broadband Internet access were DSL (high speed access
delivered over telephone lines) and cable (delivered through the same infrastructure as cable
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television) (Stanley, p. 14) (today, high speed Internet is also available through cellular service,
which will be discussed later). Early on, because DSL connections were provided through the
telephone network, telephone companies were subjected to common carriage and unbundling
requirements in regard to DSL service, allowing competitors to offer DSL service over their
phone lines (Whiteley, 2000, p. 452). Ambiguity remained as to how Internet over cable would
be regulated until the FCC issued a declaratory ruling in 2002 (FCC, 2002, paragraph 2) defining
Internet access provided over cable as an information service (not subject to common carriage or
unbundling requirements) rather than as a cable service or as a telecommunications service
(FCC, 2002, paragraph 7). The FCC provides the following reasoning for its decision:
E-mail, newsgroups, the ability for the user to create a web page that is accessible
by other Internet users, and the DNS are applications that are commonly
associated with Internet access service. Each of these applications encompasses
the capability for "generating, acquiring, storing, transforming, processing,
retrieving, utilizing, or making available information via telecommunications."
Taken together, they constitute an information service, as defined in the Act... we
conclude that the classification of cable modem service turns on the nature of the
functions that the end user is offered. We find that cable modem service is an
offering of Internet access service, which combines the transmission of data with
computer processing, information provision, and computer interactivity, enabling
end users to run a variety of applications. As currently provisioned, cable modem
service supports such functions as e-mail, newsgroups, maintenance of the user's
World Wide Web presence, and the DNS. Accordingly, we find that cable modem
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service, an Internet access service, is an information service.

This is so...

regardless of whether every cable modem service provider offers each function
that could be included in the service. As currently provisioned, cable modem
service is a single, integrated service that enables the subscriber to utilize Internet
access service through a cable provider's facilities and to realize the benefits of a
comprehensive service offering. (FCC, 2002, Paragraph 38)
This declaratory ruling by the FCC was promptly challenged by smaller ISPs, including
Brand X, who wanted access to cable infrastructure in order to offer high speed Internet access.
Brand X challenged the FCC in the Ninth Circuit court of appeals (Brand X Internet Servs. v.
FCC, 345 F.3d 1120 (9th Cir. 2003)), and the court held that the FCC had made an error in
defining cable Internet service as solely an information service, citing an earlier case decided by
the Ninth Circuit, AT&T v. City of Portland (216 F.3d 871 (9th Cir.2000)) in which the court
held that cable Internet service consisted of both a telecommunications service and an
information service. This holding was challenged in the Supreme Court case known as National
Cable & Telecommunications Association et al. v. Brand X Internet Services et al. (545 U.S. 967
(2005)). The Supreme Court held that administrative law took precedent over the holdings of
lower courts, citing the doctrine of "Cheveron deference", therefore reversing the decision of the
Ninth Circuit Court of Appeals and upholding the FCC's declaration that Internet provided over
cable constituted an information service and not a telecommunications service. Following the
Supreme Court ruling on the Brand X case, the FCC proceeded to define all wireline broadband
Internet access (including DSL service delivered over telephone lines) as an information service
exempt for common carriage and unbundling requirements (FCC, 2005, paragraph 5). In 2007,
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the FCC also reclassified wireless broadband service as an information service (FCC, 2007,
paragraph 1) in an order that also notes that wireless Internet service providers typically make
use of exclusive licenses to the electromagnetic spectrum (paragraph 12), except when service is
offered through WiFi, which makes use of unlicensed spectrum (but can only provide service
within a small radius) (paragraph 15).
Robert McChesney (2013, p. 111-112) argues that this FCC reclassification of broadband
had a disastrous effect on wireline broadband competition. Far from the robust competition of
dial-up ISPs in the 1990s offering service over phone lines regulated as common carriers and
subject to unbundling requirements, by 2013, McChesney observes, 20% of US households had
access to only one wireline broadband service provider, and 96% of households had access to at
most two options for wireline broadband Internet service (usually one option provided by the
local cable monopoly one offered by the local telephone monopoly as DSL) (McChesney, 2013,
p. 112). McChesney also asserts that the market for mobile wireless service in the United States
is also quite concentrated, noting that "Four companies control around 90 percent of the U.S.
wireless market, and two of them—AT&T and Verizon—control 60 percent of the market and
have more than 90 percent of free cash flow” (p. 112). He goes on to argue that this environment
of duopoly in the wireless market is not conducive to competition, noting that wireless carriers
have done away with unlimited data plans and that Americans pay far more annually for cellular
service than people in Scandinavia (p. 112).

Although the concepts of common carriage and

unbundling have been discussed together (because of unbundling requirements stipulated in the
Telecommunications Act of 1996 for Telecommunications service providers), these issues are not
the same, and this will become apparent later in this chapter.
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Up to this point, this chapter has not directly addressed the topic of network neutrality.
Rather, the above discussion has served to provide a background of the regulatory environment
in which the debate has emerged and evolved. Specifically, as will be seen below, the lack of
common carrier requirements (due to classification of broadband service as an information
service rather than a telecommunications service) coupled with the market concentration (i.e.
lack of competition) that was largely a result of the absence of unbundling requirements for
information service providers paved the way for the emergence of the debate over network
neutrality.
According to Sascha Meinrath and Victor Pickard (2008, p. 226), the origins of the term
"network neutrality" can be traced back to Tim Wu's 2003 article entitled Network Neutrality,
Broadband Discrimination (Wu, 2003) (although, in this seminal paper, Wu himself
acknowledges that concerns about ISP control of traffic over their networks predates his paper).
Wu defines network neutrality as "an Internet that does not favor one application (say, the world
wide web), over others (say, email)” (p. 145). Although this is a reasonable starting point for a
definition for network neutrality, for the purpose of this dissertation, the definition of network
neutrality should also stipulate that no lawful content (say certain web pages or a specific video
streaming service) is favored over other lawful content (although, as discussed later, some people
find limiting neutrality requirements to “lawful” content problematic).

Interestingly, Wu

observes that treating all packets over the network the same is in itself a deviation from network
neutrality, as this tends to favor applications that are data intensive (total throughput) but tolerant
of some latency (a delay in the packet reaching its destination) over applications that are
intolerant of latency (for example streaming of voice or video) (p. 149-150) (the topic of
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"reasonable network management" will be discussed later in this chapter).

Wu's primary

argument for the importance of network neutrality is that it is necessary for promoting innovative
uses and applications for the Internet, noting that if certain types of applications or uses are given
preferential treatment while others are blocked, this does not allow for the best applications and
uses to organically emerge as dominant and rather allows Internet service providers to determine
how technology will develop (p. 145-146).
Wu analyzes comparative merits of three frameworks for promoting/preserving network
neutrality on broadband networks. One approach is to allow for industry self regulation, another
approach is the "structural remedy" (p. 150) of "open access" (p. 148) (specifically unbundling,
i.e. separating ISP functions from physical broadband infrastructure), and a third approach is
either regulation or the threat of regulation finely tuned to prohibit unreasonable discrimination.
Wu is skeptical as to whether self regulation would be sufficient to prevent unreasonable
network discrimination, and notes that in a survey of broadband service in 2002 10 many ISPs,
especially cable Internet service providers, banned (either contractually or technically) users of
their services from running servers, connecting to virtual private networks (VPNs, which will be
discussed later in this dissertation in terms of "activism" supporting privacy), and even the use of
wireless routers to share Internet access within a household.
In analyzing the appropriateness of "open access", i.e. unbundling requirements, Wu
notes that the primary argument for this approach is that it would encourage robust competition
among ISPs, and prevent local monopolies in which the incumbent would be free to
unreasonably restrict traffic over their networks (p. 148). Wu provides two major arguments

10 Remember that this paper is from 2003, and the relavant issues have evolved substantially since that time.
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why structural open access requirements may not be an appropriate or ideal means of promoting
network neutrality. First, as noted above, Wu argues that in a network in which all packets are
treated the same, the network will favor applications insensitive to latency over latency sensitive
applications. In other words, Wu argues that there is a tradeoff between application neutrality
and physical neutrality:
Network design is an exercise in tradeoffs, and IP's 11 designers would point out
that the approach of avoiding QoS12 had important advantages. Primarily, it
helped IP be "downwardly" neutral as to the underlying physical media. But this
requires us to be more circumspect in our discussions of network neutrality. IP's
neutrality is actually a tradeoff between upward (application) and downward
(connection) neutrality. If it is upward, or application neutrality that consumers
care about, principles of downward neutrality may be a necessary sacrifice. (Wu,
2003, p. 149-150)
Within this framework for understanding network neutrality Wu reasons that for latency sensitive
applications to compete on equal footing as latency insensitive (but often still data intensive)
applications, quality of service guarantees for the routing of latency sensitive data are necessary,
and the vertical integration of Internet service with the physical cables is necessary to provide
such quality of service guarantees (p. 150). Wu's second argument (against the appropriateness
of open access requirements as a means for promoting network neutrality) is that the competition
that would presumably result from open access requirements would not necessarily prevent those
11 IP is an abbreviation for Internet Protocol.
12 Quality of Service [guarantees]
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who control the cables from unreasonable network discrimination: "Competition among ISPs
does not necessarily mean that broadband operators13 will simply retreat to acting as passive
carriers in the last mile. As the survey in this study shows, operators continue to have reasons to
want to control usage of the Internet based on their status as broadband operators, regardless of
ISP competition (p. 150)."
Wu argues that the best approach to protecting network neutrality would be either
implementation of specific legislation banning unreasonable network discrimination and
imposing common carriage requirements on broadband networks (although without unbundling
requirements) or a credible threat that such legislation could be passed (p. 151-153, 156-158).
He goes on to provide an example of what network neutrality legislation might look like (p. 170171), and proposes that "broadband operators shall impose no restrictions on the use of an
Internet connection..." (p. 170) except in the case of narrowly specified criteria, such as legal
obligation, banning malicious traffic that can harm the network or other users, managing traffic
to achieve goals such as reducing latency, and limiting overall bandwidth usage (in a manner that
does not discriminate against certain applications). Wu's overarching argument for such an
approach over "open access" requirements is that this type of policy could prevent service
providers from engaging in problematic forms of network discrimination while allowing for the
type of vertical integration Wu believes is necessary for providing quality of service guarantees
that would permit latency sensitive applications compete on a level playing field with latency
insensitive applications. Since Wu's article, the topic of network neutrality has become an issue
of significant concern both among scholars and in the political arena; and there have been
13 By "broadband operators", Wu is referring to those that control the data cables (phone lines or cable) rather
than the ISPs.
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significant developments over the years both in terms of law and in terms of ISP behavior.
It is worthwhile to briefly present a counterargument to Wu's assertion that allowing for
prioritization of latency insensitive applications is desirable or necessary for preservation of
network neutrality (thus also bringing into question his assertion that vertical integration between
Internet Service Providers and the physical data cables is necessary or desirable). Meinrath and
Pickard (2008) note that prioritizing latency insensitive applications would necessary degrade
service for less latency sensitive traffic (p. 236). As a result, they argue, applications that are
relatively tolerant of latency would have an incentive to disguise their traffic to make it appear to
be latency insensitive in order to improve quality of service. Because of this, service providers
would engage in more intensive packet inspection in order to detect such disguising of traffic,
thereby slowing down overall network performance because of the processing resources required
for this type of analysis (p. 237).

Additionally, they argue that prioritization of latency

insensitive traffic would be a means of improving network performance despite overall lack of
network capacity, thus possibly substituting for, and creating a disincentive for network wide
capacity upgrades (p. 236).
Although the term "network neutrality" was not coined until 2003, Benkler (2006) asserts
that as early as 1999 or 2000, coinciding with the increasing prevalence of broadband Internet
over cable, academics began to raise concern that broadband providers (especially cable
providers) had both the ability and incentive to deviate from treating all network traffic equally
(Benkler, 2006, p. 399). In 1999, Benkler notes, network hardware manufacturer Cisco Systems
announced in a white paper plans to sell a router to cable Internet providers that would allow
them to prioritize some packets and slow down or even drop other packets (p. 147). In fact,
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Benkler observed that Cisco's white paper blatantly touted the ability of these “policy routers” to
block access to online services provided by a competitor while allowing the ISP to give
preferential treatment to its own (or its partner’s) services (p. 147). Unlike Wu, Benkler does not
view the lack of unbundling requirements and the resulting vertical integration of ISPs and
owners of the cables along with the inherent decrease in competition that resulted from this
vertical integration as a positive development in relation to network neutrality (it should be
remembered that Wu's paper was written before the Supreme Court upheld the FCC's order that
Internet service over cable should be classified as an information service in the Brand X case,
while Benkler's book was written after this decision but long before the FCC's 2015 network
neutrality rules). Benkler views the controversy over whether broadband Internet service should
be viewed as an information service or a telecommunications service14 (p. 399-401) as the direct
precursor to the explicit debate over imposing rules to enforce network neutrality (which “would
require broadband providers to treat all packets equally, without forcing them to open their
network up to competitors or impose any other of the commitments associated with common
carriage (p. 401)”) for two primary reasons.

First, there was an assumption that that the

increased competition that would presumably be the result of unbundling requirements would
prevent service providers from deviating too far from the principles of network neutrality (p.
399) (this can be seen as a counterargument to Wu's assertion that vertical integration would
allow for quality of service guarantees for latency sensitive applications).

Second, the

classification of broadband Internet service as an information service (as will be discussed in
more depth later in this chapter) left the FCC with far less legal authority to regulate broadband
14 As will be discussed later in this chapter, the classification of broadband Internet service would again become
central to the debate over network neutrality in the following decade.
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service providers.
Benkler also provides a theoretical discussion about the prospects for network neutrality
in both competitive markets and noncompetitive markets in the absence of regulation imposing
network neutrality but taking into consideration ISPs access to technologies such as Cisco's
“policy routers”. In this discussion he emphasizes the potential impact of deviations from
network neutrality on the individual autonomy of Internet users (p. 146-161). He asserts that a
prerequisite for individual autonomy is the ability to send and receive information without
constraints being imposed by others; the ability to receive information allows the individual to
perceive the world and become aware of the range of possible actions, and a component of being
an autonomous person is the ability to communicate freely with others (p. 146-147). Benkler
connects this perspective of autonomy to the issue of network neutrality by proposing a
hypothetical example in which an individual's only means of communicating to the outside world
is through a broadband Internet connection, and describes two potential situations and their
potential impact on the autonomy of the individual (p. 148-149). In the first situation, the user
has only one choice for an Internet service provider, and does not know whether, or to what
degree, the ISP manages traffic flow using one of the policy routers described above. If the ISP
treats all traffic over its network equally, the user's ability to perceive the world cannot be said to
be constrained by the whims of the service provider. If, on the other hand, the service provider
uses a policy router to pursue its own agendas by speeding up some packets and slowing down or
blocking others, the service provider is exerting control over the user and compromising her
ability to perceive the outside world, thus limiting her autonomy. In the second situation, the
individual has the ability to choose between multiple Internet service providers, and also knows

108

whether and to what degree each ISP manipulates traffic over its network. In this situation, the
user has a greater degree of autonomy because she can decide what types of restrictions she will
be subjected to, but if all the service providers in some way manipulate traffic, her ability to fully
perceive the outside world, and thus her autonomy is still limited.
As noted above, Benkler argues that in noncompetitive broadband markets individual
autonomy is likely to be severely impaired by traffic manipulation. He goes on to argue,
however, that even in highly competitive markets broadband individual autonomy will likely be
compromised by traffic manipulation (p. 158-159).

According to Benkler, free market

proponents would argue that in a competitive environment, service providers would offer a
variety of packages at various price points; with some broadband offerings relatively free from
traffic manipulation offered for a higher price and some offerings of heavily manipulated service
available for a lower price.

Benkler argues, however, that service providers would have

imperfect information about how much customers would value non-manipulated service, while
customers would have imperfect information about how much service providers would value the
ability to shape Internet traffic to further their own agendas (p. 158-159). Furthermore, in a
competitive market, broadband providers and broadband customers would not be the only market
players; other social actors (for example advertisers or political actors) would have an incentive
to pay broadband service providers to shape traffic in accordance to their agendas (p. 159).
Although regulation has been a common approach to addressing market failures, Benkler
argues that imposing common carriage-like requirements (i.e. network neutrality rules) on
service providers is also an insufficient solution for preventing traffic manipulation and loss of
autonomy for network users (p. 159-160). Benkler observes that historically regulated entities
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have been effective at shaping regulation, shaping their services to exploit weaknesses and
loopholes in regulations, and taking advantage of weaknesses in enforcement of regulations (p.
160). Furthermore, common carriage regulations have the potential to allow the regulators
themselves to influence network traffic to further their own agendas (p. 160).
Benkler proposes two possible solutions to the issue of service provider manipulation of
network traffic and the resulting loss of autonomy for those that depend of the Internet to
perceive the world around them (p. 402-408). He notes that the primary choke point at which
network traffic can be manipulated is the last mile, in other words the connection between the
service provider and the homes of individual customers (p. 402). Benkler argues that wireless
technology has advanced to a point that it is now feasible for Internet users to cooperate in
creating their own last mile infrastructure using unlicensed portions of the electromagnetic
spectrum (p. 402-404). The equipment required by individual households to participate in
forming such an infrastructure would be similar to the wireless routers that are common in
homes today (p. 403). Under this system, equipment in individual households would exchange
traffic with the equipment in neighboring households, allowing the whole community to share a
single high speed connection to the rest of the Internet. The result of such a system would be
that:
The last mile would be provided not by... competing Internet service providers,
but by the cooperative efforts of the residents of local neighborhoods.
Competitors in providing the “middle mile”–the connection from the last mile to
the Internet cloud–could emerge, in a way that they cannot if they must first lay
their own last mile all the way to each home. The users, rather than the middle-
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mile providers, shall have paid the capital cost of producing the local transmission
system–their own cooperative radios.

The presence of a commons-based,

coproduced last mile alongside the proprietary broadband network eliminates the
last mile as a bottleneck for control over who speaks, with what degree of ease,
and with what types of production values and interactivity.

(Benkler, 2006, p.

404).
The other non-market approach proposed by Benkler (for the purpose of avoiding
deviations from network neutrality) is municipal broadband (p. 405-408). “These proposed
systems would not be commons-based in the sense that they would not be created by the
cooperative actions of individuals without formal structure.

They would be public, like

highways, sidewalks, parks, and sewage systems (p. 406).” Furthermore, Benkler notes that
because of legal protections in the United States provided by the First Amendment, which places
“constraints on government preferring some speech to other speech in public fora” (p. 406),
network neutrality would most likely be preserved in municipal broadband systems (p. 406).
Benkler observes that an exceptionally affordable and well preforming municipal network had
existed in Bristol, Virginia (a town with a population just over seventeen thousand) since 2003,
and that “the city had broadband penetration rivaling many of the top U.S. markets with denser
and wealthier populations” (because of the municipal service, which utilized a last mile fiberoptics network) (p. 406). Furthermore (at the time The Wealth of Networks was published in
2006), some major cities were considering implementing a similar system (p. 406-407). The
incumbent telecommunications corporations, however, “have not taken kindly to the municipal
assault on their monopoly (or oligopoly) profits (p.407).” As early as the late 1990s, Texas had
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passed a law prohibiting municipalities from providing broadband Internet service (in response
to the city of Abilene attempting to deploy municipal broadband) (p. 407). In 2004, the Supreme
Court upheld a similar law that had passed in Missouri (which had been challenged by
municipalities that wanted to provide municipal broadband service) (p. 407). And in 2005, a law
passed in Pennsylvania prohibiting municipal broadband service in response to Philadelphia’s
plans to provide city wide wireless Internet access. Although Philadelphia was allowed to
continue operating existing public wireless hotspots, it was unable to proceed with plans to
expand the service; and other cities in Pennsylvania were also prohibited from establishing
municipal broadband service (p. 407). Providing a more recent assessment of the state of
municipal broadband, McChesney (2013) argues that
The cartel has responded to community broadband exactly as the health insurance
industry did to the idea of a viable “public option” in the 2009-10 health care
debates. It has deployed its vast resources and lobbying armada in what can only
be described as withering attacks in nearly all states to make municipal broadband
networks all but impossible, if not illegal. By 2012 nineteen states had passed
such laws. (McChesney, 2013, p. 117-118).
Thus, according to Benkler's perspective, as long as private corporate entities control the
last mile Internet infrastructure, even in the presence of competition and regulation, the
principles of network neutrality are unlikely to be realized. Although Benkler proposes nonmarket solutions to the issue of network neutrality, as of 2015, neither cooperative wireless last
mile infrastructure nor municipal Internet service have made significant inroads. Whether or not
Benkler's assessment of the ability of network neutrality to be preserved in the presence of a
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privately provided last mile infrastructure or whether non-market solutions will ultimately
replace the current market based system of last mile infrastructure remains to be seen. Benkler's
primary contributions to the discussion of network neutrality can be seen as his emphasis on the
significance of the issue for individual autonomy and his proposal for non regulatory or market
based solutions. Yet (as of 2015) it has been nine years since the publication of The Wealth of
Networks. Throughout these years, additional definitions of and arguments for the importance of
network neutrality have emerged, multiple examples of deviations from network neutrality have
taken place, and there have been substantial legal developments in relation to the issue.
As noted above, Benkler views lack of unbundling requirements (although, as will be
noted shortly, unbundling is not the only model for providing competitive ISPs open access to
last mile infrastructure) as problematic, but also does not believe even a competitive market is
capable of ensuring network neutrality. But by analyzing differences in the regulatory models of
the United States and the European Union, it seems that competitive markets are indeed better at
preserving a more neutral Internet. Writing in 2014, Marcus (2014) provides an overview of
differences between the regulatory environments (and the resulting differences in competition
and deviations from the principles of network neutrality) of the United States and the European
Union (Marcus, 2014, p. 83-100) (although this assessment was written before the FCC released
its new open Internet rules in 2015). Marcus argues that problematic deviations from network
neutrality are relatively rare in the EU compared to the United States (p. 83). He argues that this
is likely due to the more competitive environment for broadband service in the EU, which he
attributes to differences in policy between the two markets. Because of the lack of requirements
that owners of last mile wire line infrastructure (i.e. telephone networks and cable networks)
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open their last mile networks to competitors, most US households have access to only two viable
options for broadband wire line Internet access (i.e. cable or DSL), making the market for
broadband Internet an effective duopoly in most of the country (Marcus, p. 88). In the EU,
Internet access through DSL is nearly universal while the availability of Internet access through
cable is unevenly distributed throughout Europe (p. 98-99). Despite the fact that many European
households have only one physical line to the household through which Internet service can be
delivered, the typical European household has the ability to chose from multiple broadband
providers due to the fact that EU regulatory authorities have the ability to impose open access
regulations on last mile infrastructure in the form of:
The three most relevant remedies [that regulatory authorities can use in response
to a noncompetitive broadband market], all of which have been widely used in
Europe, are:
* Local Loop Unbundling (LLU): a copper pair (or equivalent) is rented to a
third party for its exclusive use.
* Shared access: enables the incumbent to continue to provide telephony service
while the new entrant delivers high-speed data services over that same local loop.
*

Bitstream access:

the incumbent installs a high-speed access link to the

customer premises, and makes this access link available to third parties (new
entrants) over a shared access facility to enable them to provide high-speed
services to customers. (Marcus, 2014, p. 89)
Thus, while maintenance of a competitive broadband market may not eliminate problematic
deviations from network neutrality, it appears that the more competitive market for broadband
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Internet service in Europe has historically (i.e. before the FCC's 2015 Open Internet rules)
provided a safeguard against abusive traffic shaping practices that has not been available in the
United States.
At this point, before diving into the history of attempts to establish regulations enforcing
network neutrality in the United States, it is worth while briefly exploring additional conceptual
perspectives on the definition of network neutrality. Instead of attempting to provide a single
coherent definition of network neutrality, Marcus (2014) argues that network neutrality has been
defined in multiple ways, and that these definitions are often at odds, if not completely
incompatible with each other (p. 11). He proposes that definitions of network neutrality tend to
diverge on two dimensions: “(1) whether they express what users of the network must be
enabled to do, verses what providers of the network are prohibited from doing; and (2) whether
they seek to broadly limit differentiated treatment in general, versus imposing a more limited
restriction on harmful or anticompetitive discrimination (Marcus, 2014, p. 11).”
Cannella, MacDonald, and Ben-Avie (2013) provide a definition of network neutrality
that focuses both on rights of users and on requirements for service providers, and under
Marcus's framework would fall under the category of a broad ban on network discrimination;
and argue that three principles form the basis for the definition:
...1) that all points in the network should be able to connect to all other points in
the network (the end to end principle); 2) that all providers of the internet [sic]
should make their best efforts to deliver traffic from point to point as
expeditiously as possible (the best effort principle); and 3) that everyone should
be able to innovate without permission from anyone or any entity (the innovation
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without permission principle)... In practice, this means that... ISPs... must treat all
internet [sic] traffic on an equal basis, no matter the origin or type of content or
means (equipment, protocols, etc) used to transmit packets... (Cannella,
MacDonald, and Ben-Avie, 2013, p.3)
Meinrath and Pickard (2008) argue for a more expansive definition of network neutrality
that goes beyond equal treatment of all network traffic. They argue that “'Neutrality' is not just a
technical specification, but also facilitates a social contract that supports equity and justice
through data communications.” (p. 237) and that for the realization of a network that is “neutral”
in this broader sense, “competition is vital at all layers of the network infrastructure...(p. 237).”
More specifically, they list a number of broad principles that should be adhered to in order to
facilitate a globally neutral Internet (p. 237-239). One of these principles is common carriage,
but they define common carriage requirements as going beyond non-discriminatory carriage of
all network traffic and argue that it should also require “network operators [to] lease their lines to
all potential market players, including municipalities, at market (wholesale) rates” (p. 238)
(essentially an unbundling requirement). Additionally, they argue the importance of preventing
proprietary control of hardware components of the Internet, partially by encouraging
development of open source drivers for network hardware (thus, they connect the issue of
network neutrality to the issue of intellectual property) (p. 238). A truly neutral Internet, under
this more expansive definition, should avoid bottlenecks that allow for interference by corporate
and government players (p. 238), should ensure privacy of its users (p. 238), should not favor
some applications over others (238-239), and should accommodate for provision through a
variety of business models (p. 239). As will be seen when discussing network neutrality
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regulation below, this definition goes well beyond any established network neutrality rules on the
book or seriously discussed by regulatory models. This more expansive definition of network
neutrality, along with the proposals for non-market provision of Internet service, however, are
worth discussing as they provide ideals to which we may aspire.
Thus far, this chapter has discussed the environment in which the issue of network
neutrality emerged in the United States, explored broad approaches to the issue (such as the
solutions proposed by Wu and Benkler), and noted that network neutrality has been defined in
multiple ways. Before discussing the history of attempts to establish regulation of network
neutrality in the United States, it is worthwhile briefly exploring instances in which ISPs have
deviated from the principles of network neutrality. This conversation will help demonstrate why
the issue has practical implications and is politically significant. Implicitly, this discussion will
also shed further light on ways network neutrality can be conceptualized. This discussion of
deviations from network neutrality is not meant to be a comprehensive list of known incidents.
Moreover, it is likely that multiple instances in which ISPs have deviated from neutral routing of
all traffic have gone unnoticed or unreported.
As mentioned earlier in this chapter, ISPs were placing restrictions (either contractual or
technical) on the ability of customers to run servers, use home wireless routers, and connect to
VPNs at the time Tim Wu (2003) coined the term network neutrality. Since that time, there have
been a number of controversial instances in which ISPs have engaged in traffic shaping.
Although Benkler (2006) asserts that (at the time of writing of The Wealth of Networks) there
was no evidence of systemic content discrimination by broadband providers, he notes there had
already been problematic instances of abusive traffic shaping (p. 147). He provides the example
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of a 2005 incident in which “Canada's second largest telecommunications company blocked
access for all its subscribers and those of smaller Internet service providers that relied on its
network to the website of the Telecommunications Workers Union... (p. 147)”; suggesting that
concerns over the ability of ISPs to engage in abusive forms of traffic shaping was “far from
imaginary (p. 147).” This incident also provides an example of a case where an ISP used traffic
shaping with the apparent intention of affecting public opinion on a political issue (i.e. labor
grievances in its own industry).
An early case in which the FCC took action in order to preserve network neutrality
involved an incident in which an ISP deliberately blocked VoIP (Voice Over Internet Protocol)
traffic over its network in order to protect its own voice telephony service. Early in 2005, VoIP
service provider Vonage complained to the FCC that Madison River Communication (a North
Carolina based telecommunications corporation that provided DSL broadband Internet service as
well as both residential and business voice service) was deliberately preventing DSL subscribers
from utilizing Vonage's VoIP service by blocking ports associated with the service (McCullagh,
2005). The FCC initiated an investigation of the matter, beginning by issuing a Letter of Inquiry
to Madison River Communications on Feb. 11, 2005 (FCC, 2005b, paragraph 3). The matter was
quickly settled by Madison River entering into a consent decree in which they agreed to abstain
from interfering with VoIP traffic and paying a $15,000 fine to the FCC, but not formally
admitting to any wrongdoing (FCC, 2005b). It is significant that this case was settled by means
of a consent decree rather than through formal legal proceedings; had Madison River
Communications been held liable for wrongdoing in a court, this would have established an early
legal precedent regarding network neutrality.
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Another case in which an ISP deviated from the principles of network neutrality involved
the cable and Internet giant Comcast interfering with peer-to-peer file sharing traffic using the
BitTorrent protocol. This case also proved to be significant in the evolution of the legal status of
network neutrality.

In August 2007 Comcast users began complaining that their ISP was

interfering with peer-to-peer file sharing using the BitTorrent protocol, but Comcast denied the
charges (Masnick, 2007). In October of the same year, however, the Associated Press ran a
series of tests that confirmed the allegations, noting that Comcast even seemed to be interfering
with the transfers of relatively small files consisting of public domain material (using the King
James Bible in their tests) (Masnick, 2007). The Electronic Frontier Foundation (EFF) (an
advocacy group working to promote a more democratic Internet) performed its own tests on
Comcast's handling of BitTorrent traffic with results consistent with those of the Associated Press
(Eckersley, von Lohman, and Schoen, 2007). The EFF report also notes that in addition to
BitTorrent traffic, Comcast was also demonstrably interfering with traffic over the peer-to-peer
file sharing network Gnutella (p. 2-3). The EFF report also specifies that, in the case of
managing BitTorrent traffic, Comcast was specifically preventing users from seeding content
(uploading content to other users once the entire file or collection of files is available on the
seeder's computer) (p. 1). The EFF report also provides technical details of the measures
Comcast was taking to interfere with BitTorrent traffic, noting that Comcast was forging “reset”
packets, which are part of the TCP standard used close a connection between computers on a
network when a machine believes that it has received a packet that it should not have received
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(Eckersley, von Lohmann, and Schoen, 2007, p. 1-2)15.
The EFF report argues that Comcast's interference with BitTorrent traffic was
problematic both because it targeted specific protocols (thus demonstrating that ISPs could
interfere with the deployment of innovative new technologies and applications that utilize the
Internet) and because it did so by engaging in forgery and deception (p. 5-6). While the authors
of the EFF report argue that ISPs may have a legitimate interest in controlling bandwidth
consumption during times of network congestion, they argue that this could be achieved in less
restrictive and application neutral ways, such as slowing down the connections of heavy data
users during times of network congestion (p. 6-8). The FCC's response to Comcast's throttling of
BitTorrent traffic, along with the subsequent legal battle over the issue will be discussed later in
this chapter as it is significant in the development of policy relating to network neutrality.
Another topic worth mentioning in the discussion of deviations from network neutrality is
the practice of “zero-rating” data by cellular service providers, a practice, as will be discussed

15 This is how the report described the technical details of exactly what Comcast was doing: “TCP is a standard
protocol that computers use to exchange information on the Internet. RST packets, also known as “reset”
packets, are a kind of TCP message that is normally sent when a computer receives TCP packets that it believes
it should not have received, or when it thinks it has closed a connection but keeps receiving traffic from the
other side. When received, RST packets will generally cause ordinary networking software to close its side of
the connection in response (p. 1)... In the wake of Comcast's representations to us, we continued to receive
reports of protocol-specific interference, leading us to began [sic] performing our own tests. We observed that
our attempts to seed a test file (a public domain book) using BitTorrent over a Comcast residential broadband
account failed, with connections being disrupted by unexpected TCP RST packets (p. 2)... The EFF tests used a
packet sniffer called Wireshark at both ends of a connection: one on Comcast's network, one from elsewhere.
Our tests confirmed that the RST packets were being forged and injected somewhere in the network between
the two communicating parties (p. 2)... EFF's tests corroborated AP's results–comparisons of packet logs
between two communicating parties showed that an intervening computer (almost certainly Comcast's) was
injecting forged RST packets into the communications, effectively telling both ends of the connection to stop
communicating.” (Eckersley, von Lohmann, and Schoen, 2007, p. 1-2).
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later in this chapter, that is still allowed under the FCC's 2015 network neutrality rules. As noted
earlier in this chapter, cellular service providers no longer typically offer unlimited mobile data
plans (McChesney, 2013, p. 112) (this, in my opinion, is a major reason why Internet access
provided by the wireless carriers cannot be considered an adequate replacement for wireline
Internet access). At the beginning of 2014, AT&T announced the introduction of its “sponsored
data” program, which “allows companies to subsidize customers' connectivity costs, effectively
providing zero-rated data to customers using their services (Radicat, 2014).” In other words,
under this model content providers pay the mobile service provider for preferential treatment of
their content by allowing customers to access the content without it counting against their data
limits. In terms of how the content is physically routed to the customer, however (i.e. not given a
higher priority than any other network traffic), this practice does not violate the principles of
network neutrality. Nonetheless, it can be argued that allowing a customer to access certain
content without it counting against her data limit gives the content provider an unfair competitive
advantage over other content providers. In fact, Antonios Drossos (2015) observes that network
neutrality legislation in other countries (specifically the Netherlands and Slovenia; two EU
member states that have network neutrality legislation on the books) does in fact prohibit zerorating. In the Netherlands, a violating mobile network operator was fined, while in Slovenia, a
violator was ordered to stop the practice of zero-rating (Drossos, 2015, p. 1).
Yet another factor that deserves consideration in the discussion of deviations from
network neutrality is the emergence of Content Delivery Networks (CDNs) along with direct
peering relationships between content providers and last mile ISPs (along with the overall impact
of various peering and interconnection relationships on the ability of end users to access data at
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reasonable speeds). In the context of this discussion, the peering relationships in question are
those between last mile ISPs and either CDNs or individual content suppliers, rather than the
peering relationships between last mile ISPs and Internet Backbone providers that have always
been central to the architecture of the Internet. In order to discuss this topic, a brief description
of the role of peering/interconnection and of CDNs is in order. Writing for the Electronic
Frontier Foundation, Seth Schoen (2014) explains the concept of peering and discusses how
peering/interconnection disputes can affect the ability of users to access online content at a
reasonable speed even if an ISP is not explicitly speeding up, slowing down, or blocking specific
packets. He briefly defines peering as follows:
...the Internet is “network of networks,” and data traveling from point to point
may pass through the equipment of Comcast, Level 3, AT&T, Verizon, Cogent,
and many other companies. The interconnections between these systems are
almost unnoticeable to end users when the Internet is working smoothly, but they
can be brought to the foreground when particular links become overloaded with
congestion caused by rising traffic levels.
And that brings us to the issue of “peering.” Connections between web
service providers, websites, and ISPs depend on agreements to exchange Internet
traffic with each other, or “peering” links.

Operators of backbone and web

services make peering agreements with ISPs about how to exchange Internet
traffic so that data can be carried efficiently from one part of the Internet to
another. (Schoen, 2014).
Schoen goes on to explain that these peering relationships between network players are
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“often hidden behind a veil of trade secrecy and business strategy (Schoen, 2014).” He points
out that disputes over peering are often centered around which entity should bear the costs of
upgrading network infrastructure to account for increased traffic likely to result from a peering
agreement, and observes that it is not uncommon for a company to refrain from providing
adequate interconnection bandwidth to another company unless the other company agrees to pay
for the network upgrades necessary to handle increased traffic, resulting in degraded access for
the end user to content. Schoen also argues that lack of adequate competition between last mile
ISPs gives a few major corporations disproportionate power to negotiate peering agreements that
are likely to give an unfair advantage to some content providers over others, and argues that a
partial solution to these issues would be to require peering agreements to be transparent (Schoen,
2014).

It should be noted that network neutrality regulations that focus solely on traffic shaping

at the last mile (including the rules established in the 2015 Open Internet Order) will be
insufficient in preventing the implicit “network discrimination” that can occur as a result of
inequitable and non-transparent peering arrangements.
David Clark et. al. (2008, p. 65-66) provide a brief description of the nature and function
of CDNs (it is worth noting that two of the coauthors of the paper (Clark et. al., 2008, p. 51-71),
Patrick Gilmore and Arthur Berger, are listed as being affiliated with Akamai Technologies, a
major CDN). The article points out that some types of online content or services require quality
of service standards that cannot be provided by best efforts end-to-end routing between a single
server and the end user. In order to address this issue, Content Delivery Networks have emerged.
These entities specialize in hosting or caching the content of their client content providers at
multiple locations physically closer to the end user, thus providing better quality of service to
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end users than the client content provider could themselves provide (p. 65-66). Writing for
Forbes, Eric Savitz (2012) notes that some large content providers with deep pockets (including
Netflix, Apple, Amazon, Google, and others) have built their own CDNs.
On the surface, the existence of CDNs does not seem problematic. After all, these
networks allow for the delivery of content and services that could otherwise not be provided with
reasonable speed or quality. In this way, CDNs can benefit both end users and content providers.
Furthermore, by moving content to servers closer to end users, CDNs have the ability to reduce
the overall congestion of the Internet by eliminating the need for packets to be routed over large
distances. It could be argued that CDNs provide an unfair advantage to content providers with
deep pockets, as entities without significant financial resources may not be able to afford to
either contract with a major CDN or build their own CDN, but at the same time, such smaller
entities likely do not have the need to communicate such large volumes of data that would
require the utilization of a CDN. However, as will be discussed shortly, issues relating to
maintaining an open, democratic, and neutral Internet can arise in relation to CDNs, especially
when considered along with issues of interconnection/peering arrangements, non-competitive
ISP markets, and vertical integration.
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Writing for Wired Magazine, Robert McMillan (2014) argues that the emphasis of the
network neutrality debate on discrimination over the last mile connection between the ISP and
end user fails to take into account important ways in which the large scale architecture of the
Internet has evolved over recent years. He goes as far as to argue that “The net neutrality debate
is based on a mental model of the internet [sic] that hasn't been accurate for more than a decade
(McMillan, 2014).” and provides a graphical illustration to help readers understand the
difference between the “mental model” most people hold of the Internet and the modern Internet
as shaped by CDNs and peering relationships (Illustration 1). He goes on to describe how CDNs

Illustration 2: Depiction of how content delivery networks affect traffic flow. Source: (McMillin
2014, http://www.wired.com/2014/06/net_neutrality_missing/)
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and direct peering relationships between content providers and ISPs have become central to the
way the modern Internet works. McMillan clarifies how CDNs actually work, noting that
content providers who run their own CDNs will often set up their own servers inside ISP
facilities. Furthermore, he notes that major ISPs (he specifically names Comcast) are now
running their own CDNs, allowing clients to host content on the ISPs' own servers. McMillan
proposes that the network neutrality debate, as it is usually conceptualized (i.e. ISPs providing
favorable routing to certain traffic over other traffic), is largely irrelevant because CDNs,
particularly when hosted in the same facilities as ISPs, are already “fast lanes” favoring major
content providers. McMillan (2014) suggests that rather than focusing on network neutrality per
se, activists and policy makers should be more focused on promoting a more competitive ISP
market, and goes as far as to suggest that providers of last mile infrastructure should be subjected
to common carriage requirements in the sense of unbundling the last mile rather than merely
requiring non-discriminatory routing of traffic.
Tim Berners-Lee (2014), who is credited as the “inventor” of the World Wide Web, also
discusses the significance of peering relationships for the future of an open and democratic
Internet, and uses the 2013-2014 standoff and subsequent agreement between Netflix and
Comcast to illustrate how peering conflicts and related issues are undermining the openness of
the Internet. According to Berners-Lee, beginning late in 2013, customers of Comcast began to
notice a decrease in speed (and thus degraded service) when streaming videos from Netflix.
However, the issue was not Comcast directly interfering with Netflix traffic, nor was the issue
poor performance of Netflix's own servers. Rather, the interconnections between Comcast and
Internet backbone service providers (such as Congent and Level 3) were becoming congested
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due to Comcast's failure to upgrade capacity in response to increasing network traffic. Comcast's
position was that because the increasing demand for bandwidth was largely a result of the
popularity of video content from Netflix, Netflix should pay them to deliver Netflix traffic at
high speeds to Comcast subscribers. It is worth emphasizing that if Netflix were to have agreed
to pay Comcast to guarantee high-speed delivery of Netflix traffic arriving at Comcast's network
from the Internet backbone, this would have constituted a deviation from the traditional
conceptualization of network neutrality. Berners-Lee notes that Comcast refused to speak to him
on the record, “...but in a blog post the company doesn't dispute that clogged transit connections
were responsible for the declining performance; it just blames Netflix for the problems (BernersLee, 2014).” In February of 2014, Netflix and Comcast entered into a direct peering agreement,
in which Netflix paid Comcast for the privilege of interconnecting directly with Comcast's
network (rather than relying solely on delivery of its content arriving at Comcast's network over
the Internet backbone, i.e. the “public Internet”). The result was an immediate and dramatic
improvement in the speed of Netflix's service to Comcast subscribers (Berners-Lee shows a
graph demonstrating a more than doubling of the speed of Netflix's service to Comcast
customers between the beginning of 2014 and October of the same year). Netflix was not happy
with this new arrangement, but felt it had little choice in the matter, as poor performance of its
service was costing it customers. Berners-Lee emphasizes that this incident was largely a result
of lack of competition among broadband ISPs in the United States:
In a competitive broadband market, Comcast's gambit wouldn't have worked.
“Here in Europe with a lot of competitive networks (to each home) that's a
difficult strategy to follow,” says Rudolf van der Berg, a telecom analyst... based
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in Paris. “You're punishing your customers and they can go to another operator
relatively easily.”
But most Comcast customers have no more than one alternative. And for many of
them (including people like me who are only served by Verizon DSL) that
alternative is so much slower than Comcast's network that it's not a serious option.
So Comcast didn't have to worry about customer defections the way a European
ISP would. That means it wasn't taking much risk by refusing to upgrade its
transit links. (Berners-Lee, 2014).
Berners-Lee also notes that Netflix was not the only party harmed by this strategy:
Comcast says it wasn't deliberately degrading the performance of Netflix traffic,
which would have been a violation of network neutrality. But that implies that
every website that used the same transit provider as Netflix was experiencing
similar performance problems... If the only way to get excellent service on
America's largest broadband networks is to negotiate a private connection directly
to those networks, smaller companies with less cash and fewer lawyers are going
to be at a competitive disadvantage.
In other words, those public transit links that were providing Netflix with subpar
service could become the de facto slow lanes on Comcast's network, while
private, direct connections could become the fast lane. (Berners-Lee, 2014).
Yet another harm caused by the business model of ISPs extracting profits through peering
arrangements with content providers is the impact it is likely to have on investments in
infrastructure.

Berners-Lee observes that back when Tim Wu coined the term “Network
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Neutrality”, interconnection and peering disputes were not thought to be nearly as relevant as
they are today, and it was almost unthinkable that a broadband provider would deliberately fail to
upgrade interconnections with the Internet backbone. It was widely believed that there were
incentives for broadband service providers to make their networks run as smoothly as possible.
However, because broadband providers can extract profit from private peering relationships with
major content providers, there is now an incentive to forgo upgrading interconnections to the
Internet backbone (which would improve performance of services delivered over the public
Internet) because “some of the largest ISPs now seem to view declining network performance
not as a technical problem to be solved so much as a source of leverage in business negotiations”
(Berners-Lee, 2014).
Berners-Lee expresses skepticism about the appropriateness of direct regulation of
interconnection agreements, arguing that the issue is complex and because it would be difficult to
equitably determine when interconnection should be mandatory and how the relevant parties
should share costs. As noted above, Berners-Lee sees issues of inappropriate/socially harmful
peering and interconnection practices as largely a result of lack of competition in the broadband
market. He suggests that policies promoting a more competitive broadband market could go a
long way in addressing the issue. And like Schoen (2014), Berners-Lee suggests that bringing
transparency to peering arrangements may also be an appropriate policy approach to the issue.
Berners-Lee concludes that, in light of the growing importance of peering and interconnection
arrangements, advocates of network neutrality should take a broader perspective when thinking
about protecting an open Internet, and that simply preventing service providers from giving some
packets priority over others will not be sufficient to protect the interests that network neutrality
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advocates care about.
In the above discussion about deviations from the principles of network neutrality, a
recurring theme has been that issues have to a significant degree arisen from the fact that the last
mile infrastructure is controlled by a small number of private entities. As discussed earlier,
consolidation in the broadband industry has largely been a result of explicit policy decisions (as
is demonstrated by the differences in terms of competition between Europe and the United
States). Another major theme in the above discussion is that although prioritizing, slowing, or
blocking certain types of traffic has indeed been a significant issue, this conceptualization alone
is insufficient to address the issues that have arisen from CDNs and problematic peering
arrangements.
The above discussion about the definition of network neutrality and cases in which ISPs
have deviated from the principles of network neutrality has been written from the normative
perspective that the broad idea of network neutrality is desirable and should be protected. This is
the position implicitly taken in this dissertation for the purpose of discussion of activism (which
will be presented in Chapter 5). For the purpose of fairness, however, it is worth noting that not
all scholars are in favor of protecting network neutrality, and arguments have been made that
deviations from network neutrality should be allowed. One of the most vocal scholars in
opposing network neutrality is Christopher Yoo. In his paper Network Neutrality or Internet
Innovation? (Yoo, 2010), he makes the case that a non-neutral Internet is more efficient than a
neutral Internet, and that deviations from network neutrality could help make Internet access
more affordable, thus better serving public interests.
In Yoo's analysis, he applies a fairly broad definition to network neutrality (which he

130

opposes). For example, he considers the diverse peering arrangements and the presence of
CDNs (discussed above) as (desirable) deviations from network neutrality, even if they do not
involve ISPs engaging in prioritizing some packets over others. While earlier in this chapter,
these diverse peering arrangements along with the existence of content delivery networks was
discussed as being potentially harmful to public interest by giving larger content providers an
unfair advantage, Yoo argues that these arrangements have made the Internet more efficient, and
have indeed been inevitable as the Internet has grown in complexity over the decades. Yoo's
opposition to network neutrality, however, goes beyond simply opposing restrictions on diverse
peering agreements and content delivery networks (neither of which is part of the 2015 Open
Internet rules discussed below). He asserts that just as peering arrangements (and thus the
overall topology of the Internet) have evolved as the Internet has become more complected,
business relationships between content providers and Internet service providers should also be
allowed to evolve in order to permit what he calls “two sided markets”. If service providers were
allowed to prioritize routing of some packets (and presumably slow or block routing of other
packets), this would allow service providers to negotiate with content providers on the pricing of
access to Internet users, thus passing some of the cost of infrastructure on to content providers.
The result, according to Yoo, would be that ISPs could offer lower cost service, and different
sorts of service packages, to subscribers, and also use revenue generated from arrangements with
content providers to subsidize the upgrading of network capacity. In my view, while there is
some validity to Yoo's perspective, he ignores the potential harms of such a system (such as
further disadvantaging smaller content providers unable to afford access to Internet users), and
also fails to acknowledge the potential benefits of non-market solutions such as those proposed
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by Benkler.
So far this chapter has discussed how network neutrality emerged as an issue, various
ways it has been conceptualized, why it is an important issue, and also deviations from the
principles of network neutrality that have occurred. At this point, the focus will shift to the
development of policy relating to network neutrality in the United States. An appropriate
starting point for this discussion is a speech given by (then) FCC Chairman Michael Powell
entitled Preserving Internet Freedom: Guiding Principles for the Industry (Powell, 2004) at the
Silicon Flaltirons Symposium on “The Digital Broadband Migration: Toward a Regulatory
Regime for the Internet Age” at the University of Colorado School of Law in February of 2004.
In this speech Chairman Powell did not use the term “network neutrality”, but spoke of the
importance of maintaining an Internet in which users were free to use the network in ways they
saw fit, without certain content, applications or devices being blocked.

Furthermore, it is

significant to note that this speech did not promote regulation of broadband ISPs, but rather
suggested that the industry should engage in self regulation in order to avoid the possibility of
regulation, which Powell argued could be harmful:
Based on what we currently know, the case for government imposed regulations
regarding the use or provision of broadband content, applications and devices is
unconvincing and speculative.

Government regulation of the terms and

conditions of private contracts is the most fundamental intrusion on free markets
and potentially destructive, particularly where innovation and experimentation are
hallmarks of an emerging market. Such interference should be undertaken only
where there is weighty and extensive evidence of abuse.
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Nonetheless, the industry should take heed of how critical unfettered access to the
Net has been and will continue to be for the success of broadband. Consumers
have a high expectation that such access will continue, and that the benefits to
them and the nation are significant. Consequently, it is time to give the private
sector a clear road map by which it can avoid future regulation on this issue by
embracing unparalleled openness and consumer choice. (Powell, 2004).
Powell argued that the broadband service industry could avoid regulation by working to
maintain four “net freedoms”: “Freedom to Access Content”, “Freedom to Use Applications”,
“Freedom to Attach Personal Devices”, and “Freedom to Obtain Service Plan Information”
(Powell, 2004). In other words, broadband customers should be permitted to access any lawful
content on the network, run whatever applications they choose while using the network, attach
whatever devices they choose to the network, and have access to information about their Internet
service plans (Powell, 2004). Powell also suggests that it is partially the responsibility of
broadband consumers to hold their service providers to account and to communicate with the
FCC on their thoughts on how well their service providers are doing at preserving these “net
freedoms”.
As mentioned earlier in this chapter, in early 2005, the FCC reached a consent decree
with Madison River Communications in which Madison River agreed to stop blocking VoIP
traffic and to pay $16,000. Because this consent decree was reached without formal legal
proceedings and absent formal regulation on the books it did not create a legal president.
However, this case was significant as it signaled that the FCC intended to take action when ISPs
engaged in discriminatory traffic management.
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In what can be seen as the first attempt to establish a policy regarding network neutrality,
the FCC adopted a policy statement on August 5, 2005 (and released the statement on September
23, 2005) outlining four principles for an open Internet that were intended to guide future FCC
rule making (FCC, 2005c):
•

To encourage broadband deployment and preserve and promote the open

and interconnected nature of the public Internet, consumers are entitled to access
the lawful Internet content of their choice.
•

To encourage broadband deployment and preserve and promote the open

and interconnected nature of the public Internet, consumers are entitled to run
applications and use services of their choice, subject to the needs of law
enforcement.
•

To encourage broadband deployment and preserve and promote the open

and interconnected nature of the public Internet, consumers are entitled to connect
their choice of legal devices that do not harm the network.
•

To encourage broadband deployment and preserve and promote the open

and interconnected nature of the public Internet, consumers are entitled to
competition among network providers, applications and service providers, and
content providers. (FCC, 2005c, paragraph 4).
Interestingly, these principles closely mirror the four principles set out in Powell's 2004 speech
(discussed above), except the fourth point of the FCC policy statement emphasizes competition,
while the fourth principle in Powell's speech emphasized transparency of terms of service. It is
important to note that this document is simply a policy statement, not a formal set of rules.
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Rather than creating new administrative law, this document merely serves to outline the approach
the commission intended to take to the issue of network neutrality:
In section 230(b) of the Communications Act of 1934, as amended... Congress
describes its national Internet policy. Specifically, Congress states that it is the
policy of the United States “to preserve the vibrant and competitive free market
that presently exists for the Internet” and “to promote the continued development
of the Internet.” In section 706(a) of the Act, Congress charges the Commission
with “encourag[ing] the development on a reasonable and timely basis of
advanced telecommunications capability” – broadband – “to all Americans.”
In this Policy Statement, the Commission offers guidance and insight into its
approach to the Internet and broadband that is consistent with these Congressional
directives. (FCC, 2005c, paragraphs 2 & 3).
The document also outlines a legal theory of the Commission’s authority to regulate ISPs (which
should be read keeping in mind earlier decisions by the FCC to classify broadband service
providers as “Information Service Providers” regulated under Title I of the Communications Act
rather than as “Telecommunications Service Providers” regulated under Title II of the
Communications Act):
The Communications Act charges the Commission with “regulating interstate and
foreign commerce in communications by wire and radio.” The Communications
Act regulates telecommunications carriers, as common carriers, under Title II.
Information service providers, “by contrast, are not subject to mandatory
common-carrier regulation under Title II.”

The Commission, however, “has
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jurisdiction to impose additional regulatory obligations under its Title I ancillary
jurisdiction to regulate interstate and foreign communications.” As a result, the
Commission

has

jurisdiction

necessary

to

ensure

that

providers

of

telecommunications for Internet access or Internet Protocol-enabled (IP-enabled)
services are operated in a neutral manner. (FCC, 2005c, Paragraph 4).
Patric Verrone (2011, p. 10) observes that the criteria that must be met in order for the FCC to
assert ancillary jurisdiction emerged as a result of a 2005 case in the D.C. Circuit Court of
Appeals (American Library Association v. FCC) which held that the FCC may exercise ancillary
jurisdiction over Title I information services when two conditions are met:

“(1) the

Commission's general jurisdictional grant under Title I covers the regulated subject and (2) the
regulations are reasonably ancillary to the Commission's effective performance of its statutorial
mandate and responsibilities (American Library Ass'n v. Federal Communications Comm'n, 406
F.3d 689, 692, D.C. Cir. 200516).” As will be seen shortly, this theory of ancillary jurisdiction
would prove to be significant in the history of policy relating to network neutrality.
Earlier in this chapter, in the discussion of deviations from network neutrality, the
uncovering of Comcast's practice of throttling BitTorrent traffic through the insertion of forged
RST packets was discussed. It turns out that the FCC's attempt to respond to this throttling was a
major turning point in the development of policy relating to network neutrality. Following the
Associated Press' tests that demonstrated that Comcast was indeed interfering with BitTorrent
traffic, the non-profit advocacy organizations Public Knowledge and Free Press filed a formal

16 This case established that the FCC did not have the authority to mandate televisions designed to receive digital
transmission could not be required to recognize the “broadcast flag”, which could instruct the device to not
allow for recording of the signal.
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complaint with the FCC, on grounds that Comcast's actions ran contrary to the Commission's
2005 Internet Policy Statement (discussed above) (Verrone, 2011, p. 9). In an order adopted on
August 1, 2008 and released on August 20, 2008, the FCC responded to the complaint as
follows:
We consider whether Comcast, a provider of broadband Internet access over cable
lines, may selectively target and interfere with connections of peer-to-peer (P2P)
applications under the facts of this case. Although Comcast asserts that its
conduct is necessary to ease network congestion, we conclude that the company's
discriminatory and arbitrary practice unduly squelches the dynamic benefits of an
open and accessible Internet and does not constitute reasonable network
management. Moreover, Comcast's failure to disclose the company's practice to
its customers has compounded the harm. Accordingly, we institute a plan that
will bring Comcast's unreasonable conduct to an end. In particular, we require
Comcast within 30 days to disclose the details of their unreasonable network
management practices, submit a compliance plan describing how it intends to stop
these unreasonable management practices by the end of the year, and disclose to
both the Commission and the public the details of the network management
practices that it intends to deploy following termination of its current practices.
(FCC, 2008, paragraph 1).
Verrone observes that “By the time the order was issued, Comcast had adopted new management
methods. As a result, the order effectively required only that Comcast disclose the details of
those new methods and their implementation (Verrone, 2011, p 9).” Although Comcast complied
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with the order, it decided to challenge the FCC's jurisdictional authority to make such an order in
the D.C. Circuit Court of Appeals (Verrone, 2011, p. 9).
In the resulting legal battle (Comcast v. Federal Comms. Comm'n, 600 F .3d 642, D.C.
Cir. 2010) (henceforth Comcast v. FCC), the primary question addressed by the court revolved
around whether the FCC had the ancillary authority to regulate Comcast's network practices
according to the two part test established in American Library Association v. FCC (discussed
above).

Both the Comcast and the FCC agreed that the first requirement for ancillary

jurisdiction, that “the Commission's general jurisdictional grant under Title I covers the regulated
subject”. Therefore, the court focused on whether the FCC's order was “reasonably ancillary to
the Commission's effective performance of its statutorial mandate and responsibilities”. The
D.C. Circuit Court held that the answer to this question was “no”. The FCC's primary basis for
claim that it did meet the second criteria for ancillary jurisdiction was language in the
introduction to the 1934 Communications Act and section 230(b) of the Act. The following
section of the case discusses the language of the Communications Act upon which the FCC
based its argument:
...section 230(b) states, in relevant part, that “[i]t is the policy of the United States
… to promote the continued development of the Internet and other interactive
computer services” and “to encourage the development of technologies which
maximize user control over what information is received by individuals, families,
and schools who use the Internet.”.... In this case the Commission found that
Comcast's network management practices frustrated both objectives...
In addition to section 230(b), the Commission relies on section 1, in which
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Congress set forth its reasons for creating the Commission in 1934: “For the
purpose of regulating interstate and foreign commerce in communication by wire
and radio communication service … at reasonable charges, … there is created a
commission to be known as the 'Federal Communications Commission'....”... The
Commission found that “prohibiting unreasonable network discrimination directly
furthers the goal of making broadband Internet access service both 'rapid' and
'efficient.'”... (Comcast v. FCC).
Both the FCC and Comcast agreed that these sections of the Communications Act were
statements of congressional policy rather than explicit statutory grants of authority to the FCC.
The FCC argued, however, that statements of congressional policy constituted a statutory
mandate, but the court disagreed, asserting that:
policy statements alone cannot provide the basis for the Commission's exercise of
ancillary authority – derives from the “axiomatic” principle that “administrative
agencies may [act] only pursuant to authority delegated to them by Congress.”...
Policy statements are just that – statements of policy. They are not delegations of
regulatory authority. (Comcast v. FCC).
The FCC also argued that multiple sections of the Communications Act (most notably
Section 706 of the Telecommunications Act of 1996) constituted explicit statutory mandates that
would grant it jurisdiction to regulate Comcast's network management practices, but in all these
cases the court held that these provisions were not applicable to the case.
The Comcast case effectively nullified the legal theory that the FCC had relied on to
enforce the principles outlined in the 2005 policy statement, potentially opening the door for
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widespread deviations from network neutrality.

Even from the perspective that preserving

network neutrality is a worthwhile policy goal (a perspective that I happen to agree with), the
Comcast decision was not necessarily an entirely negative development.

It is worth

remembering that the FCC's order to Comcast was not an enforcement of formal rules, but rather
was an adjudicatory order. As such, this case ultimately led to attempts by the Commission to
establish formal rules governing network neutrality. Additionally, it has also been argued that the
FCC's assertion of ancillary jurisdiction over ISPs is deeply problematic. For example, although
the Electronic Frontier Foundation (EFF) strongly asserts that the principles of network
neutrality must be protected (see, for example, the organization's issue page for network
neutrality, https://www.eff.org/issues/net-neutrality), an article written for EFF by Corynne
McSherry (2009) went as far as to argue that insofar as the Commission was relying on ancillary
jurisdiction to enforce network neutrality, the issue of network neutrality could be seen as a
Trojan horse that could ultimately give the FCC authority to regulate the Internet in ways not
consistent with democratic interests.
After the Comcast decision, the FCC did not give up on trying to preserve network
neutrality.

Kathleen Ruane (2011) explains that the FCC decided to adopt formal rules

regulating network neutrality, and describes a few approaches considered by the Commission for
establishing legal authority to do so. One possibility considered by the Commission was to
reclassify a portions of broadband Internet service (namely, the “transmission component”, i.e.
the last mile infrastructure and the routing of traffic to the last mile) as a Title II
Telecommunications service (Ruann, 2011, p. 7-8). Another approach considered by the FCC
was a broader reclassification of broadband service providers (not just the transmission
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component) as Title II telecommunications services, either imposing the full force of Title II
regulation on broadband service providers or exercising regulatory forbearance, abstaining from
enforcing provisions of Title II authority that the Commission deemed not to be in the public
interest (Ruann, 2011, p. 10-11). As will be discussed later in this chapter, although the FCC did
not ultimately adopt this option when establishing rules in 2010 (these rules will be discussed
later in this chapter), the option of reclassifying broadband Internet services as Title II
telecommunications services while exercising broad regulatory forbearance was ultimately
adopted in 2015. Another approach considered by the Commission involved attempting to
establish ancillary jurisdiction using different legal arguments than had been used in the Comcast
case; Roann notes that the Comcast case did not completely rule out the possibility that the FCC
could enforce network neutrality rules utilizing ancillary authority, it had simply rejected the
arguments the Commission had presented in that particular case (Roann, 2011, p. 10). As noted
earlier, in Comcast v. FCC, the Commission had unsuccessfully attempted to use section 706 of
the Telecommunications Act of 1996 as one of its arguments that it possessed ancillary authority
to regulate Comcast's network management practices. Roann (p. 18-23) observes that the FCC
decided to defend its authority to establish rules regarding network neutrality on a claim that
section 706 (among other statutory provisions), especially 706(a), in some cases grants the
commission direct authority to regulate Title I information services. Section 706(a) reads as
follows:
The Commission and each State commission with regulatory jurisdiction over
telecommunications services shall encourage the deployment on a reasonable and
timely basis of advanced telecommunications capabilities to all Americans
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(including, in particular, elementary and secondary schools and classrooms) by
utilizing, in a manner consistent with the public interest, convenience, and
necessity, price cap regulation, regulatory forbearance, measures that promote
competition in the local telecommunications market, or other regulating methods
that remove barriers to infrastructure investment. (47 U.S.C. §1302(a)).
For the purpose of this legislation, the law defines Advanced telecommunications capability as:
The term “advanced telecommunications capability” is defined, without regard to
any transmission media or technology, as high-speed, switched, broadband
telecommunications capability that enables users to originate and receive highquality voice, data, graphics,

and video telecommunications using any

technology. (47 U.S.C. §1302(d)(1)).
It is also worth noting that the FCC's 2010 Open Internet Order also asserted that it had
authority to impose the regulations (that will be discussed shortly) (FCC, 2010, paragraph 123).
The relevant portion of 706(b) reads as follows:
...the Commission shall determine whether advanced telecommunications
capability is being deployed to all Americans in a reasonable and timely fashion.
If the Commission's determination is negative, it shall take immediate action to
accelerate deployment of such capability by removing barriers to infrastructure
investment and by promoting competition in the telecommunications market. (47
U.S.C. §1302(b)).
The legal rationale for the ability to impose rules regulating network neutrality on Title I
information service providers will be discussed in more detail when the legal challenge to the
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2010 rules is discussed.
The FCC established a new set of network neutrality rules with an order adopted on
December 21, 2010 and released on December 23, 2010 (FCC, 2010). The order established
three broad requirements, all allowing broadband providers leeway to exercise “reasonable
network management”:
I.

Transparency. Fixed and mobile broadband providers must disclose the

network management practices,

performance characteristics, and terms and

conditions of their broadband services;
II.

No blocking. Fixed broadband providers may not block lawful content,

applications, services, or non-harmful devices; mobile broadband providers may
not block lawful websites, or block applications that compete with their voice or
video telephony services; and
III.

No unreasonable discrimination. Fixed broadband providers may not

unreasonably discriminate in transmitting lawful network traffic.
We believe these rules, applied with the complementary principle of reasonable
network management, will empower and protect consumers and innovators with
helping ensure that the Internet continues to flourish, with robust private
investment and rapid innovation at both the core and the edge of the network.
(FCC, 2010, Paragraph 1).
A significant observation about these rules is the distinction made between “fixed broadband”
(i.e. broadband services in which the subscriber is stationary) and “mobile broadband” (i.e.
broadband services in which the subscribing device is mobile, broadband provided over cellular
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networks). Only the transparency requirement is fully applied to mobile broadband providers,
although mobile providers are prohibited from blocking websites or applications that compete
with their own voice or video telephony services.

The “No unreasonable discrimination”

requirement is not applied to mobile broadband providers.

The Commission justifies this

distinction by stating:
Mobile broadband is an earlier-stage platform than fixed broadband, and it is
rapidly evolving... The mobile ecosystem is experiencing very rapid innovation
and change...

Moreover, most consumers have more choices for mobile

broadband that for fixed (particularly fixed wireline) broadband.

Mobile

broadband speeds, capacity, and penetration are typically much lower than for
fixed broadband...

In addition, existing mobile networks present operational

constraints that fixed broadband networks do not typically encounter. This puts
greater pressure on the concept of “reasonable network management” for mobile
providers, and creates additional challenges in applying a broader set of rules to
mobile at this time... (FCC, 2010, paragraphs 94-95). ...we conclude that it is
appropriate at this time to take measured steps in this area... We will closely
monitor the development of the mobile broadband market and will adjust the
framework we adopt today as appropriate. (FCC, 2010, paragraph 8).
At this point, it is worthwhile briefly discussing the topic of “reasonable network
management” in some depth, as it is also an important criteria in the 2015 Open Internet order
(discussed later in this chapter). The 2010 order notes that even in the 2005 Internet Policy
statement (discussed earlier), it was recognized that while preserving an “open Internet”, it was
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necessary to not inhibit service providers from exercising “reasonable network management”
(FCC, 2010, paragraph 80). The 2010 report, however, goes into more detail describing the
concept. The order defines “reasonable network management” as follows:
A network management practice is reasonable if it is appropriate and tailored to
achieving a legitimate network management purpose, taking into account the
particular network architecture and technology of the broadband Internet access
service. (FCC, 2010, p. 82).
The FCC order goes on to explain:
Legitimate network management purposes include: ensuring network security
and integrity, including by addressing traffic that is harmful to the network;
addressing traffic that is unwanted by end users (including by premise operators),
such as by providing services or capabilities consistent with an end user's choices
regarding parental controls or security capabilities; and reducing or mitigating the
effects of congestion on the network. (FCC, 2010, paragraph 82).
The order also indicates that “reasonable network management” is to be determined on a caseby-case basis (FCC, 2010, paragraph 83). The order also indicates that when evaluating whether
a practice constitutes reasonable network management, a practice is more likely to be reasonable
if the service provider is transparent about the practice in question, if the end user has control
over how the network management is implemented, and if the network management practice is
application agnostic (FCC, 2010, paragraph 87).
McChesney (2013) critiques the 2010 Open Internet Order for its lack of network
neutrality requirements for mobile broadband service providers, noting that by 2013 more people
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were accessing the Internet from mobile phones than from PCs, and also notes that the provisions
of the order were very similar to a proposal for rules that Google and Verizon had created in
private negotiations (p. 119-120). Writing for Ars Tecnica, Nate Anderson (2011) highlights
some of the similarities between the Google-Verizon proposal and the 2010 Open Internet Order.
Both the proposal and the order suggested that blocking of lawful content, devices, and
applications over fixed broadband connections (subject to reasonable network management)
should not be allowed.

Both the proposal and the rules suggested that unreasonable

discrimination of lawful content, devices, and applications (subject to reasonable network
management) over fixed broadband connections should not be allowed.

Both documents

contained similar transparency requirements for both mobile and fixed broadband.
documents made broad provisions for reasonable network management.

Both

Both documents

allowed for exemptions from non-discrimination requirements for specialized services. The
Google-Verizon negotiations suggest exempting wireless broadband from all but the
transparency requirements, while the FCC Open Internet Order applies the no-blocking and nondiscrimination requirements to fixed wireless, but not to mobile wireless (Anderson, 2011) (in
this regard, the FCC rules are slightly more stringent than those in the Google-Verizon proposal).
Discussing the rules proposed as a result of the Google-Verizon negotiations (which, as
discussed above, were virtually identical to the rules ultimately adopted in the 2010 order), a
document written for the Electronic Frontier Foundation (Cohn, 2010) finds the rules largely
insufficient. Cohn argues that the limited authority that would be granted to the FCC under the
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Google-Verizon proposal17 (which was similar to the limited authority granted to the FCC in the
actual order) was a positive component of the proposed (and thus actual) rules, and avoided the
problems that EFF (as noted by McSherry(2009), discussed above) proposed could result from
the FCC enforcing network neutrality by claiming ancillary jurisdiction over broadband Internet
service.

Cohn, however, argues that provisions for reasonable network management and

exemptions for specialized services as proposed (and thus as actually adopted) were troubling.
The concept of reasonable network management, Cohn argues, is quite vague and it is
questionable whether, for example, whether Comcast's handling of BitTorrent traffic in 2007
(discussed above), would be considered unreasonable (Cohn, 2010).

Cohn also notes that

exempting specialized online services from non-discrimination requirements had the potential to
undermine the overall neutrality of the Internet. Cohn also considers language limiting the noblocking and non-discrimination requirements to “lawful” content a bad idea, as it could allow
ISPs and potentially the content industry to determine what constitutes lawful content, and could,
for example, grant the entertainment industry the ability to interpret copyright law in an overly
broad manner, and work with ISPs to block traffic that some would argue is actually lawful
(Cohn, 2010). The 2010 FCC Open Internet Order, in fact, specifically mentions copyright
infringement as a type of traffic that could be blocked by ISPs (FCC, 2010, paragraph 107).
Cohn also argues that exempting wireless broadband from all but the transparency requirements
is a bad idea in regard to protecting network neutrality (Cohn, 2010) (Cohn would almost
certainly also consider exempting mobile broadband from all but the transparency requirements
17 Cohn's article was written after the Google-Verizon proposed rules were released, but before the FCC adopted
the 2010 Open Internet Order. However, because of the extreme similarities between the proposed rules and
the language of the Open Internet Order, Cohn's critique of the Google-Verizon proposal can be assumed to
also apply to the Open Internet Order.
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while applying the no-blocking and non-discrimination requirements only to fixed wireless
broadband services a policy failure).
Despite the critiques of the overall weakness of the network neutrality provisions outlined
in the 2010 Open Internet Order, it quickly became clear that the telecommunications industry
wouldn't accept being subjected to such regulations without a fight. Considering how closely the
provisions of the order mirrored the rules proposed as a result of the Google-Verizon
negotiations, it is ironic that the legal challenge that (as will be discussed below) ultimately led
to the rules being overturned came from none other than Verizon. Verizon first attempted to file
suit in January of 2011, but the suit was held to be premature as, at the time, the rules were not
yet on the Federal Register (Reardon, 2011). However, Verizon filed suit again on September 30,
2011 (Reardon, 2011). Anderson (2011) notes that while filing suit, Verizon claimed that they
were not opposed to the rules per se, but felt they should have been enacted through
congressional legislation rather than though FCC rule making.
The resulting case, Verizon Communications Inc. v. Federal Communications
Commission (740 F.3d 623, D.C. Cir. 2014) (henceforth Verizon v. FCC) was decided on Jan 14,
2014 by the DC Circuit Court of Appeals (the same court that ruled in the Comcast case). The
case revolved around the question as to whether the FCC had exceeded its authority in issuing
the Open Internet Order. As mentioned above, the FCC claimed that sections 706(a) and 706(b)
of the telecommunications act granted them authority to make the rules in question. The
argument that the FCC used to assert that this legislation granted them needed authority is also
outlined in the 2010 Open Internet Order itself. Although it is not immediately obvious how the
Open Internet Order served to encourage timely deployment of advanced telecommunications
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services and remove barriers to infrastructure development, the Commission argued that the open
nature of the Internet increases the value of the Internet and allows for both content providers
and end users to benefit (FCC, 2010, paragraph 13). This in turn increases demand for more
broadband capacity, and thus leads to broadband providers investing in infrastructure to meet
demand (FCC, 2010, paragraph 14). Consequently, this increase in network capacity leads to yet
more innovative content, which encourages yet more infrastructure investment in a “virtuous
circle” (FCC, 2010, paragraph 14). However, if broadband providers were allowed to restrict
end user access to the content of their choice, this would disrupt this virtuous circle, thus slowing
down the deployment of improved infrastructure (FCC, 2010, paragraph 14).

Therefore,

protecting the open architecture of the Internet is necessary to promote and protect investment in
advanced telecommunications services (FCC, 2010, paragraph 14). It is important to note that
although the DC Circuit Court had rejected 706 as a basis for ancillary jurisdiction in Comcast v.
FCC, the FCC was using a different interpretation of the legislation in Verizon v. FCC, and was
claiming that it was a direct grant of regulatory authority.
Although Verizon disagreed with this argument, the court ultimately accepted that, on its
face, this legislation did seem to grant the FCC authority to regulate. However, Verizon asserted
that even if Section 706 did grant the FCC regulatory authority, it could not use such authority in
a manner that violated other provisions of the Communications Act. Namely, Verizon alleged
that the no-blocking and non-discrimination requirements imposed common carrier-like
requirements on Title I information services, which, Verizon argued, was a violation of other
parts of the Communications Act. The DC Circuit Court ultimately agreed with Verizon on this
point. As a result, while the court upheld the transparency requirements of the 2010 order, it held
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that the FCC had exceeded its authority under the Communications Act in imposing no-blocking
and non-discrimination requirements (common-carrier like requirements) on Title I information
services. As a result, the FCC's attempts to enforce network neutrality standards were again
frustrated. It would seem that the FCC had undermined its ability to regulate broadband service
providers with its orders in the previous decade defining these entities as information service
providers.
The FCC did not abandon the goal of trying to assert authority to, in some way, protect
network neutrality. However, after the Comcast and Verizon court decisions, it seemed that the
FCC's hands were tied. On May 15, 2014, the FCC adopted and released an NPRM (Notice of
Proposed Rule Making) entitled “Protecting and Promoting the Open Internet” (FCC, 2014).
The NPRM made clear that the FCC had not given up trying to establish the legal authority to
defend at least a limited and watered down concept of network neutrality. The document
primarily focused on a set of proposed rules that would grant major concessions to the
telecommunications industry, allowing for some forms of traffic prioritization. However, the
NPRM also left open the possibility of reclassifying at least portions of ISPs networks as Title II
Telecommunications services (therefore subject to common-carrier requirements).
The rules proposed in the NPRM would have allowed ISPs to prioritize some traffic over
other traffic so long as the terms of the prioritization were “commercially reasonable” (FCC,
2014, paragraph 10). However, outright blocking or intentional degradation of traffic would still
not be allowed (making exceptions for “reasonable network management”); service providers
would be required to provide their customers with at least a “minimum level of access” (FCC,
2014, paragraph 98) to all lawful online content and services. The proposed rules also suggested
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maintaining and expanding the transparency requirements of the 2010 order.

The NPRM

presents a theory that because service providers would be allowed to negotiate better than best
effort routing arrangements with content providers so long as the arrangements met the
commercial responsibility standard, the requirement for guaranteeing at least a minimal level of
service for all traffic did not constitute an imposition of common carriage requirements (FCC,
2014, paragraphs 110-115).
Writing for the public interest advocacy group Public Knowledge, Michael Weinberg
(2014) forcefully argued against these proposed rules. He assets that although the NPRM uses
the rhetoric of preserving an Internet where ISPs do not control the innovation process by
deciding which technologies and services are able to flourish, guaranteeing only a minimum
level of access would not be sufficient to protect this interest. He contends that allowing service
providers to prioritize some traffic under “commercially reasonable” terms (i.e. creating “fast
lanes”) would ultimately mean that the minimum level of access guaranteed to all other traffic
would ultimately constitute a “slow lane” for content and services not preferred by the ISP. He
also notes that while the NPRM proposes a few ways of evaluating what constitutes an
appropriate minimum level of access and what terms for traffic prioritization would be
considered commercially reasonable, these standards are still unacceptably ambiguous.
Furthermore, Weinberg (2014) provides two broad arguments as to why the “minimum
level of access”, i.e. the “slow lane”, would likely be insufficient. First, he argues, if broadband
providers were allowed to profit by giving some traffic higher priority, they would have a
financial incentive to abstain from upgrading the capacity of the slow lane. In other words, while
network upgrades would lead to faster access to preferred content, over time “slow lane” speeds
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would deteriorate in comparison to overall network capacity. Second, Weinberg argues that
while policy makers may be able to assure that the minimum level of access would at least be
sufficient for existing online services, regulators would have no way of knowing what types of
innovations were not taking place because of insufficient capacity of the “slow lane”. In other
words, it is possible that innovative new content or services (that may require more bandwidth
than existing online services) may fail to materialize simply because the innovators lack the
financial means to pay for “fast lane” access.
The impact of public interest activism and advocacy on the development of network
neutrality policy will be a major topic later in this dissertation. For now, it is worth noting that
the rules proposed in the 2014 FCC NPRM were met with outrage from multiple parties,
including public interest advocacy organization, various edge providers, and many ordinary
American Internet users. For now, it is worth noting that it quickly became clear that the issue of
network neutrality had become an issue of major concern to the public at large, and the
proposition that ISPs should be allowed to prioritize certain traffic when it was deemed
“commercially reasonable” concerned and angered many people. The full extent of the public
outrage, and the ways it was communicated to the FCC will be discussed in depth in a later
chapter. While the public overwhelmingly opposed rules allowing for Internet “fast lanes”, the
possibility of reclassifying portions of broadband service providers' networks as Title II
telecommunications service providers remained another viable option for preserving network
neutrality. On November 10, 2014, President Obama issued a statement urging the FCC to
reclassify broadband Internet service as a Title II telecommunications service, and to adopt
strong rules protecting network neutrality (Fung, 2014). Faris et. al. (2015) argue that Obama's
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statement of support for reclassifying broadband Internet service “marked the turning of the
political tide in the debate (p. 4).” Furthermore, they assert that when FCC chairman Wheeler
announced new rules on February 4, 201518, it marked a major victory for network neutrality
advocates, and state that “A year ago [from when this article was written in February 2015], few
serious observers of Internet policy would have seen this as much more than a pipe dream for
Internet activists (Faris et. al., 2015, p. 4).”
The FCC adopted the new rules on February 26, 2015 and released them on March 12,
2015 (FCC, 2015). These new rules reclassified broadband Internet service providers (both
wired and wireless) as Title II telecommunications service providers and provided a set of rules
designed to preserve an open Internet. It is important to note, however, that the FCC indicated
that it would exercise broad forbearance, and abstain from imposing the vast majority of Title II
requirements:
Today, our forbearance approach results in over 700 codified rules being
inapplicable, a “light-touch” approach for the use of Title II. This includes no
unbundling of last-mile facilities, no tariffing, no rate regulation, and no cost
accounting rules, which result in a carefully tailored application of only those
Title II provisions found to directly further the public interest in an open Internet
and more, better, and open broadband.

Nor will our actions result in the

imposition of any new federal taxes or fees; the ability of states to impose fees on
broadband is already limited by the congressional Internet tax moratorium. (FCC,
2015, paragraph 37).

18 These rules were ultimately voted upon by the Commission and approved later in the same month.
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Commenting on all the Title II provisions which the FCC chose not to apply (i.e. in which they
chose to exercise regulatory forbearance) is beyond the scope of the dissertation, however, the
decisions to not impose unbundling requirements can be seen as disappointing, as it would have
provided an opportunity to dramatically improve the competitive environment for broadband
Internet service. Considering the lobbying power of the telecommunications industry, along with
how politically contentious the whole issue had become, it was most likely politically unfeasible
for the FCC to impose such requirements.
The 2015 order imposes three broad rules on broadband service providers. Critiques of
the limited scope of these rules will be discussed below. The “No blocking” rule states:
A person engaged in the provision of broadband Internet access service, insofar as
such person is so engaged, shall not block lawful content, applications, services,
or non-harmful devices, subject to reasonable network management. (FCC, 2015,
paragraph 15).
The “No Throttling” rule states:
A person engaged in the provision of broadband Internet access service, insofar as
such person is so engaged, shall not impair or degrade lawful Internet traffic on
the basis of Internet content, application, or service, or use of a non-harmful
device, subject to reasonable network management. (FCC, 2015, paragraph 16).
and the “No Paid Prioritization” rule states:
A person engaged in the provision of broadband Internet access service insofar as
such person is so engaged, shall not engage in paid prioritization.

“Paid

prioritization” refers to the management of a broadband provider's network to
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directly or indirectly favor some traffic over other traffic, including through use of
techniques such as traffic shaping, prioritization, resource reservation, or other
forms of preferential traffic management, either (a) in exchange for consideration
(monetary or otherwise) from a third party, or (b) to benefit an affiliated entity.
(FCC, 2015, paragraph 18).
Additionally, the order prohibits “unreasonable interference or unreasonable disadvantage to
customers or edge providers”:
Any person engaged in the provision of broadband Internet access service, insofar
as such person is so engaged, shall not unreasonably interfere with or
unreasonably disadvantage (I) end users' ability to select, access, and use
broadband Internet access service or the lawful Internet content, applications,
services, or devices available to end users.

Reasonable network management

shall not be considered a violation of this rule. (FCC, 2015, paragraph 21).
Also, the rules expand on the transparency requirements outlined in the 2010 order (FCC, 2015,
paragraphs 23-24).
It is important to note that while the order reclassified ISPs as Title II telecommunications
providers, the above rules apply only to the “consumer facing” portion of broadband networks
(i.e. the last mile) (FCC, 2015, paragraph 25). The order explicitly states that the above rules do
not apply directly to interconnections. While the interconnection component of broadband
networks are still governed under Title II, the order explicitly states that rather than apply
specific rules to interconnections, the FCC will monitor interconnection practices and possibly
intervene if problems arise (FCC, 2015, paragraphs 29-31).
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The 2015 open Internet order can be considered a major victory for advocates of network
neutrality. Writing for the Electronic Frontier Foundation, Kit Walsh (2015) applauds the order
as a major step in the right direction, but expresses concern about a few issues. She presents a
favorable opinion of the rules prohibiting blocking, throttling, and paid prioritization; and she
also praises the FCC for exercising broad forbearance.

She expresses concern about the

vagueness of what constitutes reasonable management and the fact that it will be evaluated on a
case-by-case basis. She also finds it problematic that the order allows ISPs to block “unlawful
content” without a court order; and notes that the FCC order goes as far as to state that ISPs are
not discouraged from attempting to prevent copyright infringement over their networks. Walsh
argues that, using this reason, Comcast's throttling of BitTorrent traffic could be allowable under
the current order despite the fact that the BitTorrent protocol can be, and often is, used to transfer
non-infringing content. In addition, she notes that when ISPs try to prevent unlawful content,
they are likely to engage in deep packet inspection, which raises privacy concerns and is not
prohibited under the network neutrality rules. She also expresses disappointment that the rules
do not prohibit the practice of zero rating (which is discussed earlier in this chapter) (Walsh,
2015).
Although the FCC's 2015 Open Internet Order can be seen as a major victory for those
who believe network neutrality is worth preserving and is important for a democratic Internet,
debate on the issue and evolution of policy did not end with the adoption of the 2015 rules 19. To
say major players in the telecommunications were unhappy with the 2015 rules is an
19 Final changes to this document were made in late May 2017, a time at which the future of network neutrality
has been cast into doubt by the new FCC under the Donald Trump administration. Although developments
which have taken place since the adoption of the 2015 rules are noted here, the state of network neutrality
regulation will doubtlessly continue to develop over the coming months and years.
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understatement. By April 14, 2015, no fewer than five lawsuits challenging the legality of the
2015 Open Internet Order had been filed by telecommunications corporations and
telecommunications industry alliances (Fung, 2015). In addition to court challenges, the 2015
order also faced challenges in Congress. A draft House appropriations bill released on June 10,
2015, contained language inserted by Republicans that, if approved, would deny funding to the
FCC to enforce the new rules until all legal challenges had been resolved in court, a process
which could take years20 (Overly, 2015).
Lawsuits by the telecommunications industry were eventually consolidated into one case,
United States Telecom Association v. Federal Communications Commission and the United
States of America (DC Cir., No. 15-1063 et al.), which was argued before the DC Circuit Court
of Appeals on December 4, 2015, and decided on June 14, 2016. The court affirmed that the
FCC had authority to reclassify broadband Internet as a Title II telecommunications service and
to impose the regulations of the 2015 Open Internet Order. On May 1, 2017, the DC Circuit
Court denied a petition by the United States Telecom Association to reconsider its 2016 holding
(Stella, 2017a). This defeat in the DC Circuit Court, however, was also not the end of the matter.
A challenge to the holding of the DC Circuit Court in this challenge to the FCC's authority will
likely never reach the Supreme Court because in the time since the 2016 ruling, Donald Trump
was elected as president, and Trump's new appointment to FCC Chairman, Ajit Pai, has turned
out to be hostile to strong network neutrality regulation.
On April 26, 2017, Chairman Pai announced a new NPRM stating the intention of the
Commission to reverse the Title II reclassification of broadband Internet service and begin a

20 This provision fortunately did not make it into the final appropriation bill.
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rollback of the 2015 rules (Stella, 2017b). On May 18, 2017, the FCC voted (2-1) to move
forward with Pai's plans to roll back the 2015 Open Internet Order (Wheeler & Devaney, 2017).
The future of network neutrality in the United States and around the world remains
unclear. In Digital Disconnect, McChesney (2013) predicted that “If this [network neutrality]
stops being an issue among politicians, it will be because the [telecommunications] cartel has
won [i.e. because network neutrality is no longer protected]” (p. 120). Ultimately, McChesney's
predictions may prove correct. Even if the FCC under Chairman Pai is not successful in
overturning the 2015 Open Internet Order, the 2015 rules do not address all issues of concern.
Private peering and interconnection arrangements may still undermine the openness of the
Internet, and practices such as zero-rating may also end up disadvantaging content providers who
lack significant financial resources.
Furthermore, even to the extent that the 2015 Open Internet Order does protect network
neutrality, it can be argued that it is merely treating “symptoms” and not “the disease”.
Throughout this chapter, a recurring theme has been that the most damaging deviations from
network neutrality would be far less likely (and also far less harmful) in the market for
broadband Internet were truly competitive. In light of this perspective, perhaps, despite the fact
that the telecommunications cartel vehemently opposes the 2015 order, the fact that the FCC has
chosen to exercise forbearance in regard to unbundling requirements could be seen as a victory
for the telecommunications corporations and a democratic failure. Even if the FCC had chosen
to enforce unbundling requirements in the 2015 order (although, in contemporary American
capitalism, this seems near impossible), control of last mile infrastructure would still be
controlled by private entities that are primarily concerned with generating profit rather than
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preserving a democratic communications infrastructure. Benkler's (2006) proposals for a last
mile infrastructure provided by non-market forces (either in the form of municipal broadband or
even more radically in the form of a self-organizing network based on use of unlicensed
spectrum) provide an example of what a truly democratic system for broadband deployment
could look like.
Although the future of network neutrality is far from certain, and despite the fact that the
2015 Open Internet Order does not address the underlying issue of oligopoly control of
broadband Internet service, the significance of the order should not be underestimated.
Regardless of whether the 2015 rules remain in effect (which seems unlikely), the fact that they
were adopted at all seems an unlikely victory in light of fierce opposition by powerful economic
actors. For this reason, the role of various forms of activism leading up to the FCC adopting this
order will be discussed in significant depth later in this dissertation. Due to the timing of the
completion of this dissertation, it is unfortunately impossible to discuss activism opposing
Chairman Pai's efforts to roll back network neutrality regulation.
In the following chapter, the discussion shifts to the issue of copyrights. Specifically,
Chapter 3 explores the rationalization for having copyrights, and evaluates whether this
rationalization is appropriate, and also whether copyrights actually serve the interests they are
intended to serve. Chapter 3 additionally explores the details of how copyright law actually
works in the United States, and offers a critical perspective on ways copyright laws, as applied,
are harmful for a democratic and just society.

159

Chapter 3: Copyrights
This chapter provides a brief exploration of the topic of copyrights, specifically as
relevant to the Internet. The issues of copyright law and the impact of copyrights on economics,
culture, and democracy are vast, and a complete exploration of these issues is beyond the scope
of this chapter or this dissertation. Because the focus of this dissertation is exploring whether
grassroots activism can promote a more democratic Internet in relation to privacy and
transparency, copyright, and network neutrality in light of the influence of the forces of
capitalism in shaping these issues, this chapter largely considers copyrights in terms of
commodification of culture. Another major theme is the impact of copyrights on both the
creation of culture and the accessibility of culture to the public. However, as acknowledged later
in this chapter, copyright law at least in theory aims to serve a commendable social function:
providing an incentive for the creating of new creative expression. That being said, most readers
will (in my opinion accurately) find this chapter very one-sided. Perhaps more so than any other
chapter in this dissertation, this chapter strongly expresses my own perspectives, which are
highly critical of copyright law as it is codified and practiced today. This admittedly one-sided
approach to the issue of copyrights is appropriate in the context of this dissertation, as it sets the
stage for the discussion of grassroots resistance. In particular, because the practice of engaging
in blatant copyright infringement in the form of peer-to-peer file sharing is discussed as a form of
grassroots resistance to the status quo, it is necessary to present an argument that copyrights are
sufficiently problematic as to justify such blatant disregard for the law. Furthermore, as implied
by the research questions presented in the introduction of this dissertation, this dissertation
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implicitly takes the position that capitalism is itself potentially harmful to democracy and
cultural freedom. Because copyrights are a central component of cultural policy in contemporary
capitalist societies, it it worthwhile to take a critical look at this institution. On the other hand,
although this chapter takes a largely critical perspective to the ways copyright law has evolved
and has been applied to the Internet, it is important to keep in mind that many reasonable people
will come to a different conclusion about the appropriateness of copyright law in relation to the
Internet than is presented in this chapter.
Before discussing the specifics of copyright law or the relevance of copyrights in the
context of the Internet, two baseline considerations can provide a framework through which to
analyze the issue. First, it is worthwhile mentioning the constitutional basis for copyright law in
the United States. In what is commonly referred to as the “Copyright Clause”, Article I, Section
8, Clause 8 of the United States Constitution grants Congress the authority “To promote the
Progress of Science and useful Arts, by securing for limited Times to Authors and Inventors the
exclusive Right to their respective Writings and Discoveries.” This clause is the constitutional
basis for both copyright and patent law. For the purpose of this chapter, there are two important
points to make about this clause. First, this clause establishes that the reason for granting
exclusive rights to expressions protected by copyright law is to promote progress in the useful
arts, or, in other words, to create an incentive for the creation of new content. It is worth
emphasizing that the constitutional justification for copyrights is not based on any assumption
that creators of copyrightable expression possess any intrinsic natural right to exclusive control
of their creations, but rather is utilitarian in nature. If copyright law is not serving to promote the
creation of new content, it is not serving its purpose. The second point for consideration in
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relation to the Copyright Clause is that it explicitly states that exclusive rights should only be
granted for a limited time.
The second baseline consideration in the framework for evaluating the issue of copyrights
is that while creation of new creative expression is of value to the public, the value of this
expression can only be fully realized to the extent that the public actually has access to this
expression. In other words, if someone creates a new piece of creative content protected by
copyrights, but the creator of this content utilizes their exclusive control of this content to
prevent anyone else from accessing this expression, it cannot be said to be providing social
value. Likewise, if the copyright owner charges a fee for access to the content sufficiently high
to deny at least some members of the public access to the content, the social value of this
copyrighted work is still less than it would be if this work were in the public domain.
Additionally, to the extent that a copyrighted work cannot freely be used in the creation of new
expression without the permission of the copyright owner, the value of the copyrighted work to
the public is lower than it would be were the work in the public domain (this point will be
discussed in more depth later). Arguably, the time limiting language in the Constitution's
Copyright Clause implies a recognition that exclusive rights granted to content creators limit the
utility of expressive content to the public.
The two points made above provide the basis for a simple framework through which the
appropriateness of copyright law can be evaluated. Within this framework, the appropriateness
of copyrights stands or falls based on how well it serves public interest. Public interest, in this
context, is evaluated along two dimensions: how much creative expression is available (although
the quality of creative expression should also be considered, and can also be seen as being

162

affected by copyrights), and the ability of the public to access this creative expression (the price
of accessing creative content along with restrictions on how this creative content can be utilized
are important components of this consideration).
Before discussing the details of copyright law, it is worth mentioning a couple core
characteristics of “information goods” that are the subject matter of copyrights. The first of these
characteristics is the public good nature of expressive content. James Boyle (2008, p. 2-5) notes
that the public good nature of information goods is a commonly used justification for both
copyrights and patents, and that public goods are defined by two characteristics: they are
nonrival and nonexcludable. The nonrival characteristic refers to the fact that one person's
possession or use of a nonrival good does not interfere with the ability of another person to
possess or use the good. Food would be an example of a rival good, because if one person eats
the food it is not available for someone else to eat. A song, on the other hand, is nonrival
because one person listening to or singing the song does not prevent others from doing the same.
Nonexcludability refers to the fact that it is difficult or impossible to prevent those who do not
pay for access to a good from benefiting from it nonetheless. Again, food is excludable, because
it can easily be denied to a person who does not pay. On the other hand, at least in light of the
existence of digital reproduction technology, it is difficult to prevent someone from obtaining a
free copy of an information good (although copyright law along with encryption technology
attempt to remedy this “shortcoming”). Boyle explains that the public good characteristics of
information goods are used as a justification for copyrights (and patents) because economists
claim that inadequate incentives exist for creators of public goods to supply a good that, after
being sold once, can be shared with every member of a population free of charge (and laws
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preventing the sharing of public goods, such as copyrights and patents, is a method of allowing
for suppliers to profit from providing such goods).
Boyle concedes, however, that this rationale for intellectual property is complected by at
least four factors. First, he notes that it is likely that people have motivations for creating which
do not depend on market mechanisms, for example fame, altruism, or an intrinsic need to express
themselves creatively. In these cases, notes Boyle, the ability to cheaply copy becomes a virtue
rather than a problem. Secondly, he observes that while technology makes copying cheaper, in
many cases the same technologies also reduce costs for marketing and distribution. Third, he
makes the argument that even when financial incentives are necessary for creativity or to
distribute the products of creativity, being “first to market” may be sufficient incentive in and of
itself (this argument applies more to patents rather than copyrights). Fourth, Boyle notes that
even when some aspects of innovation and creativity are nonrival, other aspects are not. He
provides the example of software, in which it may be nonrival and largely nonexcludable, it is
relatively easy to exclude non-paying customers from technical support; or of music, in that
while it may be difficult to prevent people from making copies of CDs, it is easy to prevent
people from attending a concert if they do not pay (Boyle, 2008, p. 3-4).
Writing for “Pirate Times” (a communications platform for the global “pirate
movement”, a political movement that will be discussed in a later chapter), Michael Wartenbe
(2013) argues that the Internet and digitization dramatically enhance the public good quality of
information goods, because they are no longer attached to a physical medium and can far more
easily be massively copied around the world. However, Wartenbe does not agree with the
proposition that the public good nature of of information goods is a reasonable justification for
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copyrights. He notes that copyright law and Digital Rights Management (DRM, this will be
discussed later in this chapter) are attempts to make information goods excludable, thus allowing
traditional economic laws that apply to scare resources to apply to information goods. However,
according to Wartenbe's argument, considering just how easy and trivial it is to copy information
utilizing modern technology, any successful attempt to stop such copying would cause severe
damage to the functionality of the Internet and would require unacceptable invasions of privacy.
Furthermore, while the exaggerated nonexcludability of online information goods does amplify
the “problem” of “free riders” (those who enjoy the benefits of information goods without
paying), Wartenbe argues that the benefits of freely available information are even greater, and
simply suggests that “As a society we must find a new way to reimburse producers of digital
goods... (Wartenbe, 2013)” He notes that the Gutenberg printing press caused major social
disruptions, but also allowed for much broader dissemination of knowledge. He argues the same
applies to the Internet, it will disrupt long standing social institutions (such as copyrights), but, as
long as we do not react by taking extreme measures to preserve institutions such as copyrights, it
has the potential to allow far greater social advantages.
Considering the public good nature of information goods (especially in the presence of
advanced information technology), various positions of the utility of copyright laws seem
reasonable. On the one hand, insufficient incentives may exist for the creation of certain types of
information goods, although Boyle (2013) is correct in arguing that in many cases incentives
other than monetary gains for content creation exist and there are other confounding factors. On
the other hand, one should not underestimate the benefits to society the nonrival characteristic of
information goods presents. Assuming sufficient cultural content is created, society is better off
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if this culture can be freely shared and consumed. Furthermore, Wartenbe's (2013) warnings
about the social costs of attempting to artificially impose excludability on information goods,
either through legal or technological measures, should not be underestimated. Based on the
analysis so far, it can be said that in the absence of copyright protection, any creative work that
has ever been created and remains a part of the public record, and any work that is created going
forward, will be available to anyone connected to the Internet free of charge (assuming these
works are of a nature that can be digitized and that someone takes the initiative to digitize them
and make them freely available on the Internet). However, some would-be content creators may
not create or make available their creative works absent the ability to profit from the exclusive
rights granted by copyright law. The public good nature of information goods, however, is not
the only factor that needs to be evaluated in order to determine the appropriateness of copyright
law.
Landes and Posner (1989) introduce another important consideration for the evaluation of
copyrights. In their analysis of the economics of copyrights, they note that most new creative
works to some extent draw upon existing works. In this way, sofaras a creator of content wants
to make use of an existing work, copyright law can increase the cost of production. Or as Yochai
Benkler (2003) puts it, “Information is a public good in the strict economic sense, and is also
input into its own production (p. 7, Emphasis added).” Benkler goes on to argue that because
of these characteristics, it is necessary that at least some information goods exist as a commons,
as opposed to being governed by property rights (Benkler, 2003, p. 7). At this point, the reader
may note that the fair use doctrine (which is discussed later in this chapter) at least in theory
should mitigate this disadvantage of copyright law.

However, the an argument for the
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insufficiency of the fair use doctrine is also presented later in this chapter. In an era when digital
technology makes utilizing existing information goods for the production of new information
goods far easier, the importance of being able to use existing works for the creation of new
works is arguably more pronounced then ever.
In a TED talk given by legal scholar Lawrence Lessig in 2007 (Lessig, 2007), he
discusses the cultural importance of being able to reuse existing creative works in new works.
Lessig begins his argument by quoting remarks made by John Philip Sousa to the United States
congress at the beginning of the twentieth century in regard to the phonograph, which Sousa
referred to as the “talking machine”. Sousa reportedly alleged that the phonograph would
destroy artistic culture, lamenting that “When I was a boy, in front of every house in the summer
evenings, you would find young people together singing the songs of the day, or the old songs.
Today, you here these infernal machines going night and day (Lessig, 2007).” Lessig then argues
that what Sousa was lamenting the loss of what could be referred to as “read-write culture”, in
which “people participate in the creation and the re-creation of their culture (Lessig, 2007).” The
culture ushered in by the “talking machine”, according to Lessig, could be referred to as a “readonly culture.” However, Lessig goes on to present examples of user generated content on
YouTube, such as Anime Music Videos or various satirical videos in which ordinary youth paste
together series of images and video clips to recorded music tracks, and argues that these practices
can be conceptualized as the rebirth of a more participatory read-write culture enabled by
technology. Today, however, copyright holders, specifically of the recorded music used in these
pieces of user generated content, conceptualize these emerging cultural practices as copyright
infringement.

Thus, Lessig argues that contemporary copyright law has the effect of
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criminalizing essentially positive cultural developments, and that a new legal environment is
needed to protect cultural participation.
The documentary RiP!: A Remix Manifesto, directed by Brett Gaylor (2008), elaborates
on the ways that copyright law often has the effect of preventing, rather than promoting, cultural
progress. This documentary argues that the remixing and editing of existing culture is central to
contemporary cultural practices, but industrial copyright owners, who themselves benefited from
culture that was once in the public domain, seek to extract rents that have the effect of rendering
contemporary art forms illegal, and also argues that even when uses of existing content would
constitute a fair use copyright owners nonetheless seek royalties (thus far, this argument is
similar to Lessig's argument from his TED talk). The documentary goes on to summarize its
argument as a four part manifesto:
1. Culture always builds on the past.
2. The past always tries to control the future.
3. Our future is becoming less free.
4. To build free societies you must limit the control of the past. (Gaylor, 2008).
Thus the film takes the perspective that in order for a vibrant, innovative, and free culture to
flourish, rather than granting property rights to creators of culture that allow them to exert
control on future culture, a rich public domain is absolutely essential for both cultural progress
and cultural freedom.
While thus far this chapter has focused primarily on the questions of the utility of
copyright law both in terms of promoting the creation of new creative culture and in allowing the
public to access existing culture, this chapter has also hinted at an additional consideration. In
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discussing how copyright law limits the ability of people to use existing culture in the creation of
new culture, one is likely to also consider the type of culture that is crated in the presence of
copyright law. In his keynote Cyberspace Enclosed, Ronald Bettig (2013) frames the issue of
enforcement of copyright law in the era of the Internet in terms of enclosure of culture for the
purpose of commodification. The enclosure analogy refers to the historic fencing off of lands
that were formally a commons available to the public, granting private property privileges to
land owners. Copyrights can be seen as fencing off a cultural commons, granting property rights
over culture. This allows for culture to be treated as a commodity; commodification refers to
extracting exchange value (the ability for a good to be exchanged for monetary value) from use
value (the inherent value the commodified item has to those who make use of it). While Bettig
discusses specific legal developments and industrial practices (some of which will be discussed
later in this chapter and later in this dissertation), the ultimate goal of these efforts has been to
retain the commodity status of culture, so that monetary value can be extracted from the inherent
use value of culture. This amounts to a different type of critique of copyright law than merely
analyzing its effect of the quantity of culture created and made available to the public. Rather, it
raises questions about the underlying nature and purpose of culture. Is culture something that
should be treated as private property that can be traded for the purpose of extracting profit? Or is
culture a living thing that belongs to everyone and is created by everyone (recall Lessig's
arguments about a read-write culture as opposed to a read-only culture)? The importance of this
point should not be underestimated. Regardless of copyright policy, culture will exist and
develop in some form. Even if certain types of capital intensive works are not created because of
the absence of strong property rights in culture, a strong argument can be made that society is
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better off when culture is a shared resource rather than a consumer commodity.
The discussion thus far in this chapter has been largely conceptual, discussing broadly the
interaction between copyrights and culture. However, not all possible copyright systems are
equal, and the specifics of the law will inevitably affect the ultimate impact of copyrights on
culture. For that reason, the discussion now turns to the specifics of American copyright law.
Just as the discussion of the conceptual relation between property rights and culture was
incomplete, the following discussion of copyright law is not meant to be a comprehensive
account of contemporary copyright law. A reasonable starting point for explaining copyright law
is the subject matter of copyrights, which is defined in U.S.C. Title 17, Chapter 1, Section 2:
(a) Copyright protection subsists, in accordance with this title, in original works
of authorship fixed in any tangible medium of expression, now known or later
developed, from which they can be perceived, reproduced, or otherwise
communicated, either directly or with the aid of a machine or device. Works of
authorship include the following categories:
(1) literary works;
(2) musical works, including any accompanying words;
(3) dramatic works, including any accompanying music;
(4) pantomimes and choreographic works;
(5) pictorial, graphic, and sculptural works;
(8) architectural works.
(b) In no case does copyright protection for an original work of authorship extend
to any idea, procedure, process, system, method of operation, concept, principle,
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or discovery, regardless of the form in which it is described, explained, illustrated,
or embodied in such work.
A couple significant features of this legislation are that a work is automatically protected by
copyright law the moment it is fixed in a tangible medium, and also only specific expressions
can be copyrighted, not the underlying ideas.
Beyond the consideration of the subject matter of copyright law, another important
consideration is the set of exclusive rights granted by the law. These exclusive rights are defined
in U.S.C. Title 17, Chapter 1, Section 106:
Subject to sections 107 through 122, the owner of copyright under this title has
the exclusive rights to do and to authorize any of the following:
(1) to reproduce the copyrighted work in copies or phonorecords;
(2) to prepare derivative works based upon the copyrighted work;
(3) to distribute copies or phonorecords of the copyrighted work to the public by
sale or other transfer of ownership, or by rental, lease, or lending;
(4) in the case of literary, musical, dramatic, and choreographic works,
pantomimes, and motion pictures and other audiovisual works, to perform the
copyrighted work publicly;
(5) in the case of literary, musical, dramatic, and choreographic works,
pantomimes, and pictorial, graphic, or sculptural works, including the individual
images of a motion picture or other audiovisual work, to display the copyrighted
work publicly; and
(6) in the case of sound recordings, to perform the copyrighted work publicly by
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means of a digital audio transmission.
The exclusive rights on copying and public performance effectively give the copyright holder the
legal ability to limit public access to copyrighted material (typically excluding non-paying
“consumers” of culture), while the exclusive right to create derivative works limits the ability of
others to utilize existing culture to create new culture. Title 17 U.S.C. Chapter 1, Section 101
contains the following definition of a derivative work:
a “derivative work” is a work based upon one or more preexisting works, such as
translation, musical arrangement, dramatization, fictionalization, motion picture
version, sound recording, art reproduction, abridgment, condensation, or any other
form in which a work may be recast, transformed, or adapted. A work consisting
of editorial revisions, annotations, elaborations, or other modifications which, as a
whole, represent an original work of authorship, is a “derivative work”.
Another important consideration in the analysis of copyright law is the duration of
copyright protection. The first federal copyright statute in the United States, enacted in 1790,
granted 14 years of copyright protection which could be renewed for an additional 14 years of
protection (Rudd, n.d.). By 1998, the terms of copyrights for individual authors had been
extended to the life of the author plus seventy years, and the term of copyrights for works for
hire to “ninety-five years from publication or 120 years from creation, whichever comes first
(Mota, 2005, p. 1).” Significantly, the 1998 copyright extension, also known as the Sonny Bono
Copyright Term Extension Act, was also a twenty year retroactive extension of existing
copyrights, the eleventh retroactive copyright extension since 1962 (Lessig, 2004, p. 134-135).
Assuming the practice of retroactive copyright extension continues, and another extension takes
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place by 2018, this practice of retroactive extension raises the prospect of de facto indefinite
copyright terms. This trend raises a couple important considerations in the evaluation of the
utility of copyright laws. First, as noted earlier, a key provision of the Constitution's copyright
clause was that exclusive rights should only be granted for a limited time. In a regime of
essentially indefinite copyright terms any balance between the incentive to create and the public's
free access to existing works is lost. Second, the practice of retroactively extending copyright
terms seems inconsistent with the constitutionally defined purpose of copyright law:

to

encourage cultural creation. Creators of work may depend on existing copyright terms as an
incentive to create, but once a copyrighted work has already been created, extending the terms of
copyright simply allows the copyright holder to extract further monopoly rent from the
copyrighted work; the work has already been created, thus the retroactive term extension is not
encouraging content creation. And based on the discussion earlier in this chapter of the way
culture builds on the past, these retroactive term extensions actually seem to act counter to the
constitutionally defined purpose of copyright law. Bailey (2006, p. 118) argues that a major
reason for the dramatic extension of copyright terms between 1790 and 1998 was largely due to
the fact that as early as 1901, and going forward, copyright law had become quite complicated,
and congress largely deferred to interested industries when drafting copyright legislation, but the
public was largely not represented in these negotiations.
Another significant change between the copyright statute of 1790 and today's copyright
law is the removal of formalities for obtaining copyright protection. As noted above, under
present law a work automatically receives copyright protection the moment it is fixed in a
tangible medium. Lessig (2004, p. 136-138) notes that in 1790, works required both registration
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of a work and notification of copyright for a work to be protected by copyright. What's more,
Lessig observes that only approximately 5% of copyrightable works in 1790 actually were
covered by copyright; the other 95% of the time, the creator did not make the effort to obtain a
copyright, and the work automatically fell into the public domain. A strong argument can be
made that the most of the time when someone produced a work today, which is automatically
copyrighted, the creator would have no interest in “owning” a copyright, and the public is
automatically denied free access to a work that would otherwise fall into the public domain.
Lessig (2004, p. 138-139) writes about yet another difference between copyright law in
1790 and copyright law today. In 1790, unlike today, copyright owners were not granted
exclusive rights to derivative works.

The importance of this change should not be

underestimated. Earlier in this chapter, ways in which copyright law has the effect of preventing
creative expression rather than promoting it were discussed. If copyright owners were not
granted exclusive rights to derivative works, many of these problems could be avoided.
Before discussing the fair use doctrine and its limitations, one more relatively recent
change to copyright law needs to be discussed: the anti-circumvention provisions of the Digital
Millennium Copyright Act (DMCA). In order to discuss the DMCA, it is necessary to first
briefly discuss Digital Rights Management (DRM), which is a set of encryption technologies
used to restrict and control the ways digital content can be accessed and used. A reasonable
definition of DRM is as follows:
DRM is the process of defining, managing and enforcing the usage rights of
digital content. The function of DRM also includes that the legal rights are
observed of and by all participants engaged in the electronic business and digital
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distribution of content and services. (H ter Doest et al., 2004)
The relevant provisions of the DMCA are codified in U.S.C. Title 17, Chapter 12, Section 1201.
These provisions prohibit circumvention of DRM systems that control access to copyrighted
works, and also prohibit providing of tools to the public in order to do so. Significantly, this
legislation makes no exception for circumventing DRM in order to make fair use of protected
copyrighted works. It should be noted that cultural “consumers” (as noted above, the paradigm
of individuals acting as merely consumers of culture rather than active co-creators is itself
problematic) have not embraced DRM technology (or, implicitly, the law that supports it) with
open arms. Writing for Ars Technica, Cyrus Farivar (2012) notes that, based on business
considerations, the music industry had stopped crippling music files with DRM by 2009, but, at
the time of Farivar's writing (and continuing today), e-books purchased by major distributors
such as Amazon (who Farivar notes was a leader in offering DRM free music) continued (and
continue) to only sell e-books “protected” by DRM. Writing for Time Magazine, Matt Peckham
(2014) notes that the vast majority of commercial video entertainment, including streaming
services, legal movie download services, and videos on physical disks, continue to be
“protected” by DRM; however, he notes that GOG.com had recently begun releasing a limited
library (with hopes of expanding the library) of video content available for download at a flat
rate free of DRM.
Considering these changes to copyright law, both the number of works that receive
copyright protection and the length and degree of control over copyrighted works has
dramatically expanded between 1790 and today, while at the same time technology has
developed that provides the technological capacity to the public to use and transform creative
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works in ways that could not have been foreseen.

Rather than strengthening copyright

protection, perhaps we should be accommodating for innovative use and recreation of culture.
The above assessment of copyright law paints a fairly bleak picture in terms of access to
culture either for the purpose of simply “consuming”, or for the ability to use existing culture to
build more culture. The duration of copyrights has expanded dramatically, and has the potential
to amount to a de facto unlimited term in light of retroactive term extensions. The proportion of
creative works that are protected by copyright, regardless of the creators' wishes, has increased
from about 5% to 100%. The scope of exclusive rights has grown to include derivative works.
DRM technologies now put technological locks on cultural material that are illegal to break.
Missing from the above assessment is a mechanism built into copyright law that attempts to
restore some amount of balance to the equation: the fair use doctrine. It is necessary to discuss
the legal specifics of the fair use doctrine, theories of the purpose of the fair use doctrine, and
also evaluate whether the fair use doctrine is sufficient to provide room for a necessary level of
access to culture and space for universal creation of new culture. In this discussion of fair use,
one should keep in mind the above discussion of derivative works and the limitations copyright
law imposes on the ability to create derivative works based on copyrighted material.
Before discussing the legal specifics of the fair use doctrine and various proposed
purposes and justifications for this legal doctrine, it is worthwhile to briefly discuss the history of
the doctrine. Leaffer (2005, 470-471) traces the development of the fair use doctrine back to the
1841 case Falsom v. Marsh.

In this case, the defendant was held liable for copyright

infringement, but the presiding judge, Justice Story, noted that in some cases, infringers may be
shielded from liability, and proposed a four-part standard for evaluating these conditions: “In
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short, we must often... look to the nature and objects of the selections made, the quality and value
of the materials used, and the degree in which the use may prejudice the sale, or diminish the
profits, or supersede the objects, of the original work. …” (quotation taken from text of Leaffer,,
2005, p. 470-471).” Leaffer (2005, p. 471) notes that the four criteria set forth by Justice Story
are very similar to the four-part test codified in the 1976 copyright statute; thus, Leaffer argues
that the legal standard for evaluating fair use has remained static since the 19 th century, despite
the dramatic technological changes that have taken place since that time. The fair use doctrine
was codified into law in the Copyright Act of 1976:
Notwithstanding the provisions of section 17 U.S.C. section 106 and 17 U.S.C.
Section 106A, the fair use of a copyrighted work, including such use be
reproduction in copies or phonorecords or by any other means specified by that
section, for purposes such as criticism, comment, news reporting, teaching
(including multiple copies for classroom use), scholarship, or research, is not an
infringement of copyright. In determining whether the use made of a work in any
particular case is a fair use the factors to be considered shall include:
1. the purpose and character of the use, including whether such use is of a
commercial nature or is for nonprofit educational purposes;
2. the nature of the copyrighted work;
3. the amount and substantiality of the portion used in relation to the copyrighted
work as a whole; and
4. the effect of the use upon the potential market for or value of the copyrighted
work.
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The fact that a work is unpublished shall not itself bar a finding of fair use if such
finding is made upon consideration of all the above factors. (17 U.S.C. Section
107).
A significant observation is that the statute itself does not define the purpose of this legal
doctrine. For the purpose of this dissertation, a tentative justification for the fair use doctrine
could be both to support the constitutionally defined purpose of copyrights of promoting content
creation by allowing for at least limited use of existing copyrighted culture in creating new
culture, and also aiding in enhancing public access to copyrighted works (these two
considerations coincide with the basic framework for evaluating copyrights discussed earlier in
this chapter; but ignores the issue of commodification of culture). Others have proposed other
purposes and justifications for the fair use doctrine, some of which will be discussed shortly.
While copyrights provide a rigid set of exclusive rights to culture, and the scope and duration of
copyright protection has been expanding since the first copyright statute in 1790, the fair use
doctrine can be seen as a balancing act; essentially limiting the harm caused by monopoly
ownership of culture. Whether the fair use doctrine is sufficient to balance the potential harms of
copyrights discussed earlier in this chapter and allow for copyrights to, as a whole, serve their
constitutionally defined function while simultaneously allowing sufficient public access to
copyrighted culture deserves a thoughtful evaluation.
At this point, the discussion turns to case law relating to the fair use doctrine. This
discussion will aid in evaluating the degree of protection for cultural freedom provided by the
fair use doctrine, and also aid in understanding various proposed justifications for the doctrine.
The first two cases evaluated in this review of case law involve the concept of “parody”; the
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related concept of satire will also be discussed later in this chapter. The first of the cases relating
to parody is Walt Disney Productions v. Air Pirates (581 F.2d 751), litigated in 1978 in the 9 th
Circuit court of appeals. At issue was a group of counterculture sympathetic comic book authors
who released a series of comic books depicting Disney cartoon characters, including Mickey
Mouse and Donald Duck, engaging in sexual conduct and drug use. The “purpose and character”
of the use was commercial, which weighed against the authors but on its own was not enough to
preclude a holding of fair use. The nature of the copyrighted work was an entertainment product
(rather than an informative product); Leaffer (2005, p. 478) notes that copying of informative
content is more likely to succeed in convincing a court to hold that the copying constitutes fair
use. The third factor, “the amount and substantiality of the portion used in relation to the
copyrighted work as a whole”, in this case can be seen as the most significant (and in my view,
wrongly interpreted) factor in this case. The court held that for a fair use defense to apply, the
Air Pirates authors should not have produced such exact copies of the Disney characters, and
should have copied only enough to conjure up a notion of the original characters, just enough so
the audience would know that it was Disney's characters that were being parodied. It must be
noted that the Air Pirates authors could have copied much more from Disney's copyrighted work,
such as dialog and plot. Disney argued, however, that it was their copyrights in the characters
themselves that was being infringed21. Regarding the fourth factor, “the effect of the use upon
the potential market for, or value of, the copyrighted work”, while it was unlikely that people
would buy Air Pirates comics as a substitution for Disney products, the court agreed with
Disney's argument that the Air Pirates comics could be seen as tarnishing Disney's clean and

21

The issue of copyrightability of characters is itself an issue that deserves critical evaluation.
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wholesome image. In my view, the public interest would have been better served had the Air
Pirates comic books been deemed a fair use.

In this case, copyright law seems to have

prevented, rather than promoted creativity. In other words, copyright law could even be seen as
a form censorship, as it denied the public access to a creative work. I also believe the court
errored in their assessment of the third part of the four part test. While interpretation of the fair
use doctrine requires a large amount of subjective judgment, this case demonstrates (in my
opinion) that in practice, even in light of the fair use defense, uses of copyrighted material that
could reasonably be held to be a fair use are often found to be infringing.
The second case evaluated herein relating to parody is Campbell v. Acuff-Rose Music,
Inc. (510 U.S. 569), which was litigated in the United States Supreme Court in 1994. At issue
was a parody by the rap group 2 Live Crew of Roy Orbison's song “Oh, Pretty Woman.” 2 Live
Crew created a song using a very similar rhythm and melody to the original song, but changed
the lyrics to describe a hideously unattractive woman. Notwithstanding the fact that this song
could rightly be critiqued as sexist, it nonetheless provides yet another clear example of using
existing culture for the purpose of creating new culture. In terms of the first part of the four part
test for the determination of fair use, as was the case in Disney v. Air Pirates, the parody was of a
commercial nature. In terms of the second part of the test, the work allegedly being infringed
was an entertainment product.

When evaluating the third part of the test, an interesting

observation is that 2 Live Crew arguably copied more of the original work than did the Air
Pirates cartoonists (although, because a song is a completely different form of expression than a
comic strip, a direct comparison in this regard is not possible). When evaluating the fourth
factor, the court held that the song was unlikely to directly affect the commercial value of the
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original; but it could still constitute a commercial loss in the sense that 2 Live Crew did not pay
licensing fees for the creation of a derivative work. The court held that the song was a
transformative parody, and that its “commentary” on the original work was of social value.
Balancing these four factors, 2 Live Crew's song was held to be a fair use.
Dr. Seuss Enterprises v. Penguin Books USA (924 F. Supp. 1559) was litigated in the 9 th
Circuit court of appeals in 1996-1997. This case can be seen as developing a distinction in case
law between the concepts of parody and satire. The defendant had written a book called The Cat
NOT in the Hat using the basic literary style of Dr. Seuss's book The Cat in the Hat, but the
allegedly infringing book satirized the murder trial of O.J. Simpson. The facts in the fair use
analysis were similar to those in the previous two cases. The book was a commercial work
allegedly infringing on the rights of a creative entertainment product. In terms of the third part
of the test, all that was copied was the general literary style of The Cat in the Hat. As in the
previous two cases, the work did not directly damage the market for the original product. The
court differentiated this case from Campbell v. Acuff-Rose by stating that this work constituted
satire rather than parody. The relevant difference being that in the prior case, the parody was
directly commenting on the work being copied; in this case, the defendant was merely piggybacking on an existing copyrighted work to satirize an unrelated topic. Thus, the work in
question was held to be infringing. At least two strong arguments can be made that the court
came to the wrong conclusion in his case (even assuming a presupposition that copyright law, as
a whole, and as is currently codified, is defensible). First, not much was actually copied, merely
the style of the original work (it could even be argued that all that was copied was an
uncopyrightable idea, rather than a copyrightable expression). Second, the overall effect of this
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holding could be seen as counter to public interest. Despite the fact that it was an unrelated topic
that was satirized, which could have been satirized in a different way, satire can be seen as
having substantial cultural and political value. Although using the style of Dr. Seuss may not be
deemed highly original (although this is a matter of opinion), there is cultural value in using
existing artistic expression as a basis for creating new artistic expression. Arguably this is
especially true in the case of satire, which can be used for political commentary (which is
important for a democratic society), and if someone feels that basing a new work on an existing
work is the most efficient, or most funny for that matter, way of doing so, society stands to
benefit from allowing this type of satire.
The three cases discussed above demonstrate the development of case law dealing with
transformative use of creative works. Especially the last two of these three cases demonstrate the
differential treatment of “parody” and “satire”, and the term “parody-satire dichotomy” has even
been used as a hypothesis for an emerging legal doctrine. This provides the basis for discussing
a perspective on one of the functions of the Fair Use Doctrine along with a critique of the
doctrine as it is currently codified and interpreted. David Lange & Jennifer Anderson (n.d. 22)
argue that it has become increasingly evident that both copyright law itself and narrow
interpretations of the Fair Use doctrine inherently have First Amendment freedom of expression
implications. They also note that both due to changes in technology and changes in culture, the
act of appropriation (in the context of their essay in a critical transformative fashion) has gained
cultural significance; while at the same time copyright law has become far more intrusive into
the lives of ordinary people than it once was. Furthermore, they argue that when conflicts exist
22

Although no date is listed on this article, based on the cases cited along with the tone and content of the
conversation, it was most likely written in 2001 or 2002.
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between copyright protection (which they acknowledge has a constitutional basis) and the First
Amendment (which has a central role in a democratic society), First Amendment considerations
must always be given precedence. They argue that the Fair Use doctrine must unambiguously
allow for transformative critical works, and these works should not be subject to arbitrary
standards that vary on a case to case basis. They argue that while the Fair Use doctrine must
always allow for such works, regardless of their impact on the commercial value on the original
work, perhaps some system to promote an equitable situation for all parties involved should be
developed. They discredit proposals for compulsory licensing, as they argue such a system
would still price out some individuals and uses. While they do not provide specifics about
exactly how such a system should work, they propose that perhaps if a creator of a copyrighted
work is unable to recoup her original investment cost, and another party creates a commercially
successful transformative work based on the original work, an equitable solution may be for the
creator of the transformative work to share the revenue with the creator of the original work.
They also argue that ethically, an appropriation artist should at least acknowledge the authorship
of the original work. Although Lange & Anderson do not suggest any specific changes to the
law, their suggestion that the Fair Use doctrine more broadly accommodate transformative
appropriation could potentially remedy some of the issues raised by copyright law discussed in
this chapter (if a copyright system in any form is justifiable).
Lange and Anderson's argument closely resembles Lessig's argument about the
importance of “read-write culture” discussed earlier in this chapter. Although Lessig (2007) does
not explicitly say as much in his TED talk, he implies that the uses of copyrighted works
showcased in his talk (i.e. the Anime Music Videos and satirical videos juxtaposing commercial
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music with imagery in a novel way) would probably not be held to constitute fair use if evaluated
by a court, despite their transformative nature and cultural value.
Considering the degree of technological change that has occurred since the passage of the
1790 copyright statue, and even since the passage of the 1976 copyright statute (in which, as
noted above, the Fair Use doctrine was formally codified), exploring how the doctrine relates to
and has been applied to technology is useful both in terms of discussing the purpose of the fair
use doctrine and evaluating whether it is sufficient to protect public interests potentially
compromised by copyright law. Two important cases relating to (then) emerging technologies
and the fair use doctrine were Sony Corporation of America v. Universal City Studios (464 U.S.
417, litigated by the United States Supreme Court in 1984) and A&M Records, Inc. v. Napster,
Inc. (239 F.3d 1004, litigated by the 9th Circuit Court of appeals in 2001). In the case of Sony v.
Universal, the plaintiff’s claims were about contributory infringement 23 by the defendant. In the
case of A&M v. Napster, the plaintiff's claims regarded both contributory infringement and
vicarious infringement24 by the defendant. The question in Sony v. Universal was whether Sony
was liable for copyright infringement of televised content by users of Sony's home video
recording technology, the VCR. The court held that Sony's technology had significant potential
to allow media consumers to “time shift” content, which should constitute a fair use in that it
allowed users to watch content that broadcasters were already making freely available at their
23

According to Leaffer (2005, p. 426) “The doctrine of contributory infringement originates in tort law and
stems from the principle that one who directly contributes to another's infringement should be held
accountable.”

24

According to Leaffer (2005, p. 431) “In the copyright context, the issue of vicarious liability arises in cases
where the defendant has the right or power to supervise the acts of the direct infringer, and has a financial
stake in the infringing acts, even though the defendant had no knowledge of, or did not directly participate in,
the infringing acts.”
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own leisure, and that it was not the role of the court to prevent the emergence of promising new
technologies. In the case of A&M v. Napster, the defendant was being charged with both
enabling and profiting from widespread copyright infringement of perfectly reproduced and
(allegedly) unpurchased commercial music, which was (allegedly) causing major economic harm
to the recording industry because users could obtain commercial music for free instead of having
to buy it (or, although this was not mentioned in the case, record it in analog form when it was
broadcasted by radio). An important fact of the case was that Napster ran an indexing service
that allowed users to search each other's music collections, and Napster had the technical ability
to filter out infringing content. Napster argued that their service allowed for two types of fair
use: sampling, and space shifting. Users were given the ability to sample music before buying it
(potentially increasing record sales); and were also being given the ability to access music they
had previously purchased on other devices. The court rejected both these arguments. They held
that “sampling” was not a fair use, and users were likely downloading music INSTEAD of
buying it. They also rejected the argument that the technology simply allowed “space shifting”
because users were not required to prove that they had already purchased the music. The result
of Sony v. Universal was that technology was able to continue developing without restriction of
the legal system and that technology vendors would be free to innovate without fear of being
held liable for infringement committed by their customers. Arguably, as a result of the Napster
case, technological development was stifled (although file sharing technology for both legal and
infringing content continued to develop despite this case, and arguably this case led toward
greater decentralization of peer to peer distribution systems). The Supreme Court deserves credit
for the progressive stance toward a disruptive new technology taken in Sony v. Universal. In the
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case of A&M v. Napster, the stance taken by the 9 th Circuit Court of appeals seems on its face
justifiable based on the language of the fair use doctrine as codified. At the same time, a strong
case can be made that the ability to freely distribute content of all types over the Internet would
greatly benefit the public, and the very premise of copyright law is flawed.
These two cases provide a basis for another justification for the fair use doctrine. Fred
Lohmann (2008) observes that courts have never fully addressed whether copying commercial
content, in its whole, for private use, constitutes fair use. He argues, howevver, that this type of
use has been a substantial driver for technological innovation, as is exemplified by Sony's VCR
and Napster. He goes as far as to argue that uses allowed under the Fair Use doctrine (or that
could plausibly constitute fair use) are a major driver for technological development, and the fair
use doctrine should be seen as part of a policy for promoting innovation (Sony v. Universal
serves as a demonstration of this perspective, and despite the holding in A&M v. Napster, that
case also had implications for innovation).

Lohmann argues, however, that the anti-

circumvention measures codified in the DMCA preempt the ability for fair use by banning access
to technologies that would allow access to works protected by DRM. Thus, this legislation poses
not only a threat to the fair use doctrine, to technological innovation itself. 321 Studios v. Metro
Goldwyn Mayer Studios, Inc. (N.D. Cal. 2004) was a case heard by a district court in which 321
Studios sought a declaratory judgment that its DVD ripping software was not in violation of the
anti-circumvention provisions of the DMCA on the basis that it had the ability to facilitate fair
use. The court held that notwithstanding its ability to facilitate fair use, the software was still
illegal under the DMCA. This holding supports Lohmann's argument.
Yet another function of the fair use doctrine is the promotion of competition. In Sega v.
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Accolade (977 F.2d 1510), which was litigated by the 9 th Circuit appellate court in 1992, it was
held that disassembling code (which could arguably constitute copyright infringement) for the
purpose of reverse engineering (in this case, in order to allow creation of game cartridges that
would run on a proprietary gaming platform), constituted a fair use. Bowers v. Baystate (320
F.3d 1317), which was litigated in the Federal Circuit Court of Appeals in 2003, however,
demonstrates another legal complication that can prevent parties from making what would
otherwise be deemed a fair use of a copyrighted work, and, in this case, also having the effect of
preventing competition. In this case, the court held that notwithstanding the fact that reverse
engineering constitutes a fair use, the fair use doctrine can be preempted by private contract law
when click-through End User License Agreements prohibit reverse engineering. This case
demonstrates that the fair use doctrine, as it is codified, is insufficient to protect various interests
when what could be termed “paracopyrights” can be forced on the public through click-through
agreements presented to software users during the installation process.
Lessig (2004, p. 95-99) describes another way in which the fair use doctrine, in practice,
fails to protect uses that would almost certainly constitute a fair use if challenged in court. He
describes a case in which documentary film maker Jon Else was producing a documentary
relating to opera. At one point during the production, he was filming stage hands in a loft
playing checkers during a performance. Incidentally, in the corner of the room an episode of The
Simpsons, and this was captured on camera. Lessig notes that including this footage, including
showing that The Simpsons was playing in the background, would have almost certainly
constituted a fair use, and would have been useful for demonstrating the culture among stage
hands. However, notes Lessig, film makers typically have to purchase liability insurance in
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order to be published. The insurance providers typically require official copyright clearance for
all potentially infringing content; fair use doctrine notwithstanding. Else was told that to include
this footage in his documentary, it would cost $10,000 in licensing fees; thus he was not able to
include this item which would have arguably enhanced the expressive value of the documentary.
This demonstrates that even when the fair use doctrine in theory provides space for cultural
freedom, it is seemingly insufficient in today's business environment for protecting this type of
expression. The 1980s children's cartoon Muppet Babies (a cartoon I greatly enjoyed during my
early childhood) provides another demonstration of why the practical requirement for licensing
of what would likely constitute a fair use of copyrighted content harms the public's ability to
access culture. An unnamed author (N.A., n.d.) explains in an online article entitled Restricted!
Why You May Never See Some of Your Favorite Childhood Programs on DVD that nearly every
episode included video clips from television and movie history spanning decades (I recall these
clips being used in highly creative and entertaining ways). According to the online article, the
producers wanted to keep production costs down, and only paid licensing fees that gave them the
rights to republish the work using media technologies that existed at the time. It is worth
reemphasizing that due to the short duration of the clips and the lack of adverse affect on the
market for the original products (doubtlessly many of which are no longer even commercially
available), a strong case could be made that the use of these clips would constitute a fair use. In
order for the show to be released on DVD, the rights owners for hundreds of video clips from
diverse sources would have to be individually contacted, which would be nearly impossible. As
a result, this piece of cultural history is no longer legally available to the public.
Another issue relating to copyright law that should be noted is the potential impact of
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copyright enforcement on online privacy. Writing for TorrentFreak, a website focusing on news
and commentary about peer-to-peer file sharing and copyright law, Rick Falkvinge (founder of
the Swedish Pirate Party, the first Pirate Party in the world) (2014) argues that “the copyright
industry” is dependent on mass surveillance for the purpose of copyright enforcement because
“There is no way to tell a private conversation in a digital environment from a monopolized
audio file being transferred, not without actually looking at what's being transferred.”
Furthermore, he argues that industries dependent on copyrights have actively supported mass
surveillance, and further states “the copyright industry is known for using child porn as an
argument for introducing mass surveillance, so that the mass surveillance can be expanded in the
next step to targeting people who share knowledge and culture in violation of that industry's
distribution monopolies” (Falkvinge, 2014). In another article, Falkvinge (2013) describes in
more specific detail how the copyright industry has affected online privacy rights in Sweden. He
notes that one item on a “checklist of demands given to Sweden's government from the
International IP Association via the US Embassy” was a strong implementation of the EU IPRED
directive (aka the Enforcement Directive). This strict implementation of this directive required
Swedish ISPs to give copyright owners access to logs, including timestamps and IP addresses of
the online activities of their subscribers. Under this regime, copyright holders have greater
mandatory access to ISP logs than do law enforcement agencies. Falkvinge notes, however, that
if ISPs were only required to give access to existing logs to copyright holders interested in
combating copyright infringement, the ISPs could simply refuse to keep such logs in the first
place.

In addition, however, Falkvinge describes how the copyright industry was also

instrumental in lobbying for the EU Data Retention Directive, which required ISPs to maintain
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these records. Also writing for TorrentFreak, Ernesto Van der Sar (2014) reported that in 2014,,
the European Court of Justice overturned the EU Data Retention Directive on the grounds that it
was “disproportionate and a violation of people's privacy (Van der Sar, 2014).”
This chapter has provided a critical overview of copyrights, both in theory and in terms of
legal implementation. In terms of serving their constitutionally defined purpose of encouraging
creation of expressive content, this chapter has argued that the effects of copyrights are at best
mixed.

While, on the one hand, copyrights do allow for content creators to profit from

monopoly control over their creations, they also create barriers to access to existing culture that
could be used as inputs into new cultural creation.

The extensive scope and duration of

contemporary copyright protection increases these barriers to access to existing culture. This
chapter has also argued that copyrights limit public access to existing culture; thus even if more
culture is created as a result of the exclusive rights granted by copyrights, the utility of cultural
content to the public is limited because of the way copyright law restricts access. The use of
DRM technologies coupled with the anti-circumvention provisions of the DMCA exacerbates
these restrictions. Another very important point made in this chapter is the fact that copyright
law turns culture into a commodity. Although this is not an objectively provable fact, in my
opinion is that normatively, culture should collectively belong to all the people, as it did for all of
human history before nation states began granting exclusive rights to cultural content.

In

addition to transforming culture into private property, it can be argued that the commodification
of culture alters the types of cultural content that are created. Rather than culture being created
and shared for its inherent use value, they types of cultural that are created under the current
system are arguably skewed toward the types of cultural products that will generate the greatest
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private revenue. This chapter has also discusses the fair use doctrine in U.S. copyright law.
Multiple justifications for the fair use doctrine have discussed, but this chapter has argued that
the fair use doctrine has not been fully effective in protecting these interests or in fully restoring
balance to copyright law. Finally, this chapter has provided a brief exploration of the relation
between copyrights and online privacy, arguing that enforcement of copyrights in an online
environment poses a serious threat to the privacy interests of Internet users.
The analysis presented so far in this chapter has admittedly been one sided, and it is
valuable to acknowledge that there are valid arguments that copyrights do serve a positive
function in society. Despite the fact that copyrights restrict access to existing culture and likely
have a duration much longer than necessary for the purpose of promoting the creation of content,
and arguably current copyright law does not provide adequate fair use protection (which also
hinders the creation of culture in the form of derivative works), without copyrights some forms
of cultural content we currently enjoy would most likely not be created. For example, I enjoy the
HBO series Game of Thrones, which, due to high production costs, likely would not be able to be
produced without a mechanism granting the producers an exclusive right to commercially exploit
the work. Whether or not copyrights are ultimately justified is largely a question of what sort of
culture we want to promote. Art and culture will be created and distributed with or without
copyright laws, but will take different forms depending on the legal environment.
Rather than proposing any concrete and specific legal changes to contemporary copyright
law, this chapter has provided a broad critique of both copyrights in theory and the specifics of
copyright law. In my opinion, society and culture would in many ways be better off if exclusive
rights to control creative expression did not exist, and others largely critical of capitalism are
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likely to agree. Even those not critical of capitalism may agree that creating artificial scarcity for
the purpose of extracting profit by granting monopoly control over cultural artifacts runs counter
to public interest. Later in this dissertation, when the focus turns to online activism, ways in
which various activists are challenging the institution of copyrights will be discussed. Largely,
the purpose of the highly critical assessment of copyrights presented in this chapter has been to
make a case that engaging in copyright infringement, to the extent that it makes culture more
available to the public and challenges the very institution of copyrights can reasonably be seen as
a form of socially productive activism (regardless of the motivations of individual infringers).
Copyright infringement will be discussed in more depth later in this dissertation.
In Chapter 4, attention shifts from the exploration of the issues of privacy and
transparency, network neutrality, and copyrights to providing a broad exploration of the topic of
activism in an online environment. This will ultimately pave the way for the discussion in
Chapter 5 of the various forms of activism specifically shaping the issues introduced in the first
three chapters.
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Chapter 4: Exploring Internet Activism from a Variety of Perspectives
This chapter explores the ways other scholars have addressed the broad topic of “Internet
Activism” and activism in an online world. It begins by presenting three works (Rheingold,
1993, Meikle, 2002, and Harold, 2007) that take the broad perspective that while networked
information technology provides numerous possibilities for new forms of democratic
engagement, corporate control of the medium, along with other undemocratic forces, threaten the
viability of the medium for true democratic engagement, and explore how these democratic and
undemocratic forces interact. Following these three works, the perspectives of a number of other
scholars are examined which offer a variety of perspectives on the forms of activism which have
occurred in an online environment, including evaluations of the “slacktivism” critique which
dismisses much of this activism as being too easy and requiring little risk or commitment. An
additional critical perspective of low-engagement online activism explored in this chapter is
Tatiana Tatarchevskiy's (2011) argument that when viewing advocacy organizations through a
political economic lens, these organizations can be seen as exploiting the ways users of social
media provide an image or illusion of what looks like support for these organizations, which she
sees as exploitative.
This chapter provides a brief exploration of concept of “Internet Activism” by providing
a brief literature review. To be clear, in the context of this dissertation, Internet activism refers to
both activism that occurs in an online environment or utilizing the Internet, and activism relating
to issues significant for promoting or maintaining an Internet that furthers democratic interests.
It should be noted that these two types of Internet activism often overlap.
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Early in the 1990s, when the public Internet was at a much earlier point in its
development, there was much speculation about the potential of networked information
technology to promote new forms of democratic engagement. Simultaneously, there was an
emerging awareness that public policy had important implications for free flow of information
and privacy in a networked environment and an awareness of the possibility that concentrated
economic power and commercialization of digital networked media could undermine its
democratic potential. In his seminal work The Virtual Community, Howard Rheingold (1993, p.
208-237) explores these perspectives. Reading Rheingold's assessment of both the ability of
networked information technology25 to promote democratic engagement and his assessment of
threats to this democratic potential in 2017, twenty-four years after its publication, Rheingold's
assessment seems incredibly sophisticated for its time and almost prophetic.
A large portion of Rheingold's assessment consists of discussing examples of efforts
utilizing digital networked communication for the purposes of empowering communities to more
effectively provide services to their members, efforts utilizing networked communication for
political mobilization, and utilization of networks to encourage civic engagement. One major,
but early example provided by Rheingold on the use of computer networks to empower
communities was the Big Sky Telegraph initiative, a grassroots effort that introduced a regional
network in rural Montaina that encouraged greater resource sharing in a very low population
density area, benefiting regional education, a woman's resource center, and an American Indian
group, among others (Rheingold, 1993, p. 210-215). Eventually, this regional network served as
a gateway to the Internet (p. 214). Rheingold also notes that in the early 1990s, other community
25 He discusses both the Internet and non-Internet based dial-up services such as Bulletin Board Service (BBS)
systems.
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efforts to build networks for the purpose of community development had become somewhat
commonplace, and points out, for example, that American Indian groups were using such
networks to raise public awareness about their cultures (p. 215). Similar systems were also
implemented in urban environments, and allowed citizens to participate in setting policy agendas
(p. 230-234).
Rheingold (p. 224-225) also describes how a large number of members of an early
“online community” known as the WELL (Whole Earth 'Lectronic Link, which was a system of
bulletin boards, which, rather than being accessed through the Internet) volunteered their
computer skills to aid nonprofit organizations in more efficiently utilizing information
technology.

Many of these organizations had more of a focus on charitable work than

advocacy/activism (p. 225).

However, Rheingold notes that very early on environmental

activists were utilizing information technology to coordinate environmental efforts and
discussions between activists globally (p. 225-227). He observes that by the early 1990s,
nonprofit organizations and NGOs were utilizing networked information technology not only to
organize, but also to disseminate information publicly; Rheingold argues that even in the early
1990s digital networks offered an alternative mode of communication to increasingly
concentrated mass media (p. 228).
Despite these positive uses of networked information technology, even in 1993 Rheingold
realized there were potential threats to the democratizing potential of digital networks. One
trend, which Rheingold connects directly to activism, is the zealous persecution of “hackers” (a
group Rheingold characterizes primarily as technology enthusiasts interested in exploring
technological possibilities, rather than criminals stealing sensitive information or causing
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damage to systems). Rheingold (p. 216-224) describes how, in the early 1990s, federal agents
attempted to prosecute hobbyists for publication of an allegedly stolen document that was
publicly available for under $100, and seized the computer equipment of a board game publisher
under the erroneous assumption that the fictional game was a manual for committing computer
crime. Significantly, Rheingold observes that the Electronic Frontier Foundation, an advocacy
organization dedicated to the protection of civil liberties in a digital environment, was founded in
response to these cases (recall, for example, publications by EFF cited in Chapter 3 relating to
the issue of Network Neutrality). EFF, according to Rheingold, emerged from conversations by
members of the WELL community (discussed above) in relation to these cases. The founding
members of EFF felt that these cases were important because they involved overreach of federal
agencies, and threatened privacy and free speech rights, and successfully represented the subjects
of the federal investigations.
Perhaps even more significantly, Rheingold recognized that commercialization of
information technology had the potential to undermine its democratic potential; an observation
that seems to have been ahead of its time in the early 1990s. Rheingold observes that many of
the early examples of democratic use of network information technology were largely either
publicly funded (p. 234-235) or funded by nonprofit organization (p. 238). He argues, however,
that beginning in the spring and summer of 1993, “...entertainment conglomerates, software
companies, and telephone companies started jumping into bed with each other promiscuously...
(p. 235).” He argues these events would likely transform digital networks from public forums
for democratic engagement to little more than platforms for delivering entertainment products,
stating “The buzzphrase about these new digital channels slated to emerge from these alliances
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was not 'virtual community,' but 'five hundred television channels' (p. 236).” He goes on to
describe how in the early 1990s, adverting was becoming a major force in the online
environment, and users were beginning to be treated as commodities sold to advertisers (p. 238),
and along with this trend came violations of users privacy for the purpose of targeting
advertisements and with censorship of conversations between users (citing the Prodigy service)
(p. 239). He goes on to argue that:
The telecommunications industry is a business, viewed primarily an economic
player.

But telecommunications gives certain people access to means of

influencing certain other people's thoughts and perceptions, and that access—who
has it and who doesn't have it—is intimately connected with political power. The
prospect of the technical capabilities of a near-ubiquitous high-bandwidth Net in
the hands of a small number of commercial interests has dire political
implications. Whoever gains the political edge on this technology will be able to
use the technology to consolidate power (Rheingold, 1993, p. 240).
Rheingold's research in this area is significant because it represents reflection on the networked
information environment very early in its evolution, and recognizes both the promise of these
technologies for democratic society and civic engagement along with threats to this democratic
potential from both government and corporate forces.
Writing in 2002, Graham Meikle presents a perspective that reinforces both Rheingold's
hopes and fears for the future of the Internet (keep in mind that in 2002 the Internet was still at
an earlier stage of development than in 2015, the time of this writing). As a basic model that he
uses to evaluate the utility of the Internet to positively affect democratic social change, he
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suggests that there are two major iterations, or visions, of the Internet: what he calls “Version
1.0” (p. 7-9) and “Version 2.0” (p. 9-14) (it is important to note that Meikle's definition of
“Version 2.0” is conceptually distinct from what in now called “Web 2.0”, which refers to online
services that largely depend on users to provide content). According to this model, “Version 1.0”
was the dominant model earlier in the development of the Internet; it was a system that allowed
horizontal communication between people and was highly conducive to grassroots activism. He
gives the example of how multiple parties used the Internet to organize in the months leading up
to the November 30, 1999 WTO protests in Seattle. Meikle's conceptualization of “Version 2.0”
closely echos Rheingold's fears expressed above. Meikle notes that during the 1990s there was
significant consolidation among Internet related firms. He provides the example of AOL, which
merged with Time Warner in 1999, and notes that AOL's business model largely consisted of
encouraging users to stay within AOL's own walled garden, AOL's content network within which
AOL could extract advertising revenue.

To make clear the limitations for democratizing

potential, Meikle provides the following description of “Version 2.0”:
This is the future of the Internet Version 2.0, in which we get to watch TV and
type at the same time. It's the Net as a closed system, rather than an open one. A
closed-system Internet is the e-commerce holy grail, and for the time 26 it seemed
that every search engine and service provider was trying to turn itself into a
portal, or one-stop Net shop, closing the system as much as it could... (Meikle,
2002, p. 10).
It should be noted that when Google began to become popular as a search engine, despite the fact

26 At the time of the AOL and Time Warner merger.
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that the company relied (and continues to rely) on advertising revenue, there was nonetheless an
emphasis on maintaining the ability to find relevant information on the Internet rather than
keeping users within a walled garden.
Meikle goes on to another dimension of the ability of the Internet to serve as a platform
for social change, using the framework of “Version 1.0” and “Version 2.0”. In Chapter 2 (p. 2858) he discusses the concept of “interactivity” and its different meanings within the “Version 1.0”
and “Version 2.0” framework. Within this framework, there are various levels of interactivity,
some of which correspond to “Version 1.0” and some to “Version 2.0”. At the simplest level,
according to Meikle, interactivity can be defined as communication flowing in more direction,
rather than information simply being transmitted to an audience with no feedback (p. 29).
However, even if a medium is “interactive”, the communication can be very asymmetric. Meikle
provides the examples of subscribing to a website or mailing list as a form of interactivity to the
limited extent that a subscriber has the choice to subscribe or not (p. 30); or a website collecting
information about its users for its own purposes, as the user is, in a sense, sending information to
the website, albeit without the user's consent or any control over how the information is used (p.
30-31); or a user choosing which links on a website to click (p. 31). These forms of interactivity,
according to Meikle, are more characteristic of “Version 2.0” than “Version 1.0”, and are also
more typical of the World Wide Web, which Meikle characterizes as predominantly a “Version
2.0” technology than older “Version 1.0” technologies such as email and newsgroups (p. 31).
However, after a user reads a news story from a “Version 2.0” website that has only a limited
level of interactivity, the user may email a friend to engage in debate about the story (p. 31).
Meikle argues that this is a more authentic form of interactivity, in which users actually engage
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in creation of meaning. He goes as far as to state that media uses with this type of “interactivity”
could be more appropriately referred to as “unfinished” uses, as the users are actively engaged
with creating meaning and content (p. 31-32). This is, according to Meikle, more characteristic
of “Version 1.0” than “Version 2.0”, and pre-Web Internet technologies are more conducive to
this form of interactivity than the Web. He goes on to suggest that unfinished media are more
conducive to offering a true alternative to established, commercial media; and are thus more
conducive to affecting social change (p. 32-33).
It is an interesting question as to how the “Version 1.0” and “Version 2.0” framework,
along with this evaluation of “interactivity” and “unfinished” uses of the Internet, applies to
“Web 2.0” services such as Facebook, YouTube, and Twitter, in which users generate a
significant portion of the content. On the one hand, these services are “unfinished” rather than
merely “interactive” in the sense that the users actively participate in creating the culture. On the
other hand, these services profit by selling advertisements to their audience (who can be seen as
a commodity sold to advertisers), and, at least in the case of Facebook, profit from gathering data
about users so that advertisements can be more precisely sold to them. Activism in the context of
“Web 2.0” will be discussed later.
Throughout the rest of Meikle's book, he discusses the ability of the Internet to serve as a
platform for “alternative media” (in Chapters 3 & 4, p. 59-112) and “tactical” use of the Internet
to affect social change (in Chapters 5 & 6, p. 113-172), suggesting that both these types of uses
exemplify “Version 1.0” of the Internet. In his analysis of “alternative media”, he provides a set
of examples of various parties using the Internet to provide viewpoints not generally presented in
corporate media outlets. These types of campaigns are “Version 1.0” uses of the Internet because
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they depend on horizontal communication between Internet users in order to create new
narratives. Chapter 4 (p. 88-112) uses the example of Independent Media Centers (IMCs) to
exemplify how the Internet, in its “Version 1.0” form, can serve as a platform for true
alternatives to commercial media. Meikle explains that that the first of these centers was
founded in 1999, specifically for the purpose of allowing for alternative coverage of the WTO
demonstrations in Seattle (p. 90), but by 2002, there were over 70 of these centers globally (p.
90). Rather than providing content themselves, these centers provide a platform through which
individual citizens can submit stories for publication, allowing for the views of ordinary citizens
to be heard (p. 89). Significantly, the platform used by IMCs is based on open source software
(p. 93-94) (the topic of open source software, and its significance to the issue of copyrights, will
be discussed in more depth in the next chapter).
Finally in chapter 5 (p. 113-139) and chapter 6 (p. 140-172), Meikle discusses the topic
of tactical use of the Internet, describing less conventional means used by activists to
communicate their messages to the public. Chapter 5 focuses on the practice of “sabatage” (such
as when, in the run up to the 2000 presidential election in the United States, activists registered
the domain name www.gwbush.com and designed a web page that looked similar to the official
web sight of George W Bush, but contained content highly critical of the then presidential
candidate (p. 113)) and “culture jamming”, in which activists challenge corporate culture by
artistically changing or recontextualizing the meanings of symbols generated by those in
positions of power. One example of “culture jamming” provided by Meikle is an incident in
which activists utilized the Internet to coordinate and fund the switching of the voice boxes of
talking GI Joe dolls and talking Barbie dolls, then returned the altered toys to be put back on
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store shelves (p. 114). In her book OurSpace, a work that will be discussed later in this chapter,
Christine Harold (2007, p. 79-84) points out that the goal of this campaign was to challenge
gender stereotypes reinforced by toy makers, especially by Mattel, the makers of Barbie dolls.
The topic of culture jamming will be returned to later in this chapter. Chapter 6 (p. 140-172), the
final chapter in Meikle's book, discusses the topic of “electronic civil disobedience” or
“hacktivism” in the context of “tactical” use of the Internet for the purpose of activism. In
particular, he discusses how Mexican Zapatistas, indigenous people in Mexico who opposed
neoliberal economic policies, made use of DDoS (Distributed Denial of Service) attacks for the
purpose of protesting the policies of the Mexican government. The use of DDoS attacks as a
form of online protest will be discussed in more depth both later in this chapter and in the next
chapter.
Whether or not Meikle's framework of “Version 1.0” and “Version 2.0” of networked
information technology is still relevant or useful, perhaps the most significant point to take away
from Meikle's work is that he, like Rheingold, sees a tension between the ability of the Internet to
serve democratic interests, and the interests of corporate and government powers to shape
information technology for its own purposes. Additionally, Meikle's word demonstrates how
activists have been able to navigate this tension between democratic interests and corporate
interests for the purpose of building a more democratic information environment and society.
In her book OurSpace: Resisting the Corporate Control of Culture, Christine Harold
(2007) discusses various strategies and types of rhetoric used by media activists to challenge the
domination of the public sphere and public discourse by corporate powers and reclaim a space
for true democratic discourse. In order to provide a context for the book, and to demonstrate
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ways corporate powers are infiltrating public spaces and coopting them for their own purposes,
Harold dedicates much of the introduction to the book to the discussion of the then-popular
social networking website “MySpace”. She notes that on the one hand, MySpace allowed users
more ability to express themselves than earlier websites (p. xvii), and allowed independent
musicians to gain exposure while bypassing traditional recording labels and MTV (p. xiv). On
the other hand, she notes that MySpace was always a space for advertisement and promotion,
and took advantage of personal relations between users for the purpose of promoting products
and services; she even notes that corporations would go as far as hire popular participants to
promote their brands (p. xviii). This potential caught the attention of major corporate interests,
and in July of 2005, News Corporation purchased MySpace for $580 Million (p. xiii). This
serves as an example of Harold's assertion that corporate interests are coopting and infiltrating
spaces for public discourse. Although the activist campaigns in this book are not exclusively
examples of “online activism”, the Internet and digital communication technologies are
simultaneously a major site of resistance for many of the activists discussed in this book and
tools utilized by these activists.
Harold dedicates much of the text of OurSpace to discussing the rhetoric and practice of
“culture jamming” in the context of resistance to consumerism and corporate domination of
culture. In Chapter 2 (p. 28-69), the longest chapter in the book, Harold discusses the form of
“culture jamming” exemplified by Adbusters magazine (an organization which also has a strong
online presence): “sabotaging” or parodying brands and advertisement. She provides multiple
examples of “subvertisments” produced by Adbusters, for example, she discusses the “Joe
Chemo” campaign, a set of fake advertisements in the style of Camel cigarette advertisements
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that depict a character who looks similar to the Camel cigarette mascot Joe Camel as a cancer
patient (p. 36-37). Harold goes on to describe the stated purpose and definition of this type of
“culture jamming” as defined by Adbusters:
Factories make things, wheras businesses sell them increasingly through brand
expansion. It is with this power of branding in mind that the culture jammers at
Adbusters seek to undermine corporations' control over their own brand identity.
Adbusters articulates the position clearly in their “Culture Jammer's Manifesto”:
“We will jam the pop-culture marketers and bring their image factory to a sudden,
shuddering halt.”

Adbusters here defines “jamming” much like munkey-

wrenching, rendering “jam” akin to the creation of a logjam (in order to stop the
flow of water) or to throwing one's clogs into machinery (in order to stop the flow
of production). Adbusters explicitly hopes that their ad parodies and boycotts will
thwart the flow of corporate-sponsored mind control long enough for consumers
to elude its grip. (Harold, 2007, p. 51-52).
Yet Harold notes that “culture jamming”, at least as practiced by Adbusters, is not without
controversy, even among progressive circles who are likely to sympathize with the overall goal
of the “culture jammers” (challenging conspicuous consumption and opposing corporate control
of culture). For example, she notes that some critique Adbusters for self-righteously critiquing
advertisement without offering constructive alternatives, effectively simply making people feel
bad about their consumption patterns without promoting more positive behaviors or a real
alternative to consumer capitalism (p. 52-53). Other critics see much of the material produced
by Adbusters as down right patronizing and moralistic; as it focuses on critiquing cigarettes,
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alcohol, and fast food (p. 54). Perhaps an even more significant critique of Adbusters (although
not necessarily of the whole concept of “culture jamming”), is that the magazine is simply using
irony and “anti-consumerism” to promote its own brand, selling a magazine with a glossy cover
and it's own merchandise (p. 53-55). Harold goes on to provide her own critique of the rhetorical
approach of Adbusters, arguing that their “subvertisments” amount to using irony to encourage
customers to approach advertisements rationally rather than being coerced by the emotional
appeal of the ads; she suggests that this is simply ineffective (p. 57-60). Harold goes on to
explain that the same techniques of using irony, and even the appearance of “rebellion” are being
used by mainstream marketers to sell their brands edgy; rebellion, according to Harold, has been
commodified (p. 60-67). Harold, however, is not entirely critical of “culture jamming” as
practiced by Adbusters (and it is important to remember that the phenomenon of “culture
jamming” is not exclusively controlled or defined by Adbusters), and offers an example of how
she believes the magazine/organization has offered a positive alternative to status quo capitalism.
This example is described both at the beginning and end of the second chapter of her book, and
involves both a “parody” and alternative to Nike shoes sold by Adbusters (p. 27-28 & p. 68-69).
These shoes, rather than containing a traditional corporate logo such as the Nike swoosh,
contained a non-logo of a white dot (p. 27). They were also produced without the use of animal
products, in an environmentally friendly manner, and by a unionized workforce (p. 28). As part
of the campaign, Adbusters ran a full page ad in the New York Time which asserted that the shoes
were “...designed for... kicking Phil's27 ass” (p. 27), emphasized Nike's use of sweatshop labor,
and encouraged the viewers of the ad to draw graffiti of a black dot on the windows on Nike

27 Referring to Phil Knight, [then] CEO of Nike.
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stores around the country (p. 27).

Harold notes that critics have asserted that Adbusters'

Blackspot shoes campaign was irrefutable proof that the magazine had sold out and were no
different than other marketers who turned rebellion and irony into a commodity, going on to
argue that there is nothing revolutionary or incompatible with mainstream capitalism about the
fact that the shoes were fair trade products and supposedly marketed ethically (p. 68). Yet
Harold argues that, at least in the case of the Blackspot campaign, the critics are being unfair.
Harold concludes the chapter by arguing that the Blackspot campaign should be praised for
promoting incremental improvements (i.e. fair wages and environmentally friendly production),
and for deploying branding toward a positive end (p. 68-69).
The next chapter in Harold's book (p. 73-109) explores the use of “Pranks” as a form of
“culture jamming”. In this chapter, she discusses multiple campaigned that could be considered
“pranks”, including the case of the parody website www.gwbush.com (p. 82) (discussed above)
and the case of the Barbie Liberation Front (BLF) swapping the voice boxes of talking Barbie
dolls and talking GI Joe toys and returning them to stores to be resold (p. 79-84) (also discussed
above). In this chapter Harold also discusses the related topic of the spreading of rumors as a
form of “culture jamming”, giving the example of a rumor spread about clothing designer
Tommy Hilfiger (p. 102-106), who critics accuse of appropriating urban hip-hop style for the
purpose of profit without giving back to minority communities. In this case, the rumor involved
a persistent email campaign that spread a rumor that Tommy Hilfiger had made comments in an
interview with Oprah Winfrey that he resented that minorities were wearing his clothes [in reality
Hilfiger never met Winfrey] (p. 103). Although Harold notes that it cannot be entirely attributed
to this rumor, she notes that in the years after this rumor began circulating Hilfiger's clothing
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company rapidly lost market share among African Americans, many of whom began to buy
cloths produced by African American owned clothing companies (p. 104-105). Harold argues
that while the “culture jamming” strategies of Adbusters largely defy the techniques used by
marketers by encouraging audiences to respond to logic rather than emotional appeal, pranks and
rumors take a different rhetorical approach. She argues that pranks and rumors rhetorically share
much in common with brands, in that they, like brands, appeal to the audience's emotions, and
have the ability to spread in a viral manner (p. 108). This has the potential to allow this strategy
of “activism” to be effective.
In the final two chapters of the of her book, Harold discusses activism relating to the
issue of intellectual property, a topic of direct relevance to this dissertation. Because activism
relating to copyrights will be a major theme in the next chapter of this dissertation, Harold's
assessment of this activism is only briefly summarized here. In chapter 4 (p. 113-132), Harold
explores the rhetorical value appropriating existing culture in a manner that infringes copyrights
(what Harold refers to as an “art of theft”) as a means of protesting private ownership of culture
in the form of copyrights; although she also explores appropriation art in the context of
“trademark dilution” (p. 118-123). She argues that this form of resistance may ultimately be
ineffective because by turning “rebel” appropriation artists who “steal” from corporate owners of
culture and give back to the public into heroes, this form of resistance implicitly acknowledges
creativity as “property” that can be stolen (p. 130-132). In chapter 5 (p. 133-155), Harold
discusses the rhetorical value of “open content”. Specifically, she gives special consideration to
Creative Commons licenses, which is a set of licenses that allow content creators to waive some
of the exclusive rights granted by copyrights while retaining others. For example, a Creative

207

Commons license may allow a work to be freely reproduced and shared so long as it is not for
profit and the original author id given attribution. Broadly, Harold argues that the “open content”
movement utilizes copyright law, but deploys it in such a way as to limit exclusive control of
culture and expression. Open content, both in the form of Creative Commons licenses and in the
form of open source software, will be discussed in more depth in chapter 5 of this dissertation.
In the conclusion of OurSpace (p. 156-165), Harold argues that of the forms of “resistance”
described throughout the book, the “open content” movement perhaps has the most potential for
positively affecting social change. This is because the “open content” movement adapts the rules
and logic of the existing socioeconomic system and puts them toward a more progressive ends.
Harold ends by concluding that rather than fully resisting corporate control of culture, people
should engage with it and reclaim it as their own. This perspective assumes the capitalist system
can be made to work for the people, some of the activists discussed in the following chapters, to
varying extents, implicitly reject this perspective.
Harold's perspective is somewhat different from both Rheingold's and Meikle's
perspectives. First, her work is focused largely on analyzing the rhetoric of various types of
activism in an online environment. Additionally, she leaves more space for cooperation between
corporate forces and democratic engagement. However, like the writings Rheingold and Meikle,
Harold's work recognizes corporate control of both culture and the information technology
environment (all three scholars implicitly see culture and the information technology
environment as interconnected) as a major threat to the viability of a democratic culture and
information environment. This perspective should be kept in mind when activism relating to the
specific issues of privacy and transparency, copyrights, and network netrality is discussed in the
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following chapter.
Having explored the works of three scholars who have situated online activism in the
context of tensions between public interests and corporate (or at times government) interests in
shaping the information technology environment, this survey of scholarship on the broad topic of
“online activism” turns to the exploration of perspectives that are more critical of some of the
forms of “activism” that are facilitated by or take place on the Internet. Specifically, types of
online activism which require only low levels of engagement or commitment have been critiqued
as “slacktivism”. Kristofferson, White, & Peloza (2013, pages not given) define “slacktivism”
as:
...a willingness to preform a relatively costless, token display of support for a
social cause, without an accompanying willingness to devote significant effort to
enact meaningful change. (Kristofferson, White, & Peloza, 2013, page not given).
Mary Butler (2011) explores perceptions among participants in online discussions
about whether the slacktivism critique of forms of “activism” utilizing social media tools such as
Facebook and Twitter is accurate, or whether this type of political engagement constitutes
meaningful activism.

Specifically, she evaluates comments posted to blogs and articles

referencing Malcom Gladwell's 2010 article in The New Yorker entitled Small Change: Why the
Revolution Will Not be Tweeted (Gladwell, 2010). Many of the comments (along with the
articles to which the comments responded) analyzed in Butler's study also related to the protests
which ousted the governments in Egypt and Tunisia at the beginning of the “Arab Spring” in
2011.
Before discussing Butler's research, Gladwell's argument needs to be summarized.
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Gladwell's article strongly critiques the perception that social media had played a roll in
widespread demonstrations in Moldova and Iran in 2009. In his analysis, Gladwell compares
those using social media as a form of “activism” to activists involved in the civil rights
movement in the 1950s and 1960s. In the case of “real” activism exemplified by the civil rights
movement, Gladwell argues there are several defining characteristics largely absent from what is
often called activism in relation to social media. Among these characteristics are a higher level
of personal commitment/sacrifice/risk to the cause required of participants, stronger social ties
between members, and a more centralized and hierarchical organization of “real” social
movements. Gladwell argues that although various claims have been made about the role of
Twitter in the above mentioned demonstrations in Moldova and Iran, at the time few Twitter
accounts existed in Moldova and the majority of Tweets relating to the demonstrations in Iraq
were in English rather than Farsi (presumably because they were mostly written by westerners
rather than Iranians actually involved in the demonstrations). Gladwell argues that in the cases
of Iran and Moldova, the real activism that was taking place in the streets had little to do with the
low engagement, low risk “activism” acted out on Facebook and Twitter. According to Gladwell,
social media is conducive to a limited type of social involvement and is different from traditional
activism in a couple specific ways. He argues that one defining characteristic of successful
historical social movements is that they have been built around strong social ties between
members rather than around the weak social ties encouraged by Facebook and Twitter.
Additionally, he argues that the strong social ties in offline activism have the effect of causing
participants to be more committed to and willing to take personal risk for the movements.
Additionally, Gladwell argues that social media is useful for building networks of people, while
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the type of “real” activism he admires has historically depended on hierarchical organization. In
Gladwell's view, social media is useful the low commitment, networked organization enabled by
social media can be effective for raising awareness or support for small issues (he gives the
example of a man enlisting support using social media to pressure police to take action to have
his stolen cell phone returned), but is useless for serving as the bedrock of grand social
movements.
Rather than attempting to definitively argue whether or not Gladwell's critique of
online activism is accurate, the goal of Butler's study is to use online discussions about
Gladwell's article to explore how understandings of what constitutes valid activism are evolving
in the era of the Internet and social media. Although she notes that there isn't a consensus on the
validity of Gladwell's critique of online activism, Butler asserts that the definition of activism in
the era of the Internet is substantially broader than was the case before the Internet. Furthermore,
she argues that in an online environment people are finding significance in forms of political and
civic engagement that do not necessarily possess the characteristics of “real activism” identified
by Gladwell (i.e. high commitment, high risk, strong ties, hierarchical organization). In her
concluding chapter, Butler discusses three major constructions of the concept of activism that
had emerged from the comments evaluated in her study: “real activism”, “slacktivism”, and
“resilient activism”. She explains that the concept of “real activism” is embraced by the likes of
Gladwell and implies that for activism to support the long term goals of a social movement, it
must be “high risk” and “hard to accomplish” (p. 66). The concept of “slacktivism”, according
to Butler, is also consistent with Gladwell's perspective. Specifically, it sees this type of activism
as easy and not only fails to support the long-term goals of social movements, but actually
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undermines these goals (p. 63). “Resilient activism” differs from both “real activism” and
“slacktivism” as a conceptualization of activism in that it offers a more nuanced understanding of
different ways of online activism can function than the simplistic dichotomy between real
activism and slacktivism endorsed by Gladwell and those who agree with him. According to the
“resilient activism” conceptualization of online activism, various forms of online engagement
exist on a continuum between easy and hard and having the potential to support or undermine
social movements (p. 70-71). Butler goes on to argue that the categorization of “resilient
activism” isn't neatly described by Gladwell's distinction between the “strong ties” found in “real
activism” as opposed to the “weak ties” typical of “slacktivism.” Rather, both strong and weak
ties play a role in “resilient activism”. “Resilient activism” allows for more people to engage at
least to a small extent in activism, and some people who initially only make minimal
commitments to a social movement will ultimately eventually become involved in more
substantive ways. Furthermore, under the “resilient activism” conceptualization of activism,
both strong and weak social ties can play important roles; with weak ties allowing for new
connections and alliances to be formed (p. 71). A major conclusion drawn by Butler is that many
people now understand the Internet as an increasingly important platform for social engagement
that can compliment, rather than undermine more traditional forms of activism.
David Karpf (2010) provides an additional perspective on the “slacktivism” critique
of online activism. Rather than directly focusing on activist/slacktivist use of social media, he
discusses the slactivism critique when applied specifically to mass email campaigns. Despite the
fact that Karpf limits the scope his study to mass emails, his perspective can be seen as relevant
to other types of low-effort online activism.

Karpf bases his argument on both personal
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experience working for an advocacy group, and on a dataset providing quantitative information
about mass email campaigns of advocacy groups. He makes three primary arguments as to the
utility of mass email campaigns. First, he points out that the use of email petitions is very similar
to the tactic of passing out postcard petitions for people to fill out and mail in; a tactic that has
been used for decades. Second, he asserts that the argument that email campaigns are drowning
out other forms of activism is incorrect, as these mailing campaigns are almost always a
component of a larger campaign. Finally, he addresses the critique that email campaigns will
generate a large number of low quality public comments that have the effect of drowning out
better thought out comments and ultimately harm the public sphere. He notes that advocacy
groups send out a wide variety of action request emails that have the effect of allowing a variety
of forms of political participation, and it is somewhat rare that these campaigns generate a large
number of “low quality” comments to administrative agencies (Karpf was partially responding to
a claim that mass comments sent to administrative agencies is worthless and harmful).
Tatiana Tatarchevskiy (2011) provides yet another perspective on low-commitment
online activism, but does not use the term “slacktivism”. Rather, she discusses how lowcommitment “activists” relate to advocacy organizations that depend on or utilize these people.
She argues that in a capitalist society, the function of civil society has come to be dominated by
the logic of capital, and the relationship between non-profit organizations and the public has
come to resemble the relationship between corporations and the public. She argues that in
decades past, non-profit organizations have often depended on celebrity endorsements to raise
funds (similar to the manner celebrities have often been used in advertisements for commercial
entities). In the era of social media, however, the public can be utilized (or arguably exploited)

213

in terms of providing free labor. Similar to the manner in which users of social media provide
content to the corporate owners of these platforms, Tatarchevskiy argues that users of social
media who endorse non-profit organizations or causes through low commitment actions
(sometimes simply stating their support on a social media platform) are providing (or being
exploited for) what she calls “visual labor”. In other words, users of social media who support a
cause are providing a visual representation of grassroots support for the organization or cause.
Tatarchevskiy views this as a form of exploitation of free labor in a capitalist environment. This
is certainly a valid perspective, but this type of participation by users of social media can also be
seen in a more positive light.

It may be unfortunate that the operations of non-profit

organizations are dominated by the logic of capital, but it is hard to argue that society would be
better off without them. Furthermore, while it can be argued that the “visual labor” provided by
supporters of non-profit organizations is a type of exploitation, this form of participation seems
more authentic than people donating money because of celebrity endorsements for a non-profit
organization.
Having explored scolarship debating the legitimacy of much of the activism that
occures in the modern online, social media dominated environment, the “Black Lives Matter”
movement has provided a demonstration of both how a contemporary political movement has
adopted the use of information technology to support its movement, and demonstrates that
utilization of information technology is not, as those who dismiss “online activism” as
“slacktivism” would argue, “easy” or “low risk”.
In recent times, the “Black Lives Matter” movement has provided an example of
how information technology and social media has been used for the purpose of activism. This
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movement emerged to protest police violence against black people after George Zimmerman (a
man working on a neighborhood watch) was acquitted after shooting to death an unarmed black
youth named Trayvon Martin in 2013. A couple articles in The Atlantic provide an account of
the use of technology and social media in this movement.

Meyers (2015) writes about

courageous individuals who record police violence on smartphones (these videos are later
sometimes shared on the Internet), placing themselves at potential risk. He specifically discusses
a bystander who recorded a police officer shooting Walter Scott in the back seven times while
fleeing, and the police officer planting a Taser next to Scott's body. Granted, the act of recording
this type of violence is a far greater investment and far more dangerous than “liking” a cause on
Facebook or retweeting a Twitter post; but video sharing technology certainly makes sharing
such videos far easier.
Also writing for The Atlantic, Noah Berlatsky (2015) interviews DeRay Mckesson, a
major organizer in Ferguson Missouri, where major protests relating to the Black Lives Matter
movement emerged after a grand jury failed to indict a white police officer after killing Michael
Brown, another unarmed black youth. In this interview, Mckesson discusses the importance of
Twitter and Twitter hashtags in his work. Mckesson argues that this type of activism truly is
significant in more than one way. The use of Twitter, according to Mckesson, makes real world
protests far more visible; and argues that without social media mainstream media outlets would
most likely largely ignore the on-the-ground protesters. Furthermore, social media gives a voice
to black people who since the times of slavery have often had their voices unheard. Additionally,
Twitter has proven an invaluable tool in organizing. Mckesson also expresses a counterpoint to
Malcolm Gladwell's argument about the importance of leadership and hierarchy in protest
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movements, telling Berlatsky that in the Black Lives Matter movement, as opposed to
demonstrations during the civil rights era, the organization is far more centered around horizontal
networks of ordinary people as opposed to a charismatic leader such as Martain Luther King Jr.
or Malcolm X. Additionally, Mckesson expresses to Berlatsky that using social media is not
necessary easy or risk free:
...the death threats aren't fun. They put my address out there, that's not fun. I get
called a n*****28 more times than I've ever been called that in my entire life. I've
blocked over 9,000 people, so I don't personally see it as much anymore, but my
friends do. So that sort of stuff I don't love. (Berlatsky, 2015).
This chapter began by reviewing the works of three scholars who largely conceptualized
the tension between corporate and government control of the Internet and information
technology and those who hope the Internet will support democratic interests as central for
understanding online activism. Next, perspectives critical of online activism (dismissing much
of it as “slactivism”, or viewing it to be, at times, a form of exploitation by non-profit
organizations. Following this, discussion of the use of information technology in the “Black
lives matter” movement has demonstrated that the slacktivism critique is at best incomplete, and
that information technology can, indeed be utilized effectively for social change. At this point,
this chapter turns to presenting the works of two scholars who have touched directly on specific
activists who will be discussed in the following chapter, although these works explore these
activists from a different angle than from that which will be taken in the following chapter. This
serves the purpose of reconnecting the broad topic of “online activism” back to this project.
28 The entire word is spelled out in the article. As a white writer, I do not feel at liberty to use this word in this
dissertation.
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In her Masters thesis, Molly Sauter (2013) explores the use of Distributed Denial of
Service (DDoS) actions as a form of activism. It is worth noting that in 2014, Sauter published
the book The Coming Swarm: DDoS Actions, Hacktivism, and Civil Disobedience on the
Internet which discusses much of the same subject matter, but does not place the same emphasis
on activism related DDoS actions as a challenge to the institution of private property on the
Internet or on developing an ethical framework through which DDoS actions can be analyzed.
For this reason, this discussion of Sauter's work focuses primarily on the way it was presented in
her 2013 thesis rather than in her 2014 book. Sauter's research bears direct relevance to this
dissertation, as such actions have been used in relation to the issues of copyrights and
transparency, as will be explored in the next chapter. Although these issues are briefly discussed
in Sauter's research, the primary focus of her thesis is the evaluation of the tactic of DDoS
actions. She explains that a DDoS action is an attempt to block or slow access to an online
service by means of multiple participants (as it is a distributed action) repeatedly accessing the
target, thus making access to the target unreliable or impossible for legitimate traffic, and
explains that often such actions are carried out by botnets (networks of computers running
software which automates the DDoS action) (Sauter, 2013, p. 14-15). Importantly, Sauter notes
that DDoS actions are often associated with criminality rather than with activism, and are
generally referred to as “DDoS attacks” in the media; she deliberately uses the term “DDoS
action” to avoid the negative connotation of the word “attack” (Sauter, 2013, p. 10-11) 29. She
notes that DDoS actions have been used as a form of activism for more than two decades as a
29 Sauter actually abbreviates “Distributed Denial of Service” as DDOS; but most other sources abbreviate it as
DDoS, which is how the phrase is abbreviated in this dissertation.
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form of protest in relation to a wide variety of issues (p.5-6). One significant feature of DDoS
actions noted by Sauter is that they emphasize the tension between freedom of expression and
private property on the Internet (p. 6). To demonstrate this point, she discusses how DDoS
actions can be conceptualized as an online equivalent to offline “tactics of disruption and civil
disobedience that are equally familiar from the realms of street marches, occupations, and sitins” (p. 6), but notes that offline there is a degree of legal protection for protests in public spaces,
but the Internet is nearly entirely controlled by private parties (p. 6-8). To elaborate on this point,
she notes that most of the Internet can be compared to “privately controlled public spaces” (p. 7),
and compares most of the Internet to Zucotti Park, a privately owned park open to the public
where the Occupy Wall Street protesters were ultimately forced to leave in 2011 (p. 6-7). This
perspective on this form of online activism relates directly to the perspectives of Rheingold
(1993), Meikle (2002) and Harold (2007), as it addresses the question of whether the Internet is a
truly public resource or a resource that exists to serve private powers.
Beyond this discussion of the tension between freedom of political expression and private
property in relation to DDoS actions, Sauter considers several perspectives on how DDoS
actions, when used for the purpose of activism rather than for purely criminal purposes, should
be conceptualized. A major component of this conceptualization is the way in which those who
organize and participate in political DDoS actions understand what they are doing, along with the
goals and motivations of these parties (Sauter, 2013, p. 21-22).

The first model for

conceptualizing DDoS actions discussed by Sauter is the direct action model. In this model, an
action is aimed at some target that those engaged in the action consider problematic, with the
purpose of provoking a response (p. 22). Sauter notes that although direct action protests
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provoke a response from their target, the ultimate effect is to cause a spectacle that
“communicates more to spectators and participants than to targets, though an exchange with the
target is necessary to provoke the spectacle of response (p.22).”
The next conceptualization of DDoS actions explored by Sauter is viewing them as
media manipulation (p. 30). In this model, the purpose of the DDoS action is to draw media
attention to an issue; but Sauter notes that there is a risk that media coverage may focus on the
DDoS action itself as a novelty, spectacle, or even a criminal endeavor while ignoring the issue
or issues the activists wish to emphasize (p. 30). Of special significance is Sauter's observation
that the decentralized “hactivist collective” Anonymous was highly successful in using DDoS
actions for the purpose of media manipulation in relation to issues of transparency and
intellectual property (p. 35-39) (these specific campaigns by Anonymous will be discussed in
more detain in the next chapter).
Another conceptualization of activist DDoS actions considered by Sauter is “as a
tool of biographical impact (p. 39).” In this model, the primary impact of the DDoS action is not
on the targeted entity or news media, but rather on those participating in the action; the act of
participating in a DDoS action can to a greater or lesser degree change the priorities and
allegiances of the activist. Sauter explains that when biographical impact is a major functions of
DDoS actions, the DDoS action is often part of a larger campaign involving other tactics; by
reinforcing group ideologies in individuals involved in DDoS actions, many participants are
likely to become involved in further activism (Sauter, 2013, p. 40). In providing an example of a
DDoS action functioning as biographical impact, Sauter once again turns to Anonymous. At this
point, Sauter begins a rather lengthy exploration of the history and culture of Anonymous (p. 40-
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46). She notes that it is difficult to define exactly what Anonymous is, but identifies it more as a
culture than as a distinct group (p. 40), and part of a larger online culture that she refers to as “Aculture” (p. 40) “which broadly encompasses the trolling, anonymous, internet-based sub-altern
counter public of which Anonymous is part” (p. 40). “A-culture” Sauter explains, evolved on
message boards reliant on the posting of text and pictures, and typically lacking archives (p. 40).
She observes that this led to a culture that valued and accepted free appropriation of visual
imagery and that participants gained a sense of belonging by knowing and referencing the
cultural history of “A-culture” (p. 41). Anonymous emerged out of this culture, but early in its
existence, participants were primarily focused on amusing themselves and each other through
exchange of self-referential culture and engagement in various forms of trolling and trouble
making (p. 41-42).

Beginning in 2008, however, the nature of Anonymous began its

transformation from a rather isolationist and exclusive group focused on self amusement to a
more inclusive movement focused on various forms of political activism when participants
engaged in various forms of protest against Scientology cult/religion (p. 42-46).

This

Anonymous campaign, like various subsequent campaigns used DDoS actions as a tactic (p. 4246), but also involved other tactics including street demonstrations (p. 42). Sauter argues that
through involvement with Anonymous actions, including DDoS actions, along with engagement
with the highly visual culture of Anonymous, participants undergo biographical impact (p. 4246).
In addition to the above conceptualizations of DDoS actions, Sauter explores some
critical conceptualizations in which DDoS actions are problematized. Although Sauter notes that
the stated goal of many activists utilizing DDoS actions is to resist censorship, one critical
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conceptualization of this form of action sees DDoS actions themselves as a form of censorship,
as they block access to the servers which they target (p. 46-47). She argues, however, that while
there is at times some validity to this critique, it is often invalidated by the power imbalance
between the activists and their targets (which are often powerful corporate or government
entities) (p. 49). On the other hand, there have been cases where governments (rather than
activists) have used DDoS actions to silence non-profit organizations and human rights
organizations, and Sauter notes that this could indeed be understood as censorship (p. 50).
Another critique of DDoS actions explored by Sauter is the notion that they are
simply ineffective (p. 50). Those offering this critique argue that because the corporate and
government targets of activist DDoS actions have a far greater ability to manipulate media
coverage of such actions, the spectacle of DDoS actions is unlikely to achieve the intended effect
of the activists (p. 51). Sauter argues, however, that because DDoS actions are often part of a
larger activist campaign and combined with other tactics, this critique is not fully valid (p. 5152). Yet another critical perspective of DDoS actions examined by Sauter is the critique that
often there is no clear way to determine whether an action was “successful” considering that
DDoS actions often fail to result in downtime of the targeted server (p. 52). Again, Sauter notes
that DDoS actions are often part of larger campaigns and can serve as rallying points; she also
again relates this to the concept of biographical impact, noting that these actions can bring new
members into a campaign or cause (p. 52-53).

In concluding her discussion of

conceptualizations of DDoS actions, Sauter notes that in reality, DDoS actions could be
conceptualized in more than one way; and despite the fact that the tactic can be abused, people
should acknowledge that at times the tactic can be seen as legitimate activism (p. 54).
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Another important topic explored in Sauter's thesis is the way corporate and
government powers have responded to activist DDoS actions, and the implications of these
reactions both to DDoS actions as a form of activism and to civil disobedience in general as a
form of activism (p. 97-106). She argues that it is of great significance whether governments
respond to activist DDoS actions in a similar manner as they respond to offline civil
disobedience, or whether they interpret such actions as “cyberterrorism” because of the
implications such a distinction has on whether the Internet, which has come to play an
increasingly central role in society, can accommodate activism (p. 97-99). Based on state
responses to DDoS actions in the United States, notes Sauter, it appears that these actions are not
legally tolerated as a valid form of activism; while participants in physical world sit-ins are
rarely charged with any crime more severe than trespassing, participants in DDoS actions are
typically charged under the Computer Fraud and Abuse Act (CFAA) which carries severe
criminal penalties (p. 100-102). In other words, from the perspective of national governments,
activist DDoS actions have often been understood as acts of cyberwar or cyberterrorism (p. 97103). It is of interest to note that this position toward DDoS actions largely began to emerge in
response to DDoS actions carried out by a group known as the electrohippies against the World
Trade Organization (WTO) during the anti-globalization protests in 1999, despite the fact that the
electrohippies themselves were at the time trying to establish the Internet as a legitimate venue
for civil disobedience and the tactic of DDoS actions as a legitimate tactic (p. 97-99). An
important nuance is that in German, it was established in court that activist DDoS actions
undertaken for the purpose of influencing public opinion are a legitimate form of protest; this
decision was a result of an attempt to prosecute a person for engaging in an activist DDoS action
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against Lufthansa Airlines (p. 99-100). Sauter argues that it is possible if U.S. courts were faced
with the question of the legitimacy of activist DDoS actions, it is possible that they would be
deemed constitutionally protected protest; but largely because people facing the possibility of
severe criminal sanctions when participating in DDoS actions, defendants have usually settled
before trial thus preventing a precedent from being set regarding whether such actions should
receive first amendment protection (p. 100-101).
Although Sauter notes that corporate targets of activist DDoS actions have, like
governments, attempted to frame the actions as criminal rather than as a legitimate form of
protest, she suggests that this response by corporations typically actually works in favor of the
goals of the activists (p. 103-105). A corporation's website can be thought of as a representation
of the entire corporation, in a manner that few offline corporate assets can (p. 103). As such, this
makes corporate websites highly visible targets for activist DDoS actions and symbolically
represent an attack on the entire corporation (p. 104). While it is often easy for corporations to
simply ignore protests at various offline assets of a corporation, a DDoS action that takes down a
corporate website forces the corporate target to respond, even if they would rather ignore and not
acknowledge protestors (p. 104-105). In this way, activists are able to force their corporate target
to engage with them, while the activists would likely be ignored using offline tactics (p. 104105).
Sauter goes on to develop a framework for analyzing the ethics of DDoS actions,
and argues that simply labeling activist DDoS actions as a whole as good or bad is an
oversimplification; arguing that a number of factors need to be considered when judging the
ethics of specific activist DDoS campaigns (p. 107-224). She suggests that certain unpopular
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opinions tend to be routinely in media and by the public, yet it is important in a democratic
society that even unpopular viewpoints be heard (p. 109). In many cases, disruptive activist
tactics such as DDoS actions allow activists to make themselves heard when media would
otherwise ignore them (p. 108-111). However, Sauter notes that even in cases such as these, the
activists much somehow articulate their message to prevent the disruptive activism from being
misinterpreted (p. 111). The implication is that disruptive activism can at times be ethically
justified if it is necessary for the purpose of allowing unpopular opinions to be expressed and
heard in the face of a powerful capitalist mass media system capable of silencing dissent.
When analyzing the ethics of an activist DDoS action, Sauter argues that it is also
necessary to evaluate both the goals of the organizers and the actual effects the DDoS action has
on various parties (p. 111-116). She implies that it is ethically problematic if the goal of a DDoS
action is to permanently censor a target rather than to draw attention to an issue, and also implies
that it is ethically problematic if the action severely inconveniences or harms uninvolved parties
(such as users of the targeted website or server, rather than the operators).
Yet another dimension in Sauter's ethical framework is the technology used in
activist DDoS actions (p. 117-120). Over the years, infrastructure has developed to make
enterprises more resistant to DDoS actions, thus forcing activists to utilize various tools in order
to achieve noticeable results.

In order to remain effective in light of this improving

infrastructure, those engaging in DDoS actions (activist and otherwise) have increasingly
depended on the use of botnets, in which software installed on the computers of individuals
automatically carries out the actions without input from the computers' owners. Activists have
utilized both voluntary botnets (in which individuals knowingly and deliberately install the
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software on their computers) and involuntary botnets (in which DDoS software spreads like a
virus and recruits computers without the knowledge or approval of their owners). Sauter argues
that the use of involuntary botnets raises significant ethical problems that severely compromise
the legitimacy of activist who utilize such an approach (p. 118-119). Specifically, she argues that
such involuntary botnets are problematic because they utilize people's computers and Internet
connections for political purposes without their consent, exposes these people to legal liability,
and cheapens the efforts of people voluntarily participating in the DDoS action (p. 119). Sauter
argues that even the utilization of voluntary botnets in activists DDoS actions presents ethical
issues, and suggests that the organizers of such actions should make it easy for participants to
withdraw their support (i.e. separate their computer from the botnet), and the organizers should
maintain clear communication with the participants about how their technological resources are
being utilized (p. 120).
The next consideration in this ethical framework for evaluating activist DDoS
actions is “the context within a greater campaign” (p. 120). Sauter argues that because only the
effects of a DDoS action (i.e. a website loading slowly or not at all) are visible to the majority of
Internet users, in order for such an action to be considered as effective and ethical activism it
needs to be situated in the context of a larger campaign (p. 120-121). Specifically, she argues
that the activists must somehow communicate the political meanings of the action to the public
while simultaneously engaging in other activist activities. The final consideration in Sauter's
ethical framework is of the power relations between the relevant parties, i.e. the organizers of
DDoS actions, those who participate in the actions, and the targets of the actions (p. 121-123).
In the concluding chapter of her thesis (p. 125-129), Sauter assesses the likely future
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of DDoS actions as a form of activism. Various issues pose significant problems for the
continued viability of DDoS actions as a viable activist tactic. One issues is that defenses against
DDoS actions have developed significantly, making it far less likely that DDoS actions will
result in downtime of the target (p. 125). These improved defenses against DDoS actions are
largely intended to defend primarily against criminal (rather than activist) actions, but have the
effect of often necessitating the use of non-voluntary botnets which, as noted early, undermines
the ethical legitimacy of activist actions (p. 125). On top of the increasing difficulty of achieving
downtime without the use of non-voluntary botnets, Sauter also points out that “media
exhaustion” is another issue faced by activists using DDoS actions as a tactic, noting that as of
2013 (when her thesis was written) DDoS actions with criminal motivations were receiving more
press coverage than activist DDoS actions (p. 125). Also troubling, press coverage, at the time of
Sauter's writing, tended not to distinguish between criminal and activist DDoS actions (p. 125).
She goes as far as speculating that in the future DDoS actions, activist or otherwise, will be so
common as to receive no media coverage at all, which would hugely undermine the utility of
DDoS as an activist tactic (p. 125). Furthermore, because the tactic of DDoS actions is so often
associated with “extortion, criminality, and nation-state-initiated censorship” (p. 126), the
perceived legitimacy of the tactic, according to Sauter, is damaged. Sauter also argues that the
heavy use of the tactic by “fringe” groups like Anonymous (who will be discussed more in the
next chapter) also limits the appeal of DDoS actions to many activists (p. 126). For these
reasons, she suggests that the use of activist DDoS actions are likely to never become a
mainstream activist tactic, but may remain an important strategy for “fringe” groups such as
Anonymous, who may become further “radicalized” by the stiff criminal penalties imposed on
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activist participants in DDoS actions (p. 126-127). Though she concludes that activist DDoS
actions may not play a large role in the future, Sauter ultimately argues that they have served the
function of stimulating discussion about disruptive activism in the online world, and may lead to
other more advanced forms of “hacktivism”, both disruptive and non disruptive (p. 127-129). An
overarching theme in Sauter's work is the importance of preserving the Internet as an
environment where disruptive activism is capable of forcing encounters with unpopular and
dissenting political perspectives (in my opinion, these points came across more strongly and
clearly in her 2013 masters thesis than in her 2014 book); DDoS actions are just one such tactic,
but they have played an important role in establishing a tradition of disruptive online activism.
Jessica Beyer (2014) approaches the issue of online activism from a different angle,
but, as is the case with Sauter's research, specifically discusses some of the same activists as I
will discuss in the next chapter. Rather than focusing primarily on the efficacy, tactics, or the
defining issues of online activism, she focuses on factors that predict political mobilization in
online communities. In other words, she analyzes what it is about some online communities that
leads to their members engaging in political activism while few signs of political mobilization
are visible in other communities. Her research is especially relevant to this dissertation as the
issues the online communities she evaluates engage with include the transparency efforts of
Wikileaks and also copyrights. Her study centers on a comparative analysis of the characteristics
of four large online communities/cultures and the extent of political mobilization that can be
observed in these communities. The communities evaluated in this study are the hacktivist
collective known as Anonymous, the Bittorrent site and community The Pirate Bay (along with
the Pirate Party movement, which Beyer notes is closely lined to The Pirate Bay (p. viii)), the
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community forums associated with IGN (a web page with a primary focus on video games), and
the World of Warcraft (an online role playing game) community. Although Beyer notes that
there is at least some level of political engagement (but not necessarily full scale mobilization) in
all four of these communities, she argues that Anonymous and The Pirate Bay are far more
politically significant than the other two communities. Beyer's choice to include The Pirate Bay
(along with the Pirate Party movement) and Anonymous as communities for evaluation is also
highly relevant to this dissertation because these groups have been substantially involved with
the issues of privacy and transparency, copyrights, and network neutrality. The methodology
used in Beyer's study is qualitative, focusing on detailed ethnographic descriptions of the
defining characteristics of online communities and various types of political activity and
mobilization in these communities. Beyer argues that three major factors are highly predictive in
determining how politically mobilized or active an online community is likely to be. These
factors are level of anonymity within the community, the level of regulation of behavior (i.e.
whether there are strict rules governing behavior or conversations within the community), and
the degree to which the community enables or encourages users to break up into smaller
subgroups within the community.
The more anonymous communication between community members is encouraged,
argues Beyer, the more conducive the environment toward political mobilization.

She

characterizes both The Pirate Bay and the image boards such as 4Chan on which the Anonymous
culture emerged as highly anonymous. Users of these communities typically neither have a
stable online persona (although this is not always the case on The Pirate Bay) nor are their “real
world” identities typically reveled.

In World of Warcraft, and on the IGN forums, on the

228

contrary, users typically have a well established online identity; and at least in the case of World
of Warcraft, Blizzard Software almost certainly has some information about the real world
identities of its users. Beyer argues that greater anonymity allows for community members to
more freely express their views, and also contributes to more of a collective identity. In the case
of The Pirate Bay, the mediated action of sharing files between anonymous users can itself be
seen as a form of political resistance. Beyer also notes that The Pirate Bay has always taken a
defiant politically resistant stance on the issue of copyrights, often openly taunting the legal
threats of copyright owners. She argues that this stance can be seen as an articulation of the
political views of the largely anonymous users of the site.
While anonymity within online communities encourages political mobilization
according to Beyer's study, strict regulation of behavior within online communities discourages
political mobilization.

On this dimension, Beyer notes that the forums frequented by

Anonymous along with The Pirate Bay are largely unregulated spaces, while World of Warcraft
and the IGN forums are fairly heavily regulated and moderated. The 4Chan image board, for
example, is famous for the often shocking images and highly flamboyant uncensored speech; and
The Pirate Bay, Beyer notes, rarely engages in censorship, except in the case of child
pornography and fake downloads meant to mislead users. This type of uncensored environment,
argues Beyer, allows for expression of outspoken political perspectives. Perhaps even more
significantly, Beyer argues that this freedom from censorship has contributed to a broad ideology
that could be termed “freedom of information”, and notes that Anonymous has taken stances
strongly opposing copyrights, opposing censorship, and supporting government and corporate
transparency while preserving the privacy rights of individuals. The Pirate Bay also shares this
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value for freedom of information by actively facilitating the exchange of copyrighted materials.
Beyer notes that Pirate Parties have emerged based on the freedom of information ideologies of
The Pirate Bay (and largely compatible with the freedom of information ideologies espoused by
Anonymous).

Furthermore, she notes that in the past when The Pirate Bay's website

administrators have been in legal trouble real world supporters rallied in support of the
defendants.

Later in this dissertation I will discuss how The Pirate Bay and the global

community of users have responded to continuous legal and technical assaults on the web site.
Beyer also discusses the degree to which online communities permit, encourage, and
enable members to divide into smaller subgroups affects how conducive the community is to
political mobilization. While one may expect that encouraging users to break down into more
intimate subgroups or cells could encourage political mobilization, Beyer argues that the
opposite is largely the case. She notes that the communication channels of Anonymous, The
Pirate Bay, the World of Warcraft community (both the game and forums relating to the game),
and the IGN forums all feature different types of communications between community members,
and enable/encourage different levels of subdivisions within the communities. For example,
Anonymous emerged primarily out of discussions between anonymous users on uncensored
image boards with little ability to subdivide the community into smaller subgroups. As the
culture has grown and evolved, however, Anonymous has also utilized other communications
channels, such as IRC chat (Beyer notes that this type of communication is sometimes necessary
for organization requires different forms of collaboration and a degree of loss of anonymity).
Beyer also notes that as Anonymous has become more politically active, various factions of the
group have been involved in different “operations”. As a result, although there is some level of

230

subdivision within Anonymous culture, there are also central communications channels that
encourage larger scale communication within the group. Furthermore, the cultural norm of
anonymity within Anonymous limits the ability for subgroups to emerge. On The Pirate Bay, the
limited discussion that takes place is in the form of comments on the content available for
download; and primarily serves the function of allowing users to comment on the quality of the
content or the speed of the download. The discussions surrounding specific downloads on The
Pirate Bay in a way resembles the formation of subgroups, but these discussions do not constitute
the formation of a stable group (they would be more comparable to single discussion threads on
web forums than to sub-forums on web forums). In contrast to many of the forums used by
Anonymous and The Pirate Bay website, Beyer notes that World of Warcraft deliberately divides
users into smaller groups on a number of levels. For example, there are geographic divisions,
gameplay is divided between multiple largely non-interacting servers, on each server players are
only allowed to communicate with players that are part of the same faction, and players are
additionally encouraged to organize into both temporary groups and more permanent guilds. The
forums of IGN are also divided into multiple subcategories that allow for the development of
multiple subcommunities within the larger community. Still, Beyer notes that even in the cases
of World of Warcraft and IGN, there are community channels meant to encourage communitywide communications as opposed to exclusively within the context of subgroups. While Beyer's
overarching assessment indicates that a high degree of subdivisions within communities hinders
rather than encourages large scale political mobilization, she argues that in the cases of World of
Warcraft and the IGN forums these subdivisions are conducive to at least limited forms of
political engagement. In the case of IGN, Beyer observes that in the context of subforums on the
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page community members often engage in intensive political debates. She argues this can be
seen as a type of political engagement, and argues that there is value in being exposed to
different ideas. Although Beyer points out that in the context of World of Warcraft the norm is to
avoid discussion of real world political issues, she argues that political engagement can be
observed in a limited way. The emphasis on forming and playing in groups in World of Warcraft
inevitably introduced political dimensions to player interactions. On top of power politics within
groups and guilds, players must negotiate how resources are shared within groups (and how to
deal with players who don't adhere to the social norms). Additionally, guilds must negotiate
what sort of language is acceptable when talking to guild members, for example whether
profanity or racist/sexist/homophobic language is acceptable.

Additionally, issues of identity

politics are at times raised, for example there are LGBT guilds within the game.
It would be interesting to evaluate how well Beyer's theory about the factors that
predict or encourage political mobilization apply to other online communities. For example, a
casual look through reddit demonstrates that while users are not pseudonimous in that users have
usernames (which can easily be changed) but the “real world” identity need not be revealed, and
discussion is highly subdivided into widely different categories, but has very little regulation on
the types of content which can be posted.
In this chapter I have examined several perspectives on online activism. Rather than
being a comprehensive survey, this chapter has simply presented a few prominent views of
online activism that have emerged and evolved as the Internet evolved from a primitive largely
text based medium to the medium it is today. It seems clear that the Internet has become a
significant platform for political dialog and political action. On the other hand, it is also clear
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that the Internet is not immune to the corrupting effects money can have on political dialog that
are evident in older mediums such as television, radio, and newspaper. Indeed, a major point
emphasized in this chapter is the way in which online activism can be understood in relation to
corporate and government attempts to control the medium. Furthermore, while the Internet
makes expressing political views easier, it is still debatable as to how significant participation in
online political activism is compared to other forms of activism. The following chapter will
move away from a broad discussion of online activism and begin specifically discussing activism
relating to the issues of privacy and transparency, copyrights, and network neutrality.
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Chapter 5: The Many Relevant Activists and Types of Activism
This chapter marks a turning point in this dissertation. Before now, the focus has been on
providing background and context for this study. The first three chapters provided an overview
of the issues of privacy and transparency, copyrights, and network neutrality; discussing both the
importance of these issues for a just and democratic society in the era of the Internet and the
current state of affairs in relation to these issues. Chapter four provides a brief literature review
about the broad issue of online activism, discussing both activism taking place in an online
environment and activism relating to issues that affect whether the Internet enhances or impairs
democratic interests. In this chapter, the discussion shifts to exploring how activism, in various
forms, is shaping the issues outlined in the first three chapters. And more broadly, this chapter
discusses the potential of these forms of activism to challenge the dominant capitalist political
economy and contribute to building a more just and livable society. Additionally, this chapter
attempts to touch on how the technology that is being developed and shaped by both industry and
ordinary citizens (such as hobbyist programmers and other people who find novel ways of using
technology) is changing, and has the potential to change society. This chapter broadly explores
the various groups of activists involved with the issues discussed in the first three chapters,
relationships and alliances between these actors, and the impact these actors have had and are
having on shaping these issues. This chapter begins with a broad survey of relevant activists,
and presents a number of case studies to provide a more concrete picture of how a broad range of
activities and movements that can broadly be categorized as activism are impacting the issues
discussed in this dissertation. After this broad survey of activism, this chapter will take a more
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in-depth look at two case studies: the successful campaign to prevent the passage of the Stop
Online Piracy Act and the Prevent Online Privacy Act (SOPA/PIPA, legislation meant to give
copyright owners sweeping new powers to censor websites associated with copyright
infringement), and the role of activism in the passage of the FCC's 2015 Open Internet Order.
After these case studies, Chapter 6 concludes this dissertation with a discussion of the
significance of the activism discussed in this chapter for building a more sustainable, just, and
democratic society.
Having arrived at this point in the process of writing this dissertation, I have come to a
realization. The first several chapters were highly factual; although I did not hesitate to insert my
opinions and have attempted to be clear what is factual and what is opinion. Nonetheless, the
first half of this dissertation could largely be seen as falling into the categories of social science
and critical legal studies, although they were also guided by a critical political economic
perspective. While the rest of this dissertation continues to contain aspects of social science and
critical legal studies along with radical perspectives critical of the broad political economy, the
rest of this dissertation should also be seen partially as a work of liberal arts and humanities.
And at times I will even touch on what I believe to be spiritual issues, and connect them back to
the research questions. Because of the breadth of the research questions being asked, along with
the importance of what is being discussed, I feel this approach gives me the ability to say what I
want to say. It also gives me the ability to at times present a very unique perspective on the
issues being discussed. All I ask of the reader from this point on is to listen to what I have to say,
try to understand it, and when it is not a matter of fact at question to reach your own conclusions.
At this point, because the discussion is shifting to activism specifically related to the
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issues on which this dissertation focuses, it is useful to reiterate the research questions presented
in the introduction to this dissertation:
Research Question 1: Relating to the issues of 1) privacy and transparency, 2) copyrights, and 3)
network neutrality, what types of grassroots resistance exist to counter the undemocratic political
economic forces that are shaping the Internet?
Research Question 2: To what extent can this grassroots resistance positively affect the Internet
and information technology environment in regard to these issues?
Research Question 3: To the extent that grassroots resistance can plausibly positively affect the
Internet in regard to these issues, to what extent can this permit the Internet to develop into a
medium free from domination by the logic of capital and able to support democratic society?
The previous four chapters have not even begun to address these research questions, but
provide a necessary background on the relevant issues and the broader topic of online activism.
This chapter focuses on addressing the first and second research questions by presenting a wide
array of activist efforts in relation to the issues discussed in the first three chapters, and, where
possible, addressing the efficacy of this activism in shaping these issues.

Chapter 6, the

conclusion, is more reflective and attempts to address the third research question.
There are several broad categories of activists that are engaging in the issues discussed in
this dissertation in a variety of ways. Both whistleblowers and their enablers have aided in
making society more transparent. Early in this chapter, several examples of whistleblowers and
their enablers will be discussed, including a discussion of the impact and relevance of Edward
Snowden and WikiLeaks.

Nonprofit organizations have been involved with all the issues

discussed in this dissertation, and need to be acknowledged for their role. It will also be noted
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when individual activists have made significant contributions to nonprofit organizations. Socalled “hacktivists”, such as the collective known as “Anonymous”, have engaged in direct
actions such as Distributed Denial of Service (DDoS) attacks in retaliation against what they
perceived to be bad actors in regard to the issues of privacy, transparency and copyrights, thus
bringing media attention to the issues. As will be discussed later in this chapter, some people
who could be classified as “hacktivists” can also be categorized as whistleblowers.
Both people engaging in copyright infringement, and providers of platforms that enable
copyright infringement (The Pirate Bay being a notable example), have played a roll in changing
social norms in relation to copyrights and have been instrumental in in forcing industries relying
on copyrights to change their practices. The Pirate Party political movement, which emerged in
Sweden before spreading around the globe in reaction to issues relating to copyrights and
subsequently other issues (including privacy, transparency, and network neutrality) is another
development worth noting. Software developers and programmers have also played a significant
role in relation to the issues of both copyrights and privacy. The emergence of Free and Open
Source software provides an alternative understanding of copyrights as well as a practical
alternative to strict exclusive ownership of copyrights in software, and also, as will be discussed
in this chapter, arguably paved the way for the Creative Commons set of licenses. Furthermore,
software developers have been instrumental in providing tools that enable unauthorized sharing
of copyrighted content, circumvention of Digital Rights Management, and protection of privacy
rights against surveillance.

The role of software developers as “activists” is important to

consider because, while many or most software developers may not see themselves as activists,
many of the tools they develop have significant political implications and the potential to reshape
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society. The potential of software to profoundly shape the world either for the better or worse
will be discussed later in this chapter from a deeply philosophical, even spiritual perspective.
Finally, while it is a stretch to call corporate entities who act in their own interests
activists, there have been cases when corporations such as Google (in the case of SOPA/PIPA)
and Netflix (in the case of network neutrality) have done what I consider the “right” thing in
regards to issues such as copyrights and privacy. Cases when corporations are on the “right” side
of an issue need to be acknowledged despite the fact that they are most likely more interested in
how their decisions will affect their bottom line than the implications of their actions for a
democratic society. As noted above, the research questions focus on grassroots activism, but in
reality the public interacts with corporate players in shaping technology and the issues discussed
in this dissertation. While it is impossible for this chapter (or this dissertation) to discuss all
relevant activists, this chapter takes a broad view of what constitutes activism and explores the
roles of a diverse set of actors. It will become evident in this chapter that there is often
significant overlap between groups of activists, and at times it is difficult, for example, to
identify whether someone should be considered a whistle blower or an enabler of whistle
blowers. Furthermore, some of the activism discussed in this chapter has implications for both
privacy and transparency, and also connects to the issue of copyrights. Various non-profit
organizations have involved themselves with multiple issues relating to promoting a democratic
information environment, and certain open source software has implications for both copyrights
and transparency/privacy. At the same time, the issue of network neutrality has implications for
software that enables the illegal sharing of copyrighted information and software that has
implications for privacy and transparency. In this way, this chapter connects the issues discussed
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in the first three chapters.
Whistleblowers, Enablers, and Other Activists Supporting Public Access to Information
At this point, the focus shifts to individuals along with groups (such as Anonymous and
WikiLeaks) who have made significant efforts to make society more transparent by exposing
government or corporate wrongdoing, enabling or supporting this whistleblowing, or otherwise
working to ensure public access to information (Aaron Swartz provides an example of an activist
who worked to make information important for a just and democratic society publicly available
that would otherwise have been locked behind pay-walled databases). In some of these cases,
whistleblowers had access to confidential information because of their job positions. In other
cases, these individuals used technical expertise to gain unauthorized access to confidential
information. In the case of Swartz, his work had more to do with fighting for public information
which had been inhibited by copyrights or otherwise treating information as an economic asset
(as was the case with the PACER system, which will be discussed later in this chapter) rather
than government or corporate secrecy. As will be seen in this section, many of these activists
paid a high personal cost for their efforts to promote a better society, and can be seen as heroes or
martyrs.
By definition, whistleblowers aid in promoting a more transparent society by disclosing
information to the public, and often expose themselves to significant personal risks or
consequences. In many cases, whistleblowers have played a major role in exposing privacy
violations.

Recall the discussion in chapter 1 about the relationship between privacy and

transparency. I suggested that transparency inherently means a lack of privacy and vice versa,
and suggested that normatively those in positions of privilege and power should be transparent
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(i.e. accountable) to the public at large, while ordinary people should largely have their privacy
protected. I also noted in chapter 1 that while there has been some progress in making those in
positions of power more transparent, the privacy of individual citizens is routinely invaded.
Although Edward Snowden is widely credited for exposing the extensive domestic surveillance
programs of the NSA, he was not the first to blow the whistle on the organization. Years before
Snowden's revelations, other whistleblowers helped to expose a major scandal involving the
NSA.
Thomas Tamm is just one example of someone who put himself at risk for the purpose of
making perceived government wrongdoing transparent. On December 16, 2005, the New York
Times revealed that the NSA had been engaging in eavesdropping on the phone calls of American
citizens without obtaining a warrant since President Bush had authorized the program in 2002,
months after the attacks on September 11, 2001 (Risen & Lichtblau, 2005). Significantly, this
program appeared to be illegal, as it ran contrary to the Foreign Intelligence Surveillance Act
(FISA), which required the government obtain an order from the Foreign Intelligence
Surveillance Court (FISC) before engaging in surveillance of communication occurring solely on
American soil (Risen & Lichtblau, 2005). In 2008, Newsweek Magazine revealed that one of the
primary sources (and the first source) who alerted the New York Times about the existence of this
program was Thomas Tamm, who at the time was an attorney employed at the Justice
Department (Isikoff, 2008). Although Tamm chose to remain anonymous when contacting the
New York Times (unlike Snowden, who as discussed in Chapter 1 chose to disclose his identity)
his decision to become a whistleblower nonetheless carried serious personal consequences.
Tamm believes that he may have been identified as the primary whistleblower on the program by
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the FBI because of an email he had sent from one of the computers at the Justice Department
(Isikoff, 2008). In the years following his leak to the New York Times, Tamm was subjected to
harassment by the FBI and his decision also affected his professional life:
The FBI has pursued him relentlessly for the past two and a half years. Agents
have raided his house, hauled away personal possessions and grilled his wife, a
teenage daughter and a grown son. More recently, they've been questioning
Tamm's friends and associates about nearly every aspect of his life. Tamm has
resisted pressure to plead to a felony for divulging classified information. But he
is living under a pall, never sure if or when federal agents might arrest him...
...Tamm is haunted by the consequences of what he did—and what could yet
happen to him. He is no longer employed at Justice and has been struggling to
make a living practicing law... and is more than $30,00030 in debt... He says he
suffered from depression. (Isikoff, 2008).
Tamm decided to publicly disclose his identity to Newsweek magazine in light of the
legal harassment to which he was subjected (Isikoff, 2008). Although the Justice Department
eventually closed the Tamm case in 2011 without pressing charges, in January 2016 the D.C.
Office of Disciplinary Counsel charged Tamm with ethics violations for his 2004 leak; these
ethics charges could have potentially lead to Tamm being disbarred (Nelson, 2016). However,
on July 12, 2016 the New York Times reported “A District of Columbia bar committee” had

30 This is in no way meant to detract from the extreme difficulty that Tamm suffered as a result of his act of
conscience; but it is worth noting that in the context of American capitalism, which the NSA arguably plays a
significant role in protecting, those lucky enough to go to college these days routinely have a far larger debt
than $30,000 after graduating. But unlike Tamm, most of these graduates do not have a job practicing law
right out of college.
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agreed to a deal with Tamm which, if approved, would allow Tamm to “keep his law license” but
nonetheless called for public censure of Tamm, potentially putting an end to Tamm’s decade long
ordeal (Savage, 2016).
Jeremy Hammond is someone who is equally notable as a “transparency activist” and a
“hacktivist”. Writing for The New Yorker, Joshua Kopstein (2013) provides a snapshot of
Hammond's history of “hacktivism” along with a description of the legal actions against
Hammond and also places Hammond in the context of other “hacktivists”. Kopstein explains
that “In 2004, a few years before the rise of Anonymous... a seventeen-year-old Jeremy
Hammond gave a talk on 'electronic civil disobedience' at the annual Def Con hacking
conference (Kopstein, 2013).” Hammond was not just a vocal advocate of using electronic civil
disobedience/hacktivism as a means for social change, but was an active participant.
A key factor that distinguishes Jeremy Hammond from Thomas Tamm is that while
Tamm was a whistleblower (thereby promoting transparency) who revealed a program that
threatened privacy in the realm of electronic communications technology, Hammond actively
utilized information technology in the course of his whistleblowing and activism. Another
difference between Tamm and Hammond is that while Tamm relied on insider access as an NSA
employee (similarly, Snowden relied on insider access to the private contractor Booz Allen
Hamilton), Hammond relied on gaining access to the internal emails of a private contractor with
which he was not affiliated. Additionally, in contrast to Snowden and Tamm, Hammond is
currently serving a ten year prison sentence for leaking millions of emails from the private
intelligence contractor Stratfor to WikiLeaks in 2011 while also aiding in stealing 60,000 credit
card numbers associated with Stratfor and delivering them to Anonymous (Anonymous then

242

proceeded to charge $700,000 to these cards in the form of donations to charity; although
Kopstein notes that the charities were unable to utilize these funds) (Kopstein, 2013).
The leaked emails expose a number of wrongdoings of Stratfor that many would find
shocking. For example, Kopstein notes:
The trove revealed, among other things, surveillance of political groups in the
U.S. and abroad, from Occupy Wall Street to activists who campaigned in Bhopal,
India, following a deadly gas leak in 1984 that killed thousands of people.
(Kopstein, 2013).
In her documentary The Hacker Wars, Vivien Weisman (2014) provides a few more examples of
subjects of the Stratfor emails including: “Goldman Sachs teams up with Stratfor on Insider
Trading Scheme”, “Stratfor Attempts to Falsely Link American Journalist Alexa O'Brien to AlQaeda”, “Existence of Sealed Indictment Against Julian Assange”, “Bank of America Spies on
Occupy Wall Street Activists”, and “DEA Asks US Government for Permission to Assassinate
Mexican Drug Cartel Leader” (Weisman, 2014). Additionally, after Hammond's leaks, members
of Anonymous “then defaced Stratfor's Web site, wiped its client database clean, and destroyed
its email server” (Kopstein, 2013), and Hammond “told one of his comrades at the time that he
was 'hoping for bankruptcy, collapse'” (Kopstein, 2013).
The story of how Hammond was ultimately captured is one of epic betrayal and
ultimately caused great harm to the ability of Anonymous to continue to use disruptive tactics for
the purpose of social change. Hammond carried out the Stratfor attacks in association with an
offshoot of Anonymous known as LulzSec (Kopstein, 2013).

Unbeknownst to Hammond,

another dominant member of LulzSec, Hector Xavier Monsegur (known online as Sabu) had
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been compromised, and was cooperating with the FBI (Gallagher, 2012). Part of the trap Sabu
had set up for Hammond in coordination with the FBI involved logging IRC (Internet Relay
Chat) conversations with Hammond and providing access to a server controlled by the FBI to
which Hammond was encouraged to upload incriminating data (Gallagher, 2012).

In The

Hacker Wars, it is revealed that when Sabu was arrested in June of 2011, he was “turned” by the
FBI within a day and was back online within two days (Weisman, 2014). While Hammond was
sentenced to ten years in prison, Sabu was allowed to walk away without going to jail because of
what the presiding judge (Loretta Preska) called his “truly extraordinary” cooperation with the
FBI; judge Presca went as far as to tell Sabu “I salute you” (Weisman, 2014). One of the people
who commented in Weisman's documentary has this to say about Sabu: “Sabu is the big snitch,
the ninth circle of Hell is reserved for Sabu, him and Kane, and like, Judus will be there with
Satan” (Weisman, 2014). It is also worth noting that five other members of LulzSec were
arrested as a result of Sabu's betrayal (Garun, 2012). In fact, in 2013 an FBI agent told the
Huffington Post that the FBI had “Dismantled” Anonymous through the arrest of high profile
players as a result of Sabu's work as an informant (Smith, 2013a).
Above, I have discussed a couple whistleblowers, and have also briefly mentioned
journalists, who can be considered enablers of whistleblowers and transparency activists. There
have, however, been people who likely consider themselves enablers, or at least active supporters
of whistleblowers that use what could be considered disruptive activism. The six members of
LulzSec who were betrayed by Sabu were not the only people with a connection to Anonymous
(or to WikiLeaks for that matter) to face severe legal sanctions for transparency related
“hacktivism”. In the previous chapter, Molly Sauter’s research exploring DDoS actions as a
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form of activism is discussed in some depth. In December of 2010, DDoS actions orchestrated
by Anonymous took aim both at organizations fighting online copyright infringement, and
financial organizations that decided to stop processing donations to WikiLeaks.

In 2010,

WikiLeaks (which will be explored in depth later in this chapter), was highly visable and
relevant to the issue of transparency. In November of 2010, WikiLeaks released about 250,000
confidential U.S. diplomatic cables to major media organizations (Welch, 2010). In an attempt to
cut off funding to WikiLeaks, several major financial organizations including Bank of America,
Visa, Mastercard, and PayPal began to refuse to process donations to WikiLeaks (Sauter, 2013, p.
4).

In retaliation, a series of DDoS actions orchestrated by Anonymous targeted various

organizations (including the above listed financial organizations, organizations responsible for
blocking access to the WikiLeaks website, and organizations attempting to prosecute Julian
assanage, the founder of WikiLeaks), successfully causing at least some downtime for some of
their targets (Sauter, 2013, p. 5).
Testa (2013) explains that what eventually became the retaliation aimed against perceived
enemies of WikiLeaks had been in operation before the WikiLeaks related actions. It began in
Septermber of 2010 as DDoS actions aimed at anti-piracy legal organizations around the world
in retaliation for legal actions taken against the Bittorrent website ThePirateBay (Testa, 2013).
As discussed in the previous chapter, corporate and government actors have taken activist DDoS
actions seriously, and have arguably disproportionately punished the perpetrators of these
actions.
These denial of service actions were directly and publicly defying both corporate actors
and government interests in secrecy. Fourteen individuals who participated in the DDoS actions

245

against PayPal, who became known collectively as the PayPal 14, were arrested in 2011 and
appeared in San Jose court in California in December of 2013 (Gilbert, 2013). Lucas (2014)
notes that, despite the fact that only fourteen individuals were ultimately charged for their
involvement in the DDoS actions, there were thousands of participants. This implies that the
motive for pressing charges against these individuals was likely to send a message to would-be
participants in disruptive activism.
Eleven of these defendants, both male and female, “pleaded guilty to one felony charge
and one misdemeanor charge under the Computer Fraud and Abuse Act...” (Gilbert, 2013).
Ribeiro (2013) notes that for the eleven defendants who pleaded guilty to both a felony and
misdemeanor charges, it was agreed that sentencing would take place a year later, and the felony
charges could be dropped if these defendants avoided further legal trouble before the sentencing.
Two other defendants pleaded guilty to a misdemeanor charge but not a felony, and the final
defendant faced additional charges for other DDoS actions in a Virginia federal court (Ribeiro,
2013). Douglas Lucas (2014) reported on 10/31/2014 that the all felony charges against the
thirteen of the fourteen activists who were only being charged in relation to the PayPal DDoS
actions had been dropped on the previous day, and were each ordered to pay $5,600 in
“restitution” (which, to these mostly young activists still constituted a hefty fine) to PayPal.
PayPal had originally sought damages of $5.6 million; although at the same time they had told
the Securities and Exchange Commotion that they should not worry about the company's
shareholders because “no damage was done” (Lucas, 2014).
After the most serious charges against thirteen of the fourteen defendants were dismissed,
the activists were finally free to speak to the press without fear that it could result in more severe
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legal sanctions (Lucas, 2014). For a full two years after their arrests, the defendants were facing
the prospects of fifteen years in prison for felony charges under the Computer Fraud and Abuse
Act (Lucas, 2014). Later in this chapter, the connection between the Computer Fraud and Abuse
Act and the tragic “suicide” of activist Aaron Swartz will be discussed. Members of the PayPal
14 discussed with Lucus the incredible pressure they had been under to not make political
statements while their charges were still pending, in essence they were being censored. The
irony is, as Lucus discusses, the motivation for the DDoS action was the understanding that
cutting off means of donating to WikiLeaks was itself a form of censorship (despite the fact that
DDoS actions themselves can be understood as a form of censorship, as discussed in the previous
chapter) (Lucus, 2014).
While the PayPal 14 suffered relatively minor consequences for their actions, Barrett
Brown (who incidentally is three weeks younger than myself) was less fortunate. This is a case
in which the distinction between whistleblower and journalist is somewhat blurred, and also
demonstrates the distinction between mainstream corporate media and independent journalists
not working with a major news organization who have a personal agenda for social or political
change (although it is worth noting that Brown has written for mainstream publications).
Furthermore, this case is directly connected to that of Jeremy Hammond. In addition, although
not strictly relevant to this case, Brown had served as an informal spokesperson for Anonymous
until 2011 when he allegedly severed his ties with the collective (Woolf, 2015). An example of
his representation of Anonymous can be seen in a 2011 video interview with RT (formerly
Russia Today) that can be viewed at https://www.youtube.com/watch?v=6N-n83g7nmw. In this
video, he announces that Anonymous is about to begin leaking sensitive information about
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private security contractor Booz Allen Hamilton (the same company Edward Snowden was
working for when he made his historic disclosures about domestic NSA surveillance; it is
noteworthy that this video was posted two years before Snowden's leaks). He states the primary
motivation for this action is the treatment of Chelsea Manning (who was known at the time as
Bradley Manning) was being subjected to in prison. Manning was being prosecuted for her
involvement with a leak that made WikiLeaks famous (this will be discussed in more detail
later), and was at the time unconscious in a federal prison. Brown explained, in this video, that
Manning was being mistreated, held in solitary confinement, and was at the time unconscious.
In this same interview, Brown also told the RT reporter that he believed that he would likely
eventually serve jail time for his activism.
One of Brown's earlier activist activities involved the founding of Project PM. This can
be considered as both a whistleblowing activity and as a platform enabling other whistle blowers.
Brown (2012) describes Project PM as a crowd-sourced effort to research the “cyber-industrial
complex” with two primary goals:
...(1) disseminating information about the intelligence contracting industry and
what is now being increasingly termed the “cyber-industrial complex,” including
specific firms/outfits known to be involved in one or more certain activities we
oppose, and (2) provide whatever support possible to other parties that wish to
pursue these issues. (Brown, 2012a).
The Project PM website (http://wiki.project-pm.org/wiki/Main_Page) notes that because Brown
was incarcerated in 2012, and as of 6/1/2016 is still in prison (the events leading to his
incarceration will be discussed shortly), “Project PM will remain mostly inactive and defunct
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until his [Barrett Brown’s] release, with the exception of its internet properties being maintained.
There is no one directing the organization in the interim.”
Brown's legal problems began in March of 2012 when federal agents raided both his
home and his parents' home, seizing computer equipment and a cell phone (Hastings, 2012). The
warrant implied that the agents were primarily interested in any information relevant to either
Anonymous or Lulzsec, and also the intelligence firms HBGary and EndGame Systems whom
Brown had recently criticized (Hastings, 2012). Immediately after the execution of the search
warrant and seizure of the equipment no charges were pressed, and Brown commented that he
believed the federal agents were acting on erroneous information (Hastings, 2012).

In

September of 2012, Barrett Brown released three videos on YouTube reacting to the raids carried
out against him and his mother along with the seized equipment (Brown, 2012b) (Brown, 2012c)
(Brown, 2012d). In these videos he states that he believed the raids were baseless, that his
mother was facing potential obstruction of justice charges for attempting to hide one of Brown's
laptops, and that he wanted the FBI to return his computer equipment. He also acknowledges in
these videos that he is a recovering heroin addict, and that he had recently discontinued taking
Suboxone and was suffering withdrawal symptoms (Suboxone is a maintenance drug to help
keep people off other opiates, but is extremely addictive in its own right, producing severe
withdrawal symptoms when discontinued or tapered too rapidly); it seems reasonable to
speculate that the withdrawal from Suboxone could have been largely responsible for clouding
Brown's judgment when he was making and posting these videos. He notes that the FBI had
posted information about former residences of Brown (along with the current residence of his
mother), which he felt put him and his mother in physical danger because when he was
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associated with Anonymous he had participated in actions against the Mexican Zeta drug cartel
who had threatened him with physical harm. He also gives the FBI an ultimatum to return his
equipment within two weeks, and threatened to ruin FBI agent Robert Smith's life by posting
information about him and his children online, which he implied he felt was a reasonable and
proportionate response to the posting of information about himself and his mother (immediately
after making this threat in the video, he asks Robert Smith “how do you like them apples?”).
Additionally, he notes that he had fears that members of the Zeta cartel could come to assassinate
him disguised as federal agents, and states that he was armed and ready to defend himself from
intruders. This seems like an especially stupid move on his part.
Later in September of 2012 (the same month he posted the threatening videos), he was
arrested during a live video chat (Zetter, 2012). A woman was in the room with Brown at the
time of the raid, and she shut the laptop computer screen, but the audio of the arrest was still
recorded by others participants in the chat (Zetter, 2012). Jay Leiderman, who was an attorney
on Brown's defense team, noted that the audio recording of the arrest was “certainly less than
flattering [to the FBI agents] when they're marching through these doors dropping F-bombs.... I
imagine they would not want to have that captured if they could help it (Zetter, 2012).” Brown
was “...indicted on charges of making an online threat, retaliating against a federal officer and
conspiring to release personal information about a government employee” in October of 2012
(Woolf, 2015). More disturbingly, two months later he was indicted on 12 charges, many
relating to Jeremy Hammond's 2011 hacking of Stratfor (Woolf, 2015). Most of these charges
related merely to the fact that Brown had posted a link to material Hammond had obtained from
Stratfor, although he faced additional charges for “withholding or hiding evidence and
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obstructing the FBI (Woolf, 2015).” Woolf also notes that while Jeremy Hammond had been
primarily responsible for the Stratfor hacks, at one point Brown was facing the possibility of a
105-year sentence.
Take a moment to think about the possibility of a 105-year prison sentence compared to
the sentences other criminals receive; it seems hard to deny that this harsh treatment was
politically motivated (this is especially true considering that many of the charges were in relation
to simply linking to material that had already been leaked). It seems to me that while for people
who care about transparency and privacy Barrett Brown was a friend, he was an enemy of the
state and the powers that be. But activists in the civil rights movement and people on the
political left labeled as “communist agents” during the McCarthy era were also considered
enemies of the state and of the powers that be. Did activists in the civil rights movement or
victims of McCarthyism face the prospect of serving anywhere near that amount of time in
prison? While civil rights activists and people on the left of the political spectrum were certainly
a threat to the (unjust) balance of power at the time, why is it that activists utilizing information
technology in a disruptive manner treated so much more severely? Could it be simply that now
there are laws on the books that enable federal prosecutors to make an example of activists who
utilize technological expertise? Or could it be that the socioeconomic system is even more
fragile than it was in the 1950s and 1960s, leaving those in positions of privilege and power more
desperate than ever before in living memory to suppress dissent?

Most likely, I believe

combination of these factors is responsible for the severity with which these “crimes” (i.e. civil
disobedience) are prosecuted. Ultimately, in a plea bargain, Brown accepted responsibility for
the “threatening” statements he had made in the YouTube directed at FBI agent Robert Smith and
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expressed regret for the video. He also plead guilt for obstruction of justice for working with his
mother to hide a laptop computer during the initial raid (his mother was also sentenced to six
months of probation). Additionally, his plea bargain included a guilty plea to being an accessory
after the fact due to the fact that:
...authorities say Brown tried to help the Stratfor hacker 31 avoid apprehension by
creating confusion about his identity 'in a manner that diverted attention away
from the hacker,' according to court documents. This included communicating
with Stratfor employees after the hack in a way that authorities say drew attention
from the hacker. (Zetter, 2015).
At this point, because the charges for leaking hacked data in the form of a mere hyperlink
to the information (which included the credit card numbers and personal information obtained by
Hammond) had been dropped, the defense team sought a 30-month sentence for Brown with 28
months of time already served. However, despite the fact that the charges related to the linking
to sensitive data from the Stratfor hack had been dropped as part of Brown's plea bargain, the
judge insisted that Brown's linking to the hacked material be taken into consideration in the
sentencing, and Brown received a sentence of 63 months in a federal prison (which included the
28 month he had already served), and was also ordered to pay $890,000 in restitution to Stratfor
(Zetter, 2015); although the possibility of being released early under supervision after a year was
mentioned (Zetter, 2015).
Zetter (2015) notes that immediately before his sentencing, he had made a comment to
the judge expressing remorse for the “threatening” YouTube videos against FBI agent Robert
31 Although the name of the hacker allegedly aided by Brown is not listed in the legal documents, it was almost
certainly Jeremy Hammond.
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Smith, characterizing these statements as “idiotic” and attributing the conduct to drug withdrawal
(as noted above, he had recently discontinued taking Suboxone, which is used to keep opiate
withdrawal at bay and simultaneously rendering other opioids ineffective, but can have serious
withdrawal symptoms in its own right). However, he also expressed to the judge that he believed
the government's prosecution methods were inappropriate, and that he feared others who had
contributed to Project PM could be subjected to bogus charges (Woolf, 2015). In an article
written for Truthout, journalist Candice Bernd (2015) argues that despite the fact that the charges
for linking to the material from the Stratfor hacks were dropped, it is problematic that they had
ever been pressed against Brown and that the linking seemed to lead to a longer sentence for
Brown, as this could have a dangerous chilling effect on journalists.

Not only could

whistleblowers themselves be targeted, but also journalists merely linking to material leaked by
others.

In other words, this could seriously harm the ability of journalists to produce a more

transparent society, and because of the nature of Stratfor's actions, fear of linking such material
could also harm the ability of the public to know about invasions of privacy. An in-depth
discussion of laws and court cases regarding protection for journalists, along with an evaluation
of court cases involving the use of the Digital Millennium Copyright Act to censor leaks to
politically sensitive material would be interesting, but there is too much other material that needs
to be covered in this dissertation.
After his sentencing, Brown made two satirical and defiant statements:
“Good news!” he [Brown] wrote. “The US government decided today that
because I did such a good job investigating the cyber-industrial complex, they're
now going to send me to investigate the prison-industrial complex.” (Woolf,
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2015).
“For the next 35 months,” he [Brown] said, “I'll be provided with free food, cloths
and housing as I seek to expose wrondgoing [sic, most likely Brown said
“wrongdoing” and reporter Nicky Woolf made a typo] by the Bureau of Prisons
[sic] officials and staff and otherwise report on news and culture in the world's
greatest prison system.” (Woolf, 2015).
The stories of many of these very technologically literate transparency activists are
depressing because of the severe consequences many of them faced, but at the same time can be
seen as inspirational because these people took a stand for what they believed in despite the high
personal costs. One is likely to wonder if these people and others who ended up paying a high
price for their activism were fully aware of the possible consequences and the degree of risk they
were taking. Based on my research, it seems at least some of these people knew what could
happen to them, and decided they had to take a stand anyway (Edward Snowden certainly did).
The activists discussed above were most notable for their work in the areas of privacy
and transparency.

The next activist discussed also did work in the areas of privacy and

transparency, but was also involved in issues relating to copyrights, network neutrality, and
larger issues of social justice. And unlike Jeremy Hammond and Barrett Brown, who were
“merely” punished with long prison sentences, this activist ended up dead, likely as a result of
his work. This activist was involved in multiple campaigns, and neither a complete biography of
his life or even a comprehensive discussion of his activism is possible in this dissertation. This
activist was Aaron Swartz. Because of his heavy involvement with the issues discussed in this
dissertation and his concern with social justice and democracy, along with his tragic death, I feel
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a sense of guilt that I cannot dedicate more time more space in this dissertation discussing this
remarkable young man.
This dissertation has drawn from a variety of sources, some more formal and academic
than others. In discussing Aaron Swartz, a somewhat unconventional source provides deep
insight into his significance as an ideological actor.

Using less formal sources, often not

published through traditional venues, is especially appropriate in the case of Swarts, because of
his heavy concern with and involvement in making scholarly information more accessible to
those without access to pay-walled databases, both government and academic.

An

undergraduate student named Shaun Persaud authored an impressive honors project entitled A
Clash of Ideologies: Demonstrating how Aaron Swartz Embodied the Clash Between a Free
Verses Controlled Internet (Persaud, 2013), in which he tackles many of the issues central to this
dissertation in the context of a twenty-seven page case study of the unique contributions of
Aaron Swartz. It is uniquely appropriate for the purpose of this dissertation and especially in the
discussion of Aaron Swartz that I cite an unpublished article freely available on the Internet; as
will be discussed soon, Swartz was a strong advocate of public access to knowledge and
information. Another somewhat unlikely source for information about this remarkable man is
the documentary The Internet's Own Boy (Knappenberger, 2014). Persaud’s thesis along with
Knappenberger’s documentary paint a portrait of a young man who questioned “establishment”
values was committed to building a more democratic information environment along with a more
just society from an early age, and demonstrate the ways Swartz was more committed to
following his values than pursuing material success.
Aaron Swartz was born in 1986 and died in 2013 (Day, 2013). Swartz was undeniably a
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prodigy, and he played a major role in shaping the Internet as we know it. Knappenberger’s
2014 documentary The Internet’s Own Boy notes that Swartz became intensely interested in
computers when he was introduced to them at the age of two or three years old. An early
example that demonstrates both Aaron’s technical ability and illustrates his attitude toward
information is an open access encyclopedia platform that he developed and had running on a
home server when he was only 12 years old, about five years before the creation of Wikipedia,
for which he won a school competition (Knappenberger, 2014). When he was only 14 years old,
he played a major role in developing the RSS protocol, which allows for easy content
syndication on web pages (Persaud, 2013, p. 2) (according to the Knappenberger documentary
Aaron Swartz was actually only thirteen when he began participating in RSS development).
Swartz decided to drop out of high school after 9 th grade, as he felt that the educational
system was not conducive to him meeting his learning goals and that he could become better
educated through books and the Internet (Persaud, 2013, p. 5) (Knappenberger, 2014). Persaud
argues that this decision was illustrative of both Swartz’s perspective of both education and
information, but was also illustrative of the ideologies of the larger “hacker” culture on these
issues. Within this ideology formal education largely serves to protect the interests of those in
positions of power, but individuals can liberate themselves by gaining knowledge through access
to information, and this information should be available to all in order to make society more just
and equitable. Indeed, a major part of Persaud’s central claim in his thesis is that this ideology
was a major motivation in Swartz’s life and activism.
Around this time, Swartz met one of his childhood heroes, Tim Berners-Lee, who is
credited as the inventor of the World Wide Web (Knappenberger, 2014). Beside his technical
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aptitude, the thing about Berners-Lee that inspired Swartz was the fact that rather than trying to
cash out on his invention, Berners-Lee essentially gave his invention away as a gift to the world,
thus allowing people to connect to each other and share information more efficiently
(Knappenberger, 2014). Another one of Swartz’s heroes who he met around this time was
Lawrence Lessig. Swartz met Lessig when he flew down to DC to watch Lessig argue against
retroactive copyright term extensions in Aldred v. Ashcroft (Knappenberger, 2014). Shortly after
meeting Lessig, Swartz began to work with Lessig on the computer readable components of
Creative Commons licenses (Knappenberger, 2014). These experiences during his teenage years
demonstrates that Swartz’s views on the importance of access to information were already well
developed at a young age.
Knappenberger’s film also describes a brief period of Swartz’s life when he participated
in the business/capitalist world. Swartz studied at Stanford for a year before dropping out and
getting a job in the private sector. While working at a private incubation firm, Swartz was part of
the small team that founded Reddit, which quickly became one of the most popular web pages on
the Internet. Once the site had become fairly successful, Swartz and his team sold Reddit to the
parent company of Wired magazine for a fairly large sum of money (Knappenberger’s
documentary notes that the exact amount of money Swartz received isn’t known for sure, but in
the film one of his brothers estimated that it was more than $1,000,000). The documentary notes
that Swartz had no interest in using his money for the purpose of living in luxury; he continued
to live in a simple apartment and continued to dress in casual attire. Swartz then moved to San
Fransico to work for Wired magazine. It turned out, however, that Swartz hated corporate
culture, and decided he was not willing to live that sort of life. He intentionally got himself fired
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by failing to come to work.
After leaving the private sector, Swartz began his work as an activist in earnest.
Knappenberger (2014) notes that as an activist, Swartz founded multiple non-profit
organizations. One of these organizations was watchdog.net32, which Knappenberger mentions
in passing as an “accountability website”. In a blog post, Swartz gave more details about this
website while it was still in the planning phase. Swartz explains that one of the functions of the
website would be making politically significant data sets available to the public through an easy
to use interface including “district demographics, votes, lobbying records, campaign finance
reports, etc.” (Swartz, 2008). Additionally, Swartz explains that the site would provide tools to
allow visitors to take political action in relation to the data available on the site, and would also
contain a “collaborative database of political causes”, which would serve both the purposes of
making data available to the public, and further empower users to take action on these issues
(Swartz, 2008a). Another of the many non-profit organizations founded or co-founded by
Swartz was Openlibrary.org, which provides a massive database about as many books as
possible, and enables users to borrow or buy books, and access books that are now in the public
domain for free (Knappenberger, 2014). These projects serve to exemplify Swartz’s commitment
to making corporate and government powers more transparent and accountable (in the case of
watchdog.net) and his commitment to promoting the free flow of information and knowledge (in
the case of openlibrary.org). Additionally, Swartz began to take interest in a larger set of social
justice and political issues such as wealth disparity and for a time worked as an intern for
32 Watchdog.net is now a maintained by the nonprofit organization Demand Progress, another organization cofounded by Aaron Swartz. Demand Progress was initially founded to stop SOPA/PIPA (which will be discussed
later in this chapter) from passing, but has since taken on other social issues including network neutrality, other
technology related issues, and larger social justice issues.
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Democratic congressional aide Matt Stroller in order to learn the political system (although
Swartz felt strongly that the political system was extremely corrupt, he felt he needed to learn the
system in order to work effectively as an activist) (Knappenberger, 2014). Using the knowledge
he had learned about the political process, he also co-founded another non-profit organization
called The Progressive Change Campaign Committee which, among other things, ignited “the
grassroots effort behind the campaign to get Elizabeth Warren elected to the Senate”
(Knappenberger, 2014).
In addition to his work in the non-profit sector, Swartz also engaged in “hacktivism”.
However, as will be discussed shortly, while his “hacktivism” did attract the attention of law
enforcement and ultimately led to the legal problems that pushed him to suicide, his “hacktivist”
efforts were not disruptive in the way DDoS actions carried out by groups such as Anonymous
were. Rather, they consisted attempts to make information more available to the public. The
first time Swartz engaged in this type of activism was in September of 2008, after Swartz had
been in contact with Steve Schultze, who as of 2013 worked as a researcher at the Center for
Information Technology Policy at Princeton University (Lee, 2013). At the time, Schultze had
been growing extremely frustrated with the federal judiciary’s system for accessing federal court
records. The system was (and still is) known as PACER, an acronym for Public Access to Court
Electronic Records, and was at the time charging $0.10 a page for access (Knappenberger, 2014)
(the system is, at the time of writing still paywalled and I do not know how much they are
currently charging for access). Speaking in Knappenberger’s documentary, Schultz notes that as
of 2013, PACER brings in about $120,000,000 of revenue to the federal court system annually,
which is far in excess of what it costs to run the system. Schultz goes on to argue that this is
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actually illegal because the E-government Act of 2002 mandates that courts are only allowed to
charge fees for access to court records necessary to keep PACER running (Knappenberger,
2014). Because of these factors, PACER was under pressure from the federal government to
improve public access to the system and agreed to launch a trial program which would allow the
system to be accessed for free in seventeen libraries across the country (Knappenberger, 2014).
When Swartz and Schultz met at a conference which they were both attending, Schultz
showed Swartz some computer code he had been working on to automatically download PACER
documents from the libraries involved in the public access trial for the purpose of making these
documents publicly available free of charge (Knappenberger, 2014). Swartz quickly proceeded
to modify the code so that it would be much more efficient at quickly grabbing a massive number
of court documents and also so that rather than having to be physically present in one of the
libraries involved in the trial, someone would only have to visit one of the libraries once a week
to obtain a new authentication cookie (Lee, 2013). Swartz recruited a friend who lived near one
of the trial libraries to obtain the authentication cookies, and Swartz himself managed the rest of
the process (although Carl Malamud, who was an advocate of “open government” provided
Swartz with server space to store the documents) (Lee, 2013). By the time the PACER team
realized what was happening and managed to cut Swartz’s efforts off, Swartz had managed to
acquire about 760 GB of data, or close to 2.7 million court documents and close to 20 million
pages (Knappenberger, 2013). This effort caught the attention of the FBI, who at one point sent
a car down Swartz’s library to see if he was in his room and attempted to lure Swartz into
meeting them at a coffee show without a lawyer (Swartz was smart enough to turn down this
“invitation”, but the fact that the FBI was investigating him at this point scared him deeply)
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(Knappenberger, 2014). Fortunately, the FBI was unable to prove any criminal wrongdoing and
ended up dropping their investigation without pressing charges against Swartz (Knappenberger,
2014). This effort had a positive effect. By aggregating massive amounts of court documents
Swartz and his friends were able to expose poor privacy practices in the way court documents
were recorded, forcing the federal judiciary to improve their privacy practices (Knappenberger,
2014). This ties back to the discussion in Chapter 1 of this dissertation about the challenges of
making public records transparent and accessible while protecting the privacy of individual
citizens referenced in public records.
The case of Swartz’s involvement in downloading court cases from the PACER archive
demonstrates Swartz’s commitment to making socially significant information publicly available.
It also demonstrates his willingness to use his technical abilities to intervene in what he saw as
unjust systems restricting access to information.

And the fact the FBI even bothered to

investigate the PACER case demonstrates that those in positions of power feel threatened by
attempts to make information controlled by private entities publicly available, even when a
strong public interest case can be made for allowing free access to such information by the
public.

Another area in which Swartz felt that it was especially offensive that private

gatekeepers control accesses to information was in the area of academic papers and research. In
2008, he authored a short document entitled Guerilla Open Access Manifesto (Swartz, 2008b)33.
In this document he argued that it is unjust that private databases control access to scientific and
academic research and prevent those without financial means or access through elite universities
from accessing this knowledge. Furthermore, the document argues that it is a moral imperative
33 Knappenberger (2014) states that this document had “allegedly” been written by four people and that Swartz’s
then girlfriend had edited the document, although Swartz’s name is the only name listed on the document.
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that those who do have access to these academic databases make an effort to download as many
articles stored in these databases and make them publicly available on the Internet (Swartz,
2008b). It is important to note that Swartz had publicly noted that many journal articles stored in
these databases are actually in the public domain, some of the articles going back to the
enlightenment (Knappenberger, 2014). It was this issue that led to the actions that got Swartz
into the deep legal trouble that ultimately led to his “suicide”.
Although JSTOR is not even close to being the largest academic database, it turned out to
be the target of the actions that got Swartz into trouble. Knappenberger’s documentary notes that
at a conference Swartz had asked a representative of JSTOR how much it would cost for JSTOR
to make all its journal articles permanently available to the public for free, and the figure the
representative gave was somewhere around $200,000,000. Using a script that he wrote, Swartz
began automatically downloading massive amounts of articles from the JSTOR database from an
anonymous laptop that he left in a janitor closet at MIT (Knappenberger, 2014). The
downloading took place between September 24, 2010 through January, 6 2011 (although at the
beginning Swartz was using ordinary means to download the articles, and only began
downloading from the janitor closet after JSTOR noticed unusual activity on MIT’s network and
attempted to prevent Swartz from continuing to download articles) (Aaron Swartz vs USA
Timeline, n.d.). It is important to note that even though Swartz had written the Guerilla Open
Access Manifesto, and many people, including Persaud (2013) and the team that ultimately
prosecuted Swartz for these downloads, assumed he was downloading the journal articles with
the intention of making them freely available on the Internet, it is far from certain that this was
his motive. The Knappenberger documentary notes that while Swartz was at Stanford he and
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other students had downloaded the entire Westlaw legal database and used the articles for
research that uncovered connections between corporate funding of legal research and the results
of the research. Furthermore, Swartz had supposedly told a friend that he was downloading the
articles in order look for connections between corporate funding of research on climate change
and results favorable to those funding the research (Knappenberger, 2014).
When “authorities” (Knappenberger, 2014) found Swartz’s laptop in the janitor closet,
instead of stopping the downloads, they installed a surveillance camera for the purpose of
gathering evidence in order to build a criminal case (Knappenberger, 2014). The camera was
installed on January 4, 2011 (Aaron Swartz vs USA Timeline, n.d.). On January 6, Swartz was
caught on camera entering the closet to install a new external hard drive, and he was arrested by
MIT police (Knappenberger, 2014) (Aaron Swartz vs USA Timeline, n.d.). Swartz had told his
father that he had been “assaulted” and “beaten”. Swartz’s case was quickly turned over to the
Secret Service’s electronic crimes task force (Knappenberger, 2014). An ambitious prosecutor
working for the Secret Service’s electronic crimes task force named Stephen Heymann, who
openly acknowledged that he wanted to make an example out of Swartz, and use his case as a
deterrent to other would be “hackers” (Knappenberger, 2014). Significantly, at the time when
Swartz was indicted, the primary “victim” of the case, JSTOR, indicated that it was not
interested in pursuing charges against Swartz, so at that point, the prosecution could have
decided not to continue prosecuting the case (Knappenberger, 2014). Many people also believe
that MIT had the moral authority to speak up against Swartz being prosecuted, but Swartz’s
father recalls that MIT officially took a position of “neutrality” in the case, but never protested
the harsh prosecution of the Swartz and was largely cooperative with the prosecution
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(Knappenberger, 2014). In a prior case, a teenager who was suspected of being connected with
the case committed suicide (it is unclear to what extent this teenager had been connected to the
prior case) (Knappenberger, 2014). Although Swartz was not initially kept in custody, on July
14, 2011, “Swartz was indicted on four counts by the grand Jury of the Federal district court for
wire fraud, omputer fraud (sic), unlawfully obtaining information from a protected computer, and
recklessly damaging a protected computer”, but was released on bail on July 19 (Aaron Swartz
vs USA Timeline, n.d.). On September 12, 2012, the indictment was revised, and instead of
facing charges on four counts, he was facing thirteen counts (Aaron Swartz vs USA Timeline,
n.d.).
Eleven of the thirteen charges were counts of violating the Computer Fraud and Abuse
Act (CFAA), a law which was enacted in 1986 that gives prosecutors the power to prosecute
various “misuses” of computers, including violating terms of service agreements (think, for
example, the terms of service you click “agree” to without reading when signing up for online
services or installing a program) (Knappenberger, 2014). Because of how easy it is to violate
terms of service without even knowing it, it is very likely that a large majority of computer and
Internet users at some time commit a “crime” prosecutable under the CFAA. This type of law is
dangerous for democracy, as it is a law that can be selectively enforced against activists and
people who pose a threat to those in positions of power, people like Aaron Swartz. The CFAA is
a powerful tool that can be used against activists who emphasize information technology related
issues and who have technical expertise to use their computer skills as part of their activism.
The prosecution made it clear that in order to settle without a trial, Swartz would have to
plead guilty to a felony and spend time in prison (Knappenberger, 2014). To Swartz, this was
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simply unacceptable because he felt that with a felony conviction he would not be able to
continue in his political activism, which was extremely important to him and his identity after he
had discontinued his work in the private sector (Knappenberger, 2014). Swartz was told that if
the case went to trial he could face up to 35 years in prison, and that he was unlikely to prevail in
court (Knappenberger, 2014). It is worth noting at this point that even while he was facing these
serious criminal charges, he was a leading activist in the campaign to stop the passage of
SOPA/PIPA, which will be discussed later. The pressure of these criminal charges, however,
were taking an extreme psychological toll on Swartz, and Swartz’s attorney even expressed
extreme concern about Swartz’s mental health to Stephen Heymann (Knappenberger, 2014).
Swartz was found dead in his apartment, having hung himself, on 1/11/2013 (Persaud, 2013, p.
23). Persaud argues that Swartz’s life of activism which ultimately led to his tragic death can be
seen as an “embodiment of the clash between a free, open internet and strong copyright
supporters” (Persaud, 2013, p. 24).
Before going on to further reflect on the Swartz case, it is worth noting another
contribution Swartz made specifically relating to the issues of privacy and transparency, as this
contribution is relevant to the discussion later in this chapter of development of open source tools
as a form of activism. The New Yorker revealed in May of 2013 that in the time leading up to his
death, Swartz had been working on developing a tool that would make it easier for sources to
anonymously leak documents to news organizations called DeadDrop (Hollister, 2013). The
New Yorker soon adopted the code and began using their own version called Strongbox
(Hollister, 2013). In 10/16/2013, the Freedom of the Press Foundation reacted to criticisms that
DeadDrop was still in an early phase of development and needed real improvements to be “ready

265

for prime time” by resuming development of the project Swartz had started and renamed it
SecureDrop (Hollister, 2013). Writing for The Verge, Sean Hollister goes as far as to refer to
SecureDrop as “a WikiLeaks for any journalist”. The Freedom of the Press Foundation’s website
for the SecureDrop project maintains a directory of news organizations that currently use
SecureDrop, and as of 9/19/2016 lists twenty-four news organizations, including Toronto Gobe
and Mail, The Guardian, The Intercept, The New Yorker, ProPublica, Radio-Canada, The
Washington Post, VICE Media, and many others (Securedrop.org, 2016). Although describing
exactly how SecureDrop works is beyond the scope of this dissertation, it is worth noting that it
depends on Tor hidden services (Tor is software that allows Internet users to browse the web
anonymously and also allows for the hosting of “hidden services”, i.e. online services who’s
physical location is not easy to discover and which can only be assessed using Tor) (FranceschiBicchierai, 2013). Tor will be discussed in more detail later in this chapter when open source
software is discussed. In commemoration of Aaron Swartz, an annual Aaron Swartz day has
occurred every November 5th34 since 2013, and the major focus of this annual event has been
improving SecureDrop (Aarongswartzday.org, 2016). The planned focus of Aaron Swartz day
2016 is to work toward making SecureDrop secure even once quantum computers are used for
cracking modern encryption (Aaronswartzday.org). SecureDrop provides an example of an open
source project that enables private communications between whistleblowers and news media;

34 November 5 has gained cultural significance among the hacktivist culture, largely in relation with Anonymous.
As can be seen in photo and video footage of Anonymous demonstrations, “members” often wear Guy Fawkes
masks (the specific Guy Fawkes masks wear are first seen in the fictional move V for Vendeta). Since the
adoption of the Guy Fawkes masks as a cultural symbol for Anonymous, recognizing “Guy Fawkes day” on
November 5 every year has become part of the culture of Anonymous (recall that Guy Fawkes was the primary
player behind the failed attempt to blow up the British parliament building with gunpowder on November 5,
1605).
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and as such demonstrates how software, specifically open source software, can make an
important contribution to protecting privacy and promoting transparency. This piece of software
also serves to further emphasize Swartz’s views about protecting the free flow of information in
an online environment, and is yet another example of Swartz using his technical expertise for the
purpose of activism.
Researching and writing about Aaron Swartz is difficult, as his story is so tragic. At least
one book, numerous research papers, and a documentary have told parts of his story from various
perspectives. He is an example of a member of the millennial generation (at the older end) who
possessed enormous technical skills, had a brief taste of life as a capitalist, and decided to walk
away from that life. He used much of the money he made during his brief time working in the
information technology industry to try to make the world a better place, but was also forced to
use a lot of it for legal defense. Although he was a very vocal on issues of access to information
(e.g. copyrights, network neutrality, and open access to academic and government data), he was
also very contentious of other social issues, and had dedicated his life to social justice. In my
opinion he was a one in ten million individual. I write about Swartz using as loaded and
opinionated language as I feel is appropriate. Although we cannot know for sure what was going
through Swartz's mind when he took his own life, it seems reasonable to suspect that the legal
proceedings against him may have been what pushed him over the edge to the point of suicide.
If this is truly the case, it can be argued that he was bullied by the federal “justice” system to the
point of suicide; facing the prospect of a long sentence in federal prison, a felony record, the
prospect of separation from the ones he loved, and the prospect of being unable to continue his
life work of trying to make to world a more livable place for all of us. In one sense I see him as
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a martyr, he died for what he believed in; and his death did indeed bring a fair amount of media
attention both to the issues he cared about and the injustice of the federal “justice” system. But
at this point martyrdom is not what we need in my opinion. I become extremely angry when I
think about what he could have accomplished had he been able to live and continue his work.
Although Harvard Law professor Lawrence Lessig (who has also been an extremely vocal
activist for copyright law reform and more recently a vocal activist in the fight against political
corruption) could be seen as a mentor for Swartz, Lessig says that the assessment is backward:
<Lawrence Lessig> And this was his power. Amazing, unpatented power. Like
the very best teachers, he taught by asking35. Like the most effective leaders, his
questions were on a path, his path. They coerced you, if you wanted to be as he
was. They forced you to think of who you were and what you belieed in and
decide, were you to be the person you thought you were? So when people refer to
me as Aaron Swartz's mentor, they have it exactly backwards. Aaron was my
mentor. He taught me, he pushed me, he led me. He led me to where I work
today. (Doctorow, 2013).
This leads to the question of what Swartz could have accomplished had he lived.
Considering what he achieved in his 26 year life, he could have gone on to be a far more
influential figure than Lawrence Lessig (who is another one of my heroes) and been a moral
leader on par with Eugene Debs or Upton Sinclair. Had he lived and gotten off without a felony
conviction, he could have also become a truly ethical political leader. Aaron Swartz's then
girlfriend recalls an incident that occurred during the criminal procedures before Swartz's

35 This sounds similar to the idea of Socratic dialectic.
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“suicide”36:
At the end of April, Aaron, Ada, and I went to DC, and took Ada to the museums.
We walked along the sidewalk in front of the White House together. Aaron
looked past the lawns at the grand doors and said quietly “They don't let felons
work there.” I replied it was ironic, given how many felonies were committed
there. But Aaron didn't laugh. (Norton, 2013).
Swartz had a burning desire to do all he could to change the world for the better, and that
included the possibility of taking a political office. If we are going to have a hierarchical
political system, we need leaders who are honest, and want to serve others rather than their own
egos and ambitions. Hypothetically, he could have been the first ethical president since at least
Franklin Delano Roosevelt; if not the first ethical president ever. Swartz embodies many of the
ideals addressed in this dissertation, and he did indeed have a significant impact, as noted above.
But at the same time, assuming his legal problems were a decisive factor in his decision to take
his own life, it could be argued that he was killed for his work. I believe his life demonstrates
that activism can indeed be effective, but it can also carry a heavy price, a price most of us are
unwilling to pay. If nothing else, we owe it to individuals like Aaron Swartz to at least do what
we can to change the world for the better. I would like to think the life of Aaron Swartz
demonstrates that positive social change, not only in relation to the issues discussed in this
dissertation, but also larger political economic and social justice issues is indeed possible; but
powerful forces representing the status quo will push back and the battle continues, and another

36 If Swartz's suicide can truly largely be attributed to the aggressive criminal prosecution he was facing, it is, in
my opinion, reasonable to argue that he was, in a sense, “murdered”. This is, however, an extremely
rhetorically loaded statement reflecting my own opinion.
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world is possible if more people take a stand for what they believe in. It is very possible that
many others, especially members of the millennial generation (and those younger than the
millennial generation) share many of the ideals of Aaron Swartz, particularly in relation to a
democratic information environment, and also in issues such as unequal distribution of wealth.
And as we have seen in recent years in movements such as Occupy Wall street and the large
following of Democratic presidential candidate Bernie Sanders; along with the defeat of SOPA
and PIPA and the passage of the 2015 FCC network neutrality rules that many people are willing
to become engaged with social and political issues, including issues relating to building a more
democratic information technology environment (although not necessarily to the degree that
heroes such as Aaron Swartz have been engaged). What we needed was for Aaron Swartz to
continue his life work, but instead we have a martyr (assuming the speculation that his troubles
with the criminal justice system was a decisive factor in his decision to take his own life), let us
not allow his death to be in vain. As will be discussed later in this chapter, Swartz was also a
central figure in the campaign that successfully prevented SOPA and PIPA from passing.
In terms of the second and third research questions this dissertation addresses, it is
difficult to decide what to make of Jeremy Hammond, Barrett Brown, and Aaron Swartz. Their
fates demonstrate the extreme lengths the powers that be will take against activists who use their
technical skills to challenge the status quo. Compare, for example, the treatment of these three
activists by the federal government to the treatment of Martin Luther King Jr., an activist who led
to very significant social change and arguably challenged the balance of power in the United
States far more than the three “hacktivists” mentioned above. King, however, did not face the
long prison sentences that Hammond and Brown faced and Swartz would have faced had he not
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taken his own life; and as far as I know there is no evidence that the assassination of King was
carried out by the government. If anything, this demonstrates that people on all sides of the
issues discussed in this dissertation take the future of how information technology will shape
society very seriously. There are activists willing to risk everything in order to build a better
world; but there are also people in high places willing to respond to dissent with an iron fist.
Although other individuals (namely Edward Snowden, Chelsea Manning, and Julian
Assanage) who have paid a heavy price for taking a stand to build a more democratic society will
be discussed in this chapter, it is important to note that many other ordinary citizens have
participated in shaping the issues discussed in this dissertation without having their lives
destroyed. Depending on one's perspective, individuals such as Aaron Swartz can be seen as
martyrs who can inspire other to take up the good fight, or can be seen as a cautionary tale about
the fate of those who dare to confront those in positions of power.
In discussing people who have died for, or have been subjected to cruel, inhuman, and
degrading treatment in our barbaric prison system, it is important to note that these martyrs are
different from fundamentalist religious “martyrs” in one key sense. These people have largely
been involuntary martyrs; they sought to change the world and accepted that there could be
severe consequences. This is by no means meant to diminish the importance and bravery of civil
rights activists decades ago, but ordinary people engaging in civil disobedience during the civil
rights movement did not typically face the prospect of decades in prison (although many of the
brave civil rights activists in the 1950s and 1960s were indeed assaulted or murdered by angry
white people resistant to necessary social change; likely by people similar to many of the
supporters of Donald Trump in 2016). Laws such as the Computer Fraud and Abuse Act are
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certainly at least part of the reason “hacktivists” are treated so harshly by the criminal justice
system. It is also possible that as the viability of a capitalist political economy and status quo
power relations continues to deteriorate, we can expect increasing ruthlessness on the part of
those in positions of power (as opposed to the angry white masses who were responsible for the
most egregious forms of violence against the civil rights activists) to suppress dissent. But at the
same time, simply because there are so many people who are able and willing to play a positive
role, even if it involves breaking the law, people may eventually cease to be afraid of those in
positions of privilege and power, and the floodgates of social change may open.
A discussion of whistleblowers and their enablers, specifically in the context of a
discussion of activism relating to privacy and transparency, would not be complete without
discussing Edward Snowden along with WikiLeaks (and the roles of Julian Assange and Chelsea
Manning in the context of WikiLeaks). Both these cases are very high profile, comparing and
contrasting these cases provides an excellent context to discuss when leaks of classified
information are appropriate or beneficial to the public, the degree of responsibility
whistleblowers and their enablers for harm that may result from leaks, and the role of journalists
in helping the public understand leaks. Additionally, these cases provide a context to look
different motivations for leaking classified documents.
Margaret Kowka (2015) argues that both Snowden’s leaking of documents pertaining to
NSA mass surveillance programs and the leaks of documents to and by WikiLeaks (as will be
discussed shortly, the highest profile leak of documents to WikiLeaks came from Chelsea
Manning, who was at the time known as Bradley Manning) are a new category of leaks, which
she calls “deluge leaks”, and are fundamentally different from the types of leaks made by
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whistleblowers in the past, such as Daniel Ellsberg’s Pentagon Papers. She defines deluge leaks
as differing from traditional leaks on a couple dimensions. First, she argues that this type of leak
is usually carried out by a lower level government official (someone like Manning or Snowden)
rather than a higher level government official who objects to specific government policies.
Deluge leaks, according to Kwoka, tend to be massive leaks of a broad range of data motivated
by a belief that government secrets in general need to be made public, rather than in response to
a specific grievance. She argues that because Daniel Ellsberg was a higher ranking government
official who leaked documents specifically relating to the United States’ involvement in Vietnam,
his leak would not classify as a deluge leak. She sees both Snowden’s and Manning’s leaks as
examples of deluge leaks. She also asserts that in the case of deluge leaks, the leaker typically
isn’t aware of all the contents of the documents leaked, as deluge leaks are made up of a large
body of classified documents.
However, I partially disagree with this characterization of Snowden’s leak as a deluge
leak, as Glenn Greenwald (2014), one of the three journalists who initially worked with Snowden
(along with Laura Poitras and Ewen MacAskill), describes the extensive efforts Snowden took to
organize the leaked documents in a logical way, and also describes how Snowden expressed to
Greenwald and the other journalists working with him that he wanted them to use journalistic
judgment when deciding which documents to make public, as certain classified documents could
potentially cause harm if made public. Additionally, just as the Pentagon Papers focused on
American misconduct in Vietnam, the documents Snowden leaked were aimed at exposing
specific misconduct in relation to surveillance. Kwoka (2015) asserts that deluge leaks are both
the result of more government documents existing in digital format and available over a network
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(thus making it easier for a whistleblower to acquire a large body of documents), and also
because there is a broad perception that the government is not transparent enough in its
operation, thus giving whistleblowers a motive for making deluge leaks.
Edward Snowden is arguably the highest profile privacy and transparency activist
discussed in this dissertation (although it could be argued that Assange is just as high profile as
Snowden). Because the revelations about domestic spying made known to the public because of
Snowden’s historic leak of classified documents was discussed in some depth in Chapter 1, the
discussion of Snowden in this chapter will focus more on the story of how Snowden went about
leaking the documents to the press, what happened to Snowden after making these leaks, and
whether these leaks have led to significant positive changes.
In December 2012, Glenn Greenwald began receiving emails from someone going by the
name of Cincinnatus (who he later found out was Edward Snowden), who encouraged
Greenwald to install PGP encryption software on his computer (PGP will be discussed again in
the context of open source software later in this chapter) so he could leak sensitive information to
Greenwald (Greenwald, 2014). At the time, however, Greenwald did not know what material
Cincinnatus had, and did not make the time to install PGP software, thus he almost missed out on
one of the largest leaks in American history (Greenwald, 2014). Snowden went on to contact
documentary film maker Laura Poitras, who did agree to use encryption software, alerting her
that he had wanted to leak significant information, and asking her to recruit Glenn Greenwald to
help with the story (Greenwald was working for The Guardian at the time and ran a privacy and
anti-surveillance blog that impressed Snowden (Greenwald, 2014).

Greenwald and Poitras

agreed to meet Snowden in Hong Kong so Snowden could discuss the thousands of NSA
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documents, but The Guardian insisted, despite objections from Greenwald and Poitras, that they
bring Ewen MacAskill, another reporter for The Guardian, along with them to Hong Kong
(Greenwald, 2014).
The contents of the leaks were discussed in some depth in Chapter 1. For the purpose of
this discussion, Snowden’s motivation for leaking this information is of interest. Snowden, who
was only 29 years old at the time, knew full well that the information he was leaking to his
journalistic correspondences would likely lead to him spending the rest of his life in prison. He
had been working for the intelligence community (both for the CIA and for private contractors
working with the NSA), and had grown increasingly disillusioned and disturbed by many of the
actions of the United States intelligence apparatus (Greenwald, 2014). It was when working for
the Dell corporation (an NSA contractor) that Snowden decided to become a whistleblower.
However, he did not have security clearance to access many of the documents he wanted to leak;
so he took a job (with a pay cut) for Booz Allen Hamilton which granted him top secret security
clearance so he could access the documents he needed to make the leak (Greenwald, 2014).
When questioning Snowden, Greenwald wanted to make sure Snowden had good reasons for
leaking the information he was leaking, as Greenwald didn’t want to help Snowden throw his life
away unless he had good personal reasons (Snowden had made clear to Greenwald that he
intended to out himself as the leaker of the documents) (Greenwald, 2014). Snowden felt that he
owed the public an explanation for taking such a drastic action (Greenwald, 2014). Snowden
told Greenwald that he had a conviction that if someone is not acting on their beliefs, they likely
don’t really hold those beliefs; so he felt morally compelled to do what he did.

Additionally,

like Aaron Swartz, Snowden had dropped out of high school (due to feeling unchallenged) and
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had grown up on the Internet, using it to educate himself, and believed a free Internet was
something he was unwilling to live without, and felt that blowing the whistle on systematic
domestic spying was necessary to preserve the type of Internet he wanted people to have
available to develop themselves (Greenwald, 2014).
In their documentary Terminal F: Chasing Edward Snowden, John Goetz & Poul-Erik
Heilbuth (2015) describe how, after Snowden made his identity as the leaker of the NSA
documents, he was able to escape to Russia. Hong Kong, not overly eager to turn Snowden over
to US authorities (Snowden enjoyed a large amount of popular support in Hong Kong after
making his identity known), managed to stall for time in processing Snowden’s extradition order
from the United States (Goetz & Heilbuth, 2015). US authorities, in their rush to finish the
extradition paperwork, had used the wrong middle name for Edward Snowden, which created a
window of opportunity for Snowden to leave the country, and he was allowed to board a jet to
Moscow as his passport had not yet been canceled (Goetz & Heilbuth, 2015). Importantly,
WikiLeaks was instrumental in helping Snowden escape to Moscow; a lawyer working for
WikiLeaks, upon finding out abut Snowden’s situation, had immediately flown to Hong Kong,
and helped him escape to Russia, even accompanying him on the flight, and staying with him in
Terminal F of Moscow airport as Snowden tried to find a country that would grant him asylum
(Goetz & Heilbuth, 2015). Before Russia granted asylum to Snowden, Bolivian president Evo
Morales offered Snowden asylum in Bolivia, and when Morales was leaving Russia in his private
diplomatic jet, his jet was forced, because of American pressure, to land in Western Europe as it
was suspected (falsely) that Snowden was on board Morales’s private jet (Goetz & Heilbuth,
2015). After spending a month in Terminal F of Moscow International Airport, Russian officials
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finally decided to grant Snowden asylum in Russia (Goetz & Heilbuth, 2016), where Snowden
has been living ever since, and where he continues to live as of the time of this writing in late
2016.
Although it is debatable on how much impact Snowden’s leaks actually had, Mackenzie
Weinger (2016) argues that at least some of the impacts were significant.

While he

acknowledges that the leaking of documents may have had some noteworthy effects, three years
after leaking the documents, Snowden is in many ways becoming less relevant to the issue of
privacy and surveillance (Weinger, 2016). One lasting effect of Snowden’s leaks has been that
the intelligence community has been somewhat crippled in its operations due to a breach of trust
between the intelligence community and both foreign powers and corporate Internet giants. In
other words, foreign powers and the Internet corporate powers are less willing to cooperate with
the intelligence community (Wanger, 2016). Although Greenwald (2014) notes that Snowden
explicitly stated while working with Greenwald and his journalistic colleagues that his intention
was not to destroy the ability of the NSA to gather intelligence, but rather to open a national
debate on the issues, from someone with the perspective that mass surveillance is problematic
this impact can be seen as positive. Recall the discussion in Chapter 1 of this dissertation about
McChesney’s (2013) perspective on the overly cozy relationship between corporations and the
national intelligence apparatus, which he emphasized as important in the ability of the
government to spy on citizens and other nations. Wanger elaborates by observing that some
private firms have gone as far as to fix security vulnerabilities used by the NSA to access their
systems and have at time even implemented encryption (Wanger, 2016). Due to Snowden’s
emphasis on the importance of encryption which is noted by Greenwald (2016), it seems highly
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probably that Snowden has, by example, encouraged the use of encryption by ordinary citizens
with concerns about privacy, which in turn makes spying more difficult to the NSA. Wanger also
observes that Snowden’s leaks did indeed catalyze a discussion on privacy and surveillance in an
online environment, and that various non-profit organizations such as EFF (Electronic Frontier
Foundation) and ACLU (American Civil Liberties Organization) have (largely unsuccessfully)
taken the information the Snowden leaks have made public and used it to push for legislative
reform. The only legislative reform that has occurred as a direct result of the Snowden leak has
been in relation to the collection of metadata on the phone calls of Americans (Wanger, 2016).
Now, instead of the NSA collecting and storing the metadata themselves, telecommunication
service providers are now required to retain the metadata themselves and the NSA can only
obtain access by going through the FISA (Foreign Intelligence Surveillance) court (Wanger,
2016).

Wanger also makes the argument that since the Snowden leaks, the intelligence

community has attempted to regain legitimacy with the public by being more transparent about
what types of intelligence activities they are engaged in. If this perspective is true, this can be
considered a victory for Snowden; however, there are doubtlessly still many types of digital
surveillance by the intelligence community taking place that the public is still not aware of.
While Snowden may have been influential, the public and other activists must remain
vigilant in working to restore and preserve online privacy rights. In my opinion Snowden is, like
Swartz was while he was still alive, a remarkable individual who has been willing to make
immense personal sacrifices for what he believes is morally right. Snowden can also be
compared to Swartz in that he placed enormous value on a democratic information environment
having grown up in the earlier days of the Internet. While I see both Snowden and Swartz as
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heroes, I believe it is important to realize that many other people (myself included) grew up
using the Internet and watching the way power dynamics and politics on and about the Internet
have evolved, and have become frustrated with the status quo. While high profile activists are
important, it is also important to acknowledge the participation of the public at large in fighting
for a democratic Internet environment. The importance of large-scale public participation in
activism will become more obvious in the discussion of the movement that led to the passage of
the 2015 Open Internet rules and the defeat of SOPA/PIPA later in this chapter.
WikiLeaks is arguably more controversial than other actors involved in whistleblowing
or enabling of whistleblowing. While discussing WikiLeaks, it is also important to discuss its
founder Julian Assange along with Chelsea Manning (formerly known as Bradley Manning,
who was a major contributor of information to WikiLeaks). WikiLeaks was founded in 2006 by
Julian Assange as a website meant to facilitate anonymous leaks of information for
dissemination to the public (CNN Library, 2016). In its early years of operation WikiLeaks
made several significant leaks, but remained largely under the radar.

On April 5, 2010,

WikiLeaks posted a classified video of a US Apache helicopter killing several civilians and two
journalists in Iraq (CNN Library, 2016). Additionally, the video showed that two children were
injured (Gibney, 2013). Private First Class Bradley Manning (now Chelsea Manning) was
arrested in May of 2010 for allegedly leaking the helicopter video along with other classified
records, a large number of classified records (CNN Library, 2016) (Gibney, 2016). This was
before WikiLeaks released the trove of documents provided by Manning to the public (other
than the helicopter video, which was entitled “Collateral Murder”) (Gilbert, 2013). Despite the
fact that Manning was in custody, and releasing the documents he had leaked had the potential
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of making Manning’s situation worse, between July 25, 2010 and September 2, 2011,
WikiLeaks released the trove of documents Manning had made available to WikiLeaks (CNN
Library, 2016) (Barnes, 2013). These documents included 90,000 documents pertaining to the
war in Afghanistan, over 400,000 documents relating to the Iraq war, and 250,000 diplomatic
cables from the State Department dating back to 1966 (CNN Library, 2016). Manning leaked
the documents to WikiLeaks with the belief that the world needed to know about the actions of
the United States (Gilbert, 2013). As mentioned in the discussion about Barrett Brown,
Manning was, for a time, held in solitary confinement and subjected to mistreatment.
In August 2013, Manning (still Bradley at the time) was sentenced to 35 years in prison
in relation to leaking the classified documents to WikiLeaks (Tate, 2013). However, due to the
mistreatment he was subjected to while in military custody, there is a possibility Manning could
be released on Parole after seven years (Tate, 2013).

In my view, Manning was acting

according to his conscience when he leaked the classified documents to WikiLeaks. Manning’s
leaks do not seem as well thought out as Snowden’s leak. Snowden clearly put more thought
into deciding exactly what he wanted the public to know, and worked closely with journalists
both to help the public understand the material and to minimize the risk of causing harm with
the disclosures. Manning’s leaks seem more consistent with the concept of a “deluge leak” as
discussed above, as the documents leaked by Manning related to a wide range of subjects, and
there was no way they could have been vetted or redacted before being released. I am still on
the fence as to whether Manning should have leaked this material to WikiLeaks. On one hand,
excessive government secrecy is a real problem, and there was indeed material in the leaks that
the people of the world, in my opinion, need to know about. However, it is quite difficult to say
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what types of unforeseen harm may have resulted from the leak of these documents. Either
way, I put much of the moral responsibility for making these documents public on WikiLeaks
and Assange rather than on Manning. It was WikiLeaks, not Manning, that benefited from
these documents (in terms of fame), while Manning is sitting in prison.
In addition to questions as to whether the documents leaked by Manning should have
been published in their unredacted form by WikiLeaks, the reputation of WikiLeaks has been
tarnished by Assange himself. In 2012, Assange took asylum in the Ecuadorian embassy in
London (where he has remained since) to avoid being extradition to Sweden to answer for rape
and sexual assault allegations from August 2010 (Blake, 2016). Although WikiLeaks and
Assange assert that the rape allogations are a smear campaign, and an attempt by the United
States and Sweden to have Assange extradited to the United States in regard to leaks of
classified documents, his own lawyers acknowledge that it would be easier for the United States
to have Assange extradited from the UK than from Sweden, so there is at least a perception that
Assange may be guilty of rape and sexual assault (Gibney, 2013).

Additionally, while

WikiLeaks presents itself as a transparency promoting organization, it has not always been
transparent about its own operation (Gibney, 2013). For example, it is far from clear as to
whether money being donated to WikiLeaks is being used primarily to keep the organization
running, or if it is being used for Assange’s legal defense in relation to the rape allegations, and
Assange at one point went as far as to attempt to require WikiLeaks staff to sign non-disclosure
agreements with a $19 million fee for leaking information about the organization (Gibney,
2013). Additionally, an argument can be made that WikiLeaks is being used by foreign powers
for their own political purposes. In July of 2016, WikiLeaks released close to 20,000 internal
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DNC emails that seem to show that the Democratic party establishment was not impartial in the
2016 Democratic presidential primaries and favored Hillary Clinton (Carroll, 2016). There is
circumstantial, but not conclusive evidence that Russian hackers may have been behind this
leak with the goal of improving Donald Trump’s chances in the 2016 presidential election
(Carroll, 2016).
Arguably, the people of the world are better off because of the availability of documents
released by WikiLeaks. However, the lack of redactions raises questions as to whether it is
ethical to make such information public without an ability to evaluate what forms of harm could
result to innocent individuals. Furthermore, Assange’s rape allegations along with the lack of
operational transparency within WikiLeaks has tarnished the image of both WikiLeaks and
Assange himself. I personally consider both Snowden and Manning far more noble characters
than Assange, but I also agree with Kwoka’s (2015) assertion that lack of transparency and
legitimacy is a major motivator for leakers, and if governments want to prevent deluge leaks,
more transparency is a likely solution.
File Sharing and Copyright Infringement as Activism
Up until now, this chapter has focused primarily on the actions of individual activists or
groups (in the cases of WikiLeaks and Anonymous) who have in one ways or another worked to
make society more transparent through whistleblowing and leaking of confidential information,
working to promote public access to relevant information in general (in the case of Aaron
Swartz), or by supporting those that have engaged in these forms of activism (as was the case
with Anonymous in regard to WikiLeaks). The focus now shifts to an evaluation of how peerto-peer file sharing and copyright infringement (along with those that enable this file sharing by
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providing software or platforms) can be seen as a form of activism.
In the discussion of how online activism is affecting the issue of copyrights, it is worth
discussing the degree online copyright infringement meaningfully challenges the institution of
copyrights. After all, in a sense online copyright infringement can be seen as both a form of
civil disobedience and also as a challenge to the ideology of property rights for culture.
Furthermore, copyright infringement provides an example of ordinary people taking an active
role in influencing the shape of technology and forcing powerful industries to dramatically
change their business practices in a way that dramatically changes the balance of power
between content publishers, artists, and consumers of culture. Additionally, the fact that the
“war” between “pirates” and the content industry has been going on and changing form for
decades demonstrates that social change can be a slow process and requires the public to remain
vigilant.
This is clearly a complex issue, and multiple dissertations could be written exploring the
cultural significance of “piracy” from many different perspectives. Obviously, this issue cannot
be discussed in depth in the context of this study. This current study entirely ignores the
complex relationships intellectual property “piracy” has had with content and publishing
industries in the centuries between the invention of the printing press and the advent of the
Internet at the end of the 20th century. Additionally, important international dimensions of the
issue, including dynamics between more developed and less developed nations, are unfortunately
beyond the scope of this dissertation. In this chapter, this dissertation limits the discussion of
“piracy” to a very brief history of the issue in the context of the Internet. Important aspects of
even this limited history are unexamined, such as the era when the recording industry and motion
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picture industry relied heavily on suing individual copyright infringers in an attempt to regain
control over the distribution of digital content. The concluding chapter of this project provides
more reflection on the significance of the issue of “piracy”.
In his book Digital Copyright Industry: A History of Digital Distribution, James AllenRobertson (2013) provides an in-depth history of online digital distribution of content. He
explains how digital distribution of content, in the context of copyright infringement, largely
destroyed earlier business models of the content industry, granted at least certain people (i.e.
those with reasonably fast Internet connections and the willingness to engage in copyright
infringement) the ability to access and share culture in ways that would previously have been
prohibitively expensive and technologically impossible, and led to widespread ideological
opposition to copyright laws. Additionally, he argues that digital distribution technology has
ultimately (at least in his perspective) led to a renegotiation of power dynamics and attitudes
toward information between content providers and consumers of digital content.
Allen-Robertson (2013, p. 39-40) begins his history of digital distribution of content back
to efforts to develop standards for compression of digital content beginning in the 1970’s, and
culminating in the original MPEG-1 standard (MPEG is an acronym for Motion Picture Experts
Group) in the early 1990s. Despite the fact that this technology was primarily being developed
for use by content industries, the MPEG-1 standard was meant to be an open standard, allowing
different studios using different systems to seamlessly share content with each other; and at the
time copy protection mechanisms were not considered necessary by these industry groups (p.
40). Although the final draft of the standard was not published until 1993, a nearly complete
draft was leaked to the public in 1991; and while private corporations were developing their own
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implementations of the standard (and not sharing their progress with each other), researchers at
UC Berkley’s computer science division developed a functional MPEG-1 decoder into the public
domain before the final standard was published (p. 40). Both MP2 and MP3 (with the MP3
format allowing for higher fidelity audio) were audio components of the MPEG-1 standard
(which also supported video decoding), and over the course of the 1990s, during the early years
of the public Internet, music fans and some artists began distributing music over the Internet in
MP2 or MP3 format (this was a time when the music industry was generating large revenues by
selling CD’s (Allen-Robertson, 2013, p. 40-41) (the Compact Disc standard that dominated in the
1990s did not use any form of encryption, thus making it trivial for commercial music to be
converted into MP3 format). In 1998, the first commercially available portable MP3 player, the
Diamond Rio, was released (Allen-Robertson, 2013, p. 43). At this point, the recording industry
began to take notice of this new form of music distribution and consumption, and filed an
unsuccessful injunction against Diamond Multimedia (the producer of the Diamond Rio) (p. 4344).
Before going on to describe some of the developments in distribution of digital media
over peer-to-peer (p2p) file-sharing networks, it is necessary to note that, for the purpose of this
dissertation, an in depth exploration of legal actions taken by content industries against early p2p
networks such as Napster and FastTrack (the network used by the Kazaa, Grokster, and
Morpheus clients) is beyond the scope of this dissertation due to space constraints. For most of
the 1990s, finding MP3 files on the Internet could be quite challenging, largely because search
engines of the time did not update their indexes in real time, and search engine links to MP3 files
were more often than not dead (i.e. the files were gone from the servers by the time users tried to
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access them) (Allen-Robertson, 2013, p. 45). I myself recall this frustration when trying to build
an MP3 library in the 1990s. In 1999, a program called Napster, which is generally credited as
the first peer-to-peer file sharing system, was released by two teenagers: technically minded
seventeen year old Shawn Fanning and an 18 year old “aspiring entrepreneur” named Sean
Parker (Lamont, 2013). Napster addressed the difficulties surrounding finding MP3 files by
building a network based partially on the IRC (Internet Relay Chat) protocol (Allen-Robertson,
2013, p.45). In other words, there was a centralized server that kept track of which users were
online (Allen-Robertson, 2013, p.45). The system worked by individual users selecting a folder
where they stored their personal music library; and when connected to the system, the personal
libraries of users were searchable by other users, and users would be able to download music
from other users who were currently online (Allen-Robertson, 2013, p. 45-47). A full discussion
of the lawsuit that ultimately led to Napster being shut down is beyond the scope of this
dissertation, but the company was ultimately held to be liable for contributory infringement
because of the centralized server model used to track users (Allen-Robertson, 2013, p. 54-56).
Napster was eventually forced to stop operating its system in February of 2001 (AllenRobertson, 2013, p. 57). Interestingly, before the RIAA (Recording Industry Association of
America) first filed for an injunction against Napster in December 1999, the service was quite
obscure, with fewer than 1.1 million users, but the media attention brought about by the lawsuit
attracted a wave of new users, and by the time Napster shut down its service, it had about 50
million users (Allen-Robertson, 2013, p. 54).
While at the time Napster was running its service, although it may have been culturally
associated with rebellion and empowerment of Internet users, Shawn Fanning and Sean Parker
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always saw the project with a business they hoped would eventually begin to bring them profit.
Allen-Robertson argues that while Napster was running its file sharing service, the hope was to
build a user base large enough to force the recording industry to negotiate with the company.
But he asserts:
...a key feature of Napster’s design was that it was centralised [sic, this is a British
spelling] around one controllable access point. This controllable point was seen
to be exploitable by John Fanning37 and Sean Parker, and was approached as such
in their hunt for investment capital.

The centralised architecture meant the

venture capital firms and BMG could cultivate aspirations of turning the user
activity of the Napster network into a profitable product. Had Napster been
allowed to continue on its intended trajectory, it is unlikely that it would have
remained a symbol of free-media revolution.

Instead, Napster would have

become the first step in the development of a mediocre business facing digital
media enterprise. (Allen-Robertson, 2013, p. 62-63).
Allen-Robertson argues that the true innovation was the MP3 format itself, and that had industry
forces implemented MP3 as a proprietary standard that enforced copyright ownership, Napster
could never have existed (Allen-Robertson, 2013, p. 63).
As just noted, although Napster may have marked the beginning of the era of peer-to-peer
file sharing, the intended goal of the project was to build a business, not to empower individuals.
Allen-Robertson argues that the GNUtella network, initially developed by Justin Frankel, that
marked the beginning of an ideological movement surrounding file sharing:

37 The brother of Shawn Fanning, and an early investor in Napster.
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As a programmer and music lover Frankel… took issue with the profit motive that
drove Napster Inc. Frankel approved of file-sharing as a way of empowering
people via the free flow of information, but disagreed with someone making a
profit from it. To Frankel, if you created a network like Napster, it shouldn’t be
about controlling the network, but doing everything possible to stop its control:
that was good karma. Of course, the Napster that controlled the network also
allowed it to form, it facilitated all of this sharing, but Frankel also saw that this
centralisation made it vulnerable to control and disintegration. (Allen-Robertson,
2013, p. 64)
Allen-Robertson describes how Frankel developed the original software for the GNUtella
network while working for AOL.

Unlike Napster, this network did not depend on any

centralized server; the network was entirely decentralized with other users themselves tracking
who was online and ready to share files. Frenkel first released the software on a website owned
by AOL, before AOL quickly took the program down when they realized what it was (AllenRobertson, 2013, p. 69-70). AOL did all it could to prevent Frankel from talking to the public
about the project; and although Frankel had hoped to release the source code to the project as
open source, this proved unnecessary, as the program he had released on the AOL owned website
was quickly reverse engineered, and the GNUtella project began being developed as open source
software (Allen-Robertson, 2013, p. 69-71). Allen-Robertson argues that although Napster may
have marked the beginning of P2P file sharing, it was the decentralized model of GNUtella that
would come to define the architecture of future P2P file sharing systems, and also marked the
beginning of P2P file sharing as a political movement (p. 74-75).
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Although the GNUtella network avoided legal liability because of its lack of a centralized
server, Allen-Robertson notes that because the GNUtella network was not very efficient and
wasn’t promoted by a company, it did not end up being the system that immediately stepped in to
take the forefront on the P2P scene after the demise of Napster. Instead, private investors had
worked on developing another decentralized P2P file sharing system known as the FastTrack
network which Allen-Robertson speculates most likely drew inspiration form the GNUtella
network, but implemented some major improvements (Allen-Robertson, 2013, p. 76-78). The
initial investors in the project released a P2P file sharing program based on the new protocol
known as Kazaa, and also licensed use of the FastTrack network to two other file sharing
companies. These private entities derived profit from the software by including advertising.
However, despite the fact that FastTrack was, technically speaking, decentralized, this did not
ultimately shield the companies profiting from the network from liability. The fact that there
were centralized companies profiting from the network made these companies vulnerable to
lawsuit. Allen-Robertson states that the years during which the FastTrack network operated
marked an era when private firms were attempting to make a business out of “piracy”, but as it
worked out, such a business would not be tolerated by the well established recording and motion
picture industries.
In 2003, a new protocol emerged that would transform file sharing (Allen-Robertson,
2013). This was the BitTorrent protocol, which was originally developed by Bram Cohen, and in
later years was dramatically improved by open source developers (Allen-Robertson, 2013).
Unlike the ideological development of the GNUtella network or the profit motivated FastTrack
network, Cohen was motivated by the fact that efficient distribution of information over the
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Internet was an interesting problem due to the fact that most users had far more downstream
bandwidth than upstream bandwidth (Allen-Robertson, 2013). The solution Cohen developed
was a system in which a large block of information (for example, a movie) is broken down into
multiple very small pieces. A group of users trying to get the data form a “swarm” in which
users simultaneously upload pieces of the larger block of data to others in the swarm, and
download pieces they do not yet have from other users. The rules of the protocol provide an
incentive to upload as many pieces as possible, as the more a user uploads, the faster the user
will be able to download pieces (Allen-Robertson, 2013). Allen-Robertson explains that while
the original protocol required some infrastructure (trackers which could coordinate users in a
swarm, and metadata files describing the information being shared), open source developers later
modified the protocol to make trackers non-essential and allow simple links to peers (magnet
links) to be opened rather than necessitating downloading a torrent file (the metadata) from a
website. Bittorent is not a single network; but rather is a protocol. For information to be shared
using Bittorrent, it requires a website either host torrent files or magnet links.
Allen-Robertson describes how what has become the most popular piracy-related
Bittorrent website, The Pirate Bay (www.thepiratebay.org), emerged as an ideological player
opposing copyright law, and has become a cultural and ideological symbol to both pirates and to
content industries. The Pirate Bay was an ideological effort from the beginning, being founded
by the Swedish think tank “The Piratbyran” (Swedish for “The Piracy Bureau”, a satirical take
on the Swedish copyright enforcement organization “The Antipiratbyran”, Swedish for “The Anti
Piracy Bureau”) (Allen-Robertson, 2013, p. 110). Over the years The Pirate Bay has been
running, there have been numerous attempts (some of them at least partially or temporarily
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successful) by the global content industry (especially the American content industry) to have The
Pirate Bay shut down or to block access to the site, and four administrators associated with the
site ended up receiving jail sentences and also being sentenced large fines (Allen-Robertson,
2013). The conviction of these four members in 2009, however, had the effect of dramatically
increasing interest in and votes for the Swedish Pirate Party (Allen-Robertson, 2013). Recall
from the introduction to this dissertation that Pirate Parties have, in recent years, emerged around
the world and have taken up a broader agenda than just intellectual property law reform and have
begun to address other Internet related issues such as privacy and network neutrality along with a
general social justice and anti-corruption platform.
The final three chapters in Allen-Robertson’s Digital Culture Industry (p. 132-200)
explores how the emergence of the file sharing platforms and technologies discussed above have
forced the content industry to change the way it does business and have led to a new digital
ecosystem in which the legal and infringing distribution systems have dialectically redefined the
way both “consumers” of media and copyright owners relate to each other. He argues that
because the content industry was so resistant to digital distribution in the early years of the 21 st
century, and because DRM systems on early commercial digital distribution systems were so
restrictive, members of the hacker culture, who were largely the same people both developing
and using the illegal file sharing networks, ended up playing a large role in defining how the
public expected to be able to engage with digital media (Allen-Robertson, 2013). Eventually,
while copyright owners continue to often focus on controlling how users can engage with media,
they have been forced to build systems that allow for the functionality that users of illegal file
sharing systems had come to expect, and have had to figure out ways of competing with illegal
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file sharing networks (Allen-Robertson, 2013). This has led to systems such as Valve Software’s
videogame sales platform called Steam, which uses a BitTorrent-like system to distribute
licensed content to users, and allows for Valve to continue to engage with both the product and
the users after the user has purchased a license to access the software (Allen-Robertson, 2013).
Additionally, digital distribution systems have led to the content industry losing control of
distribution, both in the context of illegal file sharing networks, and in the context of losing
control to the new gatekeepers of digital distribution platforms such as iTunes, Amazon, and
Steam (Allen-Robertson, 2013).
Free and Open Source Software as Activism
While copyright infringement can be seen as one type of challenge to the institution of
copyrights, Free and Open Source Software (F/OSS) along with the broader “copyleft”
movement represent another type of challenge to copyrights. Additionally, as will be discussed
shortly, some open source software is also relevant to the issues of privacy and transparency.
However, while software in general, and open source software specifically is relevant to the
primary issues addressed in this dissertation, the implications of open source software go much
deeper, and can be seen as very profound not only on the level of social change, but also
profound on a metaphysical and even spiritual level. Only later in the process of writing this
dissertation did I begin to think even deeper about the importance of software, particularly open
source software, as presenting a real opportunity for building a new society. I mentioned that at
points in this dissertation, I would be touching on what could be seen as spiritual issues. The
reason I am including this discussion is to provide a perspective on just how powerful and
influential computer software really is, and make a case that computer code can literally be
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understood as magick38 which can profoundly influence the world either for creating a more just
and livable world or for the purpose of generating private profit and maintaining the current
political economic order (although, as will be demonstrated in the discussion of open source
software, it will become clear that many times these tools can be used for both “good” and
“evil”). The argument I am about to make regarding software, particularly open source software,
as both a practical and spiritual tool for social change is rather complicated, and draws together
multiple seemingly unrelated topics. It also requires that I at least briefly describe and connect
ideas and perspectives from physics, technology, and occultism. Although this argument may be
hard to grasp, I believe it is of great importance.
In his 2006 book Decoding the Universe, Charles Seife argues that information is a
fundamental component of reality, as much so as matter and energy; and is as closely
interconnected with matter and energy as matter and energy are to each other (Seife, 2006). At
the same time, the phenomenon we call “consciousness” exists within what could be called
“physical reality”39. This raises the question of what consciousness is and why it exists at all. In
other words, why do we have subjective experiences of reality at all? This question is known to
philosophers of mind as the hard problem of consciousness. Anesthesiologist Stuart Hameroff
and physicist Roger Penrose (2014)40 have developed a model called “Orch OR” (an abbreviation
for “Orchestrated Objective Reduction”) which describes what they believe is the nature of
38 The spelling “magick” as opposed to “magic” is used by occultists to draw a distinction from performance
magic.
39 By “physical reality” I mean the universe or multiverse or whatever the highest level of existence is. I also
assume that consciousness is not exist separately from reality. This perspective is in contrast to the view of
“Cartesian dualism”, which states that mind/consciousness is fundamentally different from what could be
called material reality. Although I acknowledge this is an assumption, there is not time to provide a full
justification for this assumption.
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consciousness. In this model, units of what could be called “proto-consciousness” emerge when
the superposition of a “particle” undergoes self collapse (i.e. when a quantum superposition
collapses into a classical state with known properties through a process of “objective
reduction”41). They hypothesize that in the human brain (or brain of any other animal), units of
proto-consciousness emerge when structures called microtubules (which are proteins called
tubulin that are shaped as tubes) undergo self collapse, or “objective reduction”.

They

hypothesize that the large scale structure of the brain allows for a very large number of these
microtubules to undergo objective reduction in an organized fashion, and that these structures are
interconnected through quantum entanglement42. Thus the objective reduction is orchestrated by
the large scale structure of the brain.
The reason that I discussed Hameroff & Penrose’s theory is that it lends support to the
idea that consciousness is a fundamental component of reality, in the same way that matter,
energy, and information are components of reality. If this is true, consciousness is directly
connected to quantum information, which is a fundamental component of reality. Describing the
relationship between what could be called “classical information” (i.e. information consisting of
bits that have a value of either 0 or 1) and “quantum information” (i.e. information consisting of
qbits which, while in superposition simultaneously have a value of both 0 and 1 until the
40 This is just one of many papers these scientists have written describing their “Orch OR” theory.
41 In their theory this is different from the collapse of a quantum superposition that takes place when a
measurement is taken.
42 Quantum entanglement is a phenomenon in which two or more (in the case of the “Orch OR” theory many
more) particles which are not physically touching each other are interconnected and correlated with each
other. Albert Einstein, who was quite suspicious of quantum mechanics, dismissively referred to entanglement
as “spooky action at a distance”.
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superposition is collapsed) is beyond the scope of this dissertation. A relevant point is that
information can be programmed. As of 2016, while machines that process classical information
(i.e. classical computers) are quite well developed and understood, but the field of quantum
computing is still in its infancy (although progress in developing useful quantum computers is
occurring quite rapidly). If Penrose and Hameroff are correct, or at least on the right track in
their understanding of consciousness, a “mind” can be considered as something built from
quantum information.

And if quantum information can be processed by computers, we could

perhaps say quantum computer programming is literally programming consciousness, or what
could be called “spirit”. And although the field of quantum computing is still in its infancy, even
programs running on classical computers that process binary information (which can also be
understood as a fundamental component of reality as described by Seife) can be understood as
manipulating reality on a fundamental level for a specific purpose.
At this point, the reader is most likely wondering how the above discussion is relevant to
this dissertation. Before the point I am trying to make becomes clear, it is necessary to draw on
another seemingly unrelated perspective from occultism. In his book Magick in Theory and
Practice [Book 4 (Liber ABA) Part III], 20th century occultist Aleister Crowley states that
“Magick is the Science and Art of causing Change to occur in conformity with Will” (Crowly,
1930, p. xii). Because computer programs very directly cause change in conformity with will
(computer code directly manipulates a fundamental component of reality for a very specific
reason and has a very specific result), to me it seems self evident that computer programming is a
powerful form of magick. Indeed, when I was younger and had more free time, I was a rather
serious computer programming hobbyist, and although at the time I did not identify as a pagan or
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occultist, writing computer code made me feel very empowered.
Today, the most complex computer programs are the product of the collaborative work of
many people. And in the case of open source software, the code for projects is made publicly
available so it can be edited and improved by anyone with the desire and ability to do so.
Furthermore, in the era of the Internet, the impact of computer code can have impact that goes
far beyond affecting the machine it is running on. More and more aspects of human experience
are being controlled or influenced by networked computer code. For this reason, the ability for
ordinary people, independent of government or corporate powers, to view, evaluate, and modify
this code arguably provides at least a certain level of agency to the public to shape the algorithms
and systems that are increasingly defining many aspects of the human condition. In the context
of the above discussion of computer code literally being a form of occult magick, the ability of
ordinary people to evaluate and modify the code that is defining many aspects of our lives
arguably has the ability to democratize society by changing the ordinary citizen from someone
who has little agency in regard to being manipulated by the magick of others to someone who is
magickaly empowered to have a say in the systems that control so many aspects of our lives.
The above discussion about computer code as magick is probably the most abstract and
metaphysical portion of this entire dissertation, but it provides a perspective that is useful for
illuminating the significance of open source software for a more democratic society. Having
offered a very abstract, or even “religious” perspective of the significance of software in general
and more specifically open source software, it is important to bring the discussion back to a more
practical level (although the understanding of software as magick remains relevant to this entire
discussion of open source software).
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The perspective of open source software, and the production of open source software
being a powerful tool for social change connects all the way back to the introduction of this
dissertation, specifically to the perspectives presented by Rushkoff (2012) and Benkler (2006).
Recall the discussion in the introduction on Rushkoff’s concept of “playability”, and how he
suggested that different media environments have different levels of “playability”. To refresh the
reader’s memory, various mediums can offer people different levels of “playabilty”, or ability to
interact with the medium in various ways ranging from “player” (lowest level), to “cheater”, to
“author”, and finally to “programmer”. While proprietary, closed source software prevents users
from reaching the highest level of playability (i.e. that of the programmer), open source software,
especially in a networked environment where people can collaborate with others, allows for
people to utilize information technology in the most “playable” fashion, as a programmer.
Rushkoff suggests that the high playability offered by a networked digital environment enables
people to redefine or challenge fundamental social institutions such as corporatism or centralized
currency (when digital currencies such as Bitcoin are discussed later in this chapter, it will
become more apparent how this is playing out in the real world). This perspective is consistent
with my perspective of programming as a form of magick, and of large open source projects as
collaborative magick that have the ability to change the world in profound ways.
Also recall from the introduction of this dissertation the discussion of Benkler’s The
Wealth of Networks (2006), in which Benkler argues that we are transitioning from an “industrial
information economy” in which information and culture are produced by centralized entities
(such as corporations and governments) to a “networked information economy” (in which
ordinary people play a much more active role in the production and distribution of information
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and culture). The introduction also discussed three contested levels of “institutional ecology”
(the interaction between laws, social norms, and human behavior) that will be important in
shaping the future of the digital information environment: what he calls the physical layer, the
logical layer, and the content layer (Benkler, 2006).

Although people who participate in

developing open source software may not be able to directly affect laws affecting the physical,
logical, and content layers, they certainly can develop tools that affect the dynamics on all three
of these levels (some of the ways ordinary people either are or have the potential to shape these
three levels were discussed in the portion of the introduction that presented Benkler’s ideas).
This is also consistent with my perspective of open source software projects as collaborative
magick that has the potential to change the world.
Yet another book that presents a perspective that meshes well with my perspective of
computer code as magick, but discusses the issue on a more concrete, down to earth level (and
also uses language that is not nearly as metaphysical and religious in nature) is Lawrence
Lessig’s Code: Version 2.0 (2006)43. One of the major themes in this book is how code regulates
behavior in an online environment.

He argues that this code can produce either socially

favorable or unfavorable results. He goes as far as to assert that code is a type of “law” in an
online environment, and argues that in many cases, open source code can make this “law” more
democratic by adding transparency and giving the public more ability to participate in defining
the code/law. Again, this connects very well with my perspective of computer code as magick
that has the power to cause real change in the world.
Having discussed open source software (and to an extent software in general) from both a
43 The subtitle “Version 2.0” refers to the fact that this book is an updated and modernized edition of Lessig’s
1999 book Code and Other Laws of Cyberspace.
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metaphysical perspective and a broad sociological perspective, it is necessary to bring the
conversation down to a more practical level, discussing exactly what open source software is,
how it relates specifically to the issues addressed in this dissertation, and to provide specific
relevant examples of how various open source projects are affecting the real world.
One of the reasons why discussing free/open source in the context of the issues being
explored in this dissertation is simply because a large subset of open source software has
significant potential to enhance or compromise both privacy and transparency. Additionally,
open source software has significant implications for the issue of copyrights, both because the
open source model, while it exists in the context of the current copyright system, offers an
alternative to exercising the exclusive rights offered by copyright law. Additionally, a variety of
tools that enable copyright infringement have been developed as open source software. As will
be seen in the discussion of Tor and Bitcoin, open source software also forms the basis of new
systems that could have major world changing significance.
Although Laurent (2004, p. 8) admits this is not a full definition of open source software,
he identifies what he sees as the three principles most important to the definition:

“...open

source licenses must permit non-exclusive commercial exploitation of the licensed work, must
make available the work’s source code, and must permit the creation of derivative works from
the work itself”. Laurent notes that these three aspects of the definition of open source software
are also part of the full 10-point definition of open source software provided by the Open Source
Initiative (OSI) (Laurent, 2014, p. 8-11). In other words, open source software is software with
licensing which permits users to use the software however they want, and includes the source
code so that users may modify the code in order to meet their needs. Some open source licenses,
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most famously the GNU GPL license, also mandate that derivative works based on a piece of
open source software be released under the same licensing terms (Laurent, p. 34). Licenses with
this type of “restriction” can be seen as “viral”, as the lead to more works being created with an
open source license.
Before discussing how various open source projects can be seen as forms of activism (i.e.
open source projects with significant implications for the issues this dissertation focuses on), it is
worthwhile providing a brief history of the development of what could be called the Free and
Open Source Software movement. Also, it is worthwhile discussing the ideological differences
between what could be called the “Free Software” camp and the “Open Source Software” camp.
For purpose of readability, this dissertation has primarily used the term “open source software”
as opposed to “free software” because, as will be seen shortly, in terms of actual licenses, the two
terms for the most part refer to the same software. However, there are important ideological
differences between those who identify with the “free software” movement as opposed to the
“open source software” movement which will also be discussed shortly.
The beginning of the “free software” movement (this eventually evolved into the “open
source software” movement, but the term “free culture” is still useful for ideological reasons) can
be credited almost exclusively to Richard Stallman, although his experiences of the early culture
among computer software developers had a profound influence of his ideals. Williams and
Stallman (2010) explain that while working for the Artificial Intelligence lab at MIT during the
1970s and into the early 1980s, Stallman was exposed to a culture in which there was a norm and
expectation that “hackers” (in this context simply people who like to come up with novel
solutions to problems using technology) freely share their computer code with each other; if a
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piece of code was useful, it should be shared. By the early 1980s, Stallman was becoming
increasingly frustrated with the way various corporate entities were restricting access to their
code for commercial gain. Stallman saw this as frankly bad for the users of software because
they no longer had the freedom to access and modify code as they needed; and also immoral, as
Stallman believed in sharing. A key event that got Stallman thinking about these issues is when a
new printer at MIT’s AI lab came without code for the software components of the system, and
when Stallman asked someone at Carnegie Mellon who had access to the code for the code, he
was refused because the worker at Carnegie Mellon had signed a non-disclosure agreement
(Williams and Stallman, 2010).
By 1984, Stallman had become so frustrated by the way proprietary software was
infiltrating the MIT AI lab, including cases where corporations had modified code others had
written and given away for free and refused to make the modified code freely available, Stallman
left the MIT AI lab (Williams and Stallman, 2010). He began work on recreating aspects of the
UNIX operating system in a project called GNU (a recursive acronym for “GNU’s Not Unix),
which he intended to make freely available, code and all, to the public (Williams and Stallman,
2010).

These software components were released under terms similar to the GNU GPL

discussed above (i.e. any modifications of GNU programs had to be made freely available to the
public under the same terms as the original) (Tai, 2001). In 1985, Stallman founded the Free
Software Foundation (FSF) (Free Software Foundation, n.d.). Interestingly, while the GNU
project ultimately intended to provide a completely functional UNIX-like system, the actual
kernel for the operating system was created independently of the GNU project by Linus
Torvalds, which was called Linux. The Linux kernel was released under the GNU GPL in 1991,

301

and was integrated with the GNU code base, resulting in the GNU/Linux operating system
(usually referred to simply as Linux) (Williams and Stallman, 2010). The FSF had been trying to
develop their own operating system kernel for the GNU project, but the project ran into
numerous delays and the Linux kernel became available to build a complete operating system
when coupled with the GNU software stack before the FSF could finish development of a GNU
Kernel. Stallman began using the term “Copyleft” to describe the terms of various GNU licenses
after he had read a bumper-sticker that read “Copyleft (L), All Rights Reversed” (Williams &
Stallman, 2010, p. 129). In this way, Stallman’s view that computer code should be free of
proprietary control is intellectually connected to a larger perspective that culture should be free
to share. In 1989, the GNU licenses were unified into one coherent license, the GNU GPL (Tai,
2001).
While Stallman’s motivation for working on the GNU project, forming the Free Software
Foundation, and founding what he called the “Free Software Movement” for the ideological
purpose of maintaining computer code as a publicly accessible resource that could not be
privatized by entities creating derivative works, a new thread of thought was emerging in regard
to GNU GPL type licenses (some competing licenses, as noted earlier, did not require derivative
works to be released under the same licensing terms, and thus were not viral). The fact that the
Linux kernel was developed independently of the GNU project (even though it was released
under the GNU GPL) proved to be a significant factor in what ultimately became a schism
between the free software camp and the open source software camp (Williams and Stallman,
2010). Torvalds’ decision to release the Linux kernel (which, as noted above, was combined
with the GNU software stack developed by the Free Software Foundation in order to offer a
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complete operating system) under the GNU GPL license was not guided by the ideologies of
Stallman and the FSF, but rather because he simply believed this form of licensing would allow
him to distribute the kernel widely and allow for a large number of others to easily contribute to
the project (Williams and Stallman, 2010). The FSF is ideologically focused on simply making
free (free meaning the code is available for modification, Stallman himself clarifies that the
“free” in “free software” refers to “freedom”, or “free as in speech” as opposed to “free as in
beer”) alternatives to commercial software, but largely develops software in a hierarchical
manner as an organization (Williams and Stallman, 2010). Torvalds, on the other hand, believed
that licensing under the GNU GPL could lead to a new model of distributed software
development (Williams and Stallman, 2010).
Linus Torvalds did not object when private corporations offered GNU/Linux distributions
bundled with proprietary software. In fact, he saw it as a positive thing, and thought it was also a
positive development that private corporations were finding ways to build businesses around
free/open source software licensing, although, in the early 1990s the term “open source” was not
yet in use (Williams and Stallman, 2010). Despite the fact that Linus Torvalds did not subscribe
to the same ideology as Stallman (i.e. believing non-free software is socially harmful), the
existence of the GNU/Linux operating system had the effect of making development under the
GNU GPL much more mainstream (Williams and Stallman, 2010). Williams and Stallman
(2010) explain that Torvalds and others in his generation, unlike Stallman, had grown up using
proprietary software, and did not see it as particularly problematic. However, the GNU/Linux
operating system provided an environment which allowed this new generation to use their
technological skills in developing the system, and exposed these people to the GNU GPL
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(Williams and Stallman, 2010). However, the growing body of GNU/Linux developers were, in
general, primarily concerned with collaboratively developing powerful software rather than
protecting what Stallman saw as fundamental user freedoms (Williams and Stalman, 2010).
Another prominent free/open source software developer around the time was Eric
Raymond. In 1997, at the Linux Kongress in Germany, Raymond gave a speech entitled “The
Cathedral and the Bazaar”, in which Raymond argued against the centralized management style
of the Free Software Foundation (and presumably proprietary software developers) which he
likened to a “cathedral”; and he argued that the decentralized development that was taking place
in the larger GNU/Linux was more akin to a “Bazaar” and ultimately led to the development of
superior software (Williams and Stallman, 2010, p. 163-164).

This speech represents the

growing gap that was developing between the two camps in the free/open source software
movement. In 1998, when Netscape’s web browser was losing market share to Microsoft’s
Internet Explorer, they decided to make their source code open in hopes of building a web
browser that could better compete with Microsoft (Williams and Stallman, 2010, p. 165) (this
code base would eventually develop into the Mozilla browser and later the Mozilla Firefox
browser).
After Netscape opened up the code to their browser, many in Raymond and Torvalds’
camp placed more emphasis on encouraging more players in the corporate world to open up their
code. They found that the term “free software” (the term “open source” still had not been
introduced) was problematic to corporate actors, as they understood the word “free” as meaning
“without cost” as opposed to, as Stallman liked to explain, “free as in freedom” or “free as in
speech” (Williams and Stallman, 2010). Later in 1998, Tim O’Reilly (founder of the O’Reilly
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publishing company) hosted a conference called “the Freeware Summit” (Williams and
Stallman, 2010, p. 166). Significantly, Stallman was not invited to this conference (p. 166).
Although O’Reilly claims his failure to invite Stallman to the conference wasn’t a “snub”, he had
recently argued with Stallman over email, with Stallman taking issue with O’Reilly charging
money for software manuals for free/open source software (p. 166-167). At this conference, the
term “open source software” as an alternative for “Free Software” was proposed, a vote was
taken, the term “open source” won, and the term “open source” began being widely used
(Williams and Stallman, 2010, p. 167-168). Later in 1998, Eric Raymond founded the Open
Source Initiative, an organization with a much more pro-business agenda than the FSF (Williams
and Stallman, 2010, p. 170). The schism between the “free software” camp and the “open source
software” camp was complete. At least in terms of language, the term “open source” has clearly,
as of 2016, won out. However, this does not mean that many developers and users of open
source software do not value Stallman’s ideals.
Although Stallman (2016) acknowledges that most software that could be classified as
“open source” would also be classified as “free software” (even when non-viral licenses were
used), he argues that for both ideological and practical reasons, it is useful to make a distinction
between the “open source software” movement and the “free software” movement; and argues
that the “free software” movement has superior ideals. Stallman asserts that “Open source is a
development methodology; free software is a movement” (Stallman, 2016). In other words,
while Stallman agrees that the methodologies of open source can indeed produce high quality
software, he believes that the open source camp misses the most important reasons for making
source code free/open.
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He believes that use of language is important, because for free/open source software to
have an effect on the ideologies that software should promote user freedom, people need to be
educated about the way non-free software is a social problem (Stallman, 2016). This mirrors
arguments made in Lessig’s Code 2.0 (2006), which makes the argument that code is a form of
law in a networked environment, and if law is not transparent (i.e. the code that governs various
aspects of human behavior), a democratic information environment would be hard to achieve.
This also makes sense in the context of my description of code as magick. If the Internet and the
devices people use to connect to the Internet are controlled by code that users can neither see nor
modify, it can be argued that the elite groups that control this code have significant power to
magickly transform the world to suit their interests at the expense of the ability of the larger
public.
Stallman acknowledges that in practice, most open source software could also be
classified as free software; but notes a couple important exceptions. First, he notes that some
“open source” licenses wouldn’t meet the criteria of “free software” licenses, and gives the
example of the “Open Watcom” license “does not allow making a modified version and using it
privately”, but notes “Fortunately, few programs use such licenses” (Stallman, 2016). He argues
that a more important case where “open source” software would not be classified as “free
software” is in cases where hardware devices are powered by open source software are unable to
operate properly if a user attempts to use a modified version of the software on the device, and
gives the example of Tivo (an early digital video recorder) and many devices running the
Android operating system (Tivo boxes were powered by Linux, and Android is built on top of the
Linux kernel) (Stallman, 2016).
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Although Stallman acknowledges that very often developers and users in the free
software and open source camps produce the same result, he argues that because members of the
open source camp are more interested in powerful and reliable software, they will be more
willing to used proprietary software if it is powerful and reliable; and because Stallman sees nonfree software as a social problem, this is problematic. He goes on to argue that if all “open
source” developers are interested in is reliable and powerful software, these people will often use
the methodology of open source development for bad purposes, and gives the example of
developers building an “open source” Digital Rights Management (DRM) system that restricts
the freedoms of users (Stallman, 2016) (reasons why DRM can be considered harmful were
explored in Chapter 3). While the term “open source” made free/open source software more
appealing to businesses, Stallman argues that corporate entities who have adopted open source
software into their business model do not truly value “freedom”, and are likely to undermine the
goals of the free software movement by including proprietary components into their products
(Stallman, 2016).
The reader of this dissertation will notice that I generally use the term “open source”
rather than “free software” in this dissertation. This is partially simply because of convention;
the term “open source” is now used more frequently then the term “free software”. Additionally,
I believe that it is worth discussing open source software both in contexts where it is created
explicitly with the ideology of free software and in other contexts. As I mentioned above, just
because the term “free software” is no longer used as often as it once was, many ordinary people
who contribute to open source projects likely implicitly have some of the values that Stallman
supports. I personally only partially agree with Stallman’s critique of the “open source camp”.
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In my view, corporate adoption of open source software can be seen from more than one
perspective. It can be seen as corporations deriving private profit from the voluntary labor of
contributors to open source projects. It can be seen as the private sector coopting what was
originally a progressive social movement (i.e. corporate utilization of open source largely
undermines any positive impact the free software movement may have hoped for). But it can
also be seen as a larger portion of the public (those with the technical ability and motivation to
contribute) having the ability to shape the software systems that increasingly interact with and
regulate our lives. Additionally, how does Stallman’s view that non-free/proprietary software is
a social problem relate to the perspective of software (and media) “pirates” who believe that
property rights on digital goods are bogus, and see themselves as protesting these bogus
“property rights” by using pirated versions of proprietary software such as Microsoft Windows?
In my view, the perspectives of the pirates, the perspectives of the free software camp, and the
perspective of the open source camp all have merit. Recall that in the introduction of this
dissertation Yochai Benkler’s book The Wealth of Networks (2006) was discussed; a major
portion of Benkler’s argument was that the ability of individual people to participate in both
software and cultural creation enabled by information technology in itself could help make
society more democratic and productive. This seems to be compatible with both the perspective
of the “free software” camp (which emphasizes democracy and the ability to participate), and
that of the “open source” camp (which emphasizes productivity).
Before going on to discuss specific open source software projects which have relevance
to the issues discussed in this dissertation, it is worth while noting how free and open source
software connects to the larger “free culture” movement. Discussing this topic in depth would
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require significant space, so I only want to comment on a few relevant points. First, as noted
above, Stallman himself was influenced to use the term “Copyleft” after seeing the term used on
a bumper sticker, implying that even in the early 1980s before Stallman started using free
software licenses for the GNU project there was already at least some social awareness of how
copyrights can have a detrimental effect on diffusion of culture, and this was at the very dawn of
the era of the personal computer, and long before most people had access to ARPANET (the
government funded network that evolved into the modern Internet). Additionally, as noted
above, Stallman takes issue with DRM systems that prevent free access to data, implying that he
cares about free flow of information in a broader context than just software. Actually, as I
learned through my interest in pagan religious traditions, a variation of “Copyleft” (spelled
Kopyleft) first appeared in the cult classic religious text of the Discordian 44 religion. The text is
known as Principia Discordia (Hill, 1965), which, rather than a typical copyright notice,
contained the text “Kopyleft” (preceded by a K in a circle), and the phrases “All Rights
Reversed”, and “Reprint what you like”.

Having been written in 1965, long before most

ordinary citizens had access to computers, this demonstrates that as early as 1965, even before
the Copyright Act of 1976, people were thinking critically about copyrights. It is clear by the
writings of Lawrence Lessig, the founder of the Creative Commons initiative to offer alternatives
to traditional “All rights reserved” copyright licenses on content (this was discussed in Chapter
5, and as mentioned earlier in this chapter, Aaron Swartz was a major player in developing the
technical aspects of Creative Commons licenses) such as Free Culture (2004) and Code 2.0
44 Discordianism venerates the Greek goddess Eris (whom the Romans called Discordia), a goddess of chaos and
disorder. Modern pagans tend to consider her more of a trickster goddess, and view her in a more positive
light than did the Greeks or Romans. For insight into why the term Kopyleft (the K is short for Kallisti, ancient
Greek for “The Prettiest One”), look into the myth of Eris and the golden apple.
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(2006) that he has been heavily influenced by the free/open source software movement, and it is
not much of a stretch to speculate that open source licenses inspired Creative Commons licenses.
Now that the topic of open source software has been discussed from a metaphysical
perspective, a sociological perspective, and a historical perspective (which also connects the
phenomenon to a broader “free culture” movement), the conversation shifts to how specific open
source projects may be having a positive impact on issues discussed in this dissertation. And in
the context of Bitcoin and other open source cryptocurrencies, broader social implications are
also discussed. Due to space constraints in this dissertation, some important and relevant pieces
of open source software will either go unmentioned or receive far less attention than they
deserve. There is truly a vast array of open source software, much of which has implications for
the issue of copyrights beyond simply being open source software, has the ability to enhance
privacy and/or transparency, and even, to a limited extent has potential effects relating to the
issue of network neutrality, and a comprehensive survey would most likely be impossible in a
doctoral dissertation of any reasonable length.
As discussed earlier in this chapter, open source software has been significant for
enabling copyright infringement (for example, much of the development around the GNUtella
and BitTorrent protocols occurred in the context of open source implementations). In cases
where open source projects are instrumental in enabling copyright infringement, it seems likely
that many involved in these projects see an ideological connection between free/open source
software and a larger freedom of information agenda. However, the same can be argued in
relation to open source developers of privacy tools. This chapter has already, to a limited extent,
discussed how software enabling copyright infringement has altered expectations on the parts of
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media “consumers” on how they can engage with media, and has also forced the content industry
to adapt. The conclusion will further consider the social significance of “piracy” and the
software and networks which enable it.
Encryption has relevance to both the issues of privacy and transparency. Obviously,
encryption protects privacy by allowing normal people to encode their communications in a way
that prevents the prying eyes at Google or the NSA or any other private entity from easily
deciphering the contents of the communication. Cryptography also is important for the purpose
of transparency, because it helps protect the privacy of whistleblowers when communicating
their leaks (this can be seen in the case of WikiLeaks, which protects the communication of
informants with encryption, along with the SecureDrop whistleblowing system described above
that was originally developed by Aaron Swartz as DeadDrop near the end of his life. One of the
most important encryption protocols for those concerned with the privacy of their personal
communication is PGP (which stands for Pretty Good Encryption), which was originally
developed by Phil Zimmermann, a privacy and anti-nuclear weapons activist, in 1991 (Garside,
2015).
Zimmerman’s motive for developing PGP was ideological, as he was concerned about the
ability of the federal government to intercept electronic communications (Garside, 2015). He
distributed both the program and the code online (Garside, 2015), although it is not clear what
sort of license was used at the time. PGP uses public key cryptography (in which users have
both a public and private cryptographic key) to encode text. In the 1990s, the United States
government strongly opposed cryptography software being made available to people in other
nations, and when it became clear that PGP had become available outside the United States,
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Zimmerman was investigated by the United States government for exporting of munitions (at the
time strong encryption was considered a munition by the government), although the case was
eventually dropped (Garside, 2015). Zimmermann came up with a creative solution to the
problem of distributing the code for PGP. Although encryption software was itself considered a
munition that could not be exported, code itself was deemed to have First Amendment
protection, so Zimmerman published the entire printed source code to the project as a book in
1995 (Zimmerman, 1995). Today, PGP has been developed into an open standard (OpenPGP),
and open source versions of PGP software, such as GnuPG (GNU Privacy Guard) are available
for free download (https://www.gnupg.org). Zimmerman continues to develop privacy software
and systems through his company Silent Circle, and although this is a for profit venture,
Zimmerman says his primary motive is still activism (Garside, 2015). In 2015, stating fears that
he would be required by the US government to install back doors into his company’s privacy
solution, Zimmerman decided to relocate his company to Switzerland (Garside, 2015).
Tor (which stands for The Onion Router), another open source project, is a system that
has implications for both privacy and transparency, and goes beyond mere encryption. The Tor
software (usually used in the form of the Tor Browser Bundle, which can be downloaded from
https://www.torproject.org/projects/torbrowser.html.en) uses a combination of multiple layers of
encryption and indirect routing of traffic between network participants both for the purposes of
allowing users to use the Internet anonymously with their traffic encrypted and allowing for the
hosting and access of Tor hidden services, which are essentially web pages that can only be
accessed using the Tor software which are located on hidden servers (i.e. the location where the
hidden services is hosted is unknown even to users accessing the service). Clearly, this system
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has the political significance of offering privacy tools to users, allowing users to avoid
surveillance, and also has political significance as hidden services have the potential to be used
to promote transparency. For example, they can be used for hosting dissenting political content,
and the SecureDrop software (discussed above in the context of Aaron Swartz) uses Tor hidden
services. Tor has also proven to be an invaluable tool for WikiLeaks (Smith, 2013b). The topic
of Tor hidden services will come up again later in this chapter when discussing Darknet markets.
As noted in Chapter 1, the NSA has a program aiming to exploit weaknesses in the Tor network
to spy on Tor users.
One thing that makes Tor especially interesting is that, despite the fact that the software
provides privacy protection to users, some of whom are engaged in behaviors not approved of by
the US government (whether it be whistleblowing or using the network to purchase illegal goods
or services on a Darknet market), the system has also proven to be an asset for the United States
government and for law enforcement (Smith, 2013b).

In fact, the system was originally

developed by the US military for the purpose of hiding the identity and communications of
government agents involved in intelligence gathering, and law enforcement agents themselves
often use Tor in order to investigate potentially illegal activities being engaged in over the
network (Smith, 2013b). However, despite the fact that Tor is being used in ways that authorities
in the US government or military officials may not approve of, Smith (2013b) argues that the
network would be useless for intelligence gathering if government agencies were the only people
able to use the system because the diverse array of uses and users helps protect the anonymity of
other users and makes uses of the network ambiguous (i.e. it cannot be assumed that just because
a user is using the Tor network she is necessarily affiliated with a federal agency, or for criminal
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purposes) (Smith, 2013a). The Tor project acknowledges the contributions (both financial and in
terms of contributing to development) of a broad array of players, and past and current sponsors
include government agencies, corporate interests, and non-profit organizations including EFF
(the Electronic Frontier Foundation), Human Rights Watch, “US Department of State Bureau of
Democracy, Human Right, and Labor”, DARPA, and the National Science Foundation among
others (https://www.torproject.org/about/sponsors.html.en).
VPN services provide yet another tool for privacy. A VPN is essentially an encrypted
proxy service that simultaneously hides a user’s identity and location while also encrypting the
user’s traffic. Various software used to provide VPN services is open source, such as OpenVPN
(https://openvpn.net). Because VPNs are more than just software (they are services), various
providers of VPN services have different motivations (some providers are doubtlessly providing
VPN services as a business, while others are more activist oriented even if the services are not
offered for free). Additionally, different VPN service providers engage in different practices in
order to protect the privacy of their users (relevant variables include what sort of logs, if any, are
kept, and whether the provider is located in a jurisdiction in which information about users can
be obtained via a subpoena). AirVPN (https://airvpn.org) identifies itself as “A VPN based on
OpenVPN and operated by activists and hacktivists in defence [sic] of net neutrality, privacy and
against censorship”. VPN services and Tor operate in different ways, and while both offer a
level of protection, a user can even better protect her privacy by using Tor and a VPN at the same
time (MacKenzie, 2016). A full discussion of the relative advantage of connecting to Tor
through a VPN or connecting to a VPN through Tor is unfortunately beyond the scope of this
dissertation.
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The next open source project discussed here is Bitcoin (along with other digital
currencies). Before continuing the discussion of Bitcoin and other digital currencies, a quick
note on style is necessary. This section of the dissertation was written over a rather long period
of time, especially considering that developments relevant to Bitcoin are occurring quite rapidly.
For this reason, footnotes are used to clarify when the state of affairs in relation to this topic has
changed since the initial writing of this section. This stylistic decision is particularly relevant in
regard to the discussion of the block size limit debate.
In the context of open source software, the advent of virtual currencies such as Bitcoin is
significant and worthy of analysis because these systems may potentially have impacts that
include, but go beyond, the issues of copyrights, privacy, and transparency; and may also have
the potential to lead to larger social and political-economic changes45 46. One thing that makes
Bitcoin and similar projects so interesting is that beyond their implications for intellectual
property (as an open source project), privacy, and transparency (both potentially positive or
negative), is the fact that these projects have the potential to completely transform or replace
existing macroeconomic institutions such Fractional-reserve banking and the entire existent
monetary system.
Bitcoin and other digital currencies have the potential to completely circumvent central
45 For the purpose of full disclosure, I have a modest amount of Bitcoin and often exchange dollars for Bitcoin (as
Bitcoin seems to generally outperform US Dollars, Euros, or Gold), and therefore have a vested interest in the
future of the cryptocurrency. I also have modest amounts of Ether (the currency unity of the Ethereum
network) and Monero (two other cryptocurrencies).
46 This discussion of Bitcoin was written over an extended period of time. However, new developments relating
to this digital currency occur very rapidly. For this reason, dates are noted when discussing developments, and
at times it has been necessary to add footnotes to note developments that have occurred since the time of the
original writing.
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banks and allow cheap transactions that cannot be censored (for example, organizations such as
WikiLeaks can accept Bitcoin donations even if financial institutions refuse to process payments
to WikiLeaks). The implications for transparency are twofold. First, because the software is
open source, anyone with sufficient technical knowledge has the ability of deciphering exactly
how the Bitcoin monetary system works. Second, as will be discussed in more detail shortly, the
system is built around a public ledger, this offers a degree of financial transparency regarding
economic transactions while still providing users the ability to remain pseudonymous so long as
they exercise proper security measures. Additionally, the disputes and politics between various
stakeholders in Bitcoin may provide insight into whether this attempt at an open source monetary
system can ultimately prove to be more democratic. On the other hand, it is also necessary to
explore the possibility that virtual currencies are likely to sustain or even exacerbate the harmful
effects of existing capitalism within the context of a different monetary system. Answering these
questions regarding virtual currencies in a comprehensive manner would require another
dissertation in its own right. For the purpose of this dissertation, a brief survey of these issues
will have to suffice.
In 2008, an anonymous computer programmer using the pseudonym Satoshi Nakamoto47
released a paper called Bitcoin: A Peer-to-Peer Electronic Cash System (Nakamoto, 2008). In
this paper, Nakamoto lays out the basic details of how what would ultimately become the Bitcoin
network would operate. While only eight pages long, the Satoshi paper is highly technical. It
describes Bitcoin as an electronic cash system that operates over a peer-to-peer network. New

47 As of 2016, the true identity of the person going by the name Satoshi Nakamoto remains unknown despite
intense speculation and investigation; s/he disappeared from the Bitcoin development community in Spring of
2011, and has not been heard from since (N.A., 2016).
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Bitcoins are added to the system by miners who verify transactions (thus, in the act of 'mining' 48
Bitcoin, network participants both verify transactions and are paid with new Bitcoin which allow
the Bitcoin economy to exist). The Satoshi paper also explains that there is a limit to the total
number of Bitcoins that will ever exist; and explains that after this limit is reached, transaction
fees alone will act as an incentive for miners to continue mining. The maximum number of
Bitcoins that will ever exist is 21 million, and the rate at which new Bitcoins are created slows
down with time (Scholer, 2016). In this way, Bitcoin differs from state issued currencies in that
it is inherently deflationary rather than inflationary (if adoption and use of Bitcoin continues to
grow, the currency should become more valuable over time rather than losing value because of
the guaranteed limited supply. At the heart of the system is a public ledger of every Bitcoin
transaction that has ever taken place known as the Blockchain; miners earn Bitcoin by verifying
the integrity of transactions on the Blockchain (Scholer, 2016).
One feature that makes this system different from other monetary system is that (at least
in theory) there is no central authority analogous to the Federal Reserve that controls monetary
policy. Rather, the system is built around a protocol implemented in open source software.
Because the system is essentially an elaborate peer-to-peer network 49, Nakamoto conceptualizes
Bitcoin as a system where participants are able to send non-reversible payments directly to each
other over the Internet without the need for a financial institution in a way that had not been
48 In the Satoshi paper, Nakamoto uses the term “nodes” as opposed to “miners”. On the current network, not all
nodes are miners. Nodes play important roles in the network, such as storing copies of the Blockchain; but
only miners do the cryptographic work to verify transactions and only miners are awarded with newly created
Bitcoins.
49 A network formed by individual participants that connect directly with each other rather than through a central
server.
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possible before, thus he imagined Bitcoin as “digital cash” (Nakamoto, 2008). Nakamoto argues
that another advantage of this new system is that, if used while adhering to certain best practices,
this system has the potential to offer better financial privacy than the current financial system.
He notes that the transactions are managed by a decentralized system, rather than through a
centralized financial institution that knows everything about their clients' transactions
(Nakamoto, 2008). Nakamoto further explains that while the Blockchain is a public ledger
(which in a way makes the system quite transparent), if the users use new public/private key
encryption key pairs for each transaction the system is largely pseudonymous, i.e. the
transactions are publicly visible, but cannot be linked to an individual (Nakamoto, 2008).
The privacy of Bitcoin has come into question in recent years. Paul Rosenberg and
Thomas Anderson (2014, p. 5-6) note, for example, that if a user's name is in any way connected
to a Bitcoin address, all transactions using that address can be connected to that user (thus, to
maintain privacy, it is necessary for a user to use a new address for each transaction). To further
complicate matters, a document hosted on www.bitcoin.org entitled Protect Your Privacy
(Bitcoin Project, n.d.) points out that when Bitcoin is used to purchase goods or services, it is
typically necessary for the purchaser to reveal her identity at least to the party with whom she is
transacting. This document further points out that the IP addresses 50 of participants in the Bitcoin
network can be logged (although it notes that the IP address may be difficult to tie to a specific
transaction) unless tools such as Tor are used to obfuscate the user's IP address. As noted above,
Bitcoin is not the only cryptocurrency in existence. One cryptocurrency that seeks to address the
privacy shortcomings of Bitcoin is Monero, which implements more robust privacy/anonymity

50 An IP address is the address of a device on a network such as the Internet.
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features than Bitcoin. In fact, largely because of its superior privacy features, AlphaBay, one of
the largest Darknet Markets (the topic of Darknet Markets will be discussed shortly) began
supporting Monero (i.e. allowing vendors to accept Monero as an alternative to Bitcoin) on
August 22, 2016 (Pearson, 2016).
Satoshi Nakamoto released the first version of the open source software that defined the
Bitcoin network in 2009 (Scholer, 2016). In the years since Bitcoin's introduction, despite not
being issued by a government body or central bank, the currency has acquired real monetary
value. As of April 5, 2016, one Bitcoin is work $423.21, and the value of all Bitcoins currently
in existence (a number known as the market cap) is around $6.5 Billion (Coinmarketcap, 2016).
In 2010, Nakamoto made a design decision that would have long term technical and political
implications for Bitcoin. In order to reduce the risk of spam transactions and denial of service
attacks, the size of each 10 minute block was limited to 1 MB, effectively placing a limit on the
number of transactions the network is capable of processing (Caffyn, 2015). Under the 1 MB
block size limit and the current architecture of the Bitcoin system, the total transaction
processing capacity is limited to about seven transactions per second (Prisco, 2016). Although
this capacity may have been sufficient when this limit was imposed, the system is rapidly
approaching this capacity (Prisco, 2016). In fact, Brian Armstrong (2016) notes that in recent
years, the number of transactions on the Bitcoin network have approximately been doubling on
an annual basis; a trend that clearly cannot continue without an increase in network capacity. To
put this into perspective, Visa's payment network typically processes an average of around 2,000
transactions per second with a theoretical capacity of around 56,000 transactions per second
(Prisco, 2016).
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While it is tempting to understand the capacity bottleneck of Bitcoin as a purely technical
issue, to properly understand the debate about block size, it is necessary to evaluate how
political-economic influences are shaping the issue. It is important to keep in mind that because
Bitcoin is built on open source software, in theory anyone could take the code and modify it, but
because Bitcoin is a network, any other version of the Bitcoin software built by a different
development team would have to be able to maintain compatibility with the existing network. It
would be a simple matter for the development team to raise the block size limit, if they wanted
to.
A strong argument can be made that the reason the Bitcoin Core development team has
thus far failed to raise the block size limit has to do with the fact that the development team is
receiving funding from a private firm that has a vested interest in limiting the capacity of the
Bitcoin protocol. Blockstream, a corporation that wants to offer scaling capacity for Bitcoin
outside of the Blockchain (i.e. not part of the Bitcoin protocol), has so far given $76 million
toward the development of Bitcoin Core (the official Bitcoin software) (Macheel, 2016).
Additionally, two of the founders of Blockstream were actually part of the Bitcoin Core
development team (Macheel, 2016). One solution proposed by Blockstream is a system in which
transactions are conducted through separate blockchains known as “side chains” that are
reintegrated with the main Bitcoin Blockchain at a later time and would be coordinated by
Blockstream (Macheel, 2016).

Building on the idea of side chains, Blockstream is developing a

“scaling solution” called the Lightning Network, which is planned to be an ecosystem of side
chains managed by Blockstream (Prisco, 2016).
Implementation of these solutions, however, would require modifications to the Bitcoin
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protocol (Prisco, 2016).

At the time of this writing (December 2016), these solutions

Blockstream intends to offer are not yet functioning. In other words, although Blockstream
intends to offer their proprietary “solutions” to the scaling issues Bitcoin is facing, it is unclear
when these “solutions” will become available. It is worth emphasizing that a solution such as the
Lightning Network and side chains will likely eventually become necessary, as very large block
sizes would make the Blockchain prohibitively large and dramatically increase bandwidth
requirements of the Bitcoin network. However, it is problematic if Bitcoin Core, in order to
protect the interests of Blockstream, deliberately fails to improve the ability to scale the Bitcoin
network on the main Blockchain. Therefore, it at least appears that there is a conflict of interest,
and the Bitcoin Core developers may be more interested in the success of Blockstream than the
health of the Bitcoin network and the future of the currency.
Rather than planning to increase the block size limit in the near future, the “solution” to
the block size issue offered to the block size issue is a system called Segregated Witness (or
SegWit). SegWit would modestly increase the capacity of Bitcoin to handle more on-Blockchain
transactions by slightly reducing the amount of space transactions take up on the Blockchain, but
would not increase the capacity of the system as much as simply increasing the block size limit
to 2 MB.

If the block size limit were to increase to 2 MB and SegWit were also deployed in

addition to a block size limit increase, this would increase the capacity of the Bitcoin system
even more.

As noted above, however, Blockstream appears to have a vested interest in

limiting the capacity of the Bitcoin Core protocol; and in order for Blockstream's proposed
scaling solutions to work, changes will have to be made to the Bitcoin Core protocol to support
them. Fortunately for Blockstream and the Bitcoin core development team, in addition to
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kicking the can down the road in regard to the blocksize limit by providing a modest capacity
increase, SegWit will also implement changes to the Bitcoin Core protocol that are necessary for
Blockstream to ultimately launch the Lightning Network (Cinerama, 2016).

As of April 23,

2016, it is still not certain when SegWit or the Lightning Network will be available to increase
capacity of the Bitcoin network. One reporter notes that Segregated Witness is in late testing
stages, and speculates that it could be activated on the network in August 2016, and suggests that
the Lightning Network, at least in some form, could possibly be introduced the same month
(Cinerama, 2016).
As will be noted shortly, however, August of 2016 may end up being “too late”51. Writing
for Bitcoin.com, a website devoted to news relating to Bitcoin, Jon Southurst (2016) notes that in
February of 2016, a roundtable involving several major players in the Bitcoin community had
signed a “consensus agreement” stating that SegWit was expected to be launched in April of
2016. Southurst goes on to note, however, that while the code for SegWit was released on April
19, the “soft fork” that would be necessary for the code to be activated had not occurred as of
May 2, 2016; and there was, at the time, no time line as to when the various prerequisite
requirements for the soft fork would likely be met. Furthermore, Southurst explains that even
when the soft fork has occurred, for the scaling benefits of Segregated Witness to be realized,
code for other components of the Bitcoin ecosystem such as wallets would need to be
extensively modified (and would most likely require significantly more modification than simply
51 SegWit did not end up being activated in August of 2016, and as of December 2016 still is not active. However,
the problematic scenario, which is discussed below, that some predicted if the scaling issues were not quickly
addressed also did not end up playing out. Nonetheless, it is important to discuss the scenerio some thought
could potentially seriously harm or destroy the network if the scaling issues were not addressed in order to
demonstrate how corporate interests and the pursuit of private profit at times seem to put the entire network
at risk.

322

accommodating a larger block size limit). Also alarming, Southurst notes the growing frustration
of Bitcoin users with transactions being delayed even when paying the standard “mining fee” and
references one user who had sent a transaction of $23,000 in Bitcoin with the recommended
mining fee that remained unconfirmed for almost 12 hours on April 29, 2016 (Southurst, 2016).
There is some urgency to finding a viable and robust solution to Bitcoin's scaling issues;
but one could be forgiven for not realizing the urgency of the situation if they were to base their
assessments on the apparent lack of a sense of urgency among the Bitcoin Core development
team and Blockstream. Brian Armstrong (2016a), the CEO of Coinbase (an online Bitcoin wallet
provider that also buys Bitcoin from and sells Bitcoin to users), outlines a worse case scenario
that could play out as early as July of 2016 if Bitcoin's scaling issues are not addressed in a
meaningful way. Armstrong (2016a) explains that while blocks are already filling up, and at
times causing transaction fees and processing times to spike, these trends could be exacerbated to
crisis proportions when the block reward (the amount of new Bitcoin created and paid to miners
about every 10 minutes) is decreased from 25 BTC to 12.5 BTC. The block reward is reduced
by half periodically, which is the reason why users can know with certainty that there will never
be more than 21 million Bitcoins in existence. Armstrong explains that the Bitcoin network
adjusts the difficulty of mining based on how much total computational power is dedicated to
mining, but this adjustment only happens after 2,016 blocks are mined, which under normal
circumstances takes approximately two weeks. The purpose of this difficulty adjustment is to
ensure that a new block is added to the Blockchain approximately every 10 minutes. Armstrong
(2016a) goes on to explain that mining Bitcoin costs money (the cost of buying and occasionally
upgrading hardware and also the cost of electricity), and because the profit of mining Bitcoin
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will immediately be cut in half when the block reward halving occurs, mining Bitcoin will cease
to be profitable to a certain number of miners. In other words, the cost of mining one Bitcoin
will double after the block reward halving as only half as many new Bitcoins will be generated.
As a result, some miners will turn off their mining hardware. Armstrong notes that as the blocks
are already almost full, and Bitcoin adoption continues to grow, the situation is likely to be worse
by the time of the block reward halving.
While Armstrong acknowledges that it is impossible to know exactly how the block
reward halving will affect hash power dedicated to Bitcoin mining, he argues that if the price of
Bitcoin remains constant at the time of the halving 52, it is conceivable that hash power could
rapidly be reduced by between 10% and 50% as miners turn off unprofitable mining hardware.
Armstrong goes on to explain what this would mean for the network, keeping in mind that the
difficulty of mining is only adjusted after 2,016 blocks, and at the time he wrote the article the 1
MB limited blocks were on average 70% full53:
In the worse case, let's say that 50% of hashing power turns off at the
block halving because it is no longer profitable for those miners. This would
mean that we start getting blocks mined every 20 minutes on average instead of
10 minutes. But blocks are already 70% full today. If the average confirmation
time goes to 20 minutes, it means that we will be at 140% of capacity on every
block, and start accumulating a backlog.
52 There is a chance that Bitcoin prices could rally at the time of the block reward halving because the supply of
newly generated Bitcoins will be effectively cut in half.
53 In this scenario Armstrong operates under the assumptions that it currently costs on average about $250 to
mine a single Bitcoin (which will double to $500 after the block reward halving) and that the price of Bitcoin at
the time of the halving will be around $425.
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Bitcoin has a mechanism to adjust the difficulty of proof-of-work when
hashing power changes. This happens eery 2,016 blocks, which is normally about
two weeks. But if we're mining a block only every 20 minutes, then this will take
four weeks.
It gets worse. Even after four weeks of being over capacity waiting for the
difficulty to adjust, there is still up to another two weeks of backlog to churn
through before getting back to “normal” (70% capacity and occasional delays).
So you are looking at about a six week period of ~2 week confirmation times or
drastically higher transaction fees. In addition, with so many pending transactions
the mempools of most nodes will fill up, meaning it is likely that most bitcoin
transactions will not even relay, much less confirm. This could prevent merchants
and wallets from getting a notification about a transaction for weeks.
If this causes the bitcoin price to fall, it will make mining less profitable,
and a negative spiral could happen. (Amstrong, 2016a).
Armstrong acknowledges that this is a worse case scenario, and he has no way of
estimating the likelihood that it will occur. However, he notes that this scenario was discussed at
the “Satoshi Roundtable” (a meeting where major players in the Bitcoin ecosystem along with
developers met to discuss the future of the currency).

The fact that the Bitcoin Core

development team still refuses to budge on the block size limit despite the systemic risk to the
currency is disturbing, and would seem to imply that these developers are willing to put the fate
of the entire currency and the billions of dollars it represents at risk in order to preserve their own
interests.
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Although the above scenario is a serious critique of the status quo by Brian Armstrong
(2016a), he takes his critique of Bitcoin Core and their failure to increase the block size limit
even further. As noted above, as of early May 2016, Segregated Witness has still not been
activated on the Bitcoin network. Armstrong (2016a) goes further in explaining why SegWit is
unlikely to be a satisfactory solution to Bitcoin's scaling issues. He notes that while it does
provide some scaling benefits, even when it is activated it will take time for the benefits to be
realized because, unlike a simple update to the block size limit, which only requires changes to
the Bitcoin Core code, SegWit will require that Bitcoin wallet providers (who operate entirely
independently of the Bitcoin Core team) will also have to change the code of their wallets in
order for the scaling benefits to be recognized (this echos Southurst's critique of SegWit).
Indeed, Armstrong asserts that it is unlikely that the scaling benefits of SegWit will be
recognized in time to prevent a potential disaster in July (assuming SegWit is even active by
July)54. He concedes that Segregated Witness is a decent piece of technology, and should
eventually be utilized as part of the solution in addition to an increase in the block size limit
(Armstrong, 2016a).
Beyond the failure of Bitcoin Core to take decisive action in raising the block size limit
and the insufficiency of Segregated Witness to address Bitcoin's scaling needs, Armstrong
critiques Bitcoin Core at an even more fundamental level, and goes as far as to call the existence
of Bitcoin Core as the sole relevant party developing the Bitcoin protocol a “systemic risk”
(Armstrong, 2016a) to the existence of Bitcoin. In Armstrong's view, Bitcoin should, in the long
term be developed by multiple simultaneously competing and cooperating teams (Armstrong
54 Segregated witness was included in Bitcoin Core 0.13 in late June of 2016, but will not be active until 95% of
miners signal their support for activation of the code (Torpey, 2016b), which, as of 9/25/2016, has yet to occur.
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2016a). Specifically, Armstrong calls for a three part plan. First, he believes in the short run the
Bitcoin community needs to start mining 2 MB blocks using Bitcoin Classic, another version of
the Bitcoin Software which will be discussed shortly. Second, he argues that the Bitcoin Miners
(most of whom are Chinese) need to be educated about the block size limit. Finally, he argues
that Bitcoin needs a new team working to develop the protocol in such a way that will allow
multiple development teams to coexist (Armstrong, 2016). It is worth noting that Armstrong's
vision of multiple development teams simultaneously cooperating and competing is more in line
with the ideals of open source software, as opposed to the status quo, where Bitcoin Core is the
only relevant team. It is noteworthy that Brian Armstrong is associated with a large business
(Coinbase), and his agenda is likely ultimately the success of his company. In this light, the
Block size limit can be considered as a battle between two elite interests. However, as often
seems to be the case in battles between elites, some elite interests are more in line with larger
public interests.

The success of Coinbase depends on the success of Bitcoin (including

accommodation for growth), while it now seems the interests of Bitcoin Core are closely aligned
with the interests of Blockstream. Therefore, Brian Armstrong's perspective seems more in line
with the interests of users of the virtual currency. Additionally, as mentioned earlier, having
multiple competing teams working on Bitcoin is more in line with the spirit of open source
software (as opposed to having a single team responsible for the development).55
There have been attempts by teams other than the Bitcoin Core team to build versions of
Bitcoin with a block size limit larger than 1 MB, although for these efforts to succeed, it would

55 This footnote is being written on 7/15/2016, after the block reward halving. The worse case scenario described
above did not play out (at least as of this day, the network is still up and running). And the price of Bitcoin on
this day is $664.45. (Coinmarketcap, 2016, accessed on 7/15/2016).
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require that a large number of the miners use these alternative versions of the software. Two of
the most famous efforts have been Bitcoin XT and Bitcoin Classic. Bitcoin XT was released in
2015 as an attempt to address the block size limit issue by offering a “hard fork” which would
have supported larger blocks (Hern, 2015). In essence, a hard fork is a new branch from the
Blockchain on which new transactions occurring on this new branch would be incompatible with
any transactions occurring on the old Blockchain after the fork. Initially, had the hard fork
occurred, the block size limit on the Bitcoin XT Blockchain would have been increased from 1
MB to 8 MB (Hern, 2015), but the block size limit would have doubled every two years until a
limit of 8 GB was eventually reached (Palmer, 2016). As noted above, a very large block size
limit could lead to a prohibitively large Blockchain, and could become very bandwidth intensive.
In my opinion, although I believe a block size increase is necessary, Bitcoin XT would have
raised the limit too much too quickly. For the Bitcoin XT hard fork to have occurred, it would
have required that 75% of the previous 1,000 blocks mined to have been mined using the Bitcoin
XT software, and the earliest this could have occurred would have been January 11, 2016
(Palmer, 2016). However, in January 2016 only a small fraction of miners were running Bitcoin
XT software, and the effort was essentially considered dead (Palmer, 2016). It is important to
note that there are risks associated with a hard fork. For example, Hern (2015) points out that if,
after the hard fork occurred, people mining and transactions continued on both blockchains, there
would essentially be two incompatible versions of Bitcoin, potentially having disastrous effects
on the value of both versions.
Bitcoin XT can be seen as having been a rather radical solution to the block size scaling
issue, as an initial increase in the block size limit from 1 MB to 8 MB, and a rapid increase to a
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block size limit of 8 GB is quite a large jump. Bitcoin Classic, another attempt at a hard fork,
can be seen as a far more modest and arguably far more reasonable attempt to address the issue.
The first full (non-Beta) version of Bitcoin Classic was released on 2/9/2016 (Anderson,
2/9/2016). The primary purpose of Bitcoin Classic was to move forward on the block size limit
issue by (at least in the initial release) immediately increasing the block size limit from 1 MB to
2 MB (Bitcoin Classic, n.d.). Like Bitcoin XT, the Bitcoin Classic hard fork would have
occurred had 750 of the previous 1,000 blocks mined had been mined using Bitcoin Classic
software (Torpey, 2016a). However, this threshold was never reached, and as of 9/24/2016, only
31 of the previous 1,000 blocks mined were Bitcoin Classic blocks (Nodecounter, n.d.), and it
seems highly unlikely that the threshold for the activation of a Bitcoin Classic hard fork will ever
be reached.
Although Bitcoin has survived the block reward halving, it seems likely that the value of
the cryptocurrency is being depressed by the lack of timely action being taken to address scaling
issues. It also seems likely that if the Bitcoin Core development team continues to fail to take
meaningful action to scale the system, and continues to hope that Blockstream will solve the
scaling problems, growth of the cryptocurrency will stagnate. Bitcoin could hypothetically
become less relevant and be overtaken by other cryptocurrencies such as Ethereum or Monero.
A discussion about Bitcoin would not be complete without noting its frequent use for a
variety of criminal activities, some more problematic than others. A discussion of the use of
Bitcoin for various illicit activities is not meant to suggest that that there are not also numerous
legal uses of Bitcoin; nor is pointing out illegal uses of Bitcoin meant to demonize the currency.
It is, however, worth noting that illegal uses of Bitcoin (and other cryptocurrencies) provide a
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real world example of how cryptocurrencies do indeed provide a degree of privacy in digital
transactions not available within the traditional monetary system. Additionally, it illustrates how
cryptocurrencies have been coupled with other software meant to protect privacy such as TOR to
create a digital ecosystem resistant to both surveillance and actual investigations by the
authorities.
As discussed earlier in this chapter, one important feature of Tor is hidden services, or
online services that can only be accessed through Tor and who’s physical location is hidden by
the Tor protocol. Tor hidden services, when combined with the use of Bitcoin (and more recently
Monero, another cryptocurrency that has better privacy protection features than Bitcoin), have
allowed for the emergence of Darknet markets, which are online marketplaces where (mostly
illegal) goods and services are traded. The first such platform, and the one the general public is
likely most familiar with, was The Silk Road. The Silk Road was founded and administered by
Ross Ulbricht, who used the pseudonym “Dread Pirate Roberts”, and operated from early 2011
until the site was shut down by the FBI on October 2, 2013 (O’Neill, 2013). Andy Greenberg
(2016) argues that a major distinguishing feature of The Silk Road as opposed to more recent
Darknet markets is that it was largely ideologically motivated. According to Greenberg, Ross
Ulbricht subscribed to an anarcho-capitalist ideology, believing that providing a platform under
which people could engage in economic transactions of their choosing was important for
protecting individual liberties, and The Silk Road, unlike future darknet markets, at least
officially only permitted “victimless crime” (i.e. listings for fraud products, weapons, or other
such items were not permitted), although Greenberg notes that Ulbritch himself allegedly used
the service to hire hit men to murder people he believed were a threat to the site. It is worth
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noting that, although I personally believe the war on drugs is socially harmful (the majority of
products on The Silk Road and more recent Darknet markets have been drugs) and that an
argument can be made that there is a positive side to enabling people to decide for themselves
what to put into their bodies, anarcho-capitalist ideology is not an ideological perspective that I
advocate. Greenberg observes that after The Silk Road was taken down, new Darknet markets
emerged in its place; and unlike The Silk Road, these newer market places have not banned the
sale of fraudulent products such as stolen credit cards. Furthermore, many of the Darknet
markets that have emerged in the years since The Silk Road have “exit scammed” (i.e. the site
administrators have disappeared stealing the Bitcoin deposited on the system by users. While
even after the take-down of The Silk Road Darknet markets continued to grow in popularity for a
few years, Greenberg notes that by early 2016, usage of these platforms seemed to have leveled
off, and argues that the current model of centralized marketplaces is inherently subject to legal
liabilities and the possibility of exit scams. While the development of Tor and cryptocurrencies
can broadly be defined as activism, and while Ross Ulbricht may have been ideologically
motivated (although, as noted above, I do not subscribe to Ulbricht’s anarcho-capitalist
ideology), I believe it is more useful to understand Darknet markets as an effect technologies
such as Tor and cryptocurrencies have in a society that attempts to regulate aspects of people’s
personal lives (such as what they put in their bodies) and utilizes mass surveillance in order to
enforce these regulations.
In my view, one lesson that can be learned from the use of cryptocurrencies and Tor in the
context of darknet markets is that extensive and systemic invasions of privacy such as those
discussed in detail in Chapter 1 will lead to the development of tools to protect privacy, and these
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same tools have the ability to create an environment not only out of the reach of mass
surveillance, but also largely out of the reach of traditional law enforcement. It can further be
argued that darknet markets are also at least partially the natural result of a largely failed policy
toward drugs. If darknet markets are understood as a product of both mass surveillance and the
war on drugs, an unfortunate side effect is that now a platform exists that, in addition to enabling
a large scale online drug trade, also enables other serious forms of crime and fraud such as gun
trafficking, credit card theft, and other forms of fraud.
Further complicating any analysis of Bitcoin and other virtual currencies in relation to the
issues of privacy and transparency, along with their relation to Copyrights (as an open source
project), along with their potential to be a democratizing force and fundamentally challenge core
capitalist institutions such as the monetary system is the adoption of blockchain technology by
incumbent financial institution who wish to utilize a version of the technology for their own
purposes. Major financial firms and technology companies have formed consortiums to develop
private blockchain solutions to be used within the context of the financial industry in order
improve efficiency and speed in transactions between banks (Maras, 2016). Major consortiums
working on privileged blockchains (i.e. blockchains only directly assessable to financial
institutions that are members of the various consortiums) include the R3 consortium and the
Hyperledger Project (Maras, 2016).

These privileged blockchain projects are working on

building distributed ledger systems that the participating financial institutions hope will simplify
transfer of assets between banks (Maras, 2016). These initiatives are not attempting to develop
cryptocurrencies which would compete with currencies created by fractional reserve banking
systems, such as the Dollar or the Euro. Furthermore, since these blockchains will be controlled
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by and assessable only to major financial institutions, these projects cannot be counted on to
improve privacy and transparency in the financial sector. If cryptocurrencies and blockchain
technology have revolutionary potential, or at least the potential to lead to major social change, it
does not seem likely that the revolution will come about through these private initiatives to
develop privileged blockchains.
Although this discussion of Bitcoin and other virtual currencies is far from complete, it
serves to demonstrate that these technologies are relevant to issues discussed in this dissertation,
but the full scope of the implications of these emerging technologies are far from simple or
immediately clear. Considering Satoshi Nakamoto's discussion in his 2008 white paper, it seems
reasonable to assume that he cared about things like privacy and the possibility of a more
democratic form of money controlled by an open source protocol rather than manipulation by
central banks and governments. Likewise, because Bitcoin has implications for social change
(both positive and negative), it is reasonable to considered all those working on developing
software for the Bitcoin ecosystem as a form of activist by the broadest definition of the word.
The block size limit debate serves to demonstrate how political economic interests can
affect even open source projects, and also provides an opportunity to observe how open source
projects can be governed in different ways, some more democratic than others. Because at this
point the Bitcoin protocol is only being developed by one team (Bitcoin Core), despite the fact
that other teams such as Bitcoin XT and Bitcoin Classic have attempted to participate in the
process, it seems credible to argue that the current development ecosystem of Bitcoin is not
particularly democratic. The apparent conflict of interest created by Blockstream's funding of
the Bitcoin Core team is especially worrying, as it seems to be affecting decisions that have
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significant implications for the future viability of Bitcoin, along with the form the network may
ultimately take (i.e. the Lightning network and side chains). Additionally, while Bitcoin provides
an example of an open source software project that has the potential to challenge major capitalist
institutions (most notably fractional reserve banking), it nonetheless demonstrates that capitalists
and banks will try to use potentially disruptive technologies in a way that reinforces their own
private interests; thus potentially undermining whatever revolutionary potential they may
possess. This is made especially clear by the efforts such as that of the R3 consortium (discussed
above) to develop “privileged blockchains” for use exclusively within the finance sector by
entrenched powers. In fact, efforts to develop “privileged blockchains” for use by major banking
entities seem to rob virtual currencies almost entirely of their revolutionary potential, as such
systems no longer allow for participants to operate independently of major financial institutions,
and any advantage offered by such systems are recognized primarily in the form of efficiency
gains for major financial institutions rather than freeing normal people from dependence on these
institutions. It is still unclear what will ultimately become of Bitcoin and other virtual currencies.
These technologies seem to have the potential to be quite disruptive depending on how they are
adopted and used.
Ultimately, it is too early to say for certain what sort of impact virtual currencies will
have on society at large. On one hand, Bitcoin or another virtual currency could offer a
monetary system that offers more privacy for individual users while making large scale money
movement patterns transparent. Bitcoin could also provide an alternative to central banks and the
fractional reserve system monetary system. However, many businesses have embraced Bitcoin,
and companies such as Coinbase and Blockstream could end up playing a major role in defining

334

the currency (rather than the project being managed entirely in a transparent open source
manner).

In the coming years it will be interesting to observe how Bitcoin and other

cryptocurrencies affect the larger political economy, but it does not seem likely that they will, on
their own, bring about an end to capitalism, and it is uncertain whether these technologies will
displace the current monitory system built around fractional reserve banking.

Still, it is

interesting that new monetary systems are being built around open source software and at least
initially independent of corporate or government control.

There are many other digital

currencies that have been developed since the time of Bitcoin, some of them built around
different rules, with different capabilities, and designed to address various perceived problems
with Bitcoin. And although some may argue from a civil liberties perspective that the ways
Bitcoin benefits the drug trade is a positive effect of the digital currency, it is harder to argue that
the various forms of fraud that utilize Bitcoin are of benefit to society.
It is possible that cryptocurrencies could positively affect the balance of power and
wealth in society and lead to a more just and democratic society, but that remains to be seen and
would be the topic for another dissertation. For this dissertation, the ways corporate power are
influencing Bitcoin are consistent with arguments by McChesney and Bettig explored in the
introduction that new technologies that initially seem to offer democratic potential and the
potential to be majorly disruptive to the existing order tend to be co-opted and loose their
democratizing potential. At the same time, it is worth observing that the future of virtual
currencies is still being created, and we can expect both democratic open source forces and
corporate forces with their own agendas to battle over the shape of these technologies. It seems
important that people who want these technologies to serve larger public interests become
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involved in shaping the future of these technologies.
While it is impossible in the context of this dissertation to discuss the full impact of open
source software, I hope the above discussion has made a case that it is important in more than
one way. First, it challenges the status quo on the issue of copyrights, and utilizes copyright law
for the paradoxical purpose of making copyrighted works (open source code) freely available to
the public. It has also led to the development of tools that can protect privacy and transparency,
along with tools that enable the unauthorized distribution of copyrighted works (thus enabling
copyright infringement as a form of civil disobedience) and allowed these tools to be freely
available to the public. It has additionally led to phenomena such as cryptocurrencies, which, as
discussed above, may have the potential to radically change the global monetary system. At the
same time, the open source model has been adopted by many corporate entities, and in some of
these cases it can be understood as corporations exploiting the free labor of contributors to open
source projects. It has become clear that, at least at present, corporations can find ways to profit
from open source software. This raises the question as to what extent open source software can
provide a real challenge to the capitalist political economic order. The question of whether the
various forms of activism discussed in this chapter, including open source software, can
challenge the existing political economic order will be considered in the concluding chapter of
this dissertation.
Two Case Studies: Opposing SOPA/PIPA and Supporting the 2015 Open Internet Order
Having discussed a number of individual activists, the role of WikiLeaks, people
engaging in copyright infringement or providing tools or platforms for copyright infringement,
and some of the broad implications of open source software, this chapter now turns to two case
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studies that demonstrate successful campaigns to make the Internet more democratic which
involved many different categories of activism. These campaigns were the campaign to prevent
congress from passing SOPA/PIPA despite intense lobbying from content industries, and the
campaign to push the FCC to pass robust network neutrality provisions despite intense lobbying
from the telecommunications industry. The activists involve in these campaigns ranged from
charismatic individuals such as Aaron Swartz (in the case of SOPA/PIPA), non-profit
organizations, corporate entities who’s interests overlapped with the broader public interest, and
a huge number of individuals who surprised congress (in the case of SOPA/PIPA) and the FCC
(in the case of network neutrality) by taking the time to contact their congressional
representatives or the FCC respectively. These two campaigns perhaps demonstrate more than
other case studies discussed in this chapter how the community of Internet users can come
together to affect real change when it becomes obvious how policy decisions can threaten to
cripple the Internet as they know it. This is not to say the other forms of activism described
above are not significant, but in the cases discussed below the ability of online activists to affect
national policy decisions (because the Internet is a global medium, the national policies in regard
to these case studies also has global implications).
As discussed in Chapter 3, copyrights have become a very contentious issue throughout
the existence of the public Internet.

However, in the past, copyright laws protecting the

copyright industry, such as the Digital Millennium Copyright Act, and retroactive extensions of
copyright terms had passed in congress with little protest from the public. The defeat of
SOPA/PIPA in the face of massive public opposition to the legislation seems to demonstrate that
the public at large has become more aware of how copyright laws can affect the functionality of
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the Internet. This legislative victory (along with the campaign to persuade the FCC to protect
network neutrality described below) also seems to provide an example of the Internet using
public utilizing the medium to become politically engaged for the purpose of defending the
integrity of the medium itself. Before discussing the legislation, it is important to briefly review
the system implemented by the DMCA for managing websites hosting material that infringes
copyrights. Under this legislation, ISPs are granted immunity for transporting copyrighted
content when they act as a mere conduit, and websites are granted immunity for hosting
copyrighted content if they remove the content as soon as they are made aware of the content by
copyright holders (Benkler, Y. et. al., 2013).
In September, 2010, the Senate introduced The Combating Online Infringement and
Counterfeiting Act (COICA), the first version of the legislation that would ultimately be
reintroduced as the Protect IP Act (PIPA in the Senate) and the Stop Online Piracy Act (SOPA in
the House) (Swartz56, 2013, p. 39-43).

All these pieces of legislation would allow the

government to identify websites as “pirate sites”, and access to these sites would be blocked
(Swartz, 2013, p. 39-43). To clarify, any website that had copyrighted content could be branded
a “pirate site”, so without a take down process (such as that provided by the DMCA) access to a
whole web domain could be blocked (Moon, D., Ruffini, P. & Segal D., 2013, p. XIII-XIV).
These pieces of legislation would have used manipulation of the domain name system in order to
block access to targeted sites (SOPA/PIPA: Internet Blacklist Legislation, EFF, n.d.)(Moon,
Ruffini, & Segal, 2013, p. XIII-XIV). To put this in context, Ernesto Falcon (2013, p. 140-147)
notes that countries such as China and Iran who massively censor political speech on the Internet
56 This chapter was by Aaron Swartz, although it was published after his death, it was adapted from a speech he
had given earlier.
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use DNS filtering (one of the methods COICA/SOPA/PIPA would have used to block access to
“pirate sites”) in order to enforce their censorship systems. These pieces of legislation drew
broad criticism, and were ultimately defeated by a broad coalition of players from the political
left and the political right, and these players ultimately mobilized massive public opposition to
these pieces of legislation.
Shortly after COICA was introduced, Aaron Swartz and David Segal founded the nonprofit organization Demand Progress, initially conceptualized as a petition against COICA,
which gathered over 300,000 signatures within the first week (Segal, 2013, p. 59-61). Despite
this early effort, COICA was unanimously passed in the Judiciary Committee (this included a
vote by one unnamed senator who would later become a major opponent of SOPA/PIPA as he at
the time didn’t have a full appreciation of what he was voting on (Segal, 2013, p. 59-61). David
Moon (2013, p. 68-71) explains that Demand Progress would evolve into an organization which
in addition to opposing COICA/SOPA/PIPA and addressing other Internet freedom related issues
would also promote a broader progressive agenda. While Demand Progress was a progressive
effort, Patrick Ruffini, who has a strong Libertarian political bend, founded the organization
Don’t Censor The Net (dontcensorthenet.com), an organization founded to mobilize
conservatives against the legislation (COICA, then eventually SOPA and PIPA), using the
rhetoric of government overreach and interference with freedom of speech (Ruffini, 2013, p. 6267). Interestingly, shortly after COICA was introduced, Don’t Censor the Net was in contact
with and discussing cooperation with Demand Progress, despite the fact that these organizations
were founded by individuals from the opposite side of the political spectrum (Ruffini, 2013a, p.
62-67). Ruffini (2013, p. 62-67) argues that in order to build a coalition on a specific issue, it is
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often necessary to find allies from across the political spectrum, and that the bipartisan nature of
the opposition to COICA/SOPA/PIPA was essential for the ultimate defeat of the legislation. In
addition to Demand Progress and Don’t Censor the Net, several other non-profit organizations
were active in opposing these legislative efforts including the Electronic Frontier Foundation
(EFF), the Center for Democracy and Technology (CDT), Public Knowledge, and Fight for the
Future (FFTF) (Cheng, 2013, p. 113-116). Beyond the participation of non-profit organizations,
ordinary individuals played a role in activism opposing the legislation that went beyond simply
signing petitions or calling or emailing congress.

One example of an ordinary individual

independent of non-profit organizations was the boycott against the domain name registar
GoDaddy. The boycott of GoDaddy was suggested by a single user on Reddit who suggested
that Reddit users who were buying domain names from GoDaddy switch to a different domain
name registar due to GoDaddy’s support of the legislation; this boycott led to GoDaddy to
change its position from supporting SOPA/PIPA to opposing the legislation (Benkler, Y. et. al.,
2013).
COICA would have most likely quickly passed in a floor vote in the Senate, except for
the fact that a lone senator, Ron Wyden (D) placed a hold on the bill so that it did not pass in
2010 (Segal, 2013, p 59-61). Although Senator Wyden’s hold on COICA essentially killed the
bill, the legislation was reintroduced in the Senate as PIPA (the Protect IP Act) in May of 2011
(Ruffini, 2013b, p. 78), and the House introduced SOPA in October of 2011 (Benkler et. al.,
2013, p. 24).

In June of 2011, Demand Progress alerted the public of S.978, a piece of

legislation that imposed criminal penalties on streaming of copyrighted content, and which was
eventually “rolled into SOPA” (Segal & Moon, 2013, p. 85-89). Segal & Moon (2013, p. 85-89)
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describe how the anti-streaming provisions of SOPA mobilized another demographic generally
considered to be apolitical against SOPA: gamers (video game fans). Game Informer and
Shoryuken (major video game websites) warned their readers that embedding videos of
gameplay from commercial video games that are viewed ten or more times (the posting of such
videos is popular withing the video game subculture) could result in five years of jail time (Segal
& Moon, 2013, p. 85-89). Gamers responded to this warning by posting videos sounding the
alarm on this legislation to YouTube (Segal & Moon, 2013, p. 85-89). Additionally, when
Demand Progress warned about these anti-streaming provisions and the impact they would have
on video game culture, over 150,000 emails were sent through their system specifically in
relation to these provisions (Segal & Moon, 2013, p. 85-89). Also in relation specifically to the
streaming provisions of the legislation singer/songwriter Justin Bieber came out publicly against
the legislation after Fight for the Future started the saterical Free Bieber campaign, which
depicted Justin Bieber in jail (Bieber’s career as a musician began after a music industry
representative had seen videos his mother had posted of him singing songs by other artists on
YouTube) (Segal & Moon, 2013, p. 85-89). In addition to Justin Bieber and video game players,
patient rights advocates were another group of seemingly unlikely opponents of the legislation,
as COICA/SOPA/PIPA contained provisions meant to block access to foreign pharmacies who
sell prescription medications at prices as much as 85% lower for brand name drugs when
compared to domestic pharmacies (Levitt, 2013, p. 72-76).

One serious critique of

COICA/SOPA/PIPA was that the vast majority of supporters of the legislation in Congress did
not have the technical expertise to properly evaluate the impact DNS filtering would have had on
the health of the Internet, and for this reason information technology experts were yet another
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significant group in opposing the legislation. The testimony by technical experts in the House
Judiciary Committee’s markup meeting for SOPA in December 2011 was especially significant
in pointing out that DNS filtering had significant potential to harm the performance and security
of the Internet, and Andrew Mcdiarmid and David Sohn (2013, p. 133-139) argue that this
meeting was a major turning point in the battle over this legislation largely because of the
concerns raised by technical experts.
Two major campaigns that led to significant public mobilization in opposition to SOPA
and PIPA were American Censorship Day and the Internet Blackout. American Censorship Day,
which occurred on November 16, 2011, was an effort organized by Fight For the Future to
coincide with the first House hearing on SOPA, and involved a number of major websites
including the Free Software Foundation, Mozilla, Boing Boing, and others blacking out their
logos or putting up fake government domain name seizure notices while encouraging visitors to
contact congress was the first day of massive public mobilization in regard to SOPA/PIPA, and
set the stage for the even larger Internet Blackout which would occur in January of 2012 (Cheng,
2013a, p. 113-116). The Blackout, which occurred on January 18, 2012, was an even larger day
of mass mobilization involving the same tactics as American Censorship Day, and put the final
nail in the coffin of both SOPA and PIPA. Over 15,000 websites, including 13 of the top 100
websites on the Internet (two of the most notable were Wikipedia and Google) participated in the
January 18 blackout, some going offline entirely, others blacking out their banners (Cheng,
2013b, p. 158-160). Over twenty-four million citizens contacted congress through calls, emails,
or petitions on the day of the blackout (Cheng, 2013b, p. 158-160). It is also worth noting that
coinciding with the Internet Blackout, there were also street protests in New York City, Seattle,
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Washington, D.C. and San Francisco on January 18, 2012 (Pepitone, 2012). Benkler et. al.
(2013) argues that although major technology firms played a role in opposing
COICA/SOPA/PIPA, it was non-profit organizations and massive public opposition to the
legislation that was ultimately responsible for building the movement that ultimately defeated the
legislation, and that major technology corporations did not significantly participate until there
was already broad grassroots opposition to the legislation. Benkler et. al. (2013) support this
assertion by an analysis of media coverage on the issue of COICA/SOPA/PIPA which evaluated
what types of media coverage were most linked to during the debate that found that the
legislation was mostly ignored in mainstream news media until after there was already massive
public opposition to the legislation, and that specialized tech media, non-profit organizations, and
blog posts by activists were the most linked to news stories. This is consistent with Benkler’s
perspective of a networked public sphere, a topic which he had discussed in some depth in his
2006 book The Wealth of Networks and discussed in the introduction to this dissertation, and
demonstrates that Benkler has, through the years, continued to have faith in the ability of the
“networked information economy” to do a better job promoting a democratic society than the
“industrial information economy”. The massive grassroots mobilization that ultimately defeated
SOPA and PIPA seems to demonstrate that when legislation threatens the viability of free flow of
information on the Internet, members of the public can indeed come together and defend the
medium and prove to be a more powerful political force than well funded lobbies (in this case,
the content industry).
Chapter 2 discussed how the issue of network neutrality has been another contentious
issue since the advent of broadband Internet. Public awareness of the issue had been gradually
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increasing over the decade or so preceding the passage of the FCC’s 2015 Open Internet order.
As noted in Chapter 2, the issue of network neutrality as an issue of public policy can be traced
back to the FCC’s 2001 decision to reclassify cable broadband as an information service
regulated under Title I of the Telecommunications Act rather than as a telecommunications
service regulated under Title II, and therefore not subject to common carriage requirements.
However, Josh Levy (2013) of Free Press argues the issue entered public consciousness in 2005
when Ed Whiacre (who was at the time CEO of SBC, which eventually merged into AT&T)
made the following comment to Businessweek:
There’s going to have to be some mechanism for these people who use these pipes
to pay for the portion they’re using. Why should they be allowed to use my
pipes?

The Internet can’t be free in that sense, because we and the cable

companies have made an investment, and for a Google or Yahoo! Or Vonage or
anybody to expect to use these pipes [for] free is nuts! (quoted in Levy, 2013, p.
49-53).
Levy (2013) goes on to note that in the early years of the debate on network neutrality as an issue
of public policy, there was broad populist support for the proposition that broadband service
providers should not be allowed to give preferential treatment to some types of content over
others, and Obama’s support for network neutrality had broad popular appeal when he made it a
campaign issue in his 2008 run for president (although at the time Obama was not proposing
broadband Internet service be reclassified as a Title II telecommunications service at the time).
Levy (2013) goes on to make the case that early grassroots efforts to ensure network neutrality
were significant in building the social movement to protect the free flow of information on the
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Internet that would go on to defeat COICA/SOPA/PIPA. However, due to astroturfing efforts by
telecommunications corporations, the issue was reframed in Washington D.C. as a partisan issue,
with Republicans opposing network neutrality regulation on the ground that it constituted
government overreach (Levy, 2013) (as will be seen shortly, however, although network
neutrality was seen as a partisan issue in D.C., there was broad public support for network
neutrality by the time the 2015 Open Internet rules were passed by the FCC in 2015). Despite
the fact that it had become a partisan issue due to the astroturfing efforts by the
telecommunications giants, it seems that public interest and concern about the issue reached a
boiling point that led to the FCC enacting robust network neutrality rules in 2015 only after the
2010 Open Internet Order (which, as discussed in Chapter 2 was largely perceived as too weak
because it exempted mobile broadband service) was overturned by the DC Circuit Court of
Appeals in 2014.
Robert Faris et. al. (201557) discuss the public debate surrounding network neutrality
between the time when the 2010 rules were overturned in 2014 and the passage of the FCC’s
2015 Open Internet Order. Their paper utilizes link analysis of news stories (analyzing which
stories are linked to most frequently), an API (Application Programming Interface) that measures
how many clicks various stories on the issue received, and content analysis of stories (in order to
determine which stories supported or opposed network neutrality and analyze the type of public
engagement that was taking place in relation to the issue) to map how the public debate unfolded
and make the case that public engagement in the networked public sphere was significant in
influencing the FCC to pass the 2015 rules. Additionally, they portray the campaign to protect
57 It is worth noting that Yochai Benkler was one of the coauthors of this paper. Benkler had been one of the
authors of a 2013 paper (discussed above) that described the public debate on COICA/SOPA/PIPA.

345

network neutrality as being similar to the successful campaign to defeat COICA/SOPA/PIPA due
to the large scale public mobilization through the networked public sphere in both cases.
However, Faris et. al. (2015) also note some significant differences between these two efforts.
They assert that, if anything, the campaign that led to the passage of the 2015 network neutrality
rules is more impressive than the campaign to defeat COICA/SOPA/PIPA in that the campaign to
protect network neutrality succeeded in passing affirmative public policy to protect a democratic
information environment rather than merely defeating legislation which would have done harm.
Another difference they point out is that there was substantially more mainstream media
coverage on the network neutrality debate than there was in relation to COICA/SOPA/PIPA
(although their data demonstrates that mainstream media generally did not take sides on the issue
of network neutrality, and the most linked to and clicked on stories were by activists promoting
network neutrality). Also, they note that opposition to COICA/SOPA/PIPA became bipartisan
among political elites as a result of public engagement, while, although public opinion among the
general population strongly supported network neutrality, among political elites network
neutrality remained a partisan issue.
According to Faris et. al. (2015) the three stories (they use the term “stories” loosely and
statements by advocacy organizations, YouTube videos, and blog posts and Tweets by prominent
figures or companies are considered “stories” in their analysis) that were linked to most heavily
during the public debate were a YouTube video of comedian and political commentator John
Oliver (which originally aired on HBO’s Last Week Tonight shortly after the FCC proposed rules
that would have allowed for “commercially reasonable” paid prioritization of traffic, and
explained to the audience how loss of network neutrality could adversely affect the Internet and
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encouraged viewers to send public comments to the FCC asking them to preserve network
neutrality), a statement from the Obama administration in November of 2014 urging the FCC to
reclassify broadband Internet under Title II, and a blog post by the CEO of Netflix Reed Hastings
making the case for network neutrality and noting that their videos had recently not been
streaming as smoothly on AT&T’s network, which they blamed on AT&T (Faris et. al., 2015, p.
13-14). What is noteworthy about the Obama administration’s November statement is that the
Obama administration had previously, in February of 2014, responded to a petition with over
100,000 signatures asking the administration to urge the FCC to reclassify broadband service
providers as common carriers by issuing a statement saying that the administration defers to the
expertise of the FCC on the issue, and Faris et. al. (2015) speculate that the administration’s
change in heart by November was likely the result of overwhelming support for strong network
neutrality in the context of the networked public sphere. In relation to the video by John Oliver
promoting network neutrality and urging public comment, it is worth noting that the video
quickly received millions of views, “likes” for the video outnumbered “dislikes” by a 100:1 ratio,
and following Oliver’s discussion of network neutrality (which, it is worth emphasising again,
urged the public to send comments to the FCC), people began sending so many comments to the
FCC that the agency complained that its website was having difficulty handling the volume of
public comments (Faris et. al., 2015). Although telecommunications corporations made public
statements on network neutrality, these stories did not receive nearly as many inlinks as stories in
favor of strong network neutrality protection, and the stories from opponents of network
neutrality that were heavily linked to tended to be linked from stories critical (or neutral) of the
anti-net neutrality stories (i.e. they received attention in the form of links largely because they
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were being critiqued by others) (Faris et. al., 2015). In addition to the evidence from link
analysis indicating that broad support for reclassification of broadband Internet under Title II,
Faris et. al. (2015) also note that the limited public polling on the issue indicated overwhelming
public support for strong protection of network neutrality, and an overwhelming majority of
public comments to the FCC were in favor of strong protection of network neutrality. By the
time the FCC passed the rules reclassifying broadband Internet under Title II, the agency had
received over four million public comments (the vast majority in favor of reclassification), which
was far more public comments than the FCC had received on any issue in the past, with the
previous record being 1.4 million comments after Janet Jackson showed one of her nipples at the
2004 Super Bowl (Shields, 2015). Faris et. al. (2015) observe that the limited public polling on
the issue provides further evidence that the public overwhelmingly supports network neutrality,
despite the fact that it has become a partisan in political circles.
As was the case with opposition to COICA/SOPA/PIPA, non-profit advocacy groups
played a significant role in the campaign that led to the passage of the 2015 open Internet rules.
Non-profit organizations involved in the campaign included EFF, Demand Progress,
CredoAction, and Battle for the Net (www.battleforthenet.com) (Faris et. al., 2015).

It is

noteworthy that EFF, Free Press, and Demand Progress were also active in the campaign to
defeat SOPA/PIPA. Just as there was a day of massive public action in regard to SOPA/PIPA in
the form of the Blackout, Internet Slowdown Day was a day of mass online protest in support of
network neutrality which occurred on September 10, 2014. This protest was organized by Battle
for the Net and encouraged participating websites to include a graphic of “the spinning wheel of
death” to show users how failure to pass meaningful network neutrality rules could harm the
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performance of the Internet, and to urge the users of participating websites to contact Congress,
the White House, and the FCC (Sewerd, 2014) (Faris et. al., 2015). According to Battle for the
Net, 40,000 websites participated in this protest, making it “the second largest online protest after
SOPA” (Battle for the Net, n.d.). Battle for the Net reported that this day of action resulted in
“two million emails sent, more than three hundred thousand phone calls, and close to eight
hundred thousand additional comments to the FCC (these eight hundred thousand comments to
the FCC were part of the four million total comments cited above) (Faris et. al., 2015).
Kristi Arbogast argues that Internet Slowdown Day was part of an emerging pattern in
what she calls “The Internet freedom movement” (Arbogast, 2016). She evaluates three online
movements: the movement to defeat SOPA/PIPA, the movement to defend online privacy, and
the movement to protect network neutrality. She asserts that all three of these movements were
part of a larger “Internet freedom movement”, and notes that all three movements had a day of
mass mobilization, which she argues is part of an emerging pattern in this movement (Arbogast,
2016). In the case of the movement to prevent SOPA/PIPA from passing, Internet Blackout Day
was the day of mass mobilization. In the case of the movement to protect online privacy, The
Day we Fight Back was the day of mass mobilization. The Day we Fight Back took place on
2/11/2014 (commemorating the one year anniversary of the death of Aaron Swartz), and
consisted of over 6,000 websites displaying a banner urging users to sign a petition in favor of
the USA Freedom Act (this act ultimately passed, and resulted in disallowing the NSA to directly
collect metadata on the phone calls of Americans, which was discussed above) (Sparkes, 2014).
In addition to the common tactic of a day of mass mobilization, Arbogast also observes that
many of the same non-profit organizations were involved in all three of the movements that she
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says have been part of the larger Internet freedom movement. It is also worth noting that, as was
the case with the movement to defeat SOPA/PIPA, there were offline protests in support of
network neutrality. For example, in early May, 2014, after the FCC had issued it’s NPRM
(Notice of Proposed Rule Making) with provisions that would have allowed for paid
prioritization of traffic, protesters were camped outside of the FCC opposing the rules and
supporting strong network neutrality protections (Fung, 2014b). And in early November, 2014,
days before the Obama administration came out in favor of reclassification of broadband under
Title II, protesters took to the streets in more than twenty American cities in favor of network
neutrality (Kulp, 2014).
The movements to defeat COICA/SOPA/PIPA, along with the movement to protect
network neutrality seem to support the assertion that online mobilization can successfully impact
policy in favor of a more democratic Internet and in favor of free flow of information despite
intense corporate lobbying (in the case of COICA/SOPA/PIPA from the content industry, and in
the case of network neutrality from the telecommunications industry. The importance of nonprofit organizations in both these movements in organizing and mobilizing a popular movement
cannot be underestimated.

But these advocacy groups had a message that resonated with

millions of Americans in a way that the content industry and the telecommunications industry did
not. The question remains whether these sorts of victories can be repeated, but in the cases of
SOPA/PIPA and network neutrality, users of the Internet came together to successfully defend the
medium.
Throughout this chapter, a variety of different forms of activism have been explored
(again, in the context of this dissertation, activism is used to describe a very broad array of
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activities). Thus, the focus of this chapter has been primarily on addressing the first two research
questions; in other words, identifying various forms of activism relating to the issues of privacy
and transparency, copyrights, and network neutrality, and also, to the extent possible, discussing
the ways activism has shaped these issues. The next chapter concludes this dissertation by
attempting to make more sense of the diverse types of activism discussed in the chapter, and
ultimately attempting to address the third research question, i.e. whether these forms of activism
can be instrumental in the development of a more democratic Internet and society at large than is
possible in a capitalist political economic order.
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Chapter 6: Conclusion and Discussion
This dissertation began by exploring the relevance of the issues privacy and transparency,
copyrights, and network neutrality for a just and democratic society, and also explored how these
issues are interrelated. Attention then turned to a brief review of literature relating to the broad
topic of “online activism” in Chapter 4, and in Chapter 5 turned to a discussion of the variety of
forms of activism which relate to the issues presented in the first three chapters. As mentioned
earlier in this dissertation, for the purpose of this study activism is defined quite loosely, and
includes activities that are meant to lead to positive democratic social change and activities that
have this effect, even if the participants are not actively concerned with causing social change
(this would include many developers of open source software and incidents where corporate
powers align themselves with positive social agendas, even if their reasons for doing so are
simply because positive social agendas overlap with their own private interests). Additionally,
the discussion in Chapter 5 demonstrated that the variety of forms of activism discussed have
been at least somewhat successful in shaping the issues of privacy and transparency, copyrights,
and network neutrality. Thus, Chapter 5 addressed the first two research questions. This
concluding chapter has two primary purposes. First, it attempts to further reflect on the forms of
activism discussed in Chapter 5 in order to identify patterns and differences in the variety of
activist efforts. Second, and more importantly, this conclusion attempts, to the extent possible, to
answer the third research question: whether the forms of activism discussed in Chapter 5 can
plausibly lead to a more democratic Internet free from the domination of the logic of capitalism.
As a reminder, the research questions, as articulated in the introduction of this work are as
follows:
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Research Question 1: Relating to the issues of 1) privacy and transparency, 2) copyrights, and 3)
network neutrality, what types of grassroots resistance exist to counter the undemocratic political
economic forces that are shaping the Internet?
Research Question 2: To what extent can this grassroots resistance positively affect the Internet
and information technology environment in regard to these issues?
Research Question 3: To the extent that grassroots resistance can plausibly positively affect the
Internet in regard to these issues, to what extent can this permit the Internet to develop into a
medium free from domination by the logic of capital and able to support democratic society?
Before addressing the third research question, it is worthwhile reflecting on trends and
patterns in the forms of activism discussed in Chapter 5. As has been stated multiple times
during this dissertation, the study in Chapter 5 characterizes a fairly broad range of activities as
activism. In some cases (for example intellectual property pirates and open source software
developers), the participants most likely don't even think of themselves as activists. Stated
broadly, the criteria implicitly used in Chapter 5 when identifying certain activities as activism
could be said to be whether the identified activities contributes to shaping the issues of privacy
and transparency, network neutrality, and copyrights in what I consider a positive way (i.e.
promoting privacy for ordinary citizens, promoting transparency among the privileged and
powerful, promoting network neutrality, and challenging the institution of copyrights). While
activities and advocacy working to shape these issues in the opposite direction (such as efforts to
weaken privacy protections for ordinary citizens while promoting secrecy among people and
organizations in positions of privilege and power, efforts that undermine network neutrality, and
efforts which support strong property rights in creative works) could also fit this broad definition
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of activism, these activities and efforts are not included in the discussion in Chapter 5 because
they are influencing these issues in ways which go against what I consider democratic interests
(based on the analysis of the issues in Chapters 1-3). Because many diverse activities and efforts
fall under this very broad definition of “activism”, it makes sense to identify ways in which these
forms of activism differ from each other.
One way in which the forms of activism discussed in Chapter 5 differ from each other is
the motivation of the participants. In other words, whether those participating in the activity or
effort are primarily motivated by causing social change in relation to the relevant issue, or
whether the participants have motivations other than social change (in which case social change
is a possible effect of their efforts but not their primary motivation). Examples of activism
primarily motivated by a desire for social change include the non-profit organizations which
were instrumental in defeating SOPA/PIPA or defending network neutrality, whistleblowers
exposing corporate or government wrongdoing and invasions of privacy, advocates of “Free
Software” such as Richard Stallman (as opposed to those simply engaged with open source
software for pragmatic reasons), and at least some software developers working on ideologically
motivated programs (such as tools designed to protect privacy). On the other hand, some of the
“activists” identified in Chapter 5 most likely do not consider themselves activists, and have
other motivations for engaging in their respective activities. This category includes people
involved in online copyright infringement (who are most likely primarily motivated by a desire
to obtain digital content free of charge) and people involved in development of open source
software for non-ideological reasons.

In the case of people involved in online copyright

infringement, it is worth noting that at least some participants (such as people involved with
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maintaining ThePirateBay) do seem to be at least partially motivated by social change (rather
than exclusively by personal gain). It is also likely that even among people engaged in copyright
infringement or open source development who's primary motivation is not social change, in
many cases it is likely that social change could be a secondary motivation.
Another dimension on which the various forms of activism discussed in Chapter 5 can be
differentiated is whether or not the activities and efforts are disruptive or illegal. “Hactivists”
engaged in DDoS actions, such as members of the Anonymous collective who used DDoS
actions in retaliation against copyright enforcement agencies and financial organizations who
refused to process payments to Wikileaks provide a prime example of people engaged in
disruptive/illegal activism. Those involved in these Anonymous DDoS actions seem to have
primarily been motivated by social change (or at least challenging the status quo). People
involved with online copyright infringement provide an example of illegal/disruptive “activism”
typically not primarily motivated by social change. Another consideration that is worth noting is
that some activists, such as developers of software that enables or simplifies copyright
infringement (regardless of their motivation) or developers of software to protect anonymous
communication (again, regardless of their motivation), could be said to be enabling disruptive
and/or illegal behavior even though their own participation in development can't be categorized
as disruptive or illegal. An interesting question raised by disruptive/illegal activist activities is
whether anyone who breaks the law can be considered an activist. After all, by breaking the law,
social norms are challenged. While fully addressing this question is beyond the scope of this
discussion, it is worth considering the ultimate effect of various types of illegal behavior. It can
be argued that the act copyright infringement helps establish a social norm of ignoring copyrights
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and also at times aids others in obtaining copyrighted material without paying (as various file
sharing systems support both downloading and sharing of content). Using the broad definition of
activism presented earlier in this chapter (i.e. activities that lead to social change regardless of
motivation), an argument could be made that breaking the law generally does constitute activism,
but it is important to consider what sort of social change illegal activity promotes. Indiscriminate
violence, for example, arguably has a very negative impact on society. This focus of Chapter 5
was on forms of activism which influence the issues of privacy and transparency, network
neutrality, and copyrights in a way that I argue affects these issues in a positive way, hopefully
leading to a more just and democratic information technology environment. Indiscriminate
violence could be considered a form of “activism” in the same way as astroturfing efforts by
major telecommunication corporations against network neutrality could be considered activism,
in that it does have a social impact, even if it is not an impact I would consider positive.
A third dimension along which the activism discussed in the previous chapter can be
differentiated is whether, and to what degree, those engaged in the various efforts put themselves
at risk or face personal consequences for their actions. In Chapter 5, several activists who ended
up paying a significant personal price were described. Edward Snowden knew for certain that
his whistelblowing would have serious life-changing consequences (he accepted these
consequences and deliberately “outed” himself as the source of the leaks about the NSA). Aaron
Swartz most likely did not expect to be arrested the downloading of JSTOR articles, but
nonetheless ended up facing serious criminal charges, which was likely a major factor in his
decision to take his own life. It is unclear whether members of the PayPal 14 were aware of the
severity of the risk they were taking when they engaged in their DDoS against PayPal. People
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engaging in online copyright infringement also expose themselves to the risk of lawsuit. The
criteria of risks and consequences to the activists is clearly related to the criteria of whether
activism is illegal or disruptive, as illegal and disruptive tactics and behavior inherently carry the
risk of consequences. The question as to whether activists accept the risks of engaging in illegal
or disruptive techniques, and whether they expect to get caught and face the consequences of
their actions, or whether they expect or intend to either go undetected or unpunished is another
factor which could be further analyzed.
Considering the broad array of activities, techniques, and campaigns discussed as
activism in Chapter 5 (which is admittedly a more inclusive list than most would include under
the umbrella of what would be considered “activism” by most people), the questions of
motivation, whether or not the activity or approach is illegal or disruptive, and the degree to
which those involved with the activism put themselves at risk (knowingly or unknowingly) and
accept the risks begins to provide a framework for making sense of these diverse approaches to
activism.
The question of whether activism in relation to the issues of privacy and transparency,
network neutrality, and copyrights has the potential to allow the Internet to develop into a more
democratic medium free from the domination of the logic of capital is such a large question that
it seems nearly intractable. And indeed only time will tell how the Internet and society will
develop in relation to the broad array of activities classified as activism. On the one hand, the
fact that capitalism remains intact and continues to play a large role in defining the shape of the
Internet would seem to imply that capitalism is resilient and will likely continue to define the
shape of both the Internet and society at large. This, however, does not tell the complete story
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and I believe is a counterproductive way of looking at the activities and efforts described in
Chapter 5.
Perhaps a more productive way of thinking about the impact of the activism discussed in
Chapter 5 on the larger political-economic order is to consider what the Internet would look like
without these efforts. Without the existence of free and open source software and online
copyright infringement, for example, the institution of Intellectual Property would likely remain
largely unquestioned. But these trends do exist, and as a result production (in the case of free
and open source software) and distribution (in the case of mass online copyright infringement) of
information goods has been freed from the domination of the market. The examples of advocacy
in relation to SOPA/PIPA and network neutrality demonstrates that, at least in some cases, the
general public will not remain silent and ignorant of policy decisions that will have a profound
impact on the shape of the Internet. If challenges to network neutrality and the attempt at
passing SOPA/PIPA had not been challenged by advocates for public interests, these issues
would have most likely been decided based on the relative lobbying power of various private
economic interests (such as the telecommunications corporations, the content industry, and
various online service corporations such as Google and Netflix). Because of public interest
advocacy and the involvement of millions of Internet users in relation to these issues, however,
policy makers have been forced to consider public opinion (which is often significantly different
than the interests of various private corporate actors) when making these policy decisions.
Absent the various whistleblowers discussed in Chapter 5, mass invasions of privacy committed
by both government and corporate players would have likely been allowed to continue without
the larger public ever being aware. By bringing invasions of privacy and other government and
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corporate wrongdoing to the attention of the public, at least a degree of transparency has been
brought to these issues, arguably forcing both government and corporate players to consider
public opinion in relation to these issues. Free and open source software licenses have allowed
members of the larger public to play a part in defining the protocols and software systems that
will largely define the shape of the information technology environment.

Open source

cryptocurrency projects such as Bitcoin provide an example of public participation in
development of systems that have the potential to dramatically alter the political-economic order
by building a completely new monetary system (although it is still unclear exactly what that
impact will ultimately look like).
Thus far, the activism discussed in Chapter 5 cannot by any means be said to have created
a post-capitalist society, or even to have entirely liberated the shape of information technology
from the logic of capital, it is also impossible to ignore how public participation (in the form of
the diverse types of activism described in Chapter 5) have been significant in shaping the
political-economic order of the Internet. Mass online copyright infringement has created a space
outside of the market for the distribution of culture; at the same time, the culture industry has
adapted to and found a way to thrive in this new environment, but has been forced to take into
account the new expectations the public has on how they should be able to interact with digital
cultural artifacts in light of the technological affordances of information technology. And just as
mass online copyright infringement has forced the content industry to adopt new practices, the
existence of free and open source software has also forced the private sector to adapt to and
accommodate open source software production.

These are just two examples of how the

activism discussed in Chapter 5 is aiding in shaping the political economic order.
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Based on the evaluation of diverse activism efforts discussed in Chapter 5, the
perspectives presented by Benkler (2006) in The Wealth of Networks and Rushkoff (2012) in
Monopoly Moneys seem to be applicable. As a reminder, Benkler's argument is that the Internet
has led to a transition from what he calls the “industrial information economy” (characterized by
centralized production of information goods by private corporate entities) to what he calls the
“networked information economy” (characterized by decentralized production of information
goods being collaboratively produced by members of the general public).

According to

Benkler's argument, this transition to a “networked information economy” has also led to the
emergence of a “networked public sphere” in which citizens have a far greater ability to
participate in political dialog than was possible in the mass media environment of the 20 th
century. As observed in Chapter 5, a strong argument can be made that the campaigns to defeat
SOPA/PIPA and to urge the FCC to adopt the 2015 Open Internet Order are examples of the
networked public sphere allowing for greater public participation in policy debates than was
possible when public discourse was dominated by mass media outlets.
The relevant argument made by Rushkoff in Monopoly Moneys is that the “media
environment” offered by the Internet and modern information technology offers a greater deal of
“playability” than was possible in previous eras. In other words, the “media environment”
enabled by information technology gives ordinary people the opportunity to actively participate
in designing (or “programming”) the rules and dynamics of the socioeconomic system that exists
in light of networked information technology. Another component of Rushkoff's perspective is
that corporatism and centralized currencies are another type of “media environment” that have
historically offered far less “playability”, in other words, these systems have created ridged rules
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and distinct winners and losers.

Additionally, Rushkoff acknowledges that the “media

environments” of corporatism and centralized currency have also played a major role in shaping
information technology; although the inherent playability of information technology, according
to Rushkoff's argument, has made it possible for members of the public to participate in
“reprogramming” the socioeconomic system.

The activism discussed in Chapter 5 can be

understood as examples of people realizing and utilizing the playability offered by the media
environment of networked information technology. For example, people involved in online
copyright infringement (including people simply swapping media files over the Internet,
developers who have created tools to simplify the sharing of copyrighted content, and providers
of platforms such as ThePirateBay) have collectively not only built a system independent of the
content industry for the distribution of media, but have also forced the content industry to engage
with their audiences in new ways and to permit people to engage with content in new ways.
Open source software developers can be seen as utilizing the playability offered by networked
information technology to participate in designing the protocols and software that largely defines
the Internet as we know it. In the case of cryptocurrencies, open source software developers are
actively participating in programming a new monetary system. People engaging in activist DDoS
actions can be seen as utilizing the playability offered by information technology as a novel form
of political engagement and a novel way of challenging powerful corporate or government
entities. In the case of the movements to defeat SOPA/PIPA and to protect network neutrality
provides an example of large portions of the population utilizing the playability offered by the
Internet to become engaged with the policy making process in ways that challenge the lobbying
power of established industries (this is true regardless of what ends up happening to network
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neutrality policy during the Trump administration).
While capitalism has thus far survived despite the activism discussed in this dissertation,
capitalism has been forced to adapt in response. On one level, the diverse categories of activism
discussed in Chapter 5 represent large segments of the general population utilizing and engaging
with information technology in ways that positively affect important issues for a democratic
information environment; namely in relation to the issues of privacy and transparency, network
neutrality, and copyrights. On a deeper level, I believe these activists are part of a larger trend.
In my view, many of the examples given in the previous chapter demonstrate how information
technology can be used to participate in the political process in ways that were not possible prior
to the existence of the Internet. Additionally, and more relevant to the question of whether these
forms of activism can help free the Internet from domination by the logic of capital, some of the
forms of activism are examples of people utilizing the playability of the Internet to engage in
forms of production and distribution of digital goods independently of the dictates of the market.
This is especially true in the cases of online copyright infringement (as it creates a parallel
system for distribution of culture based on sharing rather than market) and free and open source
software (as this demonstrates a form of production outside the confines of private ownership
and market forces). While capitalism continues to exist despite these activities, and has been
able to adapt to them and even integrate and utilize open source software, the point I am trying to
make is that people have successfully been able to utilize information technology in ways that
offer alternatives to traditional capitalist markets and both offer alternatives to the capitalist
system and have forced capitalism to adapt. In principle, it appears that new opportunities are
available to challenge the way the larger political economy operates. The development of
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cryptocurrencies offers an example of members of the general population engaging in creating an
alternative monetary system, and the monetary system is a fairly central component of the larger
political-economic system.
Another important point to note is that there are far more technologically skilled
individuals who know how to utilize information technology for their own agendas (which are
often different from or counter to the interests of private corporate powers) than there are
corporate executives. Activism in an online environment presents a real opportunity to not only
affect issues important to a functional, just, and democratic Internet and society (such as privacy
and transparency, network neutrality, and copyrights), but also to participate in building new
systems that challenge the larger political-economic order. It is true that capitalism has shaped,
and continues to shape the information technology environment. But based on the activism
discussed in Chapter 5, it seems reasonable to assert that ordinary citizens have a far greater
opportunity to play an active part in shaping the Internet as a medium than was possible with the
corporate dominated mass media of the 20th century.
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