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Abstract
This work concentrates on predicting bullying attacks on social media site images as
advice for users. Using machine learning algorithms, we train and test models on data
crawled from Instagram labeled by Internet crowd on Amazon Mechanical Turk. Methods
and techniques involved in this project are introduced and explained. We used several
approaches that are popular for pictorial semantic information retrieval to extract features,
which include color histogram, edge direction coherent vector, faces and scale-invariant
feature transform. Also we involved other features of caption and user information to
improve the prediction accuracy. The classification algorithms involved are k-NN, support
vector machine and binary decision tree. To enhance the performance, we tried pruning the
data set and feature selection. The best result we achieved is 65.54% (Bully: 75.34%, Nonbully: 55.36%). We also attempted community structure detection, a method widely used
in network analysis, to perform prediction. The results are also exhibited and explained.
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Chapter 1 Introduction
With the increasing demand for online social media, a new form of bullying has
emerged. It is defined as an aggressive, intentional act carried out by a group of individuals,
using electronic forms of contact repeatedly and over time against a victim who cannot
easily defend him or herself [1].
The form of cyberbullying can vary from text to photos and videos by circulating false
rumors and disclosure of personal information that are directed to harm and discredit the
victims [2]. The inability to identify cyberbully behavior embellishes the threatening and
intimidating nature of the intrusions for victims. In addition, the consequential effects
(introduced later) of cyberbullying are unlimited given the virtual world within which
cyberbullies function, as they can engage in these activities in a relentless fashion without
regard to time [3].
The primary victims of cyberbullying are teenagers. From Pew research center in 2014,
73% of internet user have witnessed online harassment and 40% have personally
experienced it. In a survey where five types of bullies are included, offensive name-calling
and purposeful embarrassment were the most common types of harassment people
witnessed. Other bullies’ statistics are shown in figure 1.1(a). The graph also gives the
statistics of people who have experienced cyberbullying. In another chart where a
comparison between ratio of young people and all Internet users are shown (figure 1.1(b)),
we can see that the ratio among youth is 10% to 20% higher than average.
There are also a variety of harms that cyberbullying can do to people, especially
teenagers. According to stopbullying.gov—the US government website for bullying
prevention, teens who are cyberbullied are more likely to: use alcohol and drugs, skip
school, experience in-person bullying, be unwilling to attend school, receive poor grades,
have lower self-esteem and have more health problems. More severely, Hinduja, et al.
conducted a study and shows that cyberbullying victims were 1.9 times more likely and
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cyberbullying offenders were 1.5 times more likely to have attempted suicide than those
who were not cyberbullying victims or offenders [4].
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Figure 1.1 Statistics on Cyberbullying Witness and Experience:
(a) General Statistics, (b) Young People Compared to All users

Given the severity of cyberbullying, actions have to be taken to detect and prevent it.
Previous work has been focusing on the detection of cyberbullying after it already
happened. The purpose of that is to recognize and stop the cyberbullying offenders in the
virtual world. However, once the bullying words are created, they are hard to be taken back
or intercepted due to their fast and wide spreading nature. Therefore, the best way to
efficiently prevent cyberbullying from happening is to stop providing bullies with bulliable
contents.
The purpose of this thesis is to find a prediction method to advise social media sites
users about what and what not to post in their accounts in order to avoid being bullied.
More specifically, we focus on predicting bullyable images and photos on social media,
which means that the images that we are researching are not those posted in purpose of
harassing people but those that are harassed. They may receive bullying comments or be
modified intentionally to embarrass the poster and other viewers etc. In this thesis, we focus
on those bullied via textual comments.
Bullyable images refer to the images that are possible attacking targets for online
bullies. It is hard to generalize the content of those images, since bullies have their own
preferences on their targets. Yet, we can still semantically differentiate bullyable images
from bullying images, which is important before we continue. Bullying images are those
that initialize embarrassing or painful feelings to viewers while the opposite type, innocent
2

images, do not intend to do that. Although they are different in content, they could both
become targets for online bullies. Our aim is to find an efficient way to recognize bullyable
images, bullying or not, and suggest users not post them.
We used several machine learning algorithms to learn the pattern of bullied images
(training set of images) and detect the bullyability of other images (test set of images),
while the images are all labeled bullied/non-bullied manually. We made it a two-step job
to decide if an image is bullied given its comments: first, check if there is(are) bullying
comment(s) among all; second, check if those bullying comments are targeting at the
content of the image. The steps are followed by the Internet crowd to perform the label
work for us.
The data set of this thesis is crawled from Instagram, a social media site especially
popular among teenagers. According to a survey by Pew Research Center, Instagram, being
the second most popular social media site among adolescents, is used by 52% of teens. And
40% of them claim Instagram is their most used social media website. Instagram also has
the most significant growth (9%) in overall user figures among all the social media sites[5].
Instagram is an online photo and video sharing social media website. Also, it confines
photo posts to a square shape with a relatively high resolution. Those characteristics make
Instagram an ideal data source for image-oriented research studies. Also, the popularity of
it gives more image posts and comments for us to learn the pattern of cyberbullying.
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Chapter 2 Related Work
As the negative influence caused by cyberbullying is increasing, an increasing number
of studies are dedicated to dealing with, mainly detection of, cyberbullying. There are nontechnical works concentrating on giving definitions, reporting status quo and
understanding the problem of cyberbullying [6-8]. Those studies give directions for our
detection work. There are still not many studies dedicated to automatically detect
cyberbullying but the number is increasing [9-14].
The causes of cyberbullying and its prevalence, especially for children and young
adults, have been extensively studied in social sciences research [6]. In terms of its impact,
empirical studies have demonstrated a link between suicidal ideation among adolescents
and experiences with cyberbullying [7]. The characteristic profiles of offenders and victims
in cyberbullying are presented in [8]. This paper also discusses the possible strategies of
prevention and intervention. Those studies enlighten us on the scope and spread the
awareness of the problem.
Most technical studies concentrate on text analysis. Yin, et al. added sentiment and
contextual features to baseline text mining system thus enhanced its performance in online
harassment detection [9]. The study provides an accuracy of up to 50% on the dataset of
Kongregate, Slashdot and Myspace. A similar work reached an accuracy of 80% in the
detection of bullying comments on YouTube through textual context features [10]. In [11],
Reynolds et. al. studied the language patterns of online bullies and victims on a small data
set from Formspring and developed rule-based classification systems to identify the bullies.
Their model is powerful enough to distinguish 78.5% of the bullying posts. To further
explore the capability of language features in cyberbullying detection , Xu, et al.
established a new sentence-level filtering model that semantically eliminates bullying
words in texts by utilizing grammatical relations among words [12], whose results are very
close to manual filtering, 90%, from experiments on YouTube dataset.
Besides pure text analysis, other techniques are involved to assist the detection.
Bayzick, et al. involved a truth set while building a rule-based classification model to detect
the presence of cyberbullying in online conversation [13]. They developed a software that
4

is able to identify windows containing cyberbullying 85.30% of the time and innocent
windows 51.91% of the time on Myspace. In [14], user information, such as user’s
comment history and user characteristics, is taken into account to improve the performance
of detection as a supervised classification task and they achieved 75% accuracy on
YouTube dataset.
The research introduced above all focuses on the detection of bullies, but in this work,
our target is different. As mentioned before, we attempt to predict if an image posted on
social media would become a target for the bullies. Therefore, instead of spotting the
bullies, we focus on preventing people from feeding the bullies. Moreover, instead of text
information, we utilize image features to build classification model. The expected outcome
is a model that can warn social network site users before they post any images that are
highly “bullyable”.
However, as far as we know, there is not any other work that is based on image features
in cyberbullying detection. In this work, we explore the potential of existing image feature
extracting methods in other area and make them function in our work. Zerr, et al. presented
a private-aware image classification study using semantic image features and generated
good results [15]. The features involved are color histogram [16], Edge Direction Coherent
Vector [17], SIFT bag of visual words [18] and face features. In Zerr’s work, those features
prove to be effective to semantically describe images. We try to use these features to build
a model to help detect photos with high risk to be bullied.

5

Chapter 3 Data Acquisition and
Feature Extraction
This chapter introduces the data involved in this research. First, the method of data
acquisition is presented and explained. Next, we exhibit examples of the data objects and
further establish the problem. Following that, we present our labeling methodology
associated with results. Finally, the features involved in this research are introduced.

3.1 Data Acquisition
To best investigate our problem, we carefully chose the source of our dataset
(mentioned in chapter 2) and deliberately designed the acquisition method to retrieve data
from it. Our general goal was to acquire photos as well as related metadata and contextual
information from Instagram. Fortunately, Instagram provides an official application
program interface (API), which makes it convenient for us to download the data we needed.
However, a proper acquisition strategy was still needed in consideration of the existence
of duplicate data, foreign language text and uninformative comments. And to purify the
texts for labeling and machine classifying, we filtered the emojis and less informative
comments. After all the acquisition and processing work, we published the data on Amazon
Mechanical Turk for crowd labeling.

3.1.1 Instagram API
Instagram provides an official API for application developers and researchers to
browse, quote and crawl media objects and comments on the site. With an access ID, people
are able to download photo/video posts, comments, likes and user information in terms of
their location, popularity and tags.
In Instagram, every user can post photos or videos to their account so that their
followers can view, comment and “like” them. Besides the photo or video itself, users may
also attach texts to describe their media posts, e.g. a title, by means of a caption. Therefore,
6

for each data object, there is an image (for simplicity, we don’t consider videos in this
thesis), comments under the image, user information (total post count, number of follows,
number of followers) and caption included. The endpoints involved and their function
(quoted from Instagram API document) are listed following:
“/media/popular”: Return a list of popular posts at the time. A maximum of 64
images and videos are returned. Captions are also returned together with the media object.
“/users/user-id”: Return basic information about a user according to user ID:
username, user full name, total post count, number of follows and number of followers.
“/media/media-id/comments”: Return a list of recent comments on a media object
according to media ID. Note that this search provides only the most recent 150 comments
or less. Hence for each data object, the maximum number of comments is 150.

3.1.2 Crawling Data
For the purpose of crawling our data set, several specific issues needed to be
considered. Since the response of Instagram API gave only 64 photo media objects per
request, we needed to repeatedly request for new media objects until our dataset was

Figure 3.1 Flow chart of crawling algorithm

sufficiently large. Also, given that one media object might be popular for a period of time
and appear in multiple API responses, we established a blacklist to mark the existence of
an image in our dataset using its media ID assigned by Instagram to prevent the retrieval
7

of duplicate objects. Due to Instagram’s global popularity, we filtered the media objects
that had a substantial number of non-English comments for the sake of simplicity.
Furthermore, we guaranteed that there were enough words in most of the comment items
for the purpose of classification, not including emojis and “@” mentions. We then assigned
each data object a unique ID, including the time and date the media object was downloaded.
Finally, the Instagram API allows only 5000 requests per hour per access token, so the
frequency of requests were controlled. Given all these considerations above, we developed
a crawler whose flow chart is shown in Figure 3.1.
The data structure of Instagram API response is in the format of JSON which requires
python json library to access. The rule of a piece of comment being English and having
enough words is defined as follows:
𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑐𝑜𝑚𝑚𝑒𝑛𝑡 𝑎𝑓𝑡𝑒𝑟 𝑢𝑛𝑖𝑐𝑜𝑑𝑒 𝑒𝑠𝑐𝑎𝑝𝑒
< 1.3.
𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑐𝑜𝑚𝑚𝑒𝑛𝑡
The parameter 1.3 was selected after multiple experiments of processing. If the comment
sentence only consists of English words, this ratio is 1. If it contains non-English words or
emojis, the ratio is greater than 1 considering the elongation of one character. Selection of
the parameter as 1.3 allows tolerance for a limited number emojis or non-English words
since they are universally common today.

3.1.3 Examples of Data Objects
As mentioned before, each data object consists of an image, comments, caption and
corresponding user information. In Table 3.1, we give two examples of the data objects.
The contents of the collected photos are fairly diverse, but we don’t have enough space in
this paper to exhibit all the categories. Generally speaking, users post photos of themselves,
others’ faces, full-bodies, landscapes, pets, clothes and accessories, text screenshots, food,
still life objects, partying crowds, sports, etc. to their account. And, empirically, image
contents, as well as the commenter’s personal likes and dislikes, are what the bullying
comments are strongly related. But at the meantime, they are hard to capture by image
features. This makes the classification work difficult.
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Before labelling the data objects, we filtered out emojis and “@” mentions in text,
since, previously, we allowed certain amount of them appearing in our data, which might
confuse the labelers and impact the labeling accuracy. Firstly, we removed words that start
with an “@” symbol. Next, we eliminated emojis by deleting characters that are not among
the letters of any language in Unicode. Finally, we deleted non-English comments after
detecting them with Alchemy API. When this process was finished, the comment text
became cleaner. Table 3.2 presents an example of comments before and after processing.
Table 3.1 Examples of Data Instances

After getting a clean version of all comments, we took one more preprocessing step
Example A

Example B

201502180211251
User id: 775740654
Username: michelle_lewin_
User full name: Michelle Lewin
#lacuerpa1⃣
Total post count: 877
Number of follows: 34
Number of followers: 3440742
None

201502172228292
User id: 269674812
Username: amazingcars247
User full name: Amazing Cars 24/7
Total post count: 8944
Number of follows: 226
Number of followers: 1976539

Photo

ID
User Info

Caption

Number of
Comments
Comments

Bullied?

The Dark Knight! Go follow
@ultimateautomotives for more! | #ferrari
#f430 #amazingcars247
80

91
😍😍😍
Saludos 😉
👌👌😍
Cake
ERES UNA DIOSA MICHELLE!!!
UNA HERMOSA DIOSA
B*tch ugly kick her off the team
……
Yes

Sweet
@cruzcameron what stupid bastard would
do this to the 430😢😢
Dannnnnggggggggg
@mackdeez11 this might be close to top
of my list
@joshkphill
……
No

before submitting comments for hand labelling. Since crowd labeling requires payment and
cost time, to finish the task efficiently without dissipating our budget, we selected at most
30 comments for each image to be viewed for labeling. Therefore, for those images with
9

less than or equal to 30 comments, all comments were posted to the site for labeling, but
for images having over 30 comments, we developed a simple selection algorithm to select
30.
Table 3.2 Before and after emoji and “@” cleaning

Before

After

❤️❤️❤️
❤️❤️
❤️❤️❤️
Red belt?
No way!! It's khloe!!!
She's literally butchering E's red carpet show
😘😘❤️
I am so proud of you Khlo $$
Y does she go to the oscars she doesnt do
anything???!!!!!
Her hair looked horrible
@benefitcosmetics 😘💜😘💜
Okay so I have a YouTube channel. I'd love
for people to at least check it out I've worked really
hard on it and I'm still getting around to improving
it in every way I can it would mean the world if you
checked it out🍒💅🙊😭🍦💗😘😊💜 I want to get
to 200 by the end of today🍕🎥
@lexiemariieee I agreeee
@sallamanderr_ I agree
……

Red belt?
No way!! It's khloe!!!
She's literally butchering E's red carpet show
I am so proud of you Khlo $$
Y does she go to the oscars she doesnt do
anything???!!!!!
Her hair looked horrible
Okay so I have a YouTube channel. I'd love
for people to at least check it out I've worked really
hard on it and I'm still getting around to improving
it in every way I can it would mean the world if you
checked it out I want to get to 200 by the end of
today
I agreeee
I agree
That dress is not flaterring on her figure
I'm still unsure as to why she's at the Oscars...
Benefit and khloe!!! Love it! I like that chick!
Use a Kardashian again for advertising
purposes and I won't buy another Benefit product
again.
……

Specifically, we maintained the ratio of possible bullying comments -- those
containing foul words and negative sentiments -- in the subsampled comment set as it was
in the original set. Instead of manually going through all the comments, we used hashlib++
to perform foul word detection and Alchemy API to decide the sentiment (positive/negative)
of each comment. Using these automated labels, we determined the possible bullying
comment ratio in the original comment set and randomly select in the ratio of
30
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑜𝑚𝑚𝑒𝑛𝑡𝑠

from both the expected bullying comment set and expected non-

bullying comment set (containing all comments except expected bullying comments).
After combining selected comments from both sets in randomizing order, we publish them
to Mechanical Turk.

3.1.4 Labelling Instagram Images
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Amazon Mechanical Turk provides a platform for individuals and businesses to
request paid human intelligence to perform tasks that computers are unlikely able to. For
our labeling task, we had a two-question questionnaire for labelers. First, the labelers were
shown the photos and sub-selected set of comments as described. Following that, two
questions were asked:
Question A: Would you consider the comments on this image to be bullying?
A. Certainly Yes. Bullying or shaming occurs in more than one comment.
B. Yes, in one comment.
C. Maybe, I am not sure.
D. No.
Question B: If there is any instance of bullying, would you say that the bullying is
due to the content of the image?
A. Yes, there is bullying and most of the bullying is attributable to the content of the
image
B. Yes, there is bullying and some of the bullying is attributable to the content of the
image
C. No, the bullying present is not related to the content of the image
D. Not applicable
2500
2000
1500
1000
500
0

Figure 3.2 Bar charts for survey results

Each data instance was shown to three labelers, and we took the majority of the
answers for either two questions. If and only if both questions were answered “yes”, the
11

image was labeled “bullied”, and “non-bullied” otherwise. The distribution of labelers’
responses to questions 1 and 2 are shown in the Figure 3.2. The bars in red represent
“bullied” instances. The ratio of bullied to non-bullied images is 560:2540.

3.2 Feature Extraction
In this section we present the features involved in classification of images into the
classes “bullied” and “non-bullied”. The purpose was to detect images being bullied based
on image content features. In this thesis, we used edge-direction coherence vector, color
histogram, Scale-invariant feature transform (SIFT) and face (number and ratio) features
to describe the images. Besides those, caption and user information were also involved as
auxiliary features to help the classification.

3.2.1 Edge-Direction Coherence Vector
Edge-based features have been used in previous work with image classification and
have shown to perform well in discriminating indoor and outdoor images [17]. Empirically,
artificial environments usually have strong, straight lines that are perpendicular to each
other. Yet in natural environment, edges are more likely to be shorter and weaker [17].
The edge-direction coherence vector (EDCV) uses two 72-dimension vectors
concatenated together. Each vector is a histogram that encodes the length and directions of
edges within the image, one for incoherent edges and the other for coherent edges.
Coherent edges refer to those straight and long edges while incoherent edges are the
opposite. Each dimension of the histograms represents edge direction in a range of 5°, and
its value is proportional to the integrated lengths of all coherent/incoherent edges in that
direction. We used the algorithm from [15], which has proven to be efficient.

3.2.2 Color Histogram
Color, as one of the basic attributes of an image, might be capable of indicating
particular types of bullied and non-bullied images. In this study, we discuss the ability of
color information to discriminate bullied and non-bullied photos. Since there is no previous
12

work to take reference on about how cyberbullying in images is related to color, we include
all the common color information of an image as features.
In this thesis, besides RGB, we also included hue, saturation, and brightness
histograms, for a total of 6 categories of color histograms. For each category, we divided
the space into 256 bins and based on the occurrences of pixels in each bin, we created one
final 6*256 = 1536-dimension feature vector. This method is prove to be able to capture
the color feature of images in [16].

3.2.3 Scale Invariant feature transform (SIFT)
SIFT is a common technique to perform object recognition on images [18]. By using
SIFT, we explore the similarity of objects contained in bullied images and the similarity of
objects contained in non-bullied images relatively.
In SIFT, 128-dimension descriptors are formed for points that are considered
interesting in an image by the algorithm [18]. There are multiple methods to design features
for images that are built upon these descriptors. One popular technique is to quantize the
interesting points into “words” and build a dictionary of visual words. With that we can
create sparse vectors with predetermined length for each image that encode the number of
appearances of each type of visual term [15]. In this thesis study, we find interesting points
in each image and perform k-mean clustering to learn a codebook for vector quantization
from the whole image set being trained and tested. For the size of codebook, we tried 500,
1000 and 1500.

3.2.4 Face Detection
Faces and body figures are the two most notable objects to the viewers, which makes
them top targets for attackers. Considering the difficulty of body figure detection, we only
discuss the correlation between faces and burliness. We used “lbpcascade_frontalface” in
OpenCV to find the number of faces and ratio of area of faces compared to the entire image.
However, the detection algorithm was not absolutely accurate (shown in Table 3.3). To
alleviate this problem, we performed face detection on each image several times after one
or multiple rotations of certain degrees and considered the average over all results after
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rotations. In a special case, intuitively, when people are taking group pictures with more
than three faces in it, the faces tend to be all upright. Therefore, in the case that more than
three faces were detected before rotation, we skipped this step and considered this result
accurate. The method to find the number (F) and ratio (R) of faces can be generalized as
follows:
𝑓0
𝐹 = {average 𝑓𝑑
−𝑑≤𝑖≤𝑑

𝑓0 > 3
,
𝑓0 ≤ 3

𝑅 = average 𝑠𝑖 ,
−𝑑≤𝑖≤𝑑

where fi, si is the ith detection of face count, size of faces, (-d, d) is the rotation range and S
is the size of the photo.
For this thesis study, we found that rotating images from -30° to 30° with a step of 15°
generated the most accurate results for face detection, using a hand labeled random
selection of 200 images from the dataset. Table 3.3 shows the face detection experiment
results after rotating images by 15-degree increments. We first labeled the number of faces
in the photo and then performed face detection with different ranges of rotation. We
calculated the mean squared error (MSE) of each range (shown in table 3.3). From the table
we can find that the smallest MSE is given by the range of (-30°, 30°). However, in average,
there are still more than 1 miscounted faces in each image, which may lead to errors in
classification work.

Table 3.3 Experiment results for face detection after rotations

Range(°)

0

(-15,15)

(-30,30)

(-45,45)

(-60,60)

(-75,75)

(-90,90)

MSE

1.685

1.37

1.288

1.3355

1.3635

1.3857

1.3182

3.2.5 Textual and Contextual Features
Besides features obtained directly from the photos, we investigated whether textual
features such as captions and contextual features such as user (poster) information might
also be good predictors of image bullyability. We supposed that popular users with large
number of followers (e.g., celebrities) may be more likely to be attacked by some followers.
While not comprehensive, user information such as number of followers, number of
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follows, number of posts and number of posted comments may provide insight into the
user that posted a photo and may give another perspective to predict bullying.
Since the caption was posted by the user at the same time as the photo, it may provide
information about the content of the photo. In order to use it as a feature, we parsed the
captions into words and built a dictionary with all the occurring words. From that dictionary,
we created a sparse and fixed-length feature vector with the histogram encoded by the
occurrences of each word. In this thesis, we have a 5260-dimension caption vector.
There are several things to mention for the text features, which would possibly affect
the classification accuracy. In our dataset, the length of captions varies from several words
to a whole paragraph thus containing different amounts of information. Some of the images
might have informative captions, but some of them might not even have a caption, which
we use “None” in replacement of leaving blank. Meanwhile, there were words whose
letters were repeated for various times to express the strong feelings of the writer, and there
were words which were made of different words concatenated together to form a hashtag
topic or just to facilitate the typing. These new styles of online writing might make tradition
language processing methods inaccurate in capturing the sentiment features of words.
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Chapter 4 Classification and Results
In this chapter, we introduce the classification methods and results involved in this
thesis. The supervised classification methods used are k-nearest neighbors, binary decision
tree and support vector machine. Besides that, we also tried community structure detection,
one of the methods that has been widely used in network analysis, whose results are not
able to beat SVM.
Current popular classification models in this area are k-nearest neighbors, decision
tree, SVM, Naïve Bayes [6] [14] [19]. In [20], the efficiency of these classifiers are
compared based on different types of data set and amounts of data instances. According to
the paper, in our situation where the features are mostly ordinal and the amount of instances
are in the range of several thousand, SVM, decision tree and kNN are supposed to have the
best performance. Therefore, we did our experiments using these above models.
Besides using different models to perform the classification work also analyzed the
feature vectors and their combinations. In addition, we performed sequential feature
selection to get rid of the irrelevant dimensions in feature vectors. After that, we tried
different techniques to prune the training set in order to get a more efficient classification
model.
In this section, we made the data set balanced at the number of 1120 instances, 560:560
between bullied and non-bullied. Each instance has six categories of features for the time
being: color histogram (CH) (1536 dimensions), edge direction coherent vector (EDCV)
(144 dimensions), SIFT (1000 dimensions), faces (2 dimensions), caption (5260
dimensions), user information (UI) (4 dimensions). For all the experiments below, we
performed 10-fold cross validation to maintain reliability. And before we use the data, we
normalize them between 0 and 1.

4.1 k-Nearest Neighbor (k-NN)
Under the algorithm of k-NN, an instance is classified according to the class which
most of its k nearest neighbors belong to. Since k-NN decides the classes of instances
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according to a limited number of their neighbors rather than which class domain they are
in, it would performs well when the class domains overlaps with each other. While we
don’t have any reference on the class domains, k-NN help us understand the distribution
of data set.
As one of the factors to build an efficient k-NN model, the selection of k is considered
in our experiments. We tried k=5 and k=15 on all the feature categories we have: EDCV,
color histogram, SIFT, faces, caption and user information. We also tested the performance
of the different combinations of features. To perform the experiments, we used matlab
built-in function “fitcknn”.

4.1.1 K=5
Table 4.1 shows the results of experiments from k-nearest neighbors. The overall
accuracies are in the amount of fifty percent while the detection accuracy of either class
varies from thirty to eighty percent. Training accuracy is generally 20% higher than the
overall test accuracy, which indicates an overfitting problem. Since k is relatively small,
we suspect that this is because the neighbors we investigate is not sufficient enough and
thus making the model over-fitted to the training set. As for the disparity of detection
accuracy on either class, the major two feature vector causing that is color histogram and
caption and they both perform better in detecting bullied instances. Considering it is k-NN
algorithm we are using, we suspect that in color histogram and caption feature space,
bullied instances are more dispersive, which gives a bigger possibility for each instance to
be voted a bullied instance.
Also, we discovered that when the description of an instance is more comprehensive,
that is to say, features being combined, the detection accuracy is modestly better. It can be
considered that, when we expand the dimension of instance nodes, they become more
separable. But it also depends on how the feature dimension is expanded, since there are
situations when accuracy decreases when multiple feature vectors are concatenated.
Among all the feature vectors, SIFT have a strong ability to help enhance the detection
accuracy. Other than that, the other feature vectors all have inconsistence problem.
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Table 4.1 Experiment Results from kNN (k = 5)

Features

Overall Ac.

Bully Ac.

Non-bully Ac.

Training Ac.

EDCV

52.68%

53.71%

52.39%

76.55%

Color Histogram

50.45%

60.61%

40.28%

74.56%

SIFT_500

54.11%

55.49%

52.36%

70.78%

SIFT_1000

52.32%

46.76%

57.58%

76.27%

SIFT_1500

52.77%

44.59%

61.14%

70.35%

Faces

52.86%

53.87%

51.93%

71.49%

SIFT, EDCV

55.80%

52.43%

59.22%

77.94%

SIFT, Color Histogram

54.20%

56.12%

52.20%

77.55%

EDCV, Color Histogram

52.59%

65.72%

41.02%

74.36%

EDCV, SIFT, CH.

53.84%

61.25%

46.83%

76.58%

SIFT, EDCV, Faces

54.11%

49.58%

58.34%

78.65%

SIFT, Color Histogram, Faces

56.25%

60.47%

52.14%

77.78%

EDCV, Color Histogram, Faces

50.89%

63.46%

39.65%

74.50%

EDCV, Color Histogram, SIFT, Faces

53.39%

58.83%

48.17%

77.26%

Caption

51.79%

64.62%

40.74%

79.29%

User Information

54.46%

54.01%

55.09%

75.52%

Caption, User Information

53.48%

71.79%

35.13%

71.03%

SIFT, EDCV, CH, Faces, Caption

56.43%

71.33%

41.16%

76.72%

SIFT, EDCV, CH, Faces, UI

54.91%

59.15%

50.63%

77.51%

SIFT, Caption, User Information

53.39%

48.80%

58.09%

76.14%

CH, Caption, User Information

52.32%

66.39%

38.96%

76.27%

EDCV, Caption, User Information

52.05%

73.28%

31.41%

76.36%

Faces, Caption, User Information

52.68%

80.32%

26.24%

75.26%

SIFT, EDCV, Caption, Faces, Color

57.50%

68.32%

45.98%

76.54%

Image Features

Text Features

Image and Text Features

Histogram, User Information

4.1.2 K=15
Table 4.2 shows the results from experiments of k-nearest neighbors with different
feature vectors or combination of feature vectors while k=15. Compared to k=5, the most
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obvious change is that training accuracy is lowered by 10%, which is reasonable since we
are taking more neighbors into consideration and that would train a more universal model.
Besides that, SIFT becomes biased to non-bullied instances. More neighbors being
considered reveals the dispersion of non-bullied instances in SIFT feature space. Also the
dispersion of color histogram and caption feature vectors is also enlarged.
Table 4.2 Experiment Results from kNN (k = 15)

Features

Overall Ac.

Bully Ac.

Non-bully Ac.

Training Ac.

EDCV

51.79%

50.95%

52.49%

67.81%

Color Histogram

51.16%

63.99%

37.67%

64.57%

SIFT_500

55.36%

56.66%

54.50%

63.64%

SIFT_1000

55.54%

45.62%

67.32%

67.77%

SIFT_1500

54.46%

40.49%

68.95%

62.43%

Faces

53.57%

53.90%

53.25%

64.46%

SIFT, EDCV

56.43%

53.01%

59.78%

68.23%

SIFT, Color Histogram

55.00%

58.82%

51.05%

67.81%

EDCV, Color Histogram

52.68%

68.09%

36.81%

66.07%

EDCV, SIFT, Color Histogram

55.54%

61.76%

49.59%

67.46%

SIFT, EDCV, Faces

56.34%

49.17%

64.17%

68.47%

SIFT, Color Histogram, Faces

53.84%

55.72%

51.76%

68.16%

EDCV, Color Histogram, Faces

53.75%

69.51%

37.99%

66.24%

EDCV, Color Histogram, Sift, Faces

52.68%

60.93%

44.97%

68.13%

Caption

55.27%

80.80%

24.66%

70.50%

User Information

54.02%

51.86%

56.00%

67.11%

Caption, User Information

51.96%

86.27%

19.99%

68.45%

SIFT, EDCV, CH, Faces, Caption

52.50%

72.17%

34.96%

66.64%

SIFT, EDCV, CH, Faces, UI

55.36%

61.38%

48.98%

67.32%

SIFT, Caption, User Information

54.55%

45.52%

63.94%

65.03%

CH, Caption, User Information

54.55%

72.90%

36.71%

68.19%

EDCV, Caption, User Information

57.05%

70.22%

43.31%

66.08%

Faces, Caption, User Information

51.43%

93.28%

14.37%

63.27%

SIFT, EDCV, Caption, Faces, Color

54.29%

72.20%

34.95%

66.31%

Image Features

Text Features

Image and Text Features

Histogram, User Information
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4.2 Binary Decision Tree
Decision tree performs well when the feature values are discrete and number of classes
are small [20]. We implement this algorithm using the built-in matlab function “fitctree”
using Gini’s diversity index as the split criterion. According to the results in table 4.3, the
most notable thing is very high training accuracy compared to the test accuracy in the fifties.
Since decision tree select and consider all the possible combinations of all the feature
columns and select the best. The stop condition to grow the tree when there are less than
10 data instances in a node or there doesn’t exist any split to improve the split criterion.
We suspect the overfitting problem is caused by the failure of finding universally effective
columns in feature vector. Hence, looking for those effective features are important to us.
We show that in later sections.
Compared to k-NN, the disparity in accuracy of detecting either class is less severe in
binary decision tree. In the equations, 𝑝𝑖 represents the probability of class 𝑖 in set 𝑆. The
smaller it is, the purer the set is. To split a node in decision tree, we find the average of
Gini’s indices for the nodes (𝑠𝑗 ) in all possible splits to find the best split which provides
the smallest average Gini’s index.
𝐺𝑖𝑛𝑖(𝑆) = 1 − ∑ 𝑝𝑖 2
𝑖

𝐺𝑖𝑛𝑖(𝑆, 𝐴) = ∑
𝑗

|𝑠𝑗 |
∗ 𝐺𝑖𝑛𝑖( 𝑠𝑗 )
|𝑆|

Since we use Gini’s diversity index as the split criterion, the purities of both nodes from
each split are optimized and the difference in size is optimized to be small. The accuracy
of detecting either class being equally small suggests that barely any of the dimension of
the feature vector is capable of providing a threshold value to separate the two classes.
Table 4.3 Experiment Results from Binary Decision Tree

Features

Overall Ac.

Bully Ac.

Non-bully Ac.

Training Ac.

EDCV

52.95%

55.15%

51.11%

94.95%

Color Histogram

54.64%

54.11%

55.39%

96.33%

Image Features
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SIFT_500

53.48%

56.15%

50.73%

95.86%

SIFT_1000

52.86%

54.24%

51.05%

96.62%

SIFT_1500

54.55%

56.15%

53.46%

96.75%

Faces

52.14

44.91%

59.18%

79.45%

SIFT, EDCV

51.61%

52.35%

51.18%

96.17%

SIFT, Color Histogram

54.82%

57.09%

52.87%

96.62%

EDCV, Color Histogram

55.09%

54.70%

55.33%

96.73%

EDCV, SIFT, CH.

53.84%

54.22%

53.61%

97.04%

SIFT, EDCV, Faces

53.57%

51.96%

55.42%

96.60%

SIFT, Color Histogram, Faces

55.18%

58.38%

52.12%

97.32%

EDCV, Color Histogram, Faces

56.43%

60.75%

51.84%

96.92%

EDCV, Color Histogram, Sift, Faces

55.98%

58.18%

54.31%

97.04%

Caption

56.25%

48.96%

64.36%

94.26%

User Information

54.64%

54.22%

54.74

88.26%

Caption, User Information

55.89%

54.49%

57.27%

93.91%

SIFT, EDCV, CH, Faces, Caption

54.02%

54.05%

54.14%

97.19%

SIFT, EDCV, CH, Faces, UI

55.54%

56.98%

53.89%

96.65%

SIFT, Caption, User Information

53.04%

52.77%

53.88%

96.57%

CH, Caption, User Information

55.98%

55.81%

56.12%

96.74%

EDCV, Caption, User Information

51.34%

51.66%

51.59%

95.90%

Faces, Caption, User Information

53.44%

53.48%

53.40%

93.69%

SIFT, EDCV, Caption, Faces, Color

55.27%

56.05%

54.71%

97.03%

Text Features

Image and Text Features

Histogram, User Information.

4.3 Support Vector Machine (SVM)
Support vector machine is an algorithm that finds linear hyperplanes to separate
different classes of data. Sometimes it might be hard to find efficient hyperplanes in the
original feature space. For those feature spaces, SVM provides kernel functions to map the
data into a higher dimension, which might make it easier to find the separating hyperplane.
Given that, there are several parameters in SVM models that we can adjust and acquire
better results. In this section, we tried two ways to perform the classification. Also, we
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observed the effect of parameters to the results and analyze them. After that, we performed
sequential feature selection using SVM as criterion to find the more efficient features
among thousands of them. All the experiments were performed with tools in LibSVM, the
most extensively used SVM library.

4.3.1 SVM Parameter Selection
For a training set (𝐱 𝒊 , 𝑦𝑖 ), 𝑖 = 1, … , 𝑛, where 𝐱 𝒊 is the training instances and 𝑦𝑖 is the
label of it (0 or 1). The SVM algorithm requires the solution of the optimization problem
below:
𝑛

1
min w 𝑻 w + 𝐶 ∑ 𝜉𝑖
w,𝑏,𝝃 2
𝑖=1

subject to 𝑦𝑖 (w𝑻 𝜙(𝐱 𝒊 ) + 𝑏) ≥ 1 − 𝜉𝑖 , 𝜉𝑖 > 0.
Here, 𝜙 is the function used for mapping data to a higher dimensional space. SVM
finds the maximum margin for the separating hyperplane in the new space. 𝐶 > 0 is the
penalty parameter of the error term. Small 𝐶 makes the cost of margin violation low which
allows a big margin between the separating hyperplane and the data points. And a large 𝐶
does the opposite. A kernel function 𝐾(𝐱 𝒊 , 𝐱 𝒋 ) ≡ 𝜙(𝐱 𝒊 )𝑇 𝜙(𝐱 𝒋 )is defined to describe 𝜙.
The most used four kernels are listed below:
linear: 𝐾(𝐱 𝒊 , 𝐱 𝒋 ) = 𝐱 𝒊 𝑻 𝐱 𝒋 .
Polynomial: 𝐾(𝐱 𝒊 , 𝐱 𝒋 ) = (𝛾𝐱 𝒊 𝑻 𝐱 𝒋 + 𝑟)𝑑 , 𝛾 > 0.
Radial basis function (RBF): 𝐾(𝐱 𝒊 , 𝐱 𝒋 ) = exp(− 𝛾 ∥ 𝐱 𝒊 − 𝐱 𝒋 ∥2 ) , 𝛾 > 0.
Sigmoid: 𝐾(𝐱 𝒊 , 𝐱 𝒋 ) = tanh(𝛾𝐱 𝒊 𝑻 𝐱 𝒋 + 𝑟).
Here, 𝑑, 𝛾 and 𝑟 are parameters in kernel functions. Other than the linear kernel,
which does not map data to a higher dimension, RBF uses the least parameter. Hence, we
choose RBF as the kernel function for the later experiments with linear kernel being the
baseline. Parameter 𝛾 controls the shape of the higher dimension that the data is being
mapped into. A small 𝛾 gives a sharply away-pointing bump in the new dimension while a
large one gives a softer and broader bump who is only mildly parted away in the new
dimension compared to small 𝛾 . Together with the penalty parameter, we have two
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parameters (𝛾 and 𝐶 ) to learn for the best result. We used the exponentially growing
sequences of the parameters to identify good ones. [LibSVM Guide] ( 𝐶 =
2−3 , 2−2 , … , 28 and 𝛾 = 2−10 , 2−9 , … , 23 ).
Figure 4.1 presents the overall accuracies and accuracies of both classes of different
features with different parameters with feature SIFT feature vector. There are in total 168
data points in the graph. Each data point represents accuracy under a pair of data parameters.
For simplicity, we use the serial number of each data point as the label for the horizontal
axis. The data proceeds by increasing parameter 𝐶 every 14 data points while, within each
14, parameter 𝛾 increases. In total, there are 14 different values of 𝛾 and 12 different values
of 𝐶. We put a scale between the two graphs to group the data points with same 𝐶.

(a)

(b)
Figure 4.1 Results of Parameter Selection: (a) SIFT Overall Accuracy, (b) SIFT Either Class,

The parameter choices for the first 14 data points in Figure 4.1 are shown in Table 4.4.
and the next 14 points in the graph have the same series of 𝛾 but 𝐶 = 2−2. Another 14
after those also have the same series of 𝛾 but 𝐶 = 2−1 etc.. In this way, we are able to
show how the accuracies are changing when we vary the parameters while training with
the SIFT feature vector in Figure 4.1. The other feature vectors present similar patterns of
changing. We can see the parameters have an approximately15% impact on the overall
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accuracy (Figure 4.1 (a)). For predictions on either side of the problem(Figure 4.1(b)), the
accuracies vary from almost 0 to almost 100% while the parameters change. From these
experiments, we found out that the effect of parameter 𝐶 matters most to the feature vector
of caption, user information and faces. Parameter 𝛾 affects the accuracies of all feature
vectors.
Table 4.4 Layout of Data Points in Graph

1

…

2

13

14

𝛾 = 2−10

𝛾 = 2−9

𝛾 = 2−8,−7… 1

𝛾 = 22

𝛾 = 23

𝐶 = 2−3

𝐶 = 2−3

𝐶 = 2−3

𝐶 = 2−3

𝐶 = 2−3

Table 4.5 shows the best accuracies out of each feature vector selected from the
experiments shown above. Predictions using SIFT, EDCV, color histogram and caption
features reached 60% in accuracy. However, user information features and face features
are not showing good performances. Also, when the parameters are good, the biasing
problem is less severe, although there is still a 10% difference.
Table 4.5 Best Results from Parameter Selection (Single Features, RBF Kernel)

Feature Vector

𝐶

𝛾

Overall Ac.

Bully Ac.

Non-bully Ac.

SIFT_500

1

0.125

60.00%

53.96%

66.62%

SIFT_1000

4

0.0313

60.09%

55.55%

64.94%

SIFT_1500

1

0.0313

59.29%

52.20%

66.56%

EDCV

1

1

58.21%

64.41%

52.29%

Color Hist.

2

0.1250

60.00%

59.305

60.62%

Faces

128

4

53.93%

47.75%

60.61%

Caption

4

0.0313

58.66%

51.74

66.15%

User Information

128

8

54.29%

30.75%

78.48%

After parameter selection on individual feature vector, we performed the same
experiments on two and three features combined and found the best results of each
combination (Table 4.6). After observing the performance of the SIFT feature vector with
code book size of 500, 1000 and 1500 in section 4.1, 4.2 and 4.3, we noticed no obvious
difference. For the rest of the experiments, all SIFT feature vectors involved have 1000
dimensions.
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Table 4.6 Best Results from Parameter Selection (Combined Features, RBF Kernel)

Features

(𝐶, 𝛾)

Overall Ac.

Bully Ac.

Non-bully Ac.

SIFT, EDCV

(1, 0.0156)

59.82%

49.26%

71.17%

SIFT, Color Histogram

(1, 0.0156)

60.36%

58.80%

62.54%

EDCV, Color Histogram

(1, 0.125)

63.13%

54.54%

71.35%

SIFT, EDCV, Color Hist.

(1, 0.0625)

61.25%

58.55%

64.68%

SIFT, EDCV, Color Hist.,

(1, 0.0313)

60.27%

58.87%

61.78%

Caption

From the experiments above, it is obvious that, with a good selection of parameters,
SVM outperforms decision tree and k-NN classifiers. Hence, for the experiments in the
rest of the thesis, we use SVM classifier to implement classification work.
As mentioned before, we performed the same process on linear SVM algorithm. Table
4.7 shows the best results of each feature. It is obvious that RBF kernel outperforms the
linear kernel. Also the disparity of detection accuracy of bully and non-bully is also bigger.
Those suggest that it is hard to classify the instances without mapping them to a higher
dimension. Therefore, for the rest of the thesis, we choose to use RBF kernel in SVM
algorithm.
Table 4.7 Best Results from Parameter Selection (Single Features, Linear Kernel)

Feature Vec.

𝐶

Overall Ac.

Bully Ac.

Non-bully Ac.

SIFT

0.5

55.89%

52.49 %

59.55%

EDCV

0.5

53.84%

45.67%

62.81%

Color Hist.

2

57.32%

61.16%

53.94%

Faces

2

52.05%

21.18%

85.50%

Caption

0.125

59.20%

53.85%

64.59%

User Information

32

50.89%

15.28%

85.81%

4.3.2 Feature Selection
The feature vectors are in a high dimension. As we found out in the experiments with
binary decision tree in 4.2, each feature vector contains dimensions that are not universally
effective in our classification work, which would cause overfitting and affect the accuracy.
Selecting a subset of features may solve those problems and beyond that, shorten the
training time.
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To implement this technique, we used the Matlab built-in function “sequentialfs”,
which performs sequential feature selection. The purpose was to find a new feature vector
that performs better than the original one. To do that, we repeatedly went through the
feature columns in the vector and found the one that helps the new feature vector the best
and added it to the new vector. To evaluate the new feature vector’s performance and
determine when to stop the selecting process, a performance criterion was needed and, by
the setting of the function, performed in 10-fold cross-validation. We used the accuracy
yielded by SVM algorithm in libsvm with RBF kernel as the criterion function.
Table 4.8 Results of Feature Selection

Feature

Change of feature

Selected Column

Overall Ac.

Bully Ac.

dimensions
SIFT

1000 -> 8

Non-bully
Ac.

83, 222, 354, 386,

63.04%

65.46%

60.90%

603, 655, 787, 789
Color

1536 -> 4

493, 675, 708, 1081

59.11%

79.62%

38.11%

1144 -> 5

235, 250, 364, 398,

62.23%

43.13%

80.30%

Histogram
SIFT, EDCV

871
CH, EDCV

1780 -> 4

495, 710, 995, 1081

60.71%

81.07%

37.26%

SIFT, CH

2536 -> 8

290, 404, 411, 561,

62.05%

49.29%

75.00%

65.54%

75.34%

55.36%

718, 721, 1686, 2278
SIFT,

2780 -> 8

EDCV, CH

356, 386, 455, 462,
491, 982, 994, 2276

According to Table 4.8, feature selection increases the accuracy by 4%. With SIFT,
EDCV and color histogram combined, we have the best accuracy, 65.54%. However, after
selection, the accuracies between bully and non-bully detection present bigger differences.
When the feature vector is large, each dimensions can mitigate each other’s tendency to
disperse the accuracies. After selecting features, the model lost its ability to tolerate
disparity. Also, we noticed that after selecting features from [SIFT, EDCV], [CH, EDCV]
and [SIFT, EDCV, CH], there are no features from EDCV selected. Edge features might
not provide efficient information related to image bullyability.

4.4 Pruning data set
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Since the data set presents a big diversity in content, sometimes the connection
between bully and the content of photo does not seem plausible. The photos shown in table
4.9 may give the idea. Also, there exists some outlier images that may affect the
performance of classifiers. Those images can be considered noise in this problem. To
prevent the noise image from harming the accuracy, we tried several techniques to refine
the training set. And the experiments in this section were performed with a validation set
selected from the training set which contains 300 data instances (200 for training and 100
for test).
Table 4.9 Examples of Implausible Bullied Instances and Their Selected Bullying Comments

“Real ni**as eat all the
crust u lil b*tch”

“Those are gay af”

“Ugly as hell!”

“lol
you
f*cking
american p*ssies.”

4.4.1 Pruning by face detection
Intuitively, people, as the most notable object in images, may be a cause of cyberbully.
Intuitively, image viewers’ attention are more likely to be drawn to those images with faces
or body figures in it and judge them according to the viewers’ preference. Therefore, we
tried pruning the data set by removing the photos without faces and to help the detection.
Table 4.10 Results of Face Pruning

Feature

Overall Ac.

Bully Ac.

Non-Bully Ac.

SIFT

57.41%

55.78%

58.84%

Color Histogram

57.32%

65.48%

49.88%

EDCV

59.11%

66.97%

51.34%

SIFT, Color Hist.

57.95%

66.52%

49.25%

SIFT, EDCV

57.95%

57.51%

58.73%

EDCV, Color Hist.

58.04%

59.53%

57.15%

SIFT, EDCV, CH

58.13%

66.02%

50.77%
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SIFT,

EDCV,

Color

60.45%

66.56%

54.30%

Hist., Caption

Table 4.10 shows the results of pruning training set by the existence of faces. We can
see that this technique doesn’t provide a raise in the overall accuracy. But it helped the
bully detection for most of the feature vectors involved, which indicates a correlation
between the existence of faces in an image and its bullyability. Also, recall that there is an
error rate of face feature (section 3.2.5). If we can have a better way to detect faces, it might
help us increase the accuracy.

4.4.2 Pruning outliers with large kth nearest neighbor distance
[21] provides an efficient algorithm for pruning outliers from large data sets. The idea
is to find the distances between data instances and their corresponding kth nearest neighbor
and remove those instances whose kth-NN distance is large. The distance involved are
Euclidean distance. We needed to find proper values for the parameter k and the number
of nodes to prune. For k, we used three different values 10, 50, 100.

(a)

(b)
Figure 4.2 k-NN Distance: (a) k=10, (b) k=50, (c) k=100

(c)

The kth (10, 50, 100) nearest neighbor distance graph for feature vector [SIFT, EDCV,
Color Histogram] is shown in Figure 4.2. In all three figures, the kth-NN distance is ranked
from small to large. It is obvious that the kth-NN distance first grow slowly and after
reaching the approximately 1000th smallest distance, it begins to grow in a much rapider
way. After observations, the distributions of kth-NN distance from other feature vectors
also have the same growing pattern. Hence, the parameter of threshold of images to filter
out of training set was settled at the distance of the 1000th smallest kth-NN distance.
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Table 4.11 Results of k-NN Outliner Pruning

Features

K=10

K=50

K=100

EDVC

57.60%

57.40%

57.20%

SIFT

59.90%

59.10%

59.70%

Color Histogram

57.00%

57.80%

57.80%

Caption

56.36%

56.25%

56.16%

EDCV, Color Histogram

58.20%

58.00%

57.80%

SIFT, EDCV

58.70%

58.30%

58.40%

SIFT, Color Histogram

60.30%

60.40%

59.80%

SIFT, EDCV, Color Hist.

60.10%

60.20%

60.80%

SIFT,

60.90%

61.60%

61.40%

EDCV,

Color

Hist., Caption

Caption feature has the worst performance. This is because there exist all-zero
columns after the pruning which have to be removed and thus reducing the efficiency of
the feature.

4.4.3 Pruning by baseline images
For this technique, we tried to put the images categories that have a high possibility to
be bullied in the training set only. After roughly going through the bullied image set, photos
with a sport context, big exposure of skins and party environments tended to be bullied
(shown in Figure 4.3). We downloaded images in these categories from ImageNet as
baseline images (shown in Figure 4.4) and built new SIFT feature vector by a new 1000dimension codebook created out of the ImageNet images. Each time before training, we
filtered out the images in the same way mentioned in k-NN pruning. The results from this
technique is shown in table 4.12. However, we don’t see an increase of accuracy. That’s
probably because the similarity between real-world photo and baseline images are not high
enough to be able to effectively select the images. After all, we have to credit the users for
taking all the creative photos.
Table 4.12 Results of Baseline Image Pruning

Overall Ac.

Bully Ac.

Non-bully Ac.

58.96%

51.01%

66.90%
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(a)

(b)
(c)
(d)
Figure 4.3 Categories of Bullied Photos: (a)(d) Sports, (b)Exposure of Skins, (c) Party

(a)

(b)
(c)
(d)
Figure 4.4 Categories of Base Line Images: (a)Exposure of Skins, (b) Party, (c)(d) Sports

4.5 Community Structure Detection
4.5.1 Introduction
The general idea of this community structure detection is to consider the data instance
set as an information system that can be described in terms of a network and find the
communities inside of it. Communities or community structures inside a complex network
are sets of nodes that are densely connected together within themselves. Community
structure detection is widely used in the area of network analysis, since communities are
quite common in real networks and finding these sub-structures inside a network can help
us understand its function and topology. To apply this method to our problem, we consider
the image set as a network and bullied and non-bullied images are two communities within
it known to us in the hope of finding a method to partition the network into two
communities exactly as bullied and non-bullied.
There are multiple ways to detect the community structures inside a network. One of
them is modularity maximization. Modularity is a function that measures the goodness of
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a division of a network into communities. It is a scalar value between -1 and 1 that measures
the density of links inside communities as compared to links between communities [22]. If
it is used in a weighted network, the definition is
𝑄=

𝑘𝑖 𝑘𝑗
1
∑ [𝐴𝑖𝑗 −
] 𝛿(𝑐𝑖 , 𝑐𝑗 ),
2𝑚
2𝑚
𝑖,𝑗

Where 𝐴𝑖𝑗 is the weight of the edge between 𝑖 and 𝑗, 𝑘𝑖 = ∑𝑗 𝐴𝑖𝑗 is the sum of weights of
the edges attached to vertex 𝑖, 𝑐𝑖 is the community to which vertex 𝑖 is assigned, 𝛿(𝑢, 𝑣) is
1 if 𝑢 = 𝑣 and 0 otherwise and 𝑚 =

1
2

∑𝑖𝑗 𝐴𝑖𝑗 [22].

Modularity can also be an objective function to optimize a partition of communities in
a network. The method used in this subsection greedily optimized modularity in order to
partition a network [23]. The optimization process has two phases. First, the method looks
for small communities by optimizing modularity locally, which begins from one node a
community and moving nodes to other communities to see the gain of it. Secondly, nodes
are aggregated if they belong to the same community and thus building a new network
whose nodes are the communities. Repeating the steps iteratively until reaching a
maximum of modularity will give you the optimized partition of the original network. [24]
In our problem, the weight in the network is calculated with the feature vectors by the
equation below.
𝐴𝑖𝑗 =

1
𝑛𝑜𝑟𝑚 (𝑑𝑖𝑠𝑡(𝒇𝒊 , 𝒇𝒋 )) + 1

, 𝑖, 𝑗 = 1, 2, … 𝑛 and 𝑖 ≠ 𝑗,

where 𝐴𝑖𝑗 is the weight between instance node 𝑖 and instance node 𝑗 , 𝒇𝒊 and 𝒇𝒋 are
corresponding feature vectors of node 𝑖 and node 𝑗. In words, the weight is defined as the
inverse of normalized Euclidean distance between two data points with the corresponding
feature vector. To avoid the distance of 0, we use the normalized distance plus one in the
denominator. We also tried the exponential version of 𝐴𝑖𝑗 but that led to early small
clusters with only 2 or 3 nodes which brings unnecessary complexity to the hierarchical
tree but not a better result. Therefore, we won’t discuss about exponential weights here.
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As indicated in figure 4.5, starting off, we partition the network with a feature vector
into several communities. By repeatedly doing community partitioning on current
communities with a new feature vector until after using all the feature vectors, we can build
a community structure based hierarchical clustering tree. Each leaf community is classified
as the dominating class among the photos inside of it.

Figure 4.5 The Process of Building Community Structure Based Hierarchical Clustering Tree

4.5.2 Experiments and Results

Figure 4.6 Hierarchical Clustering Tree Example (Features Involved: Caption->SIFT->Faces)
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To perform community structure detection with a given graph, we had an executable
file that is built from the C++ code provided by the author of [23]. However, to build the
hierarchical community tree in an efficient way, we needed to build scripts to conduct the
process. The explanation of the script codes is attached in the appendices.
Table 4.13 Training Accuracy of Community Structure Detection

Seq. of feature (top->bot.)

Capt.->SIFT->faces

Faces->SIFT->Capt.

SIFT->Capt.->Faces

Training Accuracy

56.31%

54.56%

55.89

For this technique, we tried building the tree with different features on each layer. To
give the idea of it, we show one of them in figure 4.6. The features used to perform structure
detection in each layer are Caption, SIFT and faces from top to bottom. Judging by the
results, most of the nodes in tree do not have a dominating class which would lead to a low
training accuracy, shown in table 4.13. There are leaf clusters with one class is dominating
at a high percentage like 74% but the total number of elements in the cluster is relatively
small, which makes it hard to help the overall accuracy. Bigger clusters are generally hard
to be separated by the communities found inside it. We also tried 5-layer trees using four
features, whose breakdown can be found in the appendices, showing similar results.
For community structure detection with modularity, the weights of edges have a big
impact to the performance of separation. In this thesis, we don’t have enough time to try
enough methods to find weights that are discriminating enough. Yet, this technique still
has its potential in this problem.

4.6 Supplementary Experiments
4.6.1 Experiment on Comments
In this thesis study, we used comments as reference for labelers to decide if an image
is bullied, which was the most straightforward way compared to labeling by image and
attached textual features. Since we were trying to predict the bullyableness of images and
comments is a posterior feature, we didn’t involve it in previous classification work.
However, it can provide a possible upper bound of bullyable image detection accuracy as
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it’s the most informative feature that can be found. Therefore we performed experiments
with different algorithms on comments.
The material we used to extract the comment feature vector is the comments selected
for the Amazon Mechanical Turk as mentioned before. After processing, we built a 14955dimension histogram on comments. And the feature was encoded by the appearance of
each word in a data instance.
Table 4.14 Experiment Results on Comment Feature

Algorithm

Overall Ac.

Bully Ac.

Non-bully Ac.

SVM

68.04%

60.68%

75.58%

Binary Decision Tree

61.96%

63.33%

60.51%

K-NN (k=5)

50.00%

0%

100%

Judging by the results, the comments increases the prediction accuracy by 3% in SVM
and 5% in binary decision tree. Yet, it works poorly on k-NN. However, the overall
accuracy is still lower than 70%. If we consider these results as upper bound of the
bullyableness detection accuracy, the image features having a 65% accuracy is fair. Also
for the poor performance of k-NN, we explained it as the inapplicability of this algorithm
to this type of classification. Since the wording of bullying comments can vary in a large
range, their bag-of-word histograms were not necessarily close to each other in Euclidean
distance, which made it hard for k-NN to find the proper pattern.

4.6.2 Stemming Text
Stemming is a process for reducing inflected and derived words to their word stem
form. Intuitively, this would accentuate the roles of certain words played in bullying no
matter what part-of-speech it is in. While building textual histogram previously, we didn’t
involve stemming process. And here we tried to find if it improves the prediction accuracy
of textual features.
The stemming tool involved is “PyStemmer 1.3.0”, which provides access to efficient
algorithms for calculating a stemmed form of words by removing the common
morphological endings, according to its tutorial.
i. Caption
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Table 4.15 Experiment Results on Caption Feature after Stemming

Algorithm

Overall Ac.

Bully Ac.

Non-bully Ac.

SVM

59.82%

55.71%

64.34%

Binary Decision Tree

56.87%

50.75%

62.98%

K-NN (k=5)

55.98%

49.58%

62.67%

After stemming, the dimension of caption feature vector was trimmed from 5260 to
4621. And the results are increased by 1% in SVM, 4% in k-NN and 0.5% in binary
decision tree. Overall, stemming slightly increased the quality of the caption feature vector.
ii. Comments
Table 4.16 Experiment Results on Comment Feature after Stemming

Algorithm

Overall Ac.

Bully Ac.

Non-bully Ac.

SVM

67.32%

59.91%

74.55%

Binary Decision Tree

61.79%

60.80%

62.89%

K-NN (k=5)

50.00%

0%

100%

After stemming, the dimension of caption feature vector was trimmed from 14955 to
12406. And the results almost remains the same with before stemming. Different forms of
a verb can express different mood of the commenter, which is a relative element on
detecting bullying. After stemming, the emotional information was lost. Also, stemming
has the problem of over and under stemming, which would harm the accuracy as well.
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Chapter 5 Conclusion and Future
Work
In this chapter, we first briefly summarize the main work in the thesis. And then gather
the findings and make some comments on them. At last, we suggest possible future work
in order to better tackle the problem.

5.1 Summarization
In this thesis, our aim is to advise social media users if their images would be bullied
if posted. The data set involved is crawled from the new and uprising social media site –
Instagram. We had the data instances labeled according to its comment contents as bullied
or non-bullied. Then, with the help of descriptive caption of the instance and the user
information, we try to build a model to accurately classify the photos.
In chapter 2 we review the non-technical and technical studies dedicated to
cyberbullying. Cyberbullying is an epidemic phenomenon and is generating severe harm
to people, especially teenagers. Current technical work concentrating on cyberbullying
detection always focus on text analysis e.g. offensive language detection. Some of the
studies also involve the user information and truth set (common sense contextual
knowledge) to help with detection. Those works focus on locating bullying comments. Our
idea is to protect the interest of posters by coming up with a prediction model that can help
the posting user protect themselves from being bullied. In this thesis, our target media
object is photos and their attached text information like caption and user information.
Although there is barely any work trying to detect cyberbullying with image features, the
techniques to find semantic image features are not hard to find.
Chapter 3 illustrates the process of data acquisition and feature extraction. We use
Instagram API to crawl the data objects from the site. In order to make the texts (caption
and comments) generally readable, we clean the emojis and “@” mentions. After the
preprocessing of the data, we have them labeled on Amazon Mechanical Turk. The last
section of the chapter introduces the features. The involved image features: color histogram,
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bag-of-visual-words, edge direction coherent vector and faces are all extensively used. We
also use the caption in a bag-of-words manner and user information (followers, number of
follows, number of posts and number of comments) is also included in training model.
Chapter 4 is where we show the classification results and discuss them. We used k
nearest neighbors, decision tree, support vector machine and community structure
detection to perform classification work. SVM gives the best results among all the methods.
Yet binary decision tree and k-NN provide insights to the data set and features. After
removing the possible irrelevant feature dimensions, we are able to classify bullied and
non-bullied instances in an accuracy of 65.54% (Bully: 75.34%, Non-bully: 55.36%).
Besides those classification models, we also tried to enhance the performance by pruning
the training set. Pruning photos without faces didn’t help increase the overall accuracy
while the bullied detection accuracy did increase by approximately 10%, which indicates
a correlation between faces and bullying. Pruning the instances with large kth-NN distances
stabilized the performance from models with the accuracy slightly increased. Pruning the
photos dissimilar to baseline images barely enhanced the performance. We suspect that the
photos crawled from real world social media were too diverse in content for baseline
images to capture their pattern. Community structure detection is a popular method in
network analysis. We applied it to the data set in the manner of hierarchical clustering.
Since we failed to find a satisfactory weight to describe the instances graph, the
performance is worse than SVM. We also attached some supplementary experiments using
the user comments in order to explore the upper bound of the classification accuracy. The
best result is 68.04%, which indicates the potential difficulty of this problem. In the
supplementary experiments, we also tried stemming the text information (comments,
caption) before building histogram. The experiment yielded similar results before
stemming: the technique would throw out the words with only part-of-speech changes but
lose the grammatical information in text, which seems important in detecting bullyability.

5.2 Discussion
According to the results , the contribution of general image features to the
classification work is limited. One of the possible explanations is that the patterns of
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bullying are beyond merely image characteristics. On social media sites, a viewer comment
under a post knowing information a lot more than just the post itself which is hard to
simulate in a classification model.
While trying different techniques to classify the data set and enhance the performance,
we discovered a big diversity of the image content and patterns of bullying. Due to the
popularity of Instagram, users post photos with different purposes. Some post to promote
products, some post to report news, some are organizations and post to gain popularity
among viewers and some are common individuals who post to share experiences of their
life. The bully might be intrigued by the identity of a user posting the photo or the content
of images that the commenters have strong sentiment about. These factors might require
specific common sense knowledge to be recognized, which is sometimes hard for others
without it to see and increase the difficulty of this classification problem.

5.3 Future Work
One way to alleviate the diversity of bullying is to find other ways in labeling. In this
thesis, we asked the labelers to label bullied/non-bullied photos by going through the
comments, which would be affected by commenters’ preferences. To give a simple
example, in sports, fans tend to verbally attack their team’s rivals whenever they get a
chance. In our situation, a photo in which a football player is visiting a children’s hospital
might receive some offensive comments just because there are supporters of his rival teams
among the viewers. Yet the image probably looks innocent to other viewers if they are not
aware of who the person is. If we can increase the number of labelers for each image and
ask them to label the instances only after viewing the photos themselves based on their own
subjective opinions, the diversity of bullying could be mitigated.
Besides that, we should design or look for features that can more efficiently recognize
the factors that cause viewers to bully. Emotional information from the image would be a
possible choice to implement since the bully is a product of extreme emotions. Also, strong
object detection techniques could be considered. Possible object targets are human body
parts, sports scenes (football field, basketball court), celebrity detection etc.. Another idea
is to better simulate the context under which the data instances are exposed to viewers in
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virtual world. For example, the photos can be categorized so that we can tell if it’s a sharing
of a life moment of an exhibition of products being promoted. Thus for each category we
can look for different features to detect bullying.
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Appendices
A. Explanation of Community Structure Detection
Scripts
community.py
Find the "txt" file (graph file) that contains the graph information (nodes, edge weights)
and first convert them into binary file ".bin" and weight file ".weight" with the executable
file "./convert". After that do community clustering with another executable file
"./community". The community cluster result output is with the suffix ".tree". Those
executable files are compiled from the community C codes.
graph.py
Read the feature file (each column being a feature and each row being an observation).
Calculate the weight between each nodes.
In the format of "imgi imgj weight", the graph info is written to a ".txt" file.
This is only for the first clustering process.
divide_generall.py
1. Read one by one the results of clustering from last layer i.e. the ".tree" files.
2. In each ".tree" file, for each cluster it has, create graph file for the next layer. For the
name of the next layer node we encode it as in the way of huffman tree. For example, if in
the first layer the images are clustered into '0' and '1', in second layer there would be node0
and node1 whose graph files are named "2nd_node0_<feature of 2nd>.txt" and
"2nd_node1_<feature of 2nd>.txt". After that, there would be node00, node01... and
node10, node11... with corresponding graph file "3rd_node00_<feature of 3rd>.txt",
"3rd_node01_<feature

of

3rd>.txt",

"3rd_node10_<feature

of

3rd>.txt",

"3rd_node11_<feature of 3rd>.txt".
3. Besides graph file, a "list" file is also needed for each node in each layer. The purpose
of it is to keep track of the ID of images in feature files. Given a node, the image node in
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it that is given the ID "i" has an feature ID number stored in the ith place in the
corresponding "list" file.
4. Given the tree file and list file from above layer, calculate weights and create new graph
file for current layer. If the graph file has less than 20 images in it, skip graph file but still
create list file.
labeling.py
For each image node in list file, find out the ratio of class "1" and "0". And write the
dominant class to "training_label.txt" in the format of "<nodeID> <class#>" e.g. "010 1".
test.py
Find which cluster each test image belongs to by finding the closest cluster.
testlabel.py
Find the accuracy of test images being labeled by the leaf nodes.
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B. Example of Community Structure Detection
with Five Layers
Faces->SIFT->Caption->Context
node
node1
node0
node2

# of imgs

Class 0

Class 1 ratio

421
598
101

0.47980998
0.5367893
0.36633663

0.52019002
0.4632107
0.63366337

node21
node10
node20
node00
node01
node11

58
196
43
244
354
225

0.34482759
0.45408163
0.39534884
0.52459016
0.54519774
0.50222222

0.65517241
0.54591837
0.60465116
0.47540984
0.45480226
0.49777778

node100
node011
node101
node200
node001
node210
node000
node010
node112
node211
node212
node111
node110

95
171
101
43
128
21
116
183
95
34
3
3
127

0.48421053
0.5497076
0.42574257
0.39534884
0.4765625
0.42857143
0.57758621
0.54098361
0.48421053
0.26470588
0.66666667
0
0.52755906

0.51578947
0.4502924
0.57425743
0.60465116
0.5234375
0.57142857
0.42241379
0.45901639
0.51578947
0.73529412
0.33333333
1
0.47244094

node0001
node2110
node0011
node2101
node1001
node1012
node1011
node2000
node1000
node1101
node2102
node2111

45
10
58
7
36
29
27
31
59
75
6
2

0.6
0.2
0.39655172
0.71428571
0.52777778
0.4137931
0.48148148
0.48387097
0.45762712
0.57333333
0.16666667
0

0.4
0.8
0.60344828
0.28571429
0.47222222
0.5862069
0.51851852
0.51612903
0.54237288
0.42666667
0.83333333
1

45

node1100
node0110
node0111
node2100
node1010
node1121
node1120
node0000
node0100
node0010
node2112
node0101
node2001

52
75
96
8
45
52
43
71
111
70
22
72
12

0.46153846
0.50666667
0.58333333
0.375
0.4
0.48076923
0.48837209
0.56338028
0.51351351
0.54285714
0.31818182
0.58333333
0.16666667

46

0.53846154
0.49333333
0.41666667
0.625
0.6
0.51923077
0.51162791
0.43661972
0.48648649
0.45714286
0.68181818
0.41666667
0.83333333

