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Abstract
Steganographic transmission waveforms are desirable for many underwater applications such as underwater acoustic communications, surveillance, detection, and
tracking. In the context of active sonar tracking, an overall approach is presented
that covers many topics including background sound modeling, steganographic
security assessment of transmission waveform, target motion modeling, and batch
track detection. Under shallow water environment background sound dominated
by snapping shrimps, the presented approach shows feasibility of steganographic
sonar for target track detection.
A background sound modeling approach is presented that utilizes symbolic
time series analysis with phase space representation and clustering of time series
segments. The time evolving characteristics are captured with the hidden Markov
model (HMM). The steganographic security of the transmission waveform can be
assessed by measuring the Kullback-Leibler divergence (KLD) between the cover
model and the stego model.
Conventional tracking approaches fail to perform reliably, and existing trackbefore-detect approaches also fail due to overwhelming search computation when
they use simplistic short timescale motion models. A long timescale target motion
model with considerations for plausibility is presented and utilized in a batch track
detection approach. A Monte Carlo-based simulation was performed to find the
scenarios that demonstrate feasibility of steganographic sonar in a shallow water
environment with snapping shrimp sound.
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Chapter 1 |
Introduction
1.1 Motivation
One of the main objectives for underwater acoustic signal processing is to find
objects of interest using the knowledge of wave propagation and scattering theory.
In typical SONAR (Sound Navigation And Ranging) applications, the source at
the platform transmits an acoustic waveform pulse which propagates through the
water and scatters off the target object and propagates back to the platform. The
returned echo signal is processed for detection and tracking. Traditionally, the type
of sound used for this process has been determined by the physical constraints
imposed by the electro-acoustic transducer, and by the signal processing constraints
due to computational efficiency. A linear frequency modulated (LFM) waveform,
also known as a chirp, is typically used in many sonar applications.
An LFM chirp is not a natural sound in underwater environment, therefore it is
not difficult for the target to recognize it is being probed by a man-made sound.
There are many applications where a less conspicuous waveform is desired. Also,
short pulses with high sound pressure level (SPL) can have adverse effects on the
marine life. Efforts are being made to find alternative sonar waveforms that are less
intrusive. By spreading the transmission waveform energy in time and adopting a
different signal processing approach, sonar can have less environmental harm while
still achieving its goal.
In this dissertation, a steganographic approach for sonar tracking is presented
with the comparison to existing methods for covert sonar waveform design and weak
target tracking. Elements from steganography are adopted to guide the waveform
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design process with an empirical assessment of the steganographic security of
the waveforms. For tracking weak targets, a motion model for marine vehicles is
proposed which improves upon existing models and tracking approaches. Typicality
and plausibility are of great interest, for both environmental sound and target
motion.

1.2 Sonar Tracking
Conventional active sonar tracking is done by transmitting a waveform, followed
by thresholding the matched filter output of the received echo to detect and
estimate the target position, repeated for each transmission. Track of a target is the
connection of the position estimates across multiple transmissions [1]. Thresholding,
or detection, is an irreversible process through which information is lost, but it
allows for efficient information processing afterwards since the following processes
only need to work with position estimates and is only concerned with how to
connect them, without the need to retain all of the sensor data.
One of the shortcomings of conventional tracking methods is that when target
echo level is low relative to the clutter level, the thresholding process does not
sufficiently separate the target energy and energy from non-targets, also known
as clutter. As a consequence, higher probability of detection cannot be achieved
without having to tolerate an increase in probability of false detection. Thresholding
becomes an unreliable signal processing step for weak targets, or also known as
low-observable targets in literature [2–6].
Track-before-detect (TBD) approaches were devised to improve the reliability of
tracking performance by retaining the sensor data longer and making a number of
assumptions on viable motion of the target for short periods of time. For example,
by assuming that the maximum speed is known, one can hypothesize a number of
potential tracks and compute scores for each hypothesized track for the observed
data to find the track with the highest score [7]. This approach was theorized and
demonstrated by [8–13].
By making assumptions for motion characteristics, TBD approaches can limit
the search space of viable tracks and make decisions within the viable track
space, making it computationally feasible. TBD approaches are explicitly or
implicitly embedding information regarding target motion in the signal processing,
2

thereby assisting the decision-making and improving the performance. Dynamic
programming and particle filter are the two main approaches for TBD. They will
be discussed in more detail in the following chapters.

1.2.1 Underwater Sound Propagation
Due to its relative ease of underwater propagation over other forms of radiation,
sound waves have been used extensively for underwater exploration and for other
purposes [14]. Sound travels as a longitudinal compression wave and its propagation
characteristics depend on the properties of the medium, ocean water, including
salinity, temperature gradient, both of which affect the density, and the bulk
modulus of elasticity [14, 15].
In an ideal homogeneous medium, sinusoidal wave from an oscillating source
propagates spherically in all directions symmetrically. The spherical curvature of
the wavefront is prominent in close range, but as the range from the source grows
sufficiently larger relative to the wavelength, the wavefront curvature becomes
sufficiently small such that the propagating wave can be approximated as a plane
wave. This approximation is valid for many practical situations and simplifies the
spherical wave equations to plane wave equations [15].
The intensity of an acoustic wave is defined as the acoustic power per unit area,
and in acoustic system analysis it is customary to use decibel, or dB, notation
to represent the level of the acoustic intensity relative to the intensity of a plane
wave with an rms (root mean square) pressure equal to 1µP a. This notation is also
carried out in sonar equations which is traditionally used for assessing performance
of sonar systems [14, 15].

1.2.2 Sonar Equations
Source level, SL, is the amount of sound radiated by the platform, defined as the
intensity of the radiated sound at a distance of 1 meter from the source, where
intensity is the amount of sound power transmitted through a unit area in a certain
direction in units of dB relative to 1µP a.
Transmission loss, T L, is a measure of the reduction in sound intensity due to
propagation loss between two points, for example, between the platform and the
target, due to spreading and absorption. The received level at the target, RLT of
3

the waveform transmitted by the platform is
RLT = SL − T L.

(1.1)

At the platform, the transmitted waveform is scattered off the target, at the level
called the target strength, T S, and the attenuation due to propagation is twice
that of what the target receives
RLP = SL + T S − 2T L.

(1.2)

Both of the received levels are expressed in the log scale, and can also be expressed
in linear scale as,
RLT
RLP
σT = 10 20 ,
σP = 10 20 .
(1.3)
Effects of spreading on transmission loss dominates at close ranges and absorption effects are more significant at longer ranges. For the ranges considered in the
dissertation, the transmission loss is dominated by the spreading loss and the effect
of absorption loss is less significant. Therefore, T L is primarily a function of range,
R, is typically expressed as 20 log10 R in deep water by spherical spreading and
as 10 log10 R in shallow water by cylindrical spreading. In practice, other factors
contribute to more attenuation and (1.4) is often used as a simple approximation
for many underwater applications in shallow water and shallow-to-deep transition
regions [16].
T L = 15 log10 R
(1.4)

1.3 Steganography
Steganography is the practice of concealing information in plain sight [17, 18].
Undetected transmission of waveform is desired for many applications including
communications, radar, and sonar. Covertness is not a well-defined quantity,
and it is typically assessed by evaluating the performance of potential intercept
detectors, making it an assessment subjective to the type of detector. Detectors
make assumptions on the signal or the noise, and try to find the best way to
separate the two based on the assumption. When the assumptions match reality,
intercept detectors perform well finding anomalous events while making little errors.
4

On the contrary, if the intercept detector makes incorrect or incomplete assumptions, it could make it easier to deceive such a detector. All of the information may
be available to distinguish between the normal background and the transmission
waveform present in it, but when the detector does not know how to look for one, it
will either miss it completely or it may take a long time to find one, which may be
too late. Therefore, from the perspective of an intercept detector, it is important
to have a good understanding of the background.
The steganography literature points out that in practice, one has to consider
the empirical nature of real world implementation of steganographic methods [19].
It is natural to assume one should learn the patterns of the background in order
to be effective when trying to hide information in the background. Learning the
background as accurately as resources allow could be the key to effective adaptive
steganography [20]. However, the idea of adapting to the background and changing
the hiding scheme is yet to be adopted in most current waveform designs for sonar
and radar.
Most existing covert waveform design approaches employ either a spread spectrum pseudo-random chaotic waveform [21,22] or a frequency-hopping method with
some coding scheme to remove man-made structures [23–25], with little or no regard
to what environment it is being transmitted into. These approaches employed in
different environments will achieve inconsistent levels of stealth depending on how
similar the background perturbed by the transmitted waveform, which does not
adapt to the environment, is to the background itself.
Suppose there exists a model with which the ambient sound is described exactly
and future sound can be predicted. Neither the hider nor the seeker, i.e., the
waveform transmitter and the intercept detector, respectively, has this model.
They may, however, observe the ambient sound and approximate the exact model
with their respective model estimates. The hider would use this model to design
transmission waveforms and the seeker would use it to design a detector to detect
anomalous sounds. It is important to note that their model estimates are not
perfect and that they are likely imperfect in different ways. The missing part from
the seeker’s model is what the hider can exploit. Ultimately, the hide and seek
competition becomes one of modeling the background in which the one with the
better model is more likely to outperform the opponent.
Modeling capabilities continues to grow and characterizing the inaccuracies
5

of models by comparing them to reality in an effort to improve them is certainly
extremely valuable and of interest to many scientists and engineers. This dissertation
also presents an approach to developing a model for the environmental ambient
sound via symbolic time series analysis with phase space representation, clustering,
symbolization, and model parameter estimation. However, instead of investigating
the inaccuracies and shortcomings of the model, this dissertation focuses on the
ability to distinguish between two scenarios using the developed model, with the
understanding the model is not perfect.
With the presented model, it is possible to evaluate the steganographic security
of a candidate waveform by measuring the Kullback-Leibler divergence between the
model for the ambient background and the model with the waveform transmitted
onto the ambient background, using the framework built during the background
modeling process. This process is interpreted as assessing the similarity between
the background with it perturbed by the waveform through the perspective of the
hider’s modeling structure.

1.3.1 Steganography in Communications
Steganography is similar to cryptography in that it is used for information security,
but different from it in that while cryptography focuses on making it difficult
to decode the message, steganography endeavors to conceal the existence of the
message. Combining the two could result in a more secure approach in practice,
but the focus of this dissertation is better aligned with steganography alone.
Simmons’ motivational scenario in [26] illustrates a typical steganography problem. Alice and Bob are arrested accomplices in separate cells and they want to
secretly communicate with each other using messages through a channel allowed
by the warden. They need to make the messages seem innocuous while conspiring
an escape plan, and the warden is monitoring the messages to intercept potential
secret hidden message.
This is a covert communications problem, and one of the variational scenarios
is that the warden can alter the messages to disrupt any potential hidden communication even though detecting and decrypting the messages may not be possible.
The warden in this case is called an active warden and the distortion introduced
is called an attack. A message with a hidden message embedded is called a stego,
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and otherwise, a cover. The warden’s objective is two-fold; to detect the existence
of hidden secret messages, and to decode them.

1.3.2 Steganography in Sonar
Applying this framework to sonar tracking needs to be done with caution. First,
active sonar tracking is not a typical communications problem involving two parties,
although it can be viewed as one where the transmitter and the receiver are the
same and the goal is to confirm the receipt and the time of receipt of the message,
not to decode an unknown message. Secondly, the warden does not receive the
message as was sent by Alice. It will be distorted due to the one-way underwater
propagation and interfered by other sources of natural sound which actually make
up the cover. Thirdly, the message received by Bob may be distorted more severely
due to the two-way underwater propagation, which can be thought of as an active
warden scenario. Also, the warden is likely to see a much less distorted message
than Bob.
To translate this in terms of sonar, the objective of the platform is not communication, but detection of target echo, typically using a matched filter since the
transmitted waveform is known to the platform. The target’s intercept detector is
the warden, and the distortion due to the two-way propagation seen at the platform
can be thought of as the warden’s attack. The ambient environmental sound is
the cover, and the transmission from the platform is the hidden message, the two
together make up the stego.
One of the aspects of steganography that is only being investigated recently is
adaptive steganography [27–29]. Stochastic and statistical steganography has been
studied in [30–33], however, adaptive steganography for heterogeneous cover is still
an active field of study. Underwater acoustic environment is highly non-stationary
and heterogeneous. Furthermore, existing models for underwater sound are made
on very large timescales [34], much larger timescales than what is typical for many
sonar applications.
Epistemological approach for steganography has been suggested for practical
implementation of steganography and Böhme [19] points out the importance of
modeling the cover and the empirical nature of such an approach. This perspective
emphasizes the characterization framework of the cover and it also points out that
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the security of real world implementation depends on the relative accuracy of the
cover models of the hider and the seeker. Given perfect models, an informationtheoretic approach can be shown to work at a desired level of security [35].
The modeling approach presented in this dissertation focuses on capturing
the temporal characteristics of the underwater background sound. Spectral characterization achieves some aspects of it, but it does not capture the short-time
local structures that repeat at random intervals and its coexistence with temporal
events on longer timescales. With sonar detection and tracking applications in
mind, capturing local structures on shorter timescales may prove to be useful. How
various types of transmission waveforms is seen through this model is of particular
interest.

1.4 Contributions
The following is a list of contributions of this dissertation
• Sound modeling approach that captures the time-evolving aspect of underwater ambient acoustic environment
• Model-based steganographic security assessment approach that is independent
of the type of intercept detector in the context of underwater sonar applications
• Application of the steganographic security assessment approach to realistic environment and the investigation of effectiveness of various types of waveforms
including mimic waveform
• A track detection approach for weak targets using a long timescale motion
model designed with considerations for plausibility of typical marine vehicle
motion
• A novel distance/similarity measure for time series

List of publications
J. D. Park and J. F. Doherty, “Track detection of low observable targets using a
motion model,” Access, IEEE, vol. 3. pp. 1408-1415, 2015.
J. D. Park and J. F. Doherty, “A steganographic approach for covert waveform
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design,” Military Communications Conference, 2016, MILCOM 2016, IEEE.

1.5 Dissertation Organization
Chapter 1 introduces the background and summarizes the contribution of this
dissertation. Chapter 2 discusses the existing track-before-detect (TBD) approaches
and their limitations for weak target track detection. An approach to improve
upon the TBD approaches by utilizing a plausible long timescale motion model,
a batch track detection approach is discussed in Chapter 3. In Chapter 4, the
background on steganography is provided and this is further developed in the
context of underwater steganographic sonar. Chapter 5 discusses a time series
modeling approach that makes it feasible to assess the steganographic security.
Chapter 6 combines the two main components of steganographic sonar tracking in
a Monte Carlo simulation to demonstrate feasibility, and Chapter 7 concludes and
discusses potential improvements on this dissertation.
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Chapter 2 |
Track-Before-Detect
Conventionally, tracking with pulsed active sonar has been done by making point
estimates of the target position from each sonar transmission, followed by a process
to connect the point estimates to form a track [1]. Point estimation of the target
position is typically done by thresholding the normalized data and declaring
detections on threshold-crossings. Given sufficiently high SNR of the target echo,
this approach is reliable and efficient since the target echoes are more likely to
survive the thresholding process and connecting only the detected target positions
does not require large amount of computation.
Low echo level, either due to reduced source level or low target strength, renders
conventional pulsed active sonar detection and tracking less reliable. Detection
of such targets requires lower threshold at the expense of more false detections.
Lowering the threshold value not only makes the detection less reliable but also
makes the process of forming the track more difficult and computationally inefficient
since the track-forming process cannot rely on all of the threshold crossings to be
coming from targets, and needs to further process the data to distinguish between
target and clutter.
Track-before-detect (TBD) approaches were devised to improve the reliability
of tracking performance by retaining the sensor data across multiple transmissions
and integrating the target echo energy along potential paths by making a number
of assumptions on viable motion of the target. These approaches are assisted
by using short timescale motion models, and have been used in many tracking
applications [1, 6, 8–13, 36–39]. For example, by assuming that the maximum speed
is known, one can hypothesize a number of potential tracks and compute scores for
each hypothesized track by applying the data to find the track with the highest
10

score [7].
Intuitively, TBD approaches process the collected data and search for the target
path that is best supported by the data. By making assumptions for motion
characteristics, TBD approaches can limit the search space for viable tracks and
make decisions within the viable track space, making it computationally more
feasible. TBD approaches are explicitly or implicitly embedding information
regarding the target motion in the signal processing, thereby assisting the decisionmaking process and improving the performance. Dynamic programming and particle
filter are the two main approaches for TBD.

2.1 Problem Definition
Consider the data with a set of time series recorded by an acoustic sensor from
multiple active transmissions in which a target is present. The objective is to
process this data to detect and track the target whose echoes are weak such that
they are not reliably detected by conventional tracking methods. Each time series
is denoted as a scan. A scan is matched filtered with the transmitted waveform
or with the Doppler-compensated matched filter kernel if the radial velocity of
the target is known or assumed. It is also considered to be basebanded so that
the effects of the carrier frequency is removed and the focus is on the bandwidth
of transmitted waveforms. The following sections will describe the measurement
model and the motion model of the target.

2.1.1 Measurement Model
The measurement at each scan, indexed by m, is the recorded acoustic time series
denoted as ym (t), where the argument t is the time since each transmission. The
matched filtered and basebanded output of each scan, zm (t), can be expressed as the
sum of basebanded autocorrelation function scaled due to propagation attenuation
and delayed by the round trip time of the transmitted waveform, σRm (t − τ ), and
the filtered noise, vm (t).
zm (t) = σRm (t − τ ) + vm (t)

(2.1)

One of the properties of the basebanded autocorrelation function, correlation
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width, wc , is defined as the 3dB width of R(t). This width is known to be inversely
proportional to the bandwidth of the transmitted waveform [40]. This quantity
will be used to further analyze the target motion. Note that the relative strength
between Rm (t) and vm (t) is described by the scaling factor σ, which is determined
by the sonar equations introduced in Chapter 1.

2.1.2 Motion Model
Target motion model, also referred to as kinematic model or dynamic model in
literature, is the stochastic description of the target motion over time. Position and
velocity are typical descriptors for the motion and they constitute the state of the
motion. The probabilistic transition of the state is described by the motion model.
In many of the literature including [1, 36, 41–43] in which the data is a series of 2-D
radar or sonar images, the state of the target motion used is expressed as,
∆

xm = [xm

ẋm

ẏm ]T .

ym

(2.2)

The state consists of the position and the velocity in both x and y directions. The
evolution of the state can be modeled as a linear stochastic process as,
xm = F xm−1 + um ,


F =









1
0
0
0

T
1
0
0

0
0
1
0

0
0
T
1

(2.3)





,




(2.4)

where T is the sampling period and the noise term um is also a stochastic process,
typically sampled from a Gaussian process with covariance,


Q=




qs 




T 3 /3 T 2 /2
0
0
2
T /2
T
0
0
0
0
T 3 /3 T 2 /2
0
0
T /2
T





.




(2.5)

The preceding scalar, qs , is the intensity of the acceleration noise process in the
spatial dimension. Dynamic programming utilizes this discrete state model and
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particle filter uses a continuous-valued state model, but the underlying ideas of the
models are equivalent.

2.2 Dynamic Programming
Dynamic programming, also well known for its application in sequence estimation
as Viterbi algorithm for sequences modeled with hidden Markov models, is applied
to TBD to find the overall maximum likelihood (ML) track by finding the maximum
likelihood subsections of the overall track based on the observed data, recursively [36,
37, 44]. For each new update, likelihood values are computed for each hypothesized
subsection of the track that terminate at the same discretized state, or position.
Subsequent subsections of the track are appended to the previously determined
maximum likelihood track.
The underlying state sequence is,
Xm = {x0 , x1 , · · · , xm }

(2.6)

and the sequence of observations is,
Zm = {z0 , z1 , · · · , zm }

(2.7)

and the goal is to maximize the conditional probability density function, or the
likelihood function,
p(Xm |Zm ) = p(x0 , x1 , · · · , xm |z0 , z1 , · · · , zm )

(2.8)

which leads to the maximum likelihood (ML) estimate of the state sequence X̂m|m
expressed as,
p(X̂m|m |Zm ) = max {p(Xm |Zm )} .
(2.9)
Xm

Exhaustive search in all possible Xm could yield the solution, but dynamic
programming achieves it via recursive maximization by first rewriting (2.9) as,




p(X̂m|m |Zm ) = max
max {p(Xm |Zm )} .
x
m

Xm−1
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(2.10)

For simplicity of notation,
I(xm , m) = max {p(Xm |Zm )}

(2.11)

Xm−1

and the iterative relation between I(xm , m) and I(xm+1 , m + 1) allows the recursive
computation of (2.9). Using Bayes’ theorem,
p(Zm+1 |Xm+1 )p(Xm+1 )
P (Zm+1 )
p(zm+1 |Xm+1 , Zm )p(Zm |Xm+1 )p(Xm+1 )
=
P (Zm+1 )
p(zm+1 |Xm+1 , Zm )p(Xm+1 |Zm )
=
p(zm+1 |Zm )

p(Xm+1 |Zm+1 ) =

(2.12)
(2.13)
(2.14)

Since zm+1 only depends on xm+1 , (2.14) is further simplified and developed
into,
p(zm+1 |xm+1 )p(Xm+1 |Zm )
p(zm+1 |xm+1 )p(xm+1 |xm )p(Xm |Zm )
=
.
p(zm+1 |Zm )
p(zm+1 |Zm )

(2.15)

Now I(xm+1 , m + 1) is expressed in terms of I(xm , m) as,
(

)

p(zm+1 |xm+1 )p(xm+1 |xm )
I(xm+1 , m + 1) = max
p(Xm |Zm )
Xm
p(zm+1 |Zm )
(
)
p(zm+1 |xm+1 )p(xm+1 |xm )
= max
I(xm , m) .
xm
p(zm+1 |Zm )

(2.16)
(2.17)

Therefore, the ML track estimate is determined from
p(X̂m|m |Zm ) = max {I(xm , m)} .
xm

(2.18)

where p(x0 ) is used for the initial condition for the iteration.
One shortcoming of dynamic programming against weak targets is the fact its
process is inherently sequential making it difficult to extend to longer integration
time without loss of performance due to insufficient accumulation of target echo
energy. However, increasing the integration time asymptotically approaches exhaustive search and the number of potential paths to consider grows exponentially. The
computational inefficiency can be alleviated, as illustrated in [45], by utilizing a
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better fitting motion model.

2.3 Particle Filter
Also known as sequential Monte Carlo method [46, 47], particle filter is a Monte
Carlo based filtering approach used in many fields including molecular chemistry,
computational physics, economics and mathematical science, and signal processing.
For on-line tracking applications, particle filter estimates the latent dynamical
states via estimation of the posterior density function based on the sequence of
partial observations. [1, 48]
With the same measurement model and the motion model, particle filter approximates the posterior distribution of the state by randomly sampling particles
and associated weights and computing the state estimate, for each measurement.
As the number of samples increases it approaches the optimal Bayesian estimate,
however becomes computationally inefficient. As in dynamic programming, the two
models, motion model and measurement model, form an HMM, but the observation
space can be continuous.
Starting from the sequences of states and observations,
Xm = {x0 , x1 , · · · , xm } ,

(2.19)

Zm = {z0 , z1 , · · · , zm } ,

(2.20)

the full posterior distribution of sequence of states given the sequence of observations
can be expressed as,
p(Xm |Zm ) = R

p(Zm |Xm )p(Xm )
.
p(Zm |Xm )p(Xm )dXm

(2.21)

Particle filter estimates the posterior distribution as new observations are
obtained with the following recursive relation,
P (Xm+1 |Zm+1 ) = P (Xm |Zm )
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p(zm+1 |xm+1 )p(xm+1 |xm )
.
p(zm+1 |Zm )

(2.22)

The marginal distribution also satisfies the following relations.
P rediction :
p(xm |Zm−1 ) =

Z

p(xm |xm−1 )p(xm−1 |Zm−1 )dXm−1 ,
(2.23)

U pdating :
p(xm |Zm ) = R

p(zm |xm )P (xm |Zm−1 )
.
p(zm |xm )P (xm |Zm−1 )dxm

These distributions, however, are not easy to sample from directly. Therefore
an alternative approximate distribution is used to sample from via importance
sampling. The importance function of choice is the prior as,
π(Xm |Zm ) = p(Xm ) = p(x0 )

m
Y

p(xi |xi−1 ).

(2.24)

i=1

This can be decomposed into the following,
π(Xm |Zm ) = π(Xm−1 |Zm−1 )π(xm |Xm−1 , Zm )

(2.25)

which allows for recursive evaluation of the importance weight, or the likelihood
ratio associated with each ith particle,
(i)
wm

∝

(i)
(i) (i)
(i) p(zm |xm )p(xm |xm−1 )
wm−1
.
(i)
(i)
π(xm |Xm−1 , Zm )

(2.26)

With (2.24), the expression (2.26) becomes,
(i)

(i)
(i)
∝ wm−1 p(zm |xm
),
wm

(2.27)

and the normalized weights are,
(i)
w(Xm
)
(i)
w̃m
= PN
.
(j)
j=1 w(Xm )

(2.28)

These weights serve as the approximation of the filtering probability density
p(xm |Zm ) from which underlying state is estimated. Finally, the track state estimate
can be computed, for example, by taking the mean of the state from all the particles.
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Particle filter as an approach for TBD can achieve more reliable tracking
performance against weak targets by retaining more information from the data
through the sequence of estimated posterior distribution function rather than point
estimates as done in conventional tracking [1]. However, it is still inherently a
sequential approach and suffers from the same problem as dynamic programming
due to insufficient accumulation of target echo energy from small number of state
updates. Increasing the integration time requires estimating the joint posterior
distribution, and the number of particles required to estimate the joint distribution,
(2.21), grows rapidly with the number of iterations [48].

2.4 Role of the Motion Model
The motion model describes the evolution of the dynamic state as well as what is
called the noise process which actually drives the evolution of the overall motion.
This process, denoted as u in section 2.1.2, is typically modeled as a zero-mean
Gaussian process in most TBD methods, and assumes little structure about the
target motion evident by the fact it is referred to as the noise process [1].
The lack of structure in motion model is beneficial in the context of sequential
dynamic state estimation since it allows the tracking filter to search in all directions
during each state update. However, when the search for state sequence extends
beyond a few iterations, the number of unique state transition sequences that
can be generated by the motion model grows exponentially with the number of
iterations. This implies the number of hypothesized paths, thus the number of
likelihood evaluations, also grows exponentially, rendering direct application of
TBD methods to lower SNR targets computationally infeasible.
Many of the hypothesized paths, however, are not plausible. Majority of the
motions generated by the sequence of accelerations sampled from a Gaussian
process are highly fluctuating and would be associated with a sequence of abrupt
acceleration changes. Intuitively, a motion of this nature may be considered complex.
In contrast, a motion with consistent or slowly changing acceleration would result
in a relatively simple motion. If the true target motion were characteristically
simple, the likelihood evaluated with most complex motion hypotheses would be
low. This inefficiency can be avoided by adopting a more plausible motion model
with appropriate assumptions on the motion structure. Details of such a motion
17

model will be discussed in the following chapter.
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Chapter 3 |
Weak Target Track Detection
With sonar waveforms using lower transmission levels to meet the steganographic
security requirement, track-before-detect (TBD) methods may become computationally infeasible to achieve desired detection performance. Therefore, a novel
track detection approach that uses a long timescale motion model is presented and
its performance will be shown in comparison with existing TBD methods.
After transmission from the platform, the waveform scattered off the target
and propagated back to the platform is attenuated even more than what would
have been already small when seen at the target. This level is approximated as
a positive scaling factor, σP ≈ σT2 , where σT is typically small in order to meet
the steganographic security constraint. The platform is interested in detecting and
tracking this weak target.
The recorded data for each transmission segment is denoted as a scan with
index m. The motion of the target, τ , is the sequence of the round trip times of the
waveform pulse, τm ’s, and the travel times depend on the speed of sound, c, and
the ranges between the platform and the target, rm ’s, yielding τm = 2rm /c. For
reliable detection of a weak target, the echo energy needs to be integrated along
the target track for a long duration. The required integration duration depends on
the range as well as the steganographic security constraint. Longer range to the
target results in larger difference between the signal level observed by the target
and by the platform, and requires larger processing gain via longer integration time
to overcome the difference.
Each scan, ym (t), is the sum of the target echo and the ambient sound, and
zm (t) is the matched filtered and basebanded output, where t is the elapsed time
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since each transmission.
ym (t) = σP sm (t − τm ) + pm (t)

(3.1)

zm (t) = σP Rm (t − τm ) + vm (t).

(3.2)

The autocorrelation function of sm (t) of the processed scan m, Rm (t), has
a correlation width, wc , defined as the 3dB width of R(t), which is inversely
proportional to the bandwidth of the transmitted waveform [40]. This width is
considered the tolerance for misalignment when integrating target echo energy
across multiple scans. The last term in (3.1), pm (t), is the ambient sound and vm (t)
in (3.2) is the cross-correlation function of pm (t) and sm (t).
Single-scan detection-based conventional tracking is unreliable for weak targets
and TBD approaches using short timescale motion models become computationally
infeasible since the search space grows exponentially with number of scans [1,36,39].
An approach to overcome this problem is to devise a long timescale motion model
that can be utilized for more efficient path search and track detection of weak
targets.

3.1 Long Timescale Motion Model
Integrating enough target echo energy for reliable detection of target track can
be done by extending the integration time [39]. However, taking the motion
model designed for tracking with sequential state updates on a short timescale
and extending it to longer timescales can make the approach computationally
infeasible [36]. A motion model that captures the physical characteristics of
target motion may improve the search efficiency and achieve more reliable tracking
performance [49].
Typical motion model used in TBD applications does not describe the characteristics of acceleration [1]. The noise term, u, in section 2.1.2 describes the random
fluctuations of target position and uses the covariance matrix, Q, to implicitly
characterize the effect of the hidden acceleration process. Considering the fact that
observed motion over time is determined by the underlying acceleration process, it
is important to capture the physical characteristics of acceleration in the motion
model.
20

Motion models with consideration for physical plausibility have been proposed
and applied to tracking maneuvering targets. An acceleration-based model by
Singer [49], and turn-rate-based model as an extension of Singer’s model [50] showed
improvement in tracking performance against their respective targets of interest.
The assumption for Singer’s acceleration-based model is that the maneuvering
pattern of manned target consists of constant velocity for the majority of the time
with occasional turns. This idea is represented by using a combination of uniform
distribution and specified probability masses, P0 and Pmax , for no acceleration and
maximum acceleration, respectively.
The main observation made in this dissertation on marine vehicle is that most
of them exhibit smooth [51, 52] motion due to infrequent and small accelerations on
the timescale of sonar tracking. The motion model presented in this dissertation
is a hidden Markov model which considers the radial acceleration of the target
as the hidden dynamic state with the stochastic matrix describing the transition
between the states. The state represents the direction and magnitude of the
acceleration which is sampled from the Laplace distribution, also known as the
double exponential distribution [53], with varying parameter values for each state.
The acceleration is also applied according to Gaussian kernel over the span of each
state segment. As a result, the overall smoothness of the sampled motion is more
physically plausible for the targets of interest. A comparison of the distribution
functions for acceleration is shown in Figure 3.1.
The sampled motion does not, however, describe the position of the target for
reasons that will become clear in the following section, instead describes the overall
shape of the motion, or the evolution of the relative positions. Initial dynamic states
are radial velocity and radial acceleration both of which are randomly sampled from
uniform distribution with plausible support. The track shape over the observation
time is determined with Newtonian dynamics computed from the sampled acceleration process from the acceleration-based hidden Markov motion model. (3.3) is
the relation between observed motion and the hidden state, acceleration. This is
consistent with the motion model framework introduced in Chapter 2.
a=

dv
d2 r
= 2
dt
dt

(3.3)

Figure 3.2 shows a collection of motion samples generated with the Singer’s
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Figure 3.1. PDFs of acceleration, Singer’s model and the acceleration-based HMM

motion model. This is a good model for tracking targets making frequent abrupt
changes in direction, but most marine vehicles do not exhibit such behavior. Figure
3.3 shows a collection of motion samples from the acceleration-based HMM and
it exhibits generally smooth and simple overall motion relative to those from the
Singer’s model.

Figure 3.2. Sample motions from the Singer’s motion model

22

Figure 3.3. Sample motions from the acceleration-based HMM

3.2 Long Timescale Batch Track Detection
Since the acceleration-based HMM generates samples of long timescale motion
associated with the entire observation time, evaluation of likelihood for a sample
motion given the recorded data is no longer required to be sequential. Consider a
collection of recordings from multiple transmissions with a weak target maneuvering
as seen in Figure 3.4. Given this true target motion, a candidate motion represented
as a sequence of acceleration and velocity for each transmission allows for Doppler
compensation and alignment of target echo energy across the transmissions as
shown in Figure 3.5.
Instead of processing each scan with banks of Doppler compensated matched
filters and choosing the highest likelihood state for each iteration, the likelihood of
the entire motion is evaluated as a whole by batch processing all of the data with
each of the hypothesized trial motion. The trial motion associated with the highest
output is chosen as the estimated motion if the aligned target echo energy peak is
large enough such that it is unlikely to have occurred by random clutter energy
accumulation. The final track estimate is shifted by the location of the peak. Since
the processing for each candidate motion is independent from others, the entire
collection of transmission echoes can be processed in parallel by architectures such
as graphical processing unit (GPU).
The overall approach can be considered a form of informed random search akin
to the approach used for efficient motion planning [54]. If the target echo energy is
aligned well, as shown in Figure 3.5 and Figure 3.7. (c), the integrated peak as in
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Figure 3.4. Entire observed acoustic data with the target motion depicted as the curved
dashed line.
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Figure 3.5. Aligned observation using the motion information
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Figure 3.7.(f) is considered strong evidence for having made the correct hypothesis
for target motion, τ = [τ1 τ2 ...τM ]T for M scans. For large M , it is unlikely for
clutter energy to be concentrated into a small number of range cells. In contrast, if
a trial motion is similar enough to the true target motion, relative to the correlation
width wc as seen in Figure 3.7.(b), it may still produce a peak with high enough
contrast, as seen in Figure 3.7.(e), indicating a track detection.
The batch track detection algorithm consists of three steps. First, using the
acceleration-based HMM, sample a specified number, N , of trial overall motions,
ξ (n) , n = 1, ..., N . Secondly, process the entire data of M scans with each of
the overall trial motion. Lastly, find the trial motion that yields the maximum
integrated target echo energy peak. A detection is made if the peak is larger than
a specified threshold determined based on the noise level, M , and tolerable false
detection level.
Since the motion model generates only the shape of the motion, the final track
estimate needs to be referenced to where the integrated energy peak is located.
The peak is the maximum of the integration of the aligned matched filtered output.
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(a)

(b)

(c)
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Figure 3.7. Well aligned autocorrelation peaks produces higher contrast integrated peak
as seen in (c) and (f)

Restating the processed scan from (3.2),
zm (t) = vm (t) + σP Rm (t − τm ),

m = 1, ..., M,

(3.4)

the motion compensated and integrated output is still a function of time, t, as,
o(n) (t) =

M
X

(n)
(n)
) + σP Rm (t − τm + ξm
).
vm (t + ξm

(3.5)

m=1

The output peak is the maximum value of (3.5),
O(ξ

(n)

) = max

( M
X

)
(n)
ξm
)

vm (t +

+ σP Rm (t − τm +

(n)
)
ξm

,

(3.6)

m=1
∗

and the track shape estimate is ξ (n ) , where n∗ is expressed as,
n∗ = argmax O(ξ (n) ).
n
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(3.7)

Finally, the track estimate (3.9) is referenced to the peak location as (3.8)
∗

τref = argmax {o(n ) (t)}

(3.8)

t
∗

τ̂ = ξ (n ) + τref

(3.9)

The success of the batch track detection approach relies on the assumption
that aligned and integrated target echo energy will produce a high-contrast peak
distinguishable from random high peak from clutter energy integration. The
performance depends on how well the motion model generates a trial motion that is
similar enough to the actual target motion. One of the benefits of batch processing
is its robustness against fluctuating target levels across scans. For example, as
shown in Figure 3.6, the target echo energy from each scan is aligned with part of
the candidate trial motion that compensates for the true target motion while other
range bins are integrating random clutter energy. If the SNR is high enough for
the section that are aligned, it will be integrated along the true target position to
produce a high-contrast peak.
As a note on motion complexity, in contrast to motions depicted in Figures 3.5
and 3.6, a typical motion sample generated by Singer’s model is likely to generate
a complex motion shape associated with large accelerations. For a predetermined
number of trials, the likelihood of such model generating a smooth motion similar
to the true target motion is small, or alternatively, it would take many more trials
to generate a motion sample with smooth characteristics. Therefore, capturing
the overall physical characteristics in the motion model is a critical factor in
terms of processing efficiency. Assuming that the complexity of target’s motion is
constrained, the performance of the batch track detection approach can be predicted
based on the number of trial motions and the distribution of similarity among
the hypothesized motions generated by the motion model. Motion similarity is
discussed in detail in section 3.4.

3.3 Comparison with TBD Methods
The simulation set-up for comparing the batch track detection (BTD) algorithm to
the two TBD methods, dynamic programming (DP) and particle filter (PF), is as
follows. For each trial, the true overall target motion denoted as τ , of length M , is
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sampled from the acceleration-based motion model. Target’s echo energy, scaled by
σP , is added in the target position, τm , of each mth scan. The matched filtered and
basebanded time series data is provided to each of the algorithms, DP, PF, and the
BTD. Each algorithm produces an estimate of the track, τ̂ , and it is compared to
the true track, τ .
The performance of tracking algorithms are presented as a function of target
SNR, expressed as 20 log σσNP , where σN is the ambient noise level. The performance
metric is the probability of success, where success is defined as when the root mean
squared error (RMSE) between τ̂ and τ is less than the specified threshold, τ .
As seen in Figure 3.8, the performance of BTD algorithm is higher than those
of DP or PF at lower SNR values. The performance gap is larger for longer tracks,
M = 400, dotted lines. This illustrates how the BTD approach can perform reliably
as long as the total integrated energy is high enough to yield a high-contrast peak,
while TBD methods begin to fail once the SNR falls below a critical value.
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Figure 3.8. Track detection performance with varying SNR. Pulse duration: 1000
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3.4 Motion Similarity
Measuring motion similarity is a crucial component for characterizing the performance of the batch track detection approach. For motion analysis in the context
of this approach, a useful similarity measure is one that correlates well with the
integrated autocorrelation peak when the data is processed with a trial motion,
given a true target motion.
As demonstrated in Figure 3.7, the loss of peak contrast due to misalignment
of the autocorrelation functions is associated with the difference between the true
target motion, a, and the trial motion, b, being used to process the data. How
to measure the difference between the two motions is the question of measuring
similarity between the two vectors that represent motions.
Euclidean distance is a widely used distance metric, which is the L2 norm of
the difference of two vectors, e, expressed as
kek2 =

v
u M
uX
t
e2

m

m=1

=

v
u M
uX
t
(a

m

− bm )2 = ka − bk2 .

(3.10)

m=1

From (3.10), it can be seen that a large partial difference can make a big contribution to the distance metric. However, in the context of target echo integration in
(3.5) when the difference is larger than the autocorrelation width, wc , there is no
further loss of contribution to the peak contrast. A similarity measure reflecting
this nature of signal processing is expressed as
M
M
1 X
1 X
R(am − bm − γ) = max
R(em − γ) .
s(a, b) = max
γ
γ
M m=1
M m=1
∆

(

)

(

)

(3.11)

The shifting parameter γ is to account for when the most frequent value of em is
not 0. The function R(t) in (3.5) is the autocorrelation function of a band-limited
transmission waveform, but as long as the effective width of R(t) is wc , it serves its
purpose. The 3dB width of
1
(3.12)
R(t) =
1 + (ct)2
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is 1c . The similarity measure with this function is
M
1 X
1
s(a, b) = max
2
γ
M m=1 1 + c (am − bm − γ)2

M
1
1 X
= max
.
2
γ
M m=1 1 + c (em − γ)2
(3.13)
As a reference, a comparison of a typical autocorrelation function for a bandlimited waveform and (3.12) is made in Figure 3.9.
∆

(

)

(

)

𝑤𝑐

Figure 3.9. Rxx (t) is the autocorrelation function of a band-limited transmission
waveform, and R(t) is a function with the same 3dB width.

3.5 Motion Model Homogeneity
In this section, an analytic expression of performance for the batch track detection
method will be presented. The performance is dependent on SNR or σP , on the
duration of motion or number of scans, M , and on the motion model homogeneity, h,
the parameter that describes the typicality of sampled target motion in comparison
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to other trial motions. Large h value implies a sampled target motion is more likely
to find other trial motions similar to it. This quantity can also be interpreted as
the typical simplicity of a sampled target motion. While simple motions requires
relatively small number of descriptors for representation, complex motions require
more descriptors and are therefore high-dimensional, which makes it less likely to
find other similar motions. With respect to the proposed batch track detection
method, it is more likely to find a trial motion similar enough to a simple target
motion, given a fixed number of trials.
Signal to noise ratio, or SNR, defined as 20 log σσNP is a function of target echo
level observed at the platform, σP , and the ambient noise level, σN . The number
of scans is denoted as M , and the transmission pulse duration as D. Therefore,
the total integrated target energy can be computed as σP2 × M × D.
As described in section 3.1, the motion model, denoted as H, is the probabilistic
description of the target motion. Each sampled target motion, τ , is associated with
parameter λ, and the conditional distribution function of similarity to other trial
motions will be modeled as a truncated exponential distribution function expressed
as
λ exp−λs
, 0 ≤ s ≤ 1.
(3.14)
fS (s|τ ) =
1 − exp−λ
The parameter λ is dependent on the typicality of the sampled target motion;
negative λ value indicates other trial motions are likely to be similar to the sampled
target motion, τ , as shown in Figure 3.10, and positive λ value indicates other trial
motions are likely to be dissimilar to the sampled target motion.
The motion model, H, with respect to the distribution of similarity for different
target motion samples, is also modeled as a truncated exponential distribution
function with the homogeneity parameter, h. With λmax as the limit for homogeneity,
the distribution function of λ is expressed as,
h

λ

he 2 (1− λmax )
fΛ|h (λ) =
,
2λmax (eh − 1)

−λmax ≤ λ ≤ λmax

(3.15)

A motion model with positive homogeneity, h > 0, is when there are more true
target motion samples associated with negative λ value. In practice, homogeneity
is likely to decrease as M increases since the complexity of the overall motion tends
to grow with M . The observation and the assumption made in this dissertation is
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that positive homogeneity value is reasonable for motions of marine vehicles.
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Figure 3.10. Distribution function of similarity to a true target motion with associated
parameter value λ = −2.

3.6 Batch Track Detection Performance Prediction
The performance metric considered is the probability of successful track detection,
PT D . The criterion for success is defined in terms of the root mean squared error
(RMSE), which makes the comparison with other tracking algorithms straightforward. Given the true track, τ , an estimated track τ̂ , and a threshold, τ , it is
considered a success when,

RM SE(τ , τ̂ ) =

v
u M
uX
t

(τm − τ̂m )2 ≤ τ

(3.16)

m=1

There are certainly differences between the similarity measure and RMSE as
discussed in section 3.4, but the mapping between the small-value region in RMSE
and the near-1 region in similarity is close to one-to-one. In terms of the threshold,
τ ' 0 in RMSE corresponds to 1 − s ' 1 in the similarity measure, where 1 − s
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is the threshold in similarity. In this analysis, it is considered a success when the
maximum peak value associated with trial motions with s ≥ 1 − s is greater than
the maximum peak value associated with trial motions with s < 1 − s .
Consider a trial motion with similarity S = s. The integrated peak of the
target echo energy as a random variable, O(s), associated with this trial motion is
expressed as a parameterized Gaussian distribution,
O(s) ∼ N (M s, M

2
σN
)
σP2

(3.17)

The output peak values indexed by the sample, On , n = 1, 2, ..., N , are partitioned into two groups; A = {On |sn ≥ 1 − s } and B = {On |sn < 1 − s }. The
number of samples in each group are NA = |A|, NB = |B|. It is considered a
success when the maximum of A is larger than the maximum of B, assuming a
trial motion with similarity to true motion close to 1 will yield a reliable integrated
target energy. For notational convenience, the maximum output values are denoted
as Amax = max {A} and Bmax = max {B}. Therefore, with the detection threshold
O , the probability of success is,
∆

PT D = P rob{Amax > Bmax , Amax > O },

(3.18)

and sufficiently large M will likely ensure Amax > O .
The cumulative distribution functions (CDF) of maximum value of random
variables with different underlying distribution functions, assuming independence,
is expressed as the product of individual CDFs with different parameter values sn ,
FBmax|λ (o) =

N
B
Y

FOn |Sn (o(sn )).

(3.19)

n=1

FAmax|λ (o) =

N
Y

FOn |Sn (o(sn )),

(3.20)

n=NB +1

The arguments of (3.20) and (3.19) are the CDFs of (3.17), and sn values are
determined by N and λ associated with the true target motion as
1
sn = log
λ
1−
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!

1
.
n
(1 − e−λ )
N

(3.21)

Note that NA and NB = N − NA can also vary with different true motions and
associated similarity distribution function, (3.14), and the spacing between sn ’s are
inversely proportional to the PDF in Figure 3.10. Those with sn ≥ 1 − s contribute
to (3.20) and those with sn < 1 − s contribute to (3.19). The conditional PDF of
Amax for a given λ value is
fAmax|λ (o) =

dFAmax|λ (o)
.
do

(3.22)

Probability of successful Track Detection, PT D , for a given σP and λ, using
(3.18), (3.20), (3.19), (3.22), is expressed as
PT D (σP , λ) =

Z
O

fAmax|λ (o)FBmax |λ (o)do.

(3.23)

Finally, using (3.23) and (3.15), the probability of success that only depends on
σP is expressed as
PT D (σP ) =

Z Z
Λ

O

fΛ|h (λ)fAmax|λ (o)FBmax |λ (o)dodλ.

(3.24)

Figure 3.11 compares the performance from the simulation with the prediction.
The difference in the shape comes from the fact the modeled PDF of similarity
does not exactly match the actual distribution of measured similarity. However, the
overall performance and its SNR dependence is captured by the prediction model.
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Figure 3.11. Track detection performance comparison between simulation and model.
Solid lines are simulation and dashed lines are model. Black lines are when M = 200 and
Blue lines are when M = 400.
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Chapter 4 |
Steganography
Steganography, a term from the Greek origin meaning “covered writing”, is the
practice of concealing information in plain sight [18]. It is similar to cryptography
in that it is used for information security, but different from it in that while
cryptography focuses on making it difficult to decode the message, steganography
endeavors to conceal the existence of a message. Although combining the two would
result in a more secure approach in practice, the focus of this dissertation is better
aligned with steganography alone.
Simmons’ motivational scenario in [26] illustrates a typical steganography problem. Alice and Bob are arrested accomplices in separate cells and they want to
secretly communicate with each other using messages through a channel allowed
by the warden. They need to make the messages seem innocuous while conspiring
an escape plan, and the warden is monitoring the channel to intercept potential
adverse messages.
This is a covert communications problem, and one of the variational scenarios
is when the warden can alter the messages to disrupt any potential hidden communication even though detecting and decrypting the messages may not be possible.
The warden in this case is called an active warden and the distortion introduced is
called an attack. A message with an embedded hidden message is called a stego,
and a cover, otherwise. The warden’s objective is two-fold; to detect the existence
of hidden secret messages, and to decode them [18].
Detection of anomalous messages can be difficult if the warden does not have
adequate information about the cover and the stego. To simplify the task, normal
exchange of messages between Alice and Bob may be restricted to be on certain
topics and any other topics may be prohibited. Alternatively, the warden may be
36

looking for a specific keyword that triggers the intercept detector. If Alice and Bob
knew the warden’s detection scheme, they can use analogies to forgo the prohibited
topic or use secret codes to circumvent the usage of trigger keywords. However,
without this knowledge, hiding the escape plan can be equally difficult.
Assumptions on the cover, ability to distinguish between cover and stego, ability
to embed secret messages, and how these factors relate to underwater sonar tracking
are discussed in this chapter. Transmitting sonar waveforms that are difficult to
distinguish from underwater ambient background is the goal. While many of the
elements in steganography can be transferred to sonar, some practical considerations,
e.g., dynamic background and unknown waveform strength seen at the target, make
the problem difficult to solve as well as interesting.

4.1 Information Hiding and Covert Waveform
One of the commonly used information hiding techniques for audio and image files
is the least significant bit (LSB) manipulation [55–57]. The message is embedded in
the cover by manipulating the LSBs of the digital data to minimize the perceptual
change between the cover and the stego. The receiver only has to work with the
LSBs to decode the embedded message. For most digital representation of images
and audio with messages of modest size, the overall change is imperceptible by
seeing the image or listening to the audio. Detection of the message requires
knowledge of the encoding scheme unless one had access to the original file to make
a direct comparison.
Applying typical steganographic methods such as LSB manipulation to underwater sonar tracking needs to be done with caution. First, active sonar tracking
is not a typical communication problem involving two parties, although it can be
viewed as a variant where the transmitter and the receiver are the same and the
goal is to confirm the receipt and estimate the time of receipt of the message, not
to decode an unknown message. Secondly, the warden does not see the message as
was sent by Alice. It will be distorted due to the one-way underwater propagation
and interfered by other sources of natural sound which actually make up the cover.
Thirdly, the message seen by Bob, the receiver, may be distorted and more severely
attenuated due to the two-way underwater propagation, which can be thought of
as the active warden scenario and the warden is likely to see a much less distorted
37

message than Bob.
To translate these into sonar terms, the objective of the platform is not communication, but detection of target echo. The target’s intercept detector is the warden,
and the distortion due to the two-way propagation observed at the platform is seen
as the warden’s attack. The cover is the ambient environmental sound, and the
hidden message is the transmission from the platform, the two together make up
the stego.
Another critical difference between image/audio steganography and underwater
sonar is the variability of the cover. Underwater ambient sound is constantly
evolving stochastically due to numerous and diverse sound sources. Many of the
steganographic methods developed for image and audio files are devised under the
assumption that the cover digital file does not change significantly once it has been
created. Approaches such as LSB steganography rely on the fact that most of the
cover is intact while only a small portion of the file is intentionally and specifically
altered with a sophisticated encoding scheme.
In sonar, the particular background sound heard at the time of transmission
from the platform will be different from the background sound heard when the
transmitted waveform impinges on the target. The transmitter cannot predict
the background sound that will be heard at the target to make subtle changes
where it would best hide them. The statistical characteristics of the ambient
sounds may be similar, but they are highly unlikely to be a recorded copy of the
other. Steganographic methods used in such scenario as spread spectrum [58] can
improve robustness, but there is an inherent correlation between survivability and
detectability of the embedded message [18].
While minimizing the overall induced change to make the stego less conspicuous
is the key idea for most information hiding techniques, a steganographic scheme
without considerations for the cover in which it is hiding can be fragile and may
have limited hiding capacity [59]. Existing methods for covert radar and sonar, also
referred to as low probability of intercept (LPI), such as direct-sequence spread
spectrum and frequency hopping suffer from this problem.
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4.1.1 Spread Spectrum
Conventional sonar systems employed a narrowband pulsed waveform for detection
and tracking [15]. Initial intercept detectors, therefore, employed narrowband filters
to efficiently detect and track these waveforms. Knowing the structure of potential
intercept detectors, spreading the waveform energy in the spectral domain is the
natural path to evade detection. While there are several approaches for spectral
redistribution of waveform energy, most of them are categorized as either frequency
hopping or direct-sequence spread spectrum.
Hollywood actress publicly known as Hedy Lamarr (or Hedy Kiesler Markey)
and composer George Antheil are considered the inventors of the first frequency
hopping spread spectrum communication method as the first patent awardees in
1942 [60]. Entitled “Secret Communication System”, it was intended for remote
torpedo control. The major advantage of frequency hopping method is its robustness
against potential jamming attempts to disrupt covert communications. However,
since it is still a sequence of narrowband waveforms with varying carrier frequency
it is relatively easy to detect compared to direct-sequence spread spectrum [61]. Its
application to steganography and sonar include [24, 62–65].
Direct-sequence spread spectrum is performed by modulating the message signal
with pseudo noise (PN) sequence to achieve the bandwidth close to that of the PN
sequence itself. The resulting noise-like waveform and its spectral characteristics
make this approach widely accepted for communications [25,66–68] as well as image
and audio steganography [31, 55, 69–71] Other applications in radar and sonar use
noise-like chaotic waveform without modulating a message-bearing signal [21,72–74]

4.2 Adaptive Steganography
Spectral spreading of the waveform energy is an effective scheme to avoid detection
for many applications. However, it may not be the most secure method in all environments. To use animal camouflage as illustrative examples, the striping pattern
of zebras as seen in Figure 4.1 is understood to be effective against its predator and
its parasite for its visual pattern causing motion confusion or camouflage [75, 76].
However, this pattern is unchanged regardless of where it resides, making its effectiveness as camouflage variable depending on the background. Furthermore, it may
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be effective against some of its predators, but not against humans, who can clearly
see them stand out from the background.
On the contrary, octopus can alter its skin pattern and color to match its
surroundings with high fidelity, rapidly [77]. Figure 4.2 shows an octopus and
compared to it camouflaged into the background which is very plausible in the
given environment. The ability adapt to its surroundings quickly and to a wide
range of environments is made possible due to its ability to sense color and the
fine texture details of the background through chromatic aberration and u-shaped
pupil [78].

Figure 4.1. The striping pattern of zebras, while effective against its predator and
parasite, do not adapt to the environment, and are easily recognized by humans.

It is intuitively clear that the ability to understand the environment and adapting
to it is critical to effective steganography. Spread spectrum approaches are effective
due to its lack of exploitable structure and its similarity to unstructured noise.
Arrival of spread spectrum waveforms appears as increased level of noise, which is
plausible in many situations where it is natural for the noise level to fluctuate. The
amount of natural fluctuation of the ambient noise level becomes useful information
to exploit and adjusting the transmission level using this information can be
considered a simple case of adaptive steganography.
Adaptive steganography is an area that is only being investigated recently [27–29].
Stochastic and statistical steganography has been studied in [30–33], however,
adaptive steganography for heterogeneous cover is still an active field of study.
Underwater acoustic environment is highly non-stationary and heterogeneous.
Furthermore, due to the cost and difficulty of collecting underwater data, existing
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Figure 4.2. Octopus can blend into the environment with very high fidelity making it
very difficult for its predators to recognize it.

models for underwater sound are exploratory [34] and less sophisticated for purposes
of steganography.

4.3 Epistemological Steganography
In abstract ideal settings with known cover models, discussions on model-based
steganography provide insights on many elements of steganography including limits
on security of steganographic systems and steganographic capacity, the amount
of information that can be hidden without being detected [79]. The informationtheoretic bound for steganographic security defined by Cachin as the KullbackLeibler divergence, or the relative entropy, between the cover model and the stego
model [35, 80] is widely accepted in literature [19, 81–86].
Results on steganographic capacity include the entropy of the cover model
from an information-theoretic perspective [79], the square root law as a heuristic
rule in practical steganography [87, 88], and results similar to Shannon’s channel
capacity [89–91]. The difference in these results can be attributed partly to the
assumptions on the cover model.
The indeterminacy as well as the temporal variability of the cover is a key
factor of steganography that makes it possible and difficult in practice at the same
time [84]. That is, if everything is known about the cover, small changes will be
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detected and secure steganography is impossible. Gaps in knowledge about the
cover is what makes hiding information in it, with plausible changes, possible and
the amount of gap determines the amount of information allowed to be hidden.
Epistemological approach for steganography has been suggested for practical
implementation of steganography and the importance of modeling the knowledge
about the cover and the empirical nature of such an approach is emphasized [19,85].
This perspective emphasizes the characterization framework of the cover and it
points out that the security of real world implementation depends on the relative
accuracy of the cover models of the hider and the seeker.
The cover model estimated by the hider and the seeker may describe different
aspects of the cover with different levels of accuracy. Given the true ideal cover
model, P , consider estimated models, P̂ h and P̂ s by hider and seeker, respectively.
Some aspects of P may be described by both P̂ h and P̂ s , while there may be
aspects of P only described by one or none of them, as shown in Figure 4.3.
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Figure 4.3. Venn diagram of ideal cover model and estimate models by the hider and
the seeker

Superiority of the estimated cover model will likely be an advantage and measuring the absolute accuracy of the estimated model is certainly of practical interest.
However, with limited computational resources preventing perfect models for both
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the hider and the seeker, investigating the subjective, or perceived, difference between model and observation is an illustrative process for practical steganography,
and is more of interest to this dissertation.

4.4 Steganography in Sonar
SONAR is originally an acronym for SOund Navigation And Ranging. Passive
sonar is simply listening to the sound without any transmission from the platform,
typically trying to detect sound made by marine vehicles. Active sonar involves
sound transmission by the platform, and it is successful when the platform can
detect and track the echo from targets of interest. A constraint on covertness, or
steganographic security, is imposed to the design of the transmit waveform so that it
is difficult to distinguish from the background environmental sound. Passive sonar
may be more secure, but estimating the range to the target with passive sonar is
significantly more unreliable and may require maneuvering for triangulation [92, 93].
As the literature in steganography points out, steganographic security is achieved
by understanding the cover and utilizing the knowledge for hiding the messages [19].
In the context of sonar, characterizing the underwater environmental sound and
designing the transmission waveform that is difficult to distinguish from it aligns
well with this approach.
One experienced in sonar recognizes the diversity of underwater acoustic environment. Depending on the sea state, water depth, sound velocity profile, bottom
type, and the distribution of marine biology, the acoustic background can vary significantly from one environment to another. Conventional sonar tracking methods
were designed heavily based on the knowledge on target scattering and underwater
acoustic propagation, which may be less affected by environmental changes. Once
steganographic security becomes one of the considerations, environmental characterization and modeling can play a crucial role in determining the security of the
transmission waveform.
Heterogeneous cover may provide higher security for the hider since it is more
difficult to model compared to homogeneous cover [84]. The hider may be at an
advantage when both parties are unfamiliar with the cover. Adaptive steganography
is necessary for heterogeneous and non-stationary cover such as the underwater
environment. For example, deep water acoustic environment has been known to be
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well modeled with Gaussian distributed noise with a spectrum known as the Wenz
curve shown in Figure 4.4 [94, 95]. However, in shallow water, the environment
is more impulsive with heavier tails that are due to diverse sources of biological
sounds such as a swarm of snapping shrimp, and hydrodynamic activities such as
rain drops and breaking waves from the surface and bottom interaction effects.
Prior work on covert sonar [21] assumed chaotic transmission waveform and
energy detector for the intercept detector, while the platform employed a matched
filter. The background was assumed to be Gaussian. With feasible range defined
as the range at which the platform and the target achieve equivalent detection
performance, it was shown that feasibility was only limited to very close range and
therefore impractical for typical marine vehicle encounter. The main conclusion
was that the matched filter processing gain advantage at the platform against the
energy detector at the target is not enough to overcome the two-way propagation
loss compared to the one-way loss seen at the target. To overcome the difference in
propagation loss the waveform duration would have to be impractically long.
Follow-on work [74, 96, 97] showed that if the background is more heavy-tailed,
the feasible range can be extended. For all of these works, ambient background
models were relatively simple with a few parameters such as variance and kurtosis
and were assumed to be spectrally white. The focus of these works were on detection
performance characterization of energy detector and matched filter.
More sophisticated models may be capable of capturing more details, and
this dissertation focuses on characterizing the time-dependent evolution of the
underwater ambient sound. For example, breaking waves on the surface can cause
quasi-periodic fluctuations in sound level and this can be modeled with Gaussian
noise with time-varying variance. Another example may involve a swarm of snapping
shrimp [98]. The clicks generated by the shrimps’ claws can occur at different
distances from the location of observation with various intensities by different
individual shrimp. The distribution of shrimp can be modeled as a Poisson point
process and the collection of clicking sounds arriving from each shrimp can be
modeled as a random process with parameters such as swarm density.
The underlying idea for the proposed modeling approach is to capture the timeevolving patterns that are seemingly random and to exploit the pattern for designing
the steganographic transmission waveforms. The steganographic security of the
waveforms can be computed by measuring the Kullback-Leibler divergence between
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Figure 4.4. Wenz curve. It describes the pressure spectral density levels of underwater
ambient noise from weather, wind, geologic, and commercial shipping
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the cover model and the stego model. As will be presented in the next section,
the performance of potential intercept detector can be linked to Kullback-Leibler
divergence [99].

4.5 Steganographic Security of Sonar Waveform
Let P be the model of the underwater acoustic background, and let S be the
model for platform’s transmission waveform. The model for the sum of the two,
received at the target, denoted as Q, is the model of underwater ambient acoustic
background perturbed by the platform’s transmission waveform. A realization of
each these models, as a function of time, t, is expressed as,
q(t) = p(t) + s(t).

(4.1)

The quantity D(P 1 kP 2 ), Kullback-Leibler divergence (KLD) or the relative
entropy between P 1 = P and P 2 = Q, measures the probabilistic distance between
the two models. In steganography literature, this quantity is widely used as the
steganographic security [19, 35, 80–86]. KLD is shown to be linked to the error
probabilities in the context of hypothesis testing. By the Chernoff-Stein lemma,
when the type I error is fixed, it is shown that the type II error is exponentially
small, with an error exponent equal to D(P 1 kP 2 ). Detailed proof is shown in [99].
It is shown that relative entropy typical sequence set achieves this error exponent
and any other sequence of sets have larger error exponent.
The lower bound for type II error is shown as (4.2). A practical interpretation of
this result is that given an upper bound on the type I error, α < α , the lower bound
of type II error, β, is expressed as (4.2), where n is the number of independent
samples.
β > (1 − 2α )2−n(D(P kQ)+α )
(4.2)
In the context of intercept detector performance, type I error is false alert and
type II error is missed detection, i.e., PM D ≡ β. Since this is the lower bound of
PM D for any detector, the steganographic security of the random process S can be
evaluated regardless of the type of intercept detector the target might employ. By
having a measure with respect to the model for the ambient background, one can
avoid relying on particular detector structures for assessing the level of security.
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With a desired lower bound on probability of missed detection, β , an expression
for the steganographic security constraint is given as
PM D ≥ β .

(4.3)

In the search for transmission waveform model that results in higher PM D
to meet the desired steganographic security constraint, a number of practical
factors should be considered. The signal, transmitted waveform from the platform,
received at the target will be attenuated due to underwater propagation (see section
1.2.2). This attenuation is frequency-selective and range-dependent, which will be
approximated as a scaling factor, σT , for simplicity of the analysis. Therefore, (4.1)
becomes
q(t) = p(t) + σT s(t), σT ≥ 0.
(4.4)
The energy of s(t) seen at the target is summarized in σT and the model S
describes only the type of the waveform. For example, if the waveform is a constantenvelope phase modulated sinusoidal waveform, the carrier frequency and the phase
information are described by the model while the received level at the target is
described by σT .
The received level at the target increases monotonically with the transmission
level, or the source level (SL), at the platform. Also, as σT increases D(P kQ(σT ))
increases and PM D decreases as
PM D ∝ 2−nD(P kQ(σT ))

(4.5)

As σT → 0, there is no transmission, or all transmitted energy is lost before
reaching the target, making Q → P and PM D → 1. Alternatively, as σT → ∞,
then PM D → 0. However, the rate at which PM D falls depends on the waveform
type, determined by S.
This level, σT , as seen in section 1.2.2, is a function of the range to the target,
which is an unknown for sonar tracking. Also, although the sonar equations describe
the general relationship between the intensity levels seen at the target and the
platform, the transmission loss, TL, has a high variance due to the random nature
of underwater propagation. Therefore, it is difficult to control the strength of
waveform observed at the target.
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The rate at which D(P kQ(S, σT )) increases with σT , expressed as
dD(P kQ(S, σT ))
,
dσT

(4.6)

d log D(P kQ(S, σT ))
,
dσT

(4.7)

or the logarithm of (4.6),

is practically useful for understanding how sensitively the steganographic security
changes with waveform intensity. While the slope (4.7) may not be constant over
σT , the optimal transmission waveform process model S ∗ can be defined as the
random process that yields the lowest increase rate of log D(P kQ(S, σT )) with
respect to σT .
∆

S ∗ = argmin
S

d log D(P kQ(S, σT ))
dσT

(4.8)

A potential intuitive solution is to mimic the environment and use P itself for
the waveform model, resulting in
q(t) = p(t) + σT p0 (t).

(4.9)

Note that p0 (t) is a realization from the same model P , but it will be uncorrelated
with p(t) since it is unlikely for the platform to coherently predict p(t) when p0 (t)
arrives at the target. Given P as the choice for S and with the steganographic
security constraint, (4.3), the upper bound for σT and the associated upper bound
for the transmission source level, SL can be determined.

PM D (σT ) > (1 − 2α )2−n(D(P kQ(σT ))+α )
1
D(P kQ(SL)) ∝ D(P kQ(σT )) ≤ − log2 (PM D (σT ))
n

(4.10)
(4.11)

In practice, this source level constraint can serve as the guideline for determining
a sequence of transmission schemes to prevent inadvertently exposing the platform
by gradually increasing the source level after initially transmitting at a very low
level [96].
It is also instructive to reverse the problem and consider the cover model P
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itself as the solution of S ∗ , which is mimicking the background, and find the cover
model structure for which the defined steganographic security measure is optimized.
Since mimicking waveforms are one of the most intuitively natural waveform to
consider for steganographic waveforms, investigating under which condition this
intuition holds will provide a valuable lesson.
Another reason to consider this approach is the difficult nature of solving the
former problem. Given a cover model, it is found that determining the optimal
embedding function can be an NP-hard combinatorial optimization problem [35, 84,
100]. Given the high complexity of empirical cover models, finding analytic solutions
or performing numerical optimization is beyond the scope of this dissertation,
especially with the added complexity with the unknown σT .
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Chapter 5 |
Background Sound Modeling
Modeling efforts for underwater acoustic environment has been driven by its
potential applications as well as academic interests to understand marine life as
well as dynamic mechanisms by which sound is generated and propagated. Various
models characterize different aspects of underwater sounds some of which are
considered noise defined as undesired sound [34].
A number of comprehensive overviews of underwater ambient sound include
diverse sources of man-made and natural phenomena [34, 94, 95, 101, 102]. More
detailed analyses of regional ambient sound are performed from long-duration
observations [103–107]. Other detailed characterizations of ambient sound are done
with specific applications in mind such as underwater detection [108, 109], acoustic
communications [110–112] and energy harvesting [106].
Deep water ambient sound statistics in the absence of distinct near-field sources
are known to be well modeled with Gaussian amplitude distribution [34, 113] and
with spectra known as the Wenz curves as shown in Figure 4.4. Shallow water
ambient sound is more impulsive and dynamic with water surface interactions, e.g.,
rainfall, shipping, and breaking waves due to winds [105, 114, 115], and marine life
activities such as snapping shrimps [116]. The temporal and spatial statistics of
these phenomena have also been characterized [117].
Although most of the literature on underwater ambient noise find it to be
non-stationary [34, 113, 118] , using tools from nonlinear dynamic systems analysis
and chaos theory [119–121], the chaotic nature of ocean ambient sound and its
predictability has been studied and it is found to be somewhat predictable [110,
122, 123] and has been applied to various applications [124, 125].
From the perspective of steganography, any ambient sound is of interest since
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it is the cover in which the transmission waveform intends to hide under. The
models for underwater ambient sound, or in some cases considered noise, contains
knowledge of the cover which will aid in generating plausible sounds that can
be used for steganographic sonar. The result that it is predictable to a certain
extent indicates there is room for a good enough model to be useful for underwater
steganography.
For sonar detection and tracking, information on seasonal variations of ambient
sound level may not be useful for designing plausible sonar waveforms since its
timescales are too long. The timescales involved with these operations are on
the order of seconds or minutes for a few transmissions, maybe hours at most
when considering the batch track detection approach discussed in Chapter 3.
However, existing models typically measure the sound level by taking the average
of the recorded sound for a few seconds or minutes, repeated at hourly or daily
intervals [101, 107, 113].
A desired sound model is one that captures the short timescale structures of the
background sound relevant to sonar detections, which will likely be attempted by
potential intercept detectors. The ability to generate plausible temporal evolution of
short sound segments is critical to deceiving potential intercept detectors, therefore
a model structure that accommodates this is crucial. Finally, as presented in
Chapter 4, the steganographic security of sonar waveform is evaluated via the
Kullback-Leibler divergence (KLD) between the cover model and the stego model.
Being able to measure KLD is another important consideration for selecting the
model structure.
Considering these factors, a modeling framework that lends itself to steganographic security evaluation and sonar waveform design is the hidden Markov model
(HMM). Due to its ability to capture temporal patterns, HMMs were applied to
speech [126], handwriting [127], and gesture [128] recognition and bioinformatics
for protein sequencing [129]. In this dissertation, each state of HMM represents a
distinct type of sound, and the emission density function captures the magnitude
distribution for each state.
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5.1 Time Series Modeling
Phase space representation is chosen in this work as a method to capture the
information and structures of waveforms on short timescales. For speech signals
short-time Fourier analysis is used to characterize the evolution of vocal harmonics
and it is a suitable choice since speech sound is well modeled as a combination of
sinusoids. However, underwater environment consists of not only periodic sounds
but also sounds that are impulsive and transient due to natural events and marine
life activities such as snapping shrimps. Phase space representation does not assume
periodicity of these waveforms and is able to preserve the information without
distortions due to inapt assumptions.
As an illustration of the underwater soundscape, consider the ambient sound
being recorded through a hydrophone at a certain location. Sound from diverse
sources from different distances are all impinging on it to make up the overall sound
it receives. Sound waveforms from similar sources exhibit similar and consistent
shapes. For example, a click from a snapping shrimp would sound similar to other
shrimps’ clicks. As another example, sound created by one rain drop on the water
surface would also be similar to other rain drops. The sound generated by natural
events arriving from a long distance tend to have smaller magnitude than that from
a short distance. Also, there would be more of these events at longer distances than
those close to the hydrophone. This observation has also been made and modeled
in [34, 116, 117]. Many of these sounds are transient and distinctly identifiable due
to the physical mechanism that governs the sound generation.
Phase space time series analysis has been used extensively in dynamical systems
analysis for detecting anomalies [130, 131], improving SNR of brain signal [132],
speech recognition [133], and body movement recognition [134]. Measurements on
dynamical systems exhibit regular patterns in the phase space and small deviations,
for example, due to mechanical fatigue or failure are easier to detect and can even
be predicted to a certain extent [131].
The phase space representation of time series is done by sampling at a fixed
interval, TS , for de samples as (5.1).
y(n) = [x(t0 + n), x(t0 + n + TS ), ..., x(t0 + n + (de − 1)TS )]T ,
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(5.1)

and the time evolution of y’s is given by y(n) → y(n + 1), and each segment, y(n),
is assigned a symbol for sequence analysis. [135] discusses the process in detail of
how to determine TS and the minimum embedding dimension, de . This process is
intended to use the fewest number of samples while retaining as much independent
samples to extract useful information from x(t). The consensus in the literature is
that the most useful TS is the first local minimum of the average mutual information
of x(t), and de is determined by observing the behavior of nearest neighbors and
increasing its value until there are no more false nearest neighbors. False neighbors
of y(n) are those whose distance to y(n) increases more than a specified threshold
when de increases from d to d + 1.

5.1.1 Time Series Clustering
Prior to symbol assignment, similarly shaped segments are grouped to form the
basis of sound segments via time series clustering using a distance metric devised for
time series analysis similar to the motion similarity measure developed in Chapter
3. Figure 5.1 shows segments of shrimp clicks from a hydrophone recording near a
swarm of snapping shrimp from Key West, FL. These segments are clustered and
assigned a unique symbol for each cluster.
For clustering, a distance metric is defined as
∆

d(a, b) = 1 − s(a, b).

(5.2)

where a and b are normalized by the maximum magnitude within the segment in
order to capture only the shape of the sound, and as in Chapter 3, s(a, b) is defined
as
de
de
1 X
1 X
R(ai − bi − γ) = max
R(ei − γ) .
s(a, b) = max
γ
γ
de i=1
de i=1
∆

(

)

(

)

(5.3)

However, for sound pressure time series similarity, γ can be set to 0 since acoustic
pressure signal oscillates around the ambient mean pressure level. Therefore (5.3)
is simplified to
de
de
1 X
∆ 1 X
s(a, b) =
R(ai − bi ) =
R(ei ).
(5.4)
de i=1
de i=1
The choice R(t) = 1/(1+(ct)2 ) is made to ensure the distance metric (5.2), expressed
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Figure 5.1. Segments of recording of snapping shrimp. The direct path arrivals are
aligned, and the second arrival are reflections off the water-air interface.

as

de
1
1 X
d(a, b) = 1 −
,
2
de i=1 1 + c (ai − bi )2
∆

(5.5)

is a normalized quantity that takes values between 0 and 1, and the allowed
mismatch can be adjusted with c, the sample-by-sample tolerance.
Given all of the sound segments from the observed ambient sound, the distance
between each pair of segments are computed. Although there are many approaches
for clustering with pair-wise distance, the main objective of clustering for this work
is to find similar sounding segments within a specified threshold, d . Therefore, a
cluster is formed when the pair-wise distances of all of the segments are less than
2d . An illustration of the clustering approach is shown in Figure 5.2.
Each cluster is represented by the center of the circle, or the segments with
the minimum average distance to other sound segments within the circle. The set
of center segments form the basis set of sound segments representing the set of
symbols, or the states, of the cover model. In Figure 5.2, parameter c in (5.5),
which is the sample-by-sample difference tolerance, effectively adjusts the distance
between each points, and the clustering threshold d determines the cluster radius.
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𝜖𝑑

Figure 5.2. An illustration of the clustering topology. Each point represents a segment
and a circle represents a cluster with radius d . Segments within the a circle are assigned
the same symbol. Segments not included in any circle is a assigned a unique symbol.

Therefore, their values play a role in determining the number of clusters that are
formed.
Larger c and d results in smaller number of clusters and requires fewer parameters to describe the cover model. However, this may be at the cost of lumping
different types of sound segments into one, therefore losing the ability to accurately
synthesize plausible cover sound from the model. On the other hand, smaller c
and d would generate larger number of clusters resulting in more parameters to
estimate. Although the fidelity of synthesized cover sound may be higher, since
small perturbations from the same type of sound may become separate basis segments it could effectively capture noise as part of the model. This also results in
sparser stochastic matrix and emission function which would require more data to
estimate the HMM parameters reliably. This phenomenon is also known as the
curse of dimensionality [136]. In essence, c and d can determine the complexity of
the model.
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5.1.2 HMM Parameter Estimation
After time series clustering and assignment of symbols, the ambient sound is
represented as a sequence of symbols with associated magnitudes. Characterization
of a hidden Markov model is done by estimating the stochastic matrix and the
emission probabilities. While a typical HMM formulation considers that the state
transitions are hidden and that only the output values are observed, in this work
the states are considered observable, i.e., there is no uncertainty in the type of
sound segment given the state symbol other than the magnitude.
Therefore, the symbol sequence can be considered a realization of a Markov
chain of which parameters are estimated by counting the number of state-to-state
transitions [137]. Since each short time segment, associated with each state symbol,
is normalized by the maximum magnitude within the segment, the emission density
function is a PMF (probability mass function) of the quantized maximum magnitude
of the sound segment.
The estimated model, P̂ , consists of a set of basis sound segments, the stochastic
matrix, P̂N ×M , and the emission matrix, ÊN ×L . These are considered to be estimates
of the underlying true model P , associated with true stochastic matrix, P , and
the true emission matrix, E, respectively. Although the stochastic matrix only
describes the first order transitions, a sparse stochastic matrix with some transitions
with probability of 1 implies smaller number of elemental segments with different
lengths. Therefore, the effective timescale the model captures can be longer than
the unit segment length, de . By connecting the transitions with probability of 1
and treating the connected sound segments as the elemental sound, these elemental
sounds with different lengths can be identified. An example histogram of elemental
sound length from a snapping shrimp recording is shown in Figure 5.3.
The estimation process of the true underlying stego model, Q, utilizes the
structure of the cover model discussed thus far. Recall the stego process (4.4),
q(t) = p(t) + σT s(t),

σT ≥ 0.

(5.6)

The observed time series, q(t), is converted into the symbol sequence via the
phase space representation, then by comparing each segment to the basis set of
sound segments and assigning the symbol with the smallest distance. With small
σT , the perturbations caused by the transmitted sonar waveform, p(t), should be
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Figure 5.3. Histogram of effective segment durations characterized by the modeling
scheme.

small enough to be within the tolerance determined by c in (5.5). Increasing σT
will begin to cause some of the segments to be not similar to any of the existing
sound segments described in the model. Although the model does not accommodate
adding more basis sound segments to capture the emergence of new types of sound,
this effect will be reflected as changes in the estimated HMM parameter values.
Maintaining the structure of the model of P̂ and observing the change in
the estimated parameter values makes it feasible to measure the Kullback-Leibler
divergence (KLD) between P̂ and Q̂ as in [138, 139],
D(P̂ kQ̂) =

N
X
n=1

πn

N
X

L
p̂nm X
ênl
p̂nm log
+
ênl log
.
q̂nm l=1
r̂nl
m=1

!

(5.7)

where π’s are the steady-state distribution, and q̂nm and r̂nm are elements of
Q̂N ×N , the stochastic matrix, and R̂N ×L , the emission matrix, respectively, for the
estimated model Q̂.
As in the case for the cover model, estimating the HMM parameters for the
stego model involves counting the number of transitions between different symbols.
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However, it is possible that some of the symbols are not observed in the data
resulting in empty rows in the stochastic matrix, which is not valid. The parameter
cannot be left out in order to compare the estimated model with the background
model and compute the KLD. A regularization step is required to remedy this
situation.
A potential approach is to use the maximum entropy solution, the uniform
distribution, for the unobserved symbol. This is done based on the assumption there
is no information observed to use for distribution estimation. The only available
information is that the symbol in question exists in the cover model as one of the
basis segments. Given no observation of this symbol, the estimated probability of
transitioning to other symbols should be equally likely for all of the symbols.
This regularization method will likely cause the estimated model to deviate
from the underlying true stego model, Q, in the direction of higher entropy given
the fact the stochastic matrix is typically a sparse one associated with low entropy.
In Figure 5.4, Q̂0 is moving away from the initially estimated Q̂ in the direction
of P M axEnt , a model with the same basis set, but with a stochastic matrix, Pmax ,
that has a uniform distribution for all states. This regularization approach results
in a conservative estimate in the context of steganography in that it will likely
overestimate KLD, causing the estimated steganographic security to be worse.
However, the inconsistency of this approach is the fact all of the other components of the cover model is still being utilized. The idea of maintaining the model
structure is to use the perspective that was constructed in the cover modeling
process, and projecting the observed data onto the existing framework. Therefore,
it is reasonable to assume the parameter values for the background model are
known and to utilize them. The second approach and the one adopted in this
work is to use the values in the cover model for the unobserved symbols. It should
be noted that this is an optimistic estimate for the platform in the context of
steganography since it tends to underestimate KLD since Q̂ will shift toward P̂ ,
therefore overestimating the steganographic security.
The radii of the circles in Figure 5.4, D(P ||P̂ ) and D(Q||Q̂) are the estimation
errors, and for ergodic processes these will likely converge to 0 as P̂ → P with
infinite observation time [137, 140]. However, it should be noted this convergence
only implies that the estimated HMM parameters converged to the true values
given the model choice, not that the true complete model for the cover has been
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Figure 5.4. A simplex illustration of the true model and the estimated model for both
cover and stego, and the maximum entropy model.

achieved, illustrated in Figure 4.3.
Another aspect to consider for HMM parameter estimation is the numerical
stability of estimated KLD with sparse stochastic matrices. It is computed as (5.7),
and this quantity may be undefined when pnm 6= 0, qnm = 0 for any (n, m). Even
with the regularization steps taken as discussed, this is not an unlikely condition
for sparse stochastic matrices with p(t) affecting the HMM parameters.
Imagine a maximum entropy model, P M axEnt , with the same basis set, but
with a stochastic matrix, PM axEnt , that has a uniform distribution for all states.
Small perturbation of the estimated parameters toward PM axEnt can prevent the
numerical instability problem by ensuring qnm 6= 0 for all (n, m). From Figure 5.4,
it can be thought of as moving the estimated stochastic matrix, Q̂ of Q̂, away from
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the edge of the simplex.
Using the Jensen-Shannon divergence defined [141] as
1
1
JSD(Q̂kẐ) = D(Q̂kM ) + D(ẐkM ),
2
2

1
M = (Q̂ + Ẑ),
2

(5.8)

where Ẑ is the initial estimated stochastic matrix with potential numerical instability
for KLD. The final estimated stochastic matrix, Q̂ can be determined as,
1 2i − 1
1
Q̂ =
Ẑ +
i−1
2 2
2
(

!i−1

)

PM axEnt .

(5.9)

The value of i is increased until JSD(Q̂kẐ) is less than a specified threshold,
jsd . The Jensen-Shannon divergence is symmetric and it is ensured to be stable
since M = 12 (Q̂ + Ẑ), where Q̂ is a weighted sum between PM axEnt and Ẑ, therefore,
mnm > 0 for all (n, m).

5.2 Song Modeling and Steganography
The background sound used to demonstrate the modeling approach is the audio
track of a video entitled “Boots and Cats” by Robert Clouth [142], a sound designer
based in Barcelona, Spain. This sound consists of a few number of distinct elements
repeated with small variations, which makes it an apt candidate for the experiment.
The duration of the recording is 100 seconds which was partitioned into 30ms
segments. Using the time series distance metric and the clustering method described
in this chapter with c = 5 and d = 0.1, the segments were clustered into 1562
symbols.
This is a generative model that can be used to sample random realizations,
which preserves the rhythm and local temporal characteristics of the original sound.
This can be considered a qualitative affirmation of the modeling capability of the
presented approach. Although the short timescale temporal features are captured
with reasonable reproducibility, the long timescale structure of the sound is not
present in the random realization. While some transitions with certainty effectively
captures some temporal patterns longer than the unit segment length as shown in
Figure 5.3, capturing the subtle variations of the repeated theme that gradually
intensifies is a characteristic beyond the capability of the presented modeling
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approach.
However, this modeling framework does make it feasible to measure the probabilistic difference between the original sound and the altered sound via estimated
Kullback-Leibler divergence (KLD). This is useful for quantitatively evaluating
the performance of audio steganography without resorting to evaluating the performance of any specific anomaly detection method. It should be noted that one
of the potential shortcomings of using KLD with this model framework for assessing steganographic security is the deficiency of the model. A superior model
that captures longer timescale patterns may provide a more accurate assessment
of steganographic security if measuring the distance between two models is also
feasible.
Considering an active sonar scenario where the transmitted waveform is added
to the background, or an additive audio steganographic scenario, the steganographic
security of such waveform will degrade as the relative magnitude, or the signal to
noise ratio (SNR), of the waveform increases. However, different levels of security
may be achieved for various types of waveforms, even with the same embedding
strength.
With the estimated reference model, P̂ ref , samples of the cover sound and stego
sound are generated as (5.6), with varying σT values. The estimated cover model P̂
and the estimated stego model Q̂(σT ) are used to estimate the KLD with respect
to P̂ ref . Figure 5.5 is a comparison of expected lower bound of the probability of
missed detection against waveform strength for two types of embedded waveforms,
the mimic waveform and the white Gaussian chaotic waveform.
For each set of samples, D(P̂ ref kP̂ ) is computed as the baseline, and for varying
values of σT to represent the level of the waveform strength seen at the target,
D(P̂ ref kQ̂(σP )) is computed from which the lower bound of PM D is computed as
ˆ
PM D ≥ 2D(P̂ ref kQ(σT )) . The slopes of the curves of lower bound of PM D in Figure
5.5 show the loss in steganographic security as σT increases, for candidate waveform
models S mimic and S Gauss . It is also worth noting the PM D level of P̂ , which may
converge to 1 with longer observation time as P̂ → P .

61

Figure 5.5. Steganographic security vs. Waveform strength
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Chapter 6 |
Steganographic Sonar
Practical application of steganographic sonar involves all of the elements discussed
in the previous chapters. It also involves carefully reconsidering the assumptions
made on signal processing methods, e.g., matched filtering as the preprocessing
step, especially in more impulsive background sound environments. For example,
for heavy-tailed noise environment, locally optimum detector can achieve higher
detection performance than the matched filter discussed in Chapters 2 and 3.
The processing gain of matched filter increases with waveform duration and the
processing gain of energy detector also increases with integration time, for a given
received signal level. However, the rates at which they increase are different due
to the increase in variance of the test statistic of the energy detector [21]. Also,
the performance of an energy detector degrades when the observation time is not
aligned with the beginning and the end of transmitted waveform [96].
Another crucial element to consider is the difference in the strength of the
observed waveform at the target and the received echo level at the platform. While
the platform can potentially achieve greater processing gain with the information
advantage of knowing exactly what was transmitted, the target has an energy
advantage since the waveform has only propagated half the distance and therefore
would be attenuated much less.
In prior work, having taken many of these factors into account, the overall
assessment on the feasibility of steganographic sonar is that it is only able to achieve
acceptable detection performance against targets close in range with long waveform
durations [21, 96]. However, it is also noted that the feasibility increases in more
impulsive environment where the variability of the background is relatively larger.
In this chapter, a Monte Carlo simulation framework with synthesized time
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series is presented to investigate the feasibility of steganographic sonar as well as
to confirm the utility of using Kullback-Leibler divergence (KLD) as a measure of
steganographic security. In particular, the background model is estimated from a
snapping shrimp recording and this model is used as the reference cover model, from
which instances of background sound are sampled. Various types of transmission
waveforms are sampled from different waveform models, including the snapping
shrimp cover model, and are added to the cover sample to make up the stego
sample. The strength of the waveform is determined by the range to the target and
model parameters are estimated from both cover and stego samples, as well as the
KLD between them. The security measure via KLD is compared with the empirical
performance of energy detector. Performance of the batch track detection approach
is also evaluated by processing the received echo at the platform and comparing
the estimated track with the true target track.

6.1 Matched Filter and Energy Detector
In the context of steganographic sonar, detailed analysis was performed on the
decision statistics of matched filter and energy detector, the choice of processing
methods for the platform and the target, respectively [21]. Among the assumptions
made in this work, the ambient noise was white Gaussian, the platform used a white
Gaussian chaotic waveform, and for comparison, the processing window lengths
were assumed to be the same for both matched filter and energy detector. This
dissertation investigates the cases when these assumptions do not hold.
Matched filter is widely used for detecting known signals, especially in white
Gaussian noise for its optimality as well as in other types of noise for its robustness
[143]. In sonar, its performance begins to suffer as the target echo becomes distorted
due to many factors including target motion-induced Doppler effect, frequencyselective attenuation during underwater propagation, and when the characteristics
of the ambient noise deviates from white Gaussian. The processing gain for matched
filter is primarily determined by the time-bandwidth product of the waveform [40].
For steganographic sonar, when the waveform energy is spread in time and the
waveform duration is extended, due to the change in target velocity within the
waveform duration the target echo will likely be distorted beyond what can be
corrected with a constant Doppler-compensated matched filter. The batch track
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detection approach discussed in Chapter 3 hypothesizes the entire evolution of
target acceleration and velocity, and processes short segments, or scans, of the raw
sonar recording with the associated time-varying Doppler compensated matched
filters, and coherently integrates the matched filter outputs across multiple scans.
As seen in Chapter 3, narrow 3dB autocorrelation width makes the coherent
integration process more sensitive to small motion differences. This width is
inversely proportional to the bandwidth of the transmission waveform [40]. The
value of the integrated peak depends not only on the autocorrelation width, but
also on the similarity between the true target motion and the most similar trial
motion sampled from the motion model presented in Chapter 3. Therefore, a simple
target motion has a higher probability of yielding a larger integrated peak value
than what a complex target motion would produce.
While one does not have control over the complexity of target motion, finding a
trial motion similar enough to the target motion can be done in two different ways.
One is by increasing the number of trial motions possibly from a more complex
motion model, and the other is by increasing the autocorrelation width of the
transmission waveform to increase the tolerance of motion dissimilarity. The latter
effectively increases the chance of aligning the target echoes, which can be achieved
by reducing the bandwidth of the waveform, but this needs to be done with caution
to avoid detection by the target.
The motion similarity distribution is approximately modeled as a truncated
exponential distribution, as was shown in Figure 3.10. This distribution function
may be associated with a positive λ value, as seen in Figure 6.1 for which, given a
finite number of trial motions, it is less likely to find a motion that is similar to the
target motion. Since the motion similarity, as defined in (3.11), depends on wc , the
3dB width of the autocorrelation function of the transmission waveform, this effect
is amplified when the autocorrelation width is small resulting in greater value of λ.
Figure 6.2 compares the power spectral density of synthetic white Gaussian,
colored Gaussian with three different spectral exponents α = 1, 1.5, 1.9, and a
recording of snapping shrimp. Figure 6.3 shows the comparison of noise-free
autocorrelation function of the same data used for Figure 6.2. Although the
processing gain of matched filter is proportional to the time-bandwidth product of
the waveform, robust coherent integration of target echoes relies on the individual
correlation function widths being wide enough to overlap despite small motion
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Figure 6.1. Distribution function of motion similarity for a complex target motion with
associated parameter λ = 2.

differences. Therefore, there is an inherent trade-off between individual processing
gain and the overall processing gain.
Processing gain of an energy detector is maximized when the integration window
is matched with the duration of the signal it is searching for [96]. Since the target
is assumed to be unaware of the details of the transmission waveform from the
platform, it is reasonable to assume a mismatch between the platform’s waveform
duration and the integration window length of the energy detector. If the platform
employs a form of on-off keying transmission scheme, the mismatch can be greater.
In addition to the integration window length and the underlying amplitude
distribution, the spectral characteristics of the ambient sound, without any preprocessing steps such as whitening, can also affect the performance of the energy
detector. Figure 6.4 shows a comparison of the distribution function of energy
detector decision statistics for white Gaussian process, pink Gaussian process with
α = 1 and other colored Gaussian processes with α = 1.5, 1.9, and snapping shrimp,
with 1 second integration time. Snapping shrimp case is excluded from this figure
due to its much higher variance which makes the interpretation of the illustration
difficult.
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Figure 6.3. Zoomed in peak of autocorrelation functions of white noise, pink noise with
α = 1, 1.5, 1.9, and snapping shrimp recording. The dotted line indicates −3dB.
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Figure 6.4. Comparison of estimated PDF of energy detector decision statistics of
white Gaussian and pink Gaussian (α = 1), and other colored Gaussian processes with
α = 1.5, 1.9, for integration length of 1 second.

As shown in Figure 6.4, the decision statistic of an energy detector with a fixed
integration length for signals with larger α value yields higher variance, which is
determined by the peak of the short-time estimate of the autocorrelation function.
Estimation with low variance requires sufficient number of independent samples.
Within a fixed integration window, there are larger number of independent samples
of white Gaussian process than what a pink Gaussian process contains. With longer
integration window lengths, this effect becomes less prominent and the spectral
shape becomes a less significant factor since there are sufficient number independent
samples for pink Gaussian process as well.
Based on the analysis on matched filter and energy detector, snapping shrimp
background is chosen for investigating the steganographic sonar performance. The
transmission waveforms considered are white Gaussian, colored Gaussian with
varying spectral exponents (α = 1, 1.5, 1.9), and snapping shrimp sound itself.
Details of the overall experiment are described in following sections.
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6.2 Monte Carlo Simulation
The main parameters of the simulation are the source level (SL) at the platform and
the initial range to the target, Rinit . The observation time per scan is determined
by the maximum range considered for tracking, tscan = 2Rmax /c. Rmax considered
in this thesis is 3km, and c is the speed of sound in water. The total observation
time across M scans is ttot = M × tscan . As inferred from the sonar equations in
Chapter 1, range to the target determines the difference in the transmission loss
(T L) and the received signal levels, RLT at the target and RLP at the platform.
The initial range to the target is randomly sampled from a uniform distribution
in the logarithm of Rinit . The support is bounded by the minimum initial range,
750m which makes the round trip time of 1 second, and the maximum range 3km
with the round trip time of 4 seconds. The target track starts from the sampled
range and travels according to the sampled motion relative to the platform. The
source level, SL, is randomly sampled from a uniform distribution between 6dB
below the level that makes RLT = 0 when the target is at the minimum initial
range, and 6dB above what makes RLT = 0 when the target is at the maximum
initial range. These are summarized as (6.1) and (6.2).
Rinit ∼ U nif (log(750), log(3000))

(6.1)

SL ∼ U nif (15 log10 (750) − 6, 15 log10 (3000) + 6)

(6.2)

The snapping shrimp process is chosen as the background for the simulation. It
is a realistic sound, and it is complex enough to have room for un-modeled part
of it, as shown in Figure 4.3 as P − (P̂ h ∪ P̂ s ), which allows for demonstration
of steganography. The background sound model is estimated with a recording
from a snapping shrimp environment, Key West, FL, and samples of cover sound
is generated with the estimated model. The energy of the background sound is
normalized to be the same for each trial duration of ttot .
Five types of candidate transmission waveforms are considered - white Gaussian,
pink Gaussian (α = 1), snapping shrimp, and two other colored Gaussian processes
with α = 1.5, 1.9. Pink noise signal approximates the overall spectral shape of
the background sound for the entire frequency band, and waveform with spectral
exponent α = 1.9 which is close to brown noise, matches the mid-region of the
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bandwidth of the background sound, and α = 1.5 is chosen as the mid-point in the
spectral exponent between pink and brown. Having various types of transmission
waveform scenarios provides insight as to how each of the processing steps, including
energy detector, matched filter, batch track detection, perform in each case.
For each trial, a sample target motion is drawn from the motion model presented
in Chapter 3, and the transmitted waveform arrives at the target at times computed
with the sampled target motion for each scan, or coherent processing interval (CPI).
The speed of sound is constant at c = 1500m/s. The round trip time for the target
echo received at the platform is also computed with this sampled motion. The same
target motion is used for all waveform scenarios. Figure 6.5 is an example of the
target motion with amplified target echo level for illustration. When processed with
the exact same target motion, the target echoes are aligned for coherent integration
across scans as shown in Figure 6.6.

Figure 6.5. Matched filtered data with a strong signal for illustration.

At the target, energy detector statistic is computed with three different integration times - 1 second, the CPI which is equal to tscan , and the total observation
time, ttot . The test statistic is the squared sum of the observed recording for these
integration times. Its structure is not optimized to account for the fact the cover
sound is deviated from white Gaussian, and the effect on the performance will be
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Figure 6.6. Processed data with true target motion.

observed. The transmitted sonar waveform is present the entire time at the level
determined by the source level and the transmission loss. Model parameters are
estimated for Q̂, and KLD is computed for both the cover and the stego, with
respect to the reference model from which cover sound realizations are sampled.
Processing steps at the platform consists of matched filtering with the associated
Doppler-compensation based on the trial motion, followed by the batch track
detection (BTD) algorithm discussed in Chapter 3. The trial motions used for
each scenario are the same for all five waveform scenarios to make a more direct
comparison of the performance, and BTD produces an estimate track regardless
of the integrated peak value. When the root mean square error (RMSE) of the
estimated track is smaller than the specified threshold, R = cτ /2, it is considered
a successful target track detection.
The performance metrics, as discussed in Chapters 3 and 4, are probability of
missed detection at the target and probability of track detection at the platform.
The overall success of steganographic sonar is defined as when the energy detector
at the target fails to detect the existence of the sonar waveform at a specified
probability of false alarm rate threshold, F AR , and the RMSE of the estimated
track is smaller than a specified threshold, R .
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6.3 Results
Simulation results are organized mainly in three parts; steganographic performance,
batch track detection performance, and steganographic sonar performance. The
last is the overall performance that includes the first two. It will be shown that
the two events are statistically independent and that their joint performance can
be computed as the product of their individual performances. Some of the key
parameters for the simulations are listed below.
Parameter
M
tscan
ttot
NT M
Rinit
SL
LED
F AR
R

Value
200
4 seconds
800 seconds
1024
750 ∼ 3000 meters
38 ∼ 58 dB
1 second
1/3 hours
50 meters

Description
Number of scans
Time per scan
Total processing time
Number of trial motions
Initial range to the target
Source level at the platform
Integration time for energy detector
Threshold for false alarm rate
Threshold for RMSE of estimated track

For each trial of the simulation, the source level at the platform and the initial
range to the target are randomly sampled from the respective distribution, and
the received levels at the target and at the platform are determined by the sonar
equations. Results will be shown both in terms of the received level, and in terms
of the combination of the source level, SL, and the range to the target in logarithm
with base 10, log10 Rinit .
At the target, the mean estimated Kullback-Leibler divergence (KLD) for the
cover realization of snapping shrimp background sound with the entire observation
h
i
of duration ttot is E D(P ref kP̂ ) = 0.6471. This value is not as small as is the
Boots and Cats example presented in Chapter 5, which indicates the inherent
complexity of the sound is higher. However, estimated KLD computed as the the
difference between two measured KLD values, or ∆KLD,
"

D̂(P̂ kQ̂) = EP ref

#

p̂
log
= D(P ref kQ̂) − D(P ref kP̂ )
q̂
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(6.3)

is used for practical evaluation of the steganographic security of transmission
waveforms. Note that the expectation of the log likelihood is taken with respect to
P ref , and that this estimate converges, D̂(P̂ kQ̂) → D(P̂ kQ̂) as P̂ → P ref .
The expected lower bound on missed detection probability computed from the
estimated KLD between cover and stego as a function of the received level at the
target is shown in Figure 6.7. White Gaussian process maintains its steganographic
security higher than other types of waveforms achieving expected lower bound of
missed detection probability of over 0.4 at 0dB received signal level. Snapping
shrimp does not show the best steganographic performance as was expected as
the mimicking waveform, but better than two of the colored Gaussian processes in
terms of the estimated KLD.
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Figure 6.7. Expected lower bound of missed detection probability computed from the
estimated Kullback-Leibler divergence of the cover and the stego for white Gaussian,
snapping shrimp, pink Gaussian (α = 1), and other colored Gaussian processes with
α = 1.5, 1.9.

In comparison, the performance of the energy detector with 1 second integration
time with the false alarm rate set to be one every three hours, are shown in Figure
6.8. This result is using all of the 1 second samples during the ttot observation time
which is M × ttot = 800 samples. A detection is made for the trial when at least
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one of the 800 samples is detected. This is equivalent to using the maximum of all
of the decision statistics as the trial decision statistic. This skews the distribution
of the waveform present case to the right, causing abrupt complete separation
of distributions beyond a thresholding RL value, between 7 and 8 dB for most
waveform types. The effect is shown as the missed detection probability suddenly
converging to 0 in all of the curves.
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Figure 6.8. Probability of missed detection of energy detector with integration time of
1 second. The stego for white Gaussian, snapping shrimp, pink Gaussian (α = 1), other
colored Gaussian with α = 1.5, 1.9.

The dominating factor of the performance plots in Figure 6.8 is the variability
of the cover itself rather than the waveform type, which is why the curves are all
clustered together, especially in the low RL region. It is worth noting snapping
shrimp and colored Gaussian with α = 1.9 are the ones that deviate from the
cluster due to their own high variance, as illustrated in Figure 6.4 for the colored
Gaussian with α = 1.9 and the support for distribution of the snapping shrimp
case does not even fit on the horizontal axis limit of Figure 6.4.
The following Figures 6.9, 6.10, 6.11, 6.12, 6.13 compare the expected lower
bound of missed detection probability via estimated KLD and the measured missed
detection probability of energy detector with 1 second integration time.
74

1

Energy Detector and Estimated KLD, Stego: White Gaussian
Energy Detector
2 (-"KLD)

P MD , E[min(PMD )]

0.8

0.6

0.4

0.2

0
-10

-8

-6

-4

-2

0

2

4

6

8

10

Received Level (dB)

Figure 6.9. Expected lower bound of missed detection probability and the missed
detection probability of energy detector with 1 second integration time of stego with
white Gaussian process.
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Figure 6.10. Expected lower bound of missed detection probability and the missed
detection probability of energy detector with 1 second integration time of stego with
snapping shrimp process.
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The curves for white Gaussian and snapping shrimp imply the steganographic
security estimated with KLD seem to be in agreement with the measured missed
detection probability of the energy detector based on a qualitative observation
that both pair of curves show poorer performance for snapping shrimp than white
Gaussian.
However, in the colored Gaussian cases, while the energy detector performance
is not affected by the change in spectral shape of the transmitted waveform, KLD
is able to capture the change in the temporal characteristics. Since the cover sound
model with the HMM framework can measure the change in the HMM parameters
of the stego sound, the steganographic security estimated with KLD is showing
higher sensitivity to the temporal characteristics than the energy detector with 1
second integration time.
1

Energy Detector and Estimated KLD, Stego: Pink Gaussian (, = 1)
Energy Detector
2 (-"KLD)

P MD , E[min(PMD )]

0.8

0.6

0.4

0.2

0
-10

-8

-6

-4

-2

0

2

4

6

8

10

Received Level (dB)

Figure 6.11. Expected lower bound of missed detection probability and the missed
detection probability of energy detector with 1 second integration time of stego with pink
(α = 1) Gaussian process.

The performance of energy detector with longer integration length tscan is not
shown since it is very similar to that of 1 second case, and the case for ttot = 800
does not yield any missed detection. While this result is expected since processing
gain of an energy detector does grow with time, it is difficult to assume the waveform
length to be known at the energy detector.
The batch track detection performance at the platform also shows difficulty
for the snapping shrimp process as shown in Figure 6.14. This is likely due to
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Energy Detector and Estimated KLD, Stego: Colored Gaussian, , = 1.5
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Figure 6.12. Expected lower bound of missed detection probability and the missed
detection probability of energy detector with 1 second integration time of stego with
colored Gaussian process with α = 1.5.

Energy Detector and Estimated KLD, Stego: Colored Gaussian, , = 1.9
1

Energy Detector
2 (-"KLD)

P MD , E[min(PMD )]

0.8

0.6

0.4

0.2

0
-10

-8

-6

-4

-2

0

2

4

6

8

10

Received Level (dB)

Figure 6.13. Expected lower bound of missed detection probability and the missed
detection probability of energy detector with 1 second integration time of stego with
colored Gaussian process with α = 1.9.
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the high side lobes of the autocorrelation function shown in Figure 6.3, and due
to the background being similar to the waveform itself making the matched filter
gain insufficient to overcome the interference. This interference is severe enough to
result in near zero probability of track detection at RL = −40dB when all of the
other waveforms achieve detection probability of near one.
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Figure 6.14. Batch Track Detection performance vs. received target echo level.

The colored Gaussian process with α = 1.9 achieves the best overall performance,
closely followed by white Gaussian process. It is interesting to note the performance
of colored processes are not ranked by their spectral exponent. With relatively
simple motion model with low complexity chosen for reasons of demonstration of
feasibility, wider autocorrelation peak is not shown to be strictly advantageous.
However, the fact that white Gaussian process, with the most narrow autocorrelation width, achieves less than perfectly reliable performance even in the high
RL value region indicates the target motion is complex enough such that small
motion dissimilarities cause misalignment of target echo energy. More complex
target motion has potential to separate the performance of the four waveform types
that are clustered in Figure 6.14.
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The steganographic performance and the track detection performance are primarily determined by the received signal level, RLT , or the target echo level, RLP .
The two factors that serve as the link between the two are source level, SL, and
initial range to the target, Rinit . Since the simulation sampled the two parameters
randomly in the SL × log10 Rinit space, this space is partitioned in both dimensions
into smaller bins. Two marginal performance metrics, PM D , and PT D , and the joint
performance metric, PSS , are measured for each bin.
The overall performance, PSS , probability of steganographic sonar is determined
by counting the cases when the energy detector at the target fails to detect the
transmitted waveform and the platform detects the target track with RMSE less
than the threshold, R , then dividing the total number by the number of samples
within the grid boundaries. Figures 6.15, 6.16, 6.17, 6.18, 6.19 show their respective
steganographic sonar performance.
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Figure 6.15. Steganographic sonar performance of white Gaussian process in snapping
shrimp background.

At false alarm rate of one per three hours, an arbitrarily chosen value for feasibility demonstration, the simulation shows reliable steganographic sonar performance
close to probability of 1 in some combination of SL and Rinit values. The overall
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P SS , Snapping Shrimp in Snapping Shrimp
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Figure 6.16. Steganographic sonar performance of snapping shrimp process in snapping
shrimp background.
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Figure 6.17. Steganographic sonar performance of pink Gaussian process (α = 1) in
snapping shrimp background.
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P SS , Colored Gaussian (, :1.5) in Snapping Shrimp
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Figure 6.18. Steganographic sonar performance of colored Gaussian process with α = 1.5
in snapping shrimp background.
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Figure 6.19. Steganographic sonar performance of colored Gaussian process with α = 1.9
in snapping shrimp background.
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region of reliable performance is where the pair of received levels at the target
and at the platform are shown to achieve reliable performance jointly. While the
region with high performance are roughly consistent across waveform types, the
boundaries of reliable performance region do show dependence on the waveform
type. As for the mimicking waveform, the snapping shrimp waveform in snapping
shrimp cover, again, does not show promising performance while other types of
waveforms show a similar patterns of performance.
The most desirable source level, source level that achieves the maximum performance, increases with range to the target. However, the maximum achievable
performance degrades with increasing range. In practice, it is important to understand the reason for failure in the low performance regions. The [high source
level/close range] region of the parameter space fails due to detection at the target,
and the [low source level/far range] region of the parameter space fails due to either
insufficient source level or insufficient number of scans, M .
Figure 6.20 shows the mean received level (RL) of the waveform at the target
and the target echo level at the platform, respectively. Note the difference in the
color axis. Figure 6.21 shows the missed detection probability and the batch track
detection probability of pink Gaussian process waveform scenario. The plots for
RL values at the target and at the platform, Figure 6.20, show slight difference
in slope due to the difference in the propagation path length to the target and to
the platform. This difference in slope is consistent with the performance seen in
Figure 6.21. The corresponding RL values for the target and the platform are also
consistent with the RL values in Figure 6.11 and the pink Gaussian curve in Figure
6.14.
Taking the Hadamard product of the two marginal performance results in
Figure 6.21, i.e., performing a point-by-point multiplication of the probability
values, yields the left plot in Figure 6.22. This is very similar to the right plot, the
actual joint performance of steganographic sonar, indicating independence between
the detection events at the target and track detection events at the platform.
This independence makes the evaluation of the performance convenient since the
individual performances can be estimated separately, then the joint performance can
be predicted by taking the dot product of the two. This allows for computationally
efficient prediction or estimation and sensitivity analysis for other factors without
having to run the full simulation for each permutation of parameters.
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Figure 6.20. Mean received level of the waveform at the target and the mean target
echo level at the platform, for each grid.
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Figure 6.21. Probability of missed detection at the target and probability of track
detection at the platform, for each grid.

Figure 6.23 is a comparison of PSS from the simulation and the prediction based
on the estimated curve parameters from Figures 6.14 and 6.11, with finer resolution
in the SL × log10 Rinit parameter space.
This also allows one to extrapolate the performance prediction in other regions of
the parameter space with relatively small number of simulations or measurements.
From the predicted performance, the range of SL values that achieve reliable

83

P SS = PMD# PTD , Pink

P SS , Pink
0.8

55

0.8

55

0.7

Source Level (dB)

Source Level (dB)

0.7
0.6

50

0.5
0.4

45

0.3

0.6

50

0.5
0.4

45

0.3

0.2

40

0.2

40

0.1

0.1

0

3

log 10

3.2
Range (m)

0

3.4

3

log 10

3.2
Range (m)

3.4

Figure 6.22. Steganographic sonar performance computed by taking the product of
the individual performances at the target and at the platform compared to the jointly
computed performance.

steganographic sonar performance is shown to grow wider in close ranges.
Figures 6.24, 6.25, 6.26 show the results for white Gaussian, and colored Gaussian
with α = 1.5, 1.9, respectively. The reliable performance boundaries are clearer in
the predicted plots in comparison with the coarsely binned estimates.
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Figure 6.23. Steganographic sonar performance from the overall simulation and from
the estimated model based on the individual simulation result and computing the joint
performance with the independence assumption, for pink Gaussian waveform.
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Figure 6.24. Steganographic sonar performance from the overall simulation and from
the estimated model based on the individual simulation result and computing the joint
performance with the independence assumption, for white Gaussian waveform.
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Figure 6.25. Steganographic sonar performance from the overall simulation and from
the estimated model based on the individual simulation result and computing the joint
performance with the independence assumption, for colored Gaussian waveform with
α = 1.5.
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Figure 6.26. Steganographic sonar performance from the overall simulation and from
the estimated model based on the individual simulation result and computing the joint
performance with the independence assumption, for colored Gaussian waveform with
α = 1.9.
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Chapter 7 |
Conclusion and Discussion
Steganographic transmission waveforms are desirable for many underwater applications such as underwater acoustic communications, surveillance, detection, and
tracking. In the context of active sonar tracking, an overall approach is presented
that covers many topics including background sound modeling, steganographic
security assessment of transmission waveform, target motion modeling, and batch
track detection. Under shallow water environment background sound dominated
by snapping shrimps, the presented approach shows feasibility of steganographic
sonar for target track detection.
For effective steganography, the hider should have a better model of the cover
than the seeker. A background sound modeling approach is presented that utilizes
symbolic time series analysis with phase space representation and clustering of time
series segments. The time evolving characteristics are captured with the hidden
Markov model (HMM).
Covertness, or steganographic security, of the transmission waveform can be
assessed by measuring the Kullback-Leibler divergence (KLD) between the cover
model and the stego model. Using the presented sound modeling framework, KLD
between the background sound and it perturbed by the transmission waveform is
estimated with their respective HMM parameters. This is shown to be useful in
capturing the different temporal characteristics in various stego processes that an
energy detector fails to differentiate.
For security, the transmission waveform energy is spread over longer time duration. Conventional tracking approaches fail to perform reliably, and existing
track-before-detect approaches also fail due to overwhelming search computation
with simplistic short timescale motion model. A plausible long timescale target mo87

tion model was presented that enforces constraints on the evolution of acceleration
of the target motion. This improved the search efficiency and allowed for coherent
integration of target echo energy and reliable target track detection.
With success defined as when the target fails to detect the existence of the
transmission waveform, and the platform detects the target track, a Monte Carlobased simulation was performed to find the desirable source level for a given range
to the target. Five types of transmission waveforms were investigated to understand
the effects of the spectral shape and the similarity to the background sound of
the waveform on steganographic security and track detection performance. In the
snapping shrimp environment mimicking waveform did not prove to be a favorable
waveform, but white Gaussian and colored Gaussian with spectral exponent of
α = 1.9, close to brown noise, showed better performance for steganographic sonar
against energy detector.
The intention of the dissertation is to demonstrate the feasibility of steganographic sonar for tracking, and each component has many variations that can
potentially affect the overall performance. The following section discusses some
of these topics that can be further investigated and their potential impact on the
feasibility of steganographic sonar for tracking and other applications.

7.1 Future Effort: Model Mismatch and Model Complexity
It is pointed out in [19] that practical implementation of steganography involves
good understanding of the empirical cover model and real-world covers are so
complex that simple models cannot capture all of the relevant information. This
is true for both of the models discussed in this dissertation, background sound
model, and target motion model. Understanding the effect of model mismatch is a
topic that can be further investigated with diverse background scenarios and target
motion analysis with real navigation data.
The motion similarity distribution modeled as a truncated exponential distribution is an approximation devised for analytical derivation of the track detection
performance. This distribution is sensitive to the actual target motion and the
duration of the motion. While the sensitivity can be adjusted by the autocorrelation
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width of the transmission waveform, changing the characteristics of the waveform
also affects the steganographic security. Therefore, the effect of true motion complexity and the mismatch between the true target motion model and the motion
model used for the batch track detection approach is of interest as future effort.
On background sound modeling, in order to faithfully synthesize plausible
sound the acoustic model needs to capture not only the amplitude distribution,
but also the time-evolving characteristics. The presented symbolic time series
analysis approach with hidden Markov model (HMM) is capable of capturing the
stochastically dynamic characteristics of various types of cover background including
the underwater environment.
There are other acoustic modeling approaches such as long short-term memory
(LSTM) recurrent neural network (RNN) [144] that have been shown to outperform
HMM in its modeling and classification capability [145]. Artificial neural networks
have gained significant attention for their ability to accurately approximate complex
functions and have been applied to various domains including acoustic signal
processing.
The modeling approach via phase space representation and clustering introduced
in this dissertation can be further improved by utilizing some of the work done
in machine learning, especially LSTM RNNs when combined with a probabilistic
description structure that allows for computation of KLD.

7.2 Discussion
A large body of work has been done in many of the related fields including,
but not limited to, sonar tracking, waveform design, theoretical development in
steganography, motion modeling, and underwater sound propagation. These fields
have matured in their respective domain and has been optimized for different
applications. Effective steganographic sonar requires all of these elements working
together under a common objective and some of the conventional methods and
assumptions in the respective fields need to be reconsidered when being applied to
a different context.
This is true for any field, but it was one of the most challenging aspects of
demonstrating the feasibility of steganographic sonar. Taking the insights gained
from this work and applying to a more diverse set of backgrounds and against various
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classes of marine vehicles will involve reconsidering many of the assumptions made
in this dissertation as well. Furthermore, although tracking was the application
of interest, steganographic waveforms have potential for many other applications
including communications, remote sensing, and navigation.
Another interesting aspect of this topic is the importance of Figure 4.3. Although
it is likely advantageous to learn the true model, P , as accurately as resources allow,
deception of the seeker may be more effective with the knowledge of the seeker’s
estimated model, P̂s , rather than the true model. Game-theoretic approaches can
be taken to investigate optimal strategies with the assumption that both parties
are aware of the other.
Lastly, the total amount of information that can be hidden under different
backgrounds is of significant interest. Steganographic capacity has been studied
from a theoretical standpoint, but practical estimation of this quantity may involve
computing Kolmogorov complexity of empirically estimated model, which is known
to be computationally prohibitive. However, it does not prevent one from pursuing
it.
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