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Abstract
Support for intelligent and autonomous resource management is one of the key
factors to the success of modern sensor network systems. The limited resources, such
as exhaustible battery life, moderate processing ability and finite bandwidth, restrict
the system’s ability to simultaneously accommodate all missions that are submitted
by users. In order to achieve the optimal profit in such dynamic conditions, the
value of each mission, quantified by its demand on resources and achievable profit,
need to be properly evaluated in different situations.
In practice, uncertainties may exist in the entire execution of a mission, thus
should not be ignored. For a single mission, uncertainty, such as unreliable wireless
medium and variable quality of sensor outputs, both demands and profits of the
mission may not be deterministic and may be hard to predict precisely. Moreover,
throughout the process of execution, each mission may experience multiple states,
the transitions between which may be affected by different conditions. Even if
the current state of a mission is identified, because multiple potential transitions
may occur each leading to different consequences, the subsequent state cannot be
confirmed until the transition actually occurs.
In systems with multiple missions, each with uncertainties, a more complicated
circumstance arises, in which the strategy for resource allocation among missions
needs to be modified adaptively and dynamically based on both the present status
and potential evolution of all missions.
In our research, we take into account several levels of uncertainties that may be
faced when allocating limited resources in dynamic environments as described above,
where the concepts of missions that require resources may be matched to those as in
certain network applications. Our algorithms calculate resource allocation solutions
to corresponding scenarios and always aim to achieve high profit, as well as other
performance improvements (e.g., resource utilization rate, mission preemption rate,
etc.).
Given a fixed set of missions, we consider both demands and profits as random
variables, whose values follow certain distributions and may change over time.
iii

Since the profit is not constant, rather than achieving a specific maximized profit,
our objective is to select the optimal set of missions so as to maximize a certain
percentile of their combined profit, while constraining the probability of resource
capacity violation within an acceptable threshold. Note that, in this scenario, the
selection of missions is final and will not change after the decision has been made.
Therefore, this static solution only fits in the applications with long-term running
missions.
For the scenarios with both long-term and short-term missions, to increase the
total achieved profit, instead of selecting a fixed mission set, we propose a dynamic
strategy which tunes mission selections adaptively to the changing environments.
We take a surveillance application as an example, where missions are targeting
specific sets of events, and both demands and profits of a mission depend on which
event is actually occurring. To some extent resources should be focused on those
high-valued events with a high probability of occurring; on the other hand, resources
should also be distributed to gain an understanding of the overall condition of the
environment. We develop Self-Adaptive Resource Allocation algorithm (SARA) to
model mission execution as Markov processes, in which the states are decided by
the combination of occurring events. In this case, resources need to be allocated
before the events actually occur, otherwise, the mission will miss the event due
to lack of support. Therefore, a prediction as to which events are about to occur
is necessary, and when the prediction fails, in exchange of the loss of profit, the
mistakenly allocated resources collect information to assist prediction in the future.
When the transitions between mission states can be controlled by taking certain
maneuvers at the proper time, the probability of the cases when missions transit to
lower profit states may be decreased. As a consequence, sometimes a loss of profit
may be avoided. We model this problem as a Semi-Markov Decision Process, and
propose Action-Drive Operation Model With Evaluation of Risk and Executability
(ADOM-ERE) to calculate optimal maneuvers. One challenge is that the state
transitions can be affected not only by states and actions, but also by external risks
and competition for resources. On one hand, external risks (e.g., a DoS attack)
may change the existing transition probabilities between states; on the other hand,
taking actions to avoid lower profit states may require special constrained resources.
As a result, sometimes lower profit missions may not choose its optimal action
because of resource exhaustion. ADOM-ERE considers all of states, actions, risks
and competition when searching for the optimal allocation solution, and is available
for both scenarios in which resources for actions are managed either centralized or
managed in a distributed way.
Numerical simulation are performed for all algorithms, and the results are
compared with several competitive works to show that our solutions are better in
terms of higher profit achieved in corresponding settings.
iv
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Chapter 1 |
Introduction
1.1 Stochastic Resource Allocation
Sensor network systems have been well developed and applied in many communities,
showing a promising potential to support a variety of applications in both industrial
and consumer areas [1], such as military surveillance [2], environmental monitoring
[3], home automation [4], and so on. Consisting of a few to several hundreds or
even thousands of sensing devices (i.e., sensors) of various types, such as visual,
acoustic, radar and thermal, which are capable of collecting various information
from the surroundings [5], a sensor network application aims to monitor the ambient
conditions that include the following:
• Environmental data such as temperature, pressure and humidity
• The presence or absence of certain kinds of objects
• Current characteristics such as speed, direction and size of pre-defined targets
In practice, a sensor network can be shared among multiple parties that respectively submit their own sensing requests (i.e., missions), each of which may achieve
a profit by receiving exclusive access to a certain amount of sensing resources. For
example, a tracking mission may be profitable if a directional camera is activated
and the corresponding videos are authorized to be transmitted via a reserved
high-quality channel. Note that the importance (profit) and difficulty (demand) of
a mission need not be correlated and can be independent and fully random [6]. An
ongoing surveillance mission may be expensive but of minor importance, whereas
an urgent mission that asks for information about one particular area may be
1

low-demand but very important at a certain time. In addition, in other applications, partial satisfaction of a mission will be no better than zero satisfaction.
Take a mission that aims to reconstruct the 3D shape of an object as an example.
The mission’s goal may be accomplished with the images that are captured from
two cameras, but the images from only a single camera will be useless for the
original objective. Indeed, accessing only one camera to take unqualified images
could actually be harmful because of the power drain on the battery, which could
preclude a future mission that might otherwise have been satisfied. Therefore, in
this research, the profit is only considered to be received from the missions whose
demands are fully met.
In many scenarios, since the total available resources in the network are limited,
it may be prohibitive to satisfy all missions simultaneously. Therefore, to achieve
the optimal profit in given conditions, efficiently and effectively allocating resources,
subject to the constraint of resource availability, is a critical and fundamental
problem.
We assume that the availability of resources can be quantitatively measured [7],
and resources can be either separated to support multiple missions at the same
time, or combined together to support those higher resource-demanding missions.
If the demands and profits of missions are fixed and known exactly in advance, this
resource allocation problem can be formulated as the extensively studied general
knapsack problem [8–11], where each type of resource represents one property of
the knapsack (e.g., length, volume, etc.), and each profitable mission requiring
resources is identified as an item of a certain value with specific characteristics to
be placed into the knapsack.
As a basis, the 0/1 knapsack problem (i.e., only one instance is available to
choose for each type of item) has been shown as an NP-hard problem; it therefore
cannot be solved in polynomial time unless P = NP can be proven. Yet, despite
its theoretical runtime complexity, efficient polynomial approximation schemes for
this problem, as well as for many of its variations, have been discussed and devised
in [12–14].
In the single dimensional cases, where only one type of resource needs to
be taken into account, this problem can be solved by a Fully Polynomial-Time
Approximation Scheme (FPTAS) based on a dynamic programming algorithm [9];
in the multidimensional cases, where the resources now are classified in multiple
2

categories, this problem is solvable by a Polynomial-Time Approximation Scheme
(PTAS) [15], as well as by many other heuristics and approximation algorithms as
studied in [16–19].
In practice, however, this deterministic model with constant demands and
profits is not suitable for many realistic applications. It is often hard to predict
how many resources will be needed or how much profit will be returned by a
successfully completed mission (i.e., the satisfied mission that is allocated with
required resources). Also, in many scenarios, the values of demands and profits do
not stay constant over the lives of the missions.
Suppose that a given surveillance mission is tracking some moving objects in
the street. More cameras may be needed when many big trucks block the sight of
the targets. Also, if variable rate coding is used, the network capacity consumed
by multiple sensors will be hard to predict exactly. Likewise, the pictures or videos
transmitted may be noisy or obscured, resulting in difficulty in precisely predicting
the profit to be achieved.
Another example is inspired by surveillance sensor network applications [3,20,21].
Users may submit their surveillance needs as missions, each of which targets a
specific set of events of interest that may occur with certain probabilities, and
achieves profit when the allocated resources are enough to collect corresponding
information. Although the resource requirements on event monitoring, as well as
the profits achieved from successful observations, may be evaluated in advance
according to statistical analysis, it is still difficult to perfectly predict which events
will occur. As a consequence, the actual demands on resources and profit achieved
may differ from what is predicted. Therefore, a good strategy of allocation should
not only rely on predictions for better profit, but should also tune its solutions when
necessary based on the information collected from the inevitably failed predictions.
Moreover, sometimes the states of a mission can be manipulated by applying
certain maneuvers so that the changing trends of its demands and profits can be
better understood and controlled. For example, in some applications, the sensing
devices are deployed in the field and operate for months without maintenance,
where the power of batteries can be drained fast if the devices always work with
complete functionalities and accept all requests received. In this case, the resources
should not only be allocated reasonably but also be managed smartly. The model
of Markov Decision Process (MDP) [22] can be used as a well developed tool in
3

solving this type of problem [23–25].
In these scenarios with uncertainties, the demands and profits can be considered
as random variables, which are changing over time depending on specific conditions,
and only their distributions may be measured. An ideal resource allocation strategy
should select the best set of missions so as to achieve the optimal distribution of
profit based on certain criteria, rather than searching for the greatest possible value
of any constant profit.
This type of resource allocation problem can be formulated as a variation of the
general knapsack problem, which is also proposed as the stochastic knapsack problem
(SKP) [26]. In particular, if only the demands are stochastic, the corresponding
SKP then becomes a chance-constrained problem, in which a resource overflow
threshold is set to limit the maximum probability that the total demands of admitted
missions may violate the capacity constraints. Both sampling-based approximation
methods [27] and equivalent transformation algorithms [28] have been developed
for this problem. Instead, if only the profits are stochastic, the solution focuses
on either maximizing the probability to achieve some specific profit of goal [29] or
maximizing a given percentile of the return [30]. In our work, we will also show
how we handle the uncertainties that occur in the Markov Decision Process when
allocating resources, so that the optimal maneuvers can be selected adaptively to
the dynamic environment.

1.2 Research Overview
Our research focuses on looking for the best resource allocation strategy when
both the demands on resources and mission profits may be stochastic according to
different assumptions. To our best knowledge, there is little work on the resource
allocation problem with such level of uncertainties, especially when it is necessary
to consider all of demands, profits, states, and risks.
Intuitively, to solve SKP, it may be feasible to reasonably replace both stochastic
demands and profits with constant values, such as their expectations, and solve the
resulting deterministic knapsack problem accordingly. However, such a transformation solution may not only utilize the resources in an inefficient way, but may also
fail to guarantee how likely it is to achieve the calculated “optimal” profit by the
chosen set of missions.
4

For instance, given two missions, whose demands and profits all independently
follow the uniform distribution U (0, 100), suppose that the transformation method
mentioned above fixes each variable of demands and profits as 50, which is the
value of corresponding expectation, leading to a new deterministic problem in
which a resource capacity of 100 is sufficient to admit both missions and a total
profit of 100 can be expected. In reality, however, several drawbacks may exist in
such a solution: (1) the probability that both missions together require less than a
resource of 100 is 50%, in which case the allocated resources are more than that
are actually needed (i.e., over allocation); (2) With a chance of 50% the combined
demand is higher than 100, in which case one mission has to be abandoned otherwise
both missions will fail to achieve any profit due to the competition for insufficient
resources (i.e., under allocation); (3) the probability of achieving a profit of 100
is only 50%, which means that this solution can only provide a 50% confidence
to successfully achieve the profit as it calculated (i.e., low confidence level). For
the same example, if the transformation method fixes each variable as 75 instead
(i.e., 75-th percentile of each variable), the resulting scenario will be worse in the
sense that over allocation rate and confidence level will be increased to 87.5% and
decreased to 12.5%, respectively.
Consider another surveillance mission as an example, which initially requires
one camera to monitor the surroundings. When an event (e.g., smoke or alarm) is
observed, more resources (e.g., additional cameras or sensors) may be allocated for a
better understanding of the ongoing condition. If the amount of allocated resources
is insufficient, the mission may return no profit due to a failed observation attempt;
instead if too many resources are allocated and exceed what is actually necessary,
a portion of the resources is over allocated and therefore wasted. In addition, since
events keep occurring in the environment, any observation, no matter if it succeeds
or fails, could collect updated information that may be helpful to future allocations.
In this case, a good solution should balance the risk of insufficient assignment and
the drawback of over allocation, while taking the ratio of successful observation
attempts into account.
Two strategies for resource allocation with uncertainty are considered. The
first one just selects a set of missions and assumes that their combined demand
can be fully satisfied, while both the maximum probability of over allocation can
be constrained and the confidence level of expected profit to be achieved can be
5

guaranteed. The second one is applied to the scenario of surveillance applications,
which pre-specifies the amount of resources that should be allocated to each mission
and guarantees a minimum rate of successful observations. Although sometimes
the observations can fail, the overall demand never violates the constraint of the
resource capacity.
The first solution [31], presented in Chapter 3, formally defines a general case of
SKP, where both demands and profits are set to be independent random variables.
Unlike the method proposed in [28] which converts all random variables to constants
by extending the concept of effective bandwidth [32], we introduce relative values
of random variables in given conditions in order to search for the most efficient way
of utilizing resources without making the running time unreasonable. Heuristics
for the case with normal distributed variables are developed, and extended to
solve the cases with Poisson and Binomial distributed variables. Two tunable
parameters are introduced to configure two probabilities: one limits the capacity
overflow rate with which the required demands may exceed the available supply,
and the other sets the minimum chance at which we can achieve the expected payoff.
Comprehensive numerical simulations are conducted to evaluate the performance
with different optimality/efficiency tradeoffs, and the results show that, in both
single and multidimensional scenarios, our algorithms not only match the optimal
solutions quite closely, but also run efficiently.
For the second solution, which is presented in Chapter 4, we address the problem
of dynamically assigning resources to surveillance missions so as to achieve maximum
profit with uncertainty in event occurrence. We consider a surveillance mission as
a sequence of observation attempts on specific events of interest, and assumes that
the probability that one event follows another is known based on a preliminary
statistical analysis. We consider time-varying resource demands and profits, as well
as multiple concurrent missions that come and leave over time. For each mission,
the event occurrence can be modeled as a Markov process, each state of which is
represented by an occurring event. Depending on whether the allocated resources
are sufficient to monitor the occurring event, the observation in that state can be
successful or not, resulting in positive or no profit, respectively. The missions may
be submitted before the system starts or during the system’s lifetime. Some works
consider instant acceptance and rejection of newly submitted missions [33] while
others maintain every mission in a list until its deadline arrives [34]. The former
6

approach is considered as too aggressive because a mission that is currently lowprofit may contribute more in the future if a high-valued event occurs. Therefore,
in our work all missions are pooled and wait for resources to be allocated, while
the system keeps updating the conditions of event occurrence and adjusts the
resource allocation plan accordingly. An algorithm called SARA (i.e., Self-Adaptive
Resource Allocation) is proposed to assist decision making on this problem of
dynamic resource allocation among missions. By means of numerical simulations,
we compare SARA to competitive solutions and show SARA’s potential in finding
higher profit in both static and dynamic scenarios.
We also consider an operation model, as discussed in Chapter 5, which guides
decision making to determine optimal maneuvers for high-level abstracted missions
when the resources for these maneuvers are limited. We model the problem as
a Semi-Markov Decision Process [35], where transitions are determined not only
by states and actions, but also by external risk. For example, when an intrusion
is detected, instead of immediately taking the action exclusive in responding to
the event, the commander should also consider the risk of a false alarm caused
by compromised detection devices. We propose our model, the Action-Driven
Operation Model with Evaluation of Risk and Executability (ADOM-ERE), which
suggests maneuvers when the missions experience those risks that may cause
unexpected state transitions. ADOM-ERE also considers the impact of competition
for scarce resources, which may result in unexecutable actions because they fail to
acquire necessary resources. Numerical simulations show that by applying ADOMERE to multiple simultaneously-running missions, our algorithm achieves higher
profit than classic SMDP solutions in both centralized and distributed scenarios. In
addition, for those actions requiring limited resources, ADOM-ERE reduces their
chance of being preempted by other higher profitable missions.

1.3 Document Organization
The rest of this document is organized as follows. Chapter 2 presents an extensive
survey of related literature. Chapter 3 and Chapter 4, respectively, explain two
problem formulations of stochastic resource allocation and describe corresponding
algorithms for each of them. Chapter 5, in addition, extends the complexity of
missions with uncertainties and explains how to choose maneuvers properly to
7

manipulate state transitions in order to achieve higher profit. Chapter 6 discusses
the current research ideas and possible future direction.
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Chapter 2 |
Literature Survey
In this chapter, we present a literature survey on the stochastic knapsack problem
and its applications in resource allocation in sensor networks, as well as on the
operation model of mission based on the Markov Decision Process. A summary of
related work is also included in each chapter.

2.1 Stochastic Knapsack Problem (SKP)
First, we recall some definitions of the knapsack problem as follows. For a deterministic 0/1 knapsack problem, given α items, a profit vi and a size di for each item
i (i = 1, 2, · · · , α), and a capacity C, the objective is to select a subset of items
whose total profit is maximized, and total size does not exceed the capacity. Such
a problem can be solved by Dynamic Programming and many other approximation
heuristics. Obtained from the 0/1 knapsack problem, the Stochastic Knapsack
Problem (SKP), however, assumes that the profit and the size coefficients are
independently distributed random variables. Variations of SKP have been studied
during the past decades.
Some works [26,36,37] have addressed the univariate dynamic version of SKP (DSKP), in which both the size and value of each item may follow certain probabilistic
distributions, but items have to be placed in the knapsack sequentially, and the acts
of making decisions of acceptance/rejection can instantiate the values of random
coefficients (i.e., demands, values, etc.), which do not change thereafter. Each
solution is returned as a particular order of decisions, either an acceptance or a
rejection. Dean et al. [38] also study the multidimensional version of D-SKP as in
the Stochastic Packing Problem, where both adaptive (i.e., select missions one at
9

a time based on current allocation and confirmed coefficients) and non-adaptive
(i.e., select missions before knowing the actual values of coefficients) algorithms are
√
proposed, with a proven approximation factor within O( d), where d is the number
of dimensions. İlhan et al. [29] formulate this as a dynamic-programming solvable
problem for discrete random profits and present a heuristic that mixes adaptive and
static policies to overcome the “curse of dimensionality”. Johnson et al. [39] propose
algorithms to solve another distributed version of the multidimensional knapsack
problem, as in the Generalized Assignment Problem [40–42], in which missions
arrive over time with geographic coordinates and may have different durations. Our
problem formulation differs from these in that the demands and profits are not
decided even after the missions are selected, which can be considered as a static
stochastic knapsack problem (S-SKP).
Most prior works on S-SKP focus only on either random sizes or values of items.
The work of Steinberg et al. [43] presents a dynamic-programming based approximate algorithm for cases with deterministic sizes and normal distributed rewards.
Studying on the same setting, Henig et al. [30] combines dynamic programming
with a search procedure, Carraway et al. [44] offers an alternative hybrid dynamic
programing/branch-and-bound algorithm, and Morton et al. [45] introduces solutions for the cases with normal and more general distributions. Chen et al. [28]
extends the concept of effective bandwidth to solve the multidimensional version of
another kind of S-SKP, in which item sizes follow some known distributions but
profit variables are constants.

2.2 Resource Allocation in Sensor Networks
2.2.1 Sensor Assignment to Missions
Different types of sensing devices have constrained functionalities associated with
them such as memory, bandwidth, etc. Thus it is critical to match sensors with
various functionalities to the right missions.
Bar-Noy et al. [6] introduce Semi-Matching with Demands (SMD), which models
a problem of assigning individual sensors to sensing missions. Each mission acquires
a certain level of sensing resources from the sensors, and achieves a profit if the
allocated amount satisfies its demand. SMD is considered as a bipartite semi10

matching problem, which aims to find a sensor assignment solution that maximizes
the total profit of the satisfied missions. SMD is proved to be NP-hard, therefore,
the authors instead investigate a simplified case (∆-SMD), in which each mission
is allowed to take support from at most ∆ sensors. A ∆-approximation greedy
algorithm is proposed for ∆-SMD, which satisfies the candidate missions in the
decreasing order of their profits.
Johnson et al. [39] consider a spatial case of SMD, in which sensors are deployed
in a field in a uniformly random manner and each mission is submitted with a
specific geographic location. Moreover, static and dynamic settings are discussed,
in which the missions arrive at the same time before the system starts or arrive
one at a time sequentially, respectively. Heuristics are developed for both settings
and can be implemented in a distributed fashion, in which missions can only be
supported by sensors nearby within a certain range and do not know the existence
of each other.
Pizzocaro et al. [7] take the heterogeneity of sensors and missions into account,
and use qualitative and quantitative measures to evaluate the sensors’ contributions
to each mission dynamically. While utilizing the knowledge-based sensor-mission
matching, a distributed system architecture is designed to find the best bundle of
sensors that supports a mission’s need.
When it comes to uncertainty, in practice, missions can be characterized by an
uncertain demand for sensing resource capabilities, which makes it more difficult
to select the optimal set of missions to execute. Pizzocaro et al. [46] model the
assignment problem by introducing the Sensor Utility Maximization (SUM) model,
where each sensor-mission pair is associated with a uncertain demand and a priority
factor. The benefit that a sensor can bring to a mission is defined as the fraction of
demand that the sensor is able to satisfy, scaled by the mission’s priority, while
ensuring that the total cumulated utility approved by sensors for each mission
does not exceed its actual demand. Four algorithms are compared: two previous
algorithms for problems related to SUM, an improved implementation of a state-ofart pre-existing approximation algorithm, and a new greedy algorithm. Simulation
results show that the greedy algorithm appears to offer the best trade-off between
quality of solution and computation cost.
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2.2.2 Allocation Strategies for Target Monitoring
Target monitoring is considered as one of the most important applications of
sensor networks. These missions achieve profit via successful observation attempts
of certain events or targets of interest. Usually resources are required by those
surveillance missions to capture their events, and insufficient allocations may result
in missing targets. The strategies for resource allocation in such applications have
been extensively studied in the literature as well.
Unlike our algorithm Self-Adaptive Resource Allocation (SARA) (described
in Chapter 4), whose objective is to search for the maximum profit, some works
consider the battery power to be the most critical type of resource and make
extreme effort to extend the lifetime of network while a certain level of functionality
is always guaranteed. Cardei et al. [47] divide sensors into multiple sets and develop
a policy to switch sensors between active and sleep modes to avoid unnecessary
waste of energy. Hsin et al. also mention the similar concept of “low duty-cycled
sensors” [48] and propose two types of mechanisms to guarantee network coverage:
the random sleep type where each sensor keeps an active-sleep schedule independent
of another, and the coordinated sleep type where sensors coordinate with each
other in reaching an active-sleep schedule. Kumar et al. [49] develop an energyefficient solution to form an impenetrable barrier and extend the algorithm for
more complicated scenarios with heterogenous sensors. Cao et al. [50] introduce
their power-saving protocol which guarantees sensing coverage with a bounded
detection delay (i.e., each point in the environment is sensed within some finite
interval of time). Wang et al. [51] study the scenarios where both surveillance
coverage and network connectivity are required to be guaranteed, and present
a Coverage Configuration Protocol (CCP) that can provide different degrees of
coverage requested by applications, so as to allow the network to self-configure for
a wide range of environments with high flexibility.
Rather than providing complete sensing coverage, some works focus on locating
the targets in which the users are interested. Gui et al. [52] propose a collaborative
messaging scheme among sensors to track the movement of a single target, while
Liu et al. [53] monitor all permanent targets as long as possible. In our settings,
we handle multiple missions simultaneously instead of only supporting one single
tracking mission, where the competition of resources needs to be resolved; we also
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assume a more realistic scenario in which no event can be guaranteed to be observed
successfully all the time.
We also consider the uncertainty in event occurrence, which leads to uncertain
demands and profits of missions before the events actually occur. Our previous
work [31] proposes an algorithm for a static stochastic resource allocation problem,
in which the long-term distributions of uncertain variables can be abstracted into
general types such as Gaussian or Poisson distributions. Mainland et al. [54] design
a decentralized Self-Organized Resource Allocation (SORA) which lets the sensors
independently decide their actions according to their previous performance based
on reinforcement learning. Fang et al. [34] study the sensor activation problem and
suggest optimal scheduling based on the assumption that the mission achieves higher
profit in the past has higher probability to do better in the future as well. Our
algorithm SARA takes a Markov process-based mission model as input, evaluates
the importance of missions based on known event occurrence conditions, and tunes
the allocation plan accordingly. The missions with higher probabilities to capture
high-valued targets in near future have the higher priority to acquire resources,
while the other missions still get chance to update the conditions of their targets
by an “exploration” mechanism.

2.3 Operation Model
In many applications, it is hard to summarize a stable distribution of either the
demand or profit for each mission, but the execution of a mission may be divided
into multiple steps or states, so that the characteristics can be analyzed easier.
Furthermore, in each state, the owners of missions may have some options to select
from so that the mission can either be led to more rewards or be terminated before
loss of profit.
In the literature, Markov Decision Process (MDP) [22, 55, 56] are widely studied
in making optimal decisions on selecting maneuvers, which provide a mathematical
framework for modeling the situations where outcomes are partly random and
partly under the control.
Kovacs et al. [57] present an Artificial Intelligence based framework, the Mixed
Observability Markov Decision Processes (MOMDPs), to provide global optimization of user-defined performance metrics, such as time delay, energy consumption
13

and data inaccuracy, in Wireless Sensor Networks. Misra et al. [58] use MDP in
environmental monitoring and object tracking to analyze the sensor nodes having
different levels of energies in their batteries, so as to maximize a generalized system
performance in terms of recharge delay and the number of sensor nodes recharged.
Duong et al. [59] model a data collection mission as MDP, in which a mobile element
moves among a number of stationary sensors to collect data periodically. Rewards
are randomly accumulated at nodes and a movement policy of the mobile device
is calculated by the framework Fast Markov Decision Process (FMDP), which
balances between optimality and the convergence rate to the optimality. Regan et
al. [60, 61] point out that the specification of MDP can be difficult, especially when
trying to specify the rewards precisely, and develop solutions to effectively elicit
reward functions.
Many generalizations of MDP are also widely applied among different applications.
A Partially Observable Markov Decision Process (POMDP) [62] models the
decision making process in which it is assumed that the system dynamics are
determined by an MDP, but the underlying state cannot be observed directly.
Instead, it must maintain a probability distribution over the set of possible states.
Hughes et al. [63] use the protection map and knowledge of reverse-engineering
methodologies to build an attack graph as POMDP in the area of cybersecurity.
Krishnamurthy et al. [64, 65] propose optimal sensor management algorithms for
energy minimization under the formulation of POMDP. The works in [66, 67]
propose approaches that map system-wide risk levels in cyberspace to the state
composition of individual hosts, and represent the likelihood of risk changes by the
Hidden Markov Models [68].
The Semi-Markov Decision Process (SMDP) [35, 69], which generalize MDP
by (1) allowing the decision maker to choose actions whenever the system state
changes (i.e., Continuous-time Markov Decision Process [56, 70]); (2) modeling the
system evolution in continuous time; and (3) allowing time spent in a particular
state to follow an arbitrary probability distribution. Zheng et al. [71] rely on SMDP
in a Vehicular Cloud Computing System to provide optimal service by allocating
resources to multiple mobile devices, in which the movement of each device is
combined to form a general space of states. An analytical model is developed by
Yeh [72] to formulate the network operations as a SMDP model, whose objective is
14

to extend the service life of network by efficient battery consumption, assuming
exponentially distributed recharging and discharging duration for the nodes.
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Chapter 3 |
Resource Allocation with Uncertain Demands and Profits
3.1 Background and Related Work
Support for intelligent and autonomous resource management is one of the key
factors to the success of modern sensor network applications. The limited resources,
such as exhaustible battery, moderate processing ability, expensive memory space,
and finite bandwidth, restrict the system’s ability to accommodate multiple parties
simultaneously. Therefore, in many scenarios, only a subset of requests (i.e.,
missions) submitted by the users can be fully satisfied at the same time. In addition,
because of the uncertain factors like unreliable wireless medium or variable quality
of sensor outputs, it may not be practical to simply assume that either demands
on resources or mission profits are deterministic and known a priori, both of which,
instead, may be stochastic following certain distributions.
In this chapter, we study a general version of this stochastic resource allocation
problem, and propose the solution for a specific case in which both demands and
profits of missions are normal distributed. Missions are submitted together, and
the objective is to find a subset of missions, which satisfies the following constraints:
(1) the combined demands of selected missions may exceed the capacity of resource
availability but only with an acceptable probability; (2) the combined profit has
the maximum value of a given percentile. These two constraints can be specified by
two tunable parameters, which depend on specific requirements of the applications
in different situations.
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Such a problem can be modeled and solved as a stochastic knapsack problem
(SKP), which has been extensively studied for years.
Some on-line algorithms that are proposed in [26, 36, 37] have addressed a
dynamic variant of the single dimensional SKP, in which the items are submitted
one at a time. The profit and size coefficients may be revealed along with the
acceptance of corresponding submissions and do not change thereafter. The on-line
algorithms need to decide whether or not to accept each item into the knapsack as
soon as its features become known, without knowledge concerning the items still to
be seen.
Marchetti-Spaccamela et al. [26] develop different classes of on-line algorithms
for SKP, and in particular, a linear time scheme is proposed which adaptively tunes
the threshold of selection based on the achieved profit and the available capacity,
and bounds the expected difference between the optimum and the approximate
solution value to be O(log3/2 n).
Dean et al. [36] consider such a scenario in which item profits are deterministic
and known a priori, and item sizes are independent random variables with known,
arbitrary distributions and only instantiated after the item is accepted to be placed
into the knapsack. Both non-adaptive and adaptive policies are proposed, while the
former designates a fixed permutation of items to accept and the latter can make
decisions dynamically based on the revealed sizes of items that have been placed
into the knapsack thus far. Polynomial-time algorithms for both non-adaptive and
adaptive policies are devised, which approximates the optimal adaptive policy to
within a factor of 4 and (3 + ) for any constant  > 0, respectively. Bhalgat et
al. [37] set the capacity of the knapsack to 1 and prove that: (1) if the capacity
constraint can be relaxed to (1 + ) for any  > 0, a polynomial-time computable (1
+ )-approximation adaptive policy exists, and (2) without relaxing the knapsack
capacity, the ratio between the optimal adaptive policy and a polynomial-time
approximate adaptive policy can be bounded within a factor of (8/3 + ).
Following the philosophy of [36], Dean et al. [38] also study a multidimensional
generalization of the dynamic SKP, where instead of a single scalar size, each item
has a vector of “size” in Rd , and a feasible solution is a set of items such that
the total size is bounded by a given vector of capacity in each dimension. Still
the profits are deterministic and the sizes are random variables. This problem
can be considered as the stochastic version of the Packing Integer Program (PIP),
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defined in [73]. Again both non-adaptive and adaptive policies are developed, and
the adaptivity gap (i.e., the maximum ratio between expected values achieves by
optimal adaptive and non-adaptive policies) for stochastic set packing is bounded
√
as Θ( d).
With deterministic sizes and discrete random profits, İlhan et al. [29] formulate
another variant of dynamic SKP as dynamic-programming solvable. The goal is to
maximize the probability of achieving a certain level of target profit when items
are placed sequentially into the knapsack before the profit of each item is realized.
Adaptive heuristics for discrete and normal distributed random profits are proposed,
which solve large-scale problems quickly and always outperform the non-adaptive
policy in the simulations.
In contrast to the dynamic problem settings, a static SKP is formulated as
follows. Given a fixed set of items and the knapsack with deterministic capacity,
both the profits and sizes of items are independent random variables and known a
priori. A subset of items needs to be selected at the same time to maximize the
probability that a certain threshold of total achieved profit can be satisfied, while
the probability of violating the capacity constraint is lower than another acceptable
threshold.
Most prior works on static SKP focus only on either random sizes or random
profits. The work of Steinberg et al. [43] presents a dynamic-programming based
approximate algorithm for the scenarios with deterministic sizes and normal distributed profit. Based on the same setting, when the profits are normally distributed,
Henig et al. [30] combine dynamic programming with a search procedure and solve
the problem relatively fast, while Carraway et al. [44] offer an alternative hybrid
algorithm combining dynamic programming with branch-and-bound characteristics
to accelerate the procedure. For the cases with more general distributions of random
variables, Morton et al. [45] develop a Monte Carlo approximation procedure, which
applies both upper and lower bound on the actual optimal solution value so as
to construct a confidence interval on the optimality gap of a candidate solution.
Chen et al. [28] extends the concept of effective bandwidth and solve the problem
as a multidimensional version of static SKP, in which item sizes are known random
variables but profits are set as deterministic.
Our work [31] proposes an algorithm for the problem of stochastic resource
allocation, in which multiple missions submit request for limited resources simul18

taneously, while both profits and demands of missions are random variables. Our
algorithm manages to select a subset of missions, whose potentially achieved profit
is also a random variable with the maximized value of percentile based on corresponding input parameter. It is also guaranteed that the chance of resource
overflow caused by selected missions is lower than the given threshold.

3.2 Problem Formulation
3.2.1 Problem Definition
Given is a set of α missions (i.e., detection, tracking, etc.) and a set of β types of
sensing resources (i.e., cameras, bandwidth, etc.). Each resource ri (i ∈ [1, β]) has
an integral capacity Ci . Each mission mj (j ∈ [1, α]) demands an amount Aij of
resource ri , and achieves a profit Vj if all of its demands are satisfied. In a general
knapsack problem, both Aij and Vj are constant and known. For the stochastic
variant, however, they are considered as independent random variables following
certain distributions.
We use the binary variable xj to indicate whether mission mj is accepted or
not. xj = 1 means that mj is admitted and all its demands will be satisfied;
otherwise, xj = 0. To decide which missions should be selected, the probability that
the admitted demands may violate the constraints of resource capacity must be
bounded in every dimension; also, with a given level of confidence, the corresponding
percentile of profit should be maximized.
Suppose that, for any single resource ri , the probability that the combined
demand will not exceed the corresponding capacity Ci is guaranteed to be no less
(i)
than a certain threshold, which is denoted by pd , and such a constraint can be
formulated as follows:
Pr

X
α



(i)

Aij xj ≤ Ci ≥ pd

∀i ∈ [1, β]

(3.1)

j=1

In addition, the actual profit achieved by the same set of missions may vary,
while the chance to achieve the potentially best value may be trivial. Thus our
goal is to find a solution such that its optimal expected profit can be achieved with
a certain level of confidence. Given a mission set S, the q-th percentile QSq of its
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achievable profit represents that the probability of achieving any profit better than
QSq is (100 - q)%. pv is defined as another threshold that corresponds to QS1−pv . Let
λSpv = QS1−pv such that the set S has a chance of pv to achieve λSpv or more. The
problem then is equivalent to maximize the value of λSpv among all possible sets of
missions.
Suppose that S1 and S2 are two mission sets, and pv is set as 75%. S1 either
returns 50 or 200 as profit with a probability of 80% or 20%, respectively. S2 always
achieves 100. The value of λSpv1 is 50 because the chance for S1 to achieve 200 or
more is only 20%, which is lower than the required confident level pv . Since λSpv2 is
100 and greater than λSpv1 , although S1 possibly produce a greater profit twice as
much as S2 , S2 is preferred if only one mission can be admitted. However, if we
lower the confident level pv to 20%, S1 will become the better option.
We can represent the constraint of confident level as follows:
Pr

X
α

Vj xj ≥

λSpv



≥ pv

∀S

(3.2)

j=1

Note that (3.2) is equivalent to:
Pr

X
α



Vj xj < λSpv < 1 − pv

∀S

(3.3)

j=1

Let pˆv = 1 − pv and combine (3.1) and (3.3), the problem is formulated as:
max
s.t.

λSpv
Pr
Pr

(3.4)

X
α
j=1
X
α



(i)

Aij xj ≤ Ci ≥ pd
Vj xj <

λSpv

∀i ∈ [1, β]



< pˆv

j=1

where

S = {mj |xj = 1}

3.2.2 The Model for Normal Distributed Variables
Consider the scenario in which demands and profits are normal distributed, which
are defined as Aij ∼N (aij , b2ij ) and Vj ∼N (µj , σj2 ), respectively, where all aij , µj , b2ij ,
and σj2 are integers. It is easy to prove that any linear combination of Aij ’s (i.e.,
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P

P

Aij xj ) also follows a normal distribution with mean of j aij xj and variance of
P 2
j bij xj .
As a feature of normal distributions, (3.1) is equivalent to:
j

α
X

v
uX
u α
aij xj + t b2ij xj

j=1

≤ Ci
· Zp(i)
d

∀i ∈ [1, β]

(3.5)

j=1

where Zp(i)
is the inverse CDF φ−1 () of standard normal distribution at the point of
d
(i)
(i)
pd , satisfying φ(Zp(i)
) = pd . In most applications, because the capacity constraint
d
(i)
should not be violated too frequently, it is reasonable to assume that pd is greater
than 50%, resulting in Zp(i)
> 0.
d
P
P
P
Likewise, j Vj xj ∼ N ( j µj xj , j σj2 xj ), and equation (3.3) is equivalent to:
Pr

X
α

V j xj ≤

λSpv



= pˆv

j=1

which can be further represented as the following expression:
α
X

v
uX
u α
µj xj + t σj2 xj

· Zpˆv = λSpv

(3.6)

j=1

j=1

where Zpˆv = φ−1 (pˆv ). Again pv is assumed to be greater than 50%, or p̂v is less
than 50%, resulting in Zpˆv < 0, which means that it requires the probability to
achieve the calculated profit to be more than 50%.
(3.6) finds an expression for the objective of problem (3.4) in this special case,
and (3.4) can be reformulated accordingly:
max

α
X

v
uX
u α
µj xj + t σj2 xj

j=1

· Zpˆv

(3.7)

j=1

while the constraint (3.5) holds.

3.3 Algorithms
In this section, I will discuss different algorithms for both scenarios with single or
multiple types of resources. For the single dimensional case, an optimal solution is
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proposed along with two suboptimal but faster heuristics. For the multidimensional
case, a polynomial time heuristic is explained.

3.3.1 Single Dimensional Case
Note that there is only one type of resource in the single dimensional scenario.
Therefore, in this section, let C and PD denote capacity C1 and the overflow
(1)
threshold pd for the purpose of simplification.
3.3.1.1

Optimal Solution (ALG-1)

The algorithm proposed in [45] provides an optimal solution for the unbounded
stochastic knapsack problem, in which the number of instances of each mission is
unlimited and only the profits are normal distributed. Our work, instead, focuses
on the 0/1-knapsack scenario (i.e., there is only one instance for each mission) while
the demands are normal variables as well profits, the optimal solution ALG-1 is
designed as follows.
P
For any given value of j σj2 xj , the expression of objective (3.7) is equivalent
P
to maximizing the corresponding j µj xj . Let Fk (a, b2 , σ 2 ) denote the greatest
P
j µj xj among all possible selections, each of which consists of the first k missions
and satisfies the following conditions:
• The sum of demands follows N (a, b2 );
• The variance of the total profit is exactly σ 2 .
Furthermore, if any argument of Fk () is negative, define Fk () = −∞, which
means that such a solution can never be found.
Given the capacity C, both upper and lower bounds for k, a, b2 , and σ 2 can
be obtained. k is the index of missions ranging from 1 to α. a ∈ [0, C] because
a + b · ZPD ≤ C and ZPD > 0. In addition, there would be no more than N ∗ missions
being admitted, where
C
N =
minj {aj } + minj {bj } · ZPD
∗



Thus, b2 ≤ N ∗ · maxj {b2j } and σ 2 ≤ N ∗ · maxj {σj2 }.
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The procedure of initialization sets the value of every Fk () as −∞, and F0 (0, 0, 0)
as 0, which indicates the starting empty set with no mission selected. Then
dynamic programming is applied to calculate every Fk (I) by the following recurrence
equation:
Fk (I) = max{Fk−1 (I), Fk−1 (I − Ik ) + µk }
Define I as a 3-tuple input (a, b2 , σ 2 ), and Ik as (ak , b2k , σk2 ), where ak , bk and σk
are derived from mission mk . The objective is to maximize λSpv , which is equivalent
to the following problem:
Fk (a, b2 , σ 2 ) + σ · Zpˆv

max

a + b · ZPD ≤ C

where

In general, ALG-1 tries every combination of arguments so as to find the
optimal λSpv and the missions S to admit. The time complexity of ALG-1 is
O(α · C · σmax · bmax ), where σmax and bmax are N ∗ · maxj {σj2 } and N ∗ · maxj {b2j },
respectively.
3.3.1.2

Heuristic Solution (ALG-2)

When C, σmax and bmax are bounded by a polynomial in the size of α, ALG-1 is a
polynomial time optimal algorithm for problem (3.7). However, when they are not,
a heuristic is preferred to quickly search for an alternative suboptimal result when
processing a large-scale problem.
It is well known that Steinberg’s heuristic [43] solves the bounded knapsack
problem (i.e., each missions could have multiple instances but the number of
instances is limited) with deterministic demands and normal profits.
In our scenario where demands are also normal distributed, ALG-2 first performs
a transformation to the demands, and then applies Steinberg’s algorithm to the
random profits.
The left side of (3.5) satisfies
X

aj x j +

sX

j

≤

X

b2j xj · ZPD

j

aj x j +

X

j

j
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bj x j · Z P D

=

X

(aj + bj · ZPD ) · xj

j

ALG-2 replaces mj ’s demand Aj by a transformed A∗j , which is represented as a
fixed value of aj + bj · ZPD , and solve the problem (3.7) with the following new
capacity constraint (3.8) by applying Steinberg’s work:
X

A∗j xj ≤ C

(3.8)

j

The solution to the problem above is a vector X = (x1 · · · xα ), which also
satisfies the constraint (3.5). That is, ALG-2’s results can be considered as a lower
bound of solutions to the problem defined by (3.5) and (3.7).
Let Gk (w) represent a normal distribution N (µ, σ 2 ), which corresponds to the
profit found by ALG-2 when only missions from m1 to mk can be admitted and
P
the total transformed demand j A∗j does not exceed w.
Define |Gk (w)| = µ + σ · Zpˆv and initiate G0 (0) as (0, 0). Then every Gk (w) can
be calculated recursively by



Gk−1 (w)
if w < A∗k or |Gk−1 (w)| > Yk∗ (w)
Gk (w) =
∗
2
 G
k−1 (w ) + (µk , σk ) otherwise
where
w∗ = bw − A∗k c
Yk∗ (w) = |Gk−1 (w∗ ) + (µk , σk2 )|
|Gα (C)| is returned by ALG-2 as a suboptimal result, which may not be as
good as ALG-1’s solution. However, the time complexity of ALG-2 is significantly
reduced to O(α · C).
3.3.1.3

Improved Heuristic Solution (ALG-3)

We also develop another heuristic, ALG-3, which is capable of finding better
solutions compared to ALG-2 but with a relatively faster runtime complexity than
ALG-1.
Suppose that some missions from m1 to mk have already been selected, whose
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combined demand follows normal distribution N (a, b2 ), and now mk+1 is waiting
to be admitted or rejected. If mk+1 is added to the admitted set, the distribution
of total demand will be added up to N (a + ak+1 , b2 + b2k+1 ). According to the
constraint (3.5), by adding mk+1 as a new mission, additional Ãk+1 of resource will
be requested, where
Ãk+1 = ak+1 +

q

b2

+

b2k+1



− b · ZPD

Note that Ãk+1 drops into the interval
[ak+1 , dak+1 + bk+1 · ZPD e]
which depends only on the distribution of mk+1 ’s demand. This interval, Ik+1 , is
called the relative demand interval of mission mk+1 .
Algorithm Improved Heuristic Solution
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

initiate each Hk (w) as zero
OP Tv ← 0; k ∗ ← 0; w∗ ← 0
for all k and w do
Hk (w) ← Hk−1 (w); Ỹ ← |Pk (w)|
for all Ãk ∈ Ik do
if w − Ãk ≥ 0 then
w̃ ← w − Ãk
if |Dk−1 (w̃) + (ak , b2k )| ≤ w then
Ỹ 0 ← |Pk−1 (w̃) + (µk , σk2 )|
if Ỹ < Ỹ 0 then
Dk (w) ← Dk−1 (w̃) + (ak , b2k )
Pk (w) ← Pk−1 (w̃) + (µk , σk2 )
Sk (w) ← Sk−1 (w̃) ∪ {mk }
Hk (w) ← (Sk (w), Dk (w), Pk (w))
Ỹ ← |Pk (w)|
end if
end if
end if
end for
if OP Tv ≤ Ỹ then
OP Tv ← Ỹ ; k ∗ ← k; w∗ ← w
end if
end for
return OP Tv and Sk∗ (w∗ )
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Instead of considering mk ’s demand as a constant A∗k as ALG-2 does, without
violating the capacity constraint, ALG-3 checks every possible value of Ãk in Ik
to search for the best solution. Since A∗k ∈ Ik , ALG-3 performs at least as well as
ALG-2. Actually, in most cases, ALG-3 successfully achieves much better results,
which is shown in section 3.4 for simulations.
Sk (w) is a vector denoting the best selection of missions when only choosing
missions from m1 to mk and no more than w of resource is available. The demand
and profit of Sk (w) are represented by Dk (w) and Pk (w) which correspond to the
normal distributions N (a, b2 ) and N (µ, σ 2 ), respectively. OP Tv is the best result
to be expected according to ALG-3, which can be achieved by the missions in
selection Sk∗ (w∗ ).
In addition, a 3-tuple Hk (w) is defined as (Sk (w), Dk (w), Pk (w)), where
|Dk (w)| = a + b · ZPD
|Pk (w)| = µ + σ · Zpˆv
Unlike the process of getting Gk (w) in ALG-2, to calculate each Hk (w), ALG-3
needs to check each value through the corresponding interval of Ik , whose size is
bounded by bk · ZPD . Therefore, on one hand, the time complexity is significantly
reduced to O(α · C · max{bj }) compared to ALG-1, on the other hand, it is slower
than ALG-2 but capable of achieving much better profit.

3.3.2 Multidimensional Cases
ALG-1, ALG-2 and ALG-3 are all dynamic programming-based algorithms, which
are not efficient for the multidimensional cases due to the limitation known as the
“curse of dimensionality". A polynomial-time heuristic was proposed for solving the
deterministic multi-dimensional knapsack problem [16], in which the preference of
missions is sorted in terms of effective gradient (i.e., profit per aggregate resources
that are necessary). The multidimensional SKP, however, is more complicated to
solve.
Given different conditions, the same demand Aij may not contribute the same
to the left side of (3.5), while adding the same profit Vj may affect the value of λSpv
differently. Therefore, we redefine the concept of effective gradient for our problem
and calculate it in a modified way by using the relative value of effective gradient,
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which is similar to the idea of relative demand interval when we discuss ALG-3 in
the previous section.
Given a vector X of binary variables in the form of (x1 , x2 , . . . , xα ), some related
notations are listed in table 3.1.
Table 3.1: Notations for Multi-dimensional SKP
Notations

Expressions

aX

(Σj a1j xj , Σj a2j xj · · · Σj aβj xj )

bX

( Σj b21j xj ,

µX

Σj µj xj

2
σX

Σj σj2 xj

Zp d

)
· · · Zp(β)
, Zp(2)
diag(Zp(1)
d
d
d

DX

aX + b X · Z p d

VX

µX + σX · Zpˆv

OX

[max((DX )i - Ci , 0)]1×β

ÔX

[max(Ci - (DX )i , 0)]1×β

q

q

Σj b22j xj · · ·

q

Σj b2βj xj )

The vector DX represents the combined demands for each type of resource based
on the selection of X, and OX and ÔX indicate the amount of overflown demands
and the resources that are still available, respectively.
Suppose that a vector X representing the selected missions has been given, from
which an admitted mission mk needs to be removed. Denote that the new vector
is X 0 , then the removed profit, ∆VXk− , can be represented as VX − VX 0 . Similarly,
the vector of removed demand, represented as ∆Ak−
X , would be DX − DX 0 . Then
we can calculate the effective gradient of removing mk (i.e., Gk−
X ) by the following
equation:
=
Gk−
X

∆VXk−
∆Ak−
X · OX
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where the operation · indicates the dot product of vectors ∆Ak−
X and OX .
Similarly, when adding mission mk to the admitted selection, in which the
selection vector changes from X to X 0 , the following notations are defined correspondingly:
∆VXk+ = VX 0 − VX
∆Ak+
= DX 0 − DX
X
∆VXk+
Gk+
=
X
∆Ak+
X · ÔX
The procedure of this algorithm (ALG-4) consists of two phases. First of all, let
X be (1 · · · 1), indicating that temporarily all missions are selected, and calculate
the corresponding DX . The combined demand on each resource ri is Σj (Aij ), and
define a feasible zone F = {(d1 . . . dβ )|di ∈ [0, Ci ]}. Before DX falls into F, we
repeatedly remove one mission from the admitted set in the increasing order of
effective gradient, which is the ratio between the decreased profit and the projected
length of demands on the direction from DX to F. After DX enters F, ALG-4 tries
to add some dropped missions back in the decreasing order of effective gradient, as
long as there are still sufficient resources available.
ALG-4 has a computation complexity of O(α2 · β). The results of ALG-4 will
be compared with those of the enumeration method in the following simulation
section, which shows a good performance of ALG-4 on both results and running
time.

3.4 Numerical Simulations
In this section, we will show the numerical results of our simulations, and compare
the performance in terms of profit achieved between different algorithms while
running under different settings.

3.4.1 Simulation Setup
Recall that U (x, y) denotes a uniform distribution on interval [x, y]. During the
simulations, all parameters are integers and randomly drawn. Every demand Aij of
mission mj on the resource ri independently follows a normal distribution N (aij , b2ij ),
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Algorithm Heuristic for Multidimensional SKP
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:

initiate X ← (1 · · · 1)
update DX
while any (DX )i > Ci do
for all j do
calculate Gj−
X
end for
k ← argminj {Gj−
X } where xj = 1
xk ← 0
update DX
end while
k←0
while all (DX )i < Ci do
for all j do
if xj = 0 and adding mj won’t violate (3.5) then
calculate Gj+
X
else
Gj+
X = −1
end if
end for
j+
k ← argmaxj {Gj+
X } where GX ≥ 0
if k 6= 0 then
xk ← 1
update DX
else
break
end if
end while
return VX and X

and every admitted mj independently achieves a profit Vj ∼ N (µj , σj2 ), where each
parameter is drawn from U (1, 25) independently.
In each series of simulations, the values of α, β, pv and pd are varied to check
how they affect the results of achieved profit and computational effectiveness.
Multiple problem instances are created for each particular combination. Each time
an integral value is randomly generated and assigned to the capacity Ci of resource
ri , which is greater than maxj {aij } + maxj {bij } · Zp(i)
(i.e., Cilow ) to guarantee that
d
at least one mission can be admitted in the final solution. In addition, a capacity
q
greater than the value of Σj aij + Σj b2ij · Zp(i)
(i.e., Cihigh ) is sufficient to satisfy
d
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the combined demands of all missions. Therefore, Ci is randomly drawn from the
interval [Cilow , Cihigh ].
Every solution suggests an admitted mission set S, the corresponding λSpv of
which, for a given pv , indicates that S has a probability pv (i.e., confident level)
to achieve a profit greater than λSpv . For the same single dimensional problem,
let the solutions of ALG-1, ALG-2 and ALG-3 be S1 , S2 and S3 , respectively.
We separately compare λSpv1 , λSpv2 and λSpv3 , to see how well these algorithms work.
Similarly, for each multidimensional test case, the results of ALG-4 (λSpv4 ) and the
enumeration method (eNUM) (λSpve ) are compared to each other, the latter of which
always returns the optimal profit.
The computational effectiveness is also compared, the results of which shows
that although ALG-1 and eNUM can find the optimal solutions, ALG-3 and ALG4 are potentially better heuristics because of their ability to return very good
approximation results in most cases while accelerating running speed by thousands
of times.

3.4.2 Single Dimensional Cases
In the simulations of single dimensional cases, the values of pv (the required confident
level), pd (the capacity overflow threshold) and α (the number of missions) are
changed individually, to compare the overall results and running time among ALG-1,
ALG-2 and ALG-3. Theoretically, ALG-1 computes slower for the optimal results,
ALG-2 returns suboptimal results with the fastest speed, and ALG-3 is able to find
better solutions than ALG-2 and completes its calculation within a much shorter
time than ALG-1.
3.4.2.1

α = 15, pd = 85%, and varied pv

In this case, α and pd are fixed, while pv changes from 55% and 95%. 100 problem
instances are simulated for each value of pv , and the overall results are illustrated
in Fig. 3.1, where the histograms display the PDF of the ratio between λSpv3 and
λSpv1 , and λSpv2 and λSpv1 , respectively.
The top figure presents the PDF of the ratio between λSpv3 and λSpv1 . It shows that
ALG-3 achieves the same results as ALG-1 about 95% of the time. The bottom
figure compares ALG-2 with ALG-1, in which the former fails to achieve more than
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Figure 3.1: PDF of λSpv ratio with varied pv (single dimension)
90% of the corresponding λSpv1 more than 50% of the time. As a result, we can see
that ALG-3 closely matches the optimal solutions and achieves better profits than
ALG-2.
3.4.2.2

α = 15, pv = 85% and varied pd

In this set of simulations, pd changes from 55% to 95% with constant α and pv .
Likewise, the PDF of λSpv3 /λSpv1 and λSpv2 /λSpv1 are shown in Fig. 3.2.

Figure 3.2: PDF of λSpv ratio with varied pd (single dimension)
The histograms show that ALG-3 works as well as ALG-1 about 92% of the
time and ALG-2 achieves less than 90% of λSpv1 almost 40% of the time. Again,
ALG-3 outperforms ALG-2.
Fig. 3.3 shows the ratio between λSpv3 and λSpv2 based on different values of pd ’s,
in which we can see a ascending trend of superiority of ALG-3 over ALG-2 when
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pd is increasing. That is, the closer pd approaches the line representing one (1),
which indicates that the capacity overflow constraint is being tightened, the better
ALG-3 performs compared to ALG-2.

Figure 3.3: λpSv3 /λSpv2 with varied pd (single dimension)

3.4.2.3

pd = 85%, pv = 85% and varied α

In this series of simulations, α is drawn from 5 to 25, while pd and pv are both fixed
at 85%. The PDF in Fig. 3.4 illustrate that, compared to ALG-2, ALG-3 always
works well in terms of searching for better approximation solutions no matter how
α changes.

Figure 3.4: PDF of λSpv ratio with varied α (single dimension)
Fig. 3.5 includes some boxplots, indicating that the average percentage of
outperformance of ALG-3 over ALG-2 is stable around 10%, while the variance of
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this performance improvement slightly decreases along with the increment of the
number α of missions.

Figure 3.5: λSpv3 /λSpv2 with varied α (single dimension)

3.4.2.4

Computational Effectiveness

The running time comparisons of all three series of simulations are shown in Fig.
3.6 by boxplots. For the same problem instance, the ratio of running time between
ALG-1 (t1 ) and ALG-3 (t3 ) is represented in the form of log (t1 /t3 ). We can see
that although ALG-1 returns optimized results, ALG-3 may be a better choice
because it is often able to optimize solutions with an average speed up of a factor
of 103 .

Figure 3.6: Ratio of running time (single dimension)
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3.4.3 Multidimensional Cases
For the multidimensional cases, all four parameters, α, β, pd and pv , are separately
changed. ALG-4 is a linear approximaion heuristic searching for suboptimal
solutions and compared with eNUM. Note that eNUM is not scalable but always
finds the best solutions, thus it is used as a basis to show how close ALG-4 performs
to the optimal.
Fig. 3.7 shows simulation results with different combinations of parameters. It
shows in each histogram that the returns of ALG-4 (λSpv4 ) mostly range over 95% of
the corresponding optimum (λSpve ) regardless of the combinations of parameters.

Figure 3.7: PDF of λSpv ratio (multiple dimensions)
The running time of eNUM (te ) and ALG-4 (t4 ) for the problem instances shown
in Fig. 3.7 are shown in Fig. 3.8. The first set of results ranges widely from about
−1 to 4 because when the number of missions is small, eNUM can run much faster
than ALG-4 but slows down quickly with the increase of α. For the other two
simulations, a nearly 103 times speedup is achieved by ALG-4, which shows its
computational effectiveness for our problem setting in the multidimensional cases.

3.4.4 Poisson and Binomial Distributed Cases
Previous simulations in this section only focus on those SKP instances with normal
distributed demands and profits. Here the Poisson and Binomial distributed
variables are considered as extensions. Since both of these two distributions have
corresponding normal approximation methods, the idea is to normalize every
random variable first, and then apply the heuristics (i.e., ALG-3 and ALG-4) to the
modified problems to check if they are still capable of performing well in both single-

34

Figure 3.8: Ratio of running time (multiple dimensions)
and multi-dimensional cases. Again, the optimal solutions returned by eNUM are
set as the basis to be compared with the heuristics.
According to the Central Limit Theorem, the limit form of a Poisson distribution
P(λ) is a normal distribution in the form of N (λ, λ), and when λ is sufficiently large
(i.e., λ ≥ 20), the error from approximation would be relatively small. Similarly, a
Binomial distribution B(n, p) also can be normalized as N (np, np(1 − p)), which is
usually appropriate if the constraints np ≥ 10 and n(1 − p) ≥ 10 hold.
Each series consists of 100 problem instances, and all parameters, λ, n and p, are
independently drawn from U (1, 25), U (1, 25) and U (0, 1), respectively. Although
this setting may lead to some larger error caused by the approximation to normal
distributed variables, the overall performance shown in Fig. 3.9 is still good.

Figure 3.9: PDF of λSpv ratio in cases of normal approximation
When there is only one type of resource, most solutions suggested by the
approximation methods are able to achieve more than 90% of the optimal. For
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the Poisson distribution, the results are very close to eNUM’s. The ratio between
heuristic and optimal results ranges wider when multiple resources are present, but
is still distributed tightly around the area of 100%. Note that due to the error of
the normal approximation, the approximation method may return a solution that
violates the capacity constraints and produces greater profit than the optimal, as
shown in the two histograms on the right.

3.5 Conclusion
For this resource allocation problem with stochastic demands and profits, we
develop a model as a variant of the stochastic knapsack problem and solve the
special case with normal distribution. Via numerical simulations, it is found that,
with a relatively faster speed, our heuristics always provide satisfactory solutions
compared with the optimal results, and keep working well as the number of missions
increases, the capacity constraints become either tighter or looser, and the type of
distribution can be extended to Poisson and Binomial.

36

Chapter 4 |
Resource Allocation for Event
Monitoring with Uncertainty
4.1 Background and Related Work
In this research, we focus on allocating resources for surveillance missions that
monitor specific events in sensor network applications. Multiple parties, with
different surveillance targets, can share the same network, with limited sensing
resources, to monitor their events of interest simultaneously. Such a system achieves
profit by allocating sensing resources to missions to collect event related information
(e.g., videos, photos, electromagnetic signals) through successful observations. We
address the problem of dynamically assigning resources to missions so as to achieve
maximum profit when the conditions of event occurrence are uncertain. We consider
time-varying resource demands and profits, and multiple concurrent surveillance
missions. We propose a Self-Adaptive Resource Allocation algorithm (SARA) to
adaptively and efficiently allocate resources according to the results of previous
observations.
For sensor network applications that aim to maintain a certain level of sensing
coverage within a field, battery power is considered to be the most critical resource
by some works, which make efforts in extending the lifetime of the network while
providing the required functionality.
Hsin et al. [48] consider such a scenario in which static sensors are deployed
as a stationary Poisson process with density λ, and events randomly occur in the
area. Events can be observed only if they occur within the sensing range of an
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active sensor. In order to keep the chance of missing an event low, two activation
mechanisms are proposed to schedule a limited duty cycle (i.e., the time slot when
a sensor is activated) over time, one of which enables each sensor to switch itself
between on and off modes independently, while the other coordinates the actions
of multiple sensors within a neighborhood. Cardei et al. [47] model the same
problem as a multiple set cover problem, where the maximum number of set covers
is found and the sensors belonging to each set are activated successively. Cao
et al. [50] introduce detection delay to relax the constraint of full-time sensing
coverage, and instead propose a protocol for sensor activation that guarantees the
coverage rotation to be able to sense the same point in the environment within some
finite interval of time, while maximizing network lifetime. Kumar et al. [49] focus
attention on constructing an impenetrable barrier for detecting crossing movements,
and develop an energy-efficient activation algorithm to extend the network lifetime
while a k-coverage property can be maintained.
Without worrying about the power supply, Xing et al. [51] present a Coverage
Configuration Protocol (CPP) that enables the sensor network to self configure by
switching the sensors on and off. CPP allows the sensor network to be applicable
in a wide range of environments in terms of tunable degree of sensing coverage
requested by specific applications.
Rather than providing complete sensing coverage, some works focus on monitoring specific targets in which the users are more interested (e.g., surveillance
sensor networks). Gui et al. [52] take the target tracking application as an example
of such a need of partial coverage. They propose a power-saving activation scheme
that can be divided into two stages: (1) during the absence of any target of interest
(i.e., surveillance stage), a wide area is monitored by the sensors working in a low
duty-cycle mode and full coverage is not necessary during this period; (2) as soon
as a high valued target is found (i.e., tracking stage), an intense sensing coverage is
required within a certain small area at each time slot to provide a certain level of
quality of surveillance.
The work proposed in [52], however, does not consider the scenario in which a
sensor may be exclusively assigned to only one mission and cannot support another
mission at the same time. Such a scenario is discussed by Liu et al. in [53]. Given
a set of targets and sensors, each sensor has limited battery power and can only
monitor one target at a time. An algorithm is developed to watch every target as
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long as possible.
In reality, however, the targets of missions do not necessarily appear at the same
time, as assumed in [53], and even the occurrence of the targets may have a high
level of uncertainty. Before a target appears, the actual requirement of resources
to monitor it and the achievable profit from a successful observation cannot be
predicted exactly.
Mainland et al. [54] and Fang et al. [34] study such a case with uncertainty in
the occurrence of targets, both utilizing a strategy that evaluates the accumulated
profit achieved in the past. Mainland et al. design a decentralized self-organized
approach to enable each sensor node in the network to independently decide its
own actions (e.g., listening to incoming radio messages or taking sensor readings)
according to the profits that have been achieved in the past by taking different
actions. Fang et al. develop a centralized algorithm to look for the most profitable
areas to monitor. Since the profit achieved from a successful observation cannot
be known in advance, it is assumed that the areas that return higher profits in
the past may still be of more value in the future. This assumption eliminates the
uncertainty, and the authors apply a dynamic programming method to solve the
problem.

4.2 Mission Model and Problem Formulation
In this work, we assume that each surveillance mission has many targets of interest,
and define an event to be a single or any combination of these targets, such that
the set of targets occurring at anytime corresponds to an event. In other words,
only one event occurs at a time for each mission. The event occurrence can be
modeled as a discrete time Markov process, for which we identify the state as the
event currently requesting sensing resources, and the transitions between states as
the occurrence of the following events. As an example, consider a mission that has
observed the signs of potential fires which may or may not be followed by explosions
or by harmful smoke, or by both. In such a scenario, the occurrence of a fire may be
modeled as event e1 , potentially followed by several repetitions of the same event e1
in the following time slots. A successive explosion would bring the mission to state
e2 , while the smoke would cause a transition to e3 instead. The occurrence of both
smoke and explosions would require a major resource expenditure for simultaneously
39

monitoring two targets and would be considered as a different but more profitable
event e4 .
We model the lifetime of a mission based on this event-driven Markov process,
where a mission is considered as a sequence of attempts at monitoring the occurring
events. At each time slot, the required resources for successful observations and
profit achieved of a mission depend on current states of the process (i.e., the
actually occurring event). Inadequate resources will result in failure of observations,
although the events are still occurring at the same time. In the following sections,
we will interchangeably adopt the terms “state” and “event” of a mission.
Table 4.1 lists the frequently used notations.
Table 4.1: Frequently Used Notations
Notations
(i)

mi , ej , EOIi
(i)

(i)

Descriptions
Mission i, j-th event of mi , set of mi ’s events
(i)

dj , vj

Demand and profit of ej

~ i, D
~
D

(i)
~i
Vector of dj , vector of D

~
V~i , V

(i)
Vector of vj , vector of V~i

Pi , Pi∆t

Transition matrix of mi , Pi to the power of ∆t
(i)

pjk (∆t), pjk

Probability that ek occurs exactly ∆t time slot(s) after
(i)
(i)
(i)
ej ; note that pjk = pjk (1)

~ i , πj(i)
Π

Long-term probability distribution of EOIi , long-term
(i)
occurrence probability of ej

θ ∈ [0, 1]

Required minimum successful observation rate for
activated missions

~ i (r, ∆t)
U

Expected profit of mi in ∆t time slot(s) with an amount
r of resources, given different initial events

~
R(t),
ri (t)

Resource allocation strategy at time t, the amount of
resources allocated to mi at time t

Gopt (t1 , t2 )

Actual best profit achievable between time t1 and t2

(i)

(i)
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More formally, we consider α missions {m1 , · · · , mα }. The lifetime of mission
mi evolves through (ni + 1) possible states corresponding to the elements of the set
(i)
(i)
Events Of Interest EOIi , {e1 , · · · , e(i)
ni } or to the null event e0 that represents
the case when nothing occurs.
(i)
We denote with ej the j-th event of mission mi , which is characterized by a
(i)
(i)
specific resource demand dj and by a profit vj which corresponds to the potential
(i)
gain that the successful observation of event ej can contribute to the mission.
(i)
(i)
(i)
To achieve vj , when ej is occurring at least a resource of dj is required to be
allocated to mi ; otherwise, the monitoring attempt will fail, resulting in zero profit
by mi in that time slot. Missions that are allocated with resources are called
activated, and those that successfully observe events are called valid. We hereby
(i)
(i)
(i)
~ i = {d(i)
~
denote with D
0 , · · · , dni } and Vi = {v0 , · · · , vni }, the vectors of demands
and profits of EOIi , respectively.
(i)
(i)
We also denote with pjk the transition probability between two events ej and
(i)
(i)
ek , that is the probability that, while being in state ej the event that occurs in
(i)
the following time slot will be ek . We hereby denote with Pi the state transition
matrix for the occurrence of this set of events, whose elements are the transition
probabilities between states.
(i)
Moreover, we denote with pjk (∆t) the probability that the transition between
(i)
(i)
states ej and ek that occurs in exactly ∆t time slot(s) afterwards. This value
is the element of the j-th row and k-th column of the matrix Pi∆t (i.e., Pi to the
power of ∆t).
We model the missions so that any of their events may occur before or after
their null events (i.e., when no target is shown up), which makes the corresponding
Markov process irreducible and aperiodic (the proof is trivial). In other words, for
(i)
(i)
(i)
any pair of events ej and ek , the probability that ek will essentially occur after
(i)
(i)
ej , given a long enough time, is always non-zero (i.e., ∃∆t > 0, s.t. pjk (∆t) > 0,
∀i, j, k).

4.2.1 Problem Formulation
Our objective is to search for a resource allocation strategy to maximize profit
achieved during the system’s lifetime, subject to the constraint where the capacity
~
of resources during one time slot is C. R(t)
= {r1 (t), · · · , rα (t)} denotes the strategy
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applied at time t, indicating that a resource of ri (t) is allocated to mission mi in
the t-th time slot.
~
Let S(t)
= {e1 (t), · · · , eα (t)} be the events occurring in the t-th time slot,
where ei (t) ∈ EOIi , and di (t) and vi (t) represent the demand and profit of ei (t),
~
respectively. If S(t)
is known for t ∈ [t1 , t2 ), the problem to calculate Gopt (t1 , t2 )
(i.e., the optimal profit achieved between time t1 and t2 ) can be formulated as an
Integer Linear Programming (ILP) problem:
Gopt (t1 , t2 ) = max

tX
α
2 −1 X

vi (t) ∗ zi (t)

(4.1)

t=t1 i=1

s.t.

α
X

di (t) ∗ zi (t) ≤ C

∀t ∈ [t1 , t2 )

i=1

The solution zi (t)’s are binary variables, and ri (t) is solved as di (t) ∗ zi (t). If
zi (t) = 1, mi is allocated with resource di (t) for a chance of achieving profit vi (t)
by successfully monitoring ei (t); otherwise, mi is not activated and no resource will
be assigned.
~
Because resources have to be allocated before events S(t)
actually occurs, a
~ is necessary, based on which an approximation of Gopt (t1 , t2 ) can
prediction of S(t)
be calculated.

~
4.2.2 Probability Distribution of S(t)
In order to estimate how likely that the events will occur in the future at time t
~
(i.e., S(t)),
we propose to use the latest observed event to calculate the probability
~
distribution of S(t),
according to the Markov process of event occurrence. As
(i)
mentioned before, for a given mi , if ej is currently occurring and successfully
(i)
observed, the probability that ek will occur after exactly ∆t time slot(s) can be
(i)
calculated as pjk (∆t).
By contrast, if no previous observation is available, as the Markov process model
is both irreducible and aperiodic, it has a stationary probability distribution of
states, which can be used as the estimate of future event arrivals. This distribution
is independent of the initial state and can be calculated as follows:



~ i Pi
Π
= Pi
(i)
= 1
j=0 πj

 Pni
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~ i = {π0(i) , · · · , π (i) } indicates the long-term occurrence probability of each
where Π
ni
(i)
~ i is taken as the occurrence
event of EOIi . When the initial state ej is unknown, Π
probability distribution of EOIi at any time.
In addition, inspired by the work of Fang et al. [34] and their concept of Partial
Observation Learning, in our algorithm, we also introduce a similar stage called
exploration. We strategically select either a newly-submitted or a long-untouched
mission to explore, as the occurrence state of its event is unknown or has not
been updated for a while. This mission to explore will be activated with randomly
assigned resources to get a chance of successful observation, by which its most recent
state may be monitored, resulting in better understanding of current conditions
system wide.

4.2.3 Eligible Resource Assignment
~ (i.e., the probability of events occurring in the t-th time
Once the estimate of S(t)
slot) is calculated, the next step is to estimate how many resources should be
allocated.
Targeted by the same mission, suppose that both events e1 and e2 have a
50% chance of occurring. The demands of e1 and e2 are 10 and 20, respectively.
Allocating an amount of resources equal to the expectation of demands, which is
15 in this case, is not an efficient solution because it is insufficient to meet the
requirements of e2 , while 5 units of resource will be wasted due to over allocation if
e1 occurs.
Therefore, instead of allocating resources to meet the demand expectation of
each mission, we set a threshold θ on the successful observation rate to balance the
tradeoff between under and over allocation. It is required that the resources will
not be allocated to a mission unless they are sufficient to observe the event with a
probability of at least θ. In other words, a θ-solution guarantees that an activated
mission has at least θ probability to be valid.
(i)
Suppose that {e0 , · · · , e(i)
ni } is sorted in increasing order of demands and re(i)
indexed. Given the initial state ej , if an amount r of resource is allocated after
exactly ∆t time slot(s), the successful observation rate at that time can be calculated
(i)
(i)
as the sum of pjk (∆t), where k ∈ [0, ni ] and r ≥ dk . If the threshold θ is satisfied,
the amount of r is eligible, and a mission can only be activated with eligible
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resources.

4.2.4 Expectation of Profit with Eligible Resources
The importance of each missions is evaluated in terms of profit achieved through
successful observations. Since the events just randomly occur thus its achievable
profit cannot be predicted precisely, instead, we use the expectation of profit to
evaluate missions in this work.
(i)
~ i (r, ∆t) = {u(i)
We define U
0 (r, ∆t), · · · , uni (r, ∆t)} for mission mi to denote the
expectation of profits in the next ∆t time slot(s) when a resource of r is allocated,
(i)
(i)
where uj (r, ∆t) represents the value of expectation when the initial state is ej .
~ i (r, ∆t) may be calculated iteratively as follows:
U
~ i (r, ∆t) = U
~ i (r, ∆t − 1) + P ∆t V~i − Y~i (r, ∆t)
U
i

(4.2)

where
(i)
Y~i (r, ∆t) = {y0 (r, ∆t), · · · , yn(i)i (r, ∆t)}
(i)

yj (r, ∆t) =

(i)

X

(i)

pjk (∆t) ∗ vk
(i)

k∈[0,ni ],r<dk

~ i (r, 0) = ~0 for all r; otherwise, U
~ i (r, ∆t) is equal to the sum of
When ∆t = 0, U
~ i (r, ∆t − 1) and the profit expected in the last time slot, (i.e., P ∆t V~i − Y~i (r, ∆t)),
U
i
~
where the term Yi (r, ∆t) accounts for the events that are not granted enough sensing
resources.

4.3 Resource Allocation Algorithm
In this section, we will introduce SARA, our Self-Adaptive Resource Allocation
algorithm, which is supported by three sub-algorithms. Every ∆t time slot(s)
(i.e., execution cycle), based on the information that has been collected, SARA
repeatedly updates the probability distribution of event occurrence for all missions
(ALG_EI in section 4.3.1), evaluates the values of missions when different levels
of resources are allocated (ALG_EPC in section 4.3.2), and suggests an overall
resource allocation solution for the next execution cycle (ALG_OSS in section
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4.3.3).

4.3.1 Algorithm: EOI Inference (ALG_EI)
Algorithm ALG_EI infers the probability distribution of event occurrence. It
~ E~ and L
~ as inputs. P
~ is the vector of transition matrices of
takes three vectors P,
~ = {li } records
missions. E~ = {εi } denote the last observed event εi by mi , and L
the time interval since εi was observed. If mi has not observed anything, εi and li
are set to -1.
The output S~ = {S~1 , S~2 , · · · , S~α } represents a vector of probability distributions,
(i)
(i)
where S~i = {s0 , · · · , s(i)
ni } denotes how likely it is that ej just occurred during the
last time slot.
Missions are divided in two sets A and B (line 1), depending on the presence
of previous observations of their events. A is the set of missions which have never
observed any event before the current time, while B is the set of missions with
at least one successful observation for each. For missions in A, since there is
~ i , the long-term probability
no information about the past, ALG_EI assigns Π
~i (line 4). If instead mission mj
distribution of event occurrence, as the value of S
belongs to B, its last successful observation occurred lj time slot(s) ago, when it
l
(j)
(j)
observed εj . The elements pεj k (lj ) of Pjj represents the probability that event ek
occurs exactly lj time slot(s) after the initial state e(j)
εj (line 10). Note that lj may
be zero, when mj observed εj in the last time slot. We define the corresponding
Pj0 as an identity matrix.
We refer to Fang’s concept of Partial Observation Learning [34] for a better
understanding about the overall system status. The idea is to allocate resources
to randomly selected missions, regardless of how profitable they are, and explore
their recent conditions. ξ in line 2 denotes the index of the mission to be explored.
When the mission set A is not empty, ALG_EI selects one mission from A (line 6);
otherwise, the mission with the longest interval since last successful observation
~ξ is set as all -1’s for other algorithms in the following
will be marked (line 14). S
sections (line 16).
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Algorithm EOI Inference
~ E,
~ L
~
Require: P,
~1 , · · · , S
~α }
Ensure: S~ = {S
1: A ← {i|εi = −1}, B ← {i|εi 6= −1}
2: ξ ← −1
3: for all i ∈ A do
~i
~i ← Π
4:
S
5:
if ξ = −1 then
6:
ξ←i
7:
end if
8: end for
9: for all j ∈ B and k ∈ [0, nj ] do
(j)
(j)
10:
sk ← pεj k (lj )
11: end for
12: if ξ = −1 then
13:
lj ∗ = arg maxj {lj |j ∈ B}
14:
ξ ← j∗
15: end if
~ξ ← {−1, · · · , −1}
16: S

4.3.2 Algorithm: Expectation of Profit Calculation (ALG_EPC)
The profit expectation of a mission may be affected by the following two factors:
the events that may occur and the amount of allocated resources. ALG_EI infers
the probability distribution of the most recent event occurrence, and ALG_EPC
evaluates how important each mission is when being allocated with a certain level
of resources.
~ ALG_EPC takes other four
In addition to S~ (i.e., output of ALG_EI) and P,
~ V,
~ θ and ∆t. The first two are the vectors of demands and profits
arguments: D,
of all missions, while θ is the threshold introduced in section 4.2.3 as the required
observation rate. ∆t is the length of execution cycle, based on which ALG_EPC
calculates the expectation of profit.
~ S (∆t) consists of W
~ S (∆t)’s. Given distribution S~ of current
The output W
i
(i)
~ S (∆t) represents the expected profit in the next ∆t time
states, wiS (dk , ∆t) ∈ W
i
(i)
slot(s) if a resource of dk is allocated.
ALG_EPC works in two parts. First, for every combination of i, r and t,
~ i (r, t) is calculated (line 12). As mentioned in section 4.2.4, given initial state e(i)
U
j ,
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Algorithm Expectation of Profit Calculation
~ P,
~ D,
~ V,
~ θ, ∆t
Require: S,
S
~ (∆t) = {W
~ S (∆t), · · · , W
~ S (∆t)}
Ensure: W
1
α
~ S (∆t) ← ~0
1: W
~ i (r, t) ← ~0, where i ∈ [1, α], r ∈ D
~ i , t ∈ [0, ∆t]
2: U
3: for i = 1, · · · , α do
4:
for t = 1, · · · , ∆t do
5:
for j = 0, · · · , ni do
6:
p ← 0, v ← 0
7:
for k = 0, · · · , ni do
(i)
8:
p ← p + pjk (t)
(i)
(i)
9:
v ← v + pjk (t) ∗ vk
10:
if p ≥ θ then
(i) (i)
11:
if t = 1 or uj (dk , t − 1) > 0 then
(i) (i)
(i) (i)
12:
uj (dk , t) ← uj (dk , t − 1) + v
13:
end if
14:
end if
(i)
15:
if t = ∆t and sj ≥ 0 then
(i)
(i)
(i) (i)
16:
wiS (dk , ∆t) += sj ∗ uj (dk , ∆t)
17:
end if
18:
end for
19:
end for
20:
end for
21: end for
(i)

~ i (r, t) denotes mi ’s expected profit in the next t time slot(s) with a
uj (r, t) ∈ U
resource of r allocated. Second, each element of WiS (r, ∆t), except for the one that
P i (i)
(i)
corresponds to the mission to explore, is updated by nj=0
sj ∗ uj (r, ∆t), which is
(i)
~i is the
the sum of profit expectations with different initial states, where sj ∈ S
(i)
probability that ej is the initial event (line 16). For the mission to be explored,
(ξ)
where sj = −1, ALG_EPC keeps every wξS (r, ∆t) as 0 (line 15). This mission
will be activated with randomly assigned resources, no matter how much profit is
expected.
Given mission mi and the t-th time slot after the occurrence of the initial state
(i)
ej , two auxiliary variables p and v are introduced (line 6). While k is iterated
from 0 to ni (line 7), which indicates the increment of allocated resources from
(i)
d0 to d(i)
ni , p represents the successful observation rate, and v represents the profit
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(i)

expectation. Each increment enables a new event ek to be observable, and the
(i)
chance to observe successfully is increased by pjk (t) (line 8), which is the occurrence
(i)
(i)
probability of ek given ej and t. Similarly, each time v (i.e., accumulated profit
(i)
(i)
(i)
expectation) is increased by pjk (t) ∗ vk (line 9), which is the product of ek ’s
occurrence probability and profit.
Threshold θ sets a minimum observation rate for all activated missions. When
(i)
t = 1, uj (r, t) is not assigned as v until p ≥ θ, to guarantee that v is achievable
with an eligible allocation to mi . When t > 1, the value of r should also satisfy
(i)
uj (r, t − 1) > 0 (line 11); otherwise, θ is not guaranteed for at least one time slot
during the given execution cycle.

4.3.3 Algorithm: One-Step Scheduling (ALG_OSS)
~ S (∆t) from ALG_EPC, D
~ as the demand vector, the total available
Taking W
sensing resources C, and current time t as inputs, ALG_OSS applies dynamic
programming based method to calculate the optimal solution, which is the resource
allocation that maximizes the expectation of profit in one execution cycle of ∆t
time slot(s).
When the current solution needs to be tuned at time t, ALG_OSS is executed,
~
and its output consists of Goss (t, t + ∆t) and R(t)
= {ri (t)}. Goss (t, t + ∆t) is an
approximation of Gopt (t, t + ∆t) in problem (4.1), and, as described in section 4.2.1,
ri (t) denotes the resources to be allocated to mi .
~ i are introduced for dynamic programming, where fir ∈ F~i denotes
F~i and H
the optimal result when the following conditions are met: (1) only the missions in
{mj |j ∈ [1, i]} can be activated; (2) the total allocated resources are no more than
~ i , which denotes the amount of resources
r. Each fir is associated with an hir ∈ H
allocated to mi to achieve fir .
When either i or r is equal to 0, there is no way to achieve any profit (i.e., f0r
and fi0 are 0); in other cases, the way of calculating fir is either not activating
mi so that fir is assigned with the same value as f(i−1)r (line 4), or activating mi
(i)
~ i to get wS (d(i)
~S
with a resource of dj ∈ D
j , ∆t) ∈ Wi (∆t) as profit. In the second
i
~ i to find the
case, ALG_OSS needs to consider all (ni + 1) allocation options of D
(i)
optimal fir . Each time the best fir is found, hir is set as the corresponding dj .
Therefore, ALG_OSS solves the optimal fir in O(αCnmax ) time, where nmax is the
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largest value among all ni ’s.
Algorithm One-Step Scheduling
~ S (∆t), D,
~ C, t
Require: W
~
Ensure: Goss (t, t + ∆t), R(t)
= {r1 (t), · · · , rα (t)}
~
~
~
~
1: F ← 0, H ← 0
2: for all i = 1, · · · , α do
3:
for all r = 1, · · · , C do
4:
fir ← f(i−1)r
5:
for all j = 0, · · · , ni do
(i)
(i)
6:
if r ≥ dj and wiS (dj , ∆t) > 0 then
(i)
7:
x ← f(i−1)(r−d(i) ) + wiS (dj , ∆t)
j
8:
if x > fir then
(i)
9:
fir ← x, hir ← dj
10:
end if
11:
end if
12:
end for
13:
end for
14: end for
15: Goss (t, t + ∆t) ← fαC , r ← C
16: for all i = α, · · · , 1 do
17:
ri (t) ← hir
18:
r ← r − ri (t)
19: end for
Lines 2-14 calculate fir and hir based on dynamic programming, and Goss (t, t +
∆t) is equal to fαC (line 15). For the mission mξ to be explored, the corresponding
~ ξS (∆t) is kept as zero by ALG_EPC, therefore mξ will not be allocated with any
W
resource by ALG_OSS due to the constraint in line 6.
For any given optimal fir , the corresponding hir indicates how many resources
should be allocated to mission mi . Therefore, iterating from the initial coordinate
(i, r) = (α, C), each time we can find the best amount hir to allocate for mi (line
17). After a resource of ri (t) = hir is allocated, i and r are decreased by 1 and ri (t),
~
respectively (line 18), to reach the next coordinate (i − 1, r − ri (t)), until R(t)
is
obtained.
Replacing t and (t + ∆t) by t1 and t2 , respectively, the output Goss (t1 , t2 ) is an
approximation to the actual optimal result Gopt (t1 , t2 ), which is calculated before
the events actually occur. We hereby define pmin as the minimum value in any
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transition matrix Pi . The following theorem characterizes the difference between
Goss (t1 , t2 ) and Gopt (t1 , t2 ):
Theorem 1. In a special case where θ = 0 and pmin > 0, Goss (t1 , t2 ) and Gopt (t1 , t2 )
satisfy:
Gopt (t1 , t2 ) ≤ B(t2 − t1 ) ∗ Goss (t1 , t2 )
(t2 − t1 ) ∗ (1/pmin − 1)
where B(t2 − t1 ) =
1 − (pmin )(t2 −t1 )
Proof. Define Gmax as the maximum profit achieved by any combination of events
during (t2 − t1 ) time slot(s), no matter if it can actually occur or not. Therefore, it
is guaranteed that Gopt (t1 , t2 ) ≤ Gmax . In addition, Gmax and Goss (t1 , t2 ) can be
solved as ILP:
Gmax = max

ni
tX
α X
2 −1 X

(i)

(i)

vj ∗ zj

t=t1 i=1 j=0
ni
α X
X
(i)
max
wiS (dj , t2
i=1 j=0

Goss (t1 , t2 ) =

(4.3)
(i)

− t1 ) ∗ zj

(4.4)

Both (4.3) and (4.4) yield to the same constraints:
ni
α X
X
(i)

(i)

dj ∗ zj

≤ C

(4.5)

i=1 j=0
ni
X
(i)

zj

≤ 1

∀i ∈ [1, α]

(4.6)

(i)

(4.7)

j=0

According to ALG_EPC, when θ = 0,
(i)

wiS (dj , t2 − t1 ) =

ni
X
(i)

(i)

sk ∗ uk (dj , t2 − t1 )

k=0

where
(i) (i)
uk (dj , t2

− t1 ) =

j
tX
2 −1 X

(i)

pkq (t − t1 + 1) ∗ vq(i)

t=t1 q=1

≥

tX
2 −1

(i)

(i)

pkj (t − t1 + 1) ∗ vj

t=t1
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≥

t2X
−t1

(i)

(pmin )t ∗ vj

(4.8)

t=1

Therefore, from (4.7) and (4.8), we get
(i)
wiS (dj , t2

− t1 ) ≥
=

ni
t2 −t1
X
(i) X

sk

k=0
(i)
vj (t2

(i)

(pmin )t ∗ vj

t=1

− t1 )/B(t2 − t1 )

(4.9)

Note that (4.3) and (4.4) share the same constraints, so if we apply the solution
~ = {zj(i) } of problem (4.3) to problem (4.4), both (4.5) and (4.6) are still satisfied.
Z
~ to problem (4.4) is G0 , then G0 ≤ Goss (t1 , t2 )
Suppose that the result of applying Z
because Goss (t1 , t2 ) is the optimal result of problem (4.4) and never achieves worse
than any competitive solution. Therefore,
Gmax = max
≤ max

ni
tX
α X
2 −1 X

(i)

(i)

vj ∗ zj

t=t1 i=1 j=0
ni
α X
X

(i)

(i)

B(t2 − t1 ) ∗ wiS (dj , t2 − t1 ) ∗ zj

i=1 j=0

= B(t2 − t1 ) ∗ G0
≤ B(t2 − t1 ) ∗ Goss (t1 , t2 )
As a result, we have proved the following relation:
Gopt (t1 , t2 ) ≤ Gmax ≤ B(t2 − t1 ) ∗ Goss (t1 , t2 )

4.3.4 Algorithm: Self-Adaptive Resource Allocation (SARA)
Supported by all algorithms described above, we propose the Self-Adaptive Resource
Allocation algorithm (SARA) to direct dynamic resource allocation in an online
environment, where the system lifetime is divided into multiple execution cycles of
∆t time slot(s).
~ D
~ and V),
~ the capacity of available
Taking the information of missions (P,
resources (C), the threshold of required observation rate (θ), the whole system
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Algorithm Self-Adaptive Resource Allocation
~ D,
~ V,
~ C, θ, T , ∆t
Require: P,
~ ← {−1, · · · , −1}
1: E
~ ← {−1, · · · , −1}
2: L
3: for all t = 0, · · · , T do
4:
if t%∆t = 0 then
~ E,
~ L)
~
5:
S~ ← ALG_EI(P,
~ S (∆t) ← ALG_EPC(S,
~ P,
~ D,
~ V,
~ θ, ∆t)
6:
W
7:
for all i = 1, · · · , α do
~i = {−1, · · · , −1} then
8:
if S
(i)
9:
dj ∈ Di is randomly selected
~
~ S (∆t), D,
~ C − d(i)
10:
R(t)
← ALG_OSS(W
j , t)
(i)
11:
ri (t) ← dj
12:
end if
13:
end for
14:
else
~
~ − 1)
15:
R(t)
← R(t
16:
end if
~
17:
Allocate resource based on R(t)
and run missions
18:
for all i = 1, · · · , α do
(i)
19:
if mi successfully observes ej then
20:
εi ← j
21:
li ← 0
22:
else if li > 0 then
23:
li ← li + 1
24:
end if
25:
end for
26: end for
lifetime (T ) and the length of execution cycle (∆t) as inputs, SARA repeatedly
and adaptively calculates the strategies of resource allocation among missions at
~
each time slot (R(t)).
At the beginning of each execution cycle, the probability distribution S~ of the
most recent event occurrence is calculated by ALG_EI (line 5), and the profit
~ S (∆t) is solved by ALG_EPC (line 6). As describe in section 4.3.1,
expectation W
~ξ is set to all -1’s by ALG_EI.
for the mission mξ to be explored, the corresponding S
(ξ)
(ξ)
An event ej of mξ is randomly selected and its demand dj is allocated to mξ
(line 9 and line 11). ALG_OSS is executed without considering the resources that
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are already allocated for exploration (line 10), and returns the resource allocation
solution for the other missions.
~
At the end of each time slot, after running missions based on R(t),
if a mission
mi successfully observes an event, εi ∈ E~ is updated to show the most recent known
~ changes to 0 as it just occurred (line 21). For those
state (line 20), while li ∈ L
~
missions that fail to see anything, their values in E~ are unchanged, but those in L
are increased by 1, unless the original value is -1, which means that this mission
has not observed any event yet (line 23).

4.4 Numerical Results
In this section, we verify SARA’s performance in different settings, and compare it
to the results of Activation Strategy Algorithm (ASA), which is developed by Fang
et al. [34], and a variant of SARA called Stationary solution. Those algorithms all
aim to allocate limited sensing resources among surveillance missions to monitor the
most profitable events, when the events that potentially occur cannot be predicted
precisely.
ASA constructs unbiased esimators to evaluate expectation of profit for missions.
It ranks every mission by weighing total profit that has been achieved in the past,
and selects the mission set that has accumulated more profit than any other set,
assuming that it will still be more profitable in the future. In our simulation, we
(i)
use (i, j) to represent the case when a resource of dj is allocated to mi . When
(i)
mi observes an event with dj , the profit estimator of (i, j) will be updated. ASA
selects the most valuable (i, j), in addition to performing exploration. Like ASA,
SARA also adaptively tunes its solution according to the observed events, but
does not evaluate missions by their achieved profits. Instead, SARA updates the
evolving probability distribution of event occurrence, by which it calculates the
expectation of profit in the future.
In addition, we design a variant of SARA, assuming that the static distribution
Πi can be used to represent EOIi ’s occurrence probability over a long enough time.
~1∗ , · · · , S
~α∗ }, where S
~i∗ = {Πi , · · · , Πi },
The output of ALG_EI is set as S~ ∗ = {S
~ S ∗ (∆t), resulting in a
based on which ALG_EPC calculates a fixed value of W
fixed resource allocation strategy for all time slots, no matter events are observed
successfully or not. Therefore, this solution is called Stationary.
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For SARA, we compare three different values of θ = 0, 0.5 and 1. For θ = 0,
SARA does not guarantee any event will be observed when allocating resources; for
θ = 1, SARA enables those missions allocated with resources to observe any event
that actually occurs; for θ = 0.5, each activated mission has at least 50% chance to
observe the occurring event.
Each simulation result shown in the remaining part of this section is averaged
over 10 test cases.

4.4.1 Simulation Setup
For each test case, 10 missions are created, each targeting 20 events of interest.
The demands of events are randomly drawn from [1, 25], and the capacity of
available resources is 100. The profits follow a bimodal distribution consisting
of two Gaussian distributions N (25, 100) and N (75, 100), by which the events
are divided into two sets of high and low values. For the null event of mi that
represents the case when no event occurs, its profit is set as 0 and demand is equal
to the highest demand among EOIi , because the case that nothing occurs can be
verified only when the highest potential demand has been satisfied but still nothing
is observed.
Mission mi is associated with a matrix Pi , which is later transformed into a
(i)
Markov transition matrix. Initially, the element pjk of Pi is generated differently
according to two models: the Dense and the Sparse Model. In the Dense Model,
(i)
each pjk has a 20% chance to be zero, while this chance in the Sparse Model is
(i)
set as 80%; otherwise, pjk is randomly drawn from [1, 100]. In other words, in
the Dense Model when an event is occurring there are more possible subsequent
events. In the Sparse Model, the occurrence of events, more or less, has some
(i)
specific sequence. In addition, to make sure that Pi is irreducible, pjk is always
forced to be greater than zero if either j or k is equal to 0, which means that the
(i)
null event can either occur before or after any event. After initialization, every pjk
is divided by the sum of j-th row in Pi to represent a valid probability indicating
(i)
(i)
how likely ek occurs after ej .
At the end of each time slot, all information of the occurring events is collected,
based on which the actual optimal profit achievable in that time slot can be solved
as a Knapsack Problem. Note that this actual optimal profit is calculated with
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all necessary knowledge that cannot be predict precisely, thus no algorithm can
achieve better performance. We will compare the results of SARA, ASA and the
Stationary solution with this actual optimal.

4.4.2 Static Cases with Fixed Mission Set
In this case, missions are submitted before the system starts and never removed
until the end. Each mission can be activated or deactivated at the beginning of
any execution cycle.
Setting θ as 0, Fig. 4.1 shows the average ratio between SARA’s results and the
actual optimal in different models, given different lengths of ∆t of execution cycle.
As shown in the figure, the shorter ∆t is (i.e., higher execution frequency of SARA)
the better is the overall performance. The performance downgrades faster when
increasing ∆t from 1 to 5, and finally suffers by about 6% in the Dense Model (i.e.,
comparing 55% to 52%) and 21% in the Sparse Model (i.e., from 64% to 53%),
indicating that the prediction over a long time horizon is more unreliable. Since
∆t = 1 gives the best performance, we always apply this length to the execution
cycle.

Figure 4.1: SARA v.s. Actual Optimal with Variable ∆t
Fig. 4.2 compares the performance of SARA when given θ’s are variable. 0.5SARA and 1-SARA are more likely to over allocate resources because a minimum
observation rate needs to be guaranteed. The figure shows that SARA can perform
better in the Sparse Model than in the Dense Model, where the number of events
are less whose occurrence is easier to predict. 0-SARA returns better results than
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1-SARA (i.e., 17% better in the Dense Model and 31% in the Sparse), but only
slightly outperforms 0.5-SARA.

Figure 4.2: SARA v.s. Actual Optimal with Variable θ
We also compare the number of valid (i.e., missions that successfully observe
events) and activated missions (i.e., missions that are allocated with resources)
among θ-SARAs in Fig. 4.3, where the white and black bars represent corresponding
number, respectively, and the ratio between the numbers is marked over the set
of bars. The figure shows that both 0.5-SARA and 1-SARA satisfy the required
observation rate, although 1-SARA’s rate is slightly lower than 100% because of
exploration. 0-SARA results in a similar number of valid missions as 0.5-SARA
achieves, where the former activates the most number of missions for the best
profit and the latter, with a higher threshold θ = 0.5, concentrates resources on
fewer missions to achieve a better observation rate. 1-SARA is shown to be too
conservative as its numbers of both valid and activated missions are the lowest,
which results in the poorest result shown in Fig. 4.2.
Fig. 4.4 compares 0-SARA, ASA and the Stationary solution. 0-SARA performs
the best in both Dense and Sparse models.
The difference between 0-SARA and the Stationary solution is trivial in the
Dense Model, where most pairs of events can occur successively. Even if SARA
observes what is currently occurring, it is hard to precisely predict what will occur
in the future. As a result, over a long period of time, the results of SARA and
Stationary solution may be close, but both are better than ASA by about 17% (i.e.,
56% compared to 48%).
In the Sparse Model, instead, because the pairs of events that can occur one
after the other are limited, based on the results of observations, SARA can modify
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Figure 4.3: Number of Valid and Activated Missions Achieved by SARAs

Figure 4.4: 0-SARA, ASA and Stationary v.s. Actual Optimal
previous allocation strategies when a mission becomes more or less important. This
provides SARA an advantage over ASA and the Stationary solutions in each time
slot. SARA achieves a performance more than 28% better than ASA (i.e., averaging
64% of the actual optimal compared to 50%) and 21% better than the Stationary
solution (i.e., averaging 64% compared to 53%).

4.4.3 Dynamic Cases with Changing Mission Set
In this case, 10 missions are initially created, and at the beginning of each time slot,
a new mission may be submitted. The lifetime of each mission is randomly drawn
from 1 to 20 time slots. When the deadline of a mission arrives, it is terminated
and no longer waits to be activated.
Since ASA and the Stationary solution are designed for static scenarios and
cannot be applied to this setting, in this section we only study SARAs with variable
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θ. Fig 4.5 shows that, on average, SARA still works better in the Sparse Model. In
both models, 0-SARA performs better than the other two, and the difference is
similar to that in the static simulation.

Figure 4.5: Performance of SARAs in Online Environment

4.5 Conclusion
Event monitoring is one of the most important applications of sensor network
systems. Multiple parties, with different surveillance targets, can share the same
network, with limited sensing resources, to monitor their events of interest simultaneously. Such a system achieves profit by allocating sensing resources to missions
to collect event related information.
We model a surveillance mission as a sequence of observation attempts on events
of interest, whose occurrence is modeled as a Markov process. We address the
problem of dynamically assigning resources to missions so as to achieve maximum
profit with uncertainty in event occurrence. We consider time-varying resource
demands and profits, as well as multiple concurrent surveillance missions. We
develop a Self-Adaptive Resource Allocation algorithm (SARA) to maximize the
expectation of profit by efficiently allocating the limited sensing resources, which
is also capable of tuning the allocation strategy based on the evolving conditions.
Although the occurrence conditions of events cannot be predicted precisely all the
time, based on the already known information collected from successful observations,
SARA is able to calculate approximation results for mission selections. In addition,
for a special case, we prove that the difference between SARA and the actual
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optimal can be bounded. Simulation results show that the performance of SARA
is competitive compared to other algorithms in this scenario of event monitoring
with uncertainty.
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Chapter 5 |
Action-Driven Operation Model with Evaluation of Risk and
Executability (ADOM-ERE)
5.1 Background Introduction
The use of the Internet and cyber-environments for mission-critical functions
has become commonplace. For example, information sharing is a common task
for both consumers and commanders where the sharing policy may change very
frequently. Making right decisions in certain conditions is necessary and critical
for law enforcement and military operations. Unfortunately, cyberspace is subject
to various uncertainties, where a finer progress control may be required for the
missions.
In this research, we model cyber operations, which may include general missions
and maneuvers, as a progression through states based on Semi-Markov Decision
Progress (SMDP) [35,74]. A mission may earn profit by staying in a state or making
progression between states. In each state, it is possible for a mission to experience
a loss of profit due to either the state’s natural high cost, or certain risks which
reduce or even eliminate the achieved profit. Our work can guide missions to choose
maneuvers to mitigate potential loss of profit. Maneuvers are the actions taken
in specific states, which may change the normal progress of missions. Sometimes,
taking a maneuver entails using limited resources, such as a secured server, which
means that maneuvers are not always exectuable.

60

Our algorithm aims to maximize the overall achieved profit among missions
by taking proper actions at right time. We assume that sometimes the resources
for special maneuvers are limited, so that not all missions can always be satisfied.
Thus the algorithm must intelligently decide which missions have the priority to
acquire resources, leaving the other missions to decide if they should continue to
execute, or terminate.
We determine the impact of considering two factors when choosing actions.
First, missions only consider risk when requesting resources without regard for the
competition they may face from other missions due to the limited capacity. This
may lead to naive requests that have little chance of success, leading missions to
execute much less effective backup plans. Second, missions consider both risk and
the competition for the resources.
Our contributions include:
• An Action-Driven Operation Model with Evaluation of Risk and Executability
(ADOM-ERE) that considers both dynamics of mission progress affected by
risk and uncertainty of action executability caused by the competition for
resources.
• Algorithms that integrate SMDP with concerns of risk and executability to
enable independent request submissions from multiple missions and resource
allocation in a distributed manner.
• Numerical simulations that verify the performance improvement of ADOMERE compared to an SMDP model, including greater profit averagely by more
than 30%, and 50% lower ratio of non-executable and preempted actions.

5.2 Operation Model Overview
5.2.1 Action-Driven Operation Model (ADOM)
SMDP models are widely applied in modeling dynamic systems [71], such as general
missions in cyberspace, which can be abstracted as a progression through states
S = {si }. The change of states is called “transitions”, and the time between each
transition is an “epoch”.
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Let A be the actions associated with S. Taking an action may affect the
transition probabilities between states accordingly. A(si ) ∈ A denotes available
actions in state si .
P (a) represents the matrix of state transition probabilities corresponding to
action a, whose element pij (a) represents how likely state si will transit to sj if a is
taken.
By taking action a, a profit could be earned either by staying in state si at a
rate of ui (a) per time unit (i.e., in-state profit), or by moving from state si to sj
at a rate of wij (a) once per transition (i.e., transition profit). The overall profit
achieved by a mission is the sum of all in-state and transition profits earned within
its progress.
The sojourn time in each state is a random variable, and we define a vector
T (a) = {τi (a)} for each action a, where the element τi (a) is the average duration
that the mission can stay in state si when choosing action a before the next
transition.
Starting from any state si , the expectation of profit to be achieved within a
single transition can be calculated by
vi (a) = ui (a) · τi (a) +

X

pij (a) · wij (a)

(5.1)

sj ∈S

where vi (a) is called the “one-step” profit of the mission from state si with action
a. Let V (a) = {vi (a)} represent the vector of all one-step profits with different
actions.
Define P = {P (a)} as the set of transition probability matrices for all actions.
Analogously, V and T are the sets of V (a) and T (a), respectively. We use the tuple
(S, A, P, V, T) to represent an SMDP model for the missions.
In SMDP, we define the optimal expectation of achievable profit within t epochs
from state si as eit . Given ei0 ≡ 0, eit can be iteratively calculated by the Bellman’s
equation [75]:
eit =

max [vi (a) +

a∈A(si )

X

pij (a) · ej(t−1) ]

(5.2)

sj ∈S

Note that equation (5.2), as a recursion relation for the optimal profit over t
epochs from si , does not consider the non-identical sojourn times between epochs
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in SMDP, thus eit cannot be used to calculate the optimal average profit per time
unit.
Based on the uniformization technique that is described in [76], we can convert
the SMDP model to an equivalent Markov Decision Process (MDP) with identical
transition intervals, or Action-Driven Operation Model (ADOM), which can be
represented by (S∗ , A∗ , P∗ , V∗ , τ ∗ ). Here τ ∗ denotes the identical time interval
between any two epochs in ADOM, which can be set as any value between 0 and
mini,a τi (a). Given τ ∗ , the conversion between SMDP and ADOM can be completed
as follows:
- S∗ = S
- A∗ = A and A∗ (si ) = A(si )
- p∗ij (a) = [τ ∗ /τi (a)] · pij (a), where i 6= j
p∗ii (a) = 1 − [τ ∗ /τi (a)] · [1 − pii (a)]
- vi∗ (a) = [τ ∗ /τi (a)] · vi (a)
In ADOM, note that vi∗ (a) is the one-step profit of (si , a) pair as the equivalence
of vi (a) in SMDP.
The equivalence of equation (5.2) in ADOM is shown below:
e∗it =

[vi∗ (a) +
max
∗

a∈A (si )

X

p∗ij (a) · e∗j(t−1) ]

(5.3)

sj ∈S∗

where e∗it is the optimal expectation of profit achieved from state si within the
following t epochs. Since any transition interval in ADOM is uniform as τ ∗ , e∗it is
also the optimal average profit achieved per time unit.

5.2.2 Dynamic Turbulence
In reality, the state transition matrices P∗ in ADOM may keep changing over time.
Also, resources may not be sufficient to execute all actions under certain conditions
when competition is serious. Therefore, in such a dynamic environment, rather
than maintaining the same policy of operation over time, the actions should also
be chosen adaptively.
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On one hand, intuitively, the trends of state transitions may be affected by
specific attacks. We call the uncertainties in the consequences caused by such attacks
the external “risk”. For example, cyber environment in a vulnerable system can be
either healthy or compromised. A higher risk level indicates a higher probability
that the system is compromised, which may result in negative consequences if no
action is taken.
The transition probability from state si to sj may depend on both the selected
action and present risk level. Suppose that the risk level can be evaluated by
monitoring the environment [63, 66, 67], and the transition probability from si to
sj can be represented as a function pij (a, lk ) of action a and risk level lk based on
statistical analysis. Given action a, the expectation of transition probability from
si to sj in ADOM should be
p∗ij (a) =

X

pij (a, lk ) · rk

(5.4)

lk ∈L

where rk shows how likely that the present risk level is lk .
On the other hand, equation (5.3) indicates that the mission should select the
action that maximizes e∗it , which implicitly assumes that there are always sufficient
resources to execute any action a ∈ A∗ (si ), or the action a is always “executable”,
as long as it is necessary.
Consider a scenario in which two types of actions exist: one is always executable
(i.e., natural actions), while the other cannot be taken until a certain amount of
resources is acquired (i.e., special actions). Resources are limited and managed by
specific components (i.e., servers), which cannot always accommodate all resourcedemanding requests from missions. Also, when high profit missions request resources
that have been previously allocated, some executing actions may be preempted
because of their lower expectation of profit.
Define γi (a) as the executability probability of action a in state si . Then γi (a) ≡ 1
if a is natural, because such an action does not compete for limited resources. We
assume that at least one natural action exists in every state, such as aborting.
Therefore, in ADOM each action set A∗ (si ) can be separated into two sets A∗n (si )
and A∗s (si ), where the former consists of the natural actions which are always
executable, and the latter consists of the special actions which require limited
resources.
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We limit preemption of currently executing actions to one level, i.e., a special
action that is preempted cannot preempt another action immediately to cause a
chain effect. Further, any mission that fails to get resources, or have a preempted
action, must take a natural action until the next epoch. Therefore, each mission
has to submit requests carefully, because the most profitable special request may
end with a poor result if it fails to acquire resources forcing the mission to run a
lower profitable backup plan instead.
Taking executability probability into account, equation (5.3) for the optimal
profit expectation e∗it can be updated as:

e∗it =

max [γi (a)xti (a) + (1 − γi (a))yit ]

a∈A∗ (si )

xti (a) = vi∗ (a) +

X
sj

yit

=

(5.5)

ptij (a) · e∗j(t−1)

∈S∗

max
[vi∗ (a) +
∗

a∈An (si )

X

ptij (a) · e∗j(t−1) ]

sj ∈S∗

where xti (a) and yit are two types of profit expectations within the next t epochs
from state si :
• xti (a): aggressive profit that can be expected when action a is executable. If
a is a natural action, its executability probability γi (a) is always 1.
• yit : conservative profit that is expected from the optimal backup plan. For
the same i and t, the chosen optimal backup plan is always the natural action
that satisfies the maximum yit .
The expected profit achieved by a given action a is the sum of both aggressive
and conservative profits, weighted by its executability probability, the optimal
among which is e∗it .

5.2.3 Resource Allocation for Special Actions
In this work, recall that a server is the component which is responsible for resource
management to accept and reject those special requests. There may be either
a single server that handles all requests, or multiple servers that each handles a
partial set of requests.
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Define action am from mission m as (dm , xm , ym ), where dm is the demand on
resources, and xm and ym represent the corresponding aggressive and conservative
profits, respectively. The reward σm for accepting this request is (xm − ym ), because
ym is always achievable by certain natural action.
Given C as the capacity of available resources, at any point of time, the strategy
of resource allocation for a single server can be formulated as a general knapsack
problem:
max
s.t.

X

X

m

m

(xm − ym ) · zm =

X

σm · zm

(5.6)

dm · zm ≤ C

m

where the binary variable zm indicates whether am should be accepted. If zm = 1,
am is accepted; otherwise, it is rejected.
Moreover, there could be multiple servers maintaining resources. Due to specific
access restrictions each request may only be allowed to be submitted to limited set
of servers.
Denote Fm as the servers to which mission m can submit requests, and each
server makes its own decision on accepting requests. Multiple servers may accept
the request from the same mission, among which the mission chooses the server
with the largest capacity of resources to decrease its chance of being preempted.
Similarly, we use Gn to denote the mission set to which the server n can provide
assistance.

5.3 Algorithms
In this section, we will discuss the following:
• Risk Evaluation: integrate ADOM with risk by synchronizing mission lifetime
and risk evolution;
• Resource Allocation: enable distributed servers to allocate resources independently.
• Executability Evaluation: evaluate how likely it is for a special request to be
accepted based on statistics.
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• Decision Making: find the optimal action for each mission based on the results
of the three algorithms above.

5.3.1 ADOM with Evaluation of Risk (ADOM-ER)
Suppose that risk level may change from li to lj due to a specific attack or recovery,
or an “event”, and the time interval between two such events is exponentially
distributed with an average value of 1/λij (i.e., λij is the average arrival rate of
the events). We define λij = 0 in case that the risk can never directly change from
level li to lj .
According to the property of exponential distribution, the sojourn time before
the first risk-changing event occurs is also exponentially distributed, thus the
P
average time of being in risk level li until the next event is 1/φi = 1/ j λij . In
addition, the probability that the event leading li to lj will be the first to occur
can be represented as qij = λij /φi .
Such a risk model R can be formulated as a Semi-Markov Process (SMP) as
(L, Q, {φi }), in which
- L: risk levels {l1 , · · · , lL } as the finite state set.
- Q: transition matrix of risks, whose elements qij denotes how likely that the
next event leads risk from li to lj .
- φi : average risk changing rate at level li ; 1/φi is the corresponding average
sojourn time in li .
Applying the same technique as in section 5.2.1, the risk model R can also
be transformed to an equivalent time-uniform Markov Process R∗ = (L, Q∗ , λ∗ )
with identical interval 1/λ∗ between transitions, where Q∗ = {qij∗ } is the transition
matrix of R∗ and λ∗ satisfies 0 < 1/λ∗ < mini {1/φi }.
Given λ∗ , the elements of Q∗ can be calculated as follows:
qij∗ = (φi /λ∗ ) · qij

where i 6= j

qii∗ = 1 − (φi /λ∗ ) · (1 − qii )
For the SMDP model of missions and risk model R, if we choose µ∗ smaller
than the average sojourn time in any state (e.g., µ∗ = min{τ ∗ , 1/λ∗ }), and apply
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conversion to both models based on µ∗ , the resulting model is called ADOM-ER
(i.e., ADOM with Evaluation of Risk), and the corresponding risk model R∗ can
be considered as a synchronized process of ADOM-ER with the same transition
interval µ∗ .
~ of the risk levels, the evolution of risk distribution
Given current distribution R
~ t = {rt } can be calculated by R
~ · (Q∗ )t , where rt denotes the chance of being
R
k
k
∗
∗ t
in risk level lk after exact t epochs, and (Q ) is R ’s transition matrix Q∗ to the
power of t.
The transition matrices of ADOM-ER may change along with risks at different
epochs. Therefore, the probabilities in equation (5.4) should be updated to integrate
risk evolution:
ptij (a) =

X

p∗ij (a, lk ) · rkt

(5.7)

lk ∈L

where ptij (a) denotes the expected transition probability from si to sj at the t-th
epoch if action a is taken.
Note that the one-step profit vi (a) in SMDP may also change with risk and vary
at different epochs, thus its equivalence [vi∗ (a)]t in ADOM-ER should be modified
accordingly:
[vi∗ (a)]t = [µ∗ /τi (a)] · vit (a)
= [µ∗ /τi (a)] · [ui (a)τi (a) +

X

ptij (a)wij (a)]

sj ∈S

In ADOM-ER, the executability of actions is not evaluated. Every action a is
assumed to be executable (i.e., γi (a) ≡ 1), based on which e∗it is achieved by the
action with the maximum aggressive profit. In section 5.3.3, we will further explain
how to better evaluate the value of γi (a).

5.3.2 Resource Allocation
As a single knapsack problem (SKP), problem (5.6) can be solved based on the
thoughts of Dynamic Programming (DP) or Integer Linear Programming (ILP).
While the problem scale increases significantly, both Polynomial-Time Approximation Scheme (PTAS) and Fully PTAS (FPTAS) have been proposed for ap-
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proximation results. In addition, a polynomial-time greedy method, as shown in
the Algorithm SSA, can be applied to allocate resources on a single server as a
1
-approximation heuristic (i.e., the result of such a greedy method is at least as
2
good as half of the optimal).
Algorithm 7 Single-Server Allocation (SSA)
Require: capacity C, special request set {am = (dm , xm , ym )}
Ensure: Z = {zm }, where ∀zm ∈ {0, 1}
1: σm ← xm − ym
2: m ← σm /dm
3: re-index requests in non-increasing order of efficiency
4: c ← 0, v ← 0, Z ← {0, · · · , 0}
5: for all m = 1, 2, · · · do
6:
if c + dm > C then
7:
if v < σm then
8:
Z ← {0, · · · 0}, zm ← 1
9:
end if
10:
break
11:
else
12:
c ← c + dm
13:
v ← v + σm
14:
zm ← 1
15:
end if
16: end for
Recall that we use am = (dm , xm , ym ) to represent a special request from mission
m, where σm = xm − ym is considered as the reward for acceptance, and define
m = σm /dm as am ’s efficiency. In SSA, requests keep being added to a selection Z
in non-increasing order of efficiency until the total demand violates the capacity
constraint. If the reward of the first rejected request is higher than the sum of all
prior requests in Z (line 7), only this single high-valued request will be accepted;
otherwise, the previously selected requests Z are kept as the final decision of
acceptance.
In the scenario with multiple servers, each mission m can submit its requests to
multiple servers Fm as mentioned in section 5.2.3. To simplify the notations, we
redefine the request from mission m to server n as anm = (dm , xm , ym ), and server
n’s resource capacity as C n .
If the information of all requests and servers can be collected all together (i.e.,
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centralized mode), the problem can be formulated as follows:
max

n
σm · zm

X X

(5.8)

m n∈Fm

s.t.

X

n
dm · zm
≤ Cn

∀n

m∈Gn

X

n
≤1
zm

∀m

n∈Fm
n
where binary decision variables zm
indicates whether server n accepts the request
from mission m.
To get the optimal solution of problem (5.8), we can treat the servers as
multiple knapsacks so as to convert the problem to the General Assignment Problem
(GAP) [77], which also can be solved by DP and ILP. Cohen et al. [78] gave a
heuristic G for GAP, which takes any solver F of SKP as input. If F achieves
1
1
-approximation for SKP, G is proved to be a k+1
-approximation for GAP. In our
k
case, since the Algorithm SSA is a solver of SKP with an approximation factor of
1
, we can apply SSA as the input of G and accordingly develop a GAP heuristic
2
that yields an approximation factor of 31 .
Unfortunately, it is impractical in many cases to enforce a centralized decision
maker calculate a global allocation policy for all servers. For large scale systems the
time taken to collect all information and do calculation accordingly may be too high.
Therefore, we also design a distributed solution with a bounded approximation
factor, which enables each server to accept requests independently (i.e., distributed
mode).
In MSA-S for a server, the action sets Ap and Ac denote the pending and
confirmed requests on the server, respectively. All newly submitted requests are
first added to Ap . Server n runs Algorithm SSA on Ap and then sends its decision
back to the missions (line 3), and waits to see which, if any, missions accept its
offer. For the missions that accept the server’s offer, their requests will be moved
to Ac as in the confirmed status, which will decrease the server’s capacity (line
7) accordingly. MSA-S continues running until no more pending requests can be
accepted. Note that the currently allocated resources are allowed to be preempted
by more rewarding requests.
In MSA-M for a mission, among all servers that accept its request, it chooses
the one with the largest resource capacity (line 6), and informs other servers of its
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Algorithm 8 Multi-Server Allocation MSA-S (server n)
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:

initialize Ap as pending requests and Ac as an empty set
while Ap is not empty do
Z n ← SSA(C n , Ap ), send Z n to accepted missions
for m ∈ Ap do
if mission m chooses server n then
move anm from Ap to Ac
C n ← C n − dnm
else if mission m chooses another server then
remove anm from Ap
end if
end for
remove requests with higher demand than C n from Ap
end while
send final decision to Gn and allocate resources to Ac

Algorithm 9 Multi-Server Allocation MSA-M (mission m)
Require: action am
1: if am is a natural action then
2:
run am without submitting any request to Fm
3: else
4:
submit request anm to server n ∈ Fm
5:
if request is accepted by a server set F∗m then
6:
n∗ ← argmaxn∈F∗m {C n }
7:
choose server n∗ and send decision to Fm
8:
else if Fm have made final decision then
9:
run the optimal natural action
10:
end if
11: end if
decision (line 7); if no server accepts its request, the natural action that achieves
the conservative profit will be executed (line 9), as we mentioned in equation (5.5)
when calculating yik .
With a simple assumption that any mission can submit requests to no more
than k servers, we can prove a guaranteed performance for allocations decided by
MSA-S and MSA-M.
Theorem 2. If maxm |Fm | ≤ k, the result Opt of Algorithm MSA-M and MSA-S
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∗
satisfy:
and the actual optimal result Opt
∗
Opt ≤ Opt
≤ k · Opt

Proof. Consider such two cases C1 and C2 . In both cases each server runs Algorithm
SSA only once, but in C1 each mission “magically” accepts all offers from the servers
that accept its request, while in C2 each mission only chooses one offer from all that
it receives. Define the total profit of C1 and C2 as O1 and O2 , respectively. Because
each mission can submits requests to no more than k servers, C1 can achieve no
more than k times of what C2 gets. Therefore, O1 ≤ k · O2 .
In C1 each mission takes all received offers, thus every server achieves its optimal
∗
result. Therefore, the actual optimal Opt
cannot be greater than O1 . And it is
∗
trivial that O2 ≤ Opt .
Note that Algorithm MSA-S may achieve a better reward Opt than O2 by
applying multi-round allocation (line 2). For example, suppose that server n
accepts mission m’s request but m chooses another server n0 with a larger capacity.
In this case, rather than only running SSA once as in C2 , MSA-S lets the server
run SSA one more time after removing anm from pending requests (line 9), so as to
attempt to accommodate other requests that the server previously rejected. Since
∗
∗
Opt cannot be better than Opt
, we get O2 ≤ Opt ≤ Opt
. Therefore,
∗
O2 ≤ Opt ≤ Opt
≤ O1 ≤ k · O2 ≤ k · Opt

Since here the approximation factor k is also valid for case C2 in which each server
only allocates resources once, we apply this single-round allocation mechanism to
both executability evaluation and numerical simulation in the following sections for
the purpose of simplification.

5.3.3 ADOM-ER with Evaluation of Executability (ADOM-ERE)
In ADOM-ER, the preference of actions depends on their aggressive profits because
the executability probability is not evaluated and simply assumed to be 1. However,
it is possible for an action with higher aggressive profit to be a poor choice if its
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chance of being rejected is high, in which case it is likely a low-profit natural action
is taken as the backup plan.
For request am = (dm , xm , ym ), according to Algorithm SSA, there are two
scenarios in which am will be rejected:
m
have
• Too many requests with higher efficiency than the value of m = xmd−y
m
been selected before request am thus exhaust resources on the server, while
am ’s overall reward is also not large enough to satisfy the condition in line
7 of Algorithm SSA so as to preempt the resources allocated to the already
approved requests;

• am ’s efficiency is large enough to be accepted in line 14 of Algorithm SSA,
however, another pending request with significantly higher rewards satisfies
the condition in line 7 and becomes the only accepted request, and preempts
am ’s resources.
In this work, we assume that a single request demands no more than 50% of the
resources on any server, in which case it is trivial to prove that the condition in line
7 of SSA is never satisfied. In other words, when the resources suffice, efficiency is
the only determinant factor for acceptance.
We propose a sampling-based method to evaluate the executability probabilities
of different actions. Let a server n keep a history record Hn of the most recent
pending requests. Hn is shared with the mission set Gn periodically and sorted in
non-increasing order of requests’ efficiency. For any request anm from mission m
to server n, define a subset Hnm of Hn consisting of requests with efficiency higher
n
than this request. In addition, denote Hnm ’s relative size to Hn as αm
= |Hnm |/|Hn |
n
and the average demand of Hnm as βm
.
In the case that anm with demand dm is accepted, the resources for accepting
other requests is decreased to (C n − dm ). According to the statistics of Hn , such a
n
n
m
capacity is enough for ξm
= C β−d
requests with higher efficiency, and the average
n
m
n
demand of these requests is βm . Denote N as the actual number of pending requests
n
on the server when anm is submitted. By applying the ratio αm
between Hnm and Hn ,
n
(αm
· N ) requests could be expected as the actual number of requests with higher
n
n
efficiency. Therefore, if αm
· N ≤ ξm
, the capacity of (C n − dm ) is expected to be
enough to acommodate all requests with higher efficiency thus anm is considered as

73

executable; otherwise, anm will be rejected because of its relatively low efficiency
and priority.
The distribution of N can be used to evaluate executability of a special request
n
am as follows:
n
n
γ(anm ) = Pr(N ≤ ξm
/αm
)

And the overall executability probability on Fm is
γ(am ) = 1 − Πn∈Fm [1 − γ(anm )]
Recall that natural actions are always executable.
By applying γ(am ) to equation (5.5), e∗it may vary from those in ADOM-ER.
We call this comprehensive model ADOM-ERE, which evaluates both risk and
executability.

5.3.4 Decision Making
Given the SMDP model of missions and risk model R, as mentioned in section
5.3.1, the equivalent models ADOM-ER and R∗ = {L, Q∗ } can be obtained. For
each mission, a decision on which action to take is needed when state transitions
happen, or when previously allocated resources are preempted by another highvalued request. At each decision epoch, given current state si and risk distribution
~ Algorithm DM is proposed for integration with executability evaluation.
R,
The size T of the look-ahead window denotes how many epochs need to be
considered when maximizing profit within a certain time range. e∗it represents the
optimal expectation of profit in the last t epochs starting from state si , which is
calculated recursively from the last epoch. When calculating e∗i1 , the transition
probabilities and one-step profits for the last epoch (i.e., T -th) are needed, which are
pTij (a) and [vi∗ (a)]T , respectively; analogously, for each e∗it , pTij−t+1 (a) and [vi∗ (a)]T −t+1
are needed; we use variable “o” in line 3 to denote the corresponding superscript.
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Algorithm 10 Decision Maker DM (mission m)
~ look-ahead window T
Require: si , R,
~t ← R
~ · Qt , ∀t ∈ [1, T ], e∗ ← 0 for all sj ∈ S∗
1: R
j0
2: for t = 1, 2, · · · , T do
3:
o←T −t+1
4:
for sj ∈ S∗ do
5:
for a ∈ A∗ (sj ) do
P
6:
pojj 0 (a) ← lk p∗jj 0 (a, lk ) · rko , ∀sj 0 ∈ S∗
P
7:
xtj (a) ← [vj∗ (a)]o + j 0 pojj 0 (a) · e∗j 0 (t−1)
8:
end for
9:
yjt ← maxa∈A∗n (sj ) {xtj (a)}
10:
evaluate executability γj (a) for a ∈ A∗ (sj )
∗
11:
πjt
← argmaxa [γj (a) · xtj (a) + (1 − γj (a)) · yjt ]
∗
∗
∗
∗
)) · yjt
) + (1 − γj (πjt
) · xtj (πjt
12:
ejt ← γj (πjt
13:
end for
14: end for
∗
15: run MSA-M (πiT
)

5.4 Numerical Simulation
In this section, we design a series of simulations to test the performance of our
algorithms in terms of profit achieved and ratio of rejected and preempted requests.
We give an example scenario where risk may affect state transitions, and maneuvers
are categorized as natural and special actions. We show how evaluation of risk and
executability can improve the results compared to a basic mission model, in which
the distribution of risk is considered as stable based on the long-term statistics and
the special actions are assumed to be always executable.

5.4.1 Simulation Setup
Suppose that an intrusion detection relies on the functionality of K components.
With a probability of θ, each component can be compromised by a successful
attack. If the mission accesses a compromised component in any state, it will
transit to a “bad” state, which reduces the profit achieved. Therefore, the number
of compromised components may affect the transition probabilities to bad states.
In addition, each component randomly schedules a recovery procedure to enforce a
healthy status. Attacks and recoveries occur exponentially with average rates of λa
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and λr , respectively.
Define the risk level as the total number of currently compromised components,
which may change along with the attacks and recoveries. As mentioned in section
5.3.1, the transition probability between risk levels i and j can be represented as
follows:

(K−i)·λa


·θ
j =i+1

 (K−i)·λa +i·λr


qij = 





(K−i)·λa
(K−i)·λa +i·λr
i·λr
(K−i)·λa +i·λr

· (1 − θ) j = i

j =i−1

Note that one event can change the number of compromised components by
at most 1 (a successful attack or recovery increases or decreases the number by 1,
respectively, while a failed attack does not change risk), thus for any |i − j| > 1,
the corresponding transition probability qij ≡ 0.
The average risk changing rate at level i is φi = (K − i) · λa + i · λr , and the
average sojourn time is 1/φi accordingly.
In the simulation, we set the number of components (K), the average arrival
rates of attacks and recoveries (λa and λr ), and successful attack ratio (θ) as K = 4,
λa = 2, λr = 1 and θ = 0.5, respectively.
For the mission in our simulation, we abstract a high-level state sets consisting
of starting (SS ), operative (G1 , G2 , B1 and B2 ) and ending states (GE and BE),
as shown in Figure 5.1.

Figure 5.1: Mission Model with 7 states
Ideally, starting from SS (i.e., system setup), the mission alternates between
operative states G1 and G2 , such as data collection and measurement enforcement,
until it ends at GE, a good ending with resolved intrusion, where it goes back to
SS and restarts, as shown in Figure 5.1 by bold lines.
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However, as shown by dashed lines in Figure 5.1, SS, G1 and G2 can also change
to some bad states B1 and B2 , for example, by collecting tamper information from a
hacked camera. In addition, a bad ending state BE is reachable from any operative
state also because of the risk of compromised components. .
In general, good states achieve better in-state profit, while transitions between
good states also earn more. Depending on the progression of states, the mission
may achieve different amount of profit. To control state transitions at different risk
levels, there are four actions available to choose from:
• Continue (C): keep the mission running without interference, which adds no
extra cost;
• Secure (S): access more secured components, which are assumed to be healthy,
rather than the mission’s own components. By incurring higher cost, this
action guarantees the next transition will end in G1 , G2 or GE;
• Quarantine (Q): quarantine half of the mission’s components and combine
the others with secured components. “Q” costs less for requiring less secured
resources, but cannot guarantee ideal transitions because the mission still
relies on some of its own vulnerable components;
• Abort (A): terminate the mission. The terminated mission has to wait for
a while before restart as a penalty. The cost of aborting varies depending
specific states.
“C” and “A” are natural actions, while the other two are special requests and
compete for limited secured components.
Suppose that the ratio of compromised components is κ, the transition probabilities are generated based on the rules below:
• When taking “S”, any state 100% changes to an ideal subsequent state (G1 ,
G2 or GE);
• When taking “C”, the probability of an ideal transition is assumed to be
(1 − κ), while the same probability for “Q” is (1 − κ/2), because half of
the mission’s own hosts are quarantined, which increases the percentage of
healthy components that are accessed by the mission.
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• When a state has multiple possible transitions (e.g., B2 could transit to either
G1 or GE with “S”), a fixed probability of 10% is set for the transition to an
ending state, and assume uniform distribution for all other transitions.
• Recall that “A” will terminate the mission in any state and restart it from
SS after a pause.
In the simulation, two cases are tested: in full-coverage mode, a mission can
submit request to any server, while in limited-coverage mode, each server only
supports a subset of missions. Our ADOM-ERE achieves greater profit in both
modes by evaluating risk and executability.

5.4.2 Full-Coverage Mode
Secured components are managed by servers to provide support to special actions.
In this simulation, we assume that a mission can submit requests to any server, but
a server can accept at most 3 requests of one type at the same time. 10 missions are
initialized as mentioned in section 5.4.1. Table 5.1 shows the ranges from which the
in-state and transition profits, as well as the cost of running actions, are randomly
drawn.
In-State
Starting
0
Good
[1, 10]
Bad
[-5, -1]
Action to take
Extra cost

Good
[1, 10]
[1, 10]
[1, 5]
Continue
0

Transition
Bad
GE
[-5, -1]
0
[-5, -1]
[1, 10]
[-1, -10]
[1, 5]
Secure Quarantine
[6, 10]
[1, 5]

BE
0
[-5, -1]
[-1, -10]
Abort
[1, 10]

Table 5.1: Ranges for Profit and Action Cost Initialization
If a special request is rejected or preempted, its sender must choose either “C”
to continue, or “A” to abort, and pause (i.e., look-ahead window) before restart.
A small window may fail to achieve the long-term optimal result, while a large
window may miss unexpected state changes which occur in the near future. In our
simulations, since each state has a fixed probability of 10% to transit to an ending
state, as mentioned in section 5.4.1, we set the window size as 10 transitions (i.e.,
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(a) ADOM-ER/ADOM-B (b) ADOM-ERE/ADOM-B (c) Actual Achieved Profits

Figure 5.2: Profit Comparison: ADOM-B, ADOM-ER and ADOM-B
average length of a completed mission) to balance the tradeoff between long-term
optimal and state-change sensitivity.
In total we test three models:
• ADOM-B: Converted from a basic SMDP model in which the long-term
stationary risk distribution is applied to equation (5.7). All special actions are
assumed to be executable, although in reality they may not be, and a rejected
or preempted special request may cause a loss in terms of lower profit.
• ADOM-ER: Evaluate the evolution of risk based on current conditions to calculate time-dependent transition probabilities. Also, executability probability
is assumed to be 1 for all actions.
• ADOM-ERE: Transition probabilities are calculated as in ADOM-ER, while
executability is evaluated when choosing the actions that require limit resources, as discussed in section 5.3.3.
Figure 5.2 compares profit achieved among these three models based on 100
rounds of simulations. Figures 5.2a and 5.2b show PDF graphs of profit ratio
between ADOM-ER, ADOM-ERE and ADOM-B, respectively. Figure 5.2c shows
the CDF graph which compares the distribution of achieved profit by each model
within the same period of time.
As shown in Figure 5.2a, ADOM-B outperforms ADOM-ER in only about 35%
of the cases (ratio is represented by the line below 1.0), while ADOM-ER performs
better in other cases, sometimes by a factor of 2 because it evaluates the evolution
of risk.
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Compared to ADOM-ER, ADOM-ERE shows a significant improvement in
Figure 5.2b: by also evaluating executability, only about 10% of the cases using
ADOM-ERE are worse than ADOM-B, where the difference is within 20%; in other
cases, ADOM-ERE exceeds ADOM-B by over 20%, 40% and 60% with ratio of
60%, 35% and 20%, respectively (corresponding numbers of ADOM-ER are only
30%, 15% and 5%).
In Figure 5.2c, given a total of 200 transitions in each simulation, again ADOMERE shows the best result in terms of actual achieved profit, where the average
profit of ADOM-ERE, ADOM-ER and ADOM-B is about 2200, 1850 and 1700,
respectively.
Figure 5.3 compares the results of special requests in different models, which
are divided into two parts: (1) The left figure shows rejection rate. ADOM-ERE
works much better than the other two models by cutting the rejection rate by more
than half, because this model evaluates executability before submitting requests so
as to decrease the chance of being rejected; (2) The right figure shows preemption
rate for the executing actions. Similarly, ADOM-ERE lowers this rate by about
half, because requests with high executability probability are usually associated
with relatively high rewards, which may result in a rare circumstance in which
many new submitted requests show potential in achieving even higher rewards and
thus preempt the previously allocated resources.

Figure 5.3: Comparison of Action Request Results
Note that ADOM-B and ADOM-ER do not show much difference in terms
of rejection and preemption rates, because neither of these two models takes
executability into account.
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5.4.3 Full-Coverage Mode with Aggressive Rules
In this simulation, we test a case that forces a mission to abort if its action gets
rejected or preempted, where an improper submitted request may result in an
even bigger loss of profit. We call this Full-Coverage Mode with aggressive rules.
Since we have shown the advantage of ADOM-ERE over ADOM-ER by evaluating
executability, we only compare ADOM-ERE and ADOM-B in this section subject
to page limit.

(a) ADOM-ERE v.s. ADOM-B

(b) Actual Achieved Profits

Figure 5.4: Profit Comparison with Aggressive Rules
Figure 5.4 shows the profit achieved by ADOM-ERE and ADOM-B with
aggressive rules. Compared to Figure 5.2, in this setting evaluating risk and
executability results in an even better advantage over the basic model: (1) 5.4a
shows that in more than 95% of the cases ADOM-ERE is better, about 60% of
the cases have an increase in profit of more than 50%, and in some simulations the
profit doubles or even triples compared to ADOM-B; (2) 5.4b shows the CDF of
actual achieved profits, the average of which are 1800 and 1100 for ADOM-ERE and
ADOM-B, respectively. On one hand, the penalty of improper requests emphasizes
the advantage of executability evaluation (the profit ratio is higher in 5.4a than in
5.2b); on the other hand, the penalty inevitably causes loss in profit achieved (the
actual achieved profits are lower in 5.4b than in 5.2c).
Figure 5.5 compares request rejection rate and action preemption rate. Again,
ADOM-ERE shows better performance in both metrics and cuts both rates by
about half as it does in Figure 5.3. According to the aggressive rules, rejections
and preemptions force missions to abort and pause themselves. Such a penalty
reduces the competition for limited resources due to decreased number of active
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missions. Therefore, ADOM-B shows lower rates for both metrics in Figure 5.5
than in Figure 5.3. Since ADOM-ERE lightens the pressure on the servers, it does
not show much difference in Figure 5.3 and Figure 5.5.

Figure 5.5: Comparison of Request Results with Aggressive Rules

5.4.4 Limited-Coverage Mode (LCM)
In this series of simulations, each mission is only allowed to submit its requests
to a subset of servers. Here we use geographic-like figures below to represent the
scenario in which each server (i.e., triangles) only handles the missions (i.e., circles)
whose centers locate within the server’s four adjacent squares. The size of a circle
indicates the profit achieved by the corresponding mission relative to the other
missions, and the number of requests that a server can accept is randomly drawn
from 1 to 5.

(a) ADOM-ERE

(b) ADOM-B

(c) Aggr. ERE

(d) Aggr. ADOM-B

Figure 5.6: Profit Example in Limited-Coverage Mode
Figure 5.6 shows one example of profit comparison: in 5.6a and 5.6b, rejected
requests and preempted actions require the corresponding missions to choose either
“C” or “A” as backup, while in 5.6c and 5.6d the aggressive rules are applied as
described in section 5.4.3.
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In general, a bigger circle represents a relatively higher profit achieved by the
corresponding mission. Therefore, intuitively, Figure 5.6 shows that: ADOM-ERE
achieves more profit than ADOM-B, no matter if the aggressive rules are applied
or not (i.e., more bigger circles in 5.6a than in 5.6b, and the same as in 5.6c and
5.6d); 2) Due to the penalty set by the aggressive rules, the same model performs
poorer for both ADOM-ERE and ADOM-B, compared to their results achieved
without the aggressive rules (i.e., more smaller circles in 5.6c than in 5.6a, and the
same as in 5.6d and 5.6b).

5.5 Related Work
In the literature, MDP models are widely studied in optimal decision making.
Thai et al. [59] modeled a data collection mission as MDP, searching for a fast
and optimal movement pattern for traversal among sensors. Regan et al. [60, 61]
discussed a variant of MDP, in which the profit specification is not completely
known. Our research complements these works by considering the scenario when
multiple missions, rather than only one, are running and competing for limited
resources, where the best action for each mission may not always be executable.
Zheng et al. [71] used SMDP in a Vehicular Cloud Computing System to provide
optimal service by allocating resources to multiple moving devices, in which the
movement of each device is combined to form a general state space. Our work,
however, considers that each mission has its own state space, which are independent
with each other, and ADOM-ERE does not require overall conditions of all missions
to calculate maneuvers.
Some works also applied Markovian models to evaluate the status of risk in the
environment. Årnes et al. [66,67] proposed approaches that related risk levels to the
composition of the risk of individual hosts, and represented the likelihood of risk
changes by Hidden Markov models [68]; Hughes et al. [63] represented operation of
attacks by Partially Observable Markov Decision Process (POMDP) [62]. These
works aimed to provide static observation-risk mappings to form transition matrices
for missions; our research, however, takes the risk evolution into account and uses
adaptively tuned transition probabilities in calculation to help on better mission
control.
To optimize resource allocation, as we mentioned in section 5.3.2, the problem
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can be converted to GAP [79], for which various solutions have been developed
[77, 78]. Hu et al. [80] considered another scenario in which multiple Markovian
missions compete for resources while the demands and rewards of their requests
are statistically distributed. Both GAP and Hu’s solutions are centralized, which
requires a single solver to collect detailed information from all requests. Our work,
however, allows allocation to be addressed by distributed servers, whose decisions
are independent from each other.

5.6 Conclusion
In this work, we formulate a general type of missions in cyberspace applications
based on our model SMDP, looking for the optimal maneuvers to maximize the
overall profit achieved. The risk in the environment may affect the normal transitions
between states, thus we propose an algorithm to integrate SMDP with the dynamical
risk evolution. We also consider the competition among multiple missions when
some of their maneuvers require limited resources to execute. By evaluating both
risk and executability, our ADOM-ERE model significantly improves performance
in aspects of greater profit, higher request acceptance rate, and lower action
preemption rate.
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Chapter 6 |
Research Summary and Future
Work
6.1 Research Summary
Sensor network applications play important roles in a wide variety of domains, in
which the resources (e.g., sensors, communication bandwidth, battery power, etc.)
that support the needs of sensing missions may be limited or scarce. Therefore,
when shared among multiple parties, a sensor network may be unable to satisfy
all requests simultaneously. It is critical and fundamental to figure out efficient
strategies when allocating constrained resources to missions so as to serve the goals
of specific applications, such as maximizing profit or extending system lifetime.
By assuming that every coefficient (e.g., profits, demands, capacities, etc.) is
deterministic and known a priori, there are well-known basic solutions for the
general resource allocation problem. However, in this thesis, we point out that such
a simplified model does not consider the uncertainties in real applications. In the
literature, most works on resource allocation with uncertainty focus on the random
distributed values of profits and demands, while a few take the non-deterministic
resource capacities into account.
Uncertainties can come from the profits and demands, because in reality, sometimes the values of such coefficients are not constant and may change over time. For
example, the profit of taking a picture could depend on the clarity, which, in many
scenarios, cannot be guaranteed due to various reasons, such as shooting angle,
distance and occlusion, etc.; similarly, the required bandwidth for data transmission
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can fluctuate as well, which may follow a certain distribution and be affected by
other missions’ competition on bandwidth.
If the lifetime of each mission is considered as a whole, our work models both
profits and demands as stochastic variables (e.g., Normal, Poisson and Binomial
distributions), and optimizes a certain percentile of the suggested missions’ value
with the constraint that only a low frequency is allowed when the total demand on
resources is over the limit.
Also in some applications, although the overall distribution for coefficients is
hard to find, the execution of a mission can be separated into several steps or
states, so that the demands and profits are easier to obtain. According to this
setting, however, another level of uncertainty is introduced due to lack of knowledge
about exact conditions of states and transitions occurring among them. The
example we take is a surveillance sensor network system, in which the occurrence
of targeting events is modeled as mission states, which are difficult to predict
perfectly. In this case, we predict the set of events that will occur based on
known transition probabilities and the conditions collected from past successful
observations. According to the prediction from our algorithms, resources will be
allocated to the missions, which are most likely to observe high-valued targets, and
future conditions of event occurrence will be updated based on the result of their
observation attempts.
Moreover, we complement our research by considering the following two aspects:
(1) missions can choose from a specific set of maneuvers in certain states so as to
manipulate the transition probabilities to the following states, which, to some extent,
enables the users to avoid loss of profit before poor transitions occur and achieve
higher benefits; (2) maneuvers require constrained resources, thus competition may
be introduced among missions when too many users need to be satisfied at the
same time. We model such a problem based on the Semi-Markov Decision Process,
and develop our new model ADOM-ERE. ADOM-ERE also takes into account the
risk in the environment, which may result in unexpected transitions between states
thus needs to be offset for higher profit. Our results show that our model works well
in both centralized and distributed scenarios (i.e., resources are managed by one
server and multiple distributed servers, respectively), and significantly improves
performance in aspects of greater profit, higher mission acceptance rate, and lower
maneuver preemption rate.
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6.2 Milestone and Future Work
6.2.1 Generalization
For the example of surveillance systems, we made the following assumptions on the
mission features:
• Missions can be preempted at any time. Better missions are allowed to
preempt resources from others as long as it is expected to observe highervalued targets during the next execution cycle;
• Missions are resumable after interruption. Because the missions achieve profit
by successfully monitoring events, and because the events keep occurring
no matter if they are observed or not, we assume that the preemption of
resources that happens to a mission will not terminate the mission, and it
can be resumed at any time afterwards when once again being allocated with
resources;
• Missions achieve profits independently from each successful observation. There
is no requirement on preliminary observations to monitor any event, and no
extra bonus profit for successive successful observations.
In practice, these assumptions may be broken for some applications. (1) reallocating resources among missions may incur additional cost; (2) interrupting and
resuming a mission may result in a condition in which the preemption is no longer
an option because of resource waste or profit loss; (3) for tracking applications, if
an activated mission is interrupted, the target may be lost from sight and cannot be
detected again; (4) for tracking applications, tracking a mobile target may achieve
only a small profit until its destination or specific behaviour pattern is identified,
which means that successful observations at certain times can be more profitable.
Therefore, for our next problem based on SMDP, we reconsider the assumptions
on preemption and resumption. The “Abort” action will terminate the mission,
which means that such an action needs to be more carefully considered before it is
taken; on the other hand, missions never stop evolving, i.e., changing states, because
of natural actions; in other words, missions cannot be guaranteed to resume from
where they were interrupted. Our model does not require identical state transition
interval because its basis on SMDP, which makes this model more general.
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In the future, we may extend our research to even more general scenarios by
further relaxing assumptions, while aiming to search for optimal or approximation
solutions.

6.2.2 Decentralization
The first two works both focus on centralized algorithms, which collect information
from every mission to calculate the best solutions. However, in a large-scale
sensor network, the centralized solution may not be applicable due to high cost of
computation and coordination between sensing devices.
Therefore, in our most recent research, we consider both centralized and distributed scenarios, in the latter of which limited resources can be managed by
distributed servers that are capable of working without coordination between each
other.
Inspired by previous works on the resource allocation problem in distributed
environments [54, 81–83], a reinforcement learning scheme may also be a good
solution to enable adaptive self-interested sensor operations. Associated with the
uncertain profits and demands, this problem may be more complicated but more
realistic as well. Since our algorithms provide some ways of evaluating random
profits, we will test their performance in guiding reinforcement learning in the
distributed scenarios.

6.2.3 Operation Model
We consider the development of unifying models and algorithms for reasoning about
the environment of cyber operations and the impact of possible cyber maneuvers
with respect to cost, risk and probability and extent of operation success. The
operation model is structured as a state transition system. Specifically, the model
is a directed graph where the nodes are the intermediate states of the operation
and the edges are the transitions that drive the operation towards an end-state. In
a practical sense, the model must be extended to support real operation execution.
We must extend and refine the initial operation model and associated algorithms
to make optimal maneuver selection, during execution, given the current state and
operation objectives.
As we have learned from studying operational environments, cyber-operations
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are fraught with uncertainty and dynamism. Such uncertainty must be captured
in the operation model so that algorithms for making optimal decisions may be
developed and evaluated.
In our latest work, the uncertainty arises from three main components of a
cyber-operation when looking simply at individual transitions. First, there is
uncertainty with each transition in terms of its payout and cost, which could be
caused either by staying in certain states or by moving between states. Second,
there is uncertainty with respect to external risk. The transition probabilities
between states with maneuvers cannot be known exactly because of risk (e.g.,
attack), and the impact of risk may also only be estimated within certain bounds.
Finally, there is uncertainty associated with the maneuvers to mitigate risk because
some may not be allowed to be executed due to lack of resources.
With all these levels of uncertainties, it could be a challenge to predict progression of states precisely. Even if the current state is identified, the subsequent states
cannot be assured until the transition actually occurs, because (1) transition probabilities are not confirmed but just follow certain distributions; (2) the executability
of maneuvers is also not guaranteed, especially when resources are managed in a
distributed manner and missions do not communicate with each other.
In the model of ADOM-ERE, we incorporate stochastic representations of cost
and payout for states and maneuvers, with impact of risk and resources. In future
work, what will address is how to approximate those probability distributions based
on statistical analysis.
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