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Abstract
Modern web browsers now provide more customizations to improve the usability
and their competitiveness. Browser extensions and private browsing mode (PBM)
are arguably two most popular customizations. With billions of downloads, browser
extensions enhance user experience by providing additional features. PBM enables
users to browse the Internet while protecting their private browsing data. However,
private data leakage threats still exist in browser extensions, even if under PBM.
In this dissertation, we first investigate two aspects of private data leakage
threats associated with browser extensions: (1), aspect-level behavior clustering
on browser extensions and its security implications, and (2), identifying privacy
breaches caused by extensions under PBM.
First, many extensions can be downloaded from webstores without sufficient trust
or safety scrutiny, which poses threats on user’s private data. In this dissertation,
we propose an aspect-level behavior clustering approach to enhancing the safety
management of extensions. We decompose an extension’s runtime behavior into
several pieces, denoted as AEBs (Aspects of Extension Behavior). Similar AEBs
of different extensions are grouped into an “AEB cluster” based on subgraph
isomorphism. We then build profiles of AEB clusters for both extensions and
categories (of extensions) to detect suspicious extensions.
Second, browser extensions can greatly undermine PBM, mostly due to the fact
that browsers let extensions handle the private data themselves even if under PBM.
We propose an approach to comprehensively identify and stop privacy breaches
caused by browser extensions under PBM. We combine dynamic analysis and
symbolic execution to represent extensions’ behavior. Our analysis shows that
many extensions have not fulfilled PBM’s guidelines on handling private browsing
data. The evaluation results on 1,912 Firefox extensions show that our approach
can effectively identify and stop privacy breaches under PBM caused by extensions,
with almost negligible performance impact.
Finally, we extend system-level behavior analysis on Android platform. We
intend to map system level behavior with Android APIs, for further study to detect
possible permission abusing.
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Chapter 1 |
Introduction
Due to mainly the commercialization of the Internet and WWW, commodity web
browsers nowadays all provide added features and rich services through customizations for individual users. Among those customizations, browser extensions are one
of the most popular and important means developed by third-party vendors/developers. Such extensions can enrich user experience and GUI of web browsers
and provide additional functionality. Extensions are pervasively supported by
commodity web browsers, such as Mozilla Firefox, Google Chrome, and Internet
Explorer. However, browser extensions are often criticized due to the fact that
they have a relatively high privilege than other programs. Most commodity web
browsers usually do not control how extensions handle personal data. Hence, there
is a potential risk that extensions may leak or even steal personal information to
third parties. In this dissertation, we investigate potential private data leakage
threats associated with browser extensions.
Although most webstores have adopted a review process, security management is
still unsystematic [1]. Many extensions can be downloaded from webstores without
sufficient trust or safety scrutiny, which keeps users from differentiating benign
extensions from malicious ones.
Another popular customization is private browsing. Modern commodity web
browsers have gradually supported private browsing mode (PBM) for the sake of
1

user’s privacy. The functionality and implementation of private browsing mode is
becoming finer-grained; however, issues still exist, especially for browser extensions.
They can easily breach the PBM, mostly due to the fact that modern browsers
let extensions handle the private data themselves whether under private browsing
mode or normal browsing mode. Although there are some preliminary studies on
extensions’ compliance with private browsing mode, a systematic approach has not
been proposed to automate the process, nor were any feasible measures to enhance
the private browsing mode in real-world browsers.
To address the potential private data leakage threats with browser extensions,
we propose an approach to system level behavior analysis. The key idea of system
level behavior analysis is to get the runtime behaviors represented in system calls.
Other intermediate behavior representations can then be extracted from system
calls. System calls are the only interface between OS and a program, providing the
only way for a program to access the OS services. Therefore, system level behavior
analysis has advantages over other approaches, such as static analysis.
Besides the private data leakage threats on web browser extensions, system level
behavior analysis can also be extended to other similar problems and applications.
In this dissertation, we propose to employ the system level behavior analysis on
Android applications. There are two primary reasons that we extend our research
on Android applications. First, Android OS is now in a dominating position in
mobile phones [2], with more than one million applications and 50 billion downloads
in Google Play [3]. Second, of all mobile malware, unfortunately, over 90% are
found targeted on Android [4].

2

1.1 Problems and Motivations
1.1.1 Aspect-level Behavior Clustering on Browser Extensions
Commodity web browsers usually provide added features and rich services through
customizations for individual users. Among those customizations, extensions are
one of the most popular and important third-party applications. Such extensions
can enhance user experience and GUI of web browsers and provide additional
functionality. Extensions are widely supported by commodity web browsers, such
as Mozilla Firefox, Google Chrome, and Internet Explorer. With thousands of
extensions, Firefox add-ons are the most heavily used extensions. It is reported
that 85% of Firefox 4 users have installed an add-on, with “more than 2.5 billion
downloads and 580 million add-ons in use every day in Firefox 4 alone” [5].
To support the enhanced functionality, commodity web browsers usually grant
the “guest” extensions with full or similar privileges as granted to the “host”
browsers [6]. This entails that they can get access to a user’s credentials, sensitive
zone of the browser, and even the operating system resources. Thus, there is a
potential risk that malicious extensions may leak or even steal personal information
to third parties. One example of the notorious extensions is known as FirestarterFox,
which hijacks all search requests and forwards them to a third party web site [7].
Even if the extensions are benign, they could still be exploited by attackers to
gain access to sensitive information. In addition, there is a review process before
developers publish their extensions; however, neither the automated review process
in Chrome (in most cases) [8], nor the manual review process by AMO editors
in Firefox [9] provide a sufficient security scrutiny for extensions. This results in
one of the most severe web security problems: how does one enjoy the benefits of
extensions without suffering from the potential security loss?
To address this problem, a variety of approaches have been proposed in the
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literature; however, existing approaches cannot provide a sufficient method to
serve the security purpose. First, static analysis of information flow, such as
VEX [10,11], do provide a comprehensive code analysis, particularly on some crucial
APIs. However, a fatal weakness exists for this approach. Browser extensions are
primarily written in the dynamic scripting language of JavaScript. Some runtime
actions cannot be determined unless executed. It is very likely that some malicious
actions are triggered in runtime. Second, dynamic analysis of sensitive information
access, such as Sabre [6], can avoid the pitfalls of static analysis. Sabre monitors
the JavaScript execution by tainting the JavaScript objects. However, dynamic
analysis usually poses a great overhead to the browser. It also has an issue of the
code coverage. Third, runtime access control is also proposed to specifically monitor
XPCOM calls so that every time an extension accessing XPCOM is monitored
and controlled by policies defined in the execution monitor. However, XPCOM
level monitoring is too restrictive and can disable some useful and normal XPCOM
calls [6].

1.1.2 Identifying Potential Breach of Extensions under Private
Browsing Mode
Privacy is always a controversial issue in web browsers. Modern web browsers
nowadays almost tend to be the de facto operating systems. They provide a
customizable environment to run web applications, access personal information,
managing login credentials, etc. Historically, web browsers store information such
as your browsing history, form entries, passwords (if you have authorized), cookies,
and web cache. Hence, it is always a privacy concern about the stored information.
There is potential risk that those information might be provisioned to third-parties,
or even published on the Internet. To partially address this privacy concern, recent
commodity web browsers have provided a feature called privacy mode, or private
browsing mode. Under this mode, the browser will not save any information about
4

which sites and pages you have visited [12].
So far, many versions of Firefox still cannot fully support this private browsing
mode. The session sometimes does not delete the temporary files [13]. However, of
those customizations, extensions pose the greatest threat to the private browsing
mode. Many extensions are implemented to process data related to cookies, history
pages, download list, etc. They can breach the private browsing mode and bring
new private concerns. So how does the browser deal with this potential conflict
and ensure that the extensions respect the user’s choice on the privacy mode?
The worse thing is that “the Private Browsing mode does not magically handle
what your extension does in saving browsing history data; that is the job of each
extension” [14].
The job of each extension? That is just where the contradiction lies. First, web
browsers tend to provide a newly added feature of privacy mode to let users have
the choice on their own privacy. However, an obvious observation is extensions can
breach this mode easily without user’s awareness. Second, web browsers cannot
disable extensions automatically under the private browsing mode. Third, web
browsers do not have the ability to change the setting for the existing millions of
extensions. Many extension authors have not added this feature in the code due to
two reasons. a) A detailed tutorial has not been provided by web browsers; and b)
many extension authors have not realized the existence of this feature.
Benjamin S. Lerner,et al. provide a static type system to analyze JavaScript
extensions under private browsing mode. They did find some extensions breach
the private browsing mode. However, they just did a case study on 12 extensions,
hardly could their approach be proved effective. The scalability is also big challenge
in their approach.

5

1.1.3 Mapping System-level Behavior Analysis with Android APIs
Recent years have seen a huge growth of smartphones. In the fourth quarter of 2011,
smartphone sales outpaced PC sales for the first time ever, and it was not even close,
reported by Canalys [15]. Another milestone for smartphones is that smartphone
sales have surpassed those of feature phones in early 2013. “Smartphones accounted
for 51.8 percent of mobile phone sales in the second quarter of 2013, resulting in
smartphone sales surpassing feature phone sales for the first time” [16]. Google’s
Android was reported to account for 81.0% of all smartphone shipments in the
third quarter of 2013 (3Q13), reported by IDC [2]. In the near seen future, Android
will continue to dominate the smartphone market [17].
With more than one million apps and 50 billion downloads, Google Play now acts
as the engine of the application economy [3]. Due to its open source feature, Android
has attracted thousands of developers and third-party organizations. However, it
has also drawn the attention of attackers and malicious apps. Lookout Mobile
Security has reported that mobile malware resulted in a loss of US $1 million in
2011 [18]. In 2012, security software company CheckPoint reported that there
was a loss of US $50 million in western Europe [19]. Of those mobile malware,
as expected, over 90% are found targeted on Android [4]. What is worse, Trend
Micro reported that Android-based mobile malware have reached a milestone of 1
million [20]. A malicious app can harm the user’s mobile device in various ways. A
Trojan malware can steal user’s data like contact list and email addresses, hijacking
user’s device resources, and preventing user from performing some actions, etc.
Spyware can stealthily collect data regarding user’s behaviors and send those data
to a remote server [4].
Android provides multiple security features to achieve the goal of protecting
user data and system resources, and providing application isolation. Essentially,
those features can be divided into two layers: system and kernel level security,
and application level security [21, 22]. System and kernel level security is provided
6

and ensured primarily by the Linux kernel. Specifically, a new inter-process
communication (IPC) mechanism is provided by kernel to ensure the security when
different applications communicate with each other. These features contribute to
the process isolation and application sandboxing. The application level security
includes the android permission model, application signing and verification, etc.
Specifically, android permission model provides “additional finer-grained security
features through a “permission” mechanism that enforces restrictions on specific
operations that a particular process can perform, and per-URI permissions for
granting ad-hoc access to specific pieces of data” [23].
Many Android application abuse this permission system. To detect the overprivileged applications, current approaches usually use higher level detection, e.g.
Android API auditing. This does work to some extent. However, Android applications not only use more and more undocumented APIs, but also tend to use
their own libraries to evade the Android APIs. A primary reason is that those
attacks via calling Android APIs will be detected by Android API auditing tools.
For example, Z. Zhang et al. proposed a transplantation attack which could “spy
on users without the Android API auditing being aware of it” [24]. Essentially, this
transplantation attack takes out the code from the system_server or mediaserver
process and builds its own library to avoid directly calling Android APIs.

1.2 Contributions
1.2.1 Aspect-level Behavior Clustering on Browser Extensions
To address the security issues associated with browser extensions, we propose
aspect-level browser extension behavior clustering. System Call Dependence Graphs
(SCDGs) are used as a representation of behaviors for extensions. We then decompose an extension’s runtime behavior into several pieces, denoted as Aspects
of Extension Behavior (AEBs). Similar AEBs of different extensions are grouped
7

into an “AEB cluster” based on subgraph isomorphism. We then build profiles of
AEB clusters for both extensions and categories (of extensions) to detect suspicious
extensions.
Though this work is not the first to apply behavior clustering in the security
field [25, 26], this is still the first attempt to employ it into detecting suspicious
browser extensions, which is a rather different story with others. Overall, this work
makes the following contributions:
• To the best of our knowledge, this is the first study to cluster web browser
extensions based on Operating System level runtime behaviors.
• This is the first attempt to apply symbolic execution into the study of web
browser extensions. By increasing the input space coverage, the detection
rate of suspicious extensions is greatly improved.
• We introduced new methods to address the differentiating of system call
traces between the “host” browser and extensions. This greatly improves the
accuracy of clustering and detection results.
• We dramatically increased the scale of dynamic analysis of browser extensions
from around 20 (extensions per study) in the literature [1, 6, 27, 28] to more
than 1,000 extensions in our study. Although static analysis [10, 11] of over
1,000 extensions can be done in a rather efficient way, dynamic analysis of over
1,000 extensions is a totally different “story”: due to the daunting difficulty
of making dynamic analysis efficient and scalable [6, 27, 28].
• We evaluate our approach atop the Mozilla Firefox browser. The experimental
results using a large amount of training and testing dataset extensions show
that our approach can effectively and efficiently cluster the existing extensions
and detect suspicious ones.
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1.2.2 Identifying Potential Breach of Extensions under Private
Browsing Mode
Browser extensions can breach the private browsing mode, due to the fact that
modern browsers let extensions handle the private data themselves whether under
private browsing mode or normal browsing mode. Although there are some preliminary study on extensions’ compliance with private browsing mode, a systematic
approach has not been proposed to automate the process, nor were any feasible
measures to enhance the private browsing mode in real-world browsers. We identify
an extension compliance with private browsing mode in two aspects: code checking
for private browsing mode in its code and running state checking under private
browsing mode. Static analysis and dynamic analysis are employed to address the
issues in these two aspects, respectively.
Overall, this work makes the following contributions:
• To the best of our knowledge, this is first attempt to systematically define an
extension’s compliance with private browsing mode: code checking for private
browsing mode and running state checking under private browsing mode.
• We build an automated system to examine an extension’s code on checking for
private browsing mode and to check an extension’s running state under private
browsing mode, using static analysis and dynamic analysis, respectively.
• Our approach identifies a large amount of extensions breaching the private
browsing mode whether in code checking or running state checking under
private browsing mode.
• We propose some measures to improve and strengthen private browsing mode
for different commodity browsers in both code checking and running state
checking under private browsing mode.
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1.2.3 Mapping System-level Behavior with Android APIs
We employ system-level behavior analysis on Android applications. Though this
work is not the first to apply system level behavior analysis on Android applications
[29–33], this is by far the first attempt to map system level behaviors with Android
APIs. Our goal in this chapter is not to thoroughly detect malicious applications
which evaded Android APIs. Instead, we intend to build a connection and finally
a mapping between permissions an application declares and the invoked system
level behaviors. This is a basis for further study on detecting possible malicious
applications. Overall, this work makes the following contributions:
• We systematically employ system level behavior tracking on Android applications. Their behavior are dynamically represented by SCDGs.
• To the best of our knowledge, this is the first attempt to map system level
behavior of Android application with Android APIs.
• The mapping between system calls and Android APIs can be further used to
detected malicious applications which try to evade using Android APIs to
conduct malicious actions.

1.3 Outline
The rest of this dissertation is organized as follows. Chapter 2 presents our
approach of aspect-level behavior clustering on browser extensions and its security
implications. Chapter 3 proposes our approach to identify potential breach of
extensions under private browsing mode. Chapter 4 proposes our approach of
mapping system-level behavior with Android APIs. Finally, Chapter 6 summarizes
the dissertation and conclude it.
Chapter 2 is organized as follows. Section 2.2 presents some background
knowledge about extensions and different browser extension systems. Section 2.3
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presents the problems associated with browser extensions. Section 2.4 discuss
the problem statement and behavior representation. In Section 2.5, we propose
behavior clustering based on graph/subgraph isomorphism of system call dependence
graphs, primarily focusing on how we handle four challenges. We briefly shed light
on our implementation in Section 2.5, followed by a comprehensive evaluation
of our approach in Section 2.7. We then discuss some limitations and possible
counterattacks in Section 2.8. Finally, we summarize the related work and draw a
conclusion in Section 2.9 and Section 2.10, respectively.
Chapter 3 is organized as follows. Section 3.1 provides an introduction and
background knowledge on our approach of identifying potential breach of extensions
under private browsing mode. In Section 3.2, issues under private browsing mode
with extensions and the problem statement of this chapter are presented. In Section
3.3, we propose our approach of static analysis and dynamic analysis. Measures
to enhance private browsing mode are also proposed in this section. Experiment
results are presented in Section 3.4. Finally, we summarize the related work and
draw a conclusion in Section 3.5 and Section 3.6, respectively.
Chapter 4 is organized as follows. Section 4.1 provides an introduction about
our approach and the current development of Android. Section 4.2 first gives some
background knowledge on Android system. In Section 4.3, issues associated with
Android applications are presented. We also present the problem statement of
this chapter in this section. In Section 4.4, we propose our approach of mapping
system-level behavior with Android APIs. We then evaluate our approach using
a case study in Section 4.5. We discuss some limitations and future work of our
approach in Section 4.6. Finally, we summarize the related work and draw a
conclusion in Section 4.7 and Section 4.8, respectively.
Chapter 5 draws a conclusion of this dissertation.
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Chapter 2 |
Aspect-level Behavior Clustering on Browser Extensions
2.1 Introduction
Extensions are pervasively supported by commodity web browsers, such as Firefox,
Chrome, and Internet Explorer. With thousands of extensions in webstores, Firefox
add-ons are the most heavily used extensions. It is reported that 85% of Firefox 4
users have installed an extension, with “more than 2.5 billion downloads and 580
million extensions in use every day in Firefox 4 alone” [5].
However, as we will shortly discuss in Section 2, there are three major security
issues associated with those extensions. First, to support the enhanced functionality,
web browsers usually grant the “guest” extensions from third-party with full or
similar privileges as granted to the “host” browsers themselves [6]. This entails
that they can breach the sandboxing policy and the same origin policy. Second,
extensions can hide themselves or even masquerade other legitimate ones to conduct
malicious actions. Third, there lacks a sufficient security management for extensions
among developers, browser webstores, and users.
Protection Requirements. To address these issues, a variety of techniques
have been proposed in the literature; however, existing techniques are still lim12

ited in meeting the following real-world protection requirements: (R1) User data
confidentiality and integrity [27]; (R2) Simplicity and practicality in deployment
and use, which means the approach should not require one to modify the browser
code; (R3) Resilience to code obfuscation/polymorphism and runtime actions of
JavaScripts; (R4) Acceptable overhead to the browser and OS.
Limitations of Prior Approaches. To see the limitations of existing defenses
with respect to these four requirements, let us break down prior approaches into
three classes which we will review shortly in Section 8: (C1) Sandboxing policy; (C2)
Using static information flow analysis to identify potential security vulnerabilities in
extensions [10, 11]; (C3) Using dynamic information flow to monitor the execution
of extensions [6, 27, 28].
We briefly summarize their limitations as follows. (a) Classes C1 and C2
cannot meet R1, as they often have a high false negative rate. (b) Classes C1
and C3 cannot satisfy R2 because they often require browser code modification
or are difficult to deploy in practice. (c) Classes C1 and C2 cannot satisfy R3, as
many obfuscation/polymorphism techniques can evade them. Particularly, static
information flow analysis cannot properly handle dynamic scripting languages like
JavaScript as many runtime actions cannot be determined statically [28, 34]. (d)
Finally, Class C3 cannot satisfy R4 as they usually pose a big overhead.
Key Insights and Our Approach. Motivated by the limitations of existing
defenses and to satisfy the protection requirements, we propose aspect-level browser
extension behavior clustering.
We aim to generate alerts for suspicious extensions based on behavior characteristics. In this dissertation, System Call Dependence Graphs (SCDGs) are used
as a representation of behaviors for extensions. We then decompose an extension’s
runtime behavior into several pieces, denoted as Aspects of Extension Behavior
(AEBs). Basically, each AEB corresponds to a unique (sub)SCDG. We aim to
group similar AEBs of different extensions into an “AEB cluster”. As a result, each
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extension is mapped to a vector of AEB clusters, which we call the extension profile.
On a commodity browser’s webstore, the extensions are organized by categories; so
each category can also be mapped to a vector of AEB clusters, which we call the
category profile.
A key observation is that extensions in the same category have similar behaviors as they implement similar functionality. Hence, the detection of suspicious
extensions is based on the following rationales. First, uniqueness. Each category in
the webstore has a unique functionality. A category’s functionality correlates to a
unique category profile. Second, inclusiveness and exclusiveness. Using a large set of
training extensions, we can build a representative profile for each category, meaning
that most of the legitimate AEB clusters will be included in each category’s profile.
However, a suspicious extension bearing different functionality will generate its
unique vector of AEB clusters, and thus lead to a unique extension profile, which
is not a subset of its category’s profile.
Based on this insight, we aim to help (augment) the human review process, as a
“safety checker”, as follows: whenever a new extension (which might be malicious)
is submitted for adoption by Category C, the reviewers or the end-users can firstly
use our system to map the extension to a particular vector of AEB clusters and
generate this extension’s profile. If this extension’s profile is not a subset of C’s
profile, an alert may be raised. The users or reviewers can then look into it and
decide whether or not to install this extension.
Main Use Cases of Our Approach. In general, there are two primary
concern holders for the usages of detecting suspicious extensions, end-users and
webstores. Our approach can be both used by these two concern holders. The
two main use cases of our approach should be as follows. (a) Webstores can use
our approach to do cost-effective safety check of uncertified extensions submitted
by third party developers; (b) A trustworthy web portal, e.g., one operated by
governments or authoritative organizations, can be set up to allow end-users to
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upload and check the safety of any extensions through simply a couple of clicks.
Though this work is not the first to apply behavior clustering in the security
field [25, 26], this is still the first attempt to employ it into detecting suspicious
browser extensions, which is a rather different story with others. Overall, this work
makes the following contributions:
• To the best of our knowledge, this is the first study to cluster web browser
extensions based on Operating System level runtime behaviors.
• This is the first attempt to apply symbolic execution into the study of web
browser extensions. By increasing the input space coverage, the detection
rate of suspicious extensions is greatly improved.
• We introduced new methods to address the differentiating of system call
traces between the “host” browser and extensions. This greatly improves the
accuracy of clustering and detection results.
• We dramatically increased the scale of dynamic analysis of browser extensions
from around 20 (extensions per study) in the literature [1, 6, 27, 28] to more
than 1,000 extensions in our study. Although static analysis [10, 11] of over
1,000 extensions can be done in a rather efficient way, dynamic analysis of
over 1,000 extensions is a totally different “story”.
• We evaluate our approach atop the Mozilla Firefox browser. The experiment
results using large amount of training and testing dataset extensions show
that our approach can effectively and efficiently cluster the existing extensions
and detect suspicious ones.
The rest of this chapter is organized as follows. Section 2.2 presents some
background knowledge about extensions and different browser extension systems.
Section 2.3 presents the problems associated with browser extensions. Section
2.4 discuss the problem statement and behavior representation. In Section 2.5,
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we propose behavior clustering based on graph/subgraph isomorphism of system
call dependence graphs, primarily focusing on how we handle four challenges. We
briefly shed light on our implementation in Section 2.6, followed by a comprehensive
evaluation of our approach in Section 2.7. We then discuss some limitations and
possible counterattacks in Section 2.8. Finally, we summarize the related work and
draw a conclusion in Section 2.9 and Section 2.10, respectively.

2.2 Background: Web Browser Extensions
2.2.1 What Are Browser Extensions?
A web browser extension is a computer software program dependent on browsers,
whether in installation, execution or running. Different browsers adopt different
extension architecture systems. As a result, depending on specific browsers such
as Internet Explorer, Mozilla Firefox and Google Chrome, the term can be called
Browser Helper Objects (BHO), Add-ons, and extensions, respectively. There are
overall three different types of extensions: classic extensions, language packs, and
themes. Classic extensions are our primary focus as they bear most security and
privacy issues.
Web browser extensions are primarily implemented in scripting languages
(mainly JavaScript), and they also use other higher or lower level languages such
as Java or C++ [35]. As a result, sometimes browser extensions can be called
JavaScript extensions (JSE). HTML, CSS, BHO and other technologies are often
adopted to implement extensions. Based on the required functionality, some
extensions may contain native libraries and call the corresponding APIs so that
they can access to browser resources while other scripts are usually restrained [36].
Extensions are usually platform-independent, which means they can be used under
Windows, Mac OS, or Linux, unless the extensions contain specific native libraries
as stated above.
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Extensions can be installed in different ways: (a) from the web browser’s official
webstores, such as Mozilla Add-ons (commonly known as AMO) and Chrome Web
Store; (b) by other programs, which can install some extensions; (c) via executable
files downloaded from third-parties. Once installed, they will be registered in the
registry file with a unique identification number (ID).
Extensions cannot be confused with plug-ins, whose primary functionality is to
display specific file types or play some media files. Famous examples of plug-ins
include Adobe Flash Player, QuickTime, and Microsoft Silverlight, etc.

2.2.2 Browser Extension Systems
Almost all modern commodity web browsers support extension mechanism. Firefox
and Chrome extensions are the most influential and widely used ones. Besides, Firefox and Chrome have adopted different extension model and security mechanisms.
Firefox extensions favor usability upon security, while Chrome extensions prefer
security to usability. To have a deeper understanding, we shed light on Firefox
extension system and Chrome extension system, respectively.
Mozilla Firefox Extension System. Firefox extensions are primarily composed by the manifest file (registry file and install manifest) and chrome (XUL
file, JavaScript code, CSS files, images, and language packs, etc.). Unlike Chrome
extension system, there is no standalone system for Firefox extensions, as only
one process is maintained by Firefox (except plugins). Fig. 2.1 shows an overview
architecture of Firefox browser and extensions. JavaScript code in the Firefox web
pages, the browser itself and the extensions is all compiled or interpreted by the
Firefox JavaScript engine - SpiderMonkey. The manifest file tells Firefox to load
the overlay and content to execute the XUL file and display them. Some extra
functionality, such as reading the history or visit the local file, should be completed
by calling the XPCOM APIs through XPConnect.
Overall, there is a tradeoff between usability and security in Firefox extensions.
17

Firefox
Extensions

XUL

Extension
JavaScript

Firefox
Chrome

XUL

Browser
JavaScript

JavaScript
Engine

XPConnect

XPCOM

Gecko
Web
Content

Web Content
JavaScript

HTML

Operating System

Figure 2.1: Overview of Firefox browser and extension system architecture.
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Figure 2.2: Overview of Chrome extension system architecture.
With its good usability and functionality, Firefox extensions gain billions of downloads [5]. However, Firefox gives more privileges to extensions, which also poses
more threat to the extension users.
Google Chrome Extension System. In the concern of security, Chrome
extensions run in different processes to avoid breaking down others or the host
browser itself if one extension crashes [37]. Chrome employs a strict sandboxing
policy with not only itself but also its extensions.
Fig. 2.2 shows an overview of Chrome extension system. Basically, Chrome
extension system adopts the concept of separated and reduced privilege. The
extension system can be divided into three different functional parts: content
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scripts, extension core, and native binary code, respectively. Each has a higher
privilege than the previous one, with the native binary code bearing the unrestricted
access to local machine and are not sandboxed by Chrome [38]. They interact with
each other through message passing [38, 39]. Content scripts run in the context of
a web page, and by using DOM, they can process the information of web pages.
Content scripts can get direct access to DOM; however, they have no access to
chrome APIs, and the functions or variables defined by extension core or other
content scripts, unless through message passing [38, 39]. Extension core can get
access to chrome APIs if the permissions field in the manifest file has defined that
function, including bookmarks, cookies, history, tabs, etc. However, they still have
no direct access to the host machine resources. The native binary code is optional
and has unrestricted access to local machine. It interacts with the extension through
the NPAPI plugins, which are not sandboxed by Chrome [38].
Unlike Firefox, which overall has one process, each of the three parts maintains
its own process, and they interact with each other through message passing which
can only contain JSON object [38, 39], complying with the spirit of isolation. If full
privileges are needed, the native binary code access can be defined in the plugins
field of the manifest file.
Overall, Chrome extensions are designed based on the principles of reduced
privilege, separated privilege and multi-pronged isolation [1], though there are still
security issues which we will discuss in later sections.

2.3 Issues Associated with Browser Extensions
Although most webstores have adopted a review process, security management is
still unsystematic [1]. Large amount of extensions can be downloaded from webstores
without sufficient trust or safety scrutiny, which keeps users from differentiating
benign extensions from malicious ones. In this section, we discuss two major
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security issues with extensions, the breach of sandboxing policy for extensions and
the hidden/masquerading extensions.
Breach of Sandboxing Policy. Due to the functionality, some extensions
may contain native libraries and call corresponding APIs so that they can access
browser resources while other scripts are usually restrained [36]. This feature may
expose users to the threat of information leaks. Scripts that run on web pages
conform to certain constraints, e.g., Same Origin Policy (SOP), which prevents
document or script loaded from one site from accessing methods, functions and
properties of a document from a different site [40]. However, extensions can read and
alter web pages, and execute with full or similar privileges as the browser, meaning
that they are not restricted by SOP. Extensions can access the file system via
XPCOM (Cross-Platform Component Object Model) components [41]. With these
privileges, extensions, if malicious, can put users under security risks. For example,
a common practice found in many extensions is using XMLHttpRequest to download
JavaScript or JSON from a remote web site [42]. Once downloaded, extension
authors proceed to “use eval() to decode the string content into JavaScript objects”.
This is dangerous because the decoded JavaScript has full chrome privileges and
can perform unpredictable malicious actions [6, 42].
Hidden and Masquerading Extensions. An extension can hide itself from
the browser’s extension manager via the install manifest or CSS [35]. If an extension
is hidden, users may be unaware that the extension has been installed. Thus, the
extension can do many things it likes without user’s consent or even awareness. It
can steal the user’s credentials, create sockets, and even delete user’s files though
this is rarely seen. Extensions can also hide their behaviors by pretending to be
legitimate ones. One example is FormSpy (2006), which is actually a downloaderAXM Trojan, but masquerades as the legitimate NumberedLinks 0.9 extension. It
can steal passwords and e-banking login details, forwarding them to a third party
web site [43].
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2.4 Problem Statement and Behavior Representation
2.4.1 Problem Statement
Currently, neither webstores nor users can distinguish benign extensions from
malicious ones. Users need a reliable checker to know what exactly an extension
has done and how it deals with the data and personal information. We aim to let
users know this before they install a specific extension through our approach.
Specifically, the problem statement is as follows. First, how to provide detailed
behavior indicators to the users? Second, how to generate alerts based on behavior
characteristics of extensions? Third, how to represent behavior so that meaningful
analysis can be done? This representation should also reflect the functionalities and
features of those extensions. Fourth, how to do the above things in an automatic
way, so that human involvement can be minimized?

2.4.2 Behavior Representation
A proper representation of behaviors for extensions should be determined first. We
represent behavior using a particular graph called SCDG. In our model, the behavior
(of an extension) is represented by a set of disconnected SCDGs. Each SCDG is a
graph in which “system calls are denoted as vertices, and dependencies between
them are denoted as edges” [44]. A SCDG essentially shows the interaction between
a program and its operating system. This interaction is an essential behavior
characteristic of the program [44, 45]. We formally define SCDG as follows [44, 45].
Definition 1. System Call Dependence Graph. Let p be the running program (say
extension). Let I be the input to p. f (p, I) is the obtained system call traces. f (p, I)
can be represented by a set of System Call Dependence Graphs (SCDGs)
Gi = hN, E, F, α, βi, where
• N is a set of vertices, n ∈ N representing a system call
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• E is a set of dependence edges, E ⊆ V × V
• F is the set of functions

S

f : x1 , x2 , ..., xn → y, where each xi is a return

value of system call, y is the dependence derived by xi
• α assigns the function f to an argument ai ∈ A of a system call
• β is another function assigning attributes to node value
In our model, the behavior of an extension has several aspects. We define Aspect
of Extension Behavior (AEB) as follows.
Definition 2. Aspect of Extension Behavior. Let p be the running extension.
G = hN, E, F, α, βi is one SCDG for p. If ∃ G0 ⊆ G such that G0 can represent
what p has done and accessed, we say that G0 is an Aspect of Extension Behavior
(AEB) for p.
An AEB is a subgraph of a SCDG. Each AEB corresponds to a unique
(sub)SCDG. Consequently, the behavior of an extension can be decomposed into a
set of AEBs. Representative AEBs include “bookmark accessing”, “DOM storage
accessing”, “form submitting”, “Cookies reading”, and “Downloading”, etc.

2.4.3 Why Use SCDG and AEB as the Representation of Behavior?
Why System Calls? We perform system call tracing on browser extensions for
several reasons. First, system calls are the only interface between OS and a program,
providing the only way for a program to access the OS services. Second, almost
every attack goal is bundled with OS resources. Hence, for malicious extensions, it
is usually not possible for them to conduct malicious actions without triggering
system calls, even if they use obfuscation or polymorphism techniques [44, 46].
Third, though the attacker can use compiler optimization techniques to camouflage
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an extension, these tricks usually do not change dependencies between system
calls [44]. In addition, system calls can be practically tracked and analyzed, while
giving little overhead to the browser and OS.
Why SCDGs and AEBs? SCDGs are employed based on the following
observation and insight. A single system call trace tells little information about
the overall behavior of an extension directly, as system calls are low level reflection
about the behavior characteristics of a program. A problem occurs how to map
the low level system call traces with application level behavior. An intermediate
representation is required to correlate them. SCDGs can appropriately reflect the
dependencies between system calls. They are the abstraction of a sequential system
calls. To connect SCDGs with application level behavior, we then introduce AEBs
in this dissertation. Based on the definition, every AEB is associated with a unique
(sub)SCDG, while AEBs are the decomposed runtime behavior of an extension.
Hence, SCDGs and AEBs can be employed as an intermediate representation of
behavior for an extension. AEBs thus can act as a difference between benign and
suspicious extensions.

2.5 System Design
2.5.1 Approach Rationale
First, given that most webstores already have a human review process in place for
adoption of new extensions (though it is not sufficient), our goal is to augment
this process and off-shoulder the human reviewer’s workload as much as possible.
Second, we aim to build a system that can differentiate benign extensions from
suspicious ones based on behaviors. An appropriate and accurate representation
of extension’s behavior can reflect the difference of behaviors between benign and
suspicious extensions. Specifically, SCDGs are used to represent the behavior of
extensions in system level. They can act as a distinguishing characteristic between
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extensions. Third, extensions are classified into several categories by extension
webstores, such as Bookmarks, Tabs, and Shopping, etc. A basic observation is
that extensions in the same category have similar behaviors as they implement
similar functionality. SCDGs and AEBs act as the intermediate representation to
correlate the system level behavior tracking and application level behavior. If an
extension has one outlier AEB that all other extensions (in the same category) do
not have, this should be considered as abnormal and suspicious.

2.5.2 System Overview
Fig. 3.3 shows the architecture of our system. It consists of four components:
Dynamic Tracer, SCDG Extractor, SCDG Clustering, and Alert Generator.
Dynamic Tracer. The dynamic tracer is mainly composed of an input resolver
and a trace differentiator. The dynamic tracer tracks the behaviors of both benign
and suspicious extensions in the form of system calls, using the input resolver to
address the input space issue. The trace differentiator is a component resolving the
system call traces of extensions from the host browser.
SCDG Extractor. The SCDG Extractor takes the trimmed system call traces
of each extension as the input, and aims to generate SCDGs for each extension.
It first explores the dependencies between system calls. Then, it identifies objects
and encodes them for the use of the following component.
SCDG Clustering. SCDG Clustering is used to generate AEB clusters. Specifically, we compare the SCDGs using subgraph isomorphism under the restriction
of γ-isomorphism . To increase the efficiency, we also perform several pruning
techniques to reduce the search space and computational complexity.
Alert Generator. The alert generator aims to raise alerts for suspicious
extensions. This component has two primary functionalities. It first builds profiles
for each extension and thereafter the categories. Then, we use the profiles of
categories instead of extensions to detect suspicious extensions.
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Figure 2.3: Architecture of aspect-level behavior clustering on extensions.
Challenges. This system faces several key challenges. The first is the input
space issue. We use an input resolver to overcome this challenge. The second hurdle
is the differentiating of system call traces between the browser and extensions. As
the tracing is conducted per process, we need our tracing to know whether a system
call is invoked by a specific extension or the browser. The trace differentiator is
employed to handle this. The third one is to identify the relevant objects and
encode them when extracting SCDGs. Though exploring dependencies between
system calls is not new, for browser extensions, we have to identify relevant objects
and encode them to formalize the nodes in SCDGs so that we can do additional
pruning techniques in SCDG clustering. A fourth challenge is how to identify
suspicious extensions and raise alerts for them. The profile builder acts as the key
factor to serve the detection of suspicious extensions.

2.5.3 Dynamic Tracing
Dynamic Tracing is a key challenge in our system. The dynamic tracer takes
the browser and extensions as the input, and eventually generates the trimmed
system call traces for each extension. It consists of four smaller components: trace
generator, input resolver, trace differentiator, and the noise filter. In a nutshell,
the trace generator takes the browser and running extensions, and inputs to obtain
the system calls. The inputs associated with the trace generator are generated by
the input resolver to address the input space issue. Trace differentiator is used to
identify whether a system call is invoked by a specific extension in concern. Finally,
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the noise filter can remove the noises to reduce the workload of SCDG extraction
in the following work. In this subsection, we primarily focus on two key challenges
when perform dynamic tracing. We then give a brief introduction to the noise filter.
Input Resolving. A first key challenge for dynamic tracing is known as input
space issue. An input used by a program (value and event, e.g. data read from disk,
a network packet, mouse movement, etc.) cannot always be guaranteed to reoccur
during a re-execution. As a result, an extension will result in a set of execution
paths due to different inputs, while these execution paths cannot be guaranteed the
same during the dynamic tracing. It is very likely that certain malicious actions can
only be triggered under specific inputs (i.e., conditional expressions are satisfied,
or when a certain command is received). If these specific inputs are not included
in the test input space, it is possible that malicious actions can be triggered in a
particular execution path.
However, almost none of the prior approaches related to browser extensions have
taken input space coverage issue into account [10, 11, 27, 28, 46]. There is a need to
automatically explore the input space of client-side JavaScript extensions. Generally,
the input space of a JavaScript extension can be divided into two categories: the
event space and the value space [47]. Rich browser extensions typically define
many JavaScript event handlers, which may execute in any order as a result of user
actions such as clicking buttons or submitting forms. The value range of an input
includes user data such as form field and text areas, URL and HTTP channels.
To address the input space issue, an input resolver (IR) is used based on
dynamic symbolic execution in this dissertation. The IR can be used to “hit” as
many execution paths as possible for an extension. In the IR, symbolic variables
are tracked instead of the actual values. Values of other variables which depend
on symbolic inputs are represented by symbolic formulas over the symbolic inputs.
When a symbolic value propagates to the condition of a branch, it can use a
constraint solver to generate inputs to the program that would cause the branch to
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satisfy some new paths [47].
As our IR is primarily designed based on symbolic execution, we first introduce
how symbolic execution works. Suppose that a list of symbols {ξ1 , ξ2 ...} are supplied
for a new input value of a program each time [48]. Symbolic execution maintains a
symbolic state, which maps variables to symbolic expressions, a symbolic path constraint pc, and a Boolean expression over the symbolic inputs {ξi }. pc accumulates
constraints on the inputs that trigger the execution to follow the associated path.
For a conditional if (e) S1 else S2 , pc is updated with assumptions on the inputs
to choose between alternative paths [49, 50]. If the new control branch is chosen
to be S1 , pc is updated to pc ∧ µ(e) = 0 ; otherwise for S2 , pc is then updated to
pc ∧ µ(e) 6= 0. µ(e) denotes the symbolic predicate obtained by evaluating e in
symbolic state µ. In symbolic state, both branches can be taken, resulting in two
different execution paths. Symbolic execution terminates when pc is not satisfied.
Satisfiability is checked with a constraint solver. For each execution path, every
satisfying assignment to pc gives values to the input variables that guarantee the
concrete execution proceeds along this path. For code containing loops or recursion,
one needs to give a limit on the iteration, i.e., a timeout or a limit on the number
of paths [48–50].
Specifically, the IR includes a dynamic symbolic interpreter that performs
symbolic execution of JavaScript, a path constraint extractor that builds queries
based on the results of symbolic execution, a constraint solver that finds satisfying
assignments to those queries, and an input feedback component that uses the results
from the constraint solver as new program inputs [47]. They are used to generate
values to “hit” as many paths as possible.
On the other hand, a unique challenge for extensions is the event space issue.
Our IR can address the issue of detecting all events causing JavaScript code
execution as follows. First, a GUI explorer will search the space of all events using
a random exploration strategy. Second, an instrumentation of browser functions
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can process HTML elements to record the time of the creation and destroy of an
event handler [47]. Ordering of user events registered by the web page is randomly
selected and automatically executed. The same ordering of events can be replayed
by using random seed. The explorer also generates random test strings to fill text
fields when handlers are invoked [47].
System Call Differentiating. The other big challenge is the differentiating
of system call traces between the browser and extensions. Different browsers have
adopted various extension system mechanisms, posing great challenge to the tracing
of system calls. For Firefox, all extensions and the browser itself are wrapped
into a single process. This poses great challenge to differentiate all the running
extensions from the browser: First, how does one differentiate system calls between
the browser and extensions? Second, how does one differentiate system calls among
various extensions?
To address this, we introduce fine-grained system call tracing. When executing,
extension and browser JavaScript are interpreted by JavaScript Engine and connect
XPCOM through XPConnect. An important issue is extension JavaScript can
access to the resources through browser APIs. Therefore, a possible way is to
track or intercept the functions to distinguish the real callers of system calls. Prior
approaches have been proposed to track those functions [10, 51]. Functions can give
cues with respect to when a function is entered and exited, and where the function
is called from. Through these runtime call tree we can differentiate the system calls
between web browser and extensions.
Specifically, we use Callgrind, which is based on Valgrind [52, 53]. Callgrind uses
runtime instrumentation via the Valgrind framework for its cache simulation and
call-graph generation [54]. It can collect the caller/callee relationship between
functions. It maps a subroutine to the component library which the subroutine
belongs to. Hence, if a subroutine in the execution stack is called from the component
library during the execution of an extension and the browser, it will be marked [45].
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Therefore, it can dynamically build the call graph generated by web browser and
extensions. To increase the accuracy of system call differentiating, we also add a
timestamp for each call. The delay between the time of system call trace and the
timestamp is too small to be counted. The timestamp can help quickly locate the
system call traces of extensions and remove unnecessary system call traces.
To completely remove the interference from other extensions, we tend to run
just one extension while disabling all other irrelevant installed extensions. This
definitely reduces the possibility of parallel processing. However, two reasons can
support this practice. First, each system call tracing occupies very little time, which
we will see it in the evaluation section. Running one extension exclusively will
not reduce much of the speed in our approach. Second, this practice will greatly
improve the accuracy of the system call trace differentiating, serving better in
detecting suspicious extensions in later components.
Noise Filtering Rules. First, we neglect system calls that do not represent the
behavior characteristics we want, e.g., system calls related to memory management,
page faults, and hardware interrupts [44, 55]. We will discuss why we neglect
them in details in the evaluation section. Second, system calls with very similar
functionality are considered the same. For example, fstat(int fd, struct stat *sb)
system call is very much the same as stat(const char *path, struct stat *sb) [44].
Third, failed system calls are ignored [44, 45].

2.5.4 SCDG Extracting
A SCDG is determined by two parts, nodes which are system calls and edges which
are dependencies, respectively. We mainly focus on how to derive dependencies
between system calls and how to do object encoding on nodes.
Dependencies between System Calls. An entry in the system call trace is
composed of a system call name, arguments, return value and time, etc. Obviously,
arguments of a system call are dependent on previous system calls. There are
29

open

read

write

lseek

close

Figure 2.4: Possible dependencies among system calls of file management.
two types of data dependence between system calls. First, there will be a data
dependence if a system call’s argument is derived from the return value(s) of previous
system calls. Second, a system call can also be dependent on the arguments of
previous system calls [46]. Fig. 3.4 shows an example of the possible dependencies
among system calls of file management [56]. System call read is dependent on open
as the input argument of read is derived from the return value of open - the file
descriptor.
In the definition of SCDG, we mention that α assigns function f to ai to a
system call. Here, f is a function to derive dependencies between system calls.
Specifically, for an argument ai , fai is defined as fai : x1 , x2 , ..., xn → y, where xi
denotes the return value or arguments of a previous system call , y represents the
dependence between ai and these return values. If ai of a system call depends on
the return value or arguments of previous system call, an edge is built between
these two system calls.
Objects Identifying and Encoding. A challenge related to node derivation
function β in the definition of SCDG is to identify related objects. In this dissertation,
objects include related OS resources and services, browser resources, network related
services, and files, etc. In Linux, we divide those related objects into an object tree
as shown in Fig. 2.5. Under a particular parent node, each child node represents
an object. From left to right sibling node, each is represented by a natural number
as in Fig. 2.5. Thus, each node can be represented by the numbers from root
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Figure 2.5: Object tree showing related objects and object encoding.
to its parent node and to this node. Hence, each node corresponds to a unique
code, which we call object code. This process is called objects encoding. For each
particular argument ai of a system call, we search it by traversing the object tree
using depth-first-search algorithm. If found, retrieve the object code for ai by
backtracking to the root. Take “Files” in height 3 for example. It will be denoted as
1.4.2, where 1 represents the root, 4 represents the parent object, and 2 represents
the object itself.
We build an object tree and assign each node with an object code primarily for
three reasons. First, each argument of a system call trace usually contains a long
string of characters. Using object code, we can formalize and simplify each node.
Second, simplifying node value can improve the efficiency when doing subgraph isomorphism analysis. Compared with raw node values, checking each node with simple
object code will reduce the time consumption. Fig. 2.5 lists most of the related objects under the browser profile and the extension. Due to space limit, we place some
sensitive objects into others including XU L.m, xpti.dat, urlclassif ierkey3.txt, etc.
Besides node derivation, another important application is using the object tree to
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identify AEBs. Through the object tree, AEBs can be identified by (sub)SCDGs
with real-world meaning related to browser extensions, such as “form submitting”
and “Cookies accessing”.

2.5.5 SCDG Clustering
We use subgraph isomorphism to compare SCDGs and group them into AEB
clusters. We first define some terminology regarding graph isomorphism [44, 45].
Definition 3. Graph/Subgraph/γ−Isomorphism. Suppose there are two SCDGs
0

0

0

0

0

G = hN, E, F, α, βi and H = hN , E , F , α , β i, where dependence edge e ∈ E is
derived from (F, α). A graph isomorphism of G and H exists if and only if there
0

is a bijection between the vertex sets of G and H: f : N → N such that any two
vertices u and v of G are adjacent in G if and only if f (u) and f (v) are adjacent
in H, which is represented as G ' H. Specifically,
• ∀n ∈ N, β(n) = β(f (n)),
0

0

• ∀e = (u, v) ∈ E, ∃e = (f (u), f (v)) ∈ E , and on the contrary,
0

0

0

0

0

0

• ∀e = (u , v ) ∈ E , ∃e = (f −1 (u ), f −1 (v )) ∈ E
Particularly, if
• ∃ H1 ⊂ H such that G ' H1 , we say that a subgraph isomorphism exists
between G and H.
• ∃ H1 ⊂ H such that G ' H1 and |H1 | ≥ γ|H|, where γ ∈ (0, 1], we say that
H is γ−isomorphic to G.
In principle, a large amount of pairs of subgraph isomorphism testing are required.
However, we can perform some pruning techniques to reduce the search space and
computational complexity. First, based on the definition of γ-isomorphism, a
SCDG pair (g, g 0 ) can be excluded if |g 0 | < γ|g|, where g 0 and g are SCDGs from
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different extensions. Second, although subgraph isomorphism is an NP-complete
problem, it has shown that some algorithms are fast in practice, which are based
on backtracking and look-ahead algorithm [44], e.g., the VF algorithm which is
suitable for graphs with a large number of nodes. In this dissertation, we use an
optimized VF algorithm called V F 2 subgraph isomorphism algorithm (refer to
Appendix) to compare SCDGs [57]. Third, SCDGs obtained and optimized are
not ordinary graphs. They bear special characteristics which can help reduce the
computational complexity. We have encoded the nodes to make it more efficient to
perform backtrack-based isomorphism.
After performing the VF2 algorithm, SCDGs will be grouped into different
clusters. Each cluster is called AEB cluster. They are defined as follows.
Definition 4. AEB Cluster. Let P be the training set extensions, Gi be a vector
0

0

of SCDGs derived from pi ∈ P , where (i = 0, 1, 2, ...). If ∃gj ∈ Gi &gj ⊂ gj &|gj | ≥
0

0

0

γ|gj | such that g0 ' g1 ' ... ' gm , where γ ∈ (0, 1], we say that an AEB Cluster is
0

0

0

constructed and represented by hg0 , g1 , ..., gm i.
Each AEB cluster is actually a set of (sub)SCDGs, corresponding to one
particular AEB. As a result, each extension should fall into multiple AEB
clusters.

2.5.6 Alert Generating
So far, we can get the AEB clusters for each extension. However, how these AEB
clusters serve security purposes, namely, detecting suspicious extensions is not
presented yet. Alert generator acts as the last component in connecting those AEB
clusters with extensions and their categories in detecting suspicious extensions.
Specifically, we compare the profile of a to-be-examined extension with the profile
of the category that this extension belongs to. The rationale is that the extension’s
profile should be a subset of its category’s profile.
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We define the profile of an extension as follows.
Definition 5. Extension Profile. For an extension p, AC is the corresponding
vector of AEB clusters derived from behavior clustering. Then, the profile of p can
be represented as hp, ACi.
Following the same spirit, we define the profile of a category as follows.
Definition 6. Category Profile. For a category C in the extension webstore, its
profile is the union of the extensions’ (in category C) profiles, represented as
Sn

i=0 hpi , ACi i,

where pi ∈ C.

In this dissertation, we use the profiles of categories instead of extensions to
detect suspicious extensions. It does not make much sense to directly compare
the profiles of two extensions, even if they are in the same category. None of the
extensions can represent the overall functionality of this category, and thus their
profiles can vary much to some degree.
Therefore, based on the detection rationales mentioned in the introduction
(uniqueness and inclusiveness/exclusiveness), we use profiles of categories correlates
existing categories and AEB clusters to detect suspicious extensions as follows. For
a to-be-examined extension belonging to category C, if its profile is not a subset
of C’s profile, we consider this extension as a suspicious one, and those outlier
AEB clusters are called suspicious AEB clusters. An alert will be raised and those
suspicious AEB clusters will be presented to the users. The users can then look
into these AEB clusters and decide whether to install it.

2.6 Implementation
We implemented a system call tracing tool strace++ based on strace [58, 59].
Strace++ can track the system calls with a given time and filter off the unnecessary
system calls. Our input resolver is primarily based on Kudzu [47]. We modified
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it to employ it on the web browser and generate inputs for strace++. Our trace
differentiator employs Callgrind under Valgrind. We also modified the SCDG extractor Huko under Valgrind. The SCDG extractor constructs SCDGs based on
the following functionality. When a system call of an extension is invoked, it can
construct a new node and dependencies between system calls. The SCDG extractor
then formalizes the node by identifying the objects and encoding them. Thus,
SCDGs can be extracted [44, 45]. We adopted the subgraph isomorphism and
γ-isomorphism based on V F 2 algorithm of NetworkX [60]. The algorithm that we
use is described in Appendix.

2.7 Evaluation
Regarding the 4 protection requirements raised in Section 1, R2 has already been
satisfied due to the design of our system. So we evaluate our system in this section
with respect to R1, R3 and R4. Basically, we have three evaluation goals: (G1)
What is the effect of the input resolving on input space issue? (G2) Whether our
approach can identify suspicious extensions effectively? (G3) Can our approach
perform efficiently and scalably?

2.7.1 Evaluation Environment
Our experiments were performed on a workstation with a 2.40 GHz Quad-core
Intel(R) Xeon(R) CPU and 4GB memory, under Fedora 12. γ is set to be 0.8. We
use Firefox 3.6 as the host browser, as it is one of the most stable versions among
various Firefox versions. We have examined 1,293 extensions in total for training
and testing extensions (including malicious and new extensions).
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2.7.2 What is the Effect of Input Resolving on Input Space
Issue?
Two questions need to be answered to evaluate the effectiveness of our input resolver
(IR). First, will there be a significant increase in execution paths and input after
using the IR? Second, will there be any outliers for execution paths and input
without the IR? If so, is the percentage of outliers acceptable? With the IR, we
can get the times of execution, input, and system call traces. However, without
the IR, we can only get the system call traces. Hence, it is hardly possible for us
to directly compare the times of execution and input. Thus, we can compare the
system call traces as they can directly reflect the times of execution and input.
However, it is still difficult and impractical to compare them among thousands of
them. Therefore, we evaluated our IR by comparing SCDGs as they can also reflect
execution paths and the input to a large degree.
Specifically, we have evaluated our IR from two perspectives based on SCDGs.
First, is there a considerable increase in the total number of SCDGs after employing
the IR? Second, are there any outliers of SCDGs after employing the IR? Table
3.3 shows the results without and with applying the IR on the browser. We have
selected four categories and 72 extensions in total as the representatives. The third
and fourth columns show the total numbers of SCDGs for extensions in the same
category with and without the IR. On average, there is a significant 54.8% increase
in the total number of SCDGs after using the IR. On the other hand, if a SCDG
before using the IR is not included in the set of SCDGs after using the IR, we call
it an outlier. The last column shows the total number of outliers for each category.
On average, 0.4% of previous SCDGs are outliers, which we think is a very small
amount of percentage. Outliers are most likely caused by the different parameters
of graphs. This basically does not impact much on the follow-up clustering as
we use γ-isomorphism. Not only can our IR increase the total number of SCDGs
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Table 2.1: Comparison on Input Space with and without IR
Category

# of ext.

alert
15
bookmark 19
download 18
shopping 20

# of SCDGs w/o
IR

# of SCDGs w/ IR

outlier

454
720
623
640

670
1064
1085
956

3
5
2
0

substantially, but it can also control the outliers in a very small range.

2.7.3 Can Our System Identify Suspicious Extensions Effectively?
To evaluate the effectiveness of our system in detecting suspicious extensions, we
first present the training extensions dataset and the clustering results. We then
use the testing extensions to evaluate our system.
What does the Training Dataset Look Like?

In total, we extract

SCDGs for 1,107 training set extensions. Table 2.2 shows the training set statistics
for each category we examined. There are more than ten categories for Firefox
extensions; however, we choose 8 categories from them based on the following
criteria: downloads and representative categories for malicious extensions.
The unfiltered system call traces (SCTs) we obtained vary from 70,000 to
200,000. Based on our filtering rules, the average percentage of filtered SCTs is
32.4%. Here, we find that up to 98.4% of the filtered system calls related to memory
management belong to the browser other than extensions. So it is impractical and
makes little sense to include the memory management system calls in our dynamic
tracing. The training dataset clearly shows that our trace differentiator can greatly
decrease the SCTs for an extension, which is only 17.2% of the filtered SCTs. In
the training set, each SCDG usually has hundreds of nodes and edges. Fig. 2.7
shows some sample SCDGs extracted from one famous Firefox extension FoxTab.
These SCDGs are obtained during the start time of FoxTab, not a complete running
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Table 2.2: Training Set Extensions Statistics
Category

alert

bookmark

download

feed

privacy

social

shop

search

# of ext.
# of avg.
raw SCT
# of avg.
SCT filt.
# of avg.
ext. SCT
# of avg.
SCDG
# of AEB
cluster

135
132,146

154
130,545

103
172,208

150
112,062

130
102,865

150
143,066

145
154,971

140
146,053

89,205

90,416

112,782

71,628

72,386

93,052

110,495

98,821

15,220

17,832

21,435

14,451

11,890

13,547

16,155

16,072

44

58

56

61

45

42

51

52

46

53

44

55

48

43

47

56

N11(close, 1.4.2.4.8)

N10(lseek, 1.4.2.34.8)

N9(fstat, 1.4.2.4.8)

N8(access, 1.4.2.4.8)

N7(fcntl, 1.4.2.4.4)

N5(lseek, 1.4.2.4.4)

N3(fstat, 1.4.2.4.4)

N2(open,1.4.2.4.4)

N1(stat, 1.4.2.4.4)

N6(stat, 1.4.2.4.4)

N4(fstat, 1.4.2.4.4)

Figure 2.6: One sub-SCDG (also “DOM Storage Accessing” AEB cluster) extracted
from the extension FoxTab.

period. Note that to make it clear, the node are not encoded. We can see that it
contains many nodes and edges. Fig. 3.5 is a subgraph of the SCDGs from FoxTab
with encoded node. It clearly shows the attributes of each node and dependencies
between nodes. Take the first node N 1(stat; 1.4.2.4.4) as example. The system call
stat with the code 1.4.2.4.4 means Chrome accessing. Usually, for each particular
extension, there are 30 to 80 SCDGs if excluding repetitions.
What do the Clustering Results and Category Profiles Look Like?
We then compare SCDGs using subgraph/γ-isomorphism. We finally aggregated
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Figure 2.7: Sample SCDGs extracted from the extension FoxTab before encoding.
SCDGs into AEB clusters. Fig. 3.5 also shows a member subgraph of the “DOM
Storage Accessing” AEB cluster for Foxtab. This AEB cluster includes hundreds of
SCDGs, one from each extension, as many extensions need this AEB to access the
DOM storage. If one SCDG or sub-SCDG is the only one in this category after
clustering, we will manually check whether it is a malicious one to guarantee the
ground truth of the training set.
Based on the definition of category profile, each category can be mapped to a
vector of AEB clusters. Table 2.2 shows that each category usually has a number of
AEB clusters from 30 to 60. For example, for “Download” category profile, the AEB
clusters are as follows: “chrome context accessing”, “language pack retrieving”, “file
system checking”, “webappstore.sqlite accessing”, “webappstore.sqlite modifying”,
“nsIXMLHttpRequest”, “nsIHttpChannel”, “socket opening”, “nsIDownloader accessing”, “DOM Storage accessing”, “nsIInputStream”, “download.sqlite opening”,
and “download.sqlite modifying”, etc.
What does the Testing Dataset Look Like? There are 186 extensions in
our testing set, including 8 existing malicious extensions and 1 malicious extension
written by us. Table 2.3 shows the statistics. There is a slight difference in the
number of AEB clusters between training set and testing set. So are there any
suspicious AEB clusters that deviate from the category profiles?
What are the Resulting Suspicious AEB Clusters? To answer this
question, we use our detection rules to examine the AEB clusters of those extensions.
Fig. 2.8 clearly shows a comparison between the training set and testing set in the
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Table 2.3: Testing Set Extensions Statistics and Results
Categories alert

bookmark

download

feed

privacy

social

shop

search

# of ext.
# of avg.
ext. SCT
# of avg.
SCDG
# of AEB
cluster

20
16,925

25
17,946

24
22,531

25
16,013

25
10,462

22
9,952

25
13,674

20
11,895
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50
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Figure 2.8: The number of AEB clusters for training set and testing set including outliers.
number of AEB clusters corresponding to each category. Most AEB clusters of the
testing set belong to the category profiles. However, 7 of 8 categories have outliers,
namely suspicious AEB clusters. On average, there are 6.0% of suspicious AEB
clusters in the testing set.
Table 2.8 presents the detailed information for 5 extensions, including 4 existing
malicious extensions and 1 malicious extension written by us. Note that the
extensions in Table 2.8 do not represent all the detection results. They are just 5
of 10 extensions which are detected as suspicious. Facebooker is said to provide
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Figure 2.9: AEB clusters for Foxtab extension.
status updates to users; however, in the back end, it can download files stealthily.
Let us analyze the results shown in Table 2.8. The column of “suspicious AEB
clusters” shows the suspicious AEB clusters presented to the users. The suspicious
AEB clusters of FormSpy and FFsniFF are “form action”, “form submission”,
“formhistory.sqlite accessing”, and “nsIHttpChannel”. Particularly, for FormSpy,
“ID masquerading” is detected as suspicious by the system. As mentioned before,
FormSpy would forward sensitive information the user submitted to a third party
web site. Similarly, FFsniFF can find form and send it to a specified email. The
suspicious AEB clusters for FireStarterFox are “data submission” and “unknown
URL injection”. FreeCF is posted as a shopping coupon, but actually it can cause
Facebook scams. Its suspicious AEB clusters are “script loading” and “unknown
server accessing”. For the extension written by us, Facebooker is successfully
detected as a suspicious one with suspicious AEB clusters “unknown downloads”,
“downloads.sqlite opening” and “nsIDownloader Accessing”.
False Negative and False Positive Analysis. In the testing set, 10 exten-
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Table 2.4: Results of 5 Example Extensions Drawn from Testing Set.
Testing set

version

SCDG

category

suspicious AEB clusters

FormSpy

N/A

24

bookmarks

FFsniFF

0.3

14

privacy

FireStaterFox
FreeCF
Facebooker

1.0.2
0.1
1.0

17
12
19

search
shop
social

ID masquerading, form submission,
nsIHttpChannel, form action, formhistory.sqlite accessing
form action, form submission, nsIHttpChannel, formhistory.sqlite accessing
data submission, unknown URL injection
script loading, unknown server accessing
downloads, nsIDownloader accessing, downloads.sqlite opening

sions are detected as suspicious ones, while the other 176 extensions are regarded
as benign with no suspicious AEB clusters. Among the 10 suspicious extensions, 8
are the malicious extensions we provided, 1 is the malicious extension we wrote.
To thoroughly evaluate the false negatives, we manually examined the remaining
176 extensions. Basically, as most of them are small programs, we examine the
source code and compare them with the functionalities they claim. So far, we find
them benign with no malicious actions. This means all the 9 malicious extensions
are detected without any false negatives, meaning the false negative rate is
0% using the test set, demonstrating the effectiveness of our system on detecting
suspicious extensions. This is reasonable, as a large pool of training extensions
enable more accurate clustering results.
However, in the results, 1 of the suspicious-regarded extensions is actually a false
positive after we manually check the source code. We examine it on the webstores,
and find that it bear a distinct feature. It belongs to more than one category with
a larger range of functionalities (this is possible, but not many). Specifically, the
extension named MailAlert belongs to both Alert and Feed categories. It provides
mail account alert and news feed. Consequently, this extension’s profile may not
be the subset of the Alert category profile. In this case, a false positive may occur
as our detection rules are restrictive when MailAlert is regarded as only belonging
to the Alert category during detecting. Though the false positive rate seems a
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Figure 2.10: Avg. time consumed by the eight categories during the first three components.

little higher (10%) in our testing, it is not the real case for the webstores, as only
less than 1% of extensions belong to more than one categories. In fact, we provide
two alternatives to address this issue. Before examining an extension, we first
check whether it belongs to more than one categories or not. If so, we examine it
combining all the category profiles it belongs to. Basically, this is the primary and
regular approach as done with other extensions, which can eliminate most of the
false positives. In addition, manually checking its code can reduce the false positive
sharply while this practice is not recommended as the first alternative can satisfy
the basic requirements.

2.7.4 Efficiency and Scalability
We tend to provide a cost-effective online service for both helping the certification
of webstores and the safety check of any extensions submitted by public users.
Hence, we discuss the efficiency of our approach, specifically, the time consumed
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when employing each component. Fig. 2.10 shows the average time consumed by
eight categories during dynamic tracing, SCDG extracting, and SCDG clustering.
Each category corresponds to one in Table 2 from left to right. Dynamic tracing
takes up to 48.4% of the total average time, which is 56.5 seconds on average for all
the categories. SCDG extracting and SCDG clustering cost 32.9 seconds and 27.3
seconds on average, respectively. The total consumed time for the three evaluated
components is 116.7 seconds on average, which is a reasonable time performance.
For the profile building and detecting, it is usually very natural and easy once
we have completed the previous work. As a result, the time consumed by them
can be neglected. Hence, our approach can be efficiently used to detect suspicious
extensions for the use of both end-users and webstores.
Scalability is another important factor to evaluate the detection approach. Unlike
other dynamic analysis approaches, our approach can scale from 20 extensions
to over 1,000 extensions, due to several reasons: (a) the symbolic executions of
multiple extensions are independent of each other, so they can be done in a parallel
manner; (b) the system call tracking of multiple extensions are to a large extent
independent of each other; (c) although the VF2 algorithm has an exponential
complexity, which does not directly indicate superb scalability, our experiments
show SCDG clustering consumes the least amount of absolute time.

2.8 Discussion and Limitations
There are several limitations and counterattacks while employing behavior clustering
into detecting suspicious extensions. First, although we have a fine-grained technique
to differentiate system call traces between the browser and running extensions, it
is still possible that we mix system call traces between them. Let us take a clear
look at the two possible mistakes. The first possibility is that system call traces
of the running extension may be treated as the browser’s. This may eliminate
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some SCDGs for this single extension. We use a large number of extensions in the
same category to build the category profile instead of each extension; hence, the
first possibility can rarely affect the detection results. The other possibility is that
system call traces of the browser may be treated as the running extension. However,
when extracting SCDGs from the set of system call traces for this extension, most
of the mistaken ones will be excluded. Therefore, this possibility also affects little
on SCDG extraction.
Second, as a common limitation for system call tracing, it is not applicable
if the running program invokes no system calls. This is possible for some simple
extensions such as some arithmetic operations [44]. However, this rarely happens
on malicious extensions, as most malicious actions would invoke system calls.
Third, one may consider developing a malicious extension that implements its
behaviors in a different way to evade the system. However, such kind of mimicry
attack is very difficult to implement. In our SCDGs, each node separates itself
from other nodes through two things: system call name and object code. To make
a successful mimicry attack, the attacker needs to mimic not only the system call
name, which is sometimes quite easy [61], but also the object code. Most malicious
extensions have to access objects that are different from those accessed by others
in the same category. Hence, some object codes must be different and so are some
nodes in some SCDGs. On the other hand, the attacker can always let extensions
do more, i.e., accessing more objects than needed. In this way, a malicious extension
can access the objects accessed by the others in the same category. However, this
kind of “object mimicry attack” usually cannot satisfy the attacker’s requirements.
In addition, to successfully mimic an attack, the attacker also needs to consider the
dependencies besides nodes. Even if several system calls are reordered, it cannot
change the results of SCDGs and subgraph isomorphism as we use γ-isomorphism
to cluster extensions.
Finally, our system has a limitation when malicious extensions inject JavaScript

45

into pages rather than carrying out malicious actions directly. Currently we do
not track those injected JavaScript pages, so we do not know whether they have
done some malicious actions or not. However, in future work, our system can be
modified to first identify possible injections and then track both the injections
and extensions. As many of the injections relate to “alerting” a new window, an
injection of “url” or “image”, accessing the cookies, etc, the system should pay
particular attention to them to detect possible malicious actions.

2.9 Related Work
Many prior work that constrains our work has been done with respect to the security
of untrusted browser extensions. Extensions usually are reviewed and tested in
a particular system before they are published in webstores. However, this review
is too coarse-grained and lacks a comprehensive test. Bunches of work have been
conducted to address the security issues associated with extensions.

2.9.1 Sandboxing Policy
Many browsers like Mozilla Firefox and Google Chrome now tend to restrict some
of the extension’s privileges, introducing in the sandboxing policy. In Firefox,
they use evalInSandbox() as the sandbox system. JavaSript code evaluated by
evalInSandbox() will always execute with restricted privileges, as on a normal web
page [62]. However, there are still security issues with this sandbox system. It is
reported on Mozilla official site that “there is potential for security problems to
arise when using evalInSandbox() if relying on the properties of an object resulting
from code executed in the sandbox” [62].
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2.9.2 Static Analysis
Static analysis is used to identify malicious extensions via analyzing JavaScript code
statically including objects and functions without executing the programs [10, 11].
Bandhakavi et al. [10] proposes VEX to exploit the extension vulnerabilities using
static analysis. They describe several flow patterns as well as unsafe programming
practices, particularly regarding some crucial APIs, which may lead to privilege
escalation in JavaScript extensions. VEX analyzes extensions for these flow patterns
using context-sensitive and flow-sensitive static analysis. This approach can address
some crucial security issues. However, it is very difficult to employ this on dynamic
scripting languages like JavaScript in extensions. A well-known example is the eval()
statement in JavaScript that allows a string to be evaluated as executable code.
Without knowing the runtime values of the arguments to the eval() expressions, it
is very difficult to determine runtime actions of the scripts [28, 34]. On the other
hand, static analysis may not work if obfuscation techniques are used by attackers.

2.9.3 Dynamic Analysis
Consequently, recent efforts have been employed using runtime monitoring and
tracking as these techniques can avoid the static analysis pitfalls [6, 28, 63]. Several
methods have been proposed using runtime monitoring, including tainting XPCOM
calls, and monitoring sensitive APIs and resources.
Dhawan et al. [6] implement a system called Sabre to monitor the JavaScript
execution. They enumerate all the sensitive resources and low-sensitivity sinks.
Sabre associates one label with each JavaScript object in the browser and extension.
Objects that contain sensitive data will be labeled differently with those containing
low-sensitive data. The system will propagate labels as objects are executed and
modified by extensions. An alert will be raised if an object containing sensitive
data is accessed in an untrusted way or by a suspectable object.
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Ter Louw et al. [28] implement a new tool called BROWERSPY to monitor
XPCOM calls so that every time an extension accessing XPCOM is monitored and
controlled by policies defined in the execution monitor. However, the overhead
caused by the runtime monitoring sometimes can become a headache to the browser.
In addition, XPCOM level monitoring is too restrictive and can disable some useful
and normal XPCOM calls [6].

2.10 Conclusion
We propose a new approach of aspect-level behavior clustering in detecting suspicious
extensions. We use SCDGs and AEBs derived from system level tracking to represent
behavior characteristics of extensions. We then create profiles for both extensions
and categories in the use of identifying suspicious extensions and raising alerts. We
evaluate our system atop a real-world web browser with a large set of extensions
including malicious ones. The experimental results show the effectiveness and
efficiency of our system in detecting suspicious extensions.
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Chapter 3 |
Identifying Privacy Breaches Caused
by Browser Extensions under Private Browsing Mode
As a newly supported technology, private browsing mode (PBM) is attracting
more and more users. Private mode, privacy mode, or private browsing are all
synonyms of PBM. It is also called differently in different commodity browsers,
such as Incognito in Google Chrome, InPrivate Browsing in Internet Explorer, and
Private Browsing in Mozilla Firefox. However, the functionality of private browsing
mode is not that different. Fig. 3.1 shows how to open a private browsing session
in Firefox. Currently, most commodity browsers like Firefox and Chrome support
per-window private browsing to ensure that private browsing data will a proper
isolation with normal browsing sessions. Fig. 3.2 shows a newly opened private
browsing window in Firefox. As stated in this figure, PBM disables web browsers
from storing private browsing data, including but not limited to browsing history,
cookies, cache web content, form entries, and passwords.
The implementation and functionality of PBM have considerably been improved
in just a few years. Browser extensions can greatly undermine PBM in various ways,
however. For example, during a PBM session, no browsing data can be written to
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Figure 3.1: Opening a private browsing window in Firefox 26.0.

Figure 3.2: A private browsing window in Firefox 26.0.
disk, and all of this data must be cleared when Firefox exits the PBM session [9].
In fact, extensions in Firefox can store or handle data without the impact of PBM.
Therefore, it is necessary to propose a comprehensive approach to identify the
breach of extensions under PBM.
The rest of this chapter are organized as follows. We first give an introduction
to this chapter in Section 3.1, followed by the current issues caused by browser
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extensions under PBM in Section 3.2. In Section 3.3, we present our approach to
deal with potential privacy breaches caused by extensions under private browsing
mode. Implementation is briefly introduced in Section 3.4. We then show a
comprehensive evaluation of SoPB in Section 3.5. Limitations and applicability
are discussed in Section 3.6. Finallu, we summarize the related work and draw a
conclusion in Section 3.7 and Section 3.8, respectively.

3.1 Introduction
Modern commodity web browsers provide a customizable environment to run web
apps, access personal information, and manage login credentials, etc. Historically,
web browsers store information such as form entries, passwords (if authorized by
the user), cookies, web cache, etc. The stored information is always a privacy
concern. Recently, web browsers have provided a feature denoted “Private Browsing
Mode” (PBM) to partially address this concern. Mozilla Firefox, Microsoft IE, and
Google Chrome all supports this mode, though they denote it in different terms,
i.e., “Private Browsing”, “InPrivate Browsing” and “incognito mode”, respectively.
Under PBM, web browsers do not store some private browsing data in the disk,
including but not limited to browsing history, cookies, cache web, form entries, and
passwords [64]. Essentially, PBM has two goals. First, no history should be stored
on a user’s computer during PBM [65]. For example, a family member should not
know the sites one visited under PBM using the desktop shared by his/her family.
Second, hide one’s identity during PBM. This could have several benefits. For
example, it will be more difficult for a remote attacker to steal the user’s personal
credentials thus reducing the security threat. Another surprising benefit is that
users could save more money under PBM. Many web sites learn a user’s interests
by storing one’s browsing session information. For example, through a user’s search
history, an airline may rise up the price next time he/she searches it to persuade

51

him/her to make the purchase now. While under PBM, one might see a surprising
lower price! Hence, it is reported that a significant number of people (20%) use
PBM [66].
However, there is a major privacy issue with PBM. As the most popular
customization, browser extensions pose a great threat to PBM. It is reported that
85% of Firefox users have installed at least one extension, “with more than 2.5
billion downloads and 580 million extensions in use every day in Firefox 4 alone” [5].
Nonetheless, all major browsers do not control how extensions handle personal data,
nor do they provide sufficient support or mandatory development kit for extensions
under PBM. When the PBM window is activated, the privacy protection is weak in
the sense that browser extensions may do something inappropriately. First, some
private browsing data generated under PBM are not properly handled. Second,
extension related data under PBM are ignored by the browser. We will discuss
details on the privacy breaches caused by extensions later in Section 3.2.
Prior Works. Prior works primarily focus on how to identify violations of
PBM. There are just few studies on it [65, 67]. G. Aggarwal et al. proposed a tool
ExtensionBlocker to let users run extensions safely during PBM [65]. However,
this tool simply disables all unsafe extensions from running. B. S. Lernera et al.
proposed a static type system to verify extensions’ compliance with PBM. This
static analysis unfortunately leaves some security holes that need to be filled. It
cannot ensure that all privacy breaches are identified and let alone stop privacy
breaches of browser extensions.
Key Insights and Our Approach. Motivated by the limitations of existing
works dealing with browser extensions, we propose an approach to identify and stop
privacy breaches under PBM for browser extensions [68]. Our approach is based
on the following three insights. (1), Commodity browsers provide PBM guidelines
for developers. The usual practice is that browser programmers follow these PBM
guidelines. But many if not most extension developers forget or do not care that

52

much about the PBM programming guidelines (e.g., using PBM flag) [67]. This
is the primary reason for privacy breaches caused by extensions even when they
are running in PBM mode. (2), A privacy breach is technically caused by two root
causes: one is privacy-harming disk operations; second is forgetting to wipe out
the in-memory private data. (3), The two root causes can be identified through a
combination of dynamic analysis and symbolic execution. In particular, System
Call Dependence Graphs (SCDGs) can be used to identify the two root causes.
But there are several challenges, such as input space issue and system call traces
differentiation between browser and extensions.
Based on these insights, we proposed an approach to identify and stop privacy
breaches caused by browser extensions. In a nutshell, our approach has two steps.
Step 1, we obtain extensions’ behavior via a combination of system level tracking
and symbolic execution. This step will result in some privacy breach patterns for
any extension that causes private data leakage. Step 2, the extensions will then be
instrumented to stop privacy leakage using the identified patterns. In step 1, SCDGs
are generated as a representation of behaviors for extensions. SCDGs can clearly
describe disk operations and in-memory private data activities. State transition
diagrams are used to identify potential privacy breaches. In a combination of state
transition diagrams and SCDGs, we can generate the privacy breach patterns caused
by some extensions, which are essentially sub-graphs of SCDGs. These privacy
breach patterns will then be employed in step 2 to instrument those extensions so
as to stop the corresponding privacy leakage. Two alternatives are introduced for
extension instrumentation: disabling storing private browsing data under PBM
and/or clearing temporarily-stored private browsing data when the last PBM
window is to be closed. After instrumentation, extensions can then be installed
and used by users.
Main Use Cases of Our Approach. Our approach can be used in two ways.
First, extension repositories can use it to do safety check of uncertified extensions
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submitted by third-party developers. Second, a trustworthy web portal can be set
up to allow users to upload and check the safety of any extensions. Extensions are
analyzed via a combination of dynamic analysis and symbolic execution. Based on
the definition of privacy breaches, this will result in some privacy breach patterns
if exists. The extensions will then be instrumented to stop the privacy leakage
using the identified privacy breach patterns. After the two things are done, the
instrumented extensions can be installed on the browser side. Users can then freely
use them without the concern of privacy breaches.
Contributions. Our approach is not to replace the current private browsing
module used by web browsers. Instead, we aim to complement the module and
enhance the privacy protection against problematic browser extensions. Overall,
this work makes the following contributions:
• We identify two root causes of privacy breaches caused by extensions: privacyharming disk operations and forgetting to wipe out the in-memory private
data.
• We systematically employ system level behavior tracking on extensions. Their
behavior are dynamically represented by SCDGs, through which we can
identify privacy breach patterns caused by extensions.
• This is the first attempt to stop privacy breaches caused by extensions under
PBM through instrumentation. Two alternatives are proposed to instrument
extensions which have caused privacy breaches.
• We implemented a prototype called SoPB. We evaluated our prototype on
top of the Firefox browser with 1,912 extensions. The experimental results
show that we can effectively identify and stop privacy breaches caused by
browser extensions, with no false negatives and almost negligible performance
impact.
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Table 3.1: How private browsing data handled by PBM?
Information
Internet Explorer Chrome Firefox
Safari
Extension related data Disabled by default, can be
Enabled by default
enabled individually
Cookies
Kept in memory in PBM, cleared when exits
Stored on disk/memory in PBM, deleted when exits
Temp Internet files
Not stored
Webpage history
Passwords
Not stored
Kept in memory in PBM, cleared when exits
Download List entry
DOM storage
Kept in disk in PBM, cleared when exits
Form/search bar entry
Not stored

3.2 Issues with Browser Extensions under PBM
3.2.1 Private Browsing Data
Before we discuss the possible privacy breaches of PBM caused by browser extensions,
let us first define what is private browsing data. Based on the PBM guidelines [69],
the meaning of “private browsing” is informally defined through some data not
being stored on local disk or any local storage. Based on this, we define Private
Browsing Data as follows. During a PBM browsing session, certain private data
(Family I) is not supposed to be generated. In addition, although the other private
data (Family II) can be generated during a PBM session, such data should not
be put onto the local disk. Putting Family I and Family II together, we get the
definition of Private Browsing Data [64, 70–72]. Table 3.1 lists the pre-specified
private browsing data types [64, 70–72]. For example, cookies and browsing history
are considered as private browsing data. However, as stated in [64, 69], a file
downloaded from a remote server or a bookmark added during a PBM session are
not defined as private browsing data.
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3.2.2 Privacy Breaches of PBM Caused by Browser Extensions
Since developers of the browser code will follow the PBM guidelines, we focus on
the private browsing data accessed by the extensions (typically extensions conduct
read and write operations on these data; the data are typically not generated by
extensions). In the current PBM system model, the PBM window and the public
window execute the same piece of code. A particular value returned by a global
function tells whether the current window is PBM or normal session. Let us take
Firefox as an example.
Firefox has two different versions in supporting PBM. Before Firefox 20, Private
Browsing Service is used to support PBM. [@mozilla.org/browser/privatebrowsing;1] is
the contract ID for this service [73]. The API nsIPrivateBrowsingService is supported
to access this service [74]. In this API, the attribute privateBrowsingEnabled is
declared to get the current status of the private browsing service [14]. The following
code shows how to get the attribute privateBrowsingEnabled [14, 74].
var inPrivate = Components.classes["@mozilla.org/privatebrowsing;1"].
getService(Components.interfaces.nsIPrivateBrowsingService).
privateBrowsingEnabled;
Since Firefox 20, per-window PBM is introduced to store and access data with
public user data from a separate window [75]. A module PrivateBrowsingUtils.jsm
is imported to handle private browsing data under PBM. There is a function called
isWindowPrivate(window) (or isContentWindowPrivate() in latest Firefox versions) in this module determining if a given DOM window is private [75]. The
following sample code shows how a developer can use this function. The return
value of the function isWindowPrivate(arg) is then used to separate private mode
from public mode [75].
Components.utils.import("resource://gre/modules/PrivateBrowsingUtils.jsm");
if (PrivateBrowsingUtils.isWindowPrivate(window))
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{
...
}
else {
...
}

PBM Guidelines. Overall, the browser code is carefully implemented to
support PBM. A basic PBM guideline is quoted as follows: “It is not acceptable
for an extension that records things like URLs or domains visited to even offer
the option to opt out of private browsing mode” [69]. This can be elaborated into
two primary PBM guidelines. Guideline I: Disk operations involving private data
should be strictly controlled. In addition, the generation of certain private data
should also be strictly controlled. Guideline II: Extensions should check whether
the current window is under PBM (flag checking) whenever private browsing data
is accessed. However, neither of these two guidelines are fulfilled by many existing
extensions.
Privacy breaches we are and are not dealing with. There are two primary
types of privacy breaches associated with extensions, (I) putting private browsing
data onto local disk/storage, and (II) transferring private browsing data to a remote
computer. Based on the two PBM guidelines, a privacy breach concerned by PBM
is actually type I only. The privacy protection of PBM is “only on the local
computing device as it is still possible to identify frequented websites by associating
the IP address at the web server” [76]. PBM guidelines do not explicitly require
any protection of type II. PBM is specifically designed to disable the storing of
some private browsing data “on the local computing device” [71]. Therefore, in
this dissertation we only focus on type I. Type II is out of the scope of this work.
Hence, we define a privacy breach as follows.
Definition 7. Privacy Breach. Let p be a running extension. Let D be the private
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browsing data accessed by p during a PBM session. If ∃d ∈ D do not fulfill Guideline
I and Guideline II, we say that there is a Privacy Breach caused by this extension
p.
For example, when browsing inside a PBM window, the browser code will disable
putting any cookie on the disk. Even if the window is closed, the cookie will not
be put onto the disk. During the whole PBM session, the disk is not supposed to
hold any cookie data. It is possible that in-memory cookie data could be sent by
a malicious extension to a remote server; however, this is not a concern of PBM.
Any unauthorized transfer or retrieval of data from a computer or server over the
Internet or other network is regarded as data exfiltration, not PBM related privacy
leakage [77].
A primary reason that extensions cause privacy breaches is that “PBM does
not magically handle what your extension does in saving browsing history data;
that is the job of each extension” [14]. All major browsers do not control how
extensions handle private browsing data. From Table 3.1, we can see that most
private browsing data are properly handled (deleted or not stored) during PBM.
However, extension related data are not properly dealt with whether extension are
disabled by default or not. There are two major ways for an extension to violate
PBM guidelines. First, extensions do many disk harming operations, e.g. storing
cookies and passwords, generating new files, etc. Second, extensions can maintain
their own profiles (store data and files an extension needs to run), which are not
properly handled when the PBM session is ended.
Another reason is that browsers cannot simply disable all extensions under
PBM. Otherwise, the usability is lost too much to tolerate. A key observation is
that users need some extensions to run during PBM. For example, most users do
not want to disable the extension AdBlock during PBM, one of the most popular
extensions helping users block pop-up ads. In Firefox and Safari, all extensions
are enabled during PBM [64, 72]. While in Chrome and Internet Explorer, all
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extensions are disabled by default during PBM; however, users can re-enable them
individually [65, 70, 71]. All (re-)enabled extensions may violate PBM guidelines.
A third reason is that extension developers do not follow the PBM guidelines.
Some extension developers even do not know changes are needed to comply with
PBM guidelines [67]. Even if they know, do they know how to make changes to
extensions? An Add-on SDK maintained by Jetpack Project for Firefox extension
developers does offer some PBM related APIs [78]. However, as shown in our
evaluation (Section 3.5), only a small percentage of extensions use this SDK.
Besides, the results also show that even the SDK cannot ensure full compliance
with PBM, let alone without the SDK.

3.3 Our Approach to Deal with Privacy Breaches Caused
by Extensions
Prior static analysis approaches leave some security holes when checking whether
PBM guidelines are fulfilled. Inspired by this, can a combination of dynamic
analysis and symbolic execution fill these security holes? This can be elaborated as
follows. (1) Given an extension, can we find out the potential privacy breaches of
this extension? (2) If there is a privacy breach caused by this extension, can we
instrument this extension based on what we learned from the analysis to stop the
privacy breaches?

3.3.1 Behavior Representation of Browser Extensions
As aforementioned, an extension’s behavior can be represented by using a particular
graph called SCDG, specifically, a set of disconnected SCDGs. Each SCDG is a
graph in which “system calls are denoted as vertices, and dependencies between
them are denoted as edges” [44, 45]. A SCDG essentially describes the interaction
between a running program and the operating system. This interaction is an
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essential behavior characteristic of the program [44]. In this dissertation, SCDG is
defined as follows [44, 45, 79].
Definition 8. System Call Dependence Graph. Let p be a running extension.
Let I be the input to p. f (p, I) is the generated system call traces. f (p, I) can
be represented by a set of System Call Dependence Graphs (SCDGs)

Sn

i=0

Gi :

Gi = hN, E, F, α, βi, where
• N is a set of vertices, n ∈ N is a system call
• E is a set of data dependence edges, E ⊆ N × N
• F is the set of functions

S

f : x1 , x2 , ..., xn → y, where each xi is a return

value of system call, y is the dependence derived by xi
• α assigns the function f to an argument ai ∈ A of a system call
• β is a function assigning attributes to node value

3.3.2 Why Use System Calls and SCDGs?
We use lower-level system calls as a representation of browser extensions’s behavior
for three primary reasons. First, system calls are the only interface between the
operating system and a running program, providing the only way for a program to
access the OS services [44]. Second, system calls can clearly show the interactions
with filesystem and disk operations. Third, private browsing data are closely related
with specific files and folders. History, bookmarks, etc., are all stored in specific
files. When tracing private browsing data, it is easier to track from source.
However, from a single system call trace, we know little information about the
overall behavior of an extension, as system calls are low level reflection about the
behavior characteristics of a program. How can we map the low level system call
traces with application level behavior? We need an intermediate representation to
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Figure 3.3: Overview of the approach, including 4 components.
connect them together. This is one of the primary reasons for using SCDGs, as
SCDGs can appropriately reflect the dependencies between system calls. They are
the abstraction of a sequential system call traces. They can clearly describe the
interactions among all the private browsing data and disk operations.

3.3.3 Approach Overview
Our approach consists of four components: Dynamic Tracer, SCDG Extractor,
Pattern Generating and Instrumenting, as shown in Fig. 3.3.
Dynamic Tracer. The dynamic tracer is mainly composed of a trace generator
and a trace differentiator. The dynamic tracer tracks the behaviors of extensions in
the form of system calls, using a symbolic execution based input resolver to address
the input space issue. The trace differentiator is a component distinguishing the
system call traces of extensions from the host browser.
SCDG Extractor. The SCDG Extractor takes the trimmed system call traces
of each extension as the input, and aims to generate SCDGs for each extension.
It first explores the data dependencies between system calls. Then, it identifies
objects (e.g., cookies, cache, etc.) and encodes them for the use of the following
component.
Pattern Generating. This component is to generate privacy breach patterns
caused by extensions based on SCDGs and the definition of privacy breaches. We
narrow down the files/folders that are constrained with browser extensions and
potential private data leakage. A state transition diagram is created for each
file/folder to identify privacy breaches. Privacy breach patterns are generated from
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a combination of state transition diagram and SCDGs.
Instrumenting. If there is a privacy breach caused by an extension, this
extension will be instrumented to ensure the privacy protection. A primary reason
that a privacy breach occurs is that extension developers forget or even ignore
to check whether the current window is under PBM. In fact, whenever private
browsing data is accessed, the extension should be coded to determine if a given
DOM window is private. Instrumenting is done in two steps. Step 1, evaluating
the private browsing data causing privacy breaches by using the private browsing
module. Step 2, based on the generated privacy breach patterns, instrument the
code to properly handle the private browsing data.
Challenges. Our approach faces several key challenges. The first is the input
space issue. We use an input resolver to overcome this challenge. The second hurdle
is the differentiating of system call traces between the browser and extensions. As
the tracing is conducted per process, we need our tracing to know whether a system
call is invoked by a specific extension or the browser. The trace differentiator
is employed to handle this. The third one is to narrow down and define all the
privacy breaches caused by extensions. We define this based on privacy-harming
disk operations and in-memory private data.

3.3.4 System Level Behavior Tracking
System level behavior tracking is done by the dynamic tracer. The dynamic tracer
takes the browser and extensions as the input, and eventually generates the trimmed
system call traces for each extension. Two primary components are contained in
the dynamic tracer: trace generator and trace differentiator. There are two key
challenges when perform dynamic tracing.
Input Space Issue. Input space issue, also known as execution path issue,
is to trigger or elicit a program’s behavior as much as possible. This is a key
challenge when employing dynamic tracing on extensions. An input used by a
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program (value and event, e.g. data read from disk, a network packet, keyboard
input, etc.) cannot always be guaranteed to reoccur during a re-execution [79].
As a result, an extension may result in a set of execution paths with different
inputs, while these execution paths may be different. It is very likely that certain
actions can only be triggered under specific inputs (i.e., conditional expressions
are satisfied, or when a certain command is received). If these specific inputs are
not included in the test input space, it is possible that these actions cannot be
triggered, reducing the coverage of an extension’s behavior. As a result, this may
reduce the extracted SCDGs and finally cause some false negatives in the following
privacy breach pattern generating.
There, we need to automatically explore the input space for client-side JavaScript
extensions. Generally, the input space of a JavaScript extension can be divided
into two categories: the event space and the value space [47]. Browser extensions
typically define many JavaScript event handlers, which may execute in any order
as a result of user actions such as clicking buttons or submitting forms. The value
range of an input includes user data such as form field filled by a user, text areas,
and URLs [79].
We proposed an input resolver (IR) based on dynamic symbolic execution in this
dissertation. The IR is used to “hit” as many inputs and finally execution paths as
possible for an extension. The IR tracks the symbolic variables instead of the actual
values. Values of other variables depending on symbolic inputs are represented by
symbolic formulas over the symbolic inputs. When a symbolic value propagates to
the condition of a branch, it can use a constraint solver to generate inputs to the
program that would cause the branch to satisfy some new paths [47, 79].
Let us first introduce how symbolic execution works. Suppose that a list of
symbols {ξ1 , ξ2 ...} are supplied for a new input value of a running program each
time [48]. Symbolic execution maintains a symbolic state, which maps variables to
symbolic expressions, a symbolic path constraint pc, and a Boolean expression over
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the symbolic inputs {ξi } [79]. There is a counter pc accumulating constraints on the
inputs that trigger the execution to follow the associated path. For a conditional
expression if (e) S1 else S2 , pc is updated with assumptions on the inputs to
choose between alternative paths [49, 50]. If the new control branch is chosen to
be S1 , pc is updated to pc ∧ µ(e) = 0; otherwise for S2 , pc is then updated to
pc ∧ µ(e) 6= 0, where µ(e) denotes the symbolic predicate obtained by evaluating
e in symbolic state µ. Hence, both branches can be taken under symbolic state,
resulting in two different execution paths. When pc is not satisfied, symbolic
execution is terminated. The satisfiability is checked with a constraint solver. For
each execution path, every satisfying assignment to pc gives values to the input
variables that ensure the specific execution proceeds along this path. If there are
loops or recursion, a limit is given on the iteration, i.e., a timeout or a limit on the
number of paths [48–50].
The IR works as follow. The IR includes a dynamic symbolic interpreter
performing symbolic execution of JavaScript, a path constraint extractor building
queries based on the results of symbolic execution, a constraint solver finding
satisfying assignments to those queries, and an input feedback component using
the results from the constraint solver as new program inputs [47, 79].
There is a unique challenge for extensions which is the event space issue. To
detect all events resulting in JavaScript code execution, we propose the following
approach. First, a GUI explorer searches the space of all events using a random
exploration strategy. Second, browser functions are instrumented to process HTML
elements so as to record the time of the creation and destroying of an event
handler [47, 79]. Ordering of user events registered by the web page is randomly
selected and automatically executed. Random seed is used to replay the same
ordering of events. The GUI explorer can also generate random test strings to fill
text fields when handlers are invoked [47].
Differentiating System Calls between an Extension and Browser. Dif-
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ferentiating of system call traces between the browser and extensions poses a great
challenge to our approach. Different browsers have adopted various extension
system mechanisms. For Chrome, each extension maintains its own process, which
is also separated from Chrome browser process. Hence, the differentiating problem
does not exist for Chrome. However, for Firefox, all extensions and the browser
itself are wrapped into a single process, with the exception of certain plugins, which
are operated in a separate process since the version Firefox 3.6.4 [80]. This poses
great challenge to differentiate all the running extensions from the browser: How
can we differentiate system call traces between the browser and extensions? Second,
how can we differentiate system call traces among various extensions?
A fine-grained system call tracing approach is introduced to address this challenge. Let us first explore how extensions interact with the Firefox browser. When
an extension is running, the extension and browser JavaScript are first interpreted
by JavaScript Engine. Then they are connected to XPCOM through XPConnect.
An key point in this process is that extension JavaScript can access to the resources
through Firefox APIs. Therefore, one possible way of locating the real caller of a
system call is to track or intercept the functions. Several previous approaches have
been proposed to track those API functions [10, 51]. From these functions, we can
obtain cues about when a function is entered and exited, and where the function is
called from. Based on this runtime call tree, we can differentiate the system calls
between web browser and extensions.
During the implementation, Callgrind is used to implement this approach,
which is based on Valgrind [52, 53]. Callgrind uses runtime instrumentation
via the Valgrind framework for its cache simulation and call-graph generation
[54]. Caller/callee relationships between functions are collected by Callgrind.
A subroutine is mapped to the component library which the subroutine belongs
to [79]. Hence, if a subroutine in the execution stack is called from the component
library during the execution of an extension and the browser, it will be marked [44].
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Therefore, it can dynamically build a call graph generated by the web browser and
extensions. We added a timestamp for each system call to increase the accuracy of
system call differentiation. The timestamp can help quickly locate the system call
traces of extensions and remove unnecessary system call traces.
However, how can differentiate system call traces among various extensions?
To remove the interference, we run just one extension while disabling all other
irrelevant installed extensions. This definitely reduces the possibility of parallel
processing. However, three reasons support this practice. First, each system call
trace occupies very little time. Running one extension exclusively will not reduce
much of the speed in our approach. Second, it is not necessary to do parallel
processing for extensions, as usually the running extensions do not affect each
other’s behavior. Third, this practice will greatly improve the accuracy of the
system call trace differentiating, reducing possible false positives and negatives.
Noise Filtering Rules. System call traces usually contain a significant amount
of noise that can clutter the trace and influence analysis of system call dependencies.
Removing the noise from traces can improve the quality of the following SCDG
extraction. In this dissertation, we employed three basic filtering rules. Filtering
rule 1, system calls that do not represent the behavior characteristics we want are
ignored, e.g., system calls related to page faults and hardware interrupts [44, 55].
Filtering rule 2, system calls with very similar functionality are considered the
same. For example, fstat(int fd, struct stat *sb) system call is regarded as the same
with stat(const char *path, struct stat *sb). Filtering rule 3, we ignore failed system
calls, as they do not affect the dependencies and furthermore the SCDGs [44].

3.3.5 SCDG Extracting
A SCDG is essentially determined nodes which are system calls and edges which
are dependencies. In this section, we primarily focus on how to derive dependencies
between system calls and how to do object encoding on nodes.
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Figure 3.4: Example dependencies among syscalls of file operations.
Dependencies between System Calls. A system call trace consists of the
system call name, some arguments, a return value and time, etc. Usually arguments
of a system call are dependent on previous system calls. For example, the file
descriptor argument fd in one system call is usually derived from previous system
call. There are two types of data dependencies between system calls. First, there
will be a data dependence if a system call’s argument is derived from the return
value(s) of previous system calls. Second, a system call can also be dependent
on the arguments of previous system calls [46, 79]. Fig. 3.4 shows an example of
some dependencies among system calls of file management [56]. System call read is
dependent on open as the input argument of read is derived from the return value
of open - the file descriptor.
In the definition of SCDG, we mention that α assigns function f to ai to a
system call where f is a function to derive dependencies between system calls.
Specifically, for an argument ai , fai is defined as fai : x1 , x2 , ..., xn → y, where xi
denotes the return value or arguments of a previous system call , y represents the
dependence between ai and these return values. If ai of a system call depends on
the return value or arguments of previous system call, an edge is built between
these to system calls.
Objects Identifying and Encoding. Here we formalize node derivation
function β in the definition of SCDG for each system call. A primary challenge
for β is to identify related objects. In this dissertation, objects include related OS
resources and services, browser resources, network related services, and files, etc.
In Linux, we divide those related objects into several categories. First, files and
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Figure 3.5: Some SCDGs extracted from the extension FoxTab, showing the dependence
graph of the system calls. Each node consists of two parameters, system call name and
the sequence for this system call.

folders related to browser extensions, as shown in Table 3.2, which we will discuss
specifically in the following subsection. Second, files and folders related to the host
browser. Most of them are stored under the browser profile folder. Third, system
and user libraries related to browser and extensions in operating system. Fourth,
local sockets for browser and extensions. We represent each file/folder using a
natural number. For example, localstore.rdf can be encoded with 1.4 meaning
this file is coded in the fourth position of the first category.
We identify the objects and assign each node with an object code primarily for
two reasons. First, each argument of a system call trace usually contains a long
string of characters. Using object code, we can formalize and simplify each node.
Second, simplifying node value can improve the efficiency when doing subgraph
isomorphism analysis. Compared with raw node values, checking each node with
simple object code will reduce the time consumption.
Fig. 3.5 shows several SCDGs from the extension Foxtab. For simplicity, we just
include a system call name and a sequence number for each node, while excluding
the code for each node. These SCDGs are extracted when starting Foxtab extension.
Usually, each extension can get a large amount of system call traces leading to
many SCDGs. We show the statistics in the evaluation section.
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3.3.6 Generating Privacy Breach Pattern
Based on the extracted SCDGs, to identify if there is a privacy breach caused by
extensions, we generate the privacy breach patterns from those SCDGs. Before
generating the patterns, we first narrow down and define all the privacy breaches
caused by extensions. Then we explore the SCDGs to identify if they correspond
to a privacy breach.
Privacy breaches caused by browser extensions are constrained with private
data leakage. Privacy-harming disk operations are essentially related to operations
on files and folders. Hence, there are two things we need to clarify here. What files
and folders are privacy concerns? What operations done to those files/folders can
be privacy harming?
Files/folders Related to Extensions. In this dissertation, we classify those
files and folders into three categories. (C1) Files and folders directly related to
extensions. “Directly” means that extensions usually need these files and folders to
install, remove, start or run normally. Another important feature of C1 is that they
are not handled by the existing Private Browsing Module. Table 3.2 describes files
and folders in C1, taking Firefox as the platform. Most of these files and folders
are specifically designed for Firefox extensions, without which extensions cannot
run normally. Many extensions maintain their own profile folders under Firefox
profile folder. These folders usually save some useful data required by extensions’
functionality, such as browsing history, and screenshots, etc.
(C2) Files and folders indirectly relate to Firefox extensions. “Indirectly” means
that these files and folders are not necessary for all extensions, but some extensions
may need them based on their functionality and implementation. This category includes cookies.sqlite (stores Cookies), formhistory.sqlite (stores form data),
places.sqlite (stores bookmarks, browsing history, favorite icons, etc.), pref.js
(stores all preferences), and key3.db/signons.sqlite (key database/encrypted
saved passwords), etc. A second feature of C2 is that most of them will be handled
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Table 3.2: Files/folders directly relate to Firefox extensions
File/Folder Name

Description

Firefox profile folder
extensions
extension profile folders
addons.json
addons.sqlite

Folder for most data
Folder for all installed extensions code
Folders for corresponding installed extensions
Stores AddonRepository data
Database storing AMO data for installed addons, e.g. screenshots, ratings, homepage, etc.
Lists folders of installed extensions and themes
Stores XPIProvider data for installed extensions
Installed extension information
Toolbar and window size/position settings
Permission database for cookies, pop-up blocking, image loading and add-ons installation

extensions.ini
extensions.json
extensions.sqlite
localstore.rdf
permissions.sqlite

by the existing Private Browsing Module during PBM as shown in Fig. 3.3, except
places.sqlite. Hence, places.sqlite in C2 needs to be monitored.
(C3) Files/folders primarily relate to Firefox and do not impact extensions’ running. It includes bookmarkbackups, minidumps, cert8.db, compatibility.ini,
and healthreport.sqilte. Files and folders in C3 are not necessary to monitor.
Privacy-harming Operations and In-memory Private Data.

After

narrowing down private browsing data, a State Transition Diagram is created
for each file/folder to determine whether operations on this file/folder could be
privacy harming. Fig. 3.6 describes the State Transition Diagram for files/folders.
There are three states for the files/folders, an initial state, an active state, and
a final state. Active state represents that the monitored file/folder is present.
Final state represents that the monitored file/folder is dead or disappears from the
monitored directory. Second, we explore the operations and transitions. We select
7 significant operations that can trigger a state transition and can lead to privacy
concern. When a file/folder is moved to a directory or renamed, events IN_MOVE or
IN_MOVE_SELF may happen and trigger a transition to the state active. When a
file/folder is created, events IN_CREATE can also trigger the transition to the state
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Figure 3.6: State Transition Diagram for files/folders
“Active”. Self-transitions for state active can be triggered by events IN_MODIFY
when modifying a file or IN_CLOSE when close a file (not) for writing. The final
state can be triggered by events IN_DELETE or IN_DELETE_SELF when deleting a
file/folder.
How can we identify privacy breaches based on State Transition Diagrams?
If both the two prerequisites are satisfied, we define it as a privacy breach for
disk operations: (1) There is a transition from the initial state to the active state
triggered by events IN_CREATE, IN_MOVE or IN_MOVE_SELF ; and (2) the file/folder
is still in state “active” when PBM exits.
Privacy Breach Pattern Generating. A privacy breach pattern is essentially a sub-graph of SCDG that corresponds to the previously defined privacy
breach. To find out the pattern, we need to map the defined privacy breaches
into SCDGs. This can be done in two steps. Step 1 is to map the operations to
SCDGs. In SCDGs, operations are represented as the arguments in system call
traces. Step 2 is to map the files/folders into SCDGs, which is represented as return
value and arguments (e.g. fd) in SCDG node. The state transitions are mapped to
the dependencies in SCDGs. If a defined privacy breach is located in one SCDG,
we say this (sub)SCDG is a privacy breach pattern of this extension.
Each time when we get one privacy breach pattern, we use subgraph isomorphism
to compare SCDGs of other extensions to check if this pattern appears in other
extensions. Subgraph isomorphism is defined as follows in this dissertation [44, 79].
Definition 9. Subgraph Isomorphism. Suppose there are two SCDGs G = hN, E, F, α, βi
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0

0

0

0

0

and H = hN , E , F , α , β i, where dependence edge e ∈ E is derived from (F, α).
A subgraph isomorphism of G and H exists if and only if there is a bijection between
0

the vertex sets of G1 and H1 where G1 ⊂ G and H1 ⊂ H: f : N → N such that
any two vertices u and v of G1 are adjacent in G1 if and only if f (u) and f (v) are
adjacent in H1 , which is represented as G ' H. Specifically,
• ∀n ∈ N, β(n) = β(f (n)),
0

0

• ∀e = (u, v) ∈ E, ∃e = (f (u), f (v)) ∈ E , and on the contrary,
0

0

0

0

0

0

• ∀e = (u , v ) ∈ E , ∃e = (f −1 (u ), f −1 (v )) ∈ E
Subgraph isomorphism is employed in generating privacy breach patterns for the
following reasons. First, a privacy breach pattern is actually a (sub)SCDG. Using
subgraph isomorphism can greatly increase the time performance when generating
privacy breach patterns. Second, using subgraph isomorphism can know what
privacy breach patterns are most popular. Third, subgraph isomorphism can also
help reduce the workload when doing instrumentation, as similar privacy breach
patterns usually use the same instrumentation methods.

3.3.7 Extension Instrumentation
Extension instrumenting is to instrument any extension that has caused privacy
breaches in our dynamic analysis. Before instrumenting extensions, we first explore
the essential reason that cause the privacy breaches. As we mentioned in the
introduction, a primary reason that a privacy breach occurs is that extension
developers forget or even ignore to check whether the current window is under
PBM. However, whenever private browsing data is accessed, the extension should
be coded to determine if a given DOM window is private. Therefore, given that
we already know what privacy breaches occur on extensions, instrumentation is
done in several steps. Step 1, evaluating the privacy-harming disk operations and
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in-memory private data that causing privacy breaches by using the private browsing
module. Step 2, based on the generated privacy breach patterns, instrument the
code to properly handle the private browsing data. The private browsing data can
be dealt with in two ways. First, directly disable storing private browsing data in
PBM by default. Second, as some private browsing data is permitted to be stored
during a PBM session, clear these temporarily-stored private browsing data when
the last PBM window is to be closed. Step 3, add code to ensure that private
browsing data is properly handled under PBM session. Step 4, zip the code to the
right format and the code instrumentation is completed.
Disabling storing private browsing data in PBM. A basic idea is that
when the extension accesses the private browsing data, such as browsing history
and cache, it needs to first check if the current session is under PBM.
Clearing any temporarily-stored private data. “As it is permissable to
store private browsing data in non-persistent ways for the duration of a private
browsing session” [75]. To be notified when such a session ends (i.e., when the
last PBM window is closed), observe the last-pb-context-exited notification.
After receiving this notification, the instrumented code can then clear the specified
temporarily-stored private data like browsing station history and cookies.
A case study on instrumentation is conducted in Section 3.5.9 showing some
details in implementing these two methods.

3.4 Implementation
We implemented a prototype called SoPB (Shepherd of Private Browsing) for our
approach. Corresponding to the approach architecture, the prototype is divided
into Dynamic Tracer, SCDG Extractor and Pattern Generating and Extension
Instrumentation. Overall, the core code are approximately 2,040 lines (C++), with
another about 1,100 lines of code implementing the UI in JavaScript.
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The trace generator is implemented based on strace [59]. It can track the
system calls and filter off the unnecessary system calls. Our input resolver is
primarily based on Kudzu [47]. We modified it to employ it on the web browser and
generate inputs for the trace generator. Our trace differentiator employs Callgrind
under Valgrind. We also implemented the SCDG extractor under Valgrind. The
SCDG extractor constructs SCDGs based on the following functionality. When a
system call of an extension is invoked, it can construct a new node and dependencies
between system calls. The SCDG extractor then formalizes the node by identifying
the objects and encoding them [44].
A primary implementation of the pattern generating is to find out privacy
breaches based on state transition diagrams. We use inotify to monitor filesystem
and events, as identified in Section 3.3.6. We then determine privacy breaches
based on all generated state transition diagrams and the privacy breaches. The
privacy breach patterns (sub-SCDGs) are generated based on a comparison among
privacy breaches and SCDGs. We implemented the subgraph isomorphism based
on V F 2 algorithm of NetworkX [60].
For instrumentation, we obtain the private browsing data generated by an
extension based on the privacy breach patterns. If the private browsing data is
used to maintain the functionality of this extension, these data are permitted to be
retained during the PBM session, but will be cleared when the last PBM window
is to be closed. Otherwise, we disable the storing of private browsing data under
PBM.

3.5 Evaluation
We propose 8 primary evaluation goals to SoPB. (G1) Evaluation on the input space
issue. (G2) Do extensions comply with PBM guidelines? (G3) How many times
does an extension violate PBM guidelines? (G4) What privacy breach patterns
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are generated? (G5) How many patterns are shared by extensions? (G6) Can
instrumentation effectively stop the privacy breaches? (G7) Performance evaluation.
(G8) A case study on extension instrumentation.

3.5.1 Evaluation Environment
Our experiments were performed on a workstation with a 2.40 GHz Quad-core
Intel(R) Xeon(R) CPU and 4GB memory, under Ubuntu 12.04.4 LTS with Linux
3.8.0-35-generic. We use Firefox 26.0 as the host browser, which uses per window
PBM. We examined 1912 extensions in total based on two criteria. (1) Popularity,
top 2100 extensions based on average daily users. 1903 extensions are actually
chosen, while others are either incompatible with Linux or Firefox 26.0. (2) Recommendations, also known as featured extensions in AMO. 9 additional extensions
are added to our extension pool contributing to the final number of 1912.

3.5.2 Evaluation on Input Space Issue
The input space issue is evaluated by comparing SCDGs as they can reflect execution
paths and the input to a large degree. Specifically, two metrics are evaluated on
our IR, increase and outliers of SCDGs after employing the IR.
87 extensions are randomly chosen in this evaluation based on their categories in
the extension repositories. The experimental results are shown in Table 3.3 without
and with applying the IR on the browser. There is a significant 52.7% increase
in the total number of SCDGs after using the IR. On the other hand, an outlier
occurs if a SCDG before using the IR is not included in the set of SCDGs after
using the IR. On average, there is only a very small percentage (0.3%) of previous
SCDGs are outliers. Outliers are most likely caused by the different parameters of
graphs. Our IR can increase the total number of SCDGs substantially, but also
control the outliers in a very small range [79].
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Table 3.3: Comparison on Input Space with and without IR
# of ext.

# of SCDGs w/o IR # of SCDGs w/ IR # of outliers

87

3014

4601

10

Table 3.4: Results on privacy-harming disk operations. Note: PB means privacy breaches,
PF means profile folder.

Total # # of ext. # of ext. # of ext. cause
of ext.
have PF
cause PB in PB other than PF
PF
1912
472
285
26

Total # on
privacy-harming
disk operations
311

3.5.3 Do Extensions Comply with PBM Guidelines?
Based on the PBM guidelines in Section 3.2.2, three primary criteria are evaluated: privacy-harming disk operations, in-memory private data handling, and flag
checking.
Privacy-harming Disk Operations. Table 3.4 shows that many extensions
create their own profile folders under the Firefox profile folder (472/1912). Our
prototype recursively monitors these extension profile folders and finds that many
of them violate PBM guidelines. For example, in the profile folder of Foxtab extension, there are several folders including data, thumbs, thumbsRCT, and ThumbsTS.
Screenshots and browsing sites under PBM will be stored in these folders even
when the last PBM window exits. This is regarded as a privacy breach. Overall,
we find that 472 of 1912 tested extensions (24.7%) maintain their profile folders.
285 of them have caused privacy breaches. On the other hand, some extensions
(26) create files other than in profile folders and do not remove them even when the
last PBM window is closed. This is a privacy breach that apparently violates PBM
guidelines. As shown in Table 3.4, 26 extensions have such kind of privacy breach.
In total, there are 311 (16.3%) extensions have privacy-harming disk operations.
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In-memory Private Data Handling.

We mainly evaluate whether in-

memory private data of extensions are removed when the last PBM window is
to be closed. To check memory content, we implemented an extension to periodically obtain and update the memory cache list, including the key value of the
cache and the last modified date. As described in Section 3.3.7, we observe the
last-pb-context-exited notification to get notified when the last PBM window
is closed. Then we compare the memory cache to check if there is any private
data related to extensions that are not removed. Our experimental results show
that extensions (actually browser) are doing better in handling in-memory private
data than disk operations. There are only 9 extensions that have caused privacy
breaches in this category, meaning that the in-memory private data generated by
these 9 extensions under PBM are retained when the last PBM window is closed.
This result is not surprising as usually memory management is done by the host
browser. After an investigation of these 9 extensions, they are all memory or cache
dealing extensions.
Flag Checking. Only 19.0% (363/1912) of the tested extensions have checked
the flag when private browsing data is accessed. Of those extensions which do flag
checking, 31.9% (116 extensions) use Jetpack Add-on SDK to handle extensions’
behavior during PBM, compared with the other 68.1% (247) extensions’ PBM
handling is still done by developers’s own implementation. Overall, given that only
less than a quarter of tested extensions do flag checking and an even smaller amount
of 6.1% use Add-on SDK, we consider that Firefox’s requirements on extensions
under PBM are poorly responded by extension developers. The results demonstrate
that most extension developers have not followed Firefox’s guidelines which requires
extensions to respect PBM [81].
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Table 3.5: Experimental results on the times of extensions’ privacy breaches. Note: PBP
means privacy breach patterns, and PB means privacy breaches.

Total # Avg. # of Total # of Avg. testing
of ext.
SCDGs
Uniq PBP
time (sec)
32
48
28
155.2

Avg. # of Avg. times
PBP
of a PB
4.2
6.2

3.5.4 How Many Times Does an Extension Violate PBM?
In this section, we discuss how many times an extension may violate PBM guidelines.
Actually, the times of an extension’s violation of PBM guidelines are dependent on
two factors: the length of an extension’s running time and the frequency of this
extension’s violation. Therefore, given a privacy breach found in an extension, can
we know how many times this privacy breach happens in this extension? Overall,
there are 320 extensions causing privacy breaches. We randomly chose 32 extensions
(10%) to conduct this evaluation. Table 3.5 shows the experimental results on these
extensions. On average, there are around 4 unique privacy breach patterns for each
extension in the testing set. During the testing time (the average is 155.2 seconds),
the average times of a privacy breach happening in one extension is 6.2, while the
median times is 6. The number of times varies much for each privacy breach. There
are 4 privacy breaches happening only once during the testing time. In comparison,
the greatest times a privacy breaches happening in an extension is 14.

3.5.5 What Privacy Breach Patterns are Generated?
Based on the privacy breaches found above, we can generate the privacy breach
patterns. As mentioned in the above subsection, 311 extensions (out of 947) are
found to have privacy-harming disk operations. 9 extensions forget to remove the
in-memory private data when the last PBM window is to be closed. Table 3.6
shows the statistical result for the tested extensions. For an extension that violates
the PBM guidelines, on average there are 4.3 privacy breach patterns (denoted as
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Table 3.6: Experimental statistics for tested extensions.
Total # of
ext.
1912

Avg. # of # of ext. violate Avg. # of PBP Unique
SCDGs
PBM guidelines
for each ext.
PBP #
46
320
4.3
219

Table 3.7: Number of extensions fall in each privacy breach category.
# of ext. have Ext. in Ext. in
privacy breaches C1
C2
320
272
10

Ext. in
C3
26

Ext. in Ext. in
C4
C5
17
9

PBP in the Table 3.6). Through subgraph isomorphism, 219 unique privacy breach
patterns (sub-SCDGs) are generated for all the 320 extensions that have caused
privacy breaches.
To simplify, we summarize these unique privacy breach patterns into the following categories.
• C1, Creates and finally stores files in the extension’s profile folder,
• C2, Moves and finally stores files into the extension’s profile folder,
• C3, Creates and finally stores files in other places,
• C4, Renames newly generated files/ in extension’s profile folder,
• C5, Generates and finally stores the in-memory data.
Table 3.7 shows the number of extensions that fall into each privacy breach
category. All 9 extensions having privacy breaches related to in-memory data fall
into C5. Most extensions causing privacy breaches belong to C1. This is reasonable
as many extensions maintain a profile folder, so it is very likely that some could
forget or ignore to remove the files generated under PBM. The total number in the
four categories are greater than 320 because there are a few extensions that belong
to more than one category.
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Figure 3.7: Two privacy breach patterns from Foxtab.
We have all the statistics so far for the privacy breach pattern. How do the
privacy breach patterns look like? Fig. 3.7 shows two privacy breach patterns from
the Foxtab extension, which are actually two sub-SCDGs drawn from Fig. 3.5. The
left figure is a privacy breach pattern named “trash folder creating and checking”.
Foxtab creates a trash folder; however it will not remove this folder when the PBM
session ends. The right figure shows a privacy breach pattern named “renaming
a file”. Foxtab renames a file during a PBM session without removing the new
renamed file when the PBM session ends.

3.5.6 How Many Patterns Are Shared by Extensions?
In this section, we want to know how many privacy breach patterns are shared by
a specific number of extensions (e.g., 2, 3, 4,...). There are two questions: which
privacy breach pattern is shared by most extensions? and which privacy breach
patterns are not shared by other extensions (a.k.a, only one extension has this
privacy breach pattern)? Fig. 3.8 shows the number of privacy breach patterns are
shared by 2 and more extensions. All the remaining 174 privacy breach patterns
are only found in one extension, not shared by others. In total, there are 45 privacy
breach patterns are shared by 2 and more extensions. Most of the these privacy
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Figure 3.8: Number of extensions sharing same privacy breach patterns
breach patterns (36 out of 45) are shared by 2, 3 and 4 extensions. The greatest
number of extensions sharing the same privacy breach pattern is 11. This privacy
breach pattern belongs to category C1. These results are reasonable as extensions
usually will generate different SCDGs.

3.5.7 Does Instrumenting Effectively Stop Privacy Breaches?
We instrumented 15 extensions (out of the 320 extensions causing privacy breaches)
to evaluate the effectiveness of stopping privacy breaches. Based on Section 3.3.7,
there are two methods to instrument these 15 extensions: M1, disabling storing
private browsing data in PBM, and M2, clearing temporarily-stored private browsing
data when the last PBM window is to be closed. If an extension needs to temporarily
store some private browsing data to maintain its functionality, M2 will be used
to instrument this extension. It is also possible that an extension may store some
private browsing data which are not necessary for this extension. In this case, M1
is used to instrument this extension. A few extensions can use both M1 and M2
to do the instrumentation. Table 3.8 shows the results for the 15 instrumented
extensions. Let us take Foxtab extension as the example. Foxtab’s privacy breach
patterns belong to three categories: C1, C2, and C4. We use M1 to disable the
storing of browsing sites. M2 is used to clear other temporarily-stored data such as
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Table 3.8: Results of 15 instrumented extensions.
Instrumented
Extensions

Version

SCDGs PBP cate- Instrumenting method
gories

Foxtab

1.4.9

46

C1,C2,C4

Fire.pm
The Camelizer
DownloadHelper
Youtube Downloader
Firebug
FlashGot

1.4.15
2.4.9
4.9.24
2.1.1

39
51
53
39

C1
C1
C3
C3

1.12.8
1.5.6.8

32
48

C1
C1,C3

Adblock Plus
DownThemAll!
WOT
Blur (DoNotTrackMe)
Youtube MP3
Podcaster
Super Start
Ant
Video
Downloader
ScrapBook

2.6.6
43
2.0.17
36
N/A
31
4.5.1334 47

C1,C4
C3
C1
C1

3.5.0

40

C3

M1:disable storing data
M1:disable storing data,
M2:clear temp data
M2:clear temp data
M2:clear temp data
M2:clear temp data
M1:disable storing data,
M2:clear temp data
M2:clear temp data

2.0.2
2.4.7.26

61
55

C1
C1,C3

M2:clear temp data
M2:clear temp data

1.5.11

49

C1

M2:clear temp data

M1:disable storing data,
M2:clear temp data
M1:disable storing data
M2:clear temp data
M2:clear temp data
M2:clear temp data

screenshots.
Effects of Instrumentation Analysis. All these instrumented extensions
are wrapped and then installed on Firefox. We then evaluate these extensions again
using SoPB to check if there is still a privacy breach. Using dynamic tracer, SCDG
extractor and privacy breach pattern generating, no privacy breach is found for
these 15 instrumented extensions. This demonstrates that the instrumentation can
effectively stop the privacy breaches caused by browser extensions.
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3.5.8 Performance Evaluation
We tend to provide a cost-effective service to enhance the privacy protection for
browser extensions. Hence, we discuss the performance of SoPB in two metrics:
memory usage and startup time. We made a Firefox extension for SoPB. The
reason we made it an extension is that this can better reflect SoPB’s impact on
Firefox and their relations.
Memory Usage. We use Firefox’s about:memory to measure the memory
usage of Firefox. 10 tests are done to measure the usage of SoPB extension. The
average memory usage for SoPB is 3.4% of Firefox’s total memory usage. This
memory usage can be considered very small. The memory usage of SoPB on Firefox
can almost be neglected. CPU usage measurement is not performed, as the CPU
usage for Firefox varies much depends on what actions a user conduct.
Startup Time. We use an extension About Startup 0.1.12 to test the
startup time for Firefox with and without our SoPB [82], each with 10 tests. We
calculate the average startup time based on these tests. Table 3.9 describes four
metrics when start Firefox. “main” means the Gecko main function is entered.
“start” means when it starts to load Firefox. “selectProfile” means Firefox start
to choose a profile. “afterProfileLocked” means when Firefox is done with profile
selection. The former 3 metrics should not be affected by SoPB. The last one may
be affected because SoPB is stored in the profile. The results show that there is
almost no difference between two rows in terms of average startup time, considering
that they are in milliseconds.
Overall, our evaluation on memory usage and startup time demonstrate that
SoPB has very little impact on Firefox’s performance. The overhead brought by
SoPB should not be a concern for users, developers, and webstores.
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Table 3.9: Average startup time for Firefox w/ and w/o SoPB in milliseconds
main start selectProfile
Avg. time w/o SoPB 16.20 3.00 91.27
Avg. time w SoPB
16.50 3.06 90.75

afterProfileLocked
98.56
98.42

3.5.9 A Case Study on Extension Instrumentation
We use an extension “Fire.fm” to demonstrate how we did our instrumentation.
Fire.fm lets you have direct access on the extensive music library on Last.fm. There
are two key challenges in instrumentation. First, locate the privacy breaches in
fire.fm. Based on the structure of Firefox extensions, handling privacy browsing
data is usually done under “resources” or “components”. For fire.fm, this is done
under “resources”. Second, determine how to handle the private browsing data as
mentioned in Section 3.3.7. To demonstrate the two methods, we instrumented
fire.fm in both of these two ways.
Disabling Storing Private Browsing Data in PBM. The following code
shows how to instrument Fire.fm to disable storing the private browsing history (the radio station history). In the function of storing recent station history,
if(!FireFM.Private.isPrivate) is added to check if the current session is under
PBM. When the current session is under PBM, the evaluation in the if statement
is false, so storing station history is disabled. On the other hand, only if the
current session is in normal mode (not PBM), should the station history be stored
using this._stationHistory.unshift(aStation).
_storeRecentStation : function(aStation) {
//Check if under PBM session
if (!FireFM.Private.isPrivate) {
... // Do some initialization and checking
// Add the station at the top of the list.
this._stationHistory.unshift(aStation);
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}
},

It is considered good practice for the extension to enable respecting PBM based
on a preference (choice) specific to that extension, and set that preference to true
by default [69]. For example, a preference _historyPref called “disabling station
history” can be added into Fire.fm. So the above if statement can be revised as
follows:
if(this._historyPref.value&&!FireFM.Private.isPrivate)

Clearing any temporarily-stored private data.

The following func-

tion clerRecentHistory in the code snippet shows one example in clearing the
temporarily-stored private data when the last PBM window is closed.
function pbObsvr() {/* clear private data */}
var os=Components.classes["@mozilla.org/observer
-service;1"].getService
(Components.interfaces.nsIObserverService);
os.addObserver(pbObsvr,"last-pb-context-exited",false);

//Clears the recent station history.
clearRecentHistory : function() {
this._logger.debug("clearRecentHistory");
// clear the list.
this._stationHistory.splice(0,
this._stationHistory.length);
...
},

We then wrap these code, zip the extension, and install it on Firefox. Our
testing shows that both of these two methods can stop the privacy breaches.
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3.6 Discussion and Limitations
We first discuss the wide applicability of our approach. Although we use Firefox
during implementation and evaluation, our approach can be easily scaled to other
browsers. Let us take Chrome as an example. It is much easier for system call
tracking in Chrome as each Chrome extension maintains its own process. We do
not need the trace differentiator for Chrome extensions, greatly increasing the
accuracy. On the other hand, our approach can also be transplanted to Windows
platform. Most extensions usually constrain their system calls under 50 common
ones. Besides, there is also a “strace for Windows” called drstrace to track all
system calls executed by a target application [83].
An extension can also control or incorporate another extension to manipulate
the behaviors. For example, an extension can include the download manager to
display the downloading entries, etc. This is easier to address as each extension has
a unique ID. We also track all the child process(es) forked by the parent extension.
SCDGs can describe their interactions and dependencies.
As mentioned in Section 3.2.2, our approach is constrained with private browsing
data on local machine under PBM. It is true that there are some malicious extensions
leaking data via networking. There are also various methods of fingerprinting
a browser [84]. However, this dissertation is not intended to detect malicious
extensions or fingerprint a browser. We focus on privacy breaches caused by PBM
for extensions.
Our approach may have two limitations. First, although we have a fine-grained
technique to differentiate system call traces between the browser and running
extensions, it is still possible that we mix system call traces between them. Let us
take a clear look at the two possible mistakes. The first possibility is that system
call traces of the browser may be treated as the running extension. However, when
extracting SCDGs for this extension, most of the mistaken ones will be excluded.
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Therefore, this possibility affects little on SCDG extraction. The other possibility
is that system call traces of the running extension may be treated as the browser’s.
This may eliminate some system call traces or even SCDGs for this extension. As a
result, it is possible that this could lead to false negatives, although the possibility
is very small.
Second, for some extensions, it is hard to decide whether the data retained
by the extension is used to maintain the functionality of extensions in PBM or
not. Hence, when doing instrumentation, if some private browsing data belong to
category, we use M2 (allowing extensions retain private data during PBM while
clearing them when the last PBM window is closed) to deal with them to avoid an
extension functioning abnormally or even crashing.

3.7 Related Work
Although PBM has been in commodity use for just a few years, still there is some
work in this area, and a larger area of extension security.
Static Analysis. G. Aggarwal et al. did a preliminary yet important study on
PBM in modern browsers [65]. They defined some goals of PBM in different browsers.
A preliminary study was carried out to test whether the current implementations of
PBM could defend against the defined threat model [65]. Then they did a manual
review on some popular extensions to find out if they violated PBM. This work
gives some fundamental study on extensions under PBM. However, what they
proposed is to disable all unsafe extensions under PBM, which is not practical.
Besides, no effective measures are proposed to enhance privacy for browsers.
B. S. Lerner et al. used static analysis to analyze JavaScript extensions for
PBM [67]. They built a static type system to verify whether an extension violated
PBM policies or not. In evaluation, they retrofitted type annotations to Firefox’s
API and to some extensions [67]. This work identifies possible violations of PBM
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for extensions. However, the type system is not an automated process, only a
small number of samples have been studied. This work does not propose effective
methods to prevent privacy breaches under PBM for extensions. It also does not
handle bookmarks and downloaded files under PBM.
Dynamic Analysis. B. Zhao and P. Liu proposed an approach to dynamically
analyze browser extensions’ behavior [79]. They used an aspect-level behavior
clustering to detect suspicious extensions. SCDGs are used to represent extensions’
behavior. Although we also use system level behavior tracking, our approach
is different from theirs in the following perspectives. First, our approach is not
intended to detect malicious or suspicious extensions. Our approach is to address
the privacy issues associated with browser extensions. Second, their work groups
different extensions based on aspect-level clustering, while our approach analyzes
extensions only based on itself. Third, we also proposed an approach to stop the
privacy breaches via instrumentation.
We used symbolic execution to address the input space issue. Recently, A.
Kapravelos et al. proposed a system called Hulk to “monitor extension actions and
create a dynamic environment that adapts to extension needs in order to trigger
the intended behavior of extensions” [85]. Hulk employed a fuzzer to drive the
event handlers that modern extensions heavily rely upon. Hulk indeed elicited tons
of behaviors even many malicious behaviors. However, Hulk is heavily relying on
Chrome. Besides, Hulk is claimed to have limitations on observed behavior that
depends on specific targets [85]. Therefore, though Hulk is effective in eliciting
extension behaviors, symbolic execution is still employed in our approach.

3.8 Conclusion
We have proposed an approach to identify and stop privacy breaches under PBM
caused by browser extensions. Dynamic analysis and symbolic execution are
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combined to identify the privacy breach patterns. Based on the privacy breach
patterns and state transition diagrams, extensions are instrumented to ensure
the privacy protection. We identified that a large amount of extensions have
caused privacy breaches under PBM. Our prototype SoPB based on the approach
demonstrates good effectiveness and acceptable performance impact in identifying
and stopping privacy breaches caused by extensions.
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Chapter 4 |
Mapping System-level Behavior
with Android APIs
4.1 Introduction
The first decade of 21st century has witnessed a huge growth of smartphones,
especially during the past several years. In the fourth quarter of 2011, smartphone
sales outpaced PC sales for the first time ever, and it was not even close, reported
by Canalys [15]. Another milestone for smartphones is that smartphone sales have
surpassed those of feature phones in early 2013 for the first time and will continue
the prevalence over feature phone sales [16]. Of all smartphone sales, Google’s
Android was reported to account for 81.0% in the third quarter of 2013 (3Q13),
reported by IDC [2]. In the near seen future, Android will continue to dominate
the smartphone market [17].
Due to Android’s open source feature and amazing dominance, thousands of
developers and third-party organizations have been attracted. With more than
one million apps and 50 billion downloads, Google Play now acts as the engine
of the application economy [3]. However, it has also drawn the attention of
attackers and malicious apps. Lookout Mobile Security has reported that mobile
malware resulted in a loss of US $1 million in 2011 [18]. In 2012, security software
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company CheckPoint reported that there was a loss of US $50 million in western
Europe [19]. Of those mobile malware, not surprisingly, over 90% are found targeted
on Android [4]. What is worse, Trend Micro reported that Android-based mobile
malware have reached a milestone of 1 million in middle 2013 [20].
A malicious application can harm a user’s mobile device in various ways. A
Trojan malware can steal user’s data like contact list and email addresses, hijack
user’s device resources, and prevent user from performing some actions, etc. Spyware
can stealthily collect data regarding user’s behaviors and send those data to a
remote server [4].
Android provides multiple security features to achieve the goal of protecting
user data and system resources, and providing application isolation. Essentially,
those features can be divided into two layers: system and kernel level security,
and application level security [21, 22]. System and kernel level security is provided
and ensured primarily by the Linux kernel. Specifically, a new inter-process
communication (IPC) mechanism is provided by kernel to ensure the security when
different applications communicate with each other [22]. These features contribute
to the process isolation and application sandboxing. The application level security
includes the android permission model, application signing and verification, etc.
Android permission model provides “additional finer-grained security features
through a ‘permission’ mechanism that enforces restrictions on specific operations
that a particular process can perform, and per-URI permissions for granting ad-hoc
access to specific pieces of data” [23]. However, there are still security problems
with this finer-grained android permission model. Norton’s Joe Keehnast said “very
few people actually look through an app’s permissions before installing it” [86]. For
common users, it could be very unclear about the permissions listed. For example,
an application may request for the permission of data connection; however, little is
known about what it is using the connection for and when the connection is used.
Besides confusion, what is worse is the inherent vulnerabilities with this permission
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model. Android user-based permission model is per-process based. Android is
implemented based on Linux kernel which adopts the principle of privilege-based
security scheme. The purpose is to isolate user resources one another. Once a user
has a permission (privilege) granted during installation, checks against the user
will not be done during running [23]. There is no context-awareness checking for
the information flow during run time.
Android APIs and permissions play an important role in Android security
system. Permission system is achieved via calling Android API and declaring
permissions in the application manifest file, though permission check is done in
the system_server process. There are several prior studies on correlating the
connection between Android APIs and permissions. For example, a tool called
Stowaway built by Adrienne P. Felt et al. can determine the set of API calls
that an application uses and map those API calls to permissions [87]. PScout,
developed by Kathy Au et al. [88], could identify Android APIs that could be called
by an application and the permissions this API call might need. PScout considers
both documented and undocumented APIs, which will be elaborated in Section
4.2.2. These approaches can find whether a Android application is overprivileged or
abusing the permissions, provided that APIs can be effectively tracked. However,
Android applications not only use more and more undocumented APIs, but also
tend to use their own libraries to evade the Android APIs. A primary reason is that
those attacks via calling Android APIs will be detected by tools such as Stowaway
or PScout. For example, Z. Zhang et al. proposed a transplantation attack which
could “spy on users without the Android API auditing being aware of it” [24].
Essentially, this transplantation attack takes out the code from the system_server
or mediaserver process and builds its own library to avoid directly calling Android
APIs.
Based on this observation, we proposed an approach to map system level
behavior and Android APIs. That being said, we want to extend the previous
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system level behavior analysis to Android platform. Though Android APIs can be
evaded, system level behavior cannot be avoided given that Linux kernel resources
are required such as Camera driver or Binder driver. In general, our approach has
three steps. Step 1, obtain an application’s behavior via a combination of system
level tracking and symbolic execution. This step will result in some SCDGs. Step 2,
co-currently with Step 1, obtain all Android APIs called by this application. Step
3, map SCDGs with Android APIs based on system call entries and timestamps.
These steps are done on both benign and malicious applications.
Though this work is not the first to apply system level behavior analysis on
Android applications [29–33], this is by far the first attempt to map system level
behaviors with Android APIs. Our goal in this chapter is not to thoroughly detect
malicious applications which evaded Android APIs. Instead, we intend to build
a connection and finally a mapping between permissions an application declares
and the invoked system level behaviors. This is a basis for further study on
detecting possible malicious applications. Overall, this work makes the following
contributions:
• We systematically employ system level behavior tracking on Android applications. Their behavior are dynamically represented by SCDGs.
• To the best of our knowledge, this is the first attempt to map system level
behavior of Android application with Android APIs.
• The mapping between system calls and Android APIs can be further used to
detected malicious applications which try to evade Android APIs to conduct
malicious actions.
The rest of this chapter is organized as follows. We first give an introduction to
Android system and Android applications in Section 4.2, followed by the current
issues associated with Android applications in Section 4.3. Problem statement is
also presented in this section. Our approach of mapping system level behaviors
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with Android APIs is proposed in Section 4.4. Section 4.5 presents a case study to
evaluate this approach. Current limitations and some future work are discussed in
Section 4.6. Finally, we shed light on some related work and conclude this chapter
in Section 4.7 and 4.8, respectively.

4.2 Background: The Android System
Android is a open-source platform implemented primarily based on Linux kernel, and
designed mainly for mobile devices. It usually consists of an operating system based
on Linux, middleware, application framework, and some essential applications [89],
as shown in Fig. 4.1. Linux kernel lies in the lowest layer in the Android system
architecture. Besides some traditional features like memory management, security
model, network stack and process management that the original Linux kernel
supports, power management and some specific mobile phone related drivers are
added into this Linux kernel. Those drivers include binder (IPC) driver, USB
gadget driver, and Low Memory Killer, etc [90]. Android middleware includes
native libraries and Android runtime. Native libraries are used to support screen
display, multi-media services, and web browser, etc. Android runtime contains
Dalvik virtual machine (VM) and core Java application libraries [89]. Every
application runs in its own Dalvik VM. Unlike conventional Java VMs, which are
stack machines, Dalvik is register-based VM [89, 91]. In Android, applications are
usually written in Java and compiled to Java bytecode (.class files). A dx tool
then convert the .class files into .dex (Dalvik EXecutable) format. The reason
converting Java code into .dex format is that optimization of code is required due to
limited resources, such as memory and processer speed [89,91]. Android application
framework is essentially a built-in toolkit and APIs providing services and interfaces
to develop applications. It includes Activity Manager, Package Manager, Windows
Manager, Telephony Manager, and Content Providers, etc. All of them can simplify
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Figure 4.1: Architecture of Android system.
the reuse of components.

4.2.1 Android Applications
Android applications lie in the top layer of Android system. They are basically
Android packages (APK), archive files containing all the content of apps [92]. In
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Android, each app runs in its own Linux process. Android app comprises four
types of app components: activities, services, content providers, and broadcast
receivers [92]. An activity is a single screen that users can interact with, such as
an activity of composing an email in an email app. Unlike activities, a service has
no user interface; rather, it runs in the background, such as playing music while
a user composing text messages. A content provider manages the data among
applications. Different content providers manages different types of data, such as
contact list, images, and videos. Any app with the proper permissions can interact
with the corresponding content providers [89, 92]. A broadcast receiver is used to
respond to system-wide broadcast announcements, such as battery is too low [92].
Every app should have an AndroidManifest.xml file [93]. The manifest commonly includes the following information: package name, components of the
application, permissions, specific libraries the package need linked to, etc. [89, 93].
Permissions are one of the most important declarations in manifest to fulfill the
principle of least privilege and privilege separation. As aforementioned, a permission
is a mechanism restricting an application’s access to a part of the code or to data
on the device. An Android app usually has to explicitly declare the permissions
to access the protected part, such as GPS, WiFi, Bluetooth service, broadcasting
service, telephony service, camera, SMS/MMS messages, contacts, calendar, and
network/data connections. Those access are usually implemented via Android APIs.
Permissions requested by an app are granted at app install time. The package
installer first retrieve permissions from AndroidManifest.xml and check against the
signatures declaring those permissions. If needed, users are then prompted to either
allow or deny all permissions the installation package requests. If all granted, the
app will be installed successfully. During running time, no checks with the user are
done [23].
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4.2.2 Android APIs
A framework API is provided on the Android platform that enables applications to interact with the underlying Android system, including resources and
services. According to Android [94], the framework API consists of several sets
of APIs: a set of packages and classes (e.g., android.bluetooth package and its
BluetoothHeadset class), a set of XML elements and attributes for declaring a
manifest file, a set of XML elements and attributes for declaring and accessing
resources, a set of intents, and a set of permissions that applications can request
(e.g., READ_EXTERNAL_STORAGE), as well as permission enforcements included in the
system.
Android applications and system services are all implemented in Java. They
access to the lower level libraries via the framework API. The Android application framework implements and provides these Android APIs. They are responsible for the Core system services (e.g., Activity manager) and hardware
services (e.g., Location manager). Fig. 4.2 shows the interaction between an
example application process and the system_server process. For example, if
an application X wants to use the GPS service. The activity in application X
will first call the framework API implemented in framework.jar. In this case,
Context.getSystemService(Context.LOCATION_SERVICE) is called to retrieve a
link to android.location.LocationManager for controlling location updates. The
Location Manager then get the reference to the Service Manager from the binder.
The Location Manager then looks up “location” service in the Service Manager.
The Service Manager register as binder context manager, and the references from
the binder are obtained. The binder will invoke the LocationManagerService in the
system_server process. Permission check is done in the system_server process.
If permission of ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION is declared
in the android.Manifest.permission, the SystemServer will register “location”
service via the Service Manager. The Service Manager finally get the references of
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Figure 4.2: An example of application calling APIs and binder in Android system.
The upper left is an example application process, and the upper right is the
system_server process.
the LocationManagerService.
The APIs that an application uses can be roughly divided into two categories:
documented APIs and undocumented APIs. Documented Android APIs are released
on Android platform by Google Android. These documented Android APIs include
Android specific libraries (usually start with android, com.android or dalvik), Java
compatibility libraries (start with java or javax), and third party libraries (start
with org, primarily Apache libraries). Undocumented APIs are also used by Android
application developers since Android is open-source. Developers may use Java
reflection or implement their own source code to obtain references to any Java
method.
As mentioned in introduction, to access sensitive resources, permissions should
be granted for applications. However, this should work together with Android APIs.
As shown in Fig. 4.2, the permission check occurs in the system_server process.
Kathy Au et al. found that there is a mapping between Android API calls and
permissions [88]. They identified every Android API that could be called and the
permissions this API call might need.
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4.3 Issues with Android API Auditing
In this section, we first do a review of existing techniques for detecting malicious
applications, including Android API auditing. We then focus on the issues with
Android API auditing. Finally, we present the problem statement of this chapter.

4.3.1 Review of Prior Techniques in Detecting Malicious Android Applications
To address permission abusing attacks in Android systems, many works have been
presented. Generally, those works can be divided into two primary classes: (C1),
static analysis of decompiled applications [29]; and (C2), dynamic analysis to
monitor runtime behavior of applications [29, 95].
Static analysis such as DroidRanger [96] and RiskRanker [97] has several
strengths. It is relatively easier to decompile Java in Android. Many useful
information can be easily obtained in the application’s manifest file. In addition,
static analysis can properly address the issue of code coverage. However, static
analysis is not resilient to obfuscation and compiler optimization techniques. It has
a weakness to handle the dynamic code and native code in Android. Sometimes
runtime actions cannot be determined unless executed.
Therefore, dynamic analysis such as TaintDroid [95] and DroidScope [98] are
aiming to address those weaknesses. They either use instrumentation (TaintDroid)
or virtual machine monitor (DroidScope) techniques to conduct the runtime analysis
[29]. This technique is resilient to obfuscation and polymorphism. It also properly
addresses the runtime action issue. However, code coverage is a big challenge in
dynamic analysis. Overhead and scalability can also become a bottleneck for some
approaches.
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4.3.2 Issues with Current Android API Auditing
Many prior approaches use Android API auditing to detect malicious applicaitons
regardless of static or dynamic analysis [87, 88]. However, Android API auditing
can be greatly undermined by some existing attacks, e.g. the aforementioned
transplantation attacks. An essential reason is that once an application evades
(intentionally or unintentionally) Android APIs whether by native libraries or
developers’ own implementation, Android API auditing will usually not work
effectively. Some malicious attacks like in [24] could even evade the binder.

4.3.3 Problem Statement
Inspired by transplntation attack on Android platform and limitations of existing
techniques, we present the problem statement of Chapter 4. First, how to obtain
the privileges (permissions) an application actually used? Second, how to represent
behavior so that these behavior can correctly reflect the applications even when
these applications evade some Android APIs. This representation should also reflect
the functionalities of those applications. Third, how to correlate the permissions of
an application with the obtained behaviors?

4.4 Design and Implementation
4.4.1 Approach Rationale
To address the issues, we propose the system-level behavior analysis on Android
applications. There are several reasons that we introduce system-level behavior
analysis to identify malicious behaviors. First, system calls are the only interface
between Android OS and an application, providing the only way for an application
to access the OS services. Second, almost every attack goal is bundled with
Android OS resources. Hence, for malicious applications, it is usually not possible
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Figure 4.3: Architecture of mapping system level behavior with Android APIs.
for them to conduct sensitive actions without triggering system calls, even if they
use obfuscation or polymorphism techniques [44, 46]. Third, privilege escalation
is commonly achieved through IPC mechanism in Android. System calls used by
IPC mechanism in Android can be easily identified and tracked. Fourth, system
calls can be practically tracked and analyzed, while giving little overhead to the
Android OS, given that Android applications are process-based.

4.4.2 Approach Overview
Fig. 4.3 shows the architecture of our system. It primarily consists of Dynamic
Tracer, SCDG Extractor, IPC Analyzer, Android API and Permission Retriever,
and Mapping System.
Dynamic Tracer. The dynamic tracer tracks the behaviors of Android applications running on Dalvik VMs in the form of system calls. Android OS is
implemented based on Linux kernel. System call invoking is similar even Android
OS is running ARM architecture. Hence, we adopt the similar Dynamic Tracer as
in Chapter 2, without input resolver and trace differentiator. A major difference
is that the dynamic tracer here needs to trace multiple processes, as permission
escalation usually involves several applications as described in Section 3. Noise
filtering is still required to trim system call traces. Strace is used to intercept
system calls as it is a built-in tool in Android SDK [59].
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SCDG Extractor. Like the SCDG extractor in Chapter 2, the SCDG Extractor here takes the trimmed system call traces as the input, and aim to generate
SCDGs for applications. It primarily explores the dependencies between system
calls.
API and Permission Retriever. This component has two functions. The
permission retriever extracts permission list in the corresponding applications.
It retrieves the permissions from AndroidManifest.xml. The output is a list of
vectors hpid, packname, pms1 , pms2 , ..., pmsn i, where pid is the process id of the
application, packname is the name of the application, and pmsn is the permission.
The API retriever can obtain every Android APIs that are called by an application.
This component runs co-currently with dynamic tracer and SCDG extractor.
IPC Analyzer. Permission enforcing usually requires the involvement of IPC.
Of all the IPC mechanisms, binder acts as the core feature and component. Intents
are conveyed via binder. In addition, interactions with the operating system also
go through binder [29]. The interactions with the system are primarily through the
system call ioctl(). The IPC analyzer takes SCDGs as the input and extracts
those with IPCs. Finally, based on the arguments, a mapping of caller/callee is
presented. A caller is a component in an application that request the permission.
A callee is a component in another application that has the permission or is the
resource that requested.
Mapping System. We use Android’s logcat as a baseline for mapping system
level behavior with Android APIs [99]. All the three use the same time clock and
have an accurate timestamp associated with each log, system call entry and API
calling.

4.4.3 Implementation
The trace generator is implemented based on strace [59]. It can track the system
calls and filter off the unnecessary system calls. We implemented the SCDG
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extractor under Valgrind. The SCDG extractor can construct SCDGs. We use
PScout as the API and permission retriever [88].

4.5 Evaluation and Case Study
As mentioned in the introduction, our goal is not to detect malicious applications
using this technique. Instead, we intend to build a mapping between the Android
APIs and system level behavior. In this section, we present a case study to
demonstrate the process of this approach.

4.5.1 Evaluation Environment
The experiments were performed on a workstation with a 2.40 GHz Quad-core
Intel(R) Xeon(R) CPU and 4GB memory, under Fedora 12. Android 4.0 is used to
perform all the experiments.

4.5.2 A Case Study on Camera Services in Android
We use the transplantation attack in [24] as a case study to show the process of our
approach. Overall, it has three steps, obtaining system level behavior represented in
SCDGs, retrieving Android APIs, and mapping system level behavior with Android
APIs.
4.5.2.1

Camera Service in Android System

Fig. 4.4 shows the architecture of camera services called by a benign Android
application [100]. The camera service is achieved via a native process called
mediaserver. The mediaserver contains three layers, native library, HAL and kernel
layer (camera driver). A transplantation attack is to transplant the code both in
the native library layer and the HAL layer from the mediaserver’s address space to
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Figure 4.4: Architecture of camera services in Android system.
the malicious application’s address space directly [24]. After transplantation, this
application named CameraTest can access to the Camera service and take photos.
4.5.2.2

Obtaining System Level Behavior

As every Android application runs in its own process, there is no need to differentiate
the system call traces with others. Strace can simply obtain the system call traces
for the transplanted application CameraTest process and the mediaserver process.
The following Fig. 4.5 shows part of the SCDGs obtained from CameraTest process.
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Figure 4.5: SCDGs obtained from CameraTest process.
4.5.2.3

Retrieving Android APIs

Retrieving Android APIs is done co-currently when obtaining system call traces
from a benign camera service application. In this experiment, we directly use the
native camera to take photos (a.k.a legacy camera). APIs of Camera.open(), Camera.SetParameters, Camera.startPreview, Camera.CameraStorage, Camera.PreviewSize,
Camera.OnShutterButtonClick, Camera.stopPreview, Camera.mJpegCallbackFinishTime,
and Camera.surfaceChanged.
4.5.2.4

Mapping System Level Behavior with Android APIs

To map the system level behavior with Android APIs, Android’s logcat is introduced in our experiments. Android’s logcat collects logs for various applications
and portions of the system, where the CameraTest and mediaserver are both
included.
Based on the timestamps in the system call traces, Android APIs and the logcat,
we map the SCDGs to Android APIs. Fig. 4.6 shows the mapping of SCDGs to
Android APIs. The mapping is very clean. For example, the CameraStorage APIs
consists just five system calls. It first checks the file status and then using the
binder to implement the IPC interaction. After obtaining the time, it writes to the
previously checked file or folder.
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Figure 4.6: Mapping between SCDGs and Android APIs.

4.6 Discussion
In Section 4, the dynamic tracer is said to be implemented without the input
resolver. In fact, input resolving is a key challenge during the dynamic tracing.
Similarly in suspicious extension identifying, an application can result in a set of
execution paths due to different inputs, while these execution paths cannot be
guaranteed the same during the dynamic tracing. It is very likely that certain
malicious actions can only be triggered under specific inputs (i.e., conditional
expressions are satisfied, or when a certain command is received). If these specific
inputs are not included in the test input space, it is possible that malicious actions
can be triggered in a particular execution path. Therefore, an input resolver is still
needed to cover more execution paths of applications. Instead of dynamic symbolic
execution, behavior stimulation can be used to generate more paths [29].
Most permission policies are enforced by binder driver; however, some permission
policies can be enforced by other measures. In this dissertation, currently, both
binder and ashmem mechanisms are considered.
The mapping between the SCDGs and Android APIs can be further used to
detect if an Android application is suspicious or not. For example, the SCDGs for
an Android API are obtained. If there is a suspicious or even malicious Android
application evading the using of a sensitive Android API, through system-level
behavior analysis, SCDGs of this application can be retrieved. If those SCDGs are
isomorphism, it can be claimed that this application implements the functionality
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of this Android API. This method makes it much harder for evading the Android
API auditing tools.

4.7 Related Work
Many efforts have been employed to address the security of Android applications.
In this dissertation, we shed light on some work that our study stand upon.
K. Z. Chen et al. proposed an approach of contextual policy enforcement to
check the interactions between an application and the Android event system [101].
It could detect sensitive operations being performed without the user’s awareness.
They proposed a new abstraction of Permission Event Graph (PEG) to detect
malicious behaviors. This contextual policy is an important complementary to
the current Android system. It can detect some malicious behaviors in Android
applications. However, there are several issues with this approach. Precision and
efficiency still needs to be improved. There is a scalability issue in identifying
applications PEGs in other context [101].
A. Reina et al. proposed a tool CopperDroid of system call-centric analysis
to reconstruct Android malware behaviors [29]. CopperDroid tracks system calls
to characterize low-level and high-level Android-specific behaviors. CopperDroid
also considers the path coverage issue. However, CopperDroid is dedicated to
reconstruct application behaviors including malware, not identifying malicious
Android applications.
K. Singh proposed context-sensitive permission model MobileIFC to for hybrid
mobile applications [102]. The model “allows applications accessing sensitive user
data while preventing them from leaking such data to external entities” [102]. MobileIFC can also achieve the information flow control over user contents. Although it
is not intended to identify malicious Android applications, it provides a framework
for the context-awareness permission model.
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4.8 Conclusion
Android provides multi-pronged security features to achieve the goal of protecting
user data and system resources, and providing application isolation. Android
permission mechanism provides a finer-grained security feature to protect user
data and system resources. However, permissions can be abused and escalated by
malicious applications. We proposed an approach to map system-level behavior
with permissions an application declares. Currently, a case study shows that our
approach can map system calls with permissions that an application declares,
whether benign or malicious applications. Future work is needed to identify
malicious applications via investigating the mapping between system calls and
Android application permissions.
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Chapter 5 |
Conclusion
Modern commodity web browsers now provide more customizations for individual
users. Browser extensions and PBM are two popular technologies attracting
millions of downloads and users. Extensions enhance user experience and GUI of
web browsers and provide additional functionality. PBM enables users to browse
the Internet while protecting their private browsing data. They provide some
convenience and protection to users. However, security and privacy issues still exist
in browser extensions.
In this dissertation, we first investigated two security topics in web browser
extensions. The first topic is characterizing the behavior of browser extensions
and identifying suspicious ones in commodity webstores. We proposed aspect-level
browser extension behavior clustering to represent the behavior of browser and
extensions and serve security purposes in identifying suspicious extensions. We
evaluated our system atop Mozilla Firefox with a large set of extensions including
malicious ones. The experimental results showed the effectiveness and efficiency
of our system in detecting suspicious extensions. The second topic is identifying
potential privacy breaches caused by extensions under PBM.
Dynamic analysis and symbolic execution are employed to identify the privacy
breach patterns. Based on the privacy breach patterns and state transition diagrams, the instrumented extensions show that private browsing data were effectively
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protected. The prototype SoPB based on the approach demonstrates good effectiveness and acceptable performance impact in identifying and stopping privacy
breaches caused by extensions.
In addition, we extended our research to Android platform, mapping system
level behavior with Android APIs. The primary reason that we extend the research
from web browsers extensions to Android applications is to generalize systemlevel behavior analysis in various problems, applications and platforms. In this
dissertation, we proposed a system-level behavior analysis to map SCDGs with
Android APIs. A case study on camera services demonstrates good results of the
mapping.
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Appendix |
Algorithm of Subgraph Isomorphism
Algorithm 1 Subgraph isomorphism between SCDGs of extensions using VF2
Input:
Extensions E1 , E2 in the same Functionality Category;
G and H, the set of subgraphs derived from E1 , E2 ;
g and h, subgraphs of E1 , E2 ;
Output:Mappings M
Require: γ = 0.8
1: procedure Subgraph(g, h)
2:
for all g ∈ G do
3:
for all h ∈ H do
4:
graph_isomorphism_vf 2(g, h)
. Call VF2 Algorithm
5:
if graph_count_isomorphism_vf 2(g, h) > 0 then
6:
. If mappings found
7: return graph_get_isomorphism_vf 2(g, h) . Return isomorphic mappings
8:
9:
10:
11:
12:
13:
14:
15:
16:

end if
end for
end for
0
|g | ← γ|g|
0
0
while |g | ≥ γ|g|&|h | ≥ γ|h| do
0
0
CALL SUBGRAPH(g ,h )
end while
end procedure
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. Subsubgraphs of G, H
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