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ABSTRACT
Cyberbullying, defined as bullying perpetrated through the use of information technology,
is a serious problem among children, adolescents and young adults. In this thesis, we
study the detection of cyberbullies and the dynamics of cyberbullying in online social
networks. In order to detect cyberbullies, we use learning models based on content
features, user features and social network features. Understanding cyberbullying
dynamics means predicting the effect of bullying comments on users with history of nonbullying. In the course of this study, we explore the spread of cyberbullying influence
through the pairwise interactions between users. Using a dataset from MySpace, we first
build a model for identifying bullies and non-bullies. We build a second model
formulating the relationship between the influencer and the influenced user, predicting
the dynamics by which a user with history of non-bullying turns into a bully.
Based on our experimental results, we find that content features are significant in
detecting cyberbullies as well as cyberbullying dynamics. We find user features to be
significant in detecting cyberbullies but not significant in detecting cyberbullying
dynamics. We find social network features not to be significant in detecting cyberbullies
but to be significant in detecting cyberbullying dynamics.
Our models can provide moderators and network administrators an effective way to
identify cyberbullies as well as develop informed insights into the dynamics of
cyberbullying.
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Chapter 1
Introduction
Cyberbullying, defined as using information technology to willfully and repeatedly hurt,
harass or threaten others [1], is a serious problem among children, adolescents and young
adults. According to recent statistics [2], 52% of young people report being victims of
cyberbullying. Other recent statistics [3] indicate that among more than 10,000 young
people surveyed, 28% experienced cyberbullying on Twitter and 54% on Facebook.
Compared with traditional bullying, cyberbullying is especially problematic because
cyberbullying is not restricted by time and space [4] and can occur more frequently and
intensely [5], making it more difficult to identify and control.
Although cyberbullying occurs in the cyber environment, it can cause dire consequences
in the real world. Cyberbullying can lead to frustration, depression, anger and social
phobia among its victims [6]. More seriously, it can lead to suicide [7]. In 2008, a 13year-old British boy named Sam Leeson hanged himself in his bedroom because he was
bullied on the social networking site Bebo [8]. Furthering the problem, retaliatory
behavior can cause victims to become bullies themselves [9].
For the above reasons, it has become necessary to investigate approaches to detect and
control cyberbullying behavior in social networks.
There have been a number of studies and industry tools developed to deal with this
problem. Studies in the field of social sciences [10-13] analyze the different factors
involved in cyberbullying as well as how to prevent cyberbullying through educating
students and reporting issues immediately. Studies [14-25] in the field of computer and
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information sciences focus on using machine learning techniques to detect abusive and
offensive content. Existing industry tools [26-28] allow students and parents to filter or
report harmful contents or contacts. Also, these tools provide a convenient way for the
involvement of parents and school officials, enabling them to better protect kids online.
In this thesis, we focus on methods for detecting cyberbullies and cyberbullying
dynamics in online social networks. To detect cyberbullies, we use machine learning
techniques on three types of features, namely content features, user features and social
network features. Content features allow us to analyze bullies based on the characteristics
of their posted comments. User features allow us to characterize bullies through their
demographic information. And social network features allow us to investigate bullies
through their location in the network. Detecting bullies can help moderators and network
administrators directly catch bullies and take necessary action such as issuing warnings
and closing accounts. We also use the same feature sets together with posting times
(elapsed time between posts) to characterize cyberbullying dynamics. We regard
cyberbullying dynamics as the spread of cyberbullying through the pairwise interactions
between users. Detecting cyberbullying dynamics means predicting whether users will be
influenced by another user’s cyberbullying comment. We look into the interaction
between influencers and influenced users by which a user with history of non-bullying
observes a peer engaging in bullying and follows suit. Predicting the dynamics of
cyberbullying can help moderators and network administrators more effectively prevent
the spread of cyberbullying behavior.
We use Decision Tree C4.5 with 10-fold cross-validation based on different feature
combinations to detect cyberbullies and characterize the dynamics of cyberbullying. For
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detecting cyberbullies, as expected, we find that content features are the most significant
and social network features are the least significant. For detecting cyberbullying
dynamics, we find that both content features related to the influencer (i.e. how offensive
he or she is) and social network features are significant indicators. Social network
features appear to indicate the importance of the role of the bullying user in the
community, and his or her visibility in the network. Apparently, our results suggest that
the more the user is central and key to the network, the more he or she will influence
others to follow his or her reprehensible behavior.
The structure of this paper is as follows. In Chapter 2, we discuss related works. In
Chapter 3, we introduce some basic concepts related to this study. In Chapter 4, we
discuss the dataset as well as the analysis of three types of features. In Chapter 5, we
focus on the experiments and results for detecting cyberbullies and cyberbullying
dynamics. Chapter 6 is the conclusion of the study with pointers to future work.
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Chapter 2
Background and Related Works
To deal with the problem of cyberbullying, there have been studies from social sciences,
studies from computer and information sciences and industry tools.
2.1 Studies in the Field of Social Sciences
Studies from social sciences analyze related factors for both bullies and victims such as
their socio-demographic characteristics, their personality and their habits of using
technology. Moreover, they provide some solutions for preventing cyberbullying. Kift et
al. [10] discuss several types of cyberbullying such as defamation, assault and invasion of
privacy. Their suggestions include educating young people to increase their awareness of
the dire consequences of cyberbullying and realize the necessity to report bullying
incidents to trusted adults in time. Betz et al. [11] mention that it is necessary for youth to
block or delete the offensive messages and report the incident to authorities instantly.
Also, parents and teachers should provide guidance to help youth overcome the fear or
pressures. Mishna et al. [12] discuss the possible risk factors for people to be involved in
cyberbullying, including victims, bullies and bully-victims. Their considered measures
include socio-demographic factors, technology use habits and parental involvement.
Sabella et al. [13] investigate the accuracy of common thinking towards cyberbullying by
looking into available research. Their analyzed studies come from various perspectives
such as understanding, occurrence, involvement and consequence. They propose some
suggestions such as developing effective school policies; educating students, parents and
school staff; and developing peer helper systems.

5

2.2 Studies in the Field of Computer and Information Sciences
In the field of computer and information sciences, many previous studies focus on
detecting cyberbullying through content-based analysis. Yin et al. [14] study the
detection of online harassment based on content features, sentiment features and
contextual features. Bayzick et al. [15] design a computer software called BullyTracer to
detect cyberbullying based on four content features (insult words, swear words, second
person pronouns and word capitalization) using the same dataset adopted in our study.
Dinakar et al. [16] also focus on detecting textual cyberbullying. They first build
individual topic-sensitive classifiers, and then detect the negativity and profanity of
sensitive topics (intelligence, race & culture, sexuality). Reynolds et al. [17] detect
cyberbullying based on the number of bad words and the density of bad words.
Some studies detect cyberbullying through applying language models. Chen et al. [18]
study how to detect offensive comments as well as potential offensive users in social
networks. To realize their goal, they design a Lexical Syntactic Feature-based (LSF)
language model, which takes both lexical and syntactical features into consideration to
first calculate sentence offensiveness. Then they incorporate sentence offensiveness
values and some users’ language profile features, namely sentence styles, sentence
structure and cyberbullying related content to analyze users’ likelihood to post offensive
comments. Kontostathis et al. [19] detect cyberbullying based on two steps. The first step
is to identify the frequently used cyberbullying terms and then design related queries for
cyberbullying detection based on a bag-of-words language model. The second step is to
apply machine learning techniques to identify more cyberbullying-related terms and
querying techniques to determine the density of cyberbullying contents. Liberman et al.
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[20] use common sense reasoning to detect cyberbullying. They have designed a large
knowledge base for common sense knowledge, and then analyze the comment’s profanity
and effect on different groups of people.
Besides content features, some studies also take user features into consideration to detect
cyberbullying contents. Garcia et al. [21] detect troll profiles in Twitter. They also show
that their proposed model can be used for cyberbullying detection in real-world
applications. Their identified features not only include content features, but also some
user features such as time of publication and geoposition. Dadvar et al. [22] also detect
cyberbullying considering both content features and user features. They divide content
features into content-based features (number of profane words, number of first and
second person pronouns, profanity windows) and cyberbullying features (number of
cyberbullying words, the length of comment) and their selected user features include
history of users’ activities and age. They find out that the performance of detection can be
improved through adding user features for analysis.
The study conducted by Huang et al. [23] takes social network features into account for
detecting cyberbullying messages. They use a corpus of Twitter messages and associated
ego-networks to identify content features and social network features. Their purpose is to
examine whether social network features are significant in detecting cyberbullying
messages. Their identified social network features include number of nodes, number of
edges, number of links, degree centrality, betweenness centrality and k-core score of a
node. They find out that the detection performance can be improved by considering both
content features and social network features.

7

Dadvar et al. [24, 25] study the methods to detect bullies themselves. For their study in
2013 [24], they try to use MCES (Multi-Criteria Evaluation System) to get insights into
YouTube users’ behavior as well as their characteristics from the knowledge of twelve
experts in the area of cyberbullying. Their study in 2014 [25] can be regarded as a
continuance of their previous study. In this study, they apply supervised machine learning
models in cyberbullies detection. Then they compare three types of detection methods:
the expert system, the machine learning models, and a hybrid combing the two. Their
extracted features include content features, user activity features and user profile features.
2.3 Industry Tools
Some industry-driven tools are available to counter cyberbullying. PureSight [26] is a
software created by PureSight Technologies Ltd. This tool can better help parents protect
their children from being bullied online. This tool not only automatically filters offensive
contents and identify potential harmful contacts, but also allows for personalization. For
example, parents can determine the list of websites or the list of contacts that they either
allow or not allow their children to see or chat with. Stopit [27] is a mobile application to
deal with cyberbullying. Unlike PureSight, which prevents cyberbullying from the
perspective of parental control, Stopit is designed for school students. Students who use
Stopit need to input their trusted adults such as parents, relatives, teachers or school
officials so that they can reach out to them immediately when they see something
improper. BRIM [28] is a website-based tool for students and school officials to report
and track the bullying incidents. Through this tool, students can conveniently and
anonymously report bullying incidents to school officials so that school officials can deal
with the bullying incidents in time.
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The aim of our study is to detect both cyberbullies and cyberbullying dynamics in online
social networks with consideration to content features, user features and social network
features. We compare our study with some similar previous studies in the area of
computer and information sciences. The detailed information is in Table 2-1:

Study

Object

Feature

Dataset

Yin et al. [14]

Contents

Content features

Kongregate, Slashdot,
MySpace

Bayzick et al. [15]

Contents

Content features

MySpace

Dinakar et al. [16]

Contents

Content features

Youtube

Reynolds et al. [17]

Contents

Content features

Formspring

Chen et al. [18]

Contents

Content features

Youtube

Kontostathis et al. [19]

Contents

Content features

Formspring

Garcia et al. [21]

Contents

Content features
User features

Twitter

Dadvar et al. [22]

Contents

Huang et al. [23]

Contents

Dadvar et al. [25]

Users

Our study

Users and Dynamics

Content features
User features
Content features
Social Network
features
Content features
User features
Content features
User features
Social Network
features

Youtube
Twitter
Youtube

MySpace

Table 2-1 Comparison among Studies
From Table 2-1, it can be seen that none of the previous studies focuses on studying the
dynamics of cyberbullying. Therefore, our study is an important attempt to investigate the
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influence of cyberbullying behavior in the social network based on users’ pairwise
interactions.
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Chapter 3
Background Notions
3.1 Decision Tree
A decision tree is a tree-like model for classification and prediction. It is one of the most
common predictive modeling approaches used in data mining and machine learning areas.
The aim of the decision tree is to create a model to predict the value of the target variable
based on the input variable.
The decision tree is constructed through splitting a feature space into smaller subsets
repeatedly. In the structure of decision tree, each internal node refers to a test on the
attribute, each branch represents the attribute value and each leaf node, also called
terminal node, refers to the classification label. The basic structure of decision tree is
shown in Figure 3-1:

Figure 3-1: A General Structure of Decision Tree
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The construction of decision tree includes two steps. The first step is building the
decision tree. To build the decision tree, it starts with a root node and recursively
divides the training samples into smaller subsets according to attribute value by testing
for a given attribute at each node. This process continues until all the samples in one
subset are the same class or the number of samples is lower than the given value. The
second step is pruning the tree. The purpose of pruning the tree is to prevent overfitting
so that the tree structure can become more concise and the classification accuracy can be
improved [29].
The general decision tree process consists of two steps. The first step is constructing the
decision tree using the training dataset with labeled categories in the recursive way. The
second step is using the constructed decision tree model to classify the testing dataset.
Two notable decision tree algorithms include ID3 and C4.5.
3.1.1 ID3
ID3 (Iterative Dichotomiser 3) was developed by Ross Quinlan [30]. It is a decision tree
learning algorithm based on entropy and information gain. Suppose a dataset D is
regarded as the root node when starting to construct the tree. It first iterates through each
attribute that has not been used in the set D and then calculates the entropy and
information gain of the attribute. Next it selects the attribute that has the smallest entropy
and largest information gain. After that, the set D is split by the selected attribute to
generate the subsets. The process can recur on subsets through using the remaining
attributes [31]. The process repeats until generated a decision tree that it can perfectly
classify the training sample.
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3.1.2 C4.5
C4.5 is a decision tree learning algorithm also developed by Ross Quinlan [32]. C4.5 is
considered as an extension of ID3 based on information gain ratio. At each node of the
tree, C4.5 chooses the attribute with the highest information gain ratio for decision
making [33].
In order to describe the information gain ratio, we first define entropy. Entropy is a
concept used to measure the degree of uncertainty in a dataset. For a set D, the formula to
calculate entropy is as follows:
𝐻(𝐷) = − ∑𝑥𝑋 𝑝(𝑥)𝑙𝑜𝑔2 𝑝(𝑥)

[31]

D refers to the set for which entropy is calculated; H(D) refers to the entropy of the set D;
X refers to set of classes in set D; p(x) refers to the proportion of the number of elements
in class x to the number of elements in set D [31].
For an attribute A in the set D, the formula to calculate entropy is as follows:
𝐻(𝐴, 𝐷) = − ∑𝑡𝑇 𝑝(𝑡) 𝐻(𝑡)

[31]

A refers to an attribute for which entropy is calculated; H(A,D) refers to the entropy of the
attribute A in set D; T refers to the subsets generated from splitting set D by attribute A;
P(t) refers to the proportion of the number of elements in subset t to the number of
elements in set D; H(t) refers to the entropy of subset t [31].
Information gain is a concept used to measure the difference in entropy from before to
after the set D is split on the attribute A [31]. For an attribute A in set D, the formula to
calculate information gain is as follows:

13

𝐼𝐺(𝐴, 𝐷) = 𝐻(𝐷) − 𝐻(𝐴, 𝐷)

[31]

H(D) refers to the entropy of the set D; H(A,D) refers to the entropy of an attribute A in
set D [31].
Information gain ratio refers the ratio of its information gain to its information split [34].
The bias towards multi-valued attributes can be reduced through using information gain
ratio [35].
The formula to calculate information split is as follows:
𝑆𝑝𝑙𝑖𝑡_𝐻(𝐴) = − ∑𝑡𝑇 𝑝(𝑡)𝑙𝑜𝑔2 𝑝(𝑡) [34]
A refers to an attribute for which information split is calculated; Split_H(A) refers to the
information split of attribute A; T refers to the subsets generated from splitting set D by

attribute A; P(t) refers to the proportion of the number of elements in subset t to the
number of elements in set D.
The formula to calculate information gain ratio is as follows:
𝐼𝐺(𝐴 ,𝐷)

𝐼𝐺𝑅(𝐴 , 𝐷) = 𝑆𝑝𝑙𝑖𝑡_𝐻(𝐴) [34]
IG(A,D) refers to the information gain of the attribute A in set D; Split_H(A) refers to the
information split of attribute A.
Compared with ID3, C4.5 has several improvements. Firstly, it selects attributes with
information gain ratio. Secondly, it can deal with both discrete attributes and continuous
attributes. Thirdly, it can handle data that contains missing values. Fourthly, it can deal
with attributes that have different costs. Fifthly, it can prune the tree after creating that
tree [33].
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3.2 Evaluation Methods
For evaluating the efficiency of classification algorithms, frequently adopted metrics
include true positive (TP) rate, false positive (FP) rate, accuracy, precision, recall and Fmeasure.
When using a classifier to classify instances in a particular dataset, some instances are
correctly classified while some instances are wrongly classified. This can be captured in a
confusion matrix. Table 3-1 shows a confusion matrix for a binary classification example:

Predicted Class
C1

C2

C1

TP

FN

C2

FP

TN

True Class

Table 3-1: Confusion Matrix for Binary Classification
In this confusion matrix, the main diagonal gives the number of positive instances that
are correctly classified (TP) and the number of negative instances that are correctly
classified (TN). The anti-diagonal gives the number of negative instances that are
wrongly classified (FN) and the number of positive instances that are wrongly classified
(FP). The actual number of positive instances P = TP + FN and the actual number of
negative instances N = FP + TN. The total number of instances in the dataset C = P + N.
The definition and calculation of each metric is as follows [36]:
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True positive rate is defined as the proportion of correctly classified positive instances
among all the positive instances. The calculation of true positive rate is given by: TPR =
TP / P
False positive rate is defined as the proportion of wrongly classified positive instances
among all the negative instances. The calculation of false positive rate is given by: FPR =
FP / N
Accuracy (ACC) is defined as the proportion of correctly classified instances among all
the instances. The calculation of accuracy is given by: ACC = (TP + TN) / C
Precision (PREC) is defined as the proportion of classified positive instances that are
correct. The calculation of precision is given by: PREC = TP / (TP + FP)
Recall (REC) is defined as the proportion of correctly classified positive instances among
all the positive instances. The calculation of recall is given by: REC = TP / P
F-measure (F) is a metric to consider both precision and recall. The calculation of Fmeasure is given by: F = (PREC × REC × 2) / (PREC + REC)
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Chapter 4
Core Solutions
The goal of our study is to detect cyberbullies and cyberbullying dynamics in online
social networks. The detection of cyberbullies is based on three feature vectors for each
user’s content features, demographic descriptors and social network metrics. To
characterize cyberbullying dynamics, we try to predict whether a user with history of
non-bullying will be influenced by another user’s bullying comment and becomes a bully.
The work flow for detecting cyberbullies is shown in Figure 4-1:

Figure 4-1: Work Flow for Detecting Cyberbullies
The work flow for detecting cyberbullying dynamics is shown in Figure 4-2:

Figure 4-2: Work Flow for Detecting Cyberbullying Dynamics
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4.1 Dataset Description and Labeling
The dataset we analyze is a MySpace dataset [37], containing 3,070 data records over
four years in the MySpace social network. After removing repeated records, 3,032
distinct data records are obtained, with 1,129 distinct users and 118 distinct threads. The
users in the MySpace dataset consist of 769 men and 358 women and their average age is
34 years old (two users do not have gender and age information). Each record includes
thread id, user id, username, gender, age, location, posting time and comment body. A
detailed description of the dataset is given in Table 4-1 and user demographic
information is provided in Table 4-2.

Information

Total Records

Repeated Records

Remaining Records

Record

3070

38

3032

Thread

123

5

118

Distinct User

1129

0

1129

Comment

3070

38

3032

Table 4-1: MySpace Dataset Information

Information

Total

Age Blank

Age Range

Average Age

Users

1129

2

14--108

33.93

Male

769

0

15-108

33.33

Female

358

0

14-108

35.21

Gender Blank

2

2

0

0

Table 4-2: User Demographic Information for the MySpace Dataset
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To determine the ground truth (whether each comment is a bullying comment or not), we
have each comment hand-labeled by three labelers. We consider a particular comment to
be a bullying comment if two or three of the labelers have marked it as bullying. As the
result, among the 3,032 comments, 623 comments are labeled as bullying and 2,409
comments are labeled as non-bullying. Considering the perspective of an individual user,
if a user posts one or more bullying comments, he or she is regarded as a bully. By this
criterion, among all the 1,129 users, 384 users are labeled as bullies and 745 users are
labeled as non-bullies. These results are summarized in Table 4-3:

Type

Comments

Users

Bullies

623

384

Non-bullies

2409

745

Total

3032

1129

Table 4-3: Labeling Information
Note that 623 comments are considered bullying, which accounts for about 20.55% of all
the 3,032 comments, while 384 users are considered bullies, accounting for about 34.01%
of all the 1,129 users. The hand-labeled data will be used as the ground truth.
4.2 Feature Analysis
In order to detect cyberbullies and characterize the dynamics of cyberbullying in online
social networks, we use three sets of features for classification, namely content features,
user features and social network features.
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4.2.1 Content Features
For each comment, we extract four content features: the number of profane words, the
number of second person pronouns, comment sentiment and length of comment.
C1: Number of profane words
This feature is used to measure the presence and frequency of offensive or inappropriate
words within comments. To determine whether a word is a profane word or not, we adopt
a standard profane word list [38] as the basis of judgment. We count the number of
profane words for each comment. Statistics with respect to profane words are given in
Figure 4-3, Table 4-4, Figure 4-4 and Table 4-5:

Figure 4-3: Statistics of Number of Profane Words based on Comments

Comments

Bullying

Non-bullying

Total

With profane words

410

603

1013

Without profane words

213

1806

2019

Total

623

2409

3032

Table 4-4: Statistics of Number of Profane Words based on Comments
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Figure 4-4: Statistics of Number of Profane Words based on Users

Users

Bullies

Non-bullies

Total

With profane words

327

213

540

Without profane words

57

532

589

Total

384

745

1129

Table 4-5: Statistics of Number of Profane Words based on Users
From Figure 4-3, Table 4-4, Figure 4-4 and Table 4-5, it can be seen that among bullies’
comments, the proportion of comments with profane words is significantly larger.
C2: Number of second person pronouns
Previous research [15, 18] indicates that within the comments containing profane words,
the appearance of second person pronouns will make those comments more offensive.
Second person pronouns can be used to detect whether a comment is aimed at a specific
person or not. To take the number of second person pronouns into consideration, we
consider those comments with profane words. Statistics with respect to second person
pronouns are given in Figure 4-5, Table 4-6, Figure 4-6 and Table 4-7:
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Figure 4-5: Statistics of Number of Second Person Pronouns based on Comments

Comments with Profane Words

Bullying

Non-bullying

Total

With second person pronouns

163

210

373

Without second person pronouns

247

393

640

Total

410

603

1013

Table 4-6: Statistics of Number of Second Person Pronouns based on Comments

Figure 4-6: Statistics of Number of Second Person Pronouns based on Users
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User with Profane Words

Bullies

Non-bullies

Total

With second person pronouns

223

87

310

Without second person pronouns

104

126

230

Total

327

213

540

Table 4-7: Statistics of Number of Second Person Pronouns based on Users
From Figure 4-5 and Table 4-6, it can be seen that from comment perspectives of this
feature, there is no obvious difference between bullying comments and non-bullying
comments. However, from Figure 4-6 and Table 4-7, it can be seen that from the user
perspective of this feature, the number of second person pronouns can distinguish bullies
and non-bullies.
C3: Comment sentiment
Sentiment analysis is commonly used in cyberbullying detection because it can help us
detect offensive contents that do not contain profane words. Usually comment sentiment
is used for determining the attitude of a user with respect to some topic or the overall
contextual polarity of a document. In our analysis, we use a sentiment analysis tool called
Semantria [39] to classify all the comments into one of the three categories: positive,
negative and neutral. Statistics with respect to comment sentiment are given in Figure 4-7,
Table 4-8, Figure 4-8 and Table 4-9:

23

Figure 4-7: Statistics of Comment Sentiment based on Comments

Comments

Bullying

Non-bullying

Total

Negative sentiment

313

489

802

Neutral sentiment

189

1185

1374

Positive sentiment

121

735

856

Total

623

2409

3032

Table 4-8: Statistics of Comment Sentiment based on Comments

Figure 4-8: Statistics of Comment Sentiment based on Users
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Users

Bullies

Non-bullies

Total

Negative sentiment

188

100

288

Neutral sentiment

123

355

478

Positive sentiment

73

290

363

Total

384

745

1129

Table 4-9: Statistics of Comment Sentiment based on Users
From Figure 4-7, Table 4-8, Figure 4-8 and Table 4-9, it can be seen that most bullies’
comments tend to have negative sentiments whereas non-bullies’ comments are more
likely to have normal or positive sentiments.
C4: Length of comment
Previous research [18] shows that bullying comments tend to be shorter than normal
comments. Therefore, length of comment can be considered as a feature for detecting
bullies. The length of a comment is determined by the total number of words, regardless
of space, punctuations and emoticons. The statistical results with respect to length of
comment are given in Figure 4-9, Table 4-10, Figure 4-10 and Table 4-11:
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Figure 4-9: Statistics of Comment Length based on Comments

Length of Comments

1-15

16-30

31-60

61-90

91-120

121-220

>220

Comments

220

137

152

43

26

31

14

Ratio

0.36

0.22

0.24

0.07

0.04

0.05

0.02

Comments

1209

517

350

140

61

84

48

Ratio

0.50

0.21

0.15

0.06

0.03

0.03

0.02

Bullying

Non-bullying

Table 4-10: Statistics of Comment Length based on Comments

Figure 4-10: Statistics of Comment Length based on Users
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Length of Comments

1-15

16-30

31-60

61-90

91-120

121-220

>220

Users

94

115

99

37

14

16

9

Ratio

0.24

0.30

0.26

0.10

0.04

0.04

0.02

Users

336

169

126

38

17

26

19

Ratio

0.46

0.23

0.17

0.05

0.02

0.04

0.03

Bullies

Non-bullies

Table 4-11: Statistics of Comment Length based on Users
From Figure 4-9, Table 4-10, Figure 4-10 and Table 4-11, it can be observed from both
user and comment perspectives that most comments contain less than 60 words in total.
When the total number of words is less than 15, the ratio of bullying comments/bullies is
lower than that of non-bullying comments/non-bullies. When the total number of words
is between 16 and 60, the ratio of bullying comments/bullies is higher than that of nonbullying comments/non-bullies. When the total number of words is higher than 60, there
is no obvious difference between bullying comments/bullies and non-bullying
comments/non-bullies.
4.2.2 User Features
For user features, we consider gender, age and the total number of comments. User
features can help us identify bullies based on their demographic information and online
activity.
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U1: Gender
In our current dataset, we find that among bullies, the ratio of male bullies is significantly
higher than that of female bullies. Statistics with respect to gender are given in Figure 411 and Table 4-12 (2 users do not have gender information):

Figure 4-11: Statistics of Users’ Gender

Users

Bullies

Non-bullies

Total

Male

308

461

769

Female

75

283

358

Total

383

744

1127

Table 4-12: Statistics of Users’ Gender
U2: Age
Previous research [24, 25] shows that user’s age is an important user feature because the
frequency of cyberbullying occurrence and word use can change in different ages. These
are self-declared values, and may not be truthful. However, we ignore this issue as the
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reported ages are overall consistent with known averages of population of social network
users. Statistics about users’ age distribution are given in Figure 4-12 and Table 4-13 (2
users do not have age information):

Figure 4-12: Statistics of Users’ Age

Age

<21

21-25

26-30

31-35

36-40

41-65

66-90

>90

Users

67

84

76

50

31

34

9

32

Ratio

0.18

0.22

0.20

0.13

0.08

0.09

0.02

0.08

Users

171

198

133

78

46

53

13

52

Ratio

0.23

0.27

0.18

0.10

0.06

0.07

0.02

0.07

Bullies

Non-bullies

Table 4-13: Statistics of Users’ Age
From Figure 4-12 and Table 4-13, it can be observed when the age is less than 25, the
ratio of non-bullies is higher. When the age is higher than 25, the ratio of bullies is higher.
U3: Number of comments
The number of comments per user is taken to reflect a user’s activity level in the social
network. We notice, in our dataset, that bullies post more comments than non-bullies.
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The average numbers of comments are 4.79 for bullies and 1.49 for non-bullies. These
findings are detailed in Figure 4-13 and Table 4-14:

Figure 4-13: Statistics of Number of Comments based on Users

Number of Comments

1

2

3

4

5-6

>6

Users

118

62

36

30

51

87

Ratio

0.31

0.16

0.09

0.08

0.13

0.23

Users

538

102

49

25

8

9

Ratio

0.74

0.14

0.07

0.03

0.01

0.01

Bullies

Non-bullies

Table 4-14: Statistics of Number of Comments based on Users
4.2.3 Social Network Features
A social network is a set of nodes (or vertices) and edges. A node represents an
individual and an edge represents the relationships between them.
Our set of social network features consists of five common social network graph metrics:
degree centrality, closeness centrality, betweenness centrality, eigenvector centrality and
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clustering coefficient. Degree centrality, closeness centrality and betweenness centrality
measure the node’s position and popularity in the social network. Eigenvector centrality
measures the node neighbors’ position and popularity in the social network. Clustering
coefficient measures the mutual connections between the node’s neighbors in the social
network.
S1: Degree centrality
Degree centrality is defined as the number of edges that directly links to a node. If a node
has more direct links with other nodes, this node is more influential in the network. The
formula to calculate degree centrality is:
𝑁

𝐶𝐷𝑤 (𝑖) = ∑ 𝑤𝑖𝑗

[40]

𝑗

In this formula, i refers to the focal node; j refers to other nodes in the network; N refers
to the total number of nodes and w represents the weighted adjacency matrix. If there is
connection between node i and node j, the value of wij is the weight of the connection. If
there is no connection between node i and node j, the value of wij is 0 [40].
S2: Closeness centrality
Closeness centrality is defined as the inverse of the shortest distance between a node and
all other nodes reachable from this node. The higher a user’s closeness centrality score is,
the shorter the distance between the user and other users is so that the faster the user can
affect other users. The formula to calculate closeness centrality is:
𝐶𝐶𝑤 (𝑖) = ∑𝑁

𝑁−1

𝑗=1,𝑗≠𝑖 𝑑𝑖𝑗

[41]

31

In this formula, i refers to the focal node; j refers to other nodes in the network; N refers
to the total number of nodes and dij refers to the shortest distance between node i and
node j [41].
S3: Betweenness centrality
Betweenness centrality of a node is defined as the portion of shortest paths between node
pairs in the network that pass through that node. The higher a user’s betweenness
centrality score is, the more influential the user will be during the information
propagation. The formula to calculate betweenness centrality is:
𝐶𝐵𝑤 (𝑖) =

𝑔𝑗𝑘 (𝑖)
𝑔𝑗𝑘

[40]

In this formula, gjk refers to the number of shortest distances between two nodes and gjk(i)
refers to the number of shortest distances that pass through node i [40].
S4: Eigenvector centrality
Eigenvector centrality is a measure to assign a score to each node based on the rule that
connections to high-scoring nodes contribute more to the score of that node than equal
connections to low-scoring nodes. The formula to calculate eigenvector centrality is:
𝐶𝑒𝑤 (𝑖) = 𝜆−1 ∑𝑗 𝐴𝑖𝑗 𝑥𝑗

[42]

In this formula, λ refers to a constant; x refers to the eigenvector centrality score; A refers
to the adjacency matrix of two nodes [42].
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S5: Clustering coefficient
Clustering coefficient refers to the portion that a node’s neighbors are connected to each
other. The value of clustering coefficient is 1 if all of a node’s neighbors are connected to
each other. The value of clustering coefficient is 0 if none of a node’s neighbors is
connected to each other. The formula to calculate clustering coefficient is:
1

𝐶𝐶(𝑖) = 2(𝐾 −1)𝐶 𝑤 (𝑖) ∑𝑗,ℎ(𝑤𝑖𝑗 + 𝑤𝑖ℎ ) 𝑎𝑖𝑗 𝑎𝑖ℎ 𝑎𝑗ℎ
𝑖

[43]

𝐷

In this formula, ki refers to all the neighbor nodes of node i; 𝐶𝐷𝑤 (𝑖) refers to the degree
centrality of node i; w refers to the weights between two nodes and a refers to the
adjacency matrix [43].
To calculate these social network metrics, we construct a social network graph from our
dataset. In the graph, users are considered nodes and the connections between users are
considered edges. If user A and user B appear in the same thread, then we determine that
there exists connection between user A and user B. The number of nodes in the graph is
1,129 and the number of edges is 15,579. Social network features can help us identify
bullies through looking into their locations in the network.
Table 4-15 describes various social network metrics derived from the social network
graph induced from the MySpace dataset, including degree centrality, betweenness
centrality, closeness centrality, eigenvector centrality and clustering coefficient (CC) for
bullies and non-bullies.
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Users

Degree

Betweenness

Closeness

Eigenvector

Clustering
Coefficient

Bullies

29.04

2128.74

0.34

1.04

0.40

Non-bullies

26.96

720.35

0.35

0.65

0.48

Table 4-15: Statistics of Social Network Features in the MySpace Dataset
4.2.4 Other Relevant Feature
R1: Elapsed time
Elapsed time refers to the difference between the posting times of two users. For the
Figure 4-14, it can be observed that the shorter the interaction time is, the more likely that
the users will be influenced by the bullies.

Figure 4-14: Statistics of Elapsed Time based on Thread
4.3 Model Selection
There are many machine learning algorithms for classification. Notable algorithms
include decision tree, Naïve Bayes and support vector machine (SVM).
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Decision tree is a predictive model that uses a tree-like model to illustrate the decisions
and possible outcomes. Naïve Bayes classifier is a supervised learning algorithm based
on applying Bayes' theorem with naïve assumption of independence between the features
[44]. SVM is a machine learning model that tries to find a hyperplane or a set of
hyperplanes that can maximize the margins between the classes [45].
There are several reasons why we apply decision tree as the basis for building the model.
The first reason is that our data contains both numerical data (e.g. number of posts, length
of comments, and number of profane words) and categorical data (e.g. gender). Also,
some features of the data are correlated (e.g. betweenness centrality and closeness
centrality). Moreover, the effectiveness of decision tree will not be negatively affected by
redundant features. Naïve Bayes method is considered to have a solid mathematical
foundation as well as stable classification efficiency. The assumption of Naïve Bayes
classifier is that each feature is independent. However, since some of our features are
correlated, Naïve Bayes is not a suitable method for our experiments. SVM is a machine
learning method that can be effective in high dimensional spaces. Also, it can deal with
both linear and non-linear problems. The disadvantage is that the processing time of
SVM is slow. Also, to deal with non-linear problems, the kernel function is hard to
determine. However, kernel function plays a pivotal role in determining the performance
of SVM.
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Chapter 5
Experiments and Result
For our experiments, we use the WEKA software [46], which is open source data mining
software. WEKA is written in Java and includes a comprehensive collection of machine
learning algorithms.
5.1 Experiments on the Detection of Cyberbullies
For detecting cyberbullies, we take three sets of features into consideration, namely
content features, user features and social network features. Since content features are
calculated using comments, we convert the values of content features into user
perspectives. Specifically, we add up the content feature values of all the comments
posted by a user to derive a total value. We then calculate the average content feature
values of the user by dividing the total value by the number of comments.
We use the Decision Tree C4.5 classifier (Implemented as J48 in WEKA) with 10-fold
cross-validation. We consider all the three sets of features in different combinations. This
allows us to find the significance of each type of feature for classification. More
specifically, we consider five different feature combinations: only content features, only
user features, only social network features, both content features and user features, all the
features. To evaluate the obtained result, we use true positive rate (TPR), false positive
rate (FPR), F-measure and overall accuracy. The experimental results with different
combinations of features are shown in Table 5-1:
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Feature
Combinations

Content
Features

User Features

Social
Network
Features

Content
Features &
User Features

All Features

TPR

0.821

0.756

0.717

0.852

0.839

FPR

0.258

0.408

0.471

0.214

0.232

F-measure

0.817

0.734

0.685

0.849

0.836

Overall
Accuracy

0.821

0.756

0.717

0.852

0.839

Table 5-1: Experimental Results for Detecting Cyberbullies
From Table 5-1, it can be observed that content features are the most significant feature.
With only content features, the overall accuracy is 82.1%. User features are also
significant in detecting cyberbullies. When user features and content features are
combined, the overall accuracy is 85.2%, which is higher than the overall accuracy with
content features only. The accuracy obtained by considering social network features only
is 71.7%, which is lower than both the accuracy (82.1%) of considering content features
only and the accuracy (75.6%) of considering user features only. This means social
network features are not as significant as content features and user features in detecting
cyberbullies. Also, when social network features are combined with content features and
user features, the overall accuracy is 83.9%, which is slightly lower than the combination
with content features and user features.
When we run the experiments above, we find that some features have “negative effects”
and lower the overall accuracy for classification. To validate the contribution of each
feature, we use each feature alone for classification and calculate the accuracy.
A more detailed analysis of each feature in detecting cyberbullies is shown in Table 5-2:
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Accuracy (%)

Feature Name

Feature Type

78.12

Number of Profane
Words

Content

78.03

Number of Second
Person Pronouns

Content

76.26

Comment Sentiment

Content

75.47

Number of Comments

User

72.28

Clustering Coefficient

Social Network

71.83

Betweenness Centrality

Social Network

68.02

Degree Centrality

Social Network

67.49

Eigenvector Centrality

Social Network

67.23

Closeness Centrality

Social Network

65.99

Age

User

65.99

Length of Comments

Content

65.99

Gender

User

Table 5-2: Accuracy of Each Feature in Detecting Cyberbullies
The value of the first column refers to the accuracy when the feature alone is used for
classification. From Table 5-2, it can be observed that number of profane words, number
of second person pronouns and comment sentiment are the most important features for
detecting cyberbullies. This is not surprising, as content features are direct manifestations
of bullying. Nevertheless, length of comments, along with age and gender, are the least
significant compared with other features. Considering gender, the previous statistical
analysis towards gender indicates that the ratio of male bullies is much higher than that of
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female bullies. However, the machine learning classification result shows that gender is
not significant for classify bullies and non-bullies. Social network features are also not
highly ranked, which means whether user is a bully is not much relevant to his or her
position and connection within the network.
5.2 Experiments on the Detection of Cyberbullying Dynamics
Cyberbullying dynamics is regarded as the spread of cyberbullying influence in the
pairwise interactions between users. Detecting cyberbullying dynamics means predicting
whether users will be influenced by a cyberbullying comment and will also exhibit
bullying behavior. In the pairwise interactions of users, we build the relationship between
the influencer and the influenced user by which a user with history of non-bullying
observes bullying behavior and turns into a bully.
This is a more specific example to show how normal users are influenced by bullies.
There are three users: user A, user B and user C. In Figure 5-1 (a), at the first time point,
user A is a bully while user B and user C are non-bullies. In Figure 5-1 (b), at the second
time point, user B becomes a bully. In Figure 5-1 (c), at the third point, user C becomes a
bully.

(a)

(b)

(c)

Figure 5-1: The Influence of Cyberbullying in the Social Network
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For the implemented dataset, we extract the pairwise users based on the thread and the
posting time. In one thread, we create two-user interactions based on the sequence of
posting time. For instance, in the thread TH, there are three users: user A, user B and user
C. User A posts at 1 pm, user B posts at 2 pm and user C posts at 3 pm. The two-user
interactions in this thread will include A  B, A  C and B  C.
We add the pairwise user’s feature information together in one record. The influence
result will be considered as positive if all the conditions below are met:


User A posts a bullying comment in the thread.



User B has observed history of non-bullying.



User B posts a bullying comment in the thread, following the comment of User A.

In the implemented dataset, there are 43,969 pairwise interactions in total. Among these
instances, 2,182 records are instances of influence whereas 41,787 records are instances
of non-influence. Since the classes are imbalanced, we subsample the majority class,
which is the class of non-influence instances. More specifically, we randomly sample
2,182 instances of non-influence and combine them with the 2,182 instances of influence
to get the dataset with 4,364 instances in total. This process is repeated for 10 randomly
subsampled datasets and averaged to obtain the final results.
For detecting cyberbullying dynamics, we also take content features, user features, social
network features into consideration. For user features and social network features, we
consider both influencer users and influenced users. For content features, we consider the
content features specific to influencers’ comments. Besides these three types of features,
we also consider elapsed time, which refers to the time difference between two posts in
the pairwise interaction.
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We use the Decision Tree C4.5 classifier (Implemented as J48 in WEKA) with 10-fold
cross-validation. The experiment is done with five different combinations of features. In
the first combination (F1), we consider all the features. In the second combination (F2),
we consider all the features except the content features specific to influencers’ comments.
In the third combination (F3), we consider all the features except the user features. In the
fourth combination (F4), we consider all the features except the social network features.
In the fifth combination (F5), we consider all the features except the elapsed time. The
four metrics for evaluating the results are also true positive rate (TPR), false positive rate
(FPR), F-measure and overall accuracy. The experimental results are shown in Table 5-3:
Feature
Combinations

F1

F2

F3

F4

F5

TPR

0.815

0.742

0.817

0.787

0.818

FPR

0.185

0.258

0.183

0.213

0.182

F-measure

0.814

0.741

0.816

0.787

0.817

Overall
Accuracy

0.815

0.742

0.817

0.787

0.818

Table 5-3: Experimental Results for Detecting Cyberbullying Dynamics
From Table 5-3, it can be observed that social network features are a significant type of
features for detecting cyberbullying dynamics. Without social network features, the
overall accuracy decreases to 78.7% from 81.5%. Still, content features specific to
influencers’ comments are the most significant in detecting cyberbullying dynamics.
When content features are added, the overall accuracy improves to 81.5% from 74.2%.
However, user features and elapsed time are not significant indicators. When user
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features or elapsed time are removed, the overall accuracy does not have significant
changes (very slight increase). The significance of content features specific to influencers
is not surprising, because content features are always strong indicators of cyberbullying
occurrences. The significance of social network features means the more the user is
central and key to the network, the more he or she will influence others or be influenced
by others. Since user features are not significant, it means the user’s age, gender and
number comments do not have much relation to the likelihood that he or she will
influence others. Elapsed time is not significant, which means the time difference
between posting comments is also not much related to user influence.
Same as the previous experiments, to validate the contribution of each feature, we use
each feature alone for classification and calculate the accuracy.
A more detailed analysis of each feature in detecting cyberbullying dynamics is shown in
Table 5-4 (1 means the feature is the influencer’s feature; 2 means the feature is the
influenced user’s feature).
The value of the first column refers to the accuracy when the feature alone is used for
classification. Not surprisingly, the most significant feature is the number of profane
words posted by influencers. Also, all the social network features except clustering
coefficient are highly ranked. This means the dynamics of cyberbullying is more related
to users’ position but less related to the mutual connection between the user’s neighbors.
Moreover, it can be observed that influencers’ social network features are ranked higher
that influenced users’ social network features, which means when the user is more central
and popular in the social network, he or she is more likely to influence others rather than
be influenced by others.
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Accuracy (%)

Feature Name

Feature Type

70.19

Number of
Profane Words1

Content

68.50

Eigenvector Centrality1

Social Network

68.33

Comment Sentiment1

Content

67.54

Closeness Centrality1

Social Network

67.08

Betweenness Centrality1

Social Network

66.74

Eigenvector Centrality2

Social Network

64.88

Degree Centrality1

Social Network

62.99

Betweenness Centrality2

Social Network

62.60

Closeness Centrality2

Social Network

60.37

Length of Comments1

Content

60.23

Degree Centrality2

Social Network

58.64

Number of Second
Person Pronouns1

Content

56.40

Clustering Coefficient2

Social Network

56.22

Number of Comments1

User

56.06

Number of Comments2

User

56.02

Elapsed Time

Other

55.84

Gender2

User

55.69

Clustering Coefficient1

Social Network

54.11

Age2

User

53.96

Gender1

User

51.50

Age1

User

Table 5-4: Accuracy of Each Feature in Detecting Cyberbullying Dynamics
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Chapter 6
Conclusion
In this thesis, we present a study to detect cyberbullies and cyberbullying dynamics.
More specifically, we first detect cyberbullies based on Decision Tree C4.5 classifier
using content features, user features and social network features. Then we also use
Decision Tree C4.5 classifier to detect the dynamics of cyberbullying with consideration
to the same feature sets and the elapsed time between comments. Cyberbullying
dynamics refers to the spread of cyberbullying influence in the pairwise interactions
between users. Detecting cyberbullying dynamics means predicting whether users with
history of non-bullying will be influenced by a bullying comment in the user interactions.
In the pairwise interactions of users, we build a model formulating the relationship
between the influencer and the influenced user, predicting the dynamics by which a user
with history of non-bullying turns into a bully.
In the experiment for detecting cyberbullies, we find that content features are the most
significant indicators whereas social network features less significant than other features,
which means whether user is a bully or not is not much related to his or her position or
role in the network. With respect to cyberbullying dynamics, we find that content features
specific to influencers’ comments and social network features are significant indicators.
The significance of social network features means the user’s position and role in the
network is related to the user influence. However, user features and elapsed time are not
significant indicators.
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The novel part of our study is detecting cyberbullies as well as the dynamics of
cyberbullying with consideration to various types of features. To the best of our
knowledge, none of the previous studies looks into how the cyberbullying behavior
spreads and influences others in the social network, our study is an important attempt to
deal with this issue. We tried different feature combinations to explore the significance of
each feature type in the experiments to address this question. For content features, they
are significant in both detecting cyberbullies and cyberbullying dynamics. For user
features, age and gender are not significant in both experiments while the number of
comments plays a significant role in detecting cyberbullies. Social network features,
although they do not contribute to detecting cyberbullies, are found to be significant in
detecting cyberbullying dynamics. For elapsed time, although average elapsed time of
influence instances is shorter than that of non-influence instances, the experimental
results show that it is not significant in detecting the dynamics of cyberbullying.
For future work, we will use additional datasets to reduce the possible effect of sampling
bias and consider more different features to improve the overall accuracy of the proposed
model. Moreover, we can realize the visualization of cyberbullying dynamics to provide
moderators and network administrators a more intuitive view of the dynamics of
cyberbullying so that they can take measures to control the spread of cyberbullying. For
instance, we can build an interface to show how cyberbullying behavior spread over the
network in real time and it can help moderators or network administrators conveniently
monitor take measures to prevent the spread of cyberbullying. The basic idea of user
interface design is as follows: when a thread id is input, the graph of user connection
within that thread will be displayed in the interface. The number of users in the thread,
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the first posting time and the last posting time will also be displayed aside the network
graph. Assuming the red node refers to the bully, the yellow node refers to the user that is
influenced by the bully and the black node refers to the normal user. Using Figure 6-1 as
the example, when the time slider is moved from the left to the right, one of the black
nodes becomes the red node, which means the bully appears. As the time slider is
continuously moved, some of the black nodes become the yellow nodes, which means
these users have become bullies because of the bullying influence.

Figure 6-1: Visualization of the Network
When a user node is clicked, the user's information will appear below the visualized
graph, including user id, username, gender, age, the number of bullying comments and
the corresponding posting time.
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