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Abstract

With the opening of under-utilized licensed spectrum, the past few years have
brought the emergence of cognitive radio networks in which the available licensed
channels can be utilized by unlicensed users. To avoid interference with licensed
users, unlicensed users must vacate the spectrum when it is accessed by the primary
users who are licensed to access the spectrum. Since it takes some time for the
unlicensed users to detect and switch to other available spectrums, the ongoing
data transmission may have to be interrupted. This becomes worse in multihop cognitive radio networks. Since data has to travel a long path to reach the
destination, the data transmission is more likely to be aﬀected by primary user
appearance, leading to poor data access performance.
The speciﬁc goal of this dissertation is to support resilient and eﬃcient data
access in cognitive radio networks. We achieve this goal by devising techniques
to mitigate the eﬀects of primary user appearance. First, to maintain network
connectivity, we propose robust topology control approaches in which channels are
carefully assigned such that the network will not be partitioned, even when primary
users appear. Since the network performance is aﬀected by the interference caused
by simultaneous transmissions on the same channel, the proposed approaches also
aim to minimize the channel interference. Since the probability for a channel
to be aﬀected by the primary user diﬀers, some links may be assigned with low
availability channels and hence have low link availability, and then the data transmission on these links can be easily interrupted. Thus, we also propose robust
topology control approaches to minimize the channel interference, subject to the
requirement on link availability. Second, for the applications which have delay constraints, we propose delay-constrained caching in which data is cached/replicated
at appropriate nodes to statistically limit the data access delay. We formulate the
cache placement problem in cognitive radio networks as an optimization problem,
in which the goal is to minimize the total cost, subject to some delay constraint;
iii

i.e., the data access delay can be statistically bounded. To solve this problem, we
propose various approaches to balance the tradeoﬀs between total cost and delay
constraint. Finally, we design spectrum-aware data replication schemes to consider
both node mobility and primary user appearance. We formulate spectrum-aware
data replication as an optimization problem which aims to maximize the average data retrieval probability subject to storage and time constraints. Then we
calculate the data transmission capacity upon node contact and further design a
distributed replication scheme based on the chance that the replicated data will
be retrieved by other nodes.
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Chapter

1

Introduction
The past few years have witnessed exponential growth among wireless devices,
such as laptops, smartphones and tablets, accompanied by the explosion of wireless applications, such as ubiquitous healthcare, remote education and home entertainment systems. Most of these emerging wireless devices do not have licenses to
operate exclusively in any particular spectrum bands. Since almost all spectrums
have been allocated by government agencies, they have to operate in the public
industrial, scientiﬁc and medical (ISM) bands, which are becoming increasingly
congested. Meanwhile, some other licensed spectrum bands are extremely underutilized, such as the frequencies between 50MHz and 700MHz due to the switchover
from analog television to digital television. To address the spectrum congestion
problem, the Federal Communication Commission (FCC) approved unlicensed use
of licensed spectrum through cognitive radio techniques, which enable dynamic
conﬁguration of the operating spectrum [1].
With cognitive radio techniques, unlicensed users can be organized into a cognitive radio network in which they detect available licensed channels and then
establish connections by themselves. By exploiting under-utilized licensed spectrums, it is possible to achieve substantial performance improvement as compared
to traditional wireless networks. Thus, cognitive radio networks have received
much attention in the past few years. Most existing research on cognitive radio networks focuses on spectrum sensing (i.e., identifying underutilized spectrum
which is also called white space) [2, 3, 4], spectrum allocation (i.e., allocating
white spaces among unlicensed users) [5, 6, 7], spectrum trading (i.e., transferring

2
spectrum usage rights from primary users to unlicensed users based on market
mechanisms) [8, 9, 10] and security [11, 12, 13].

1.1

Challenges

In cognitive radio networks, real network performance is limited due to primary
user appearance. If the current spectrum is accessed by the primary user who has
the license, the unlicensed user must vacate the spectrum to avoid interference
with the primary user. Since it takes some time for the unlicensed user to detect
and switch to other available channels [14], the ongoing data transmission may
have to be interrupted. The channel switching may also cause cascaded switching
of a few other unlicensed users, and hence several ongoing transmissions of the
unlicensed users will be aﬀected [15]. Moreover, the appearance of primary users
(e.g., wireless microphone) is generally unpredictable [16], which makes it even
more diﬃcult to address these problems.
These problems are more pronounced in multi-hop cognitive radio networks.
Since data has to travel a long path to reach the destination, the data transmission
is more likely to be aﬀected by primary user appearance, leading to poor data access
performance. The details are as follows.
First, multiple links may be aﬀected if they operate on the channels used by the
primary users [17]. Before these links can be switched to other available channels, a
network partition may occur. As a result, nodes (unlicensed users) in one partition
are not able to access data hosted by nodes in other partitions, thus signiﬁcantly
degrading the performance of data access. On the other hand, diﬀerent channels
generally have diﬀerent probabilities to be aﬀected by primary users. To reduce
the interference caused by simultaneous transmissions on the same channel, diﬀerent channels will be assigned to links within the interference range. As a result,
some links may be assigned with low availability channels and hence have low link
availability. Then, the data transmission on these links will be easily interrupted.
Second, wireless applications usually have various delay requirements [18], but
it is hard to satisfy these requirements at all times in cognitive radio networks,
since the data transmission is frequently interrupted by primary user appearance.
For example, when the ongoing data transmission is interrupted by primary user
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appearance, the data transmission delay may be signiﬁcantly increased and hence
cannot satisfy the delay requirements.
Third, node mobility adds complexity to the design of data access schemes
in cognitive radio networks. Low node density and unpredictable node mobility
cause diﬃculty in maintaining end-to-end connections among mobile users. As
a result, data transmission can be based on the carry-and-forward paradigm, in
which a node carries the data packet when no route exists and later forwards
the packet to a node (relay) that moves into the communication range (referred
to as contact). Due to primary user appearance, the data transmission capacity
diﬀers from one contact to another, depending on the time and the location of the
contact. As a result, data access will be more complex, since we not only need to
consider the probability of nodes reaching the destination, but also consider the
data transmission capacity which is aﬀected by the primary user appearance.

1.2

The Focus of This Dissertation

The goal of this dissertation is to support resilient and eﬃcient data access in
cognitive radio networks by mitigating the eﬀects of the primary user appearance. We ﬁrst address the network partition problem by designing robust topology control approaches to maintain network connectivity, even when primary users
appear. However, these approaches cannot provide each link with suﬃcient robustness against primary user appearance, since some links may be assigned with low
availability channels and hence have low link availability. In only a few cases,
backup channels are added and slightly increase link availability. Thus, we also
propose robust topology control approaches to reduce the channel interference,
subject to the requirement on link availability. To make cognitive radio networks
meet the delay constraints, we propose delay-constrained caching in which data
is cached/replicated at appropriate nodes to statistically limit the data access delay. Finally, data access in intermittently connected cognitive radio networks is
studied. Speciﬁcally, we propose spectrum-aware data replication schemes to improve the data access performance by considering both node contact pattern and
primary user appearance. We brieﬂy explain these solutions in the following four
subsections.

4

1.2.1

Robust Topology Control

As discussed in Chapter 1.1, cognitive radio networks may be partitioned by primary user appearance. Since nodes in one partition are not able to access data
hosted by nodes in other partitions, it results in packet dropping or signiﬁcant
packet delay for the aﬀected users. In cognitive radio networks, the network topology is controlled by spectrum assignment [19]. Thus, we need to carefully assign
the operating spectrum for each user to satisfy the robustness constraint. Since
the network performance is also aﬀected by the interference caused by simultaneous transmissions on the same channel, the channel interference should also be
minimized to improve performance.
In this work, we aim to control the network topology to satisfy the robustness
constraint; i.e., the network will not be partitioned when primary users appear.
More speciﬁcally, we formally deﬁne a Robust Topology Control Problem in multihop multi-radio cognitive networks, where channels are assigned to minimize the
channel interference while satisfying the robustness constraint. Note that this
problem diﬀers from the channel assignment problem in multi-channel wireless
networks, since channel assignment in cognitive radio networks should also consider the possible appearance of primary users on the available channels. To solve
this NP-hard problem, we ﬁrst propose a centralized algorithm and then design a
distributed solution. Simulation results show that our solution reduces the interference and maintains similar performance, even when primary users appear.
To reduce the channel interference, the above robust topology control approaches generally assign diﬀerent channels to links within the interference range.
Since the probability for a channel to be aﬀected by the primary user diﬀers, some
links may be assigned with low availability channels and hence have low link availability. In only a few cases, backup channels are added and slightly increase link
availability. As a result, the data transmission on these links is easily interrupted.
Although there have been several approaches to make cognitive radio networks robust against primary user appearance, they have various limitations. For example,
they either have to know in advance when and where primary users appear [20] or
require more spectrum than the network can provide [21]. To address these limitations, we aim to make the best use of the existing network resources to provide
each link with suﬃcient robustness against primary user appearance. We propose
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a robust topology control approach to reduce the channel interference, subject to
the requirement on link availability. Simulation results show that our approach
can satisfy the link availability requirement and maintain the throughput when
primary users appear.

1.2.2

Delay-Constrained Caching

When the ongoing data transmission is interrupted by primary user appearance,
the data transmission delay may be signiﬁcantly increased compared with traditional wireless networks. Thus, it is hard to meet the delay requirements of many
applications in cognitive radio networks [18]. We propose the use of caching to
limit the data access delay. If data is cached/replicated at multiple nodes in the
network, the data requesters will be able to access the data from nearby nodes.
This reduces the chance of transmission interruption, and thus reduces the data
access delay.
Caching techniques have been well studied in traditional wireless networks [22,
23, 24, 25, 26], but they cannot be directly applied to cognitive radio networks,
since the eﬀects of primary user appearance are not considered. To address this
problem, we model the primary user appearance as a continuous-time Markov
chain following several prior works [27, 28] and then derive the distribution of
the link transmission delay and the data access delay. By caching data at the
right places, we can statistically control the data access delay within the delay
constraint [29, 30]; i.e., the data access delay is statistically bounded.
Although the delay constraint can be satisﬁed by caching data at all nodes,
this is ineﬃcient due to the cost which consists of two parts; i.e., the dissemination
cost for the data source to disseminate the data to all caching nodes and the access
cost for the requesters to access the data. We formulate the cache placement
problem in cognitive radio networks as an optimization problem, where the goal is
to minimize the total cost subject to the delay constraint. To solve this problem,
we propose a cost-based approach to minimize the total cost and design a delaybased approach to satisfy the delay constraint. Then we combine the two and
propose a distributed hybrid approach to minimize the total cost subject to the
delay constraint. Simulation results show that our approaches outperform the
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existing caching solutions in terms of total cost and delay constraint, and the
hybrid approach performs the best among the approaches that satisfy the delay
constraint.

1.2.3

Spectrum-Aware Data Replication

In some cases, unlicensed users are only intermittently connected when they move
into the communication range of each other (called contact). Such an intermittently
connected cognitive radio network can be viewed as a special case of Disruption
Tolerant Network (DTN) [31], which has applications in battleﬁeld, disaster recovery, environmental monitoring, habitat monitoring, transportation, 3G oﬄoading,
etc. Due to the mobility and limited range of the wireless communication, the
contact duration is usually short. Thus, it is hard to transmit a large amount of
data, such as video.
We propose data replication techniques to improve the performance of data access, in terms of data access delay and data availability, in intermittently connected
cognitive radio networks. Here, the key challenge is determining where to replicate the data to minimize the data access delay and increase the data availability.
Although data replication has been extensively studied in traditional disruption
tolerant networks [32, 33, 34, 35], existing techniques cannot be directly applied
here since they do not consider the eﬀects of primary user appearance on data
replication. In this work, we formulate spectrum-aware data replication as an optimization problem which tries to maximize the average data retrieval probability,
subject to storage and time constraints. Since the problem is hard to solve based
on mixed integer programming, we further design a distributed replication scheme
based on the metric of replication beneﬁt. Extensive simulations based on synthetic and realistic traces show that our scheme outperforms existing schemes in
terms of the data retrieval probability in various scenarios.

1.3

Organization

The remainder of the dissertation is organized as follows. Chapter 2 presents
our robust topology control approaches to maintain network connectivity and link
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availability. Chapter 3 introduces our delay-constrained caching approaches for
statistically controlling the data access delay. Chapter 4 presents spectrum-aware
data replication schemes to improve the data access performance in intermittently
connected cognitive radio networks. Finally, we conclude the dissertation and
discuss the future work in Chapter 5.

Chapter

2

Robust Topology Control
2.1

Introduction

In cognitive radio networks, multiple links may be aﬀected if they operate on the
channels used by the primary users [17]. Before these links can be switched to
other available channels, a network partition may occur. As a result, nodes (unlicensed users) in one partition are not able to access data hosted by nodes in other
partitions, thus signiﬁcantly degrading the performance of data access. On the
other hand, diﬀerent channels generally have diﬀerent probabilities to be aﬀected
by primary users. To reduce the interference caused by simultaneous transmissions on the same channel, diﬀerent channels will be assigned to links within the
interference range. As a result, some links may be assigned with low availability
channels and hence have low link availability. Then, the data transmission on
these links will be easily interrupted. To address the aforementioned challenges,
we propose various topology control approaches to maintain network connectivity
and link availability when primary users appear.

2.2
2.2.1

Maintaining Network Connectivity
Introduction

In this work, we aim to control the network topology to satisfy the robustness
constraint; i.e., the network will not be partitioned when primary users appear.
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Suppose node u wants to send a packet to node v. If link (u, v) is aﬀected by
the primary users, with robust topology control, the packet will be re-routed to v
through another radio of u along an unaﬀected path, and thus packet dropping or
signiﬁcant packet delay can be avoided.
In cognitive radio networks, network topology is controlled by spectrum assignment [19]. Thus, we need to carefully assign the operating spectrum for each user
to satisfy the robustness constraint. Since the network performance is aﬀected
by the interference caused by simultaneous transmissions on the same channel,
the channel interference should also be minimized to improve performance. More
speciﬁcally, we formally deﬁne a Robust Topology Control Problem in multi-hop
multi-radio cognitive networks, where channels are assigned to minimize the channel interference while satisfying the robustness constraint. Note that this problem
diﬀers from the channel assignment problem in multi-channel wireless networks,
since channel assignment in cognitive radio networks should also consider the possible appearance of primary users on the available channels. To solve this NP-hard
problem, we ﬁrst propose a centralized algorithm and then design a distributed
solution. Simulation results show that our solution reduces the interference and
maintains similar performance, even when primary users appear.
The rest of this section is organized as follows. In Section 2.2.2, we formally
deﬁne the robust topology control problem. Section 2.2.3 and Section 2.2.4 present
the centralized and distributed robust topology control algorithms, respectively.
Simulation results are shown in Section 2.2.5. Section 2.2.6 reviews the related
work, and Section 2.2.7 concludes the section.

2.2.2

Problem Deﬁnition

We consider a network of n unlicensed users, where each user has multiple radios
which can be used to access C available channels. The network is modeled as an
undirected graph G(V, E) where each node v ∈ V corresponds to a user, and an
edge e = (u, v) ∈ E represents the link between u and v if they are within the
transmission range. Note that G is a connected graph in which any two nodes are
connected by either a direct link or a path with multiple nodes.
Our goal is to ﬁnd a channel assignment A which assigns a unique channel
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to each link subject to the radio constraint; i.e., the number of diﬀerent channels
assigned to the links connecting to node v should not exceed the number of radios
at v. If the number of assigned channels is less than the number of radios, some
other channels can be assigned to the extra radios so that the links connecting to
v can operate on more than one channel, which makes the network more robust.
Considering the channels assigned to the radios at each node, a channel assignment A generates a new undirected graph GA (V, EA ), where EA consists of edges
deﬁned as follows. There is an edge e = (u, v; c) on channel c if (u, v) ∈ E and
∩
c ∈ A(u) A(v). Here, A(u) (A(v)) denotes the set of channels assigned to u (v).
Note that multiple edges may exist between two neighboring nodes (u, v) if they
share more than one channel, where one edge corresponds to one channel.
Due to the robustness constraint, GA should not be partitioned by removing
the edges related to the channel of the primary user. Here, we assume that the
primary user can aﬀect the entire network (e.g. transmission of the TV tower),
but only one channel can be reclaimed at one time. In some scenarios, the primary
user may reclaim multiple channels, which will be discussed in Section 2.2.3.2. The
following theorem gives a suﬃcient condition for a robust channel assignment.
Theorem 2.1. If each node has at least two radios, there exists a channel assignment satisfying the robustness constraint.
Proof. One such channel assignment is to assign the same two channels to all
nodes. When a channel is reclaimed, the network remains connected by using the
other channel.
In this work, we assume each node is equipped with at least two radios so that
there always exists a robust channel assignment. However, the channel interference between diﬀerent links may limit the network performance. For example,
according to the proof of Theorem 1, a simple solution is to assign the same two
channels to each node, but this solution has severe channel interference. If the
channel interference is minimized by assigning diﬀerent channels for links within
the interference range, the channel assignment may not be robust (more details in
Section 2.2.3.1). Our goal is to ﬁnd a robust channel assignment which also leads
to low channel interference.
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Let A(e) denote the channel assigned to link e by A. Let D(u) denote the
set of nodes in the interference range of u. Simultaneous transmissions on two
links e = (u, v) and e′ = (u′ , v ′ ) interfere with each other if both of the following
conditions are satisﬁed: (i) A(e) = A(e′ ), (ii) u′ ∈ D(e) or v ′ ∈ D(e), where D(e)
denotes the set of nodes in the interference range of link e = (u, v); i.e., D(e) =
∪
D(u) D(v). Transmissions on diﬀerent channels can be run in parallel. Thus, to
improve the network capacity [36], we should minimize the network interference
which is deﬁned as follows.
Deﬁnition 2.1 (Network Interference). The network interference of G is the total
number of links that interfere with each other; i.e.,

1
2

· |{(e, e′ )|e ∈ E, e′ ∈ E, e ̸=

e′ , e interferes with e′ }|.
The robust topology control problem is formalized as follows.
Deﬁnition 2.2 (Robust Topology Control Problem). Given a graph G, the robust
topology control problem seeks a channel assignment A such that GA −{(u, v; c)|(u, v; c) ∈
EA } is connected for any available channel c. The network interference of G should
also be minimized.
Theorem 2.2. The robust topology control problem is NP-hard.
Proof. The proof is by reduction to the NP-hard minimum edge coloring problem
in a three-regular graph [37]. The minimum edge coloring problem is to ﬁnd the
minimum number of colors to color all edges in a graph. The constraint is that
two edges should be assigned diﬀerent colors if they share a common end node.
Let G be a three-regular graph in which each node has the same degree of three.
Suppose each node is equipped with three radios to access three available channels.
In this proof, we use a simple one-hop interference model where two links interfere
only if they operate on the same channel and share a common end node. Since the
radios of each node operate on the same three channels, when any one channel is
reclaimed, the network remains connected by using the other two channels. Since
the robustness constraint is satisﬁed, we only need to assign a proper channel
for each link so that the network interference is minimized, making the problem
identical to the minimum edge coloring problem. Since the minimum edge coloring
problem is NP-hard, our robust topology control problem is NP-hard.
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In this work, we use the protocol interference model where all nodes have the
same transmission range and the same interference range. We use 802.11 DCF [38]
as the MAC layer protocol to coordinate the channel access. Here we assume time
is slotted in time units and binary exponential backoﬀ algorithm is employed to
resolve collisions. Half-duplex is also enforced such that each link can only support
transmission in one direction at one time.

2.2.3

Centralized Robust Topology Control Algorithm

We ﬁrst introduce the design philosophy of our Centralized Robust Topology Control Algorithm (CRTCA), and then present the detailed description and analysis
of CRTCA.
2.2.3.1

Design Philosophy

Channels are assigned by going through the edges of G. In each step, a new channel is assigned for each edge so that the two end nodes of the edge can adjust
their radios and communicate on that channel. Existing interference-aware channel assignment approaches mainly assign diﬀerent channels for links within the
interference range. Although these approaches can reduce channel interference,
they may not be able to achieve robustness. We use Figure 2.1 to show the weakness of these approaches on robustness and then explain the underlying principle
of CRTCA. In Figure 2.1, suppose all nodes have two radios, and there are four
available channels. The label associated with a node indicates the set of channels
assigned to that node, and the label associated with a link indicates the set of
channels shared by the two end nodes of that link. Links that are not labeled are
not visited yet.
Figure 2.1(a) gives a partial assignment by choosing the least used channel
for the visited links. The next link to visit is (v1 , v4 ). As shown in Figure 2.1(b),
following a pure interference-aware approach, link (v1 , v4 ) should be assigned one of
the least used channel 1. However, this assignment may lead to potential network
partitions; i.e., the network can be partitioned into two components {v1 , v2 , v3 }
and {v4 , v5 , v6 } if channel 1 is reclaimed by a primary user.
In CRTCA, to avoid possible network partitions, we assign another least used
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Figure 2.1. Illustration of the design philosophy

channel 2 to link (v1 , v4 ) so that network partitions will not occur when any single
channel is reclaimed (as shown in Figure 2.1(c)). Channel 2 is referred to as the
backup channel of link (v1 , v4 ) which already has channel 1.
Assigning a backup channel may lead to channel adjustment of previously assigned links. Comparing Figure 2.1(c) with Figure 2.1(a), we can see that assigning
a backup channel to link (v1 , v4 ) causes link (v4 , v6 ) to be adjusted from channel
3 to channel 2 since v4 can only have two radios. Since it has used channel 1
and channel 2, it cannot use channel 3. After adjusting channels of the previously
assigned links, we have to check again whether any new partition will occur. If so,
backup channels may be assigned, which may result in more links to be adjusted
and rechecked.
This naive approach can be further enhanced. Comparing Figure 2.1(c) with
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Figure 2.1(b), assigning a backup channel to link (v1 , v4 ) increases the channel
interference since link (v4 , v6 ) is now tuned to channel 2 which is used by several
nodes. In the enhanced approach, as shown in Figure 2.1(d), link (v1 , v4 ) will
operate on another least used channel 3. However, if some channel is reclaimed,
the network in Figure 2.1(d) may be less connected than that in Figure 2.1(c). For
example, in Figure 2.1(c), no matter which channel is reclaimed, the packets from
v1 will traverse at most three hops to v5 . In Figure 2.1(d), if channel 3 is reclaimed,
the packets may have to traverse four hops from v1 to v5 . We will further evaluate
the performance of these two approaches through extensive simulations.
2.2.3.2

Algorithm Description

Deﬁnition 2.3 (Potential Interference Index). The potential interference index of
edge e ∈ E, denoted by p(e), is the cardinality of the set of edges that can potentially
interfere with e; i.e., p(e) = |{(u, v)|(u, v) ∈ E, u or v ∈ D(e)}|.
Let Q(v) denote the number of radios at node v (Q(v) ≤ C). The formal
description of the algorithm is shown in Algorithm 2.1. We ﬁrst sort all edges
based on the potential interference index. Then we go through each edge e = (u, v)
in the sorted order and assign some channel c to e based on the channel selection
rule that will be presented later.
Suppose channel c is assigned to link e = (u, v). The robustness test t(e, c) is
performed to check whether u and v are connected when channel c is reclaimed.
The test is performed on the network graph. After removing all the links that are
only assigned channel c (no backup channel), if u can still reach v through breadthﬁrst search, the test succeeds. If the test fails, a backup channel is added so that the
two end nodes share two common channels. This may adjust previously assigned
links that require the robustness test to check again whether any new partition
occurs. To eﬀectively manage these links, we use a queue LQ. When LQ is empty,
the channel assignment moves to another new link.
Channel Selection Rule One key component of Algorithm 2.1 is the channel
selection rule which speciﬁes how the channel is selected for a link e. There are
three cases: 1) If the number of assigned channels is less than the number of radios
at both node u and node v, the least used channel is selected to minimize the
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Algorithm 2.1 Centralized Robust Topology Control Algorithm
1: Compute p(e) for each edge e ∈ E
2: Sort E in the descending order of p(e)
3: for each edge e in the sorted order of E do
4:
Call the channel selection rule for e and add e to queue LQ
5:
while LQ ̸= Φ do
6:
ẽ ← LQ.pop()
7:
if t(ẽ, A(ẽ)) fails then
8:
Call the channel selection rule to assign a backup channel c ̸∈ A(ẽ) for
ẽ
9:
end if
10:
end while
11: end for
12: For each node, if the number of assigned channels is less than the number of
radios, the unassigned radios are assigned with channels that are least used by
its neighbors
number of links with which e interferes; 2) If the number of channels equals to the
number of radios at u but the number of channels is less than the number of radios
at v, we have to select the least used channel from the set of channels assigned
to u; and 3) both u and v have assigned channels to all their radios, so we have
∩
∩
to select the least used channel in A(u) A(v). If A(u) A(v) = Φ, we need
to adjust the channel assignment for previously assigned links such that e can be
assigned a channel (the detail is shown in Procedure 2.2).
The channel selection rule can be enhanced by selecting the channel from the
set of channels that do not partition the network (as shown in Figure 2.1(d)). If
the set is non-empty, we choose the least used channel in the set. Otherwise, we
choose the least used channel among all available channels, and then add a backup
channel to achieve robustness. The underlying principle of this enhancement is to
help minimize the number of times that backup channels have to be used.
With the enhanced channel selection rule, the selected channel may not be the
least used, which can increase the channel interference. However, we ﬁnd that
in most cases the interference added by this enhanced rule is less than that by
assigning backup channels. This is because in order to assign backup channels,
multiple previous links may be adjusted to channels that have already been used
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by other links.
Discussions In this work, we focus on maintaining network connectivity when any
single channel is reclaimed by the primary user. Reclaiming multiple channels may
disconnect the network, but the chance of such event is very small. If some channels
are often reclaimed together, these highly correlated channels can be found as
shown in [39]. Then, these correlated channels can be treated as a single channel in
the robustness test to deal with multiple channel reclaims. If the primary user only
aﬀects a limited region, the channels available at one node may be diﬀerent from the
channels available at another node. Despite this diﬀerence, the channels available
at neighboring nodes are similar [39]. Our algorithm can be easily extended to this
scenario. To perform channel assignment for link e = (u, v), the channel will be
selected from the set of channels that are available at both u and v.
We assume all available channels to be the same in this work. Our approach
can also be extended to heterogeneous cases where the available channels can
support diﬀerent transmission rates and ranges as follows. If links do not have
any requirement on the minimum transmission rate, when performing channel
assignment for link e, the channel with the smallest l(e, c)/r(c) is selected. Here
r(c) denotes the transmission rate of channel c, and l(e, c) denotes the number
of links which operate on channel c and are also in the interference range of link
e. If users have requirements on the minimum transmission rate during channel
assignment, we should select the channel c that satisﬁes the minimum transmission
rate and has the smallest l(e, c). If users have diﬀerent minimum transmission rates
on assigned channels, how to satisfy more user requests and minimize channel
interference under the robustness constraint needs further study, and we leave it
as our future work.
2.2.3.3

Algorithm Analysis

We present some theoretical results on the proposed algorithm.
Lemma 2.1. For each link, after a backup channel is assigned, there are at least
two operating channels during the remaining channel assignment procedure.
Proof. We arbitrarily take a link (u, v). Suppose a backup channel c′ is assigned,
and then link (u, v) can operate on two channels c and c′ . In the following, we
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Procedure 2.2 Channel Selection Rule for (u, v)
1: if |A(u)| < Q(u) and |A(v)| < Q(v) then
2:
c ← the least used channel in C
/*In the Enhanced Channel Selection rule, c is selected from the channels
that do not partition
the network if such channels exist*/
∪
3:
A(x) ← A(x) c for x = u, v
4: else if |A(u)| < Q(u) or |A(v)| < Q(v) then
5:
c ← the least ∪
used channel in A(u) {assume |A(u)| = Q(u)}
6:
A(v) ← A(v)
c
∩
7: else if A(u) A(v) ̸= Φ then
∩
8:
c ← the least used channel in A(u) A(v)
9: else
∪
10:
c ← the least used channel in A(u) A(v)
11:
c′ ← the most used channel in A(v) {assume c ∈ A(u)}
12:
Adjust c′ to c in A(v)
13:
for each previously assigned link e′ = (v, w) of which c′ ∈ A(e′ ) do
14:
Insert e′ into LQ and adjust c′ to∩c in A(e′ )
15:
Adjust c′ to c in A(w) if A(v) A(w) = Φ {This may cause channel
adjustment for links connecting to w, and the adjustment is a recursive
process}
16:
end for
17: end if
prove by contradiction that the number of operating channels cannot be decreased
due to the channel assignment of another link.

(a)

(b)

Figure 2.2. Proof of Lemma 2.1

Suppose the channel assignment for link (w, u) causes channel adjustment c →
′

c , which will reduce the number of operating channels of link (u, v) (Fig. 2.2(a)).
According to Procedure 2.2, this indicates c′ has not been assigned to node u,
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which is a contradiction.
Now suppose channel assignment for link (u′ , v ′ ) (u′ , v ′ , u, v are four distinct
nodes) causes channel adjustment c → c′ (Fig. 2.2(b)). According to Procedure
2.2, if link (u, v) adjusts channel c to channel c′ , one of u’s or v’s neighbors which
are fewer hops away from link (u′ , v ′ ) has to do it ﬁrst. Suppose node w is such
a neighbor. Channel adjustment c → c′ at node w makes nodes u and w share at
least one channel c′ . Thus, the channel adjustment will not happen at u, so the
number of operating channels of link (u, v) will not be reduced.
Theorem 2.3. CRTCA terminates in finite steps and achieves robustness upon
termination.
Proof. To prove the ﬁrst part of the theorem, we show that the while-loop in
CRTCA terminates; i.e., the queue LQ that includes the links to go through the
robustness test can be eventually cleared. If the link e = (u, v) being removed
from LQ fails the robustness test, a backup channel is assigned. This may lead to
channel adjustment of previously assigned links, which are inserted into LQ again
to check whether any new partition occurs. After assigning the backup channel, u
and v can be connected by the backup channel if the former channel assigned to
e is reclaimed. According to Lemma 2.1, there are at least two channels on e, so
it will always pass the robustness test in the future, and hence will not push other
links into LQ again.
Since there are ﬁnite number of links in the network graph and each link can
only push other links into LQ once, LQ will be eventually cleared. Thus, the
channel assignment succeeds in ﬁnite steps.
Next we show G − Ec (Ec = {e|e ∈ E, c is the only channel e can operate on})
is connected for any available channel c. Suppose G is partitioned when channel
c is reclaimed; i.e., G − Ec has at least two components, G1 and G2 . Let the set
of links connecting G1 and G2 be EG1 ,G2 . In EG1 ,G2 , all links operate on channel
c. Let e be the link that is the most recently checked for robustness in EG1 ,G2 .
Since the two end nodes of e are disconnected by removing EG1 ,G2 , e would fail
the robustness test. According to CRTCA, this leads to assigning another backup
channel to e. This connects G1 and G2 in G − Ec , which contradicts with our early
assumption.

19
Theorem 2.4. The time complexity of CRTCA is O(m3 ) where n = |V | and
m = |E| (m > n). The number of channels and the number of radios are assumed
to be constants.
Proof. In CRTCA, Line 1 takes O(m2 ) time since O(m) time is needed to compute
p(e) for each edge e. Line 2 takes O(m log m) time to sort edges in the descending
order of p(e). The for-loop iterates m times in total for each edge in G.
Now we compute the time complexity of the channel selection rule. Since there
are at most m links in the interference range, ﬁnding the least used channel takes
O(m) time. Then O(n) nodes might be involved in the channel adjustment for
previously assigned links. Thus, it takes O(m) time for each link in the channel
selection rule. In the enhanced rule, we have to perform extra robustness tests for
each channel to check which channel does not partition the network. Since the
underlying breadth-ﬁrst search takes O(m + n) time and the number of channels
is assumed to be a constant, the overall time complexity is still O(m).
For the while-loop, the link removed from LQ goes through the robustness test
which takes O(m + n) time. If the link fails the test, a backup channel is assigned
to pass the robustness test. On the other hand, previously assigned links may be
adjusted and are inserted into LQ. Since each link can fail the robustness test at
most once, a link may be inserted into LQ O(m) times. To account for m links in
the network, all while-loops take O(m3 ) time.
In Line 12, each node attempts to assign channels to extra radios by considering
its O(n) neighbors. Thus, Line 12 takes O(n2 ) time for all nodes. To summarize,
the time complexity is O(m3 ).
Theorem 2.5. The message complexity of CRTCA is O(n) where n = |V |.
Proof. CRTCA assumes the existence of a centralized server which has information
about the entire network. The server runs CRTCA and sends each node a message
containing the channel assignment result.
Performance Bound Next, we investigate the diﬀerence between the optimal
performance and the performance achieved by our algorithm in terms of network
interference.

20
The robust topology control problem studied in this work is closely related to
graph coloring. The performance of the coloring algorithm is hard to be guaranteed; e.g., no constant approximation ratio can be proven for any polynomial-time
coloring algorithm [40]. Our problem is more complicated because of the radio
constraint and the robustness constraint, and hence it is much more challenging
to give a formal proof on the performance bound of our algorithm. Instead we derive a lower bound on the optimal network interference using linear programming,
which helps understand the performance of our algorithm.
Notations Let X(e, e′ ), Y (e, c), Z(v, c) be binary variables that take value 0
or 1. X(e, e′ ) denotes whether two links e and e′ interfere with each other, Y (e, c)
denotes whether channel c is assigned to link e, and Z(v, c) denotes whether channel
c is assigned to node v.
To describe the robustness constraint in linear programming, we transform the
graph G into C graphs G1 , G2 , . . . , GC . Each graph Gλ (1 ≤ λ ≤ C) is constructed
from the existing graph G as follows, and corresponds to the scenario that channel
λ is reclaimed:
1) replace each edge with C − 1 edges; i.e., (u, v) → (λ, u, v, 1), . . . , (λ, u, v, C)
excluding (λ, u, v, λ).
2) replace each edge with two directed edges in opposite directions; i.e., (λ, u, v, c)
→ (λ, u, v, c) and (λ, v, u, c).
3) associate each edge with a capacity and a ﬂow that cannot exceed the capacity. The capacity of edge (λ, u, v, c) indicates whether nodes u and v can
communicate through channel c; i.e., the capacity is 1 if and only if both
Z(u, c) and Z(v, c) are 1.
With the aforementioned representation, satisfying the robustness constraint is
equivalent to solving a max-ﬂow problem: for each scenario a channel is reclaimed
and for each pair of nodes (in G) as the source and the sink, the maximum ﬂow
should be non-zero.
Linear Programming Formulation Let Fλ,s,t (u, v, c) be the ﬂow on edge
(λ, u, v, c) if the source is s and the sink is t. Let Q(v) be the number of radios at
node v, Ev be the set of links connecting v, and Nv be the set of nodes adjacent
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to v. Let Cλ be the set of channels excluding channel λ; i.e., Cλ = C − {λ}. Let
S be the set of pairs of potentially interfering links; i.e., (e, e′ ) ∈ S if and only if
∩
D(e) D(e′ ) ̸= Φ. Here D(e) denotes the set of nodes in the interference range of
link e. The robust topology control problem can be formulated as follows.
∑

minimize

X(e, e′ )

(2.1)

(e,e′ )∈S

subject to
X(e, e′ ) ≥ Y (e, c) + Y (e′ , c) − 1, ∀c ∈ C, (e, e′ ) ∈ S
∑
Y (e, c) ≥ 1, ∀e ∈ E

(2.2)
(2.3)

c∈C

Z(v, c) ≥ Y (e, c), ∀c ∈ C, v ∈ V, e ∈ Ev
∑
Z(v, c) = Q(v), ∀v ∈ V

(2.4)
(2.5)

c∈C

X(e, e′ ), Y (e, c), Z(v, c) ∈ {0, 1}, ∀c ∈ C, (e, e′ ) ∈ S, v ∈ V

(2.6)

The following constraints describe the robustness constraint:
∀λ ∈ C, s ∈ V, t ∈ V \ {s}, (u, v) ∈ E, c ∈ Cλ :
0 ≤ Fλ,s,t (u, v, c) ≤ Z(x, c), ∀x ∈ {u, v}

(2.7)

0 ≤ Fλ,s,t (v, u, c) ≤ Z(x, c), ∀x ∈ {u, v}

(2.8)

∀λ ∈ C, s ∈ V, t ∈ V \ {s} :
∑ ∑
∑ ∑
Fλ,s,t (u, v, c) =
Fλ,s,t (v, u, c), ∀v ∈ V \ {s, t}

(2.9)

c∈Cλ u∈Nv

∑∑

c∈Cλ u∈Nv

Fλ,s,t (v, s, c) = 0

(2.10)

Fλ,s,t (t, v, c) = 0

(2.11)

Fλ,s,t (s, v, c) > 0

(2.12)

c∈Cλ v∈Ns

∑∑

c∈Cλ v∈Nt

∑∑

c∈Cλ v∈Ns

The objective function (2.1) is the network interference to be minimized. Constraint (2.2) ensures that links e, e′ interfere with each other (i.e., X(e, e′ ) = 1) if
and only if some channel c is assigned to both e and e′ (i.e., Y (e, c) = Y (e′ , c) = 1).
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Constraint (2.3) ensures that each link can operate on at least one channel, and
constraint (2.4) further ensures that the operating channel should be assigned to
the end node of the link. Constraint (2.5) is the radio constraint at each node.
Constraint (2.6) ensures that X(e, e′ ), Y (e, c) and Z(v, c) are either 0 or 1.
Constraints (2.7) and (2.8) ensure that the ﬂow on each edge is non-negative
and cannot exceed the capacity of that edge. Constraint (2.9) ensures that, for
each node except the source s and the sink t, the incoming ﬂow should be equal to
the outgoing ﬂow. Constraints (2.10) and (2.11) ensure that the outgoing ﬂow of
sink t and the incoming ﬂow of source t are both zero. Constraint (2.12) ensures
that the outgoing ﬂow of source s is positive, which makes the ﬂow from source s
to sink t to be positive. This indicates there is a s-t path (in G) without traversing
the links that can only operate on channel λ.
Now the problem becomes a mixed-integer linear programming problem, which
is NP-hard in general. This problem is more complicated due to its signiﬁcant
number of variables (constraints), and makes it intractable to solve by the optimization software (e.g., CPLEX) even for reasonable sized problem instances.
Thus, we relax it to a regular linear programming problem in which the binary
variables X(e, e′ ), Y (e, c) and Z(v, c) can take any real value between 0 and 1.
By solving this linear programming problem, we obtain the lower bound of the
network interference.
Normalized network interference

1
CRTCA(5 channels)
LP(5 channels)
CRTCA(10 channels)
LP(10 channels)

0.8
0.6
0.4
0.2
0
10

20

30
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Figure 2.3. Number of nodes vs. normalized network interference (Q = 3 radios)

Figure 2.3 compares the network interference of CRTCA with the lower bound
of the network interference which is calculated by GLPK [41]. In CRTCA, a

23
link may be assigned multiple channels to avoid network partitions. To calculate
the network interference, we sort all links in the descending order of potential
interference index, and select one channel for each link. The selected channel
should have the link least interfere with other links. Here the nodes are randomly
placed into an 8 × 8 grid topology in which the distance between two adjacent grid
points is 0.65×the transmission range [42]. The normalized network interference
deﬁnes the ratio of the network interference to the maximum network interference
(achieved by assigning all links with the same channel).
As shown in Figure 2.3, the normalized network interference of CRTCA is a
little bit higher than the lower bound. The diﬀerence does not increase too much
as the number of nodes increases, which shows CRTCA can scale well with large
sized problem instances. We can also see that for CRTCA, increasing the number
of channels leads to much less normalized network interference, which makes it
closer to the lower bound.

2.2.4

Distributed Robust Topology Control Algorithm

We present the distributed version of our Robust Topology Control Algorithm
(DRTCA). We ﬁrst present the generic framework for topology control, and then
propose a local robustness test to reduce the message overhead. Finally, we present
the theoretical analysis of DRTCA.
2.2.4.1

Distributed Topology Control

Neighbor Discovery In cognitive radio networks, it is a challenge for unlicensed
users to detect neighboring nodes due to the following reason. Diﬀerent unlicensed
users may have diﬀerent available channels due to primary user appearance, and
hence there generally does not exist a global common control channel which can be
accessed by all nodes. Although a central server can be used to communicate with
each node and provide them with their neighbor information, such solution cannot
scale well; i.e., the server will become the bottleneck as the network scales. Thus,
neighbor discovery in cognitive radio networks should be distributed. Also, the
distributed solution should not require time synchronization and should work in
multi-hop multi-radio cognitive networks where diﬀerent nodes may have diﬀerent
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available channels.
The neighbor discovery problem is generally solved by channel hopping techniques in which each node (unlicensed user) selects a set of channels and hops
among them. By carefully selecting these channels, a node can ﬁnd its neighbor
when both of them hop on the same channel at the same time (rendezvous).
There have been many channel hopping algorithms. Some of them require
time synchronization among diﬀerent nodes [43, 44], or assume all nodes have the
same set of available channels [45, 46]. To avoid these limitations, Liu et al. [47]
proposed a jump-stay based channel hopping algorithm. It consists of multiple
rounds, and in each round, a channel hopping sequence is generated. Speciﬁcally,
each node continuously jumps on available channels and then stays on a speciﬁc
channel. However, the jump-stay algorithm assumes each node is equipped with
only one radio. Next we show how to extend it to cognitive radio networks with
at least two radios.
The basic idea is for each radio of a node to generate a channel hopping sequence
by itself. By carefully designing the channel hopping algorithm, a node will achieve
faster rendezvous with all neighbors by using more than one radios. Our channel
hopping algorithm is based on Procedure 2.3.
Procedure 2.3 Channel Hopping Sequence Generation (CHSG)
Input: C, P , r, i, t, v
Output: channel c
1: t ← t mod 3P
2: if t < 2P then
3:
j ← (i + tr − 1) mod P + 1 /*jump*/
4: else
5:
j ← r /*stay*/
6: end if
7: c ← (j − 1) mod C + 1 /*mapping*/
8: if c ̸∈ Cv /*node v’s available channel set*/ then
9:
c ← rand(Cv )
10: end if
11: Return c
Here C is the number of channels, P is the smallest prime number greater than
C, r and i are integers within [1, C], and t is a time slot counter starting from
0. According to Procedure 2.3, the channel hopping sequence repeats itself every
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3P time slots (line 1). In each round, it starts with index i and keeps jumping
in [1, P ] with step length r (line 3). This lasts for 2P time slots (line 2). Then,
it stays on index r for P time slots (line 5). The index is further mapped to the
corresponding channel c (line 7). If channel c is unavailable (line 8), it will be
replaced with another channel which is randomly selected from node v’s available
channel set (line 9).
We use an example to illustrate this procedure. Suppose C = 4, P = 5 (the
smallest prime number greater than C), r = 1, i = 3, and Cv contains all channels.
The channel hopping sequence per each round is 3, 4, 1(5), 1, 2, 3, 4, 1(5), 1,
2, 1, 1, 1, 1, 1 (the numbers in the bracket are the numbers before the mapping
operation). Based on this procedure, the channel hopping algorithm at each node
can be described by Algorithm 2.4.
Algorithm 2.4 Channel Hopping Algorithm
Input: C, node v
1: P ← the smallest prime number greater than C
2: t ← 0, r0 ← rand[1, C], i0 ← rand[1, C]
3: while true do
4:
for each radio q of node v (the starting index is 0) do
5:
if q < 2 then
6:
r ← (r0 + α − 1) mod C + 1, where α = 2⌊t/(3P )⌋ + q
7:
i ← (i0 + β − 1) mod P + 1, where β = 2⌊t/(3CP )⌋ + q
8:
c ← CHSG(C, P, r, i, t)
9:
else
10:
c ← rand(Cv )
11:
end if
12:
Attempt rendezvous on channel c
13:
t←t+1
14:
end for
15: end while
Initially, P is set to the smallest prime number greater than C (line 1), t is set
to 0, and r0 , i0 are randomly selected from the integers within the range [1, C] (line
2). For the ﬁrst two radios, the generation of channel hopping sequence is based
on Procedure 2. As aforementioned, each channel hopping subsequence consists
of 2P time slots for jump pattern, and P time slots for stay pattern. The two
radios operate on two consecutive subsequences. r remains the same throughout
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Figure 2.4. Illustration of the channel hopping algorithm (C = 4, P = 5)

each subsequence, and in the next subsequence, it is updated to the next integer in
[1, P ] in a round-robin manner (line 6). i remains the same throughout consecutive
P subsequences, and is updated to the next integer in [1, P ] every P subsequences
in a round-robin manner (line 7). Figure 2.4 shows an example when C = 4 and
P = 5. For the other radios, the operating channel is randomly selected from the
available channel set (line 10).
The following theorem guarantees that every node achieves rendezvous with all
its neighbors in ﬁnite time.
Theorem 2.6. Any two nodes achieve rendezvous in at most ⌈3CP 2 /2⌉ time slots,
where P is the smallest prime number greater than C.
Proof. For any two nodes u and v, without loss of generality, we assume that
node v begins channel hopping no later than node u. According to Theorem 1
in the jump-stay paper [47], for each channel hopping subsequence generated by
node u’s ﬁrst radio (second radio), it achieves rendezvous with node v’s ﬁrst radio
(second radio). However, in our scenario where diﬀerent nodes have diﬀerent sets
of available channels, the rendezvous channel may be unavailable to node u or node
v. Let ci denote the rendezvous channel of the ith channel hopping subsequence.
According to the proof of Theorem 2 in the jump-stay paper [47], c1 , c2 , . . . , cCP
will cover all C channels. Since each channel hopping subsequence consists of 3P
time slots, the two nodes achieve rendezvous in at most ⌈CP/2·3P ⌉ (= ⌈3CP 2 /2⌉)
time slots.
When a node wants to send a message to another node (such as for the purpose
of channel assignment), it may have to wait a long time for rendezvous. In order
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to reduce the delay, once a node achieves rendezvous with another node, the tuple
(r0 , i0 , t) is synchronized, and the node with smaller ID updates its tuple from the
node with larger ID.
Distributed Channel Assignment After neighbor discovery, nodes assign channels. The node with lower ID is responsible for channel assignment of the link
between them. We use examples to show how distributed channel assignment is
performed.
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Figure 2.5. Channel assignment for link (v1 , v2 )

v4
{3,4}
succ

fai
l

fail

v2
{1,3}

succ

su
cc

ac
k

ack/rej

req

v4
{3,4}
ack/rej

{1,2}
v1
l
fai

(a) request

v2
{1,3}

{1,3}
v1
cc
su

v3
{2,4}

v4
{3,4}
req

k
ac

v2
{1,3}

{1,2}
v1

req

req

{1,2}
v1

v2
{1,3}

v4
{3,4}
fail

v3
{2,4}

v3
{3,4}

v3
{2,4}

(b) reply

(c) success

(d) fail

Figure 2.6. Channel assignment for link (v1 , v4 )

As shown in Figures 2.5 and 2.6, v1 , v2 , v3 and v4 are within each other’s
transmission range. The labels associated with a node indicate which channels the
two radios of the node are currently assigned with. “-” indicates that no channel
has been assigned; i.e., channel hopping is still being performed.
Suppose v1 has lower ID than v2 , and then v1 performs channel assignment
for link (v1 , v2 ) (Figure 2.5). Based on its collected neighbor channel information,
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the least used channel 1 is selected. To ensure that no other node within its interference range switches to channel 1 at the same time, v1 has to verify with
them. For example, v1 sends out a request message to v3 when v1 and v3 hop on
the same channel (Figure 2.5(a)). After receiving the request, v3 acknowledges v1
only if v3 does not want to switch to channel 1. Otherwise, the request is rejected
(Figure 2.5(b)). After v1 receives acknowledgments from all nodes within its interference range, v1 sends out a success message and switches one radio to channel 1
(the remaining unassigned radios will keep performing channel hopping based on
Algorithm 2). Then, v2 also switches one radio to channel 1 (Figure 2.5(c)). If
some node (say v4 ) replies v1 with a reject, v1 sends out a fail message, and all
nodes within the interference range will discard the request (Figure 2.5(d)).
In distributed channel assignment, the channel assignment for previously assigned links may have to be adjusted in order to assign a channel for a new link.
Figure 2.6 shows an example: v1 performs channel assignment for link (v1 , v4 )
which leads to channel adjustment of link (v1 , v3 ). Based on its collected neighbor
information, the least used channel 3 is selected, and v1 requests to switch channel 2 to channel 3. Note that during the channel assignment process, v1 needs
to switch one radio to one of v4 ’s channels to communicate with v4 . The above
channel adjustment of v1 will make v3 and v1 not share any common channel, since
v3 only shares channel 2 with v1 . Thus, v3 has to switch channel 2 to channel 3
as well. If v3 has links connecting to its neighbors on channel 2, v3 has to send
channel adjustment requests to these neighbors (Figure 2.6(a)). v3 acknowledges
v1 only after v3 receives all the required acknowledgments. Otherwise, v3 replies
v1 with a reject (Figure 2.6(b)). Based on the collected replies, v1 sends out either
a success message (Figure 2.6(c)) or a fail message (Figure 2.6(d)) to all aﬀected
nodes, and they will perform the behavior accordingly.
Note that the number of channel adjustments is not large. Since the channel assignment algorithm always selects the least used channel, few links in the
interference range are on the same channel (channel 2), leading to few channel
adjustments.
After each channel assignment process, a node has to update its neighbor information to reﬂect the up-to-date radio settings of all nodes within the interference
range. Eventually, each node shares at least one channel with any neighboring
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node for direct communication.
Node-based Channel Assignment Rule In CRTCA, channel assignment is
performed for each link e in the descending order of the potential interference index
p(e), which gives higher priority to the link that is likely to interfere with more
links. Such link-based channel assignment is diﬃcult to be run in a distributed
manner. This is because a node only knows nodes in its interference range, but
we need to count all links in the interference range of the two end nodes to obtain
p(e).
Alternatively, since the node with larger degree (the number of neighboring
nodes) is likely to interfere with more nodes, it is given higher priority to assign
channels. The node-based channel assignment rule is as follows.
• A node can only generate its own request when all nodes with larger node
degrees within the interference range have ﬁnished their channel assignment.
With this rule, the number of wasted requests is reduced since there are less
number of nodes contending with each other. Compared with the potential interference index, the node degree does not precisely measure the interference among
data transmissions in diﬀerent links. As a result, applying this node-based channel
assignment may not achieve the same performance as the link-based channel assignment. However, in a distributed environment, it is impossible to implement the
link-based channel assignment, and thus we use node-based channel assignment.
2.2.4.2

Local Robustness Test

In CRTCA, the robustness test for link e = (u, v) (A(e) = c) can be performed
through breadth-ﬁrst search. In a distributed environment where nodes do not
have the entire network information, breadth-ﬁrst search has to be performed by
sending probe messages to detect whether u is reachable from v without traversing
links on v3 . It involves huge message overhead since the robustness test is needed
for each link. To address this issue, we propose a local robustness test, where
the robustness test is performed locally using only neighbor information without
sending probes.
Suppose the robustness of link (v1 , v2 ) is tested at node v1 in Figure 2.7(a).
Based on its collected neighbor channel information, v1 checks whether it has
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Figure 2.7. Illustration of the local robustness test

a link with one of its neighbors on some channel diﬀerent from channel 1 and
such neighbor also has a link with v2 on some channel other than channel 1. v1
ﬁnds out that links (v1 , v3 ) and (v2 , v3 ) satisfy the requirement, and then (v1 , v2 )
passes the local robustness test. Moreover, based on its collected neighbor channel
information, v1 can re-route the packet for v2 through v3 if channel 1 is reclaimed
by a primary user.
In general, since the search space of the local robustness test is limited, unnecessary backup channels may be assigned and thus increase the channel interference.
In Figure 2.7(b), (v1 , v2 ) fails the local robustness test since v2 is unreachable from
v1 through v1 ’s neighbors without using channel 1. Thus, a backup channel is assigned to link (v1 , v2 ) following the distributed channel assignment process, so that
v1 and v2 share two common channels. However, the backup channel is unnecessary
since v2 is actually reachable from v1 through the path v1 -v3 -v4 -v2 .
Passing the local robustness test guarantees that each ﬂow can be re-routed
locally when primary users appear. This prevents the ﬂow from deviating too
much from the original path and thus reduces the chance of interfering with other
ﬂows due to re-routing.
2.2.4.3

Algorithm Analysis

Theorem 2.7. DRTCA terminates in finite steps and achieves robustness upon
termination.
Proof. DRTCA mainly diﬀers from CRTCA in the channel assignment order for
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the links. Since the correctness proof of CRTCA does not depend on the link assignment order, the same procedure can be applied to demonstrate the correctness
of DRTCA.
Theorem 2.8. The message complexity of DRTCA is O(mn2 ), where n = |V | and
m = |E|.
Proof. In this proof, we assume requests are generated in order so that there is no
contention between any two requests.
The number of messages can be computed based on the number of requests
generated. In DRTCA, a node performs channel assignments for the links between
itself and its neighbors. It may also adjust its channels for O(m) times due to the
channel assignments of all other links. Since each channel assignment leads to one
request, there are O(m) requests per node.
The number of messages per request is computed as follows. Let d(v) be the
node degree of v whose request results in acknowledgments or rejects from neighbors. A success or fail message is sent in the end, leading to 3d(v) messages in
total for each request.
To summarize, the message complexity of DRTCA is O(mnD) where D =
max(d(v)) for any node v ∈ V . Since D = O(n), we can rewrite the complexity as
O(mn2 ).
Theorem 2.9. The time complexity of DRTCA is O(mns), where n = |V |, m =
|E| and s is the length of time slot.
Proof. In this proof, we assume requests are generated in order so that there is no
contention between any two requests.
Consider the worst case that all links are in the interference range of each
other. Then, channel assignment has to be performed sequentially. For each
channel assignment, it may request channel adjustment for at most n nodes in the
network, so it takes O(n) time slots. Letting m be the number of links and s be
the length of time slot, the time complexity of DRTCA is O(mns).

2.2.5

Performance Evaluations

We evaluate the performance of our solutions by comparing them to existing approaches through extensive simulations.
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2.2.5.1

Simulation Setup

In the simulation, 25 nodes are randomly placed in a 900 × 900 m2 area. Each
node has the same number of radios (Q), which can be used to access C licensed
channels. The transmission range and the interference range for each node are set
to 250 m and 500 m, respectively [15].
We compare the performance of several channel assignment approaches. For
our approach, there are four versions: e-CRTCA, CRTCA, e-DRTCA and DRTCA.
CRTCA and DRTCA use the default channel selection rule, while e-CRTCA and
e-DRTCA use the enhanced channel selection rule. For comparison, we implement
two interference-aware approaches, INSTC [48] and DIA. INSTC is a centralized
interference-aware approach where the channels are assigned in the descending
order of the potential interference index. DIA is a distributed interference-aware
approach obtained by disabling the robustness test in DRTCA, so that the assigned
channel leads to minimum interference. Both approaches can be slightly modiﬁed
to satisfy the robustness constraint; i.e., all nodes reserve one channel as a backup
channel and then ﬁnd the interference-minimum assignment using the remaining
channels. The two approaches corresponding to INSTC and DIA are denoted by
INSTC-backup and DIA-backup, respectively.
Simulation Results on Robustness
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Figure 2.8. Probability of network partition

To measure robustness, we show the probability of network partition; i.e., the
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probability that the channel assignment is not robust (the network is partitioned
when a channel is reclaimed by the primary user). Figure 2.8 compares CRTCA
with other two approaches INSTC and DIA by averaging over 10, 000 randomly
generated topologies, as the number of channels, the number of nodes and the
number of radios (Q = 2 or Q = 3) change. As shown in the ﬁgure, the probability
of network partition in CRTCA is 0 since our algorithm is designed to satisfy the
robustness constraint.
Figure 2.8(a) For INSTC and DIA, when each node has two radios (Q = 2), there
is no network partition if the number of channels is two. This is because each node
tunes its radios to the same two channels, and thus each pair of neighboring nodes
can still communicate when either of the two channels is reclaimed by the primary
user. If the number of channels is more than two, the probability of network
partition increases sharply, but stays ﬂat as the number of channels is more than
20. This is because both INSTC and DIA are unaware of the robustness constraint.
Each node can only use two channels at one time and it has to match the channels
used by its neighbors. Then, many channels are not used, and providing more
available channels does not help improve the robustness.
Using three radios (Q = 3) can reduce the probability of network partition
compared to using two radios (Q = 2). With more radios, each node can use more
channels at the same time. This reduces the probability of network partition when
a primary user appears. However, the probability of network partition is still very
high compared to CRTCA which has no network partition.
From this experiment, we can see that having more available channels does not
increase the robustness. Although adding more radios can increase the robustness,
it has high cost due to the hardware cost of extra radios.
Figure 2.8(b) For INSTC and DIA, the probability of network partition increases
as the number of nodes increases from 10 to 20 for Q = 2 (15 for Q = 3). Increasing
the number of nodes increases the number of interfering links. Both INSTC and
DIA try to minimize the channel interference without considering the robustness
constraint, so the probability of network partition increases. As the number of
nodes further increases, the probability of network partition decreases. This is
due to increased network connectivity, which makes the network less likely to be
partitioned by primary user appearance.
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Note that other robust approaches such as DRTCA, INSTC-backup, and DIAbackup, also do not have network partition if only one channel is reclaimed by the
primary user. We omit their plots in Figure 2.8(a) due to space limit.
Simulation Results on Convergence Time
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Figure 2.9. Convergence time vs. number of nodes (C = 20 channels)

Figure 2.9 compares DIA, DIA-backup, DRTCA, e-DRTCA in terms of convergence time; i.e., the number of rounds for distributed channel assignment. Here
in each round, a node can either send or receive one message (such as a request).
Speciﬁcally, Figure 2.9(a) (Figure 2.9(b)) shows the eﬀects of the number of nodes
on convergence time when the number of radios is Q = 2 (Q = 3).
For all approaches, the convergence time increases as the number of nodes
increases. Increasing the number of nodes generally increases the number of links.
Since only one node (link) can perform channel assignment within the interference
range, it will require more rounds to assign channels for all links.
Among all approaches, DIA-backup has the least convergence time. It reserves
one radio to operate on a common backup channel, which makes each pair of
neighboring nodes shares at least one channel. Thus, the adjustment of the channel
assignment for previously assigned links is not needed, so the number of rounds for
distributed channel assignment decreases. Among the other three approaches, DIA
has less convergence time than DRTCA (e-DRTCA) since DIA saves some time by
not assigning backup channels. Among e-DRTCA and DRTCA, e-DRTCA slightly
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outperforms DRTCA since e-DRTCA assigns fewer backup channels by using the
enhanced channel selection rule.
For our approaches DRTCA and e-DRTCA, using three radios (Figure 2.9(b))
can reduce the convergence time compared to using two radios (Figure 2.9(a)).
As aforementioned in Section 2.2.5.2, increasing the number of radios increases
the robustness of channel assignment approaches. This indicates fewer backup
channels to be assigned, and hence less time for our channel assignment algorithms
to converge.
Note that, although DIA-backup outperforms our approaches in terms of convergence time, it signiﬁcantly underperforms our approaches in terms of network
performance, as shown in the next subsection.
2.2.5.4

Simulation Results on Network Performance

To measure the network performance, we inject several constant bit rate ﬂows (F )
into the network, where the sources and destinations are randomly selected. Each
ﬂow follows the shortest path from the source to the destination. If a node has
multiple radios connected to the next node in the path, it dynamically forwards
the packet using the channel that is least interfered by other transmissions.
To measure the network performance, we measure the normal throughput (delay) and the worst throughput (delay). The normal throughput (delay) denotes
the throughput (average end-to-end delay) when all channels are available; i.e., no
primary user appearance. The worst throughput (delay) is the least throughput
(largest average end-to-end delay) among diﬀerent cases when a primary user appears at diﬀerent channels. In the following experiments, each ﬂow is generated
at rate 1Mbps. The bandwidth (the maximum transmission rate per channel) is
BMbps.
Evaluation of Our Approaches

Figures 2.10, 2.11 compare the through-

put and the delay of our approaches, respectively. Speciﬁcally, Figure 2.10(a)
(Figure 2.11(a)) compares four versions of our approaches, CRTCA, e-CRTCA,
DRTCA and e-DRTCA, in terms of the normal throughput (delay), the worst
throughput (delay) and the throughput (delay) after recovery from the worst scenario. The worst scenario corresponds to the scenario when the worst throughput
(delay) is achieved. Suppose the channel that is reclaimed by the primary user in
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Figure 2.11. The delay of our approaches (C = 20 channels, Q = 2 radios, F = 2 ﬂows,
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the worst scenario is c. For recovery, centralized approaches can simply re-run the
channel assignment process with reduced number of available channels except c.
In distributed approaches, only the link operating on channel c is assigned another
available channel following the channel selection rule. The assignment should also
satisfy the robustness constraint.
By applying our approaches, the worst throughput is similar to the normal
throughput, while the worst delay is noticeably higher than the normal delay. The
primary user appearance cannot partition the network, so it has limited eﬀects
on throughput; the delay is increased since data is re-routed along longer paths

37
without using the aﬀected links. After recovery, the throughput (delay) almost
reaches the normal throughput (delay). The centralized versions slightly outperform distributed versions due to the diﬀerence in channel assignment and the
restriction on robustness test which aﬀects the channel interference as discussed in
Section 2.2.4.2. Each enhanced version, either centralized or distributed, slightly
outperforms the counterpart.
Figures 2.10(b), 2.11(b) compare DRTCA and e-DRTCA during the recovery
process. In round 1, there is no primary user. In round 2, the primary user appears
which leads to the worst scenario. Then, in each following round, the channel of
one aﬀected link is reassigned. We can see that both approaches recover from the
worst scenario quickly and e-DRTCA slightly outperforms DRTCA.
Overall Comparisons with Existing Approaches Figures 2.12, 2.14, 2.16
show the normal throughput and the worst throughput, while Figures 2.13, 2.15,
2.17 show the normal delay and the worst delay. Speciﬁcally, the centralized approaches INSTC, INSTC-backup and e-CRTCA are compared in Figures 2.12(a),
2.14(a), 2.16(a) (Figures 2.13(a), 2.15(a), 2.17(a)), whereas the distributed approaches DIA, DIA-backup and e-DRTCA are compared in Figures 2.12(b), 2.14(b),
2.16(b) (Figures 2.13(b), 2.15(b), 2.17(b)).
Generally speaking, INSTC (DIA) has similar normal throughput and normal
delay with e-CRTCA (e-DRTCA). However, the worst throughput of INSTC and
DIA is much less than their normal throughput, whereas the worst throughput
of e-CRTCA and e-DRTCA is similar to their normal throughput. Note that the
worst delay of INSTC and DIA is not shown here. It can be viewed as inﬁnity
since the network is partitioned by the primary user appearance.
For their robust versions, the normal throughput of INSTC-backup (DIAbackup) is less than that of INSTC (DIA), and the normal delay of INSTC-backup
(DIA-backup) is higher than that of INSTC (DIA). Although INSTC (DIA) and
INSTC-backup (DIA-backup) both aim at minimizing the channel interference,
INSTC-backup (DIA-backup) has one more restriction that all nodes have to tune
one radio to the same backup channel. As a result, INSTC-backup (DIA-backup)
has lower normal throughput. On the other hand, since the robustness constraint
is satisﬁed, INSTC-backup (DIA-backup) has higher worst throughput than that
of INSTC (DIA). Note that they still underperform e-CRTCA (e-DRTCA).
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Eﬀect of the Number of Channels
Throughput Figure 2.12 shows the eﬀect of the number of channels on throughput. For all approaches except INSTC-backup (DIA-backup), since the normal
throughput already reaches the maximum 3MBps when there are 5 channels, increasing the number of channels does not change the normal throughput.
As for the worst throughput, in INSTC and DIA, increasing the number of
channels to more than 5 reduces the worst throughput. This is because increasing
the number of channels also increases the probability of network partition as shown
in Figure 2.8(a), which leads to lower throughput.
In e-CRTCA (e-DRTCA), the worst throughput is only a little bit less than the
normal throughput, but much higher than that of INSTC (DIA) and higher than
that of INSTC-backup (DIA-backup). Also, the worst throughput of e-CRTCA and
e-DRTCA increases slightly as the number of channels increases, since the channel
interference is reduced. Further increasing the number of channels beyond 5 does
not change the worst throughput, since the worst throughput already reaches the
maximum 3MBps.
In INSTC-backup and DIA-backup, since there are only three radios at each
node and one radio is used for backup, only two radios are left for channel assignment, which further limits the number of channels that can be used in the network
(as mentioned in Section 2.2.5.2). Thus, providing more available channels does
not help improve the normal throughput or the worst throughput.
Delay Figure 2.13 shows the eﬀect of the number of channels on delay. For all
approaches, increasing the number of channels slightly reduces both the normal
delay and the worst delay since the channel interference is reduced. However, the
number of channels that can be used in the network is restricted (as mentioned in
Section 2.2.5.2), so the delay cannot change too much. For e-CRTCA (e-DRCTA),
the normal delay is similar to that of INSTC (DIA), while much lower than that of
INSTC-backup (DIA-backup). The worst delay is slightly higher than the normal
delay, while much lower than the worst delay of INSTC-backup (DIA-backup).
Eﬀect of Bandwidth
Throughput Figure 2.14 shows the eﬀect of bandwidth (the maximum transmission rate per channel) on throughput. For all approaches, the normal throughput
reaches the maximum 2Mbps when bandwidth increases.
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Figure 2.12. Number of channels vs. throughput (Q = 3, F = 3, B = 2.5)
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Figure 2.13. Number of channels vs. delay (Q = 3, F = 3, B = 2.5)

As for the worst throughput, in INSTC and DIA, increasing the bandwidth
does not change the worst throughput too much. This is because increasing bandwidth does not aﬀect the probability of network partition, which aﬀects the worst
throughput.
In e-CRTCA (e-DRTCA), the worst throughput is higher than that of INSTC
(DIA) but is less than the normal throughput if the bandwidth is less than 2Mbps.
This is because the bandwidth limitation further reduces the worst throughput
when data transmission can only use channels that are not reclaimed by the primary user. When bandwidth is reduced, it may take a long time for a packet to
be transmitted from source to destination due to collisions with other packets. If
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such transmission latency is comparable or larger than that of spectrum handoﬀ,
the spectrum handoﬀ problem appears relatively less serious; our approach will
not have too much advantage over existing approaches. When the bandwidth is
more than 2Mbps, the worst throughput of e-CRTCA (e-DRTCA) is similar to the
normal throughput since bandwidth is not an issue and the robustness constraint
is satisﬁed.
The worst throughput of INSTC-backup (DIA-backup) has the same trend
as e-CRTCA (e-DRTCA) when bandwidth increases. Since INSTC-backup and
DIA-backup use fewer channels (as mentioned earlier), they underperform our
approaches.
Delay Figure 2.15 shows the eﬀect of bandwidth on delay. For all approaches,
increasing the bandwidth reduces both the normal delay and the worst delay. When
the bandwidth is less than 3Mbps, the worst delay is much higher than the normal
delay. This is due to the combined eﬀects of bandwidth limitation and primary
user appearance as aforementioned. For e-CRTCA (e-DRTCA), the normal delay
is higher than that of INSTC (DIA). The assignment of backup channels may
increase the channel interference (as aforementioned in Section 2.2.3.1), which
leads to increased delay when the bandwidth is limited. However, our approaches
still outperform INSTC-backup and DIA-backup.
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Figure 2.14. Bandwidth vs. throughput (C = 20, Q = 2, F = 2)

Eﬀect of the Number of Flows
Throughput Figure 2.16 shows the eﬀect of the number of ﬂows on throughput.
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Figure 2.15. Bandwidth vs. delay (C = 20, Q = 2, F = 2)

For all approaches, increasing the number of ﬂows increases both normal and worst
throughput.
In INSTC and DIA, the diﬀerence between worst throughput and normal
throughput enlarges with the increase of the number of ﬂows. This is because
INSTC and DIA are unaware of the robustness constraint. When primary users
appear, more throughput will be lost if more ﬂows are injected.
However, in our approaches (e-CRTCA and e-DRTCA), the worst throughput
is similar to the normal throughput when the number of ﬂows is less than four.
When the number of ﬂows is more than four, the worst throughput is a little bit
less than the normal throughput. Since a channel is reclaimed by the primary
user, fewer channels can be used for data transmission. Increasing the number of
ﬂows increases the chances that many ﬂows use the same channel and interfere
with each other, leading to much lower throughput.
For INSTC-backup and DIA-backup, all nodes have three radios (Q = 3) but
have to tune one radio to the same backup channel. Then, only two radios are left
for channel assignment. The ﬁnal channel interference is much larger than that
of other channel assignment approaches which are based on three radios. This
together with the interﬂow interference result in very poor performance in both
normal and worst throughput.
Delay Figure 2.17 shows the eﬀect of the number of ﬂows on delay. For
all approaches, increasing the number of ﬂows increases both normal delay and
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worst delay due to increased interﬂow interference. For e-CRTCA (e-DRCTA),
the diﬀerence between worst throughput and normal throughput enlarges with the
increase of the number of ﬂows. This is due to increased interﬂow interference
when the primary user appears (as aforementioned). However, it still outperforms
INSTC-backup (DIA-backup) and the diﬀerence also enlarges with the increase of
the number of ﬂows. This is due to large channel interference in INSTC-backup
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Figure 2.16. Number of ﬂows vs. throughput (C = 20, Q = 3, B = 2)
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2.2.6

Related Work

Channel assignment (scheduling) in traditional wireless networks is a well-studied
problem [49, 50, 51]. In the context of cognitive radio networks, both centralized
approaches [52, 53, 54] and distributed approaches [7, 6] have been proposed. Most
of them assume that each node has only one radio which can switch among multiple
channels. Since there is only one radio, if the channel used by the radio is reclaimed
by the primary user, the ongoing data transmission will be interrupted. In our
work, with multiple radios, the transmission can be re-routed through another
radio. Compared to existing channel assignment approaches for multi-hop multiradio networks [48, 55], the channels are carefully assigned so that the primary
user appearance will not partition the network.
There are some solutions to deal with the problems of spectrum handoﬀ when
primary users appear. For example, by assuming an accurate primary user behavior model, proactive spectrum handoﬀ is performed prior to the reclamation
of the licensed spectrum, to minimize the inﬂuence of sudden appearance of primary users [56]. However, the assumption of an accurate primary user behavior
model is hard to achieve. To deal with this issue, techniques [52, 14] have been
proposed to maintain a backup channel for the unlicensed users in case of primary user appearance, and an algorithm [57] has been proposed for updating
such backup channel lists based on the cooperation among neighbors. However,
these approaches cannot completely solve the spectrum handoﬀ problem. To continue data transmission during the handoﬀ process, authors in [58] jointly consider
spectrum handoﬀ scheduling and routing in which the transmission is re-routed
through another unaﬀected path before handoﬀ occurs. In order to achieve this,
they assume the handoﬀ is due to a predictable primary user activity, which is not
always possible. In our approach, without assuming a predictable primary user
activity, data transmission can be re-routed along an unaﬀected path during the
spectrum switching time, and thus packet dropping or signiﬁcant packet delay can
be avoided.
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2.2.7

Summary

In this section, we focused on robust topology control to maintain network connectivity when primary users appear. The problem was formulated as an optimization problem, in which channels are assigned to minimize channel interference
while maintaining network connectivity when primary users appear. We further
proved the NP-hardness of this problem and derived a suﬃcient condition for a
robust channel assignment. To solve this problem, we ﬁrst proposed centralized algorithms which can reduce the channel interference while satisfying the robustness
constraints. Moreover, we derived its performance bound on channel interference
and its computational overhead through theoretical analysis. Then we proposed
distributed algorithms based on channel-hopping techniques and proved their correctness. Extensive simulations demonstrated that our solutions outperform existing interference-aware approaches substantially when primary users appear and
achieve similar performance at other times.

2.3
2.3.1

Maintaining Link Availability
Introduction

In the previous section, we proposed some robust topology control approaches to
maintain network connectivity when primary users appear. To reduce the channel
interference, these approaches generally assign diﬀerent channels to links within
the interference range. Since the probability for a channel to be aﬀected by the
primary user diﬀers, some links may be assigned with low availability channels and
hence have low link availability. In only a few cases, backup channels are added
and slightly increase link availability. As a result, the data transmission on these
links is easily interrupted.
Although there have been several approaches to make cognitive radio networks
robust against primary user appearance, they have various limitations. For example, Hou et al.[20] proposed an approach based on mixed integer non-linear
programming to provide some bandwidth guarantees, but it has to know in advance when and where primary users appear. Under certain statistical models on
primary user appearance, there have been some works on providing bandwidth
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guarantee [21] or delay guarantee [59]. However, they may require more spectrum
or more storage space than the network can provide.
In this work, we aim to make the best use of the existing network resources to
provide each link with suﬃcient robustness against primary user appearance. We
propose a robust topology control approach in which channels are carefully assigned
to reduce the channel interference, subject to the requirement on link availability.
Moreover, we derive a suﬃcient condition for a robust channel assignment and
its computational overhead through theoretical analysis. Simulation results show
that our approach can satisfy the link availability requirement and maintain the
throughput when primary users appear.
The remainder of this section is organized as follows. In Section 2.3.2, we
provide an overview about the network model and the basic idea. Sections 2.3.3
presents the proposed channel assignment algorithm in detail. The performance of
the proposed approach is evaluated in Section 2.3.4. Section 2.3.5 reviews related
work, and Section 2.3.6 concludes the section.

2.3.2

Overview

We describe the network model and the basic idea of our approach.
2.3.2.1

Network Model

Consider a multi-hop cognitive radio network consisting of unlicensed users whose
communications may be aﬀected by the primary users. Each unlicensed user has
multiple radios which can be used to access any available licensed channels. Each
radio is half-duplex; i.e., it can only send or receive at one time. The network
is modeled by a connected undirected graph G(V, E) in which each node v ∈ V
corresponds to an unlicensed user. An edge e = (u, v) ∈ E exists between two
nodes if the corresponding unlicensed users are within the transmission range. For
any two nodes outside the transmission range, they can communicate with each
other through a path of multiple other nodes. Note that the interference range is
several times of the transmission range. Simultaneous transmissions on two links
interfere with each other if both of the following conditions are satisﬁed: (i) they
operate on common channels, and (ii) they are within the interference range. The
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channel interference will restrict the bandwidth on these two links.
Due to primary user appearance, it is uncertain when a given channel can be
accessed by the unlicensed users. Following several prior works [27, 28, 59], channel
availability is modeled by a continuous-time Markov chain. More speciﬁcally, the
availability of channel c is denoted by Mc (t), which follows a continuous-time
Markov chain with two states, state 1 and state 0. That is, Mc (t) = 1 if channel
c is available; otherwise, Mc (t) = 0. Mc (t) makes transitions between these two
states with certain transition rate. For channel c, let λc be the transition rate from
state 0 to state 1, and µc be the transition rate from state 1 to state 0, then the
availability of channel c (i.e., the probability of Mc (t) to be at state 1), denoted
by pc , is λc /(λc + µc ) [60].
2.3.2.2

Basic Idea

To satisfy the link availability requirement for each link, channels are assigned
in the descending order of channel availability as follows. If the link availability
requirement cannot be satisﬁed by assigning any single channel, the channel with
the highest channel availability is ﬁrst assigned. Otherwise, the least used channel
in the interference range which also satisﬁes the link availability requirement is
assigned. The aforementioned procedure is repeated until the link availability
requirement is satisﬁed. If an end node of this link has unassigned radios, there
is still room to perform channel assignment. Then, the channels which are least
used in the interference range will be added, in order to reduce the interference on
other channels.

2.3.3

Channel Assignment

We ﬁrst describe the design philosophy of our channel assignment algorithm, and
then present the detailed algorithm.
2.3.3.1

Design Philosophy

We use an example to show the diﬃculty in achieving the goal of minimizing the
channel interference while satisfying the link availability requirement. Then, we
describe the basic idea of our algorithm. As shown in Figures 2.18 and 2.19, the
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Figure 2.19. Illustration of our channel assignment algorithm

network has four unlicensed users (nodes). Each node is equipped with three radios
which can be used to access four licensed channels whose availability are given in
Table 2.1. The label associated with a link indicates the set of channels assigned
to that link. The channel assignment should satisfy the radio constraint; i.e., the
number of distinct channels assigned to the links connecting to a node should not
exceed the number of radios (which is three). For link availability requirement,
the availability of each link should be at least 0.8.
Table 2.1. Example of four channels

Channel

1

2

3

4

Availability 0.9 0.8 0.7 0.6

48
Figure 2.18(a) shows the channel assignment result in which the channel interference is minimized by minimizing the number of links that are assigned with the
same channel. In order to achieve this, links (v1 , v3 ), (v1 , v2 ), (v2 , v3 ) and (v1 , v4 )
are assigned with channel 1, 2, 3 and 4 respectively. Then, all four channels are
equally used, so we arbitrarily assign channel 1 and 2 to link (v2 , v4 ) and (v3 , v4 )
respectively. However, the link availability of (v1 , v4 ) ((v2 , v3 )) is only 0.6 (0.7),
which fails to satisfy the link availability requirement.
Figure 2.18(b) shows the channel assignment result in which the link availability
requirement is satisﬁed. Since channel 1 and 2 achieve the required availability,
each link will be assigned with one of these channels to satisfy the link availability
requirement. However, this leaves low availability channels (i.e., channel 3 and 4)
unused, and hence leads to high interference on channel 1 and 2.
In our algorithm, both channel interference and link availability requirement
are considered. Figure 2.19 shows how our algorithm runs. In Phase I, each link
is checked and assigned with the least used channel(s) that can also satisfy the
link availability requirement. As Figure 2.19(a) shows, a channel from channel 1,
2 is selected to satisfy the link availability requirement. In order to minimize the
channel interference, channel 1 is assigned to three links (v1 , v3 ), (v2 , v3 ), (v2 , v4 ),
and channel 2 is assigned to the other three links (v1 , v2 ), (v1 , v4 ) and (v3 , v4 ). Then,
all links satisfy the link availability requirement. In Phase II, extra channels are
assigned to some links as long as the radio constraint is not violated. This does not
aﬀect the link availability requirement, but helps reduce the channel interference.
As Figure 2.19(b) shows, link (v1 , v2 ) and (v3 , v4 ) are assigned with channel 4 and
3 respectively, which reduces the channel interference on channel 1 and 2.
2.3.3.2

Algorithm Description and Analysis

Theorem 2.10 shows a necessary condition to satisfy the link availability requirement. Suppose all channels are sorted in the descending order of availability. Let
pc be the availability of channel c, Pγ be the required link availability, and Q be
the number of radios at each node.
Theorem 2.10. If 1 −

∏Q

c=1 (1

− pc ) ≥ Pγ , there exists a channel assignment to

satisfy the link availability requirement.
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Proof. One such channel assignment is to assign the ﬁrst Q channels to all links.
Then, the availability of each link is the probability that at least one of these Q
∏
channels is available; i.e., 1 − Q
c=1 (1 − pc ), which is at least the required link
availability Pγ in the link availability requirement.
The formal description of the algorithm is shown in Algorithm 2.5. Our channel
assignment algorithm consists of the following two phases. In Phase I, the channel
assignment procedure (to be presented later) is called to assign each link with the
least used channel(s) which can also satisfy the link availability requirement. In
Phase II, if some nodes have unassigned radios, the channel assignment procedure is
called to assign extra channels, in order to further reduce the channel interference.
Algorithm 2.5 Proposed Channel Assignment Algorithm
/*Phase I: select the least used channel(s) which can also satisfy the link availability
requirement*/
1: for each link e ∈ E do
2:
Call the channel assignment procedure until the link availability requirement
is satisﬁed
3: end for
/*Phase II: assign extra channels to further reduce the channel interference*/
4: for each link e ∈ E do
5:
Call the channel assignment procedure if an end node has unassigned radios
6: end for
Procedure 2.6 shows the formal description of channel assignment procedure
for link e = (u, v). First of all, the candidate channel set S is obtained (Lines
1-6). Let A(e) be the channels assigned to link e, and A(u) be the set of distinct
channels assigned to the links connecting to node u. If u has no unassigned radios
(i.e., |A(u)| is equal to the number of u’s radios), the channels should be selected
from A(u) (Line 2). Similarly, if v has no unassigned radios, the channels should
be selected from A(v) (Line 3). If both u and v has no unassigned radios, the
channels should be selected from A(u) ∩ A(v) (Lines 2-3). If the candidate channel
set S is empty (i.e., A(u) ∩ A(v) is empty), either u or v’s channels should be
adjusted, and then the channel will be selected from A(u) ∪ A(v) (Line 5). Note
that any channels which have already been assigned to link e should be excluded
from S (Line 6). Then, the best channel is selected from the candidate channel
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set S (Lines 7-12). The details are as follows. If link e does not satisfy the link
availability requirement, the least used channel which also makes link e satisfy the
link availability requirement is selected (Line 8). If such channel does not exist,
the channel with the highest availability will be selected (Line 9). On the other
hand, if the link availability requirement has already been satisﬁed, the least used
channel in S is selected (Line 11). Lines 13-16 adjust the channel assignment for
previously assigned links, in which the channel with the lowest availability (c′ ) is
adjusted to the selected channel (c). This does not reduce the link availability,
and hence the link availability requirement is still satisﬁed for these links after the
channel adjustment.
Procedure 2.6 Channel Assignment Procedure for Link e = (u, v)
1: S ← the set of all licensed channels
2: If node u has no unassigned radios, S ← S ∩ A(u)
3: If node v has no unassigned radios, S ← S ∩ A(v)
4: adjust ← false
5: If S is empty, S ← A(u) ∪ A(v) and adjust ← true
6: S ← S \ A(e)
7: if link e does not satisfy the link availability requirement then
8:
c ←
∏ the least used channel in S whose availability pc satisﬁes 1 − (1 −
pc ) c′ ∈A(e) (1 − pc′ ) ≥ Pγ
9:
If such c does not exist, c ← the channel with the highest availability in S
10: else
11:
c ← the least used channel in S
12: end if
13: if adjust is true then
14:
c′ ← the channel with the lowest availability in A(v) {assume c ∈ A(u)}
15:
Adjust c′ to c in A(v) {This may cause channel adjustment for links connecting to node v, and the adjustment is a recursive process}
16: end if
17: Assign c to link e and update A(u), A(v), A(e)

Theorem 2.11. The time complexity of the channel assignment algorithm is O(m2 ),
where m is the number of links.
Proof. We ﬁrst compute the time complexity of the channel assignment procedure.
It takes O(C) time to construct the candidate channel set S where C is the number of licensed channels in the network. Since there are at most m links in the
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interference range, it takes O(m) time to obtain the channel usage information. It
takes O(C) time to select the best channel from S by going through all channels in
S. Here checking whether assigning channel c makes link e satisfy the link avail∏
ability requirement (1 − (1 − pc ) c′ ∈A(e) (1 − pc′ ) ≥ Pγ ) can be done in O(1) time
∏
by keeping record of c′ ∈A(e) (1 − pc′ ). If channel adjustment is performed, O(n)
nodes might be involved where n is the number of nodes in the network. Since
Q and C are relatively smaller than m and n, the overall time complexity of the
channel assignment procedure is O(m + n). Since there are m links in the network,
the total running time of the channel assignment algorithm is O(m2 ) (m > n in a
connected graph).
Distributed Implementation: Our channel assignment algorithm can be easily
implemented in a distributed way based on an existing framework for distributed
channel assignment [61]. First of all, each node detects neighboring nodes through
channel hopping techniques in which each node hops on a set of channels. By
carefully selecting the hopping channels, a node can detect its neighbor when both
of them hop on the same channel at the same time. After neighbor discovery, each
node assigns channels to the links connecting to it. The channel usage information
will be collected from the nodes in the interference range. Like the above centralized algorithm, the channel assignment ﬁrst selects the least used channel(s) that
can also satisfy the link availability requirement and then tries to add extra channels to further reduce the channel interference. Note that the collected information
may be incorrect if another node in the interference performs channel assignment
at the same time. To address this problem, a mutual exclusion mechanism is exploited to ensure that no other nodes in the interference range perform channel
assignment at the same time.

2.3.4

Performance Evaluations

We evaluate the performance of our approach through extensive simulations.
2.3.4.1

Simulation Setup

In the simulations, 50 nodes are randomly placed in a 900×900m2 area. Each node
has 3 radios, which can be used to access 20 licensed channels. The transmission
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range and the interference range are set to 250 m and 500 m, respectively. The
channel availability follows a continuous-time Markov chain in which the transition
rate is randomly generated from the range (0,1). The bandwidth of each channel is
10Mbps. In each simulation run, 10,000 ﬂows are injected with a randomly chosen
source-destination pair, and a random rate in the range (0,10)Mpbs. The lifetime
is randomly generated from the range (0,300)s.
We compare the performance of our robust topology control approach for maintaining link availability (RTC-link) with the following approaches.
• INSTC [48], in which the channel interference is minimized without considering primary user appearance.
• RTC-net [61], our previous robust topology control approach in which the
channel interference is reduced subject to the constraint that the network is
not partitioned when any single channel is reclaimed by the primary user. A
backup channel is occasionally added to each link, which slightly increases
the link availability.
• NAIVE, a naive approach in which the link availability requirement is satisﬁed by assigning each link with the highest availability channels.
The evaluation is based on two metrics: percentage of robust links which is the
percentage of links that satisfy the link availability requirement, and throughput.
2.3.4.2

Simulation Results

Figure 2.20 shows the eﬀect of required link availability on the percentage of robust
links. For INSTC and RTC-net, they are unaware of the link availability requirement, so fewer links remain robust as the required link availability increases. When
the required link availability is 0.9, only 68% links (72% links) are robust in INSTC (RTC-net). The percentage of robust links in RTC-net is slightly higher, since
RTC-net adds some backup channels which slightly increase the link availability.
For NAIVE and RTC-link, the link availability requirement is satisﬁed for all links,
so the percentage of robust links stays 100%.
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Figure 2.21 compares the four approaches in terms of the quantile function of
throughput (here RTC-link is evaluated under three diﬀerent required link availability values: 0.7, 0.8, 0.9). For a given probability p, the quantile function returns
the value that the probability of the throughput to be at most this value is equal
to p. For example, the returned value in RTC-net is 20Mbps when p = 0.3, which
indicates the probability of the throughput to be at most 20Mbps is 0.3. Note that
the throughput is mainly aﬀected by primary user appearance.
The maximum throughput (Mbps) is 32.6, 30.5, 28.1, 26.6, 25 and 10 in INSTC, RTC-link(0.7), RTC-link(0.8), RTC-link(0.9), RTC-net and NAIVE, respectively. Among these approaches, INSTC has the largest value since minimizing
the channel interference is the only goal. However, its throughput can decrease
signiﬁcantly when primary users appear. For example, there is 10% probability
that its throughput is at most 19.6Mbps (p = 0.1). In contrast, there is 10% probability that the throughput in RTC-link(0.7), RTC-link(0.8) and RTC-link(0.9) is
at most 22.4Mbps, 24.0Mbps and 25.3Mbps, which indicates RTC-link can better maintain the throughput when primary users appear. Among these RTC-link
approaches, RTC-link(0.9) has the highest throughput when p = 0.1, which indicates RTC-link(0.9) is more robust against primary user appearance than other
approaches. This is because higher availability channels are selected to satisfy the
increased link availability requirement. However, since the selected channels are
more restricted, the channel interference also increases, which reduces the maximum throughput that can be achieved in RTC-link(0.9). Thus, there is a trade-oﬀ
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between the maximum achievable throughput and the robustness against primary
user appearance, and we leave further investigation as our future work.
For NAIVE, the throughput stays unchanged at 10Mbps since all links are
assigned with the highest availability channels. However, this also leads to high
channel interference, which makes its maximum achievable throughput the smallest compared with the other approaches. For RTC-net, it outperforms NAIVE
in terms of maximum achievable throughput (25Mbps) by reducing the channel
interference. However, since the channel availability is not considered, some links
may be assigned with low availability channels and hence have low link availability. This leads to signiﬁcant decrease in throughput when the data transmission
on these links is interrupted by primary users; e.g, there is 10% probability that
the throughput in RTC-net is at most 14.3Mbps.

2.3.5

Related Work

Although many approaches have been proposed on channel assignment and routing
for cognitive radio networks, most of them are on a best eﬀort basis and do not
provide any guarantees. For example, there have been several channel assignment
approaches to maximize spectrum utilization and fairness [62, 6, 7], and several
routing approaches to maximize the overall throughput [63] or to ﬁnd a path with
minimum end-to-end delay [64]. There have also been some other routing approaches [65, 66] in which path stability is considered, in order to reduce the eﬀect
of primary user appearance on the data transmissions of unlicensed users. However, the link availability in these solutions cannot be guaranteed when primary
users appear.
In recent years, several approaches have been proposed to make cognitive radio
networks robust against uncertain primary user appearance. For example, Hou
et al. [20] proposed an approach based on mixed integer non-linear programming
to provide some bandwidth guarantees, but it has to know in advance when and
where primary users appear. Zhao et al. [61] proposed a robust topology control approach which can maintain network connectivity even when primary users
appear. Since the approach does not consider that the link availability diﬀers
from one channel to another, it cannot ensure suﬃcient channel robustness against
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primary users for each link. Some other approaches consider certain statistical
models for primary user appearance. For example, Pan et al. [21] proposed a joint
routing and channel assignment approach to minimize the network-wide spectrum
resource while satisfying the bandwidth requirements for a number of connection
requests. Zhao et al. [59] proposed a caching approach to ensure that the access
delay is statistically bounded for each unlicensed user. However, they may require
more spectrum or more storage space than the network can provide. In contrast,
our approach tries to make the best use of existing network resources to ensure
suﬃcient channel robustness against primary user appearance.

2.3.6

Summary

This section studied robust topology control to maintain link availability in cognitive radio networks. We proposed a channel assignment algorithm to reduce the
channel interference, subject to the requirement on link availability. Moreover,
we derived a suﬃcient condition for a robust channel assignment and its computational overhead through theoretical analysis. Simulation results show that our
approach can satisfy the link availability requirement and maintain the throughput
when primary users appear.

2.4

Chapter Summary

In this chapter, we focused on various robust topology control approaches to mitigate the eﬀects of primary user appearance. First of all, we studied how to maintain network connectivity when primary users appear. The problem was formulated as an optimization problem, in which channels are assigned to minimize
channel interference while maintaining network connectivity when primary users
appear. To solve this problem, we proposed both centralized and distributed algorithms which can reduce the channel interference while satisfying the robustness
constraints. Extensive simulations demonstrated that our solutions outperform existing interference-aware approaches substantially when primary users appear and
achieve similar performance at other times. We also studied how to maintain link
availability when primary users appear. In particular, we proposed robust topology
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control approaches to reduce the channel interference, subject to the requirement
on link availability. Simulation results show that our approach can satisfy the link
availability requirement and maintain the throughput when primary users appear.

Chapter

3

Delay-Constrained Caching
3.1

Introduction

Due to primary user appearance, data access delay in cognitive radio networks is
much longer compared with traditional wireless networks, so it is hard to meet
the delay constraints of many applications [18]. We propose the use of caching to
limit the data access delay. Suppose node v wants to access the data generated at
node u which is faraway. Without caching, the data has to travel multiple hops
to reach node v. If any link along the routing path is aﬀected by the primary
user appearance, the data transmission will be interrupted, which increases the
data access delay. If node u’s data is cached/replicated at multiple nodes in the
network, node v will be able to access the data from nearby nodes. This reduces
the chance of transmission interruption, and thus reduces the data access delay.
Although caching techniques have been well studied in traditional wireless networks, they cannot be directly applied to cognitive radio networks due to the
following reasons. Traditional caching techniques assume the link transmission
delay is known. For example, some previous works [22, 23, 24] model the access
delay by the number of hops required to obtain the data, and assume all links
have equal transmission delay. Some others [25, 26] assume the link transmission
delay can be calculated accurately. However, in cognitive radio networks, the link
transmission delay depends on the primary user appearance, and it will be much
longer when primary users appear.
To overcome the aforementioned diﬃculty, we model the primary user appear-
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ance as a continuous-time Markov chain following several prior works [27, 28], and
then derive the distribution of the link transmission delay. Based on this model, we
determine the caching locations such that the data access delay is within the delay
constraint [29, 30]; i.e., the data access delay is statistically bounded. Although
the delay constraint can be satisﬁed by caching data at all nodes, this is ineﬃcient
due to the cost which is aﬀected by diﬀerent factors. For example, disseminating
data to the caching nodes consumes more energy and bandwidth, especially when
the data is frequently updated. For each node, it also incurs some cost to access
the data. Thus, we should design better caching algorithms to reduce various types
of cost while satisfying the delay constraint.
In this chapter, we formulate the cache placement problem in cognitive radio
networks as an optimization problem, where the goal is to minimize the total cost
subject to the delay constraint. To solve this problem, we propose a cost-based
approach to minimize the total cost and design a delay-based approach to satisfy
the delay constraint. Then we combine the two and propose a distributed hybrid
approach to minimize the total cost subject to the delay constraint. Simulation
results show that our approaches outperform the existing caching solutions in terms
of total cost and delay constraint, and the hybrid approach performs the best
among the approaches that satisfy the delay constraint.
The rest of this chapter is organized as follows. In Section 3.2, we provide
an overview of our work. We deﬁne the system models in Section 3.3, and then
formulate our problem in Section 3.4. Sections 3.5, 3.6 and 3.7 present the three
caching approaches in detail. Simulation results are shown in Section 3.8. We
review related work in Section 3.9, and conclude the chapter in Section 3.10.

3.2

Overview

We consider a multi-hop cognitive radio networks consisting of unlicensed users
(nodes) whose links may be aﬀected by primary users. The data access delay is
generally increased due to the presence of primary users which aﬀect the data
transmission of unlicensed users. Thus, it is hard to meet the delay constraints of
many applications. We use caching techniques to address this problem. Figure 3.1
shows the caching scenario for a particular data item. Note that diﬀerent data
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Figure 3.1. Illustration for delay-constrained caching

items may be generated by diﬀerent nodes. In this example, the data item is
generated by the data source v0 and cached at v2 , so that queries from the requester
v3 can be answered by the caching node v2 directly with less delay. The data is
updated periodically, and thus the data source v0 needs to disseminate the updated
data to the caching node v2 . To summarize, we consider that the total cost consists
of two parts; i.e., the dissemination cost for the data source to disseminate the
data to all caching nodes and the access cost for the requesters to access the
data. The goal is to determine appropriate caching nodes for minimizing the total
cost, subject to the delay constraint that the data access delay of each node is
statistically bounded. The formal deﬁnitions are given in Section 3.4.
The uncertain behavior of the primary users makes it challenging to correctly
estimate the total cost. We propose a model to formulate the behavior of primary
users as a continuous-time Markov chain, based on which we derive the distribution
of link transmission delay. Based on this model, we propose various techniques for
determining caching locations, such that the delay constraint is satisﬁed for each
node and the total cost is minimized. More speciﬁcally, we ﬁrst propose a costbased approach to minimize the total cost without considering the delay constraint.
Then, we propose a delay-based approach which greedily caches data at the node
that violates the delay constraint the most. Both approaches determine the caching
nodes in a centralized manner. Thus, we propose a distributed hybrid approach to
minimize the total cost subject to the delay constraint. The total cost is further
reduced via local coordination among nodes themselves.
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3.3

System Model

We consider a multi-hop cognitive radio network, where each unlicensed user has
one cognitive radio to opportunistically access C licensed channels. The network is
modeled as a connected graph G(V, E) where each node v ∈ V corresponds to an
unlicensed user, and an edge e = (u, v) ∈ E represents the link between u and v if
they are within the transmission range. Each link e can work on a channel which
is not currently accessed by primary users. Following several prior works [27, 28],
the primary user appearance is modeled as the following continuous-time Markov
chain, based on which the link transmission delay is probabilistically estimated.

3.3.1

Primary User Appearance

For link e, we denote the current primary user appearance by
Me (t) = (Me,1 (t), Me,2 (t), . . . , Me,C (t))
where Me,c (t) = 1 if channel c is accessed by some primary user; otherwise,
Me,c (t) = 0. Me,c (t) follows a continuous-time Markov chain with two states, state
i,j
1 (Me,c (t) = 1) and state 0 (Me,c (t) = 0). qe,c
is the transition rate from state i to

state j, and corresponds to the (i, j)th element of the generator matrix for Markov
chain Me,c (t).
We assume that the primary user appearance on diﬀerent channels is independent. Then, the composition of the corresponding C continuous-time Markov
chains is still a continuous-time Markov chain. Let Qe,c be the generator matrix
⊕
for Markov chain Me,c (t), then Cc=1 Qe,c is the generator matrix for Markov chain
⊕
Me (t) [67]. Here
represents the Kronecker sum which is deﬁned as follows.
Deﬁnition 3.1 (Kronecker Sum). Let A be an n × n matrix, B be a p × p matrix,
⊕
⊗
⊗
Im be an m × m identity matrix. A B = A Ip + In B.
⊗
The operation
in Deﬁnition 3.1 denotes Kronecker product, which is deﬁned
in Deﬁnition 3.2:
Deﬁnition 3.2 (Kronecker Product). Let A be a n×m matrix, B be a p×q matrix,
⊗
and C be a np×mq matrix. Let Xij be the (i, j)th element of matrix X. C = A B
denotes that Cij = Ai1 j1 Bi2 j2 where i = (i1 − 1)p + i2 and j = (j1 − 1)q + j2 .
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3.3.2

Link Transmission Delay
P

P (Ted )
P (Tel )

OT x
e

Teu T

Figure 3.2. Approximation of link transmission delay

The basic idea for modeling the link transmission delay is as follows. Suppose node v wants to send data over link e = (u, v). If all licensed channels are
currently accessed by primary users, node v may wait until some licensed channel becomes available, or switch to an unlicensed channel for data transmission.
Generally speaking, if the appearance of primary users lasts a long time (e.g., TV
transmitters), the link should switch to an unlicensed channel; otherwise, the link
should wait for an available licensed channel. Therefore, the transmission delay of
link e, denoted by Ted , can be modeled as follows.
{
Ted

=

Tew

+

Tex

=

Tel + Tex

Tel < Teu

Teu + Tex otherwise

where Tew is the time that link e must wait (switch) for an available channel, Tex
is the time for actual data transmission, Tel is the time that link e waits until
some licensed channel becomes available, and Teu is the time that link e switches
to an unlicensed channel. Note that the link transmission delay is bounded (Ted ≤
Teu + Tex ), so there still exists persistent network connection. This diﬀers from
Disruption Tolerant Networks (DTNs) [31] in which nodes are only intermittently
connected, and hence it is unsuitable to use delay tolerant networking approaches
in our scenario.
By deﬁning a C × 1 vector 1 = (1, 1, . . . , 1)′ , Tel is the time period that Me (t)
stays at state 1, which is equivalent to that Me,c (t) stays at state 1 for each channel
c. Since Me (t) is a continuous-time Markov chain, Tel is exponentially distributed
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with parameter −qe11 [60]. Here qe11 is the element at row 1 and column 1 of the
generator matrix for Me (t).
In Figure 3.2, P (Ted ) shows the distribution of link transmission delay. In order
to formally derive the distribution of data access delay in Section 3.6, we approximate P (Ted ) by exponential distribution P (Tel ) with the following assumptions.
We assume large data items can be split into smaller ones to make Tex very small.
Another observation is that, due to the nature of exponential distribution, P (Tel )
approaches zero very quickly as Tel increases, so there is generally little chance for
Tel to be much larger than Teu . Therefore, P (Ted ) is very close to P (Tel ) so P (Tel )
can be used to approximate P (Ted ).

3.4

Problem Formulation

We ﬁrst formally deﬁne the cost (the dissemination cost and the access cost) and
the delay constraint, and then formulate the delay-constrained caching problem.
We assume the storage cost is insigniﬁcant because wireless devices are recently
equipped with huge storage capacity. As a result, cache placement of diﬀerent
data items can be decoupled. To simplify the presentation, we will focus on cache
placement of a speciﬁc data item in the rest of the chapter.

3.4.1

Cost

3.4.1.1

Dissemination Cost

We deﬁne the dissemination cost as the amount of bandwidth consumed for data
dissemination.
Let V be the set of caching nodes (including the data source). The data is
disseminated from the data source along a tree connecting all nodes in V. Let
G be such dissemination graph, and b be the traﬃc rate for data dissemination,
which is deﬁned as the data size divided by the data update interval. Let L(G) be
the total number of edges of G, then the dissemination cost can be represented by
bL(G).
In our work, the data source builds a minimum Steiner tree connecting all
caching nodes, and use it as the dissemination graph. This minimizes the dissem-
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ination cost since the minimum Steiner tree has the minimum total length (which
can be the total number of edges if each edge has unit weight). Since the minimum Steiner tree problem is NP-hard, an approximation algorithm in [68] is used
to build it.
3.4.1.2

Access Cost

We deﬁne the access cost as the aggregated data access delay, following several prior
caching works [22, 69]. Let duv be the expected transmission delay between nodes u
and v, which is modeled by the length of the shortest u-v path in a weighted graph
where the link weight is the mean link transmission delay. The access cost can
∑
then be represented by v pv Dv , where pv is the data access probability of node v
(the probability that node v accesses the data), and Dv = 2 minu∈V dvu indicating
the expected round-trip transmission delay from v to the nearest caching node.
Generally speaking, as the number of caching nodes increases, the access cost
decreases while the dissemination cost increases. Since wireless devices are usually
equipped with limited amount of energy and bandwidth, the dissemination cost
should not be too high, and the caching approach should balance the access cost
and the dissemination cost. Since the access cost and the dissemination cost have
diﬀerent units, they cannot be simply added together. We use some cost ratio W to
match the units and adjust the weight of the dissemination cost, in order to reﬂect
the relative importance of the dissemination cost and the access cost. The eﬀect
of W on the network performance is further evaluated through simulations. The
total cost is deﬁned as the sum of the access cost and W times of the dissemination
cost.

3.4.2

Delay Constraint

Let α be the conﬁdence level, and β be the delay threshold. For node v, the delay
constraint is deﬁned as P (av ≤ β) ≥ α, where av is the data access delay of node
v and is approximated by Dv (the expected round-trip transmission delay from v
to the nearest caching node) in the access cost.

64

3.4.3

Delay-Constrained Caching Problem

The cache placement problem in cognitive radio networks can be formulated as the
following delay-constrained caching problem.
minimize

∑

pv Dv + WbL(G)

v

subject to P (av ≤ β) ≥ α, ∀v
The delay-constrained caching problem is NP-hard. If β is very large, the delay
constraint is always satisﬁed. This reduces the problem to the same connected
facility location problem addressed by poach [23] which is NP-hard in general.
Our problem is essentially a chance-constrained programming problem since
the data access delay is a random variable. The chance-constrained programming
problem is considered as very diﬃcult and intractable [70]. There is even no general
solution for chance-constrained programming problems. However, the structure of
the problem may be exploited to design eﬃcient solutions. Next we propose three
caching approaches speciﬁc to our problem.

3.5

Cost-Based Approach

In this section, we ﬁrst describe the linear programming formulation, and then
present a primal-dual algorithm to minimize the total cost.

3.5.1

Linear Programming Formulation

In this approach, we formulate the problem as the following linear programming
problem to minimize the total cost. Here v0 is the data source, and pu is the data
access probability of node u. xuv takes 1 or 0. xuv = 1 if node u gets the data
from node v which caches the data; otherwise, xuv = 0. ze is a binary variable
indicating whether e is in dissemination graph G (deﬁned in Section 3.4). ze = 1
if e is in G; otherwise, ze = 0. δ(S) is the set of edges who have only one end-node
belonging to S. duv is the expected transmission delay between nodes u and v
(deﬁned in Section 3.4). The objective function (3.1) is the total cost which is to
be minimized. Constraint (3.2) ensures that each node gets the data from at least
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one caching node. Constraint (3.3) ensures that if node u gets the data from some
caching node v, v is connected with an edge in the dissemination graph.
minimize

∑

pu

u∈V

∑

duv xuv + Wb

v∈V

∑

ze

e∈E

subject to
∑
xuv ≥ 1, ∀u ∈ V
v∈V

∑

xuv ≤

v∈S

∑

(3.1)

ze , ∀S ⊆ V \ {v0 }, ∀u ∈ V

(3.2)
(3.3)

e∈δ(S)

xuv , ze ∈ {0, 1}

(3.4)

Our formulated problem is a special case of the connected facility location
problem, in which we are given the location of an existing facility along with a
set of locations at which further facilities can be built. Each location has demand
which must be served by one facility, and all facilities must be connected by a
Steiner tree. The objective is to ﬁnd a solution to minimize the sum of serving
cost and connection cost. In our problem, each node represents a location, the data
source represents the existing facility, and caching nodes represent new facilities.
Thus, we transform an existing primal-dual algorithm [71] for the connected facility
location problem to address our problem.

3.5.2

Primal-Dual Algorithm

3.5.2.1

Overview

The general idea of primal-dual algorithm is as follows. First of all, we construct
another problem (denoted by dual problem) related to the original problem (denoted by primal problem). We ﬁnd a feasible solution for the dual problem, based
on which a feasible solution for the primal problem can be constructed. Speciﬁc
to our problem, the dual problem is as follows.
maximize

∑
u∈V

subject to

αu

(3.5)
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∑

αu ≤ pu duv +

θS,u , ∀u ∈ V, v ∈ V \ v0

(3.6)

S:v∈S,v0 ̸∈S

αu ≤ pu duv0 , ∀u ∈ V
∑
∑
θS,u ≤ Wb, ∀e ∈ E

(3.7)
(3.8)

u∈V S:e∈δ(S),v0 ̸∈S

αu , θS,u ≥ 0

(3.9)

Here αu can be viewed as the price that node u is willing to pay to some caching
node for data access. The constraints ensure that the payment goes towards the
access cost and the dissemination cost. The objective function is the total network
proﬁt which is to be maximized.
3.5.2.2

Algorithm Description

We ﬁrst initialize αu = θS,u = 0 for all u, S in the dual problem. The solution
αu = θS,u = 0 satisﬁes the constraints in the dual problem (denoted by dual
constraints), and hence it is a feasible solution for the dual problem. Next we
raise αu and θS,u in some controlled manner (to be described later) until some dual
constraints are tight, while ensuring all other dual constraints are still satisﬁed.
Then, we select some caching nodes which correspond to the tight dual constraints.
This procedure is repeated until every node can access data from at least one
caching node.
Suppose we have a notion of time t. Initially t = 0, αu = θS,u = 0 for all u, S,
and the data source v0 is selected as a candidate caching node. As time increases,
αu is raised at unit rate; i.e., αu = t. At some time, we have αu ≥ pu duv for some
node v, which makes Constraint (3.6) tight. We say that u becomes tight with
node v.
Let Su denote the set of nodes with which u is tight. After u becomes tight
with another node, we will raise both αu and θSu ,u at unit rate (in order to satisfy
Constraint (3.6) as shown by Lemma 3.1) until one of the following events happens.
• There is a non-caching node v on some edge (v1 , v2 ) with which dv1 v2

∑
u′ ∈Tv

pu ′ ≥

Wb where Tv denotes the set of nodes tight with v. Then, we select v as a
candidate caching node and stop raising αu for all nodes in Tv .
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• u becomes tight with a candidate caching node.
Here v can also be any non-vertex node on some edge (v1 , v2 ). We extend
the notation duv as follows. Suppose dv1 v increases uniformly from 0 to dv1 v2 as v
goes from v1 to v2 , and dv2 v = duv − dv1 v . Then, we denote duv to be min(dv1 u +
dv1 v , dv2 u + dv2 v ).
In practice, it is infeasible to cache data at such non-vertex nodes. Thus, we
will shift all these nodes to vertex nodes v1 , v2 without increasing the total cost,
by using the technique mentioned in the connected facility location paper [71].
The aforementioned process continues until every node is tight with a candidate
caching node. Lemma 3.1 demonstrates that all dual constraints are satisﬁed
during the aforementioned process, which guarantees the correctness of our primaldual algorithm.
Lemma 3.1. αu and θS,u satisfy all dual constraints during the aforementioned
process.
Proof. We ﬁrst show Constraint (3.6) is satisﬁed. Initially, αu = θS,u = 0, so the
left hand side (i.e., 0) is less than the right hand side (i.e., pu duv ) which is positive.
∑
This inequality holds until u becomes tight with v. Then, αu and S:v∈S,v0 ̸∈S θS,u
are raised at the same rate, which makes Constraint (3.6) still satisﬁed. Similarly,
Constraint (3.7) is satisﬁed.
Now we show Constraint (3.8) is satisﬁed. Consider an edge (v1 , v2 ). Without
loss of generality, suppose duv1 ≤ duv2 for a node u. Thus, u becomes tight with v1
ﬁrst. For each point v on this edge, deﬁne f (u, v) to be pu if u is tight with v, and
0 otherwise. We have
∑

∫

v2

θS,u =

f (u, v)dv
v1

S:e∈δ(S),v0 ̸∈S

and hence
∑

∑

u∈V S:e∈δ(S),v0 ̸∈S

θS,u =

∑∫
u∈V

v2

v1

f (u, v)dv
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Since
∑∫
u∈V

∫

v2

v2

f (u, v)dv =

(

v1

and the inequality dv1 v2

v1

∑
u∈Tv

∑

∫

v2

f (u, v))dv =

u∈V

(
v1

∑

pu )dv

u∈Tv

pu ≤ Wb holds during the aforementioned process,

we have
∫

v2

(
v1

∑

f (u, v))dv ≤ Wb

u∈V

which indicates Constraint (3.8) is satisﬁed.
Find a solution to the primal problem: Now we select caching nodes from
the candidates. Let V ′ be the set of candidate caching nodes. We say that two
candidate caching nodes v1 , v2 are dependent if there is a node which is tight with
both v1 and v2 . A set of candidate caching nodes is said to be independent if no
two nodes in this set are dependent. We want to ﬁnd a maximal independent set V
of V ′ such that V is independent and is not a subset of any other independent set.
By selecting the nodes in V as caching nodes, we reduce the number of caching
nodes while ensuring every node can access data from at least one caching node.
The detailed procedure for ﬁnding V is as follows:
1) Initialize V to be empty.
2) Sort the candidate caching nodes in V ′ in the order they become candidates.
3) Considering the nodes in V ′ in the sorted order, add a node to V if it is not
dependent with any node already present in V.
Then, we assign a node u to access data from some caching node v (i.e., set
xuv = 1) as follows. If u is tight with some caching node v ∈ V, assign u to
v. Otherwise, let v ′ be the candidate caching node (in V ′ ) with which u is tight.
According to the above procedure, there must be some caching node v ∈ V such
that v and v ′ are dependent. We will assign u to v.
We build a dissemination tree on V (i.e., set ze ) as follows. Suppose each edge
has unit weight. We ﬁrst augment graph G to include all caching nodes in V, and
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then ﬁnd a minimum spanning tree to connect all these nodes. The weight of such
minimum spanning tree is at most twice the optimal weight [68].
Theorem 3.1. Our algorithm is guaranteed to generate a solution whose total cost
is at most 3 + 2W times that of the optimal solution.
Proof. Let OPT be the total cost of optimal solution, and α̃u be the value of αu at
the end of the aforementioned process. According to Lemma 3.2 in the connected
facility location paper [71], node u’s access cost pu duv is at most 3α̃u assuming v
is the caching node assigned to u. Thus, the accumulate access cost of all nodes
∑
in the network is at most 3 u∈V α̃u . According to the duality theorem, the value
∑
of dual objective u∈V α̃u is at most the value of primal objective which is the
total cost to be minimized. Thus, the accumulate access cost is at most 3OPT.
Since the weight of our dissemination tree is at most twice the optimal weight, the
dissemination cost is at most 2OPT. Thus, the total cost of our algorithm is at
most (3 + 2W)OPT.
We use an example shown in Figures 3.3, 3.4, 3.5, 3.6 to illustrate our primaldual algorithm. The network has ten nodes in which v0 is the data source. The label
associated with a node (v) indicates the data access probability of that node (pv ),
and the label associated with a link ((u, v)) indicates the expected transmission
delay of that link (duv ). Suppose Wb = 200.
0.3
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0.4

v6
Primary user
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Data source

0.4
Candidate caching node

Figure 3.3. Illustration of our primal-dual algorithm (t = 0)

Initially t = 0 (Figure 3.3), αv is set to zero for each node v. When t increases
to 50 (Figure 3.4), αv will be 50 for each node v. This causes node v9 to be tight
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Figure 3.4. Illustration of our primal-dual algorithm (t = 50)
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Figure 3.5. Illustration of our primal-dual algorithm (t = 60)

with node v7 (αv9 ≥ pv9 dv7 v9 ). Similarly, it can be shown that node v8 is also
tight with node v7 , and that node v7 is tight with itself. Let Tv7 denote the set of
∑
nodes tight with node v7 . Then, dv3 v7 v∈Tv pv = 250 × (0.5 + 0.5 + 0.5) = 375,
7

which is larger than Wb (200). According to our primal-dual algorithm, node v7
becomes a candidate caching node, and v8 , v9 can access data from v7 . Following
similar procedure, v1 , v3 become candidate caching nodes at t = 60 (Figure 3.5)
and t = 80 (Figure 3.6), respectively.
As every node is tight with a candidate caching node, we ﬁnd a solution to the
primal problem. In this case, all candidates v1 , v3 , v7 are selected as caching nodes
since there is no node tight with any two of them. We assign v4 , v5 to (access data
from) v1 , and v2 , v6 to v3 , and v8 , v9 to v7 . The path v1 -v0 -v3 -v7 will be used to
disseminate data from the data source to all the caching nodes.
The entire ﬂow of cost-based approach is summarized in Algorithm 3.1.
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Figure 3.6. Illustration of our primal-dual algorithm (t = 80)

Algorithm 3.1 Cost-based Approach
Input: graph G(V, E), pu , duv for ∀u, v ∈ V
Output: xuv for ∀u, v ∈ V , and ze for ∀e ∈ E
1: Construct a dual problem in which αu and θS,u are initialized to 0 for all u, S
2: Raise αu and θS,u in the aforementioned controlled manner to select candidate
caching nodes
3: Find a maximal independent set V from all candidate caching nodes
4: Assign each node u to access data from some caching node v; i.e., xuv ← 1
5: Build a dissemination tree to connect all nodes in V; i.e., ze ← 1 if e is in the
dissemination tree
Note that the delay constraint cannot be contained in the aforementioned linear
programming problem, since a linear programming problem cannot contain any
random variable such as the data access delay. We will evaluate whether the costbased approach satisﬁes the delay constraint or not through simulations.

3.6

Delay-Based Approach

In this section, we ﬁrst describe how to derive the distribution of data access
delay, and then discuss how to check the delay constraint. At the end of this
section, we present the delay-based cache placement algorithm for satisfying the
delay constraint.
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3.6.1

Distribution of Data Access Delay

The problem of deriving the distribution of data access delay can be reduced to
the following problem. In the network graph, suppose each edge has length equal
to the corresponding link transmission delay, which is an exponentially distributed
random variable. Let luv be the length of the shortest u-v path. If the query is
allowed to be ﬂooded over the network from u to all caching nodes (this assumption
is relaxed in the hybrid approach), u’s data access delay is approximately twice of
minv∈V luv . Here minv∈V luv is the minimum of all luv ’s in which v is a caching node
(the data source is regarded as a caching node). If we obtain the distribution of
minv∈V luv , the distribution of u’s data access delay is obtained.
In the literature, Kulkarni has proposed an algorithm [72] to derive the distribution of the shortest path length from one node to another node, in a graph
where the edge lengths are exponentially distributed. That algorithm cannot be
directly applied since our problem considers the shortest path length from a data
requester to multiple caching nodes. Next, we describe how to extend it to our
problem.
3.6.1.1

Distribution of the Shortest Path Length from a Data Requester to a Data Source

Suppose a query is broadcast from the requester at time 0. The query is ﬂooded
over the network and travels at unit speed so that the time for traversing each link
is equal to the corresponding edge length. Thus, the time when the data source
ﬁrst receives the query is equal to the shortest path length.

q2

q5
q1

q3

q4

q6

Figure 3.7. An example of a data source. Each edge is associated with the transmission
delay represented by an exponential distribution. The label associated with each link
represents the parameter of the distribution.

Let N (t) be the set of disabled nodes at time t. The disabled nodes are the
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nodes that are useless for the propagation of the query towards the data source.
For example, in Figure 3.7, suppose a query is broadcast from node 1 at time 0
when nodes 1-2 and nodes 1-4 do not share any common channel due to primary
user appearance. Since nodes 2 and 4 have to wait some time before receiving the
query, the query ﬁrst reaches node 3 before it reaches nodes 2 and 4. After node
3 broadcasts the query, it becomes disabled. Node 2 is also disabled even if node
2 has not received the query. This is because any query sent from node 2 cannot
reach any nodes that are not disabled. Since node 2 is useless for the propagation
of the query towards the data source (node 5), node 2 is a disabled node.
Table 3.1. State space for the example network

State
1
2
3
4
5
6
7

State Description
{1}
{1,2}
{1,4}
{1,2,4}
{1,2,3}
{1,2,3,4}
{1,2,3,4,5}

Table 3.2. Generator matrix for the example network

Qij
1
2
3
4
5
6
7
Qij
1
2
3
4
5
6
7

1
−(q1 + q2 + q3 )
0
0
0
0
0
0
4
0
q3
q1
−(q2 + q4 + q6 )
0
0
0

2
3
q1
q3
−(q2 + q3 + q4 ) 0
0
−(q1 + q2 + q6 )
0
0
0
0
0
0
0
0
5
6
7
q2
0
0
q2 + q 4
0
0
0
q2
q6
0
q2 + q4
q6
−(q3 + q5 ) q3
q5
0
−(q5 + q6 ) q5 + q6
0
0
0

According to [72], {N (t), t ≥ 0} is a continuous-time Markov chain. The state
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space for the example graph (Figure 3.7) is shown in Table 3.1, and the generator
matrix Q is shown in Table 3.2. Let Si be the ith state, and n be the number of
states. In this example, n = 7. If the state is the ﬁnal state Sn , the data source
(node 5) receives the message, and ends the aforementioned stochastic process.
Let T be the the shortest path length from the requester to the data source. We
have
T = min{t ≥ 0 : N (t) = Sn |N (0) = S1 }
Let F (t) be the cumulative distribution function of T ; i.e., F (t) = P (T ≤ t). F (t)
has no closed-form expression, and can be approximated by Fk (t) and F̃k (t) deﬁned
as follows.
Fk (t) = 1 −

k
∑

(1 − λi )e−qt (qt)i /i!

i=0
k
∑

F̃k (t) = λk −

(λk − λi )e−qt (qt)i /i!

i=0

with
Fk (t) ≤ F (t) ≤ F̃k (t)
0 ≤ F̃k (t) − Fk (t) ≤ 1 − λk
where λk is the (1, n)th element in the kth power of Q∗ = [qij∗ ]. Here qij∗ = δij +
qij /q, where qij is the (i, j)th element in the generator matrix, q = max1≤i≤n {−qii },
and δij is an indicator function; i.e., δij = 1 if i = j; otherwise, δij = 0.
Property of λk : 0 ≤ λk ≤ 1 and λk increases to 1 as k → ∞.
3.6.1.2

Distribution of the Shortest Path Length from a Data Requester to Multiple Caching Nodes

We use an example graph (Figure 3.8) to show how to derive the distribution of
the shortest path length from a data requester to multiple caching nodes. If node
4 also caches the data, the aforementioned stochastic process should be adjusted
as follows. That is, if either node 4 or node 5 receives the message, the process
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can be ended and thus states 3, 4, 6, 7 of Table 3.1 are merged into one ﬁnal state.
The updated state space is shown in Table 3.3, and the corresponding generator
matrix is shown in Table 3.4. Then the distribution function of the shortest path
length can be calculated accordingly.

q2

q5
q1

q3

q4

q6

Figure 3.8. An example of multiple caching nodes, where each edge is associated with
the transmission delay represented by an exponential distribution.

Table 3.3. State space for the example network (Figure 3.8) with node 4 as a caching
node

State
1
2
3
4

State Description
{1}
{1,2}
{1,2,3}
{1,2,3,4,5}

Table 3.4. Generator matrix for the example network (Figure 3.8) with node 4 as a
caching node

Qij
1
2
3
4

3.6.2

1
−(q1 + q2 + q3 )
0
0
0

2
q1
−(q2 + q3 + q4 )
0
0

3
q2
q2 + q4
−(q3 + q5 )
0

4
q3
q3
q3 + q5
0

Checking the Delay Constraint

Let α be the conﬁdence level, and β be the delay threshold. Suppose we want to
check the delay constraint for some data requester. The data access delay is twice
of the shortest path length from the requester to the caching nodes (i.e., 2T ). The
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delay constraint can be denoted by
P (2T ≤ β) ≥ α
or equivalently,
F (β/2) ≥ α
Since it is impossible to get the exact value of F (t), we use the approximation
Fk (t) to check the delay constraint. Here k should be large enough to make Fk (t)−
F̃k (t) < ϵ (ϵ is a very small positive value) so that Fk (t) is a good approximation.
The details are as follows.
We deﬁne an auxiliary variable for calculating Fk (t) and F̃k (t):
fk (t) =

k
∑

e−qt (qt)i /i!

i=0

Fk (t), F̃k (t) and fk (t) can be incrementally calculated from Fk−1 (t), F̃k−1 (t)
and fk−1 (t), by using Equations (10)-(12). Note that we also need to calculate
the kth power of Q∗ for obtaining λk . The kth power of Q∗ can be incrementally
calculated from the k − 1th power Q∗ , in order to make the calculation of λk more
eﬃcient.
Fk (t) = Fk−1 (t) − (1 − λk )e−qt (qt)k /k!

(3.10)

F̃k (t) = F̃k−1 (t) + (λk − λk−1 )(1 − fk−1 (t))

(3.11)

fk (t) = fk−1 (t) + e−qt (qt)k /k!

(3.12)

To check whether F (β/2) ≥ α (the delay constraint) is satisﬁed, we ﬁrst calculate F0 (β/2) and F̃0 (β/2). Since Fk (t) ≤ F (t) ≤ F̃k (t), if F0 (β/2) ≥ α is satisﬁed,
then F (β/2) ≥ α; i.e., the delay constraint is satisﬁed; or if F̃0 (β/2) < α is satisﬁed, then F (β/2) < α; i.e., the delay constraint is unsatisﬁed. Otherwise, we
cannot decide the relationship between F (β/2) and α, so we have to calculate
F1 (β/2) and F̃1 (β/2) to check it again. The aforementioned process is repeated,
until at some step we can decide whether F (β/2) ≥ α.
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If the stopping criteria 1 − λk ≤ ϵ is satisﬁed, we can also end the checking
process. Here ϵ is a very small positive value. Since 0 ≤ F̃k (t) − Fk (t) ≤ 1 − λk , the
stopping criteria indicates the approximations Fk (β/2) and F̃k (β/2) are very close
to F (β/2). On the other hand, Fk (β/2) and F̃k (β/2) are around α since we cannot
decide whether the delay constraint is satisﬁed. Thus, F (β/2) must be very close
to α. In this case, we assume the delay constraint is satisﬁed.

3.6.3

Algorithm Description

Algorithm 3.2 Delay-based Approach
Input: graph G(V, E), conﬁdence level α, delay threshold β
Output: set of caching nodes V
1: V ← v0 /*v0 is the data source*/
2: U ← V \ {v0 }
3: while U is not empty do
4:
for each node v in U do
5:
Check whether the delay constraint is satisﬁed
6:
If satisﬁed, remove v from U; otherwise, record α − FvV (β/2)
/*FvV (t) denotes F (t) (see Section 3.6.2), with v as a requester and V as
the set of caching nodes*/
7:
end for
V
8:
Select the
∪ node v with the largest α − Fv (β/2) among all the nodes in U
9:
V ← V {v}
10:
U ← U \ {v}
11: end while
12: Return V
In Algorithm 3.2, we ﬁrst initialize the set of caching nodes (V) to include only
the data source, and the set of nodes not satisfying the delay constraint (U) to
include all requesters. We check whether the delay constraint is satisﬁed for each
node. For nodes satisfying the delay constraint, we remove them from U. If U is
not empty, the node violating the delay constraint the most is selected and added
to V. Here we use α − FvV (β/2) (FvV (t) is deﬁned in the algorithm) to record
how much node v violates the delay constraint. Since the exact value of FvV (β/2)
cannot be obtained, we use its lower bound (recall Fk (β/2) in Section 3.6.2) as
an approximation. Let the selected node be v. If v caches the data, its data
access delay is zero, and v is removed from U. We check again whether the delay
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constraint is satisﬁed for all other nodes in U. If not, the aforementioned procedure
is repeated until U is empty. Otherwise, we have selected enough caching nodes.

3.7

Hybrid Approach

In this section, we describe the data structure maintained at each node for distributed cache placement and data access. Then, we discuss how to check the delay
constraint in a distributed manner, and present the distributed algorithm.

3.7.1

Data Structure

3.7.1.1

Caching Node List

Each node maintains a subset of caching nodes in a node list, which is built and
updated in the distributed algorithm.
3.7.1.2

Caching Path List

Each node selects a path to each node in the caching node list, and maintains these
paths in a path list. Next we describe how to select these paths. Suppose node v
wants to select a path towards node u which is in the caching node list. Similar to
routing discovery in AODV [73], v discovers a number of paths to u, during which
the delay information of each path (the distribution parameter of link transmission
delay) is also collected. If a node collects more than one path to the caching node,
the path with the minimum expected transmission delay is selected.
If a node v wants to access data, it multicasts queries along the pre-selected
paths to all caching nodes in the caching node list. More speciﬁcally, node v uses
source routing to send the query to caching node u. That is, the query includes a
v-u path as a subﬁeld, so other nodes in the network know to which node to forward
the message. Through source routing, v can force the query to be forwarded along
a path chosen by itself. By choosing a good path, the data access delay can be
statistically bounded.
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3.7.2

Checking the Delay Constraint

Based on the caching node list and the caching path list, each node derives the
distribution of data access delay, so that the delay constraint can be checked.
Let Nv be node v’s caching node list, and let Pvu be node v’s caching path for
caching node u. Node v constructs a graph Gv (Vv , Ev ). Here Vv includes v, all
nodes in Nv , and all nodes on path Pvu for ∀u ∈ Nv . Ev includes all edges on path
Pvu for ∀u ∈ Nv . For example, node 1 constructs graph G1 as shown in Figure 3.9.
Here nodes 4 and 5 are in node 1’s caching node list. The caching path for node
4 is 1-4, and the caching path for node 5 is 1-3-5.
If each edge has length equal to the corresponding link transmission delay, then
the data access delay of node v is twice of the shortest path length from requester
v to the caching nodes in Nv . The distribution of data access delay can be derived
by applying aforementioned techniques in Section 3.6.1.2 to Gv .

q2

q5

q3

Figure 3.9. The graph for calculating the data access delay of node 1. Nodes 4 and 5
are in the caching node list.

3.7.3

Distributed Algorithm

The distributed algorithm consists of two procedures, caching node selection and
update. The caching node selection procedure selects enough caching nodes so
that the delay constraint is satisﬁed for all requesters. When some node becomes a
caching node, it informs the data source, and the data source informs all requesters
of the new caching node. Then each requester uses the update procedure to update
the caching node list and the caching path list.
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3.7.3.1

Caching Node Selection

Each node checks whether the delay constraint is satisﬁed. If the constraint is
satisﬁed, nothing is done. Otherwise, the node requests to be a caching node.
The delay-based approach greedily caches data at the node that violates the
delay constraint the most. To implement it in a distributed environment, each
node informs all its neighbors of its average access delay and whether the delay
constraint is satisﬁed. For a speciﬁc node, if the delay constraint has not been
satisﬁed by some of its neighbors with higher average access delay, it must wait
until all the neighbors with higher average access delay satisfy the delay constraint;
otherwise, the node may request to be a caching node as follows.
Each node broadcasts a request to all its neighbors, and decides to cache the
data only if the request is accepted by all its neighbors. Let the node be v. For
neighbor u, it accepts the request if (i) it is not requesting to be a caching node,
(ii) it has not accepted requests from any other neighbor who requests to be a
caching node at the same time. Otherwise, u rejects the request. Based on the
acknowledgements (either accept or reject), v decides whether to cache the data
or not, and informs the neighbors of the decision, so that they may request to be
a caching node or accept requests from other nodes later on.
Reducing the Total Cost After the delay constraint is satisﬁed, the total cost
may still be reduced by placing more caching nodes. For node v, it estimates the
amount of reduction in total cost if it caches the data; i.e.,
∆v = pv Dv − Wbhv
Here pv is node v’s access probability, Dv is v’s average data access delay, b is
the amount of traﬃc rate for data dissemination (deﬁned in Section 3.4), and hv is
the number of hops from node v to the nearest caching node in the caching node
list. If ∆v > 0, v requests to be a caching node. Otherwise, nothing is done.
3.7.3.2

Update

Suppose node v is informed that u becomes a new caching node. Following the
techniques aforementioned in Section 3.7.1.1, v calculates the v-u path with the
minimum expected transmission delay. The update procedure is divided into two
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cases. If the caching node list Nv is empty, we add u to Nv , and assign the caching
path Pvu to be the v-u path with minimum expected transmission delay. Otherwise,
we set an upper limit γ on the size of Nv . This is because if the caching node list
has too many nodes, a huge amount of traﬃc would be generated by multi-casting
a query towards these caching nodes.
(i) |Nv | < γ: node u is added to Nvu , and the v-u path with the minimum
expected transmission delay is assigned to Pvu .
(ii) |Nv | = γ: node v decides whether u should replace some caching node in
Nv and update the caching path accordingly. It mainly depends on whether such
replacement has beneﬁt. That is, the expected data access delay is reduced (how
to calculate the expected data access delay will be described later), while the delay
constraint is still satisﬁed if it is satisﬁed before the replacement.
First of all, for each node in Nv , we check whether replacing it with the new
caching node u has the aforementioned beneﬁt. If so, we add it to a set Nv′ and
records the amount of beneﬁt in terms of how much the expected data access
delay is reduced. If Nv′ is empty, v does not perform any replacement. Otherwise,
v selects the node (denoted by u′ ) which has the maximum beneﬁt among all nodes
′

in Nv′ . Then, v replaces u′ with u, removes caching path Pvu from the caching path
list, and assign caching path Pvu to be the v-u path with the minimum expected
transmission delay.
Calculation of Expected Data Access Delay

As aforementioned in Sec-

tion 3.7.2, each data requester v constructs a graph Gv for checking the delay
constraint. Gv is also used to calculate the expected data access delay of v. Following the notations in Section 3.6.1.1, we deﬁne
Ti = min{t ≥ 0 : N (t) = Sn |N (0) = Si }(1 ≤ i ≤ n)
and
τi = E(Ti )
Let E(T ) denote the expected shortest path length from the requester to the
caching nodes. Then we have E(T ) = E(T1 ) = τ1 . τi (1 ≤ i < n) satisﬁes the

82
following equation [72]:
τi = −(1 +

∑

qij τj )/qii

(3.13)

j>i

Note that τn = 0. Eq. 3.13 indicates that, in order to calculate τi , we need to
calculate τj for all j > i. Thus, we will calculate τn−1 , τn−2 , . . . , τ2 , and ﬁnally τ1 .
Now we describe how to calculate node 1’s expected data access delay for the
example network (Figure 3.9). The state space is shown in Table 3.5 and the
corresponding generator matrix is shown in Table 3.6.
Table 3.5. State space for Figure 3.9

State
1
2
3

State Description
{1}
{1,3}
{1,3,4,5}

Table 3.6. Generator matrix for Figure 3.9

Qij
1
2
3

1
−(q2 + q3 )
0
0

2
q2
−(q3 + q5 )
0

3
q3
q3 + q5
0

Based on Eq. 3.13, we have
τ3 = 0
τ2 = (1 + (q3 + q5 )τ3 )/(q3 + q5 )
τ1 = (1 + q2 τ2 + q3 τ3 )/(q2 + q3 )
Thus,
E(T ) = τ1 =

q2 + q3 + q5
(q2 + q3 )(q3 + q5 )

The expected data access delay is 2E(T ), which is 2(q2 + q3 + q5 )/((q2 + q3 )(q3 +
q5 )).
The hybrid approach is summarized by Algorithm 3.3.
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Algorithm 3.3 Hybrid Approach
Input for node v: graph G(V, E), caching node list Nv , caching path Pvu (∀u ∈
Nv ).
1: if the delay constraint is unsatisﬁed or ∆v > 0 then
2:
If some neighbor with higher average data access delay does not satisfy the
delay constraint, return.
3:
Request to be a caching node and broadcast the request.
4:
If the request is accepted by all neighbors, cache the data and inform the
data source.
5:
Inform the neighbors of the decision.
6: end if
7: if node u becomes a new caching node then
8:
if |Nv | = γ then
9:
Nv′ ← Φ
10:
For each node in Nv , add it to Nv′ if replacing the node with u has beneﬁt.
11:
If Nv′ is empty, return.
12:
u′ ← the node which has the maximum beneﬁt among all nodes in Nv′ .
′
13:
Remove u′ from Nv , and remove the caching path list Pvu .
14:
end if
15:
Add u to Nv
16:
Pvu ← the v-u path with the minimum expected transmission delay (selected
following Section 3.7.1).
17: end if
Theorem 3.2. The distributed algorithm in the hybrid approach terminates in
finite steps; upon termination, the delay constraint is satisfied for all nodes.
Proof. According to our algorithm, if the delay constraint is not satisﬁed at some
node v, v will cache the data. After the data is cached, the data access delay
becomes zero, which indicates the delay constraint is satisﬁed. Thus, the delay
constraint is satisﬁed for all nodes when our algorithm terminates. Since there
are ﬁnite number of nodes in the network, it takes ﬁnite steps to terminate our
algorithm.

3.8

Performance Evaluations

In this section, we evaluate the performance of our approaches through extensive
simulations.
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3.8.1

Simulation Setup

In our simulations, we randomly place 25 nodes in a 3200 × 300 m2 area. The
transmission range is 250 m. If two nodes are within the transmission range, there
is a link between them.
We use the same data query model as in previous studies [22, 69, 25]. Each
node generates a stream of queries. The query generation time follows exponential
distribution with mean value 5s. After a query is sent out, the node does not
generate new query until the query is served. The data access pattern is based
on Zipf-like distribution, in which the access probability of the ith data item is
proportional to i−θ . Here θ shows how skewed the access distribution is and we
choose θ to be 0.8 based on studies on real Web traces [74].
The access pattern is location-dependent; nodes around the same location tend
to access similar data. The whole simulation area is divided into 10 (X axis) by 2
(Y axis) grids. These grids are named grid 0, 1, 2, . . . 19 in a column-wise fashion.
For each node in grid i, if the generated query should access data id according to
the original Zip-like access pattern, the new id would be (id + n mod i) mod n,
where n is the database size (n = 100 in our simulation).
The data items are generated by two nodes, node 0 and node 24; data items
with even id’s are generated by node 0 and the rests are generated by node 24.
The data size is uniformly distributed between 100B and 7KB. The data update
interval follows exponential distribution with mean value 10s.
In our system model, the link transmission delay depends on the primary user
appearance, and is approximated by exponential distribution. The primary user
appearance is location-dependent; nodes around the same location are aﬀected by
similar primary users. For each grid i, the distribution parameter qi is assigned a
random variable between 0.001 and 0.01, corresponding to the mean waiting period
between 100ms and 1s. For each link e = (u, v), if u is in grid i and v is in grid j,
the distribution parameter is min{qi , qj }.
To check the delay constraint, we use conﬁdence level α = 0.9. The delay
threshold β is diﬀerent for diﬀerent experiments. The cost ratio W is also adjusted
to study its eﬀect on performance.
We evaluate our three caching approaches, cost-based (cost), delay-based (delay) and hybrid (hybrid ). In delay and hybrid, parameters ϵ and γ are set to
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10−5 and 3, respectively. We also compare them with caching approaches designed
for traditional wireless networks. Speciﬁcally, we implement an existing approach
poach [23] which balances the access delay and the energy cost (including disseminating data to all caching nodes) without considering the primary user appearance.
We also implement two naive approaches, all-cache in which data is cached at all
nodes, and no-cache in which no node caches the data.
The evaluation is based on several metrics: the amount of delay constraint
violation, the total cost, the access cost and the dissemination cost. The amount
of delay constraint violation shows how far the data access delay deviates from the
delay threshold (β), and it is calculated as follows. For each node v, we measure
the access delay for each query and calculate tv such that 90% of the measured
access delay (av ) does not exceed it; i.e., P (av ≤ tv ) = 90%. The amount of delay
constraint violation is deﬁned as the largest tv − β among the nodes that do not
satisfy the delay constraint. If all nodes satisfy the delay constraint, the amount
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Figure 3.10. The amount of delay constraint violation

3.8.2

Eﬀects of the Cost Ratio (W)

Figure 3.10(a) shows the eﬀect of W on the amount of delay constraint violation.
no-cache has the highest amount of delay constraint violation 8565ms since all
data has to be accessed from the data sources. For poach (cost), they are unaware
of the delay constraint, and the amount of delay constraint violation increases as
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W increases. For example, when W increases from 0.2 to 1, the amount of delay
constraint violation increases from 239ms (404ms) to 859ms (1011ms). This is
because increasing W increases the weight of the dissemination cost, and then these
two cost-based approaches place less caching nodes to reduce the dissemination
cost. This increases the data access delay and thus increases delay constraint
violations. For delay and hybrid, the amount of delay constraint violation is zero
since the delay constraint is satisﬁed for all nodes. For all-cache, the amount of
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Figure 3.11 shows the eﬀect of W on the total cost, and Figures 3.13, 3.15 show
the eﬀect of W on the access cost and the dissemination cost, respectively.
Total cost: For no-cache, the total cost stays ﬂat as W increases since the
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dissemination cost is zero (no data is cached). For the other approaches, the total
cost increases as W increases since the dissemination cost is given more weight.
cost has 6%-10% lower total cost than poach since the link transmission delay
is modeled more accurately by considering primary user appearance. Although
hybrid also minimizes the total cost in the procedure of caching node selection,
it has to satisfy the delay constraint at the same time, so it has 11%-17% higher
total cost than cost. delay does not minimize the total cost, and it has 5%-29%
higher total cost than hybrid. all-cache and no-cache have the highest total cost.
Access cost and Dissemination cost: For the delay-based approach (delay),
the access cost (the dissemination cost) stays ﬂat as W increases, since it only
considers the delay constraint and is hence unaﬀected by W. The access cost is
the highest among all non-naive approaches since the number of caching nodes to
be placed is only enough to satisfy the delay constraint. Note that the access cost
can be further reduced by placing more caching nodes along the path used for data
dissemination, without increasing the dissemination cost. This explains why the
other three non-naive approaches (poach, cost, hybrid) have similar dissemination
cost but much lower access cost compared to the delay-based approach (delay).
For the other three non-naive approaches, the access cost increases as W increases. When the dissemination cost is given more weight, the number of caching
nodes (the dissemination cost) should be reduced so that the total cost can increase less rapidly. As a result, the dissemination cost decreases while the access
cost increases.
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The approach all-cache (no-cache) has the highest dissemination cost (the highest access cost) among all approaches. Note that the access cost of all-cache (the
dissemination cost of no-cache) is zero although not shown in the ﬁgures.

3.8.3

Eﬀects of the Delay Threshold (β)

Figure 3.10(b) shows the eﬀect of β on the amount of delay constraint violation.
For poach (cost, no-cache), the amount of delay constraint violation decreases as β
increases; the amount of delay constraint violation decrease is actually the amount
of increase of β. For example, when β increases from 200ms to 800ms, the amount
of delay constraint violation decreases from 839ms (1004ms, 9165ms) to 239ms
(404ms, 8565ms). no-cache has the highest amount of delay constraint violation.
For delay, hybrid and all-cache, the delay constraint is satisﬁed for all nodes, so
the amount of delay constraint violation is zero.
Figure 3.12 shows the eﬀect of β on the total cost. Figures 3.14 and 3.16 show
the eﬀect of β on the access cost and the dissemination cost, respectively.
For poach, cost, all-cache, and no-cache, the total cost (the access cost, the
dissemination cost) stays ﬂat as β increases. These four approaches are unaware of
the delay constraint, so they are unaﬀected by the delay threshold β. As mentioned
before, cost has the lowest total cost since minimizing the total cost is the main
goal. The total cost of cost is 35% (84%) lower than that of all-cache (no-cache),
and 6% lower than that of poach since the link transmission delay is modeled more
accurately by considering primary user appearance. all-cache and no-cache have
the highest total cost.
For delay, the total cost increases as β increases from 200ms to 800ms. Increasing β relaxes the delay constraint, so less nodes are needed to cache the data.
Since delay does not minimize the total cost, the access cost increases by 372%
and it outweighs 6% decrease of dissemination cost, leading to 19% increase of the
total cost.
For hybrid, the total cost decreases by 5% as β increases from 200ms to 800ms.
As the delay constraint is relaxed, hybrid focuses more on minimizing the total
cost (in the procedure of caching node selection), and thus the total cost decreases.
Among the approaches satisfying the delay constraint (hybrid and delay), hybrid
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has 3%-29% lower total cost than delay.

3.8.4

Eﬀects of the Network Topology

We also evaluate all caching approaches under diﬀerent network topologies which
are generated as follows. Following the simulation setup in Section 3.8.1, 25 nodes
are randomly placed in a 3200 × 300 m2 area which is divided into 10 (X axis) by
2 (Y axis) grids. Here we also ensure that each grid contains at least one node.
By increasing the transmission range from 250m to 500m, each node is connected
with more neighboring nodes, so we will obtain network topologies from a sparsely
connected graph to a densely connected graph.
Figure 3.17(a) shows the eﬀect of network topology on the total cost. For allcache, the total cost stays almost ﬂat as the transmission range increases due to
the following reason. Since data is cached everywhere in the network, the access
cost is zero. For the dissemination cost, increasing the transmission range does
not change the number of edges in the dissemination tree from the data source to
all nodes, so the dissemination cost remains unchanged. For all other approaches,
the total cost decreases as the transmission range increases. This is due to the
decrease of access cost as the nodes are generally nearer to each other.
Figure 3.17(b) shows the eﬀect of network topology on delay constraint violation. For poach, cost and no-cache, the amount of delay constraint violation
decreases as the transmission range increases. This is due to the decrease of access
delay (access cost) as aforementioned. delay, hybrid and all-cache satisfy the delay constraint at all times. Among these approaches, hybrid has the lowest total
cost, i.e, 10%-21% lower than delay and 7%-33% lower than all-cache as shown in
Figure 3.17(a).

3.9

Related Work

Caching is an eﬀective technique to reduce the data access delay in wireless networks. The problem of ﬁnding the optimal cache placement can be formalized as
a special case of the connected facility location problem [71], which is known to
be NP-hard. The problem can be solved by using a greedy algorithm poach [23],

6000

total cost

5000
4000
3000

poach
cost
delay
hybrid
all−cache
no−cache

2000
1000
0
250

300
350
400
450
transmission range (m)

500

(a) total cost vs. transmission range

delay constraint violation (ms)

90
6000
5000
4000
3000

poach
cost
delay
hybrid
all−cache
no−cache

2000
1000
0
250

300
350
400
450
transmission range (m)

500

(b) delay constraint violation vs. transmission range

Figure 3.17. Eﬀects of network topology (β = 800ms, W = 0.2ms/bps)

which is within a factor of 6 of the optimal solution. If there are multiple data
items, a node (user) may not cache all of them due to the capacity constraint. To
address this challenge, cooperative caching [22, 69, 25, 26, 34] allows the sharing
and coordination of cached data among multiple nodes. However, these caching
approaches cannot be applied to cognitive radio networks since they assume the
link transmission delay is known, but the link transmission delay in cognitive radio
networks depends on the primary user appearance. Recently, a spectrum-aware
data replication approach has been proposed for intermittently connected cognitive radio networks [75]. However, it does not consider the cost for disseminating
data to the caching/replicating nodes.
Due to primary user appearance, the delay in cognitive radio networks is much
longer compared with traditional wireless networks, and it has been studied by
several prior works. The distribution of transmission delay was ﬁrst studied by
Wang et al [76]. They found that if the occupying time of licensed channels follows heavy tailed distribution, the transmission delay also follows heavy tailed
distribution. However, they did not propose any solution to reduce the eﬀect of
transmission delay on network performance. Some channel assignment protocols
have been proposed to minimize the total expected delay [77] or maximize networkwide throughput [78], but the performance may frequently change due to primary
user appearance. To address this problem, some other protocols [79, 80] have been
proposed to ﬁnd the path that is least aﬀected by primary users. However, none of
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the existing work can statistically bound the data access delay, which is the focus
of this work.

3.10

Summary

This chapter studied the cache placement problem in multi-hop cognitive radio
networks, which aims to minimize the total cost subject to some delay constraint;
i.e., the data access delay can be statistically bounded. To solve this problem,
we proposed a cost-based approach to minimize the total cost and designed a
delay-based approach to satisfy the delay constraint. Then, we combined them
and proposed a distributed hybrid approach to minimize the total cost subject
to the delay constraint. Extensive simulations demonstrated that our approaches
outperform existing caching solutions in terms of total cost and delay constraint,
and the hybrid approach performs the best among the approaches satisfying the
delay constraint.

Chapter

4

Spectrum-Aware Data Replication
4.1

Introduction

In some cases, users are only intermittently connected when they move into the
communication range of each other (called contact). Such an intermittently connected cognitive radio network can be viewed as a special case of Disruption Tolerant Network (DTN) [31], which has applications in battleﬁeld, disaster recovery,
environmental monitoring, habitat monitoring, transportation, 3G oﬄoading, etc.
Due to the mobility and limited range of the wireless communication, the contact duration is usually short. Thus, it is hard to transmit a large amount of
data, such as video, especially considering that most mobile devices use unlicensed
ISM bands for peer-to-peer communication. With cognitive radio techniques, the
licensed spectrum can be opportunistically exploited to increase the data transmission capacity among these mobile devices. However, data access will be more
complex, since we not only need to consider the probability of nodes reaching the
destination, but also consider the data transmission capacity which is aﬀected by
the primary user appearance.
We propose data replication techniques to improve the performance of data access, in terms of data access delay and data availability, in intermittently connected
cognitive radio networks. Here, the key challenge is determining where to replicate the data to minimize the data access delay and increase the data availability.
Although data replication has been extensively studied in traditional disruption
tolerant networks [32, 33, 34, 35], existing techniques cannot be directly applied
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since they do not consider the eﬀects of primary user appearance on data replication. In intermittently connected cognitive radio networks, unlicensed users at
diﬀerent regions are generally aﬀected by the primary users at that area during the
data transmission time. Such spatial and temporal varying spectrum availability
aﬀects the data access delay and the data retrieval probability, and hence aﬀects
the data replication strategy.
For example, suppose node u frequently contacts other nodes compared to node
v. If spectrum availability is not considered, replicating data at u is better since the
replicated data (at u) can be easily accessed by other nodes and hence the data
access delay will be shorter. However, the information of spectrum availability
may change the decision on where to replicate the data. Suppose the contacts
between u and others often occur within the activity regions of the primary users.
Then, less amount of data can be transmitted upon contact, and the replicated
data at u has less chances to be retrieved by other nodes. In contrast, suppose
the contacts between v and others often occur outside the activity regions of the
primary users. Then, the replicated data at v has better chances to be retrieved by
others during the contact. Thus, we should jointly consider node contact pattern
and primary user appearance in determining where to replicate data, which brings
more challenges in designing appropriate data replication strategies.
We propose a spectrum-aware data replication scheme to address the aforementioned challenge. Due to high node mobility and limited channel capacity, the
amount of data that can be transmitted during a contact is limited. As a result,
we not only have to determine where to replicate, but also how much to replicate
at a node. The decision will be based on the node contact frequency, the primary
user appearance, and the node mobility pattern.
In this chapter, we formulate the spectrum-aware data replication problem
to determine the optimal replication location, which maximizes the average data
retrieval probability, subject to storage and time constraints. We calculate the
data transmission capacity and the data retrieval probability by using discretetime Markov chains to model node mobility and primary user appearance. We
further propose a distributed packet-level replication scheme, whose eﬀectiveness
is validated through extensive simulations.
The rest of this chapter is organized as follows. In Section 4.2, we provide an
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overview of our work. Section 4.3 formulates and analyzes the spectrum-aware data
replication problem. Section 4.4 presents the proposed spectrum-aware replication
scheme in detail. Evaluation results are shown in Section 4.5. We review related
work in Section 4.6, and conclude the chapter in Section 4.7.

4.2

Overview

We consider an intermittently connected cognitive radio network consisting of mobile unlicensed users (nodes) whose communications may be aﬀected by the primary users. Each data item is generated by the data source, and requested by other
nodes with some query rate. To help data requesters retrieve data within a time
constraint, each node provides some storage space for replicating the data items.
Due to node mobility and the appearance of primary users, there is no persistent
network connection. As a result, a node can only forward data to another node
if they are within the communication range and have available communication
channels.
The data transmission capacity (i.e., the amount of data that can be transmitted upon contact) depends on the amount of available spectrum. The data
transmission capacity will be reduced due to primary user appearance, and a large
data item (e.g., large video) may not be transmitted completely upon contact,
especially when the contact duration is short. If the data is simply fragmented
and only a part of it is transmitted during each contact, the well-known coupon
collector problem [81] will appear, where the node may keep looking for the last
fragment of the data which is hard to ﬁnd. To mitigate this problem, we adopt
the erasure coding technique [82] to encode data into a large set of coded packets,
and then any suﬃciently large subset of coded packets can be used to reconstruct
the data. Thus, data replication is performed at the coded packet level.
Our goal is to decide which data items and how many packets should be replicated by each node, in order to maximize the average data retrieval probability.
We can formulate it as a spectrum-aware data replication problem, which is hard to
solve based on mixed integer programming. In our heuristic based approach, each
node greedily replicates the packet that brings the maximum replication beneﬁt
until the storage space is fully utilized. The replication beneﬁt depends on the data
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retrieval probability, which is aﬀected by both node movement and primary user
appearance. In the next two sections, we ﬁrst calculate the data retrieval probability by using discrete-time Markov chains to model node movement and primary
user appearance, and then describe our distributed packet-level replication scheme
in detail.

4.3

Problem Formulation and Analysis

In this section, we formally deﬁne the spectrum-aware data replication problem and
propose a solution to eﬃciently calculate the data retrieval probability. Finally,
we discuss a centralized solution based on mixed integer programming.

4.3.1

System Models

Following existing works [83, 84], the movement of a node v is modeled by a
discrete-time Markov chain Xvt , whose states are represented by the locations (the
entire area can be divided into a set of grids and each grid deﬁnes a location). The
set of locations is denoted by L = {1, . . . , L}. We use pi,j
v to denote the probability
of node v to transition from location i to location j.
Each location is aﬀected by a number of primary users on each channel. Let
t
t
Yl,c
denote the availability of channel c at location l at time t. That is, Yl,c
is 1 if

channel c is available for unlicensed users at location l at time t (not accessed by
t
primary users); otherwise, Yl,c
is 0. Based on existing works [85, 86, 87], we assume
i,j
t
Yl,c
follows a discrete-time Markov chain with two states 0, 1, and use ql,c
to denote
t
the probability of Yl,c
to transition from state i to state j. Note that an unlicensed
0,1
1,1
0,0
1,0
channel can also be modeled here. If ql,c
= ql,c
= 1 and ql,c
= ql,c
= 0, channel c

can be viewed as an unlicensed channel which is never accessed by primary users.
4.3.1.1

The Network Model

We consider a network of N unlicensed users (nodes) moving around L locations.
There are C channels, which may be sometimes accessed by primary users. The
set of nodes is denoted by N = {1, . . . , N }, and the set of channels is denoted
by C = {1, . . . , C}. If two nodes are at location l at the same time t, the total
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∑
t
amount of data that can be transmitted between them at time t is β( c∈C Yl,c
).
Here β denotes the channel bandwidth; i.e., the total amount of data that can
be transmitted per channel. We assume all channels have equal bandwidth, and a
node can use multiple channels for transmission at the same time. In practice, such
ﬂexibility in using multiple spectrum bands can be achieved by k-agile softwaredeﬁned radios [88].
4.3.1.2

Data Query

There are M data items of the same size G in the network. The set of data items
is denoted by M = {1, . . . , M }. If the rate of erasure coding process is

1
,
R

the

data item of size G is coded into GR/g uniformly sized packets of size g. Then
any S = (1 + ϵ)G/g coded packets can be used to reconstruct the original data
item, where ϵ is a parameter used in the erasure coding algorithm.
Each data item is generated by some node in the network and requested by
others. The query rate for data item d by node v is denoted as λv,d . Suppose node
v generates a query for data item d at time 0. The query succeeds if and only if
node v can reconstruct data item d from the received coded packets within time
constraint T .
To simplify presentation, we assume uniform data size and uniform time constraint in this chapter. Note that our approach can be easily extended to cases
where data items have diﬀerent sizes and time constraints as follows. Suppose
data item d of size Gd can be reconstructed by any Sd coded packets, and its time
constraint is Td . To calculate the data retrieval probability of data item d, the
proposed methods can still be applied after replacing G (S, T ) with Gd (Sd , Td ).

4.3.2

Problem Deﬁnition

Deﬁnition 4.1 (Spectrum-Aware Data Replication Problem). We use a N × M
matrix z to represent the data replication solution, where each element zv,d denotes
the number of coded packets of data item d that are replicated by node v. Let Av,d (z)
denote the total number of coded packets of data d that node v can retrieve from
others within the time constraint T , with data replication solution z. Let ρv denote
the maximum number of packets that can be replicated by node v. The problem
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is to maximize the average data retrieval probability, subject to time and storage
constraints.

maximize

∑∑

λv,d P (Av,d (z) ≥ S − zv,d )

(4.1)

v∈N d∈M

subject to
zv,d ∈ {0, . . . , S}, ∀v ∈ N , ∀d ∈ M
∑
zv,d ≤ ρv , ∀v ∈ N

(4.2)
(4.3)

d∈M

The objective function (4.1) is the average data retrieval probability which is
to be maximized. Constraint (4.2) ensures that each node replicates at most S
coded packets for each data item since a data item can be reconstructed by any S
packets of it. Constraint (4.3) ensures that the total number of packets replicated
by each node does not exceed the storage space of that node.

4.3.3

Calculating the Data Retrieval Probability

In this subsection, we calculate the data retrieval probability P (Av,d (z) ≥ S −zv,d ).
We illustrate the calculation steps in Figure 4.1 (with the notations summarized
in Table 4.1) and describe the details as follows.
4.3.3.1

Calculation of P (Av,d (z) ≥ S − zv,d )

In Deﬁnition 4.1, there remains a problem of how to derive the closed form expression of P (Av,d (z) ≥ S − zv,d ). Note that
P (Av,d (z) ≥ S − zv,d ) =

∞
∑

fAv,d (z) (a)

(4.4)

a=S−zv,d

where fAv,d (z) (a) is the probability mass function of Av,d (z). Now the problem
becomes how to calculate fAv,d (z) (a).
Let Aw
v,d (z) be the total number of coded packets of data d that node v can
retrieve from node w within the time constraint T , given data replication solution
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Table 4.1. Table of notations

Symbols Meaning
total number of packets of data item d that node v can
retrieve from others within the time constraint, given
Av,d (z)
data replication solution z
total number of packets of data item d that node v can
w
retrieve from node w within the time constraint, given
Av,d (z)
data replication solution z
total amount of data that can be transmitted from
Uv,w
node w to node v within the time constraint
total amount of data that can be transmitted from
t
Uv,w
node w to node v at time t
number of available channels that can be used at
Clt
location l at time t
t
Xv
location of node v at time t
t
Yl,c
availability of channel c at location l at time t
i,j
pv
probability of node v to transition from location i to j
i,j
t
ql,c
probability of Yl,c
to transition from state i to j
j
p̃v
stationary probability of node v to be at location j
stationary probability of channel c to be at state j
j
q̃l,c
at location l
maximum number of packets that can be transmitted
Kv,w
from node w to node v within the time constraint
z. Since Av,d (z) =

∑
w̸=v

Aw
v,d (z), we know from [81] that
fAv,d (z) (a) =

⊗

fAwv,d (z) (a)

(4.5)

w̸=v

where fAwv,d (z) (a) is the probability mass function of Aw
v,d (z). Equation (4.5) indicates that fAv,d (z) (a) is a discrete convolution of fAwv,d (z) (a) (for ∀w ̸= v).
Let Uv,w be the total amount of data that can be transmitted from node w to
node v within the time constraint. Then we have
 ∫
g(a+1)

fUv,w (u)du 0 ≤ a ≤ zw,d

 ∫ga
∞
fAwv,d (z) (a) =
f
(u)du
a = zw,d
gzw,d Uv,w


 0
otherwise

(4.6)

where fUv,w (a) is the probability mass function of Uv,w . The meaning of equa-
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Replication Benefit

P ( Av ,d (z ) ≥ S − zv ,d )

f Av ,d ( z ) (a)
f Aw

v ,d

(z)

(a )
f K v ,w ( a )

fU v ,w (a )

fU t (a)
v ,w

fC t (a )
t
v

P( X = l )

qlj,c

p vj

l

P(Yl t,c = a )

qli,,cj

pvi , j
Figure 4.1. Steps for calculating the data retrieval probability and evaluating the
replication beneﬁt (in Section 4.4.2)

tion (4.6) is as follows. If 0 ≤ a ≤ zw,d , in order for node v to receive a coded
packets of data item d from node w, the total amount of data that can be transmitted (Uv,w ) has to be within the range of [ga, g(a + 1)) (g is the packet size). If
node v receives zw,d coded packets from node w, Uv,w has to be at least gzw,d . It is
impossible for the number of packets received from node w to exceed zw,d (which
is the number of packets replicated by node w).
t
Let Uv,w
be the total amount of data that can be transmitted from node w to
∑
t
, we have
node v at time t. Since Uv,w = Tt=0 Uv,w

fUv,w (a) =

⊗

t
fUv,w
(a)

(4.7)

t∈{0,...,T }
t
t
.
where fUv,w
(a) is the probability mass function of Uv,w

Let Clt be the number of available channels that can be used at location l at
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time t. Then we have
t
fUv,w
(βa) =

∑

fClt (a)P (Xvt = l)P (Xwt = l)

(4.8)

l∈L

where fClt (a) is the probability mass function of Clt . P (Xvt = l) can be calculated
as follows. Suppose each node has equal probability to be at all locations at time
0. That is, P (Xv0 = l) = 1/L for ∀v ∈ N , ∀l ∈ L.
Since Xvt follows a discrete-time Markov chain, P (Xvt = l) can be calculated
from P (Xv0 ) using the following recurrence:
P (Xvt = j) =

∑

t−1
pi,j
= i), ∀t ∈ {1, . . . , T }
v P (Xv

(4.9)

i∈L

Since Clt =

∑
c∈C

t
Yl,c
, we have

fClt (a) =

⊗

t (a)
fYl,c

(4.10)

c∈C
t
t (a) is the probability mass function of Y
where fYl,c
l,c . Suppose all channels are
0
0
available at each location at time 0. That is, P (Yl,c
= 0) = 0 and P (Yl,c
= 1) = 1

for ∀l ∈ L, ∀c ∈ C.
t
t
t (a)) can
Since Yl,c
follows a discrete-time Markov chain, P (Yl,c
= a) (a.k.a., fYl,c
0
be calculated from P (Yl,c
) using the following recurrence:
t
P (Yl,c
= j) =

∑

i,j
t−1
ql,c
P (Yl,c
= i), ∀t ∈ {1, . . . , T }

(4.11)

i∈{0,1}

To summarize, the closed form expression of P (Av,d (z) ≥ S − zv,d ) can be
derived from a series of substitutions using Equations (4.4)-(4.11). However, the
calculation of P (Av,d (z) ≥ S − zv,d ) is still too complicated. We reduce its computational complexity through the following approximation techniques.
4.3.3.2

Approximate Calculations

We simplify the calculation of P (Av,d (z) ≥ S − zv,d ) through approximate calculation of Uv,w . Speciﬁcally, Uv,w is approximately calculated based on the stationary
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probabilities related to node movement and primary user appearance.
t+n
t
In general, limn→∞ P (Xvt+n = j|Xvt = i) (limn→∞ P (Yl,c
= j|Yl,c
= i)) exists

and is independent of i. Deﬁne
p̃jv = lim P (Xvt+n = j), ∀j ∈ L

(4.12)

n→∞

j
t+n
q̃l,c
= lim P (Yl,c
= j), ∀j ∈ {0, 1}
n→∞

(4.13)

j
where p̃jv (q̃l,c
) can be solved by

{

{

∑

i,j i
i∈L pv p̃v , ∀j
j
j∈L p̃v = 1

p̃jv =
∑

∑

i,j i
i∈{0,1} ql,c q̃l,c , ∀j
j
j∈{0,1} q̃l,c = 1

j
q̃l,c
=
∑

∈L

(4.14)

∈ {0, 1}

(4.15)

t
If t is large enough, P (Xvt = j) (P (Yl,c
= j)) will be very close to the stationary
j
probability p̃jv (q̃l,c
). In disruption tolerant networks, the time constraint is usually
j
loose (i.e., t is usually large), so we can use p̃jv (q̃l,c
) to approximate P (Xvt = j)
t
(P (Yl,c
= j)). Then the expected amount of data that can be transmitted from
∑ ∑
t
1
node w to node v at time t (i.e., E(Uv,w
)) is equal to β l∈L c∈C p̃lv p̃lw q̃l,c
.
∑
t
Let U denote E(Uv,w
), and P denote l∈L p̃lv p̃lw . We assume that nodes v and

w contact each other with probability P, and that upon contact at time t, the
total amount of data that can be transmitted from node w to node v is equal to
U. Under this model, it is impossible for the amount of data that can transmitted
from node w to node v within the time constraint to exceed UT . Thus, fUv,w (a) = 0
if a > UT . Now suppose a ≤ ηT . When a ∈ ((n − 1)U, nU] (n ≥ 0), the total
number of contacts between nodes v and w is n, and the probability for making
( )
this number of contacts is Tn P n (1 − P)T −n . To summarize, the probability mass
function fUv,w (a) can be approximated by the following function:
{
fUv,w (a) =

(

T
1
a
U ⌈U
⌉

0

)

P ⌈ U ⌉ (1 − P)T −⌈ U ⌉ a ≤ UT
a

a

otherwise

(4.16)
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Furthermore, let Kv,w be the maximum number of packets that can be transmitted from node w to node v within the time constraint T . Kv,w can be calculated
as:
{
Kv,w =

⌊ Uv,w
⌋ ⌊ Uv,w
⌋<S
g
g
S

otherwise

(4.17)

By substituting Equation (4.17) into Equation (4.16), P (Kv,w = a) is equal to
γv,w (a)
∑S
,
k=0 γv,w (k)

where γv,w (a) is deﬁned as follows:

(i) UT ≥ gS (we can obtain S packets within the time constraint T ):
 ( ) ga
ga
T

P ⌈ U ⌉ (1 − P)T −⌈ U ⌉
a<S

⌉
 ⌈ ga
(T ) k
∑UT
T −k
γv,w (a) =
a=S
k=⌈gS/U ⌉ k P (1 − P)


 0
otherwise

(4.18)

(ii) UT < gS (we cannot obtain S packets within the time constraint T ):
{ (
γv,w (a) =

4.3.4

T

)

⌈ ga
⌉
U

0

ga

ga

P ⌈ U ⌉ (1 − P)T −⌈ U ⌉ a ≤ ⌊U T /g⌋

(4.19)

otherwise

Mixed Integer Programming Formulation

The spectrum-aware data replication problem has the following mixed integer programming formulation.
Let X represent the set of all possible patterns of node movement. Each element
X ∈ X is denoted by an N × T vector (Xvt )N ×T , where Xvt denotes the location at
which node v is located at time t as aforementioned in Section 4.3.1.
Let Y represent the set of all possible patterns of primary user appearance.
t
t
Each element Y ∈ Y is denoted by an L × C × T vector (Yl,c
)L×C×T , where Yl,c

denotes the availability of channel c at location l at time t as aforementioned in
Section 4.3.1.
X,Y
Let Rv,d
(z) denote whether node v can retrieve enough coded packets (at

least S packets) to reconstruct data item d within the time constraint, given node
movement pattern X, primary user appearance pattern Y , and replication solution
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X,Y
z. Rv,d
(z) can be calculated as follows:

{
X,Y
Rv,d
(z)

=

1

∑
w∈N

X,Y
min(zw,d , g1 Uv,w
)≥S

0 otherwise

(4.20)

X,Y
where Uv,w
is the amount of data that can be transmitted from node w to node

v within the time constraint, given node movement pattern X and primary user
appearance pattern Y . Note that the number of packets of data item d that
can be transmitted from node w to node v should be bounded by zw,d (the numX,Y
ber of packets of data item d that are replicated by node w). Uv,w
is equal to
∑T ∑ ∑
t
t
β t=0 l∈L c∈C Yl,c IXvt ,Xwt , where Yl,c denotes the availability of channel c at lo-

cation l at time t as aforementioned in Section 4.3.1, and IXvt ,Xwt is an indicator
function. If Xvt = Xwt , IXvt ,Xwt = 1 ; otherwise, IXvt ,Xwt = 0.
Let PX denote the probability that the node movement follows pattern X, and
QY denote the probability that the primary user appearance follows pattern Y .
Here we assume the availability of diﬀerent channels at each location is independent, and the channel availability at diﬀerent locations is independent. Then, PX
∏
∏
∏ ∏ ∏
Y t−1 ,Y t
X t−1 ,Xvt
is equal to v∈N Tt=1 pv v
, and QY is equal to l∈L c∈C Tt=1 ql,cl,c l,c .
The spectrum-aware data replication problem can be re-deﬁned as follows:
maximize

∑∑ ∑∑

X,Y
λv,d PX QY Rv,d
(z)

(4.21)

v∈N d∈M X∈X Y ∈Y

subject to
zv,d ∈ {0, . . . , S}, ∀v ∈ N , ∀d ∈ M
∑
zv,d ≤ ρv , ∀v ∈ N

(4.22)
(4.23)

d∈M

∀X ∈ X , ∀Y ∈ Y, ∀v ∈ N , ∀d ∈ M :
X,Y
Rv,d
(z) ∈ {0, 1}
∑
1 X,Y
X,Y
) ≥ SRv,d
(z)
min(zw,d , Uv,w
g
w∈N
X,Y
Constraints (4.24) and (4.25) ensure that Rv,d
(z) = 0 if

(4.24)
(4.25)
∑
w∈N

X,Y
)≥
min(zw,d , g1 Uv,w

X,Y
S is unsatisﬁed. Otherwise, Rv,d
must be equal to 1 in order to maximize the ob-

jective function. However, the min function makes Constraint (25) nonlinear, so
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we introduce auxiliary variables hX,Y
v,w,d (z) and replace Constraint (4.25) with the
following constraints.
∑

X,Y
hX,Y
v,w,d (z) ≥ SRv,d (z)

(4.26)

w∈N

hX,Y
v,w,d (z) ≤ zw,d , ∀w ∈ N
1 X,Y
hX,Y
v,w,d (z) ≤ Uv,w , ∀w ∈ N
g

(4.27)
(4.28)

Now the problem becomes a mixed integer programming problem, which is
NP-hard in general. This problem is more complicated due to its exponential
number of variables (constraints). For example, since X and Y have LN ×T elements and 2L×C×T elements respectively, the number of variables hX,Y
v,w,d (z) is
N 2 M LN ×T 2L×C×T . Even for a small sized problem with N = 10, M = 10, L = 5,
C = 10, T = 50, the number is 1.15 × 101105 , which is too big to be loaded into
general computer memory by any optimization software (e.g., CPLEX). To address
this challenge, we propose the following distributed replication scheme based on
some heuristics.

4.4

Spectrum-Aware Replication Scheme

In this section, we present our distributed spectrum-aware replication scheme.

4.4.1

Main Idea

Our data replication scheme is a distributed algorithm that runs locally at each
node. Speciﬁcally, each node greedily replicates the packet that brings the maximum replication beneﬁt until the storage is fully utilized. Here the key problem is
how to evaluate the replication beneﬁt accurately.
A straight-forward solution is based on the increased data retrieval probability if
the packet is replicated at the node. However, the average data retrieval probability
can only be calculated using the knowledge of all nodes’ replication strategies and
mobility patterns, which is impossible in a distributed environment.
In our scheme, each node only uses a reasonable amount of information to
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evaluate the replication beneﬁt, which is based on the number of useful packets
contributed by the replication.

4.4.2

Replication Beneﬁt

We introduce the concept of contribution and contribution gain, and then give the
deﬁnition of replication beneﬁt. The contribution (contribution gain) represents
the capability of a node to contribute all its replicated packets (the newly replicated
packet) to another node.
Deﬁnition 4.2 (Contribution). The contribution provided by node v to node w in
w
(zv,d ), is the expected number of coded packets
terms of data item d, denoted by Bv,d

of d that v can transmit to w within the time constraint.
w
Bv,d
(zv,d ) = E(Avw,d (zv,d ))
zv,d −1

=

∑
a=1

S
∑

aP (Kv,w = a) +

zv,d P (Kv,w = a)

(4.29)

a=zv,d

where P (Kv,w = a) is derived in Section 4.3.3.2.
Deﬁnition 4.3 (Contribution Gain). The contribution gain provided by node v
w
w
to w in terms of data item d, denoted by ∆Bv,d
(zv,d ), is the increment in Bv,d
by

replicating an extra coded packet of d at node v.
w
w
w
∆Bv,d
(zv,d ) = Bv,d
(zv,d + 1) − Bv,d
(zv,d )

(4.30)

w
Note that ∆Bv,d
(S) = 0, since S packets are enough to reconstruct the original

data item. The contribution gain provided by a node to itself is deﬁned to be
1, since the node can always use the newly replicated packet to reconstruct the
original data item.
w
The contribution gain ∆Bv,d
(zv,d ) is a non-increasing function, which indicates

the contribution gain provided by a node decreases as more packets are replicated at
that node. This can be explained as follows. For nodes v and w, the limited contact
opportunities restrict the number of packets that can be transmitted between them.
Even if node v replicates many packets of data d, some of them may never be

106
transmitted to node w. As a result, replicating more packets is less eﬃcient, so it
leads to lower contribution gain.
Now we deﬁne the replication beneﬁt based on the contribution gain.
Deﬁnition 4.4 (Replication Beneﬁt). The replication benefit provided by node v
in terms of data d, denoted by Bv,d (zv,d ), is the weighted sum of the contribution
gain provided by node v to any node w in terms of each data item d.
Bv,d (zv,d ) =

∑

w
(zv,d )
λw,d ∆Bv,d

(4.31)

w∈N

where λw,d is the query rate of node v to data item d, and can be estimated by
λw,d = nw,d /h. Here node w counts the number of requests in a period of h time
units, and nw,d is the number of requests for data item d during h.
As can be seen, the replication beneﬁt can be calculated with a reasonable
amount of information. This is because the replication beneﬁt Bv,d (zv,d ) is based
on Kv,w (through a series of substitutions using Equations (4.29)-(4.31)), whose
calculation only depends on the contact pattern between node v and other nodes
in the network and the pattern of the primary user appearance (as shown in Section 4.3.3.2). These information can be collected by the node itself, and the query
rates of other nodes can be exchanged upon contact.

4.4.3

The Distributed Protocol

When two nodes contact, they exchange packets replicated in their storage. With
software deﬁned radio, full-duplex communications can be achieved such that the
packets can be sent to and received from another node at the same time [89].
Therefore, we only need to focus on downloading packets upon contact.
Generally speaking, each node greedily replicates the packet that brings the
maximum replication beneﬁt until the storage is full. Suppose node v has already
replicated zv,d packets of data item d. When node v contacts another node, it
downloads a packet of the data item dmax which has the maximum replication
beneﬁt Bv,dmax (zv,dmax ) from the encountering node. Note that the information required for calculating the replication beneﬁt can be collected by node v beforehand
as aforementioned in Section 4.4.2.
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If the storage is full, node v decides whether to remove a packet to make room
for the newly downloaded packet. If node v removes a packet of data item d, the
accumulated replication beneﬁt of data item d will be decreased by Bv,d (zv,d − 1).
We ﬁnd out the data item dmin which has the minimum Bv,dmin (zv,dmin − 1) among
all the data items. If Bv,dmin (zv,dmin − 1) is less than Bv,dmax (zv,dmax ), the storage
replacement brings beneﬁt, so a packet of data item dmin is replaced by that of
data item dmax . Otherwise, there is no update to the storage.

4.5

Performance Evaluations

In this section, we evaluate the performance of our spectrum-aware replication
scheme based on synthetic and realistic traces.

4.5.1

Schemes for Comparisons

To evaluate the performance of our spectrum-aware replication scheme (SPEC),
we compare it with three existing replication schemes which do not consider primary user appearance.
1. DARA: A contact duration aware replication scheme [35]; 2. UNI: A
replication scheme where the storage space is evenly allocated among all the data
items; 3. PROP: A replication scheme where the storage allocation is proportional
to the data query rate; i.e., frequently accessed data will be replicated with more
storage space. For all these schemes, the data replication is at data packet level
and erasure coding is used.

4.5.2

Synthetic Trace

4.5.2.1

Simulation Settings

We generate a synthetic trace in which there are 20 mobile nodes and 20 data items
in the network. We set 20 locations, and the channel availability at each location is
determined by our model for primary user appearance (the transition probabilities
among diﬀerent states are randomly generated). Considering that the node moving
speed is relatively slow, we assume it takes 100 time units to transition from one
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Table 4.2. Synthetic trace summary

Parameter
Value
# of nodes
20
# of locations
20
# of data items
20
# of coded packets per data item
20
Moving time
100
Channel bandwidth (β packets per time unit) 1-10
# of channels (C)
5-30
Time constraint
104
Storage space (packets)
100
Zipf parameter (θ)
0.2-1.4
location to another. Each data item is generated by some node which is randomly
selected, and can be reconstructed by 20 coded packets. In our simulations, we
assume each node has equal storage space and can replicate at most 100 coded
packets. Following existing works [35, 25], the data query pattern is based on
Zipf-like distribution in which the query rate of the ith most popular data item is
proportional to i−θ . Here θ shows how skewed the query pattern is, and is set to
0.8 in default according to studies on real Web traces [74].
The simulation settings are summarized in Table 4.2. We vary the channel
bandwidth (β), the number of channels (C), and the Zipf parameter (θ), to study
their eﬀects on the (average) data retrieval probability. The channel bandwidth
is the per channel transmission capacity. That is, if there are c available channels, the maximum number of packets that can be transmitted in one time unit is
cβ. We also investigate the eﬀect of primary user appearance on the performance.
Speciﬁcally, we model some channels as unlicensed channels which are never accessed by primary users (following Section 4.3.1) and study how the percentage of
unlicensed channels aﬀects the data retrieval probability. In all simulations, the
ﬁrst half of the trace is used for warmup to collect necessary network information.
All the data and queries are generated during the second half of the trace. The
presented results are averaged over 100 runs.
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Figure 4.2. Comparison of SPEC and other schemes on the synthetic trace

4.5.2.2

Simulation Results

Figure 4.2(a) shows the eﬀect of channel bandwidth on the data retrieval probability. For all schemes, the data retrieval probability increases as the channel
bandwidth increases, since more packets can be transmitted upon contact. Among
the four schemes, SPEC performs the best, since it considers the eﬀect of primary
user appearance on the data replication strategy, which is ignored by the other
three schemes. Compared to DARA, UNI and PROP, SPEC improves the data
retrieval probability by 75%, 318% and 32% when the channel bandwidth is 1
packet per time unit. When the channel bandwidth reaches 10 packets per time
unit, the improvement changes to 2%, 44% and 21%.
When the channel bandwidth is less than 5 packets per time unit, PROP per-
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forms the best among the other three schemes. PROP outperforms UNI since
PROP allocates more storage space to the data items of high query rate. PROP
outperforms DARA due to the following reason. The replication strategy in DARA
is based on the data transmission capacity upon each contact. Without considering
the primary user appearance, the data transmission capacity cannot be calculated
accurately, which aﬀects the performance of DARA. When the channel bandwidth
exceeds 5 packets per time unit, DARA outperforms PROP. Increasing the channel
bandwidth makes data replication less restricted by the data transmission capacity
upon each contact. This reduces the eﬀect of inaccurate calculation of data transmission capacity on the performance of DARA. Meanwhile, DARA considers the
node contact pattern which is not considered in PROP, and thus DARA performs
better.
Figure 4.2(b) shows the eﬀect of the number of channels on the data retrieval
probability. For all schemes, the data retrieval probability increases as the number
of channels increases, since there are generally more available channels to be used
for data transmission upon contact. When there are 10 channels in the network,
Figure 4.2(c) shows the eﬀect of unlicensed channels on the data retrieval probability. For all schemes, the data retrieval probability increases as the percentage of
unlicensed channels increases, since more packets can be transmitted upon contact
by using more available channels. When all channels are unlicensed, DARA and
SPEC have the same data retrieval probability of 90% since data replication is
only determined by the node contact pattern.
Figure 4.2(d) shows the eﬀect of Zipf parameter θ on the data retrieval probability. For SPEC, DARA and PROP, the data retrieval probability increases as θ
increases. Increasing θ makes the query pattern much skewer, which increases the
query rate of popular data items. These three schemes generally replicate more
packets of popular data items, so their data retrieval probability increases. For
UNI, the performance is similar to that of PROP when the Zipf parameter is 0.2
or 0.4. Small θ indicates similar query rate for all data items, so the replication
strategy of UNI is similar to that of PROP. When θ increases, the popular data
items are given higher query rate, but are not treated diﬀerently in UNI. Thus, the
data retrieval probability of UNI almost stays ﬂat at around 32% with the increase
of θ.
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4.5.3

Realistic Traces

4.5.3.1

Simulation Settings
Table 4.3. Realistic trace summary

Parameter
# of nodes
# of locations
# of data items
# of coded packets per data item (S)
Channel bandwidth
(data items per sec)
# of channels
Time constraint (T secs)
Storage space (data items)
Zipf parameter (θ)

Dartmouth Trace UCSD Trace
50
50
185
520
20
20
4-20
4-20
0.25

0.25

20
105 -106
5
0.8

20
105 -106
5
0.8

The performance of our scheme is also evaluated on realistic traces. However,
most realistic traces are inappropriate for our simulations. They do not record
where each contact happens, and hence it is diﬃcult to model the channel availability upon each contact. We ﬁnd that in the Dartmouth trace [83] and the
UCSD trace [90], each mobile node records the nearby associated wireless access
points (APs), which may be used to model the locations. A contact happens if
two nodes are at the same location at the same time. The amount of data that
can be transmitted upon contact depends on the channel availability at that location, which can be simulated using our model for primary user appearance (the
transition probabilities among diﬀerent states are randomly generated).
The Dartmouth trace was collected by several thousand wireless laptops which
were carried by students and faculty at the Dartmouth College campus over ﬁve
years. In our simulation, we focus on the data collected between September 1,
2002 and December 1, 2002. If two nodes are associated with the APs in the same
building, they are assumed to be at the same location. There are 185 locations
in total by grouping APs of the same building together. We sort all users in
a descending order of trace length, and select the ﬁrst 50 users for simulation.
We set 20 channels and 20 data items. The channel bandwidth is 5 packets per
second. That is, if there are c available channels, the data transmission capacity is
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the combined size of 5c packets per second. Each data item is generated by some
node which is randomly selected, and can be reconstructed by 20 coded packets.
The storage space of each node is the combined size of 100 coded packets. The
data query pattern is based on Zipf-like distribution with θ = 0.8.
The UCSD trace was collected by approximately 300 wireless PDAs which were
carried by UCSD freshmen for an 11-week period between September 22, 2002 and
December 8, 2002. There are 520 APs, and each AP corresponds to one location.
Similar to the Dartmouth trace, we sort all users in an descending order of trace
length, and select the ﬁrst 50 users for simulation. The other simulation settings
are the same as the Dartmouth trace.
The simulation settings are summarized in Table 4.3. In both Dartmouth trace
and UCSD trace, we vary the time constraint to study its eﬀect on the (average)
data retrieval probability. In all simulations, the ﬁrst half of the trace is used for
warmup to collect necessary network information. All the data and queries are
generated during the second half of the trace. The presented results are averaged
over 20 runs.
4.5.3.2

Simulation Results
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Figure 4.3. Data retrieval probability vs. time constraint

Figure 4.3 shows the eﬀect of time constraint on the data retrieval probability
on the Dartmouth trace and the UCSD trace, respectively. For all schemes, the
data retrieval probability increases as the time constraint increases. This is because
increasing the time constraint creates more contact opportunities to retrieve the
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requested data items. Among the four schemes, SPEC performs the best, since it
considers the eﬀect of primary user appearance on the data replication strategy,
which is ignored by the other three schemes. Compared to DARA, UNI and PROP,
SPEC improves the data retrieval probability by 12%, 90%, 47% for the Dartmouth
trace (15%, 40%, 28% for UCSD trace) with time constraint 105 secs. When the
time constraint reaches 106 secs, the improvement changes to 12%, 69%, 38% for
Dartmouth trace (12%, 44%, 35% for UCSD trace).

4.6

Related Work

Most existing solutions on data access in cognitive radio networks assume the existence of an end-to-end path between the data source and data requesters. They
focus on designing eﬃcient routing protocols to minimize the routing delay or
maximize the throughput. For example, an on-demand protocol [91] has been
proposed to minimize the end-to-end delay through joint route selection and spectrum assignment. In [92], Pefkianakis et al. proposed a routing protocol to select
the route with the highest available spectrum. However, neither of them considers node mobility. In [64], Chowdhurya et al. proposed a geographic forwarding
based spectrum aware routing protocol for cognitive radio ad-hoc networks that
can adapt to dynamic spectrum availability and node mobility. However, their
protocol is based on AODV [73] which has to establish a route to the destination,
and hence not suitable for intermittently connected networks.
Data replication has been widely used to improve the performance of data
access in mobile ad-hoc networks [23, 25, 22] and DTNs [32, 33, 34, 35]. In [23],
the problem of ﬁnding the optimal replication location is formalized as a special
case of the NP-hard connected facility location problem [71], and then solved by
using a greedy algorithm which is within a factor of 6 of the optimal solution.
If there are multiple data items, multiple nodes may share and coordinate their
replicated data [25, 22]. Data replication is also studied in cognitive radio networks
to meet the delay constraints [59]. However, these works do not consider mobility.
For DTNs, distributed data replication schemes have been proposed in [32, 33]
by assuming a complete data item can be transmitted when two nodes contact
each other. In reality, the contact duration is usually short (due to mobility and
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limited range of peer-to-peer wireless communication), so a complete data item
may not be transmitted upon contact. Zhuo et al. [35] addressed this problem
through erasure coding and packet-level replication. However, in intermittently
connected cognitive radio networks, the data transmission capacity is also aﬀected
by primary user appearance, which has not been considered in these works.

4.7

Summary

This chapter studied the data replication problem in intermittently connected cognitive radio networks. In contrast to the existing replication schemes in traditional
DTNs, the proposed spectrum-aware data replication scheme jointly considers the
node contact pattern and primary user appearance in determining where to replicate the data. We formulated the spectrum-aware data replication problem as an
optimization problem which aims to maximize the average data retrieval probability of the network subject to time and storage constraints. We further analyzed
how to eﬃciently calculate the data retrieval probability which is essential for
calculating the replication beneﬁt. Also, we designed a distributed packet-level
replication scheme and evaluated its performance on both synthetic and realistic
traces. Evaluation results demonstrated that our spectrum-aware data replication
scheme outperforms the existing schemes in terms of data retrieval probability in
various scenarios.

Chapter

5

Conclusions and Future Work
5.1

Summary

In this dissertation, we provide comprehensive solutions to support resilient and
eﬃcient data access in cognitive radio networks by mitigating the eﬀects of primary
user appearance. We summarize these techniques as follows.
In Chapter 2, we focused on various robust topology control approaches to
mitigate the eﬀects of primary user appearance. First of all, we studied how to
maintain network connectivity when primary users appear. The problem was formulated as an optimization problem, in which channels are assigned to minimize
channel interference while maintaining network connectivity when primary users
appear. To solve this problem, we proposed both centralized and distributed algorithms which can reduce the channel interference while satisfying the robustness
constraints. Extensive simulations demonstrated that our solutions outperform existing interference-aware approaches substantially when primary users appear and
achieve similar performance at other times. We also studied how to maintain link
availability when primary users appear. In particular, we proposed robust topology
control approaches to reduce the channel interference, subject to the requirement
on link availability. Simulation results show that our approach can satisfy the link
availability requirement and maintain the throughput when primary users appear.
In Chapter 3, we studied the cache placement problem in multi-hop cognitive
radio networks, which aims to minimize the total cost subject to some delay constraint; i.e., the data access delay can be statistically bounded. To solve this prob-
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lem, we proposed a cost-based approach to minimize the total cost and designed
a delay-based approach to satisfy the delay constraint. Then, we combined them
and proposed a distributed hybrid approach to minimize the total cost subject
to the delay constraint. Extensive simulations demonstrated that our approaches
outperform existing caching solutions in terms of total cost and delay constraint,
and the hybrid approach performs the best among the approaches satisfying the
delay constraint.
In Chapter 4, we studied the data replication problem in intermittently connected cognitive radio networks. In contrast to the existing replication schemes
in traditional DTNs, the proposed spectrum-aware data replication scheme jointly
considers the node contact pattern and primary user appearance in determining
where to replicate the data. We formulated the spectrum-aware data replication
problem as an optimization problem which aims to maximize the average data
retrieval probability of the network subject to time and storage constraints. We
further analyzed how to eﬃciently calculate the data retrieval probability which
is essential for calculating the replication beneﬁt. Also, we designed a distributed
packet-level replication scheme and evaluated its performance on both synthetic
and realistic traces. Evaluation results demonstrated that our spectrum-aware
data replication scheme outperforms the existing schemes in terms of data retrieval
probability in various scenarios.

5.2

Future Directions

Our work to date has provided a series of solutions to support resilient and eﬃcient
data access in cognitive radio networks, but there are still many other issues worthy
of in-depth investigation. Next we outline several interesting directions for future
work that one could pursue.
• Caching with both delay constraint and storage constraint: In our
formulation of the delay-constrained caching problem, the storage cost is not
considered, since most wireless devices are equipped with enough storage
capacity. As a result, we can decouple the cache placement of diﬀerent data
items and focus on the cache placement of a speciﬁc data item. In some
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cases, the number of cached data items may exceed the storage capacity, so
we need to add a storage constraint in the delay-constrained caching problem.
The caching approach should then satisfy both delay constraint and storage
constraint. The major challenge for proposing such a caching approach is
how to satisfy the two constraints simultaneously. The delay constraint can
be satisﬁed easily by caching each data item at all nodes, but it may not
satisfy the storage constraint if the storage capacity is limited. We want to
know whether the delay constraint can be satisﬁed under the given storage
constraint. If the delay constraint is unsatisﬁed, we want to know if relaxing
the storage constraint is a solution and how much should be relaxed. In spite
of these two constraints, the proposed caching approach should still minimize
the total cost as in our delay-constrained caching approach. It is a challenge
to consider all of these factors together. To overcome this obstacle, we may
formulate the problem as a chance-constrained programming problem and
study it using the theories of chance-constrained programming.
• Data Replication under diverse network connectivity: In many cases,
the network may exhibit diverse connectivity; i.e., consisting of both static
cognitive radio network and intermittently connected mobile cognitive radio
network. It may vary spatially (e.g., a wireless mesh network is interconnected with a vehicular disruption tolerant network) or temporally (e.g., the
underlying network topology is sometimes like a mobile ad hoc network and
at other times like a disruption tolerant network)[93]. We may extend the
aforementioned spectrum-aware data replication scheme here to decide which
data items and how many coded packets will be replicated by each node.
Note that this scheme is based on the replication beneﬁt which measures
the chance of replicated packets to be retrieved by other nodes. For such a
diverse cognitive radio network, the replication beneﬁt should be diﬀerent,
depending on the connectivity of the surrounding scenario. For example, if
the network becomes well connected, end-to-end connections are easily maintained, so the data can be generally retrieved from the data source within
the time constraint. In such a scenario, the replication beneﬁt should be
lower, since the replication brings little beneﬁt. We need to investigate how
to quantify the replication beneﬁt appropriately for better performance.
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• Data replication in hybrid cognitive radio networks: Nowadays, the
cognitive radio device is still very expensive, so it is unlikely that all unlicensed users in the network are equipped with cognitive radios. The aforementioned replication-beneﬁt-based data replication scheme may be extended
to such hybrid cognitive radio networks for better data access performance.
Here the replication beneﬁt should be adjusted depending on the cognitive
radio deployment. For nodes equipped with cognitive radios, the data transmission capacity is generally larger, since the operating spectrum can be
conﬁgured to less congested licensed channels. This increases the chance of
replicated packets to be retrieved by other nodes, so the replication beneﬁt
of these cognitive radio-enabled nodes should be higher. Primary user appearance should also be considered when determining the replication beneﬁt,
since data transmissions on licensed channels may be interrupted by primary
users. We need to investigate how to quantify the replication beneﬁt appropriately so that the proposed approach can replicate data at appropriate
nodes to minimize the eﬀects of the primary user appearance.
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